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Abstract—We propose a reconfigurable intelligent surface
(RIS)-assisted wiretap channel, where the RIS is strategically
deployed to provide a spatial separation to the transmitter, and
orthogonal combiners are employed at the legitimate receiver
to extract the data streams from the direct and RIS-assisted
links. Then we derive the achievable secrecy rate under semantic
security for the RIS-assisted channel and design an algorithm
for the secrecy rate optimization problem. The simulation results
show the effects of total transmit power, the location and number
of eavesdroppers on the security performance.

Index Terms—Reconfigurable intelligent surface, wiretap chan-
nel, semantic security, secrecy rate.

I. INTRODUCTION

The rapid advancement of wireless communication tech-
nologies has driven the exploration of new methods to im-
prove coverage and optimize signal propagation. One such
innovation is the deployment of reconfigurable intelligent
surfaces (RISs) [1l], which are engineered surfaces capable
of dynamically controlling electromagnetic waves. By altering
how these waves are reflected, refracted, or absorbed, a RIS
can extend coverage in challenging environments and shape
the communication channels to improve signal quality and
reliability [2].

Recent studies have demonstrated that the RIS has the
potential to significantly enhance the physical layer security
(PLS) of wireless communications by directing signals toward
legitimate users and away from potential eavesdroppers [3].
Indeed, the secrecy rate can be greatly increased with the as-
sistance of RISs [4]. However, the choice of security measure
in PLS has a significant impact on practical relevance of the
results [5]].

In the context of PLS, the wiretap channel model [6]
provided the initial framework for securing communications
against eavesdroppers by minimizing information leakage.
Weak secrecy was introduced to measure the leakage from an
information theoretic perspective. Later, a more stringent mea-
sure called strong secrecy was proposed [[7]. The drawback of
these security measures is that they do not quantify how much
inference about the transmitted message the eavesdropper can
make based on its received signal. The security measure that
eliminates this drawback is semantic security, which has been
introduced in [8] and has a clear operational interpretation [9].

In this paper, we consider a wiretap channel with one
RIS and several eavesdroppers. The legitimate receiver is
able to distinguish signals from the direct link and the RIS-
assisted link with the help of spatial separation and orthogonal
combiners (SSOC) [10]. We explore the security performance
in this regime using semantic security as the secrecy measure.

A. Prior work

RISs were shown to be able to sense the wireless envi-
ronment and accordingly adjust its reflection coefficients dy-
namically to improve wireless communication [1l]. Following
these advancements, the use of RISs was explored to create a
programmable wireless environment for PLS [4], particularly
in scenarios where traditional methods struggled to maintain
robust security in complex environments [L1], [12]. In [13],
[14], different algorithms for secrecy rate maximization by
jointly optimizing total power constraint and RIS configuration
were developed and a closed-form solution with fixed RIS
configuration was given in [15]. However, the performance
gain of integrating RIS into PLS was not fully exploited. The
achievable secrecy rate used in those algorithms was derived
under strong the security criterion. Moreover, the algorithms
were to optimize the total transmission power because the
signals from the direct link and the RIS-assisted link were
simply summed at the legitimate receiver.

B. Main Contribution and Outline

The main contribution of this paper can be summarized as
follows:

« We introduce a vector-valued model for the RIS-assisted
wiretap channel with SSOC.

« We derive an achievable secrecy rate in this regime under
the semantic security criterion, which is more stringent
and operationally meaningful than strong secrecy used in
prior works on RIS-assisted wiretap channels.

« We design a power allocation algorithm for the direct and
RIS-assisted links that optimizes the secrecy rate and we
evaluate the security enhancement.

In Section [l we give the basic definitions. In Section [T, we
introduce the system model that is considered in this paper.
Section[[V]contains the theorem of achievable secrecy rate and
the proofs. We propose an optimization algorithm in Section
and present simulation results in Section Section
presents the paper’s conclusions.

II. SEMANTIC SECURITY

In this section, we provide the definition and interpretation
of semantic security. The concept originates from the field of
cryptography [[16], but has also been extended to and used in
the realm of physical layer security [8].

We recall basic notions of wiretap channels and wiretap
codes, which will be used in the definition of semantic security.

Definition 1. A wiretap channel T,, = ((X,G),(V,F),(Z,
H), Kap,Kap) is defined by
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o the measurable spaces (X,G) consisting of input alpha-
bet X with a o-algebra G for the transmitter (Alice),
(¥, F) representing the output alphabet with a o-algebra
F for the legitimate receiver (Bob), and (Z,H) being
the output alphabet and corresponding o-algebra for the
eavesdropper (Eve),

o the channel K sp from Alice to Bob defined by a Markov
kernel on F x X (i.e. a mapping Kap : F x X — [0,1]
such that a) for each x € X the map F 5> F — K p(F,x)
is a probability measure and b) for each F' € F the map
Xs>x - Kap(F,x) is G-measurable),

o the channel Kag from Alice to Eve given as a Markov
kernel on H x X (i.e. a mapping Kap : H x X — [0,1]
with properties that are analogous to those of K op from
the previous item).

Definition 2. An (n, M)-wiretap code (C,,D,) for the
channel T, on the alphabet X consists of

o a randomized encoder C,, : M x W — X", where
M is the set of all messages {1,...,L} and W is
a random variable with values in W = {1,...,L1}
distributed according to a distribution Py on W. In
order to encode each message m € M, we perform a
random experiment W with outcomes w € WV to generate
a sequence ™ (m,w) := Cp(m,w) € X™.

o a (deterministic) decoder D,, : Y" — M.

The information rate R and the randomness rate R; are
described by

1 1
R=—log|M|=—1logL (1)
n n

1 1
Ry = —log|W|=—logL;. )
n n

By a wiretap codebook of block length n > 1, information
rate R > 0 and randomness rate R; > 0, we mean the finite
sequence {C,(m,w) : m € M,w € W} and C,(m,w) € X"
is the transmitted codeword on the input alphabet. We denote
the codebook by the same symbol C,,.

For the definition of semantic security we assume that the
goal of Eve is represented by a partition II of the message set
M and her task is to determine the partition element 7 € II
that the transmitted message m € M belongs to. Two typical
goals are given in the next two examples.

Example 11.1. If Eve aims to reconstruct the first bit of a
binary message, the message set M will be partitioned into
two subsets, one for messages starting with 0 and the other
for those starting with 1.

Example 11.2. If Eve aims to reconstruct the entire message,
the message set will be partitioned into singleton sets, i.e.,

II={{m}:meMj}.

The idea behind the definition of semantic security is to
compare Eve’s success probability in determining the correct
partition element with pure guessing. A semantically secure
communication scheme should have a small gap between
these success probabilities for every possible partition of the
message space.

Definition 3. The eavesdropper’s maximum advantage in re-
constructing the transmitted message under semantic security
[8] criterion is given by

Advgs(Cp, Z™) 1= max (

P, n (M Al
max| sup M, zn (M € g(Z"™))

g:Zn—I1

—maxPM(Mew)), (3)
mell
where Py and 11 denote the distribution of the message M
and a partition of the message set M respectively, the function
g : 2" — 1l models the selection of a partition element of
II based on the observation of Eve’s channel output Z™, and
Py, zn denotes the joint distribution of the message and Eve’s
channel output.

We say that the codebook C,, achieves §—semantic security,
for §>0, if

Advgs(Cpy Z™) < 6.

We interpret the semantic security advantage defined in (3]
as follows: The term IznaXnPM’ zn(Meg(Z™)) denotes the
g:Zn—

maximum success probability for determining the partition
element of IT upon observation of Eve’s channel output. This
implies that Eve’s objective is defined by a partition II of
M, and Eve’s goal is to guess to which partition element the
transmitted message M belongs. The term max Py (M e 7)

represents the most likely partition element ugfier the distribu-
tion P); without knowledge of Eve’s channel output, i.e., the
optimal guess. Therefore, the right-hand side of (3) gives the
largest advantage over pure guessing Eve can achieve based
on the knowledge of P); and the choice of partition II. If the
codebook achieves d—semantic security, then Eve’s maximum
success probability is d—close to pure guessing.

The results in [17, Proposition 1] show that for the case
of wireless channels, semantic security implies both the weak
secrecy introduced in [[6] and strong secrecy from [7] which
have been used traditionally in the realm of physical layer
security. Apart from this, semantic security has the advantage,
in contrast to weak and strong secrecy, that it is operationally
defined. This means that it delivers a quantitative statement
about the maximum probability of success compared to pure
guessing for a clearly defined class of eavesdropping attacks.

In the context of secure communication over noisy channels,
achieving semantically secure communication involves not
only guaranteeing confidentiality but also reliability. The reli-
ability of communication is evaluated by the average decoding
error probability.

Definition 4. The average decoding error probability
Ps(Cy, Dy) for an (n, M)-wiretap code is defined as

1 L1 L
Pe(Cp, Dy) “IL, 2—:1 Zl

PY"|X"(D(Yn) ¢m|Xn:‘rn(m7w))7 (4)

where Py xn denotes the conditional probability of legitimate
receiver’s channel output given the transmitted codeword.

We can now define the achievable secrecy rate that quan-
tifies the rate at which reliable and secure communication is
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Fig. 1: RIS-assisted secure communication system.

achieved.

Definition 5. A non-negative number R is called an achiev-
able secrecy rate under semantic security for a wiretap chan-
nel if there is a sequence (Cy,, Dp)nen of (n, M)-codes such
that for every €1,€ea2,¢3 > 0 there is ng € N such that for all
n 2 no,

1
Pe(CpyDp)<er, Advgs(Cr, Z™) < €9, and —log L > Ry —es.
n

III. SYSTEM MODEL
A. Wireless Communication Model

We consider a RIS-assisted communication system as shown
in Fig. [1l where Alice equipped with N, antennas intends to
send confidential information to Bob in the presence of a finite
number of Eves, and Bob as well as the Eves are equipped with
N, antennas. To enhance the security of the transmission, a
RIS consisting of IV reflecting elements is deployed. Notations
Hyp € CN>Ne Hyp e CV*NVe and Hip € CYV are used
for the direct channel between Alice and Bob, the channel
from Alice to the RIS, and the channel from the RIS to Bob,
respectively, whereas Hyp, € CN*Vt Hpp, € CNV*V denote
the direct channel between Alice and Eve;, and between the
RIS and Evej, j € {1,...,d}, respectively.

Utilizing both direct and RIS-assisted links, we aim to
transmit two data streams, denoted by X; and X5, each with
a corresponding precoder p;, e CVt*! k€ {1,2}. The random
variables X1, X5 € C over the set X denote the transmitted
data for a single channel use. The RIS performs a linear
mapping from the incident signal vector to a reflected signal
vector based on an equivalent N x N diagonal phase-shift
matrix denoted by @ ¢ CY*VN. Consequently, the received
signals at Bob and Eve; are given by

Y = (Hap + HrpOHAR) (P, X1 + P2 X2) + EaB, Q)
Zj=(Hag; + Hrp,0HaR)(p1 X1 +PaX2) + Eag,, (6)

where Eap, Eag, € CNrx1 represent complex additive white
Gaussian noises (AWGNSs) at Bob and Eve;, respectively.

In this paper, we maintain the separation of the two trans-
mit data streams via spatial isolation using a beam space
representation. To achieve this, we assume that the RIS is
strategically deployed in a location that enables such spatial
separation. In other words, to provide distinct paths, the

iii

difference in the path directions should exceed the spatial
resolution [10]. Having two distinct paths allows us to design
the precoder p; to maximize the gain for the direct link while
ensuring it lies in the null space of the RIS-assisted link,
and vice versa for precoder p, [10]. Consequently, we have
HrpOH Arp; = Happ, = 0 and hence the received signal at
Bob in () simplifies to

Y =Happ; X1 + HRpOH ARrp, X2 + E4p. @)

Similar to the transmit side, at receiver Bob, we employ a
set of orthogonal combiners vp j to extract Xy, for k € {1,2}
[LO]. Given the spatial separation and an appropriate design of
the combiners, we have VgJHRBOHARp2 = VIJ;)QHABp1 =0.
Hence we can express the extraction Y; := Vle and Y5 :=
VgQY as

Y; :Vg,lHABple +Vg,1EAB’ (8)

Ys = VggHRBGHAszXQ + VggEAB-

We define aap1 := vgJHABp1 to be the gain of
the direct channel between Alice and Bob, and afff)m =
ngHRBOHARp2 to be the gain of RIS-assisted channel. The
superscript @ emphasizes that the configuration of the RIS has
an impact on the gain. We denote Esp 1 = nglEAB and
Eapp:= ngQE Ap as complex AWGNSs for the corresponding
channels. Consequently, (8) leads to two independent compo-

nents:
Yi=aap1X1+FEaB, ©
0
Ya=alf} X0+ Baps.

This independence arises from the orthogonality of vz 1 and
VB2, i.e., Vg_lng =0.

For the Eves, we do not assume the use of orthogonal
combiners which means that our security guarantees hold
regardless of how the Eves choose to process their received
signals. Hence, the received signal at Eve; remains as in ().

Remark 1. In this paper, we consider Bob equipped with
multiple antennas. By leveraging the spatial separation inher-
ent in the direct and RIS-assisted links and utilizing suitable
combiners, we can effectively recover the transmitted data
at Bob. This setting represents one way of establishing two
independent communication paths between Alice and Bob.
A similar method applies to other technologies that provide
spatial separation such as distributed multiple-input multiple-
output (MIMO) technique.

B. RIS-assisted Wiretap Channel

In the following part of the paper, we abstract the earlier-
mentioned details concerning parameter settings at Alice, the
RIS, and Bob, presuming they are appropriately configured to
ensure the SSOC. Therefore, we focus on determining achiev-
able communication rates under the constraint of semantic
security, while abstracting the technical assumptions from the
preceding section. We also extend the wireless channel model
above from single channel use to multiple channel uses in
order to investigate the relationship between the length of the



Fig. 2: RIS-assisted wiretap channel model with SSOC.

code words, the quality of the security level, and the reliability
level [5].

We propose a RIS-assisted wiretap system model with
SSOC as shown in Fig. 2l which consists of one Alice, one
Bob, multiple Eves (Eve;, ..., Eveg), and one RIS. Our
objective is to send messages reliably between the legitimate
parties while keeping all Eves ignorant of messages in the
sense of achievable d—semantic security (cf. Definition [3)),
suitably small § > 0, with the assistance of a RIS.

We can extend the classic wiretap channel from Def-
inition [I to a RIS-assisted wiretap channel as Tgris =
((X,6), (¥, F), (2;,H;), K\, K3 ,0) for j = 1,....d.
Z; is the output alphabet with a o-algebra H; for Eve;.
The Markov kernel Kl(fé denotes the product of Kap 1
and K, ie. K(A1 x Az,) = Kapi(Ai,ai) x
KI(403)72(A2,.CC2) for T1,T2 € X, Al,AQ € .7:, where

Kap1, K,(f];_z : FxX —[0,1]. This is a generalization of the
model (9). Based on the absence of assumptions about Eves,
we generalize the Markov kernel between Alice and RIS for
Eve; as ng%j : Hj x X% - [0,1]. The n-fold product of
K(A,x) is defined as K®"(xI";A;,z™) = [Ty K(A;, ;).
The RIS is configured by the vector of parameters 6 € ©,
which has an impact on the main channel and eavesdropper
channels.

Let X" = [X{‘,X;L]T be a random vector, where X, X5
are the random variables over the set X for the direct channel
input and the RIS-assisted channel input, respectively. The
superscript n denotes the number of channel uses. With proper
spatial separation and appropriate orthogonal combiners, the
output of channel K1(493®" at Bob can be split into two
vector components: Y = [V, Y5']T, where Y;,Ys are
the random variables over the set ) for the corresponding
channel outputs. An input distribution () x induces an output
distribution Qy via Qy(4) = fKI(fB)(A,w)QX(dm) for
A ¢ F. The output of channel K{E&zf@" at Eve; is denoted
by Z7 over the set Z}. The induced output distribution
is Qz,(A) = ]Kg",}j(A,cc)Qx(dw) for A € H;. The n-
products of corresponding distributions are denoted by Q%

Y and Q7% .

The Wireta{p code for the channel TRys is defined analogous
to Definition[2] The difference is that for every 8 € ©, we have

a randomized encoder C,(la) with vector output on the alphabet
X% and a (deterministic) decoder D,, with vector input on
the alphabet ))?*". The decoder D,, is not directly related to
0, but is related to the channel information, which is affected
by 6. We will drop the superscript (6) in ct? 1o simplify the
notation.

In order to encode m € M, we perform a random ex-
periment with W according to Py to generate a sequence
x"(m,w) € X", The sequence x"(m,W) € C, (corre-
sponding to random selection of w € W) is chosen as the
input for the channel. Then the induced output distribution of
Z? for each message m € M by a given codebook C,, is

L,y
PZ;}‘X"(m;) = Z:l PW(w)PZ;}‘X"(m,w)' (10)

IV. MAIN RESULTS

In this section, we first introduce a measure of secrecy
which is equivalent to semantic security but which is easier
to work with analytically. Then we explicitly derive an upper
bound on achievable secrecy rates for the RIS-assisted wiretap
channel by following the line of arguments about the channel
resolvability from [18]].

A. Distinguishing Security

Since it is not easy to prove semantic security for a
particular wiretap channel directly, we introduce an equivalent
but analytically more accessible notion of secrecy. Before this,
we define the underlying distance measure.

Definition 6 (Total Variation Distance [19, 5.24]). The total
variation distance between two probability measures P and Q)
defined on the measurable space (2, F) is given by

1P = Qllrv = sup |[P(A4) - Q(A)|- (11)
AeF

Definition 7. The eavesdropper’s maximum advantage in
reconstructing the transmitted message under distinguishing
security [|8|] criterion is given by

Advgs(Cp, Z™) = max |1Pzrm, = PznjmsllTv,  (12)
o€

miy,m

where M is the message set and Pynyy,,, Pzn|y, are the
output distribution given messages mi,ma, respectively.

We say that the codebook C,, achieves §—distinguishing
security, for § > 0, if

Advgs(Cp, Z™) < 6.
Theorem IV.1.

o Semantic security and distinguishing security are equiv-
alent, i.e., the following inequalities are valid:

Advgs(Cpy Z™) € Advgs(Cr, Z™) < 2+ Advgs (Cry, ZM).
« For any probability measure P' on Z", we have

Advgs(Cr, Z™) < 2- max 1Pz jm = P'|lTv-

The first item follows from [8, Theorem 1] and the second
item follows from the triangle inequality.



Theorem helps us to obtain the semantic secrecy results
by proving Theorem

B. Distinguishing and Semantic Security Achievability
Before stating the theorem on achievable secrecy rate, we

provide a definition of the information density [20, Eq. (13)]

which is adapted to our case. For all (z",2]) € X" x Z2*"

and the Markov kernel Kx(sz ,i=1,...
density is given by

,d., the 1nf0rmat10n

dK(Q)@n( .

AE] ")

Zj(')
where the derivative on the right-hand side is the Radon-
Nikodym derivative [19, 5.18] of the measure Kggfn( S x")

with respect to measure Q' (-). The Radon-Nikodym deriva-
tive exists for @)y -a.e.  due to the following argument:

For A e #; we have Q7 (A) = [K(emn(A,:c)Q’}{(d:c).
If Q% (A) = 0, this 1mp11es K(0)®n(A, ) = 0 for Q%-

K (0)®n( x) is absolutely continuous

ifx"; 2] =

;25| =log

€] BN

a.e. . Consequently

with respect to Q7 , in symbols K(9)®"( wx) < Qy, for
Q'%-a.e. . Thus the Radon- Nikodym theorem (19} Theorem
5.11] states the existence of the Radon-Nikodym derivative
with the condition above. This is also true for the existence
of the Radon-Nikodym derivatives in i[2™; y" ] for almost all
(z",y") € X2 x Y2*" and the Markov kernel K(9)®".

Theorem IV.2  (Achievable
Distinguishing and Semantic Suppose
((X,g),(y,f),(Zj,Hj),Kﬁ‘%), 1(4‘2 ,0) is a RIS-assisted
wiretap channel (7 =1,...,d), Qx is  the input distribution,
®x. v,z is the joint distribution induced by Q) x,
K%;j. Assume that:

Secrecy Rate  under
Security).

K 1(4‘2 and

o the moment generation functions of i[X;Y]| and
i[X;Z;],j= ., d, exist and are finite for some t > 0,
i.e. Elexp (ti[X;Y])] < +o0 and Elexp (ti[X; Z;])] <
+oo for j=1,...,d.

o R <I[X; Y]— max I[XZ]

g=1,.

Then there exist &; > O, j=1,...,d, A, A2 >0 such that
for sufficiently large n € N we have
1Pz 1x7 (m,) = QZ, Irv < exp{-n&;} (Distinguishing Secu-
rity) and Pg(Cp, Dy) < exp{—nla} (Reliability) with proba-
bility at least 1 — exp{-nA1}.

Consequently, by Theorem we obtain for the semantic
security advantage:

Advss(Cn, Z7) <2-exp{-n&;}, j=1,...,d.

To prove Theorem we derive the upper bounds for
the distinguishing security part and reliability part separately.
In the end, both parts are combined into a single statement,
concluding the proof. Some auxiliary results for the proof are
provided in Appendix

1) Distinguishing Security: The proof of distinguishing
security relies on an application of McDiarmid’s inequality
which is given as follows:

Theorem IV.3 (McDiarmid Inequality [21]). Let X1,..., X,
be independent random variables taking values in (measur-
able) sets Vi,...,Vn, and x = (T1,...,%p,...,Tp), %" =
(1, 5@y ooy n) € Vi x o x Vy, pairs of vectors which
differ only in the p-th component, p = 1,...,n. Suppose that
for a given (measurable) function f :Vy x ---xV,, > R there
exists c € R such that

[f (@) - f(x")] <c, (14)

,n and all T :c'" € V1 x---x V,,. Then for the
(Xl,..., n) and any € >0 we have

2
2 } (15)
n

B B ()] 20 <o

forallp=1,..
random vector X

The key point of the proof is to derive an upper bound
on the expectation value appearing in (I3). The functions of
interest are given by

fi(Cn) = ||PZ;%|X"(m,.) -Q%, v, j=1,....d, (16)
where
L& @on, . _n
PZ;‘|X”(m,) = L—l KAEJ ( . ,.’1} (m,w)) (17)

w=1
and we consider a uniformly distributed randomness W'
In the first step, we show that (I4) in Theorem[[V.3]holds for
= L% Let C,, and C’ denote codebooks which differ only in
codeword corresponding to arbitrary but fixed tuple (m/, w’).
By using the triangle inequality of total variation distance [22}
Proposition 4.2.5], we obtain

1£5(C) = £3(C)]

1 Ll 7] n n
Slgp 2 KA (e (mow))
1 K(@en

L AE (am,n(mlvw,))HTV
1 w=1

K28 (™ (m,w))

_ K(G)@n

an, G (m )|y

< I (18)
where the last step follows by the fact that the total variation
distance between any two probability measures is always less
than or equal to 1.

In what follows we consider the random codebook C,,
where the random codewords X" (m,w), m € M,w € W,
are independent and distributed according to Q%.

As a consequence of (I8) and Theorem [[V.3] we obtain the
following inequality for the random codebookand j =1,...,d:

Pe, (fi(Cn) =Ec,[fi(Ca)] 2 ¢) <exp{-2¢;°L1}.  (19)
Our next goal is to derive an upper bound on the expectation
Ee, (f;(Ca)), j = 1,...,d, appearing in (9.

Lemma 1 (Bound for Expectation of TV Distance). Suppose
that the moment generating functions of i X; Z ;| exist and
are finite for j =1,...,d and some t > 0, and the randomness



rate satisfies Ry > max I[X;Z;], then there exist 3; > 0

Jj=1,...,
such that
Ec, (fi(Cn)) =Ec, 1Pz x(m,) ~Qz,|lrv]<exp{-nf;},
(20)
for j=1,....d and all sufficiently large n € N.

Before proving Lemma [Tl we state two auxiliary results that
are used in the proof.

We first define the typical set 7c; and the atypical set 7
[20], 7=1,....d, as

1,
Te, = {(:c , 27 ) nz[m"
TC — . 1 - n
o= 2] nz[m
For simpler notation, we define the two corresponding sets:

Te, (" (m,w)) = {z] € 227" : (2" (m,w), 2}) € T, }, (23)
T (" (m,w)) = {z? € Z¥m . (z"(m,w),27) € ’7;‘;} (24)

2 < I[X: Z;] +ej}, 21

2> 1[X Z;] +ej}. (22)

Then the output distribution Pzn|xn(p,,.) can be split into
a typical part and an atypical part:

Pznixn(m,) = Pico1+ Pic, .2, (25)
where
Piewi=1 ;1K<9>®"< T, (@ (m,w)), 2" (m, w)),
(26)
Pic,2= Li LZ K22 (- TE (" (m,w)), 2" (m, w)),

27)
which leads to the following two lemmas.

Lemma 2 (Bound for Typical Terms). For some ;1 > 0 where
j=1,...,d:

dPjc, 1
Fea oy, [@
J

The proof of Lemma 2] can be found in Appendix [VIII-B
We provide a necessary definition before Lemma [3

Definition 8 (Rényi Divergence [23]). Let (2,X) be a mea-
surable space and let P,Q be probability measures on X
with Q < P. Then for «, i.e. a € (0,1)U(1,00), the Rényi
Divergence is defined by

Da[PI|Q] :%lbgf(%)l_adp.

Lemma 3 (Bound for Atypical Terms). For some o> 1 and
0 < Bj2 < (a-1)U[X;Z;]+¢ - Du[Qx,2,/QxQ2z,])
where j=1,...,d:

Q%,z,(T5) <exp{-npBj2}. (30)
The proof of Lemma 3] can be found in Appendix [VIII-B

- 1] <exp{-nfi}. (28)

(29)

Proof of Lemma[ll The expectation of TV distance (I6) can
be split into two corresponding parts due to the typical and

vi

atypical sets:

ECnHPZ;‘\X"(m;) -Q%,|lrv 3D
- +
dPjc,1 dPjc, 2
=Ec,Eqn Loy o ] (32)
L dQZj dQZj
- +
dP;
<Eec,Eqn ﬁil - 1] +Ee,[Pic,2]  (33)
L Zj
[ ap :
l7cnx n C
=Ec,Eqy # - 1] +Q% 2, (75), (34
L Zj

where (B2) follows from (@23) and Lemma [l In (@4)
Ee,[Pjc,.2] = Q% z,(TE) follows since the codewords
X"(m,w) are drawn accordlng to the distribution Q% .

The terms in (34) are bounded by Lemma 2] and Lemma 3]
respectively. Combining these two bounds yields a bound for
the expectation of the total variation distance:

Ecn ||PZ;L‘X7L - Q%J ||TV < exp {—nﬁjl} + exp {—nﬂjg} (35)

<exp{-npf;} (36)
for any choice of 8; with 0 < 8; < 81, 852 and all sufficiently
large n. O

By Lemmal[fland (I8), the McDiarmid inequality yields

Pe, (fi(Cn)zexp{-nBj}+e;) < exp{-2¢;L1} (37)
= exp{—2e? exp{nR;}}. (38)

We can set ¢; to one possible value as follows:

€= S exp{-nb;/2}, (39)

V2
where b; is constant for each j = 1,...,d. The choice
of ¢; ensures that the exponential term on the right-hand
side in (38) becomes exp {—exp{n(R1 —b;)}} and is double
exponentially small when 0 < b; < Ry is specified. Therefore

by choosing a suitable (j; > 3; and setting (o := Ry —b;, the
inequality can be further simplified to
FPe, (fi(Cn) 2 exp{-n(;1}) < exp{-exp{n(jz}},  (40)

which implies that the probability of not achieving distinguish-
ing security via random codebooks is double exponentially
low.

2) Reliability: In the proof, we first define a new type of
average decoding error probability. To send one message m €
M, the encoder chooses the randomness w € YV uniformly at
random to generate a codeword " (m,w) and transmits it.
The decoder reconstructs the message and randomness from
the received sequence. The decoding is said to be successful
if the reconstructed message and randomness exactly match
the sent ones. Otherwise, we denote it as an error event by £’.
The new error probability is given by

Pe:(Cy, Dy) _L—Ll 21 Zl 41)
Pyapn (D(Y™) # (m,w)| X" = 2™ (m, w)).



From Definition 4 and (1), it can be observed that any
error in reconstructing m is included in the set of errors in
reconstructing (m,w), implying that the error probability of
reconstructing m is less than or equal to the error probability
of reconstructing (m,w), i.e.,

PS(Cnan)Spg’(CnaDn)- (42)

Then the proof of reliability aims to derive an upper bound
on the expectation of Pg/(Cp,D,,) by the following Lemma
and apply Markov’s inequality to show that Pg/(Cp,D;,) is
low with high probability.

Lemma 4 (Bound for Expectation of Average Decoding
Error). Suppose that the moment generating functions of
i[X;Y] exist and are finite for some t > 0, and the ran-
domness rate satisfies Ry < I[X;Y ] - Rs, then there exist
I' >0 such that

Ec, [Pe/(Cn, Dn)] < exp{-nl'}, (43)

for all sufficiently large n € N.

Before proving Lemma [ we split the decoding error by
adopting the method from [9]] and state an auxiliary result for
each part.

We define the typical set and atypical set in a similar way
to the proof of distinguishing security:

’ 1
T, = {(af;”,y”):—i[m";yn]SI[X;Y]+6}, (44)
n

/ 1

T.¢:= {(af;”,y”):—i[m";yn]>I[X;Y]+e}, (45)
n

and a corresponding joint typicality decoder:

N (m,w), (w"(m,w),y")eﬁ/ for unique (m,w),
D(y"):= .
(1,1), otherwise.
For simpler notation, we define the two corresponding sets:
T (") ={y": (2".y") e T. ), (46)
T (") = {y": (", y") e T} (47)

In order to achieve a successful decoding, the received
sequence must be jointly typical with the unique encoded
message and unique with this property. The error event &’
can be decomposed into two distinct events: £; and &£;. Event
& occurs when the received sequence y™ can not be assigned
to any jointly typical codeword, while event £ occurs when
y™ is assignable to multiple jointly typical codewords. The
probabilities of the error events are formalized as follows:

Pe, (m,w) i=Pyrjxor (Y €75 (X)X " = 2" (m, w)),
(48)
Pe,(m,w) i=Pynxn (Y™ e T (X™)| X" = 2" (m,w'),
(m,w') # (m,w)). (49)
Lemma 5. For some a>1and 0<T; < (a-1)(I[X;Y ]+
€=~ Do[Qx v |Q@xQv]):

Ee, [Pe, (m,w)] < exp{-nT1}. (50)

Lemma 6. For some 0<T2<I[X;Y]+e-R- Ry:
Ec, [Pz, (m,w)] < exp{-nI's}. (51)

The proofs of Lemma [3] and Lemma [f] can be found in
Appendix [VIII-

Proof of LemmaE Due to the splitting (@8) and (@9), the
expectation of the average decoding error probability (@) can
be bounded by

Ec, [Ps/(Crn, Dy)]

1 Ly L
SECn Tr Z z (Pgl (maw) + sz (m,w)) (52)
LLl w=1m=1
1 Ly L
“IL. w; mZ;l Ee,, [Pe, (m,w)]
1 Ly L

F o 2 2 e [Pes(myw)] (53)

=Ec, [Pgl (mvw)] +Ec, [P$2 (mvw)]a (54)

where (32) is an application of the union bound, (33) follows
by the linearity of expectation, and follows by the
expectation independent from the individual messages due to
the i.i.d. codewords. The two terms in are respectively
bounded by Lemma [3 and Lemma [6] yielding

Ec, [Pe(Cp, Dy)] < exp{-nl'1} + exp{-nls}

<exp{-nl'} (55

for any choice of I' with 0 < I" < I'y, I'y and for all sufficiently
large n. o

Next we can apply Markov’s inequality with (33) for I" >
Y1 > 0:

Pe, (P (Cp, Dyy) > exp{-n71}) (56)
<exp{ny1}Ec, [Ps/(Cp, Dy)] (57)

< exp{ny }exp{-nl'}, (58)
=exp{-n(T'-v1)}, (59)

= exp{-nya2} (60)

with the choice 5 :=T" — ;.
Hence by @2), we have

Pe, (Pe(Cny Dp) 2 exp{-nm1}) <exp{-ny2}.  (61)

3) Distinguishing Security Achievability: Now we can com-
bine the distinguishing security result and reliability result
(61) into a single statement of achievability:

For j}lilaXdI[X;Zj] <R <I[X;Y]-Rsandj=1,...,d,

we have
ofe, (||PZ;|Xn(m,.) - Q% llrv > eXP{—anl})

<exp{—exp{n{}},
*Fe, (Pe(Cp,Dn)) 2 exp{-nm}) <exp{-ny2}.

Therefore via the union bound, we have the probability
of not achieving reliable communication for Bob and secure



communication for all Eves:

Pe,( U

UPE’(CnaDn) Zexp{_nVI}) (62)

< Y Pe,(IPzyixn(my — Q% llrv > exp{-n¢;})
j=lod

1Pzr1x7 (m,) = @z, llTv > exp{-n(;: }
d

+ Pe, (Pe/(Cp,Dy) > exp{-nm1}) (63)

< Z exp{-exp{n¢;2}} + exp{-nvya2} (64)
j=l,..,d

<exp{-nAi} (65)

for any choice of A1 with 0 < A1 < 79, .x{nnd(gz) and
3=1,...,

sufficiently large n.

V. EVALUATION OF SECRECY RATE

In this section, we evaluate the achievable secrecy rate
of the RIS-assisted wiretap channel with SSOC. Then we
formulate the secrecy rate maximization problem and design
an optimization algorithm. In Section [V] and [VI, we assume
for numerical simplicity that all Eves are able to extract the
corresponding signals from the direct link and the RIS-assisted
link, and that the two signals are mutually independent.
The theoretical result of Theorem still holds for Eves’
channels as described in (6))

A. Secrecy Rate Maximization Problem

Consider a RIS-assisted wiretap channel Tris with an
AWGN model as defined in Sec. Let X" € C®*™ be the
vector-valued channel input, Y™ € C?*™ and VAR C?*" be the
vector-valued channel outputs for Bob and Eve;, j =1,...,d,
respectively. The channel outputs can be written as

Y =H) X"+ B, (66)
Z} =M X"+ By, 67)
8) dAB,1 0
HY) - o | (68)
0 Xppo
g _| D (69)
AE; = 0 age};ﬂ ;

where Hffgg € C?*2 denotes the channel matrix between Alice
and Bob, and the diagonal corresponds to the independence
between direct link and RIS-assisted link in (). E% g =
[Ekp.1, Elpo]" € C*™ denotes the channel noise between
Alice and Bob, where E ; |, E'i 5 5, correspond to the inde-
pendent complex AWGNS from the two links with noise power
Nap.1, Napp in (D, respectively. According to the assump-
tion, the channel output at Eve; can be similarly simplified

to (67) from (6). The channel matrix Hf};j e C¥*? between

Alice and Eve; is also a diagonal matrix with cag; 1, O‘ier)j,z
on the diagonal, and Elp = [Ejp 1, Eip ,]" € C¥,
where the components are also independent complex AWGNSs
with noise power Nag; 1, Nag; 2. The RIS-related channel
gains are optimized and fixed by the RIS configuration. The
power is constrained according to E(| X7 X7?) < P, and

viii

E(|X5T X5 [?) < P,. The total transmit power is constrained
by P, 1+ P. 2 < P, te

Now we can evaluate the achievable secrecy rate from
Theorem Assume that X" is a Gaussian vector with
zero mean and covariance matrix K xn» subject to the power
constraint Tr(Kx») = Py + P» < P, where Tr(-) denotes
the sum of elements on the main diagonal of the matrix. The
secrecy rate [24, Example 22.3] is given by

Kgn )

- _nllaxd{logdet(]l+HE40];,KXnHEf%HKi;%E )}, (70)
j=1,..., 7 7 J

R, =logdet(I+ HO) K x-HOH

where I is an identity matrix of size 2 x 2, and K ou K B,
are the covariance matrices of E’) 5, E} &, Tespectively. ’

Since the noise components in E’yp and E7p are inde-
pendent, Kgn = and K By, are diagonal matrices with the
corresponding noise power on the diagonal. The secrecy rate
can be further simplified to

(6) |2
P 2 Psla
Ry(P1,P>) = log(1+ %) +1og(1+ M)

AB,1 Nap2
(71)
(0)
Pilaag, 1 P2|aAEj,2|2
- max [log[1+ ——2— | +log|1+ ———1=—
J=1,.., AE; 1 Nag; 2

In order to enhance the security of the system, we jointly
optimize P; and P» to maximize the secrecy rate for all Eves
with fixed 0. The problem of interest can be formulated as

max RS(Pl,PQ)
Py,P>>0

subject to P + P>, < P;. (72)

B. Algorithm Design for Problem

Observing that the objective function in is non-concave,
we adopt the Minorize-Maximization (MM) method [235] to
tackle the problem. The idea is to minorize the objective
function by one suitable surrogate function in each iteration,
making it concave. Then we solve the concave optimization
problem for the surrogate function instead of the objective
function with the Karush-Kuhn-Tucker (KKT) approach [26]]
and produce the pair of (P;,P) for the next iteration until
convergence.

We start to explain one iteration of the proposed algorithm.

L ‘OLAB 1|2 |a549; 2‘2 |0‘AEJ-,1|2

et pn = TR = R B = s Bl =
‘Oz(e) ‘2

5 =1 d, to simplify the notations

Nagj2’ [ :

Note that log(1 + P15;,1) and log(l + P»3;2) are two
logarithmic functions, their tangent lines at the fixed point
(m) p(m) :
(P;™,Py,"") are given by
Bia(PL - P™)
1+ ﬂjylpl(m)
Bia(Py - P\™)
1+ ﬂjygpz(m)

Ty, (P |P™) =log(1 + 3,1 P{™) + . (73)

Ty, o PoP{™) =log(1+ ;2 PS™) + . (74)



where (Pl(m)7 P2(m)) denotes a pair of fixed value of (P, P,)
in the iteration m.

Due to the concavity of logarithmic functions, we have for
all (P 1 P 2)

Ts,, (PLIP™) 2 log(1 + P1 ;).
Ty, ,(Po|P{™) > 1og(1+ Pyf; 0).

(75)
(76)
We can construct a surrogate function for Rs( Py, Py) by
g(Py, Py, m|P{™ P{™)
= log(1+ Pruy) +1og(1l+ Paus)
- max (T, (PLP{™) + Ty, (PIPS™)),
7=1 d

yeeey

(77)

The function g(Py, Py, m|P{™, P{™) is said to minorize
R.(Py,P,) at the point (P{™ P{"™)) [25, Equation (1)] if
for all (P, P»)

g(Py, P,m|P{™, PS™) < Ry(Py, Py),
(P, P{™ ml| P{™, P{™) = Ry(P(™, P{™).

(78)
(79)

In the MM algorithm, we maximize the surrogate func-
tion g(Py, P, m|P(m), Pém)) rather than the actual function
R (P, P). If (Pi(mﬂ),Pz(mH)) denotes the maximizer of
g(Py, Po,m|P{™, P{™), e,

m+1 m+1) . m m
g(P{™ D, PGP Py

> g(Py,Py,m|P™ P{™)  forall (P, Py),  (80)

then we can show that the MM procedure pushes Rs( Py, Py)
towards its maximum value:

Rs(Pl(m+1), P2(m+1)) > g(Pl(m+1)7 P2(m+1), m|P1(m), P2(m))
> g(P{"™, (™, m|P{™, P{™)
= R,(P™, P{™) (81)

where the inequality follows directly from (Z8), 79 and (80).
The ascent property (8I) provides the MM algorithm with
remarkable numerical stability.
In the next step, we perform optimization for the surrogate
function over P, P,. The corresponding problem is
(m) p(m)
poax - g(Pr, Py, mlPyT, Py

subjectto P+ P, < P;. (82)

Note that Ty, , (P1[P{™), Ty, ,(Po|P{™) are two lin-
ear functions. Taking the maximum of ng)l(P1|P1(m)) +
TBjyz(P2|P2(m)) yields a convex function. The minus sign
ahead makes the max function concave. Since logarithmic
functions are concave, g(Pl,Pg,m|P1(m),P2(m)) is a sum of
concave functions, and hence it is also a concave function.
Therefore we can adopt the KKT algorithm to solve the
optimization problem (82).

We first form a Lagrangian function with a Lagrange
multiplier A:

L(P1, Py, \) = g(Pr, Po,m|P{™ , B{™) = A\q(P1, Py), (83)

where

q(P1,P) =P +P>,-P,<0 (84)

represents the inequality constraint.

Since g(Py, Po,m|P{™, P{™) is a concave function and
the constraint clearly shows that the optimization problem
(82) is strictly feasible (Slater condition) [27, Definition 10.5],
the conditions (@)-(@) are necessary and sufficient for (P, Py)
being the maximizer of (82) [27, Theorem 10.6].

3L(P1*, PQ*, )\*)
I 2,0 )
aP, (@
Nq(Pf,Py)=0 (¢
P PEA 20 (o)

OL(P}, Py, \*)
P, N
q(P{,Py)<0 (d)

0 (b)

The calculation of the closed-form solution is executed
sequentially in two cases:

Case I: inactive inequality constraint (A\* =0)

« Solving P} and P; from @ and (b).

o Putting P, Py in (d) and @) to check the constraints.

o If satisfying the constraints, calculating L(P;", Py,0) as
result. Otherwise, going to case II.

By applying (77), (83), (84) in @) and (b), we have

2 Bi1 ,
* - max( ) = 07 (a )
(1+P1 Ml) J 1+ﬁj71P1(m)
2 —Pi2 . )
(L+Pfp2) 0 " 148;,P™
In this case,
(m)
1+p5:1P 1
Py =max(i et Ty L (85)
J B 1
1+8;,P™ 1
P} = max(M) _ - (86)
j Bj,2 o

If Py, Py satisfy the inequality (d) and are non-negative (),
the maximum is L(P;, Py,0).

Case II: active inequality constraint (\* > 0)

o q(P,Py) =0 derived from (@).

« Solving P}, Py, A\* from @), @) and ¢(P1, P») = 0.

« Putting P;", P, \* in (@) to check the constraints.

« If satisfying the constraints, calculating L( Py, Py, \*) as

result. Otherwise, no results.

In this case, there is a system of three linear equations with
three unknowns:

1 Bin

i —max(——————=) - A =0, (@)
(1+P1 Ml) J 1+ﬁj71P1(m)
12 B2 ,
* _mf.ix( )_)‘:07 (b)
(1+ Pjp2) i1+ ﬁj,zP;m)
Pl+P;-P =0. ()

After deriving Py = P, — P; from and bringing it to
(©), we can obtain a quadratic equation of P} by eliminating

A* via @) = ©®):

AP} +BP, +C =0, (87)



where

A= Do,
B:=-D(p1 — p2) — prp2(DP; + 2),
C:=p1 = pi2 = D + Py(pap2 = Dpa),

D := maX(L()) - max(i()
J 1+ ﬁjJle J 1+ Bj)gPQm

If the discriminant A = B2 - 4AC > 0 for (§7), the roots

exist:
P = %. (88)
Then we have
Py =P, - P/, (89)
R S S N (90)

m
(1+P1*,U1) J

If P, Py, \* satisfy the non-negative constraints (&), the
maximum is L(P;", Py, \*).

Eventually, we obtain the maximum value of the surrogate
function:

max g(Py, Po,m|P{"™, P{"™) = L(P{,P;,\")  OD)

1,402

and produce a new pair for the next iteration:
(P1(m+l)’P2(m+1)) _ (P1*7P2*)' (92)

We summarize the whole process of the proposed algorithm
for the problem in Algorithm [Il

Algorithm 1 Proposed Algorithm for Problem

1: Initialization: set an initial pair (Pl(o), PQ(O)).

2: repeat

3:  Construct a surrogate function g(P;, P», m|P1(m), Pz(m))
at the fixed pair (Pl(m)7 Pz(m)).

4:  Use KKT approach to find the optimal solution for g.

5. Produce the next iterate pair (P, P{™*1),

6: until convergence.

Remark 2. The MM algorithm has a linear rate of conver-
gence [25, Equation (18)] as it approaches an optimum point
(Pl*a P2*)
m+1 m+1 * *
oy N R - (PP

m— oo H(P(m) P(m))_(P* P e<l.
1 s £ 92 1272

VI. SIMULATION RESULTS

In this section, we evaluate the performance of the proposed
method via simulations for a RIS-assisted system with SSOC.
Moreover, we also consider the conventional case without
SSOC [[11] as a comparison and the simple case without RIS
as a benchmark. We maximize the secrecy rate by optimizing
the power allocation to the direct and RIS-assisted links, while
conventional algorithms optimize the total transmit power.
Alice, the RIS, and Bob are located at (0,0), (50,0), and (50,10)
in meter, respectively, as shown in Fig. Bl We set all antenna

@ Evel

(50. 15)
= Alice
(@) — D —— ©.0)
RIS () —
A

Eve,
(55, 10)

Bob
— (50.10)

ogg .
ool RS
0 oo (500

ooo

Fig. 3: Simulation settings showing the positions of Alice, the RIS and Bob, along with
two scenarios of Eves: (1) one moving Eve (2) two fixed Eves.

gains to 5 dB and all noise power to -104 dBm. The path loss
model is free space path loss and given by PL = 20 10g10(4i/\d)
(dB), where A = 0.01 m is the wavelength and d is the distance
between two entities. The RIS was configured and fixed during
the simulation. The number of iterations in Algorithm[Tis 500.

Fig. @] shows the secrecy rate performance of different
schemes by varying Eve’s vertical distance d,,. Eve is located
at (45,d,) in meter as shown in Fig. 3 (1). From the
overall perspective, the secrecy rate increases with the growing
vertical distance for all three schemes. This is because Eve
is moving away from Alice and the RIS, thus reducing the
information leakage. It is observed that when d, € [0,5], the
secrecy rate is zero due to the proximity of Eve to Alice and
the RIS. When d,, € [5,25], the rates of the two schemes with
RIS increase significantly and identically, while the rate of
the case without RIS stays zero. This is because Eve is still
in an advantageous position for intercepting communication
over the direct channel, and the RIS-assisted channel takes
over the communication task. Therefore, all transmit power
is used for the communication over the RIS-assisted channel
and the combiner does not help for data extraction from two
channels, making the blue and red curves overlap. As d,
further increases, our proposed scheme becomes advantageous
over the reference scheme. When both direct and RIS-assisted
channels are available, our proposed SSOC method considers
their channel state information individually to optimize the
power allocation, resulting in a higher secrecy rate.

Fig. [l illustrates the effect of the total transmit power F;
on the secrecy rate. Two Eves are located at (50,15) and
(55,10) in meter, respectively, as shown in Fig. [3| (2). From
the figure, we observe that the secrecy rate without using the
RIS increases very slowly with growing P; and saturates at
a lower value. This is because the two Eves are close to
Bob such that beamforming at Alice alone can only achieve
a very limited secrecy rate. In contrast, the secrecy rates of
two schemes with RIS increase significantly with growing P;.
The reason is that by configuring the RIS, the signals from the
direct channel and the RIS-assisted channel can be combined
constructively at Bob, but destructively at Eves, thus enhancing
the system security. Moreover, it is observed that the more
total transmit power can be allocated within a certain range,
the more benefits our proposed SSOC method compared to
the reference method will bring. The results also show that
the benefits still exist in the case of more than one Eve.

Fig. [6] shows the performance of the secrecy rate when the
number of Eves increases. The total transmit power is 40 dBm.
We fix a region with an x-axis of 40 to 45 and a y-axis of
30 to 50, from which we randomly select a certain number
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Fig. 4: Secrecy rate versus the vertical distance of one Eve.
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Fig. 5: Secrecy rate versus the total transmit power with two Eves.

of Eves. We perform the random experiment 500 times in
the simulation to generate an array of secrecy rates. Then we
quantize the array in a way that 95% of the values in it are
greater than or equal the result, i.e., P(R,(i) > R,) = 95%
for i =1,...,500, where R, denotes the secrecy rate for this
region. From the figure, it is observed that the secrecy rates
of both schemes for the region are decreasing as the number
of Eves increases. This matches with the intuitive expectation
that the more Eves are in the same area, the greater the threat
to system security. In addition, our proposed SSOC method
shows more resilience against Eves in terms of security due
to the power allocation compared to the reference method.

VII. CONCLUSION

In this work, we have proposed a RIS-assisted wiretap
channel with SSOC. We have shown that the semantic secure
and reliable communication in this regime can be achieved and
have derived the achievable secrecy rate. We have designed
an optimization algorithm for the achievable secrecy rate
which allocates the total available transmit power between the

xi
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Fig. 6: Secrecy rate versus the number of Eves.

direct link and the RIS-assisted link. The simulation results
have demonstrated the security performance enhancement with
respect to the total transmit power, the location and the number
of eavesdroppers.

VIII. APPENDIX

A. Auxiliary Results

Lemma 7. The total variation distance can be rephrased as
follows:

+

dPz1x7 (m.)
dQy,

The proof is given in [28, Lemma A.6].

||PZ;%\X"(m,-) -Q%,|lrv = ]Eng -1] . (93)

Theorem VIIL1 (Tonelli’s Theorem [29]). Let (X, A, u) and
(Y, B,v) be o-finite measure spaces and f: X xY — [0, +o0]
be A ® B-measurable, then

[ tdwe) = [ ([ f@piow)du)
:fy(fx f(xvy)du(x))dv(y). (94)

Lemma 8. For a non-negative random variable X :

E[X] - f0+°° P(X > t)dt. 95)

The proof is given in [30, Equation (21.9)].

Lemma 9. Let X1,..., X, be independent random variables,
with 0 < Xy, < J for each k. Let S, = Y1 Xy and p =
E[S,] < . For any € > 0:

EQ/L’

P(S,>(1+e)u) < exp{—m

}. (96)

The lemma above is an extension of Chernoff-Hoeffding
inequality [31]. The proof of the extension is given in [28|
Appendix 15].



B. Proofs of Lemma 2 and Lemma [3]
Proof of Lemma[2l For j=1,...,d and t > 0:

.
dPjc, 1
ECHEQTZ‘]. [TQ% - 1}
J

+

dP;
~Eay Fe, | 00 - 97)
Z;
dP :
+00o .
=Eon f P (|28t _ 1| s¢la 08
oz | J, (e 1Qy, (98)
+00 dPC 1
—Forn f Po | 22l sy 1) at], 99
sz[o Cn(d@%j +) ] o

where ([@7) follows by applying the Tonelli’s Theorem and (98))
follows by applying Lemma [8l The last equality results from
+

the equivalence of the events [% - 1] > t} (t>0) and
Zj

{—ddpg;ztl >t+1f.

In the next step, we bound the probability term in by
Lemma [9] Note that the term % can be regarded as a
sum of independent random variables. Thus, bounds for the
expectation of the sum and the individual terms of the sum
are needed.

We begin with the upper bound p’ for the expectation of
the sum p:

dPjc, 1 dPznxn (m.)
dQy, dQYy,

For the bound J; on individual terms, we apply the defi-
nitions of Pj ¢, 1 (20), the information density (I3) and the

ny

typical set 2I). Note that L; = exp {nR;} we have

1<Ee,[ ]=1:=4'. (100)

p=Ee,[

1 AKOE (AT (2" (m,w)), 2" (m, w))

Ly dQy,

L [0 T @ ), @ (m,w))
= —exXplo
7, Splog iQy,

K" (0T, (2" (m,w)), 2" (m, w))

= exp{-nR;}explog ( 107
Z;

= exp{-nR;} + exp{i[z"; Z?]} : ]]-(w",z;‘)eTsj
<exp{-nRy +i[z";27]}
<exp{n(I[X;Z;]+¢j—R1)}:=J;.
Substituting p’ and J; into Lemma [ yields
Ly 1 K" (0T (2" (mow)), & (m, w))
Fe, | 2.+— - >t+1
w:lLl dQ%J

t2
<o) o

Now we use the inequality in (I0I) to derive an upper
bound on the integral in (99). Observe that (I0I)) can be upper

bounded by exp {—%} for0 <t <1 andexp{-55} fort>1.
J J
Thus we obtain

+o00 dP;
[ pe (S s b ar
0 szj
+o00 t2 d
< R S
_fo eXp{ 2(1+t/3)Jj}

1 +2 J +00 t J
< vt ——)dt
< /0 exp { 37, bt + /1 exp { 37, }

+00 t2 p +00 t 4
< Yt ———Ydt
_fo exp { 3Jj} +[3 exp{ 3Jj}

= %\/Jj +3Jj
A /3 .
= Tﬂ-exp{—%} +3exp{-ne;} (102)
ne;i . /3w TE;
SGXP{—TJ}(T +36XP{—TJ})
< 5exp{—? : (103)

where (I02) follows by setting the randomness rate for Eve,
j=1,...,d,to (I[X;Z;] + 2¢;) such that

Jj =exp{n(I[X;Z;] +¢; - R1)}
= exp{—ne; }.

Note that we can set one randomness rate [; for all
eavesdroppers:

Ry := max (I[X;Z;]+2¢),

J=1,....d
in which the inequality (IQ3) still holds. Finally we have

+o0o de7Cn71 nej
EQ%]. lfo Pcn( aqQr 2t+1)dtl§5exp{—7}

Zj
<exp{-nfj}

(104)

by specifying €; > 0 and choosing 3;; < %J O
Proof of Lemma 3] We can adopt the idea of proving channel
resolvability in [18]]. For some a>1and 5=1,...,d:
)@’;{,Zj (72)

= Qx z,({(", 25) : i[a" 27] > I[ X5 Z5] + ¢;})

= Q% z,({(z", 2]) rexp{(a - 1)i[x"; 2]}
>exp{(a-1)n(I[X;Z;]+€;)}})

< Exn 2 [exp {(a - 1)i[2"; 2 ]}]
cexp{-(a-1)n(I[X;Z;]+¢;)} (105)

= o e (@ Dile" 21} Q% 5, (A", 2))

exp{-(a-1)n(I[X;Z;]+¢;)}
K" (-, am)
Qy,
‘Qx z,(d(x",27))} - exp{-(a-1)n(I[X;Z;] +€;)}

a-1

= exp log{ (2}) (106)

X 2xnyx Z2xn



=exp(-n(a-1)(I[X; Z;]+ ¢ - = Da[Q% 7, [1Q% Q7Z,1)

(107)

D.[Qx . z,[|QxQz,])
(108)

= exp(—n(a - 1)(I[XaZJ:| L

<exp {-npj2}
for some

0<Bje < (a-1)(I[X;Z;]+¢; - Da[Qx,2,|QxQz,]),

where (I03) is an application of Markov’s inequality, and (106)
follows by the definition of information density (I3). Due to
the additivity of the Rényi Divergence [23, Theorem 28], we
get (108) from (IQ7).

Note that under the assumption in Lemma [ E[exp{t -
i[X;Z;]}] exists and is finite for some ¢ > 0, yielding a
finite Do [Qx,z,||@xQz,] for some o > 1. This is because
for some ¢ >0 we have

Elexp{t-i[X; Z,]}] (109)
:]E[exp{t-log(dg"@zf ) (110)
d
ZE[(dngZZJ ] i
dQx.z; .,
- G ) Qxz,d2))) (112)
d
/(dg;‘QZZ ) Qxz, (e z))y (13
=exp{(a’' - 1) Do [Qx z,[1QxQz,]}, (114)

where (I10) follows by the definition of information density
(13), (I13) results from the substitution ¢t = o’ — 1 for some
o’ > 1 and the definition of Rényi divergence 29)) yields (I14).

Observe that the exponential term in (II4) is fi-
nite under the assumption, leading to a finite exponent
Do [Qx,z,/|@xQz,] for some finite o’ > 1. Furthermore,
D.[Qx z,;/|QxQz,] is continuous and finite in o for a < o’
[23, Theorem 7]. Since D.[Qx z,||@xQz,] — I[X;Z;]
for a« — 1 [23l Theorem 5] [32, Section 2.3], we can choose
a > 1, but sufficiently close to 1 so that the upper bound for
Bj2 is positive. O

C. Proofs of Lemma [d and Lemma

Proof of Lemma 3 For some o > 1:
Ee, [Pe, (m,w)] = Ec, [Pynjx« (Y"eT,*|X" = 2" (m,w))]
= Pxnyn (X", Y") €T,
= Py oy ({(a"y") - %i[m” y"]> I[X: Y] +€})
= Pxn oy ({(2",y") rexp {(a - 1)i[z";y"]}
>exp{(a-1)n(I[X;Y]+¢€)}})
<Exnyn[exp{(a-1)i[z";y"]}]

cexp{-(a-1)n(I[X;Y]+¢€)} (115)

dK g
=Exnyn [(in"
Y

=exp(-n(a-1)(I[X;Y ]+e- Do [Qx,v||@xQy])) (116)
<exp{-nl'i}

)* 7 rexp {~(a-1)n(I[X;Y] +e)}

for some

0<I'y < (Oé— 1)(I[X,Y] +6_Da[QX,Y||QXQYD7 (117)

where (I13) follows by Markov’s inequality, and (I16) follows
by the definition (29) and the additivity [23, Theorem 28] of
Rényi divergence. We can use similar reasoning as in the proof
of Lemma [3] to argue that the upper bound for I'y is positive
if a is chosen sufficiently close to 1. O

Proof of Lemma
Ec, [Pe,(m,w)] = Ee, [Pynxn (Y™ € T |X" = 2" (m,w'),
(m/,w') # (m,w))]
L Ly ,
< Z Z ]Ecn[Pynlxn(Yn€7;|Xn: w"(m’,w’))]
m/=1w’'=1

cexpln(Re R} [ [ L ger: Qs

- exp{n(R * Rl)} Y2xnx x2xn ]]-(wn7yn)€7’e'

Y P Qxn v (d(z",y")) (118)

<exp{n(R+Ry1)} [ exp{-n(I[X;Y]+¢€)}
Qxn y»(d(z",y")) (119)

=exp{-n(I[X;Y]+e-R-Ry)}

<exp{-nTs}

exp{-i[x"

for some
0<Te<I[X;Y]+e-R-Ry, (120)

where (I18) follows by the definition (I3) and reformulation
of information density, and follows by the definition of
7. @4). Note that R + R, < I[X;Y] such that the upper
bound for I's is positive. O
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