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Abstract
Methods from machine learning (ML) have transformed

the implementation of Perception-Cognition-Communication-
Action loops in Cyber-Physical Systems (CPS) and the Inter-
net of Things (IoT), replacing mechanistic and basic statisti-
cal models with those derived from data. However, the first
generation of ML approaches, which depend on supervised
learning with annotated data to create task-specific models,
faces significant limitations in scaling to the diverse sen-
sor modalities, deployment configurations, application tasks,
and operating dynamics characterizing real-world CPS-IoT
systems. The success of task-agnostic foundation models
(FMs), including multimodal large language models (LLMs),
in addressing similar challenges across natural language,
computer vision, and human speech has generated consid-
erable enthusiasm for and exploration of FMs and LLMs
as flexible building blocks in CPS-IoT analytics pipelines,
promising to reduce the need for costly task-specific engi-
neering.

Nonetheless, a significant gap persists between the current
capabilities of FMs and LLMs in the CPS-IoT domain and the
requirements they must meet to be viable for CPS-IoT appli-
cations. In this paper, we analyze and characterize this gap
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through a thorough examination of the state of the art and
our research, which extends beyond it in various dimensions.
Based on the results of our analysis and research, we iden-
tify essential desiderata that CPS-IoT domain-specific FMs
and LLMs must satisfy to bridge this gap. We also propose
actions by CPS-IoT researchers to collaborate in developing
key community resources necessary for establishing FMs
and LLMs as foundational tools for the next generation of
CPS-IoT systems.

CCS Concepts
• Computer systems organization → Embedded and
cyber-physical systems; • Human-centered computing
→ Ubiquitous and mobile computing; • Computing
methodologies → Artificial intelligence.
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1 Introduction
Cyber-Physical Systems and the Internet-of-Things (referred
to as CPS-IoT Systems henceforth) operate through Perception-
Cognition-Communication-Action (PCCA) loops, leveraging
multimodal and multiview sensor data to comprehend phys-
ical states, predict future and remote conditions, exchange
information with other systems, and execute timely inter-
ventions. Recently, CPS-IoT engineering has shifted from
mechanistic and statistical models rooted in human exper-
tise to high-dimensional, data-driven models.
Advances in machine learning (ML) and artificial intel-

ligence (AI) research in language, vision, and speech have
led to specialized neural models and training algorithms tai-
lored for the CPS-IoT domain. These models demonstrate
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notable performance gains across common signal modal-
ities like IMU, radar, lidar, and wireless, addressing tasks
such as human activity recognition, acoustic event detec-
tion, spatio-temporal tracking, and signal generation. They
leverage unique characteristics like spectral domain infor-
mation while tackling challenges such as sensor placement
sensitivity and varying sampling rates.
However, the first generation of ML-based CPS-IoT sys-

tems faces several critical limitations. First, the trained mod-
els are task-specific, designed for particular tasks and re-
quiring dedicated retraining for each (new) task the system
must perform. Second, this task-specific supervised training
strategy requires copious amounts of labeled sensor data,
which is difficult to obtain because many sensing modali-
ties are not human-interpretable, making retrospective la-
beling challenging. Moreover, contemporaneous labeling is
intrusive, privacy-invading, and low-quality, particularly as
many CPS-IoT systems operate in real-time out in the wild;
and due to the limited scope of deployments/studies, most
labeling strategies typically lead to data imbalance issues.
Lastly, these models are often dependent on specific sensor
sampling rates, placements, and configurations that vary
between deployments.
Emergence of Foundation Models: In broader AI/ML

research and industry, there is a clear trend toward homoge-
nizing model functionalities. Supervised discriminative mod-
els, limited by the high cost and scarcity of labeled data, are
increasingly being replaced by generative models trained
through self-supervised learning on generic pretext tasks.
This shift has led to the rise of Foundation Models (FMs),
introduced in [12], which are defined as models trained on
broad datasets using large-scale self-supervision and adapt-
able to a wide range of downstream tasks. FMs, such as Large
Language Models (LLMs), have revolutionized AI system
design by enabling task adaptation via FM-based pipelines
rather than bespoke task-specific ones. The success of FMs
is driven by three key factors: self-supervised pretraining,
scale (of both data and computation), and innovative ar-
chitectures like transformers [112], structured state-space
models [23, 41], and hybrid approaches [66]. While early
FMs like BERT emphasized unifying representations requir-
ing task-specific stages, later models with natural language
interfaces, such as LLMs and Large Vision Language models,
can specify and perform semantically unrelated tasks. Meth-
ods for adapting FMs to downstream tasks—ranging from
full fine-tuning and task-specific adapters to input prompt
tuning, in-context learning, and zero-shot prompting—have
further broadened their applicability.
Foundation Models for CPS-IoT Domain:Mirroring

the rise of FMs in NLP, vision, and speech, the CPS-IoT do-
main has seen parallel advancements in developing FMs

tailored to its unique challenges. Indeed, the factors driv-
ing the emergence of FMs in broader AI/ML are even more
critical in the CPS-IoT domain: sensor data types are more
diverse, labeling is harder, unlabeled sensor data is far more
abundant both absolutely and relatively, tasks are more var-
ied with stricter performance and safety requirements, sys-
tems scale more extremely, and platforms are more resource-
constrained. Many have recognized the potential of FMs
for CPS-IoT, spurring significant efforts to develop task-
independent sensor time series representations (e.g., LIMU-
BERT [124], ImageBind [38], FOCAL [68]), leverage pretrained
LLMs with their world knowledge, sequence processing, and
spatiotemporal reasoning for general sensor analysis tasks
(e.g., Penetrative AI [123], IoT-LM [79], LLMSense [86]),
and address specific tasks (e.g., Chronos [4], MOMENT [39]
for forecasting) and applications (e.g., RT-2 [13] for robot
control and LSM [82] for wearable health tracking).
About the Paper: While there is considerable activity

on CPS-IoT-related FMs and the use of LLMs for CPS-IoT,
much of it directly extends models, architectures, training
methods, and applications from general AI/ML domains like
language and vision. At the same time, CPS-IoT systems have
distinctive characteristics and needs – arising from their
embodied and embedded nature, and their tight coupling
with the physical world – which FMs must address. Unlike
language, sensor data are discretized samples of continuous
spatiotemporal physical signals rather than ordered symbolic
sequences. Factors such as sampling rate, policy, quantization
strategy, gain factor, location, and orientation affect both the
quality and content of the physical world information in the
sensor data stream. Likewise, CPS-IoT tasks must consider
the spatiotemporal properties of sensor measurements and
output actions, as well as latency in producing outputs.
Motivated by these observations and guided by an in-

depth analysis of state-of-the-art work and insights from
our preliminary research, this paper explores the desider-
ata for CPS-IoT FMs and lays out a research agenda. This
agenda identifies key technical challenges to address and
calls for collaborative efforts to create the necessary artifacts
to realize it. The ideas in this paper draw on the collective
expertise of the multi-institutional authoring team, spanning
the entire CPS-IoT system stack and multiple applications,
including prior contributions to FMs and LLMs for CPS-IoT.
The paper is divided into three main sections. Section 2

analyzes the state of the art in CPS-IoT-focused FMs and the
use of LLMs for this purpose. Section 3 presents preliminary
findings from our research, addressing challenges such as
resource-constrained platforms, sensor viewpoints, and tasks
beyond prediction. Finally, Section 4 synthesizes insights
from the earlier sections into a vision for future research and
community-driven artifacts.
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2 State of the Art in CPS-IoT FMs
Existing research in FMs (including LLMs) relevant to CPS-
IoT has primarily focused on perception, with limited atten-
tion to cognition, communication, and action of the PCCA
loops. To assess the state-of-the-art (SOTA), we first examine
perception-related FMs along two axes: sensor modalities
handled (single, multiple, and flexible) and tasks performed
(fixed, configurable, selectable, and run-time specifiable). We
then explore FMs beyond the perception tasks for CPS-IoT.

2.1 CPS-IoT FMs for Perception: A Sensor
Modality Perspective

Much of the research on CPS-IoT FMs for perception focuses
on projecting raw sensor signals into compact representa-
tions, or embeddings, that encode underlying physical phe-
nomena and are generalizable to various downstream tasks.
Self-supervised learning (SSL) is commonly used to learn
such representations without requiring task-specific anno-
tations. The trained FM is then adapted to compute desired
outputs for a specific downstream task, such as event classi-
fication or spatiotemporal localization. This stage is either
learned from limited annotated data or designed from first
principles and human knowledge. However, learning robust
representations for CPS-IoT systems is challenging due to the
spatiotemporal characteristics of sensor signals [53, 70] and
the significant heterogeneity of sensor modalities across ap-
plication domains [65]. We categorize prior works on SSL for
CPS-IoT FMs into three groups, focusing on single modality,
a fixed set of modalities, or a flexible set of modalities.
2.1.1 Unimodal Models. Most CPS-IoT FMs focus on map-
ping a single sensor modality (e.g., image, IMU, sound) into
embeddings. SSL frameworks for these FMs either contrast
temporally close samples to capture temporal consistency [109,
133] or reconstruct masked portions of time-series [27, 83,
124]. For human activity recognition, the FM in [131] uses a
multi-task self-supervision approach employing the arrow of
time, permutation, and time warping to enhance generaliza-
tion. Similarly, RelCon [125] applies a learnable distancemea-
sure and softened contrastive loss to capture motif similarity
and domain-specific semantics. Alternatively, many SSL ap-
proaches explore frequency representations of raw signals to
capture spatiotemporal features. TimesNet [119] transforms
1D time series into 2D tensors to capture multi-periodicity.
TFC [137] enforces time-frequency consistency through con-
trastive learning. AudioMAE [48] builds onMAE [45] architec-
tures to reconstruct masked spectrograms of acoustic signals.
PhyMask [54] introduces physics-informed masking for MAE
pretraining. Beyond learning techniques, alternative sensing
embedding encoder architectures of FMs have been explored,
such as frequency transformers [55], mixer models [18, 30],
and recently emergent state-space models [11, 99, 134].

2.1.2 Multimodal Models. FMs that integrate heterogeneous
signals from a fixed set of sensor modalities into joint em-
beddings have emerged for multimodal CPS-IoT applica-
tions [57, 79, 82, 107]. Cosmo [85] enhances modality repre-
sentations with augmented fusion for contrastive learning.
Cocoa [26] improves cross-modal coherence with discrimina-
tive objectives on temporally distant samples. FOCAL [68] fac-
torizes the representation into orthogonal shared and private
subspaces to capture complementary and shared modality in-
formation. Parallel works have explored aligning modalities
to handle missing data. Imagebind [38] binds images, text,
audio, depth, thermal, and IMU data into a joint embedding
space using only image-paired data. Babel [22] proposes
expandable networks to incrementally integrate modalities.
Similarly, MMBind [87] constructs pseudo-paired data from
incomplete multimodal sources for multimodal pretraining.
2.1.3 Flexible Modality Models. Existing works have ex-
plored FMs that adapt to flexible modalities, as available
sensor modalities in CPS-IoT applications often vary due
to resource constraints, platform heterogeneity, and oper-
ating environment. One approach involves models that in-
fer modality availability at test time. For example, missing
modality can be indicated with special input value [89] or
with a mask vector [92]. Transformers can use prompt tokens
(similar to position embeddings) to mark sensor modality
and adapt to missing data [60, 64, 111]. Models can also
handle missing modalities at test time by performing proba-
bilistic modality dropout or cross-modal attention masking
during training [72]. Another approach trains reconstruc-
tion models with modality dropout to generate missing data
from the available modalities [118]. Alternatively, models
like Perceiver [51] adopt new architecture to handle arbi-
trary configurations of modalities. Lastly, FMs for univariate
time-series forecasting [4, 52, 69] treat all sensor data as
timestamped, scaled real-numbered values and can adapt
to arbitrary modalities by handling input domain shift with
scaling training data, though often unsuccessfully [81].

2.2 CPS-IoT FMs for Perception: A Task
Perspective

The trend towards increasing homogenization of model func-
tionality in broader AI as reflected in LLMs is also influencing
CPS-IoT FMs resulting in an evolution from unifying sensor
modality representations to unifying CPS-IoT tasks. Below
we analyze the SOTA in CPS-IoT FM from the perspective
of breadth of tasks they handle, organizing them into four
groups: fixed task, design-time configurable task, run-time
selectable task, and run-time specifiable task.
2.2.1 Fixed Task Models. These models perform a single spe-
cific task but can do so on a broad spectrum of sensor data
types either in a zero-shot manner or with some fine-tuning
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for performance. The most prominent example of such FMs
is time-series forecasting models, often referred to as Time
Series FMs (TSFMs) despite their single-task focus, that have
recently emerged in academic literature and commercial of-
ferings. Examples include Amazon’s Chronos [4], a family of
open-source probabilistic forecasting models based on the T5
architecture [94], Moirai [117], which employs an encoder-
only transformer for multivariate time series, LagLlama [95],
which leverages the decoder-only Llama architecture [110]
for probabilistic forecasting, and TimesFM [24], which uses
a decoder-based transformer with residual blocks for multi-
variate time-series forecasting.
2.2.2 Configurable Task Models. FMs focused on represent-
ing raw sensor data into embedding vectors fall under this
category, such as those discussed in the preceding subsec-
tion (e.g., LIMU-Bert [124], FOCAL [68], TimesNet [119] etc.).
Pretrained via SSL on a broad spectrum of data, they can be
configured for specific tasks by pairing with a downstream
stage. Task-specific labeled sensor data is used to train the
downstream stage, which may also fine-tune the embedding
FM. For many tasks, the downstream stage can be as sim-
ple as a linear probe, though more sophisticated models are
often used. An excellent example is MOMENT [39], a family
of open-source FMs for time-series analysis. It serves as a
versatile representation learning FM that, when paired with
a fine-tuned linear probe, can handle tasks like imputation,
anomaly detection, and long-horizon forecasting, or, with
a fine-tuned classification head, can perform classification
tasks.
2.2.3 Selectable Task Models. Selectable CPS-IoT FMs pro-
vide greater flexibility by allowing users to choose from a
predefined set of tasks at run-time without requiring any
additional fine-tuning. These models use a metadata channel
to specify the desired task from the fixed set. The MOMENT
FM mentioned above can also function as a selectable task
model, performing anomaly detection, imputation, short-
horizon forecasting, and classification in a zero-shot man-
ner without parameter updates. Similarly, TimeGPT [36] uti-
lizes an encoder-decoder structure to perform zero-shot fore-
casting and anomaly detection without additional training.
UniTS [34], a unified multi-task time-series model, processes
input data as tokens and employs a shared architecture for
tasks like forecasting, classification, anomaly detection, and
imputation. At deployment, prompt tokens—learnable em-
beddings fine-tuned for specific datasets or tasks—are ap-
pended to input tokens to provide task-specific context, en-
abling adaptation to new tasks or datasets without modifying
the frozen pretrained model.

2.2.4 Run-time Specifiable. Run-time specifiable tasks en-
able users to define new tasks at run-time via input spec-
ification (e.g., text). In NLP, text-to-text models use task-
specific prefixes [94] or text description in modern LLMs [14]
for task definitions. In the CPS-IoT domain, recent work
leverages LLMs’ internal pretrained world knowledge to in-
gest task descriptions and exhibit emergent reasoning, plan-
ning [43], and optimization [126] abilities. The key differ-
ence lies in whether input data (e.g., sensor measurements)
and outputs (e.g., state estimates, control actions) are tex-
tually embedded, or mapped via adapters to or from the
embedding space. Examples of the first approach include
PromptCast [127], LLMTime [40], IoT-LLM [3], Penetrative
AI [123] and LLMSense [86]. These works demonstrate that
LLMs, with their world knowledge and reasoning abilities [71,
77], excel in zero- and few-shot settings, handling tasks from
forecasting to complex inference that go beyond mere se-
quence processing and pattern matching [42]. The second
approach, such as IoT-LM [79] and Time-LLM [52], trains
adapters to align a CPS-IoT system’s input, output, or in-
termediate variables to the backbone LLM’s semantic space,
outperforming the first approach but requiringmore complex
design and fine-tuning. Lastly, some recent works [128, 135,
136] have explored leveraging label semantics for sensing
classification without any task-specific training.

2.3 Beyond Perception
While existing research towards CPS-IoT FMs has primarily
focused on encoding sensory data for perception, there is in-
cipient work on FMs for other stages of the PCCA loops with
the emergence of task- and platform-specific AI/ML models.
The successes of deep reinforcement learning in robotics [44],
autonomous vehicles [58], drones [115], pan-tilt-zoom cam-
eras [97], and building energy and HVAC management [130]
catalyzed interest in FMs adaptable to deployments (e.g.,
different buildings, robotic bodies, etc.) without requiring ad-
ditional training. Particularly, the robotics community has a
burgeoning body of FM research [32, 47] developing general-
purpose robots and models generalizable across new plat-
forms. These FMs are often trained as vision-language action
(VLA) models [13, 56, 73], or finetuned Vision Language
Models (VLMs), to learn policies for tasks like manipulation
and navigation from massive vision-language demonstration
data with diverse robots [84] and can be used for variety of
tasks such as planning [101] in the PCCA loops of robots.
Alternatively, LLMs and VLMs are increasingly used via
prompting as FMs for CPS-IoT tasks in robotics [29, 113],
HVAC control [98], and industrial control [102], as well as
tools for generating control code [62, 113], annotating sensor
data [46], tasking CPS-IoT resources [67], managing sensor
privacy [114], and Q&A over sensor data [50].
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3 New Insights from Our Research
Given the quickly expanding landscape of FMs for CPS-IoT
applications, an interesting question becomes: Are FMs for
the CPS-IoT domain simply an adaptation of more general
research in AI/ML to new datasets and tasks (such as the
approaches summarized in the previous section) or are there
fundamental differences in how we should think of FMs for
CPS-IoT applications? Several distinguishing characteristics
of the CPS-IoT domain impact FM design:
1. Tight resource/quality trade-offs: CPS-IoT applications

significantly shift acceptable resource/quality trade-offs for
practical deployment of AI/ML. For example, recent statistics
indicate that the cost of converting a standard car to an
autonomous one is significantly higher than the cost of the
original vehicle [25]. This is unacceptable and would hinder
the pervasive use of mobile intelligence.

2. Spatial embodiment: CPS-IoT applications are concerned
with world state that evolves in physical time and space. Sen-
sors sample that state from various vantage points with a
range of observation modalities. FMs must abstract away
from sensor properties, modalities, and locations to repre-
sentations of the observed phenomena in space and time.
3. Historical context: Historical context is critical to inter-

preting current phenomena. Today’s LLMs are limited in the
amount of context they can ingest. While this amount may
be sufficient for understanding large passages of text, sen-
sors can be sampled at much larger rates, with arbitrarily old
events playing a significant role in interpreting the present.
Novel solutions are needed to preserve important context.

4. Structural constraints: The physical embodiment of CPS-
IoT applications into a world that abides by laws of nature en-
tails the existence of significant amounts of prior knowledge,
including laws of physics, system dynamics, and other con-
straints imposed on the data at multiple levels of abstraction.
FMs, in a way, are an expression of the underlying knowledge
in a domain. Thus, training and/or inference should allow ex-
plicit representation and exploitation of domain constraints
to improve reasoning efficiency.
Motivated by the above differences, we discuss a prelim-

inary exploration of challenges arising from these distin-
guishing properties, solution requirements to address these
challenges, and remaining open issues.

3.1 Tight Resource/quality Trade-offs
The integration of future CPS-IoT FMs with private sensor
data and user context will favor implementations where the
intelligence resides on the edge and not in the cloud. To what
extent are improvements required in resource efficiency and
inference quality for FMs to run on the mobile device?
3.1.1 A Preliminary Experiment. To address the above ques-
tion, we test two existing general FMs on task-specific IoT

signal

0, 0, ..., 0

FM
1, 1, ..., 10, 0, ..., 0

Padding

Mask

signal Forecasting

signal

99, 100, 99,
...

Digitized

98, 100, 90,
... Forecasting

LLM

You excel at time series forecasting. Please forecast the
next 25 numbers of the following array. Do not code:
[{encoded_data}]. Please only return the forecasted
numbers without any text...

Figure 1: Test settings. Top: TSFM. Bottom: LLM.

data: a time-series FM (TSFM), MOMENT (of which we use
two different sizes), and an LLM, Llama-3.2, with 1 billion
parameters. Figure 1 illustrates the experimental setup for
these models. To assess their effectiveness, we consider two
commonmobile IoT tasks: extrapolation and imputation, exe-
cuted on electrocardiogram (ECG) and photoplethysmogram
(PPG) signals, downsampled to 50Hz, inspired by mobile
health monitoring applications. We also compare these ap-
proaches to two classical baselines (variations of ARIMA
models using [100]). The first baseline, called ARIMA-pre-
training (ARIMA-PT), fits an ARIMA model using an 80-20
training-evaluation split, after which themodel remains fixed
for evaluation. The second approach, termed ARIMA-online-
training (ARIMA-OT), leverages the lightweight nature of
ARIMA models to perform test-time fitting. We implement
the models on a Google Pixel 8 Pro based on an open-source
Java library [106] and the ExecuTorch framework [75]. Mem-
ory footprint is assessed by measuring the memory usage
change before and after loading and running the model. Cold-
start latency is defined as the total duration encompassing
both the model loading phase and the execution of a single
inference, while warm-start latency measures the time taken
for a single inference after the model is already loaded.

Table 1: Accuracy, latency, and memory footprint of
models. In the latency column, we evaluate both cold-
start latency (left) and warm-start latency (right).

Model 𝑬𝑪𝑮𝑰𝒎𝒑 𝑬𝑪𝑮𝑬𝒙𝒕 𝑷𝑷𝑮𝑰𝒎𝒑 𝑷𝑷𝑮𝑬𝒙𝒕 Latency (ms) Mem. (MB)
ARIMA-OT 0.1387 0.1276 0.0083 0.0070 42.8/11.3 0.33
ARIMA-PT 0.1195 0.1235 0.0077 0.0078 2.0/1.6 0.74

GridARIMA-OT 0.1263 0.1157 0.0102 0.0071 148.7/40.6 2.30
GridARIMA-PT 0.1562 0.1269 0.0072 0.0068 1.8/1.3 12.49

Moment-S 0.1442 0.1392 0.0081 0.0075 217.0/72.5 88.7
Moment-L 0.1030 0.1134 0.0050 0.0061 2359.4/618.2 1207.7
Llama3.2-1B 1.9052 3.3038 4.0773 6.1396 9967.5/7641.7 1662.7
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3.1.2 Experimental Results and Recommendations. Table 1
shows that the largest of the time-series FMs, MOMENT-L
did outperform both versions of ARIMA on both tasks. How-
ever, this was accomplished at the expense of 2-3 order of
magnitude increase in latency, and over 3 orders of magni-
tude increase in memory footprint. For example, Moment-L
required 1.2 GB of memory and incurred a cold-start latency
of 2.3 seconds, compared to 0.74 MB and 2ms cold-start la-
tency for ARIMA-PT. Moreover Llama failed to outperform
ARIMA, despite its higher resource consumption than even
MOMENT-L. This observation highlights the limitations
of today’s general LLMs in processing low-level sensory
data directly, suggesting that their strengths lie in handling
metadata, high-level reasoning, or language-based analytics,
rather than raw time series analysis.
The experiment motivates developing a new generation

of FMs specifically designed and optimized for CPS-IoT ap-
plications of interest. Such FMs, if successful, might become
new architectural abstractions – a part of the mobile OS –
that allow handling myriads of user-specific intelligent tasks.
But first, one must understand more carefully how CPS-IoT
applications differ and what these differences imply in terms
of FM design and customization.

3.2 Spatial Embodiment
CPS-IoT applications distinguish world state (of monitored
phenomena) from the observed (or measured) views as sam-
pled by sensors at specific vantage points. There is usually
the notion of a channel that propagates state from the source
phenomenon to the observers, incurring various distortions
along the way. This creates an inconsistency: Ingested FM
data are sensor data representing distributed local observa-
tions. The goal, however, is to represent the actual world
state. For example, in acoustic monitoring, one may want to
recover the real sound, location, and speed of a moving object
from projections perceived by individual sensors at different
vantage points. CPS-IoT FMs must therefore abstract from
the time-series data of individual sensors to representations
of the underlying observed phenomena. How can the train-
ing of FMs be nudged to represent the observed environment,
not sensor data? Said differently, how to ensure the invari-
ance of the representation from the observation instruments
and their locations?
3.2.1 Challenges. To allow FM training to decouple local
signal projections from the unified latent semantic represen-
tation of the observed phenomena, it needs to understand
the spatial structure of observations. Arbitrarily placed sen-
sors simply perform an irregular local sampling of the scene.
Their positions must be encoded by the FM to understand
how the scene is sampled. Traditional positional embeddings,

such as those common for text and images, are typically de-
signed to encode the relative order of input tokens in sequen-
tial or grid-based data. In contrast, sensors are not deployed
in regular lines or grids. Thus, in multi-view ormulti-vantage
sensing applications, sensor geo-location embedding (that
directly encodes the specific location information of each
vantage point) is desirable. Location embeddings should fur-
ther generalize to differences in absolute positioning that do
not impact spatial reasoning. For example, they can encode
relative distances, not absolute GPS locations. Alternatively,
they can use augmentations that abstract away the absolute
locations to ensure that the model focuses on relative posi-
tioning features. In addition to the geo-location embedding,
timestamp embeddings should also be incorporated to spec-
ify the temporal metadata of observations. A multi-vantage
model must also understand the relations between vantage
points. For example, in vision, geometric transformations
and/or neural network-based approaches (e.g., NeRF [76])
can be applied to construct an image from a new angle or van-
tage point given existing images from other vantage points.
To attain the same effect with arbitrary sensors, one training
approach could be to mask a portion of a sensor’s time se-
ries and reconstruct it from signals at other vantage points,
forcing the model to learn signal dependencies on location.
3.2.2 A Preliminary Experiment. For a proof of concept, we
used a multimodal MAE-based framework that consists of an
encoder and a decoder. Input signals from different vantage
points are transformed into visual representations (namely,
spectrograms). A dedicated encoder processes each modal-
ity, and the resulting embeddings are combined in a joint
encoder to enable a cross-modal representation. The overall
architecture is illustrated in Figure 2.
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Figure 2: An architecture for spatial representation
learning.

To encode positional information, the model employs a 3-
dimensional learnable positional embedding that integrates
time, frequency, and spatial vantage point information. These
embeddings are added to the masked input before being
processed by the encoder. Notably, relative coordinates of
vantage points are encoded instead of absolute locations to
ensure the translation invariance of the spatial positional
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embeddings. To uncover spatiotemporal dependencies, the
raw inputs are divided into patches, with a subset selec-
tively masked across specific vantage points, time steps, or
frequency bands. The auto-encoder is then trained to recon-
struct the complete stacked spectrograms. This reconstruc-
tion process enables the framework to extract spatiotemporal
relations in a self-supervised manner by inferring signals
across related vantage points, times, and frequency bands.
3.2.3 Experimental Results and Recommendations. To test if
the newly-trained model can recover physical states of ob-
served phenomena, we use it to perform target tracking. Un-
like classification, where data from any one sensor might be
sufficient for identifying the target, tracking requires collec-
tive use of multiple sensor signals and positions to learn the
equivalent of localization. We evaluate it on a self-collected
dataset using a network of six Raspberry Pi nodes strategi-
cally positioned along vehicle routes to collect acoustic and
seismic signals. During the data collection, civilian vehicles
were driven by the sensors at varying speeds and directions,
with the vehicle’s real-time GPS coordinates recorded for
ground-truthing purposes. We present the trained model’s
classification and tracking performance in Figure 3 compared
to state-of-the-art contrastive baselines [19, 26, 68, 91, 108].
Our method consistently achieves the highest accuracy and
F1 score for classification and the lowest Mean Squared Error
(MSE) and Mean Absolute Error (MAE) for tracking.

The experiment demonstrates the importance of investi-
gating novel approaches to FM pretraining that nudge the FM
to learn representations of physical world state, as opposed
to merely encoding the projections of that state, comprising
sensory time-series signals. This is often called the inverse
problem [104], as distinguished from forecasting future obser-
vations. Many challenges must be solved to develop general
mechanisms for distilling unified sensor-agnostic latent repre-
sentations of environmental state (collected from a wide range
of sensing modalities and vantage points), and mechanisms
for automating state interpretation, given world knowledge.
The problem is more challenging in cluttered environments,
calling for solutions that augment sensor measurements with
prior knowledge to disambiguate among multiple compet-
ing inverse hypotheses regarding complex state from lim-
ited available observations. The final representation should
also be generalized across different sensor configurations,
abstracting away from specifics such as sensor calibration
details, gains, and sampling rates.

3.3 Historical Context
The importance of temporal events (that extend over time)
to the interpretation of observed physical phenomena makes
historical context of present observations an important part
of their semantic representation. Most existing work on CPS-
IoT applications has focused on short-time perception tasks,
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Figure 3: Performance comparison of multi-node clas-
sification (measured by accuracy ↑ and F1 score ↑) and
tracking (measured by MSE ↓ and MAE ↓) tasks.

such as human activity recognition or object detection, which
typically require only a few seconds of sensor data for in-
ference. However, to achieve a human-like understanding
of the world, a system must capture high-level contextual
information over extended periods of time, an aspect often
overlooked in current work.
For example, for an outside observer to ascertain that an

office building is empty (say, at the end of a work day), it
needs the accumulated record of all entry and exit events
since the building was last unlocked. Considering a camera
with a 30 frame/second rate, an 8-hour work-day generates
nearly one million frames, far more than the context window
of modern LLMs. It is therefore important to know what
needs to be remembered. Unfortunately, the key events to
remember depend on the situation. To describe different
situations, it is useful to define the concept of a complex
event. A complex event represents a high-level scenario with
spatiotemporal rules and patterns that require aggregating
and reasoning over numerous short-term activities, which
we call atomic events. For example, Fig. 4(a) defines a com-
plex event where an intelligent assistant on a mobile device
understands a sanitary protocol and alerts users of poten-
tial violations. Fig. 4(b) shows a scenario in a smart facility,
where a surveillance system detects potentially suspicious
activity, such as an unusual parcel hand-off, by analyzing
data across distributed cameras.
3.3.1 Challenges. Complex event detection (CED) intro-
duces several challenges. First, the pattern of interest (e.g.,
the trained self-attention matrix of the FM’s encoder) must
identify key atomic event occurrences relevant to the com-
plex event while ignoring irrelevant activities. Let us call the
latter, "don’t care" elements, or "X." For example, the sanitary
protocol can be represented as "Use restroom → X → Wash
hands→ X→ Eat," where "X" includes other irrelevant activ-
ities like "walking" or "sitting." Incorporating "X" broadens
the range of possible matching sequences, and the temporal
duration further amplifies this space exponentially. Second,
complex events have much longer time dependencies. In
the sanitary protocol example, violation occurs when the
person skips "Wash hands" after "Use restroom" and before
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Figure 4: (a) Sanitary protocol violation in smart home health monitoring system. (b) Detecting coordinated
terrorist attacks at different locations across the city using the surveillance system. (c) In a real-time complex
event detection (CED) task, only the raw sensor streams and ground-truth complex event labels are provided.

"Eat". However, the time gap between those atomic events
can be significant. Third, complex events often require im-
mediate attention. For instance, in a nursing monitor system,
we shouldn’t wait to analyze data until the end of the day.
Instead, we need immediate alerts when safety is violated.

Table 2: Evaluation results of LLMs.

𝐿𝑒𝑛𝑔𝑡ℎ

𝐴𝑐𝑐.

𝐶𝑜𝑎𝑟𝑠𝑒 𝐹1 𝐶𝑜𝑛𝑑𝑖𝑡𝑖𝑜𝑛𝑎𝑙 𝐹1

Zero-shot 𝑒1 𝑒2 𝑒3 Avg. 𝑒1 𝑒2 𝑒3 Avg.
Qwen2.5-7B 0.04 0.51 0.67 0.67 0.62 0.0 0.18 0.05 0.07
Qwen2.5-14B 0.12 0.60 0.66 0.57 0.61 0.14 0.15 0.04 0.11
GPT-4o-mini 0.04 0.0 0.0 0.64 0.21 0.0 0.0 0.0 0.0
GPT-4o 0.12 0.87 0.78 0.80 0.82 0.14 0.59 0.03 0.25

Few-shot (𝑘 = 3) 𝐴𝑐𝑐. 𝑒1 𝑒2 𝑒3 Avg. 𝑒1 𝑒2 𝑒3 Avg.
Qwen2.5-7B 0.04 0.49 0.68 0.71 0.63 0.0 0.19 0.04 0.08
Qwen2.5-14B 0.14 0.62 0.66 0.60 0.63 0.13 0.13 0.03 0.10
GPT-4o-mini 0.03 0.0 0.0 0.58 0.19 0.0 0.0 0.0 0.0
GPT-4o 0.16 0.87 0.81 0.81 0.83 0.13 0.63 0.14 0.30

3.3.2 A Preliminary Experiment. To investigate the perfor-
mance of existing LLMs on a real-time CED task, we designed
a multimodal complex event dataset in a smart health moni-
toring setting, and created a stochastic simulator that mimics
daily human behaviors and synthesizes the corresponding
sensor traces using existing IMU and Audio datasets for the
underlying atomic activities, WISDM[116] and ESC50[90].
Fig. 4(c) illustrates the task. To help the LLM, we assumed a
perfect labeling tool that detects the ground truth text label
of the atomic activity and passes it to the LLM. We then ex-
plained in the text prompt what constitutes a complex event.
We use three metrics to evaluate the LLM’s performance.
The Length Accuracy metric determines if the the complex
event labels given by LLMs have the same length as the
input sequence. The Conditional 𝐹1 Score evaluates element-
wise (time-wise) 𝐹1 score for three complex event labels,
conditioned on the case when the LLM outputs a complex

Figure 5: Average F1 scores of models on complex
events with different temporal spans.

event sequence with the correct length 𝑇 . Coarse 𝐹1 Score is
a sample-wise coarse 𝐹1 score that evaluates complex event
labeling at high-level. It does not require a precise match be-
tween the predicted and ground-truth complex event labels
at every timestamp. It only requires the LLM to recognize a
complex event type in the 5-minute sample correctly. Table 2
shows the results. It can be seen that the LLMs performed
somewhat poorly at complex event detection for all types of
complex events considered.
Two approaches were then considered to building an im-

proved real-time Complex Event Detection (CED) frame-
work. The first uses sequential neural network models like
CNNs, Transformers, and RNNs to learn complex event
rules in a data-driven manner. The second employs neu-
rosymbolic architectures with hand-coded rules, such as
DeepProbLog[74] and NeurASP [129], utilizing neural net-
work outputs for probabilistic symbolic computation. The
neurosymbolic method we designed integrates neural net-
works for recognizing atomic activities with user-defined
rules for complex event detection. We compare three model
types for complex event detection: (1) End-to-End Models:
Includes Transformer, LSTM, TCN, and Mamba, trained on
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sensor latent embedding sequences and complex event la-
bels; (2) Concept Bottlenecked Models: Consists of AE + Trans-
former, AE + LSTM, AE + TCN, and AE + Mamba. These
models use a pretrained classifier (AE) to obtain atomic activ-
ity labels, which are then used to train the neural backbones;
(3) Neurosymbolic Model: The AE+FSM model employs the
most probable atomic activity label as input for rule-based
finite state machines (FSMs).
3.3.3 Experimental Results and Recommendations. Figure 5
presents our preliminary results for various models. We also
tested these models on out-of-distribution (OOD) complex
events lasting 3 minutes, 15 minutes, and 30 minutes, all
adhering to the same rules but varying in temporal span.
The Mamba and AE+FSM models outperformed others on
average. The AE + FSM model incorporates correct complex
event rules; its performance declines greatly with longer
traces due to cumulative errors from imperfect atomic event
inference. While the Mamba model showed the best general-
ization on the OOD test sets, we still noted a performance
drop as the temporal span increased.

The above experiments show that FMs capable of reason-
ing over long and complex temporal patterns are still lacking.
Though LLMs have potential to perform well on CED tasks,
the current models still suffer from hallucinations and poor
ability in long-chain reasoning. In our preliminary experi-
ments on different model architectures and methods, we also
find that state-based methods such as the Mamba model and
FSM engines are more suitable when dealing with complex
event patterns that may span a long time, as they can com-
press information into states efficiently. However, CED tasks
remain challenging in many ways. For example, it remains
to design efficient means to define new types of complex
events, allowing the FM to detect them in a zero-shot of a
few-short manner. Input tokenization is another important
concern. With meaningful events occurring at multiple gran-
ularities, the best size for input time-series sensor data tokens
is unclear. Another challenge is to scale context window size
and develop mechanisms to efficiently remember old (but
important) events in continuous and long sensor streams.
In particular, the ability to incorporate human knowledge
and the use of neurosymbolic architecture to guide attention
seem like key architectural requirements.

3.4 Structural Constraints
To solve the inverse problem referred to in Section 3.2, define
complex events referred to in Section 3.3, or simply imbue an
LLM with specialized domain-specific knowledge [138], one
must express structural constraints that encode any explicit
prior knowledge about the world. Knowledge graphs (KGs)
are an ideal candidate to bridge human-like understanding
of the world with the autonomous capabilities of FMs [17],
particularly to enable complex and context-aware tasks in

 Quest�on: What �s
th�s bu�ld�ng’s area? Ident�f�es the relevant subgraph.1.

Prov�des the subgraph �n  the prompt.2.
Prompts the LLM to generate f�ve
SPARQL quer�es.

3.

Chooses the best query.4.
Converts the result to natural
language.

5.

 Context: Area of
th�s bu�ld�ng �s 1500.
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Figure 6: Example input outputs for our experimenta-
tion with AutoKGQA to extract contextual and sensory
information.

CPS IoT systems. The integration of LMMs and KGs has in-
deed been an active research topic [88]. Specifically, KGs can
encode structured relationships and metadata that reflect the
architecture and dynamics of the system, as well as describe
the data-generating process. They essentially provide two
key types of information: (1) contextual information, such as
system characteristics, interdependencies, functional hierar-
chies, and dynamics; and (2) knowledge about the sensor data
itself (i.e., metadata). The development of domain-specific
KGs for CPS-IoT applications is thus an important endeavor.
A particularly attractive solution is to couple KGs with

LLMs so that arbitrary queries for the contextual and meta-
data information needed to address CPS-IoT tasks can be ex-
pressed in natural language, thus creating a sort of dynamic
linker that can identify the relevant contextual knowledge
needed to achieve arbitrary tasks at runtime. LLMs can be
coupled with KGs in at least three ways: LLM-augmented
KGs, which use existing pretrained LLMs to perform KG
tasks such as Knowledge Graph Question Answering (KGQA,
e.g. [6]); KG-enhanced LLMs which use KGs during pretrain-
ing and fine-tuning of the LLM; and, though less explored,
synergized LLMs + KGs which use both methods to achieve
mutually beneficial results [61, 88]. In general, there is a
large body of work on LLMs leveraging KGs for a variety of
applications [88] outside of CPS-IoT.
3.4.1 Challenges. Selecting relevant sensory and contextual
data for CPS-IoT applications is challenging due to the di-
versity and volume of time series data and complex system
configurations. CPS-IoT systems can comprise of thousands
or millions of sensors/actuators deployed over equally large
number of components with exponentially many more re-
lationships, leading to complex and massive KGs. The goal
is to automatically retrieve and process relevant contextual
information and time series data based on high-level task
descriptions by leveraging semantic context and sensor rela-
tionships encoded in KGs.
3.4.2 A preliminary Experiment. To identify the method-
ological differences when applying such approaches to the
CPS-IoT domain, we conduct a preliminary experiment using
buildings as a use case. Figure 6 illustrates our experimenta-
tion. Specifically, we examine a scalable LLM-based KGQA
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method for information retrieval in CPS IoT systems, focus-
ing on sensory data [6]. The buildings domain is particularly
suitable for this investigation due to the maturity of KGs
to describe buildings and their CPS-IoT systems, such as
the Brick schema [7]. Thus, we used the KG of a real-world
building (vm3a) from the Mortar repository [31], which was
created with the Brick Schema and contained 1,609 schema
terms (T-box) and 61,366 instance-level resources (A-box).
We explored the task of calculating the energy use intensity
(EUI) of a building, which is determined by dividing a build-
ing’s annual energy consumption (kWh) by its total floor
area, requiring retrieval of (1) dynamic energy consumption
time series and (2) the static building area value. Although,
ideally, we would like FMs to take the text describing the full
application/task directly, existing KGQA tools are designed
for what is described as simple questions [49]. Thus, to accom-
modate to this limitation, we divided the task description into
two subqueries: (1) retrieving the total building area, and (2)
identify the relevant energy consumption time series refer-
ence. This example is valuable because it involves extracting
a time series reference (i.e., metadata about a dynamic data
source) and building area (i.e., contextual information). Due
to human ambiguity being a common challenge in KGQA ,
we paraphrased each input with varying levels of specificity,
as shown in Table 3. For question answering, we employed
AutoKGQA [6], a state-of-the-art framework recognized for
its domain independence and capability to function without
requiring any training/fine-tuning. We tested AutoKGQA
with Llama 3.1 405B and GPT-4o, both yielding identical re-
sults shown in Table 3. We set a similarity threshold of 0.15
and an LLM temperature of 0 to maximize consistency in the
results.

Table 3: Questions with varying specificity for Building
Area (1-5) and Timeseries ID queries (6-10)

𝑸 𝒊𝒅 Inputs 405B/4o
1 What is the value of the area of this building? ✓
2 Retrieve the numerical value of this building’s area. ×
3 What is the area of this building? ×
4 Get the area details of a building. ×
5 How large is this building? ×
6 What is the timeseries ID of the timeseries reference of a

building electrical meter?
✓

7 Retrieve the unique timeseries ID associated with the
timeseries reference of an electrical meter in this building.

✓

8 What is the timeseries ID of a building electrical meter? ×
9 Identify the ID for the data series connected to a specific

electrical meter in the building.
×

10 What is the timeseries for the energy consumption of this
building?

×

3.4.3 Experimental Results and Recommendations. Beyond
the established challenges for KGQA known in the literature,
we have identified issues unique to CPS IoT systems, below.

One-to-ManyMapping: Unlike traditional KGQA questions
targeting clear objects (e.g., "Obama," "University of Edin-
burgh"), CPS concepts are often vague (e.g., "Energy"). LLMs
struggle to map such inputs to relevant KG entities. For exam-
ple, the FAISS relevance-based search for 𝑄𝑖𝑑 = 10 returned
16 triples, including Building, Energy
_Sensor, and Energy_Zone, but not Building_Electrical
_Meter, which the KG used to associate the energy consump-
tion time series. These design discrepancies, influenced by
practitioner decisions, lead to variability in class availabil-
ity, as noted in [10]. Traditional KGQA typically avoids this
complexity due to the clear uniqueness of its subjects. A solu-
tion such as restricting reasoning to the A-box is insufficient
when schema-level (T-box) reasoning, such as class hierar-
chy inference, is required. Balancing these needs remains a
key challenge in adapting KGQA to CPS.

Size of the Knowledge Graph/Subgraph: LLM-based KGQA
approaches either input the entire KG or extract relevant sub-
graphs to fit token limits. However, we observed that extrac-
tion solely based on semantic similarity often exceeded token
limits, as sensor-related inputs pull in all sensor-associated
classes. This makes balancing efficiency and relevance diffi-
cult. When we tested GPT-4o with prompting relevant sub-
graphs, they successfully generated all SPARQL queries from
the given questions, highlighting that the main challenge lies
in supplying LLMs with the appropriate relevant subgraph.
Relation Linking: Previous KGQA efforts have attempted

to determine the number of hops required from the descrip-
tion of a question (e.g., identifying the zip code of the capital
city of China involves two hops)[121]. Building ontologies
requires more complex relation linking since users often lack
awareness of system configurations. For example, finding
the timeseries ID of a building electrical meter (𝑄𝑖𝑑 = 8) may
seem like a single-hop query but involves a multi-hop re-
lationship through hasTimeseriesReference. LLM-based
KGQA tools often fail to resolve these intermediary relation-
ships, requiring advanced methods for path discovery.
Property Extraction. Some queries involve property-level

connections, such as value or hasUnits. For instance, while
AUTOKGQA identified a building’s area node in 𝑄𝑖𝑑 = 3, 4,
it failed to retrieve its brick:value. KGQA tools must not
only identify nodes but also explore their graph structure to
resolve such property connections. Without this capability,
query results remain incomplete, limiting real-world utility.

Overall, KGQA for CPS-IoT must offer rich language chan-
nels while demonstrating the ability to map vague concepts
to diverse schema elements, balancing relevance and effi-
ciency in subgraph extraction, resolving complex multi-hop
relationships without explicit input definitions, extracting
specific property-level details from implicit references, and
enabling generalization to multiple uses or tasks, all while
maintaining trust and ensuring sensor/language alignment.
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4 Quo vadis CPS-IoT FMs?
Despite tremendous advancements in FMs and LLMs for CPS-
IoT, the unique characteristics of the domain pose significant
limitations. We identify two distinct sets of challenges: (a)
technical challenges limiting FMs efficacy for CPS-IoT appli-
cations, highlighted as recommendations upon the experi-
ments presented in Section 3; and (b) challenges in develop-
ing an ecosystem of software tools, datasets, and benchmarks
that facilitate rapid ideate-develop-validate iterations.

4.1 Desiderata for FMs & LLMs in CPS-IoT
4.1.1 Generalizability across sensor configurations. Language
and image modalities exhibit significant consistency and
standardization in data representation and interpretation
(e.g., words in a language, common image and video formats,
etc.). In contrast, sensor data varies significantly within and
across modalities, lacking standardized representations and
consistent information content. Viewing sensor time series
as sequences of values overlooks the intricate dependence
of information content on sensor configuration and physi-
cal channel. Supervised discriminative models and recently
emerging FMs for CPS-IoT enforce strict sensor configura-
tion during training and anticipate similar configurations at
test time. Multimodal FMs encounter challenges with novel
sensor positions and orientations, particularly for 3D spatial
intelligence tasks [120]. CPS-IoT FMsmust ingest diverse sen-
sor data and generalize to unseen sensor configurations. This
requires architecture and training frameworks that learn sen-
sor representations aware of configurations, either inferred
from data or provided via appropriate metadata channels.
4.1.2 Generalizability across CPS-IoT tasks. Existing CPS-
IoT FMs also fail to generalize across the broad spectrum
of tasks encountered in CPS-IoT. As noted in Section 2,
current CPS-IoT FMs – both end-to-end models perform-
ing entire tasks (e.g., [4, 39, 69]) and those mapping sen-
sor data to embeddedings for use with task-specific heads
(e.g., [55, 68, 82, 124]) – primarily focus on a single or a
small set of tasks, such as forecasting, imputation, and clas-
sification. Other than the attempts to use LLMs as general-
purpose CPS-IoT FMs, which have been unsatisfactory in
both performance and resource usage, no CPS-IoT FMs have
yet emerged that can handle the myriad of CPS-IoT tasks,
such as complex spatiotemporal events, planning, reasoning,
control, etc. The main reason is that current CPS-IoT FMs
pursue the low-hanging fruit of adapting advanced language
and vision models to sensor data that could be treated as
sequences, whereas FMs that generalize to a broader array
of CPS-IoT tasks will require more general capabilities of
reasoning, optimization, and planning in 4D space-time.
4.1.3 Sensor Tokenization. CPS-IoT FMs struggle to segment
continuous input modalities effectively. They often require

tokenizing and segmenting long-range sensor data while
preserving semantic meaning and local granularities, which
is challenging when adapting existing AI systems originally
designed for language and vision modalities that have clear
tokenization. For example, in NLP, tokenization occurs at
the word or sub-word level [93], and in computer vision, it is
applied at the level of individual objects within an image [28].
Existing models (e.g., transformers [112]) are designed for
discrete tokens with natural vocabulary and segmentation
and require preprocessing to segment and discretize con-
tinuous sensing signals, which often leads to information
loss [103]. Earlier work in statistics and signal processing
on change point detection [2, 105] can model the semantic
changes in information, such as a sudden change in physical
activity frequency, structural collapses, or video scene tran-
sitions. Extending these methods for long and continuous
sensor data and integrating them end-to-end with CPS-IoT
FMs remains challenging. Key questions include whether
CPS-IoT FMs should shift focus from sequences of samples
representing observed states to key events (state changes)
and learn to represent their spatiotemporal relationships.
4.1.4 Models for continuous and long sensor streams. An-
other challenge for CPS-IoT FMs is learning representations
from long, continuous sensor streams, particularly for tasks
like complex event detection that require reasoning over
long periods ( [96, 122]. Transformers, while pervasive, scale
poorly with respect to sequence length [9]. As a result, many
long-range [8], memory-augmented [15], and sparse atten-
tion [20] transformers have been proposed to process long-
range sensor data. State space models [41, 139] are another
recently proposed alternative to transformer-based discrete
sequence models by leveraging continuous dynamic systems
(i.e., states), enabling them to scale effectively to very long
sequence lengths and continuous data. A related challenge
is learning information from multiple streams of long-range
sensor data, where the task-specific information varies over
time [63]. Future work should extend these long-context
models (e.g., long-range transformers, memory-based mod-
els, state space models) to better capture relationships and
interactions between multiple sensor streams that may not
be aligned in time or space [64, 65, 111].
4.1.5 Ability to incorporate human knowledge: Neurosym-
bolic Architectures. Current AI systems for language and
vision interact only with humans, while CPS-IoT systems
also engage with engineered systems with well-understood
physics, albeit with perturbations. CPS-IoT systems are also
designed to meet precise safety and other requirements, un-
like LLM-based chatbots with ambiguous and subjective
guardrails. CPS-IoT FMs can leverage human knowledge
about system physics and operating constraints to simplify
development, especially in data-sparse settings, and enable
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rapid adaptation to deployments and changing requirements.
This is particularly useful in settings with deployment-to-
deployment variation and short-lived deployments. While
LLM can process human knowledge via prompts at runtime,
they lack sufficient reliability and struggle with complex
logical reasoning. An alternative is neurosymbolic [35] CPS-
IoT FMs, which combine neural layers with symbolic layers
that encode human knowledge and algorithms while capa-
ble of run-time fine-tuning. While neurosymbolic models
have shown promise in simple CPS-IoT settings [122], con-
siderable challenges remain: computational scaling of sym-
bolic stages; efficient management of uncertainty, noise, and
spatiotemporal concepts; methods for efficient training and
fine-tuning [21]; and extending beyond perception [78].
4.1.6 Rich language channel. Many of these desiderata de-
pend on the CPS-IoT FM having access to auxiliary informa-
tion at runtime beyond sensory data, such as task descrip-
tion, static context (e.g., sensor configurations), and dynamic
context (e.g., environment conditions). Instead of dedicated
typed channels for each auxiliary information entity, CPS-IoT
FMs could benefit from a general-purpose language channel
that integrates tokens from auxiliary data with the sensor
data stream when mapping to the latent embedding space.
Aligning the language channel with sensor data unifies rea-
soning and prediction over sensor data and leads to more
versatile, explainable, and adaptable models Preliminary ev-
idence [16] demonstrates the value of such contextual in-
formation in time series forecasting tasks. Collecting rich
annotations of various sensor inputs through language can
enable the development of a unified language to describe, rea-
son, and predict on these sensors [79], just like how unified
language descriptions of visual images, objects, and relation-
ships have catalyzed vision language models [33, 65].
4.1.7 New architectural abstractions. For CPS-IoT models
to gain wide adoption and serve as reusable building blocks
for system designers, they must be easy to integrate and
optimize with system software and hardware and effectively
interact with other custom FMs. Moreover, as we discussed in
Section 3.1, FMs, due to their generality, require significant
resources in absolute terms and compared to specialized
single-purpose models. Therefore, the current practice of
each application in a multi-tenant CPS-IoT system bundling
its own models is unsustainable with FMs, particularly as
most CPS-IoT systems cannot rely on cloud services for var-
ious reasons. Therefore, integrating CPS-IoT FMs into the
overall system stack requires careful consideration. Given
their resource footprint, we believe CPS-IoT FMs will be
run-time composable services provided by the platform (i.e.,
hardware + OS) and shared by multiple applications rather
than merely design-time reusable blocks. This ecosystem

requires standardized yet flexible interfaces for CPS-IoT-
FMs-as-system-service, along with autotunable models in
accuracy-resource-performance space based on the needs
of subscribing applications. An example of such CPS-IoT
models is the M4 composable multimodal FM [132].

4.2 CPS-IoT FM Development Ecosystem
Developing quality FMs is difficult. Yet, in language and vi-
sion domains, the co-development of open models, large
datasets, diverse benchmarks, and supporting tools has ac-
celerated development. For CPS-IoT FMs with the aforemen-
tioned desiderata to emerge, a similar ecosystem is needed
to facilitate a virtuous cycle of ideate-develop-validate itera-
tions and application-level development. In particular, there
is a need for large-scale unified benchmarks spanning multi-
ple CPS-IoT domains, sensing modalities and tasks. Existing
CPS-IoT datasets [1, 5, 37, 59, 80], are often constrained into
a few of these dimensions.
One challenge in creating an organic collaboration for

CPS-IoT is the non-human-interpretable nature of its data,
particularly raw sensory input. Large vision and language
models are powered by the abundant internet-scale text, im-
age, and video data alignedwith human perception and easily
shared online, creating natural incentives for publishing raw
data. In contrast, most CPS-IoT sensory data lacks these in-
centives. Although highly processed, human-interpretable
data (e.g., fitness statistics) can be shared, raw sensory data
(e.g., IMU) is seldom disclosed. Privacy, intellectual property
concerns, sensor heterogeneity, and data volume exacerbate
the issue. Most importantly, non-interpretable data offers
limited immediate value, significantly reducing incentives
for sharing. To create high-quality CPS-IoT FMs, we must
incentivize individuals and organizations to share raw sensor
and actuator data by offering socially constructed derivative
information or new ways for people to experience the raw
data that align with their senses.
A second factor is that CPS-IoT systems vary widely in

task, sensing, platform, actuator, environment, and safety
requirements owing to their diverse applications (e.g., agri-
culture, aeronautics, buildings, and healthcare). Although all
of these systems perform PCCA loops, a single CPS-IoT FM
to handle all of them is impractical. However, drawing inspi-
ration from robotics success, targeting application-specific
CPS-IoT FMs for energy, healthcare, and transportation may
be feasible. These micro foundation models (𝜇FMs) are more
resource efficient and can be embedded. Although the di-
versity of each domain still surpasses that of robotics, the
development of 𝜇FM is more manageable.

5 Conclusions
We explored the potential of foundation models (FMs) and
large language models (LLMs) in enhancing Cyber-Physical
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Systems (CPS) and the Internet of Things (IoT) by addressing
challenges in perception, cognition, communication, and ac-
tion (PCCA) loops. While traditional task-specific machine
learning models in CPS-IoT have limitations due to data
annotation requirements, sensor heterogeneity, and deploy-
ment constraints, FMs offer a transformative approach with
their task-agnostic adaptability and self-supervised learn-
ing methods. However, while FMs and LLMs hold immense
promise for CPS-IoT, their practical adoption require going
beyond current approaches that simplistically adapt methods
from general NLP and computer vision domains to CPS-IoT.
Instead, CPS-IoT FMs, and LLMs targeting CPS-IoT applica-
tions, must account for the unique characteristics of sensory
data, physical actions, and tasks across the PCCA loops. Not
only are the research problems challenging, but solving them
would also require community-scale effort at creating a uni-
fied ecosystem of data sets, models, and benchmarks. By
addressing these gaps, FMs and LLMs could serve as founda-
tional tools for the next generation of CPS-IoT applications,
fostering widespread innovation across diverse domains.
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