arXiv:2501.15127v1 [stat.ME] 25 Jan 2025

Submitted to the Annals of Statistics

VERSATILE DIFFERENTIALLY PRIVATE LEARNING FOR GENERAL LOSS
FUNCTIONS

BY Q1 LONG LU, SONG X1 CHEN*? AND YU MouU Q1u?*
1Guanghua School of Management, Peking University, *lu_gilong @ stu.pku.edu.cn
2Department of Statistics and Data Science, Tsinghua University, bsxchen@tsinghua.edu.cn

3School of Mathematical Sciences and Center for Statistical Science, Peking University, € qiuyumou@math.pku.edu.cn

This paper aims to provide a versatile privacy-preserving release mech-
anism along with a unified approach for subsequent parameter estimation
and statistical inference. We propose the ZIL privacy mechanism based on
zero-inflated symmetric multivariate Laplace noise, which requires no prior
specification of subsequent analysis tasks, allows for general loss functions
under minimal conditions, imposes no limit on the number of analyses, and
is adaptable to the increasing data volume in online scenarios. We derive
the trade-off function for the proposed ZIL mechanism that characterizes its
privacy protection level. Within the M-estimation framework, we propose a
novel doubly random corrected loss (DRCL) for the ZIL. mechanism, which
provides consistent and asymptotic normal M-estimates for the parameters of
the target population under differential privacy constraints. The proposed ap-
proach is easy to compute without numerical integration and differentiation
for noisy data. It is applicable for a general class of loss functions, including
non-smooth loss functions like check loss and hinge loss. Simulation studies,
including logistic regression and quantile regression, are conducted to evalu-
ate the performance of the proposed method.

1. Introduction Data privacy has become an increasing concern with the phenomenal
growth in the amount of personal information stored in digital devices, such as health data,
web search histories, and personal preferences (Erlingsson, Pihur and Korolova, 2014; Apple
Differential Privacy Team, 2017; Ding, Kulkarni and Yekhanin, 2017). Analyzing data under
privacy protection involves two roles: data providers and data analysts. The data provider
stores the original data and releases privacy-preserved data or statistics to data analysts
through a certain mechanism. The data analysts conduct analysis for various tasks based
on the data or statistics released by the data provider (Dwork and Roth, 2013). Privacy-
preserving mechanisms aim to protect the personal information in the original data while
allowing data analysts to extract useful information from the outputs.

To quantify the privacy protection level of a data release mechanism, Dwork et al. (2006a)
proposed the concept of (e, §)-differential privacy ((e, §)-DP) that measures the similarity of
the distributions of the outputs when the recording of an arbitrary sample is changed while all
other samples are kept the same. Based on the DP framework, various privacy measures have
been developed for different goals, for example, protecting explicit specification of the infor-
mation in the data (Kifer and Machanavajjhala, 2014) and edge privacy for social network
data (Nissim, Raskhodnikova and Smith, 2007). Dong, Roth and Su (2022) linked differential
privacy with the type I and type II error in hypothesis testing and proposed the concept of
f-DP for a trade-off function f.
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Existing DP mechanisms can be broadly classified into three categories. One adds noise
to data outputs, such as histograms (Lei, 2011), summary statistics or estimators (Avella-
Medina, 2021), which is called the sensitivity method (Dwork et al., 2006b). Another cate-
gory introduces noises within the computational procedure for a particular task. The noisy
stochastic gradient descent (Noisy-SGD) is a representative of this category, which adds
noises to the SGD procedure of a specific loss function (Rajkumar and Agarwal, 2012; Bass-
ily, Smith and Thakurta, 2014), and the objective function perturbation (Chaudhuri, Mon-
teleoni and Sarwate, 2011) is another representative. For this category, the data analysts and
the data provider need to communicate in each step of computation task, and the noise is
added in each step by the data provider (Dong, Roth and Su, 2022).

These two categories of methods are not versatile as the data privacy protection is task-
specific, and the data analysts can only conduct a limited number of analyses using perturbed
statistics or SGD. Specifically, we say a differential privacy mechanism is versatile if it is
(i) applicable to general estimation tasks, (ii) applicable to any number of analyses, and (iii)
adaptive to increasing data volume in online scenarios.

The third category of method adds noise to the original data (Warner, 1965; Duchi, Jordan
and Wainwright, 2018) or synthetic data (Zhang et al., 2024) directly. It is more versatile than
the first two categories as the noises are not tied to any analysis task and the corrupted data
can be used repeatedly. Adding either the Laplace or Gaussian noise is a common practice
(Wasserman and Zhou, 2010; Dong, Roth and Su, 2022). However, the existing methods in
this category require stronger conditions on the loss function for statistical inference. The
subsequent analysis of the noisy data is closely related to the deconvolution method for the
measurement error problems (Carroll and Hall, 1988; Fan, 1991). To remove the effects of the
added noise in the estimation, the deconvoluted loss function can be formulated leading to a
corrected loss (Stefanski, 1989; Wang, Stefanski and Zhu, 2012). The forms of the corrected
loss depend on the type of the added noise. For Gaussian noise, the corrected loss involves
numerical integration because the inverse Fourier transform does not have a closed-form so-
lution. For the component-wise independent Laplace noise, the corrected loss involves high-
order differentiation of the underlying loss function. These suggest that applying both types
of noise will impose strong conditions on the loss and bring inconvenience in the statistical
estimation and inference.

In recent years, there have been studies on statistical estimation for privacy-preserved data.
Duchi, Jordan and Wainwright (2018) considered estimating the mean, median, generalized
linear model, and density function under the local differential privacy constraints. Rohde and
Steinberger (2020) focused on estimating parameters defined as a linear functional of the
data distribution. Cai, Wang and Zhang (2021) employed the Noisy-SGD to estimate linear
regression coefficients in both low- and high-dimensional settings. All these works designed
their data release mechanisms according to specific tasks, which inherently limits the ability
to meet various analytical demands for a dataset while preserving privacy. This limitation
makes the data privacy procedure less versatile. In addition to achieving the local differential
privacy, we consider multivariate parameter estimation for the general M-estimation using a
unified and versatile estimation method.

This paper aims to provide a versatile privacy-preserving mechanism that facilitates easier
consistent parameter estimation and inference under the framework of M-estimation, with-
out requiring the loss function to be smooth or numerical integration of the inverse Fourier
transform of the loss. As a result, the procedure would permit a wide range of inference tasks
with even non-smooth loss functions. To achieve these goals, we consider the zero-inflated
symmetric multivariate Laplace (ZIL) distribution as the noise distribution. The ZIL noise
distribution is designed to simplify the subsequent parameter estimation and statistical infer-
ence avoiding the need to compute derivatives of the loss function or perform integrations in
the deconvoluted loss.
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The DP properties of the ZIL mechanism are developed under the f-DP framework by
deriving the trade-off function and their asymptotic limits as the data dimension diverges.
The connection between the ZIL trade-off function and the (¢, d)-DP criteria is derived which
allows interpretation of the DP level via the (e,0)-DP criteria and provides a guideline for
selecting the noise level and the zero proportion of the ZIL distribution under a given privacy
budget.

To facilitate consistent M-estimation with data released under the ZIL mechanism, we pro-
pose a doubly random (DR) procedure that additionally adds symmetric multivariate Laplace
(SL) noises to the output of ZIL mechanism to construct a corrected loss function which is
unbiased to the underlying expected loss. The proposed method is versatile for a general class
of M-estimation that does not require differentiation or numerical Fourier integration and is
free of tuning parameters as would be for the case of the deconvolution density estimation.
It works for non-smooth loss functions including quantile regression, classification using the
hinge loss for support vector machines, and neural network models using the ReLU activation
function.

We show that the proposed double random corrected loss (DRCL) estimator is consistent
and asymptotically normal. The variance of the DRCL estimator is obtained, which can be
easily estimated for inference purposes. Compared with the estimation procedures with the
well-known Gaussian and Laplace mechanisms that add independent normal and Laplace er-
rors respectively, the proposed DRCL procedure is much simpler avoiding integration (Gaus-
sian noise case) and differentiation (Laplace noise case), and works for more general loss
functions without requiring their being smooth. If the data analysts’ tasks are constrained to
second-order smooth loss functions, we further propose a smoothed doubly random corrected
loss (sDRCL) that utilizes the smoothness of the loss function for parameter estimation. We
show that the SDRCL estimator achieves a smaller asymptotic variance than the DRCL esti-
mator in the linear regression setting.

The paper is organized as follows. Section 2 reviews the necessary concepts and properties
of differential privacy and f-DP, and introduces a related concept, attribute differential pri-
vacy (ADP), that measures the privacy protection level for each attribute of the data. Section
3 describes the proposed ZIL mechanism and derives its trade-off function and the associ-
ated properties. Section 4 proposed the doubly random corrected loss method for parameter
estimation under the ZIL mechanism. Section 5 establishes the theoretical results for the
proposed DRCL estimator. Section 6 provides an alternative estimator by smoothed doubly
random corrected loss for second-order smooth loss functions and analyzes the efficiency of
the DRCL and sDRCL estimators. Section 7 conducts simulation studies to verify the theo-
retical findings. All the technical proofs and additional numerical results are relegated to the
supplementary material (SM).

2. Background on Differential Privacy Let X C R? denote the space of the d-
dimensional data X from an individual, and X" denote the space of a dataset X =
{X1,...,X,} containing n individuals, where X; = (X;1,...,X;q) ', and the superscript
n denotes n Cartesian products of X'. Let X; denote the space of each component of X for
j=1,...,d. A differential privacy (DP) mechanism Mech(-) is a randomized algorithm that
releases some (randomized) statistics or noisy data of the input dataset. It is a randomized
mapping defined on the space of datasets X'™ to some abstract space R. Randomized map-
ping means the data release mechanism would add noises into the input dataset to preserve
privacy. For two datasets X = {X1,..., X,,} and X' = {X],..., X/}, define

2.1) Al(X, X)) = [{i: Xi # X[,1 <i<n}|

be the number of individuals with different values for their data records, where |.4| denotes
the cardinality of a set .A. Here, the subscript “I” denotes the individual-level difference to
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differentiate from the attribute-level difference in (2.1) where the subscript “A" will be used.
A DP mechanism would make the distributions of Mech(X) and Mech(X’) being similar for
any pairs of neighboring datasets X and X’ with only one individual having different records
so that the information of X is preserved for all ¢ =1, ..., n under this mechanism.

DEFINITION 2.1 ((g,d)-DP (Dwork et al., 2006b)). For any non-negative ¢ and J, a
randomized algorithm Mech : X™ — R is (g,0)-differentially private if for every pair of
data sets X, X’ € X™ with Aj(X,X’) =1 and every measurable set S C R,

P(Mech(X) € S) < € - P(Mech(X') € S) + 4,

where the probability measure P is conditioned on the data sets X, X’ and is induced by the
randomness of Mech(+) only.

As differential privacy is measured by the similarity between the conditional distributions
of Mech(X) and Mech(X’) given X and X/, it can be characterized from the perspective of
testing the hypotheses (Dong, Roth and Su, 2022):

2.2) Hy : the original datasetis X vs. Hj : the original dataset is X'

based on the released results from the mechanism Mech. Let P and @) be two generic no-
tations for hypotheses testing, representing the distributions under the null and alternative
hypotheses, respectively. The probabilities of type I and type Il errors of a test function ¢ are,
respectively,

Qg = Ep[(;ﬂ and ﬁ¢ =1- EQ[qb],

where Ep[¢] := [¢(z)dP and Eq[¢] := [ ¢(x)dQ. The trade-off function T'(P,Q) :
[0,1] — [0, 1] for distinguishing P and @ is defined as

T(P.Q)(e) = inf{8,: 0y < a}

where the infimum is taken over all measurable test functions. For the hypotheses in (2.2),
to simplify notations, we also use Mech(X) and Mech(X') to denote the conditional dis-
tributions of the released results given X and X/, respectively, when there is no confusion.
The trade-off function 7'(Mech(X), Mech(X'))(«) fully characterizes the optimal test for
distinguishing the original data being X or X’. The definition of f-DP is based on a trade-off
function f, presented in the following.

DEFINITION 2.2 (f-DP (Dong, Roth and Su, 2022)). Let f be a trade-off function. A
mechanism Mech is said to be f-differentially private (f-DP) if for all a € [0, 1]

T (Mech(X),Mech(X'))(a) = f(a)
for all neighboring datasets X, X’ € X™ with Ay(X,X’) =1.

In Definition 2.2, the measure of privacy protection is reflected by the function f. For
each a € (0, 1), if the probability of the analyst’s type I error for distinguishing two adjacent
datasets is less than «, then the probability of the type II error must be above f(«). For two
trade-off functions f; and fo, if fi(a) > fa(«) for all « € [0, 1], higher level of privacy is
protected by an f;-DP mechanism. However, statistical inference would be more difficult as
larger noises need to be added to this mechanism.

Let Gy(a) == ®(®71(1 — a) — p) for a € [0, 1], where ®(-) and ®~1(-) denote the cumu-
lative distribution function and quantile function of the standard normal distribution, respec-
tively. A special case of f-DP is the y-GDP (Gaussian differential privacy) with f = G,
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built upon the standard Gaussian noise. As G/, (c) monotonically decreases as j increases
for a given «, a smaller y indicates higher privacy protection level of a y-GDP mechanism.

Let Proc : R — Z denote a randomized algorithm that maps the released result
Mech(X) € R of an f-DP mechanism Mech to some space Z, yielding a new mechanism
denoted by Proc o Mech. Dong, Roth and Su (2022) showed the following two propositions
of an f-DP mechanism.

PROPOSITION 2.1 (Wasserman and Zhou (2010); Dong, Roth and Su (2022)). A mecha-
nism Mech is (¢,0)-DP if and only if the Mech is f. s-DP where f. 5(a) := max{0, 1 — 6 —
efa, e (1 -0 —a)} forael0,1].

PROPOSITION 2.2 (Dong, Roth and Su (2022)). If a mechanism Mech is f-DP, then its
post-processing Proc o Mech is also f-DP.

Proposition 2.1 shows the equivalence between f-DP and (e, §)-DP. Proposition 2.2 shows
that post-processing a mechanism does not compromise the privacy guarantees already pro-
vided by the mechanism. This property ensures that the privacy protection level of an estima-
tor computed from the output of an f-DP mechanism is preserved.

The measures of differential privacy in Definitions 2.1 and 2.2 depend on the definition
of the distance for neighboring datasets. Under the distance Aj(X,X’) in (2.1), if an analyst
cannot distinguish any pair of datasets X, X’ € X" with A;(X,X') = 1, the analyst would
not know whether any particular individual is part of the original dataset based on the out-
put of the privacy mechanism. However, in some scenarios, it is unnecessary to protect the
privacy of all variables of an individual as a whole (Kifer and Machanavajjhala, 2014). For
example, in survey sampling of yearly income, we may not need to preserve the informa-
tion of which individual is sampled but only to ensure that each attribute of each individual
cannot be inferred from the mechanism’s output. We refer to this relaxed version of DP as
attribute-level DP (ADP). Let
(2.3) AAXX) = [{(4,7) : Xij # X1 <i<n,1 < j < d}|
be the attribute-level distance between two datasets X and X’. In the following, we formally
define ADP under the attribute-level distance A (X, X'), which relaxes the f-DP in Defini-
tion 2.2 under the global distance Aj(X, X').

DEFINITION 2.3 (Attribute differential privacy). Let f be a trade-off function. A mech-
anism Mech is said to be f-attribute differentially private (f-ADP) if for all « € [0, 1]

T (Mech(X),Mech(X"))(a) > f(a)

for all neighboring datasets X, X’ € X" with A, (X, X’) = 1. Furthermore, a mechanism is
said to be (&,0)-ADP if it is f. 5-ADP.

An f-ADP mechanism is characterized by the hypotheses to distinguish two neighboring
datasets which only differ in one attribute of one individual under the attribute-level distance
A (X, X’). Compared to f-DP which prevents data analysts from distinguishing any differ-
ence in each individual based on the output of a mechanism, f-ADP prevents data analysts
from distinguishing any difference in each attribute of each individual. It also requires adding
perturbation to every attribute in the data. Since f-ADP is simply f-DP based on a differ-
ent definition of neighboring datasets, it inherits all the properties of f-DP. Note that the
edge differential privacy for social network data (Nissim, Raskhodnikova and Smith, 2007;
Chang et al., 2024), which aims to protect the information of whether each edge exists or not
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in a network, is a special form of ADP. When the original data for each individual is one-
dimensional, f-ADP is equivalent to f-DP. However, when the dimension d > 1, f-ADP is
a more relaxed measure of differential privacy than f-DP, and hence allows for higher data
utility.

In the following sections, we will construct a differentially private mechanism that re-
leases noisy data with a novel noise distribution, which is applicable for general analysis
tasks chosen by the analyst under both frameworks of f-DP and f-ADP. The innovations of
the proposed procedure for differentially private learning are to achieve versatile estimation
and statistical inference for a variety of loss functions under a guaranteed privacy level by
carefully designing the noise distribution and a new denoising approach.

3. Zero-Inflated Multivariate Laplace Mechanism and its Privacy Guarantee We
outline the new privacy protection mechanism that adds the zero-inflated symmetric multi-
variate Laplace (ZIL) noises. Adding noise directly to the data makes the ZIL mechanism
versatile as it requires no prior specification of subsequent analysis tasks, imposes no limit
on the number of analyses, and is adaptable to the increasing data volume in online scenarios.
The extent of the differential privacy guarantee will be studied as well.

3.1. Zero-Inflated Symmetric Multivariate Laplace Distribution. We first introduce the
symmetric multivariate Laplace (SL) distribution S£;(X) of dimension d with covariance
matrix ¥ defined via its characteristic function W$*(¢) = (1 +¢' %t/2)~1, which reduces
to the Laplace distribution when d = 1. However, for d > 1, SL;(I;) does not represent the
distribution of d independent Laplace random variables, where I; denotes the d-dimensional
identity matrix. Let fg*(z) denote the density of SL£4(¥). A random vector S ~ SLy(X)
following the symmetric multivariate Laplace distribution can be generated by S = VW X,
where W and X are independent, W follows the exponential distribution Exp(1), and X ~
N(0,%) (Kotz, Kozubowski and Podgérski, 2001).

For § € (0,1) and a covariance matrix 3, we define the zero-inflated symmetric multi-
variate Laplace (ZIL) distribution ZIL(d,Y) as a mixture distribution of the point mass at 0
and the symmetric multivariate Laplace distribution SL4(X). Let S ~ SLy(X) and £ follow
the binary distribution Bern(1,d). The ZIL random variable Z ~ ZIL(9,Y.) is generated by
Z = S1(£ =0), which equals to 0 with probability § and equals to .S with probability 1 — 4,
where 1(-) denotes the indicator function. The characteristic function \I’%IIE‘(t) of ZIL(6,X) is

V() =6+ (1= 0)US(t) = (146t St/2)(1+¢5t/2)~ L.

3.2. ZIL Mechanism and Privacy Guarantee. We introduce the ZIL mechanism for dif-
ferential privacy and derive its trade-off function and the associated properties as follows.

DEFINITION 3.1 (ZIL mechanism). Suppose that {X;}” , are d-dimensional random
vectors with a compact support X. The ZIL mechanism, which is a randomized algorithm, is
MechziL ({Xi}it130,A) = {Xi + Zi}iy,

where Z1,. .., Z, =" ZIL(5, \21,) fora A > 0 and § € (0,1).

Similarly, the symmetric multivariate Laplace (SL) mechanism adds noises from the SL
distribution SL;(X) to the original data. To derive the trade-off function for the ZIL mech-
anism, we first introduce that for the SL mechanism with the identity covariance matrix. As
the SL distribution with identity covariance is spherically symmetric, testing the hypotheses
in (2.2) under the distribution SL4(1) is equivalent to testing

(3.1) Hy:P=0g+8Ly(I;) versus Hi:Q=(c,0,...,0)" +SLq(I,)
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for some constant c. Let
(3.2) Tye(a) :=T(SLa(14),(c,0,...,0) " +SLy(14))(cx)

be the trade-off function for the hypotheses in (3.1). It is shown in the SM that Tj .(«) is the
trade-off function for the SL mechanism. Let

0 ifa>1-0
3.3 Tie =<7 :

for§ € (0,1). As Ty .(«) is a trade-off function, T . 5(«) is also a trade-off function. Define
the diameter of a set A as diam(A) = sup,, ;¢ 4 [|[Z — 2'[|2. The following theorem shows the
privacy protection of the ZIL. mechanism.

THEOREM 3.1.  The ZIL mechanism in Definition 3.1 is T, ., s-ADP and Tj ., s-DP for
cA=maX;jcqy gy diam(&;) /) and c; = diam(X)/\, respectively.

The theorem shows that the ZIL mechanism is a special form of f-DP and f-ADP, which
suggests that the privacy level of the ZIL mechanism depends on T .(«v) in (3.2). The follow-
ing proposition presents the properties of Ty .(«) and Ty . 5(c), including the monotonicity
with respect to ¢, d, and «, respectively.

PROPOSITION 3.1. (i) Forany d, if c; > c2 >0, Ty, () < Ty, () for o € [0, 1].

(ii) For any ¢ > 0, if di > da, then Ty, (o) < Ty, () for a € [0,1].

(iii) For any d and ¢ > 0, Ty .(«v) is decreasing with respect to o, convex and continuous.
Furthermore, Ty () < 1 — o for o € [0,1] and is symmetric about the 45-degree line such
that Ty (o) = Tczcl(oz)for a € [0,1], where decl(a) =inf{t €[0,1]: Ty.(t) <a}.

(iv) Part (i)—(iii) also holds for Ty . 5(c).

Note that T () is the type II error of the most powerful test for the hypotheses in (3.1) at
the significance level a.. Given a data point s = (s1, ..., sd)T, we need to determine whether it
originates from the distribution P or () in (3.1). Recall that fff(x) is the density of SL4(13).
According to the Neyman-Pearson Lemma, the most powerful test ¢*"*P at the significance
level « is

1, if f75(s = (c,0,...,0)T) > kfFE(s),

o = {o, it (s — (6,0,...,0)T) < KFSE(s),

where k satisfies that Eg..p¢""P(S; k) = . The probabilities of type I and type II errors are
a(k) =Egp{¢"™(S;k)} = o and b(k) =1 — Egq{¢"™(S;k)}, respectively. Thus, the
trade-off function Ty .(a) = T(P,Q)(c) = b(a~!(«)). Deriving a closed-form expression
for the trade-off function for d > 1 is challenging. To appreciate this, we note that the density
fEF of SL£4(X), according to Kotz, Kozubowski and Podgérski (2001),

88 (@) =22m) 5|23 (0TS e/2) s Ko{ (22 TR 2,
where v = (2 — d) /2 and K, (u) is the modified Bessel function of the third kind. The com-
plexity of fff makes deriving a closed-form expression for T .(a) challenging due to the
involvement of the modified Bessel function. Simulation is a viable approach to attain values
for T}; . It generates samples from the distributions P and () in (3.1), and simulates a(k) and
b(k), leading to the empirical trade-off curve {(a(k),b(k)) : k € [0,00)}.
However, for d = 1, a tangible expression is available for T} .. As S£1([;) is the Laplace

distribution L(4/1/2), it can be proved that 77 .(«) = FLap(FL;rlj(l —a) —/2¢), where [,



8

is the cumulative distribution function of the standard Laplace distribution L(1). In this case,
according to Dwork et al. (2006b), T1.c(a) = f, 3.5 o() for a € [0,1], where f 5./, o(a)
is given in Proposition 2.1.

The monotonicity of Ty . and T} . s with respect to d leads us to consider the asymptotic
trade-off functions 7} .(«) and Tg . 5 () for d — oo, which turns out to be trade-off functions
themselves as shown below. Recall that a SL random vector S = (S1,...,S;) " ~ SLy(1y)
can be generated by S = VWX, where W ~ Exp(1), X = (X1,...,Xq)" ~ N(0,1;) and
W is independent of X . It is noted that the most powerful test for the hypotheses in (3.1) can
be written as the conditional density ratio of Sy given Ss,...,.Sy, and

(d—1)" (S5 +...+8H) ™S Wasd— oo
according to the law of large numbers. These inspire us to consider testing the hypotheses
(3.4) Hy: P=0+VvWX;,W) versus H;:Q=(c+VvWX,W).

Let Fo(z) = [;° @(c'w!/?2 + ¢(4w)~1/2)e™* dw be the cumulative distribution function
of X, W12 — c2(2W)~L. The following proposition derives the trade-off function for the
hypotheses (3.4).

PROPOSITION 3.2. (i) For the hypotheses in (3.4) with ¢ > 0, its trade-off function is

o0 F1(1—
ﬁc(a):/ (I){\/a c ( Ot) ¢ }e_wdw,
0 C 2\/@
where 3.(0) =1, B.(1) =0 and B.(a) > 0 for a« € [0,1).
(ii) Furthermore, B.(«) is symmetric about the 45-degree line, strictly decreasing, convex,
continuous, and .(a)) < 1 — a for a € [0, 1].

Proposition 3.2 shows that 3.(«) is the probability of type II error of the most powerful
test for the hypotheses in (3.4) with « significance level. Let h.(a) = ¢ ' F (1 — a). It can
be shown that

Be(a) = [1"‘ {hc(a)—i- \/i—i—h?:(a)}T _1eXp{  he(a) + c2+h3(a)}’

which suggests that 8.(«) can be readily computed after obtaining F.(1 — «). Let

gsay = {0 ifa>1-94,
VTV =0)Be(12), if0<a<i—d.

As Bc() is a trade-off function, /3. 5(c) is also a trade-off function. The following theorem
shows that 5.(cv) and S, 5(c) are the asymptotic limits of Ty (c) and T . 5(cv) as d — oo,
and are the lower bounds for all T}; .(«) and Ty . 5(cx), respectively.

THEOREM 3.2. (i) Forany ¢ > 0and ¢ € (0,1), limg— 00 SuPaco,1) | Ta,c(@) = Be(a)| =0
and limg—c0 SUPaeo1) [ Ta,c6 (@) — Bes(a)| = 0.

(ii) For every d > 1, ¢>0and § € (0,1), Ty (o) = Be(ev) and Ty s5(a) = Bes(c) for
every a € [0,1].

Note that (. s(c) is obtained by substituting 7} .(cv) in (3.3) by its limit S.(«). Since
Be(a) is an approximation of Ty .(cv), B¢ 5(c) is an approximation of T} . 5(c) for the ZIL
mechanism when d is large. Theorem 3.2 (ii) suggests that we can use 3. 5 as a lower bound
for T . s, while Theorem 3.2 (i) ensures that the lower bound is tight when d is large, meaning
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that 3. s can be used to describe the privacy protection level of the ZIL mechanism. Figure 1
(a) presents 77 0.5 0.05 curves for selected values of d and Sy 5 0.05, Which shows that 8.5 0.05
can well approximate 1y 0.5 .05 for d as small as 4.

With T} ., we can now explain the rationale behind introducing attribute-level differential
privacy (ADP) in relation to the individual DP. It is noted that if ¢(d) as a function of d
diverges such that limg_, c(d) = oo, then limg o0 T c(q) (@) < limg o0 17 () () = O for
a € (0,1), which implies that the differential privacy guarantee tends to disappear if ¢(d) —
o0. In Theorem 3.1, ¢4 = max;c(; . 4 diam(AX;)/A for attribute differential privacy. If the
range of each component diam(X) is the same, then as d increases, ¢4 remains unchanged,
which prevents the degradation of the attribute differential privacy (ADP) for any fixed A. In
contrast, for the individual level differential privacy, c¢; = diam(X’)/\. For example, X; =
[— M, M], the diam(X') = Z;l:l = 4dM? will diverge to infinity as d — oo, implying the
individual-level DP cannot be protected as more variables are collected from each individual
if the noise variance (related to \) is unchanged with respect to the dimension.

The $.-DP (8.-ADP) and j.s-DP (3. s-ADP) are special forms of the f-DP (f-ADP)
defined in Definition 2.2 (Definition 2.3). The following theorem provides the level of (e, ¢)-
DP ((¢,6)-ADP) achieved by the 3. s-DP (. ;-ADP).

THEOREM 3.3. (i) A mechanism is B.-DP if and only if it is (£,0.(¢))-DP for all € > 0

where
wo-i-cu-ro- [z rm ) | e

Furthermore, a mechanism is B,.5-DP if and only if it is (¢,0..5(¢))-DP for all € > 0, where

des(e)=1—(1=06) (1 —0bc(e)).
(ii) The same correspondence holds between [B.-ADP and (e,0.(c))-ADP, and between
Be,s-ADP and (g, 6.,5(€))-ADP, respectively.

Theorem 3.3 indicates that there are families of f, 5 () and fs,Sc,é (o) envelopes for .
and f3.s, respectively, as shown in Figure 1(a). From Theorem 3.1 and Theorem 3.2,
Mechzy(-;0,A) satisfies 3., s-ADP and S, s-DP, where c4 = maxjc(; . ) diam(&;)/A
and ¢; = diam(X') /.

Theorem 3.3 offers a practical guidance for finding (J,A) such that Mechzy (56, )
achieves a specified (¢/,0’)-ADP or (¢/,d’)-DP. First of all, for given ¢’, ¢’ and J, we
solve ¢’ such that § 5(¢’) = ¢'. Then, f. 5 is dominated by . 5. Secondly, choose \ =
max;e(y,.. gy diam(&;)/c for (¢',6')-ADP and A = diam(X') /¢’ for (¢',6’)-DP. The result-
ing ZIL mechanism can guarantee the required privacy level. Note that the above choice of A
depends on the choice of §, and the solution ¢’ exists if and only if § < ¢’. Furthermore, since
Be(a) is decreasing as ¢ increases, for any ¢ < ¢/, we have (. s(a) > B 5(a) > fo 5 ().
Figure 1(b) demonstrate the above procedure for e =0.8, 8 =0.17, and § = 0.05, where
¢ = 0.5 solves d. 5(¢') = ¢'. It is seen from Figure 1(b) that 35 .05 precisely takes fo.s0.17
as its envelope.

Although we have only proven that the ZIL mechanism satisfies the central differential
privacy in the presence of a curator, who holds all the data, the ZIL. mechanism also satisfies
the local differential privacy (LDP) (Kasiviswanathan et al., 2011) at the same level. This is
because the noise-adding step can be completed on the individual’s side, without having to
wait until the data are loaded to the curator.

4. Versatile Differentially Private M-Estimation In this section, we introduce the esti-
mation procedure based on the noisy data from the proposed differentially private ZIL mech-
anism, demonstrate its versatility for a general class of M-estimation that does not require the
smoothness of the loss function, and explain its advantages for statistical inference.
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(a) (b)
1.0 1.0
—— indistinguishable —— indistinguishable
— T2,0.5,0.05-DP —— (0.80,0.17)-DP
0.8 — Ta,0.5,0.05-DP 0.8 Bo.2,0.05-DP
— Bo.5,0.05-DP — Bo.5,0.05-DP
—— (&, 60.5,0.05(€))-DP — PBo.s,0.05-DP
S 0.6 50.61 — B1.0,0.05-DP
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0.0 0.2 0.4 0.6 0.8 1.0 0.0 0.2 0.4 0.6 0.8 1.0
type | error type | error

Figure 1: Asymptotic trade-off function [y50.05(c) (blue) along with a set of its
(5,50.5,0.05(5))—DP envelop (black polylines) for € = 0.5, 0.7, 0.9, 1.2, 1.6, 2.1, 2.8 and
the trade-off functions 75 .5,0.05 (purple) and T o5 0.05 (green) evaluated by 10° simula-
tions in Panel (a). The (0.8,0.17)-DP polyline (black) along with four 8. .05(c) curves for
¢ =0.2 (orange), 0.5 (blue), 0.8 (green) and 1 (red) in Panel (b). The indistinguishable curve
{(or,1 — @) : @ €]0,1]} (cyan) is also marked.

4.1. Doubly Random Corrected Loss We consider the M-estimation in a semipara-
metric framework for general statistical inference. Let ¢(z,6) be a loss function speci-
fied by an analyst with € R? and § € © C RP. Suppose that the original data {X;}" ,

are drawn from a distribution F' with a compact support X C R?. Let X'Z.(l) =X;+ 7
be the noisy data from the ZIL mechanism in Definition 3.1, where Z1,..., 2, are i.i.d.
from the distribution ZIL(J, A21;). The task of the analyst is to estimate the true parameter

o = argmingcg E{(X;, 0) based on the noisy data {XZ.(l) ?_,. The ZIL mechanism allows
the analyst to choose any form of the loss function of interest under minimum regularity
conditions, as demonstrated in the following.

Estimation of 6 is related to parameter estimation under data with measurement error. If
the original data { X} ; were observable, one could attain the oracle M-estimator

4.1) gORA = argminZﬁ(Xi,H).
beo

Replacing the original data with the noisy data {X Z-(l) }i* 4 in (4.1) results in the naive estima-
tor

ONAT = argmian(Xi(l), 0),
bco =

which may be inconsistent to 6 as there is no guarantee thatn =1 > 7" | ¢ ()N(Z.(l) ,0) is unbiased
to the underlying risk E¢(X;,6). To obtain a consistent estimator, a corrected loss function
needs to be constructed which requires ¢(x, #) to be sufficiently smooth with respect to 2 or
necessitates truncated Fourier transform by numerical integration.
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The use of the ZIL noise can avoid these issues and bring a new method for consistent
parameter estimation. We propose a double random DP mechanism (DRDP) that adds addi-

tional SL noises on the released data {X (1 ) 1- Let
sz) = .( )+
for i =1,...,n, where {S;}}' ; are i.i.d. from the distribution S[,d(é)\QId) as shown in

Algorlthm 1. Usmg the two sets of privacy-protected data {X }” and {X n ., we
define a doubly random corrected loss (DRCL)

PRED, XD 0:6)= (1- 571 6(XP,0) + 574X, 0).

The term “doubly random” (DR) comes from the use of both {X } and { X 2)} to implicitly

(2
correct the loss function. Indeed, Theorem 5.1 shows that E4(X;, §) = E/PR(X Z-( ),Xi@) ,0;9),
indicating the DRCL is unbiased to the loss function ¢(X;, §) with the original data.
The differentially private DRCL estimator is defined as

4.2) GDR —argmmZﬁDR (1) X(Q) 0;0).
bco =

The advantage of the DRCL is that it does not involve any differentiation of the loss ¢(z, 6)
or numerical integration, which lowers the requirement on the loss function and reduces
computation complexity. This is especially useful for complex or non-smooth loss functions,
such as those in the neural networks where ReLU active functions are involved. In Section
7.1, we show that the existing methods for correcting measurement error bias cannot be
applied to the ReLU function, whereas the proposed DRCL method remains valid.

In the following, we provide an explanation for the rationale of constructing the DRCL un-
der the special case that £(, 0) is twice-differentiable with respect to x. As S; ~ SLy(6M%1y),
Lemma S3.1 in the SM shows that

2 d 2
4.3) E( XM 0) =Eo(X?,0) — NS o (X2, 0).

2 pt 8xk

As Z; ~ ZIL(5,\?1;) and Z; + S; ~ Sﬁd(/\QId), Lemma S3.1 again implies that
4.4 E((X;,0) =E(X? ) - £ .
(4.4) (Xi,0) = Z 8% 0)

Combining (4.3) and (4.4), it leads to E/PR(X ! ),XZ.(Q), 0;6) = E£(X;,0), which shows the
unbiasedness of the DRCL. Although the above derivation is based on the existence of
0*(x,0)/0x3 for all k =1,....d, PR(XM X 0:6) does not involve any differentia-
tion, and the same conclusion even holds for ¢(x,#) with some discontinuity as shown in
Theorem 5.1.

The following algorithm shows the procedure of the DRDP mechanism that facilitates the
DRCL estimation.

Algorithm 1: Doubly random differentially private (DRDP) mechanism

Input: original dataset {X;}}" ,, privacy parameters § and \ of the ZIL mechanism.

Step 1: generate the ZIL noisy data {Xi(l)}?zl = Mechyy, ({ X} 156,);

Step 2: generate the doubly randomized data X i(2) = Xi(l) + S;fori=1,...,n where
{9}, areiid. Sﬁd(éAQId)

Output: {Xi(l R {X ', and 0.
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Algorithm 1 is a differentially private mechanism. It takes a dataset X = { X} ; as input
and returns the output of the ZIL mechanism {X'Z-(l) ™ |, along with its privacy parameter ¢

and a post-processed product, the doubly randomized dataset {X 52) }* . Note that the DRCL
for any loss function can be computed using the outputs of the DRDP mechanism. According
to the post-processing property in Proposition 2.2, the privacy protection capability of the
DRDP mechanism in Algorithm 1 is fully inherited from the privacy protection capability of
the ZIL mechanism in Definition 3.1.

The following proposition provides the privacy guarantees of the DRDP mechanism.

PROPOSITION 4.1.  Suppose that { X;}!'_ are real-valued vectors from a d-dimensional
distribution with a compact support X. The DRDP mechanism satisfies Ty ., s-ADP and
Tyc;,6-DP for ca = maxjcyy .. gy diam(X;) /A and c; = diam(X') /A, respectively.

4.2. Connection to Measurement Error Literature Parameter estimation using privacy-
protected data with added noises is well connected to the measurement error problem. The
deconvolution method is an important method in the measurement error literature. Stefanski
and Carroll (1990) constructed kernel deconvolution estimators for the underlying density
function. Wang, Stefanski and Zhu (2012) derived a corrected loss by first smoothing the
check loss and then applying the deconvolution and Fourier inversion in the context of quan-
tile regression with noisy covariates. Firpo, Galvao and Song (2017) also considered the
scenario of quantile regression with noisy covariates, where they first use the deconvolution
approach to estimate the density function of the authentic data, and then substitute it into the
estimating equation to solve for the parameters. Yang et al. (2020) provided a density esti-
mator for noisy data by solving a linear system corresponding to the deconvolution problem.
Kent and Ruppert (2024) provided the convergence rate of the estimator in Yang et al. (2020).

We now present a formulation of the deconvolution approach in the general context of
the M-estimation that is designed to estimate the true parameter 6y = argmingcg E4(X;,6)
based on the noisy data {Xi}?:p where X; = X; + Z; and {Zi}?:1 are i.i.d. noises. Let
weo(t) = [£(z,0)e™ *dz be the Fourier transform of the loss £(z,0), and p3(t) be the
characteristic function of Z;. Suppose that ¢(x, #) is continuous and integrable with respect to
x, @y o(t) is integrable, and E[¢(X, 0)| < co. Then, by applying Fourier inversion and Fubini
theorem, the following result can be obtained:

E((X,0) = / / (27lr) de—it%;f:’("_(tt)) dtdFg ().

which implies a corrected loss function

; 1 —itTa Pro(t)

(4.5) (z,0) ) /e oo(—1) dt.
If the integral exists, indicating the underlying risk can be recovered by the corrected risk.
However, the existence of the integral [e~% %y 4(t)/ps(—t)dt requires restrictive condi-
tions, which may not be satisfied for many loss functions and error distributions, for example,
the Lo loss with the Gaussian error. A remedy for this problem is to truncate the integral in
(4.5) or multiply a rapidly decaying characteristic function in the numerator to counteract the
divergence of 1/p3(t) as t — co.

In comparison, the proposed DRCL only requires mild conditions on the loss function
¢(x,0) and is free from any condition on the Fourier transform ¢y ¢(¢) in the frequency do-
main. Additionally, it does not require numerical integration or selection of hyper-parameters




VERSATILE DIFFERENTIALLY PRIVATE LEARNING FOR GENERAL LOSS FUNCTIONS 13

for evaluating the corrected loss in (4.5) as in the case of the deconvoluted kernel density es-
timation where a smoothing parameter is needed. These make the proposed DRCL more
generally applicable and computationally more efficient.

Another approach based on (4.5) to construct the corrected loss function is based on
differentiation of the loss /(x,6), which requires sufficient smoothness of £(z,6) with re-
spect to x. Suppose the components of Z; are independent Laplace random variables,
where Z; = (Zj, ..., Zid)T and Z;; follows the Laplace distribution with variance A2 for
7 =1,...,d. Applying the derivative theorem in Fourier transformation to (4.5), the corrected
loss under component-wise independent Laplace noise is

5 B A\ 92 M2 o2
T LAY LAY
If Z; follows the SL distribution SL4(A\1;), Lemma S3.1 in the SM provides the corre-
sponding corrected loss
2 4 o2
(4.6) BSY(x,0) = 0(x,0) — s %e(:c,e),
2 P Oxy,
which only depends on the second-order derivatives. Although the above forms of corrected
functions avoid numerical integration, they require the loss function to be sufficiently smooth
with respect to x, which is not satisfied by the quantile regression or the ReLLU activation
function. Whereas, the proposed method does not have such restrictions.

Novick and Stefanski (2002) considered estimating a nonlinear function of mean under
Gaussian measurement error by further adding complex-valued Gaussian random variables to
the noisy data. However, they require their nonlinear function to be differentiable everywhere
in the complex plane, which is a more restrictive requirement. The loss function of the logistic
regression does not satisfy this condition because 1/(1 + e~*) has singular points in the
complex plane. The proposed DRCL does not require such conditions and operates for the
logistic regression.

In summary, the proposed DRCL is more generally applicable than the existing methods
that handle measurement errors. It works for a general class of loss functions under minimum
conditions. A key innovation of the DRDP mechanism is introducing additional SL noises
on the ZIL noises added for privacy protection (Step 1 of Algorithm 1). Both noises are
designed to replace the differentiation and numerical integration in the existing corrected
loss formulation.

S. Properties of Doubly Random Corrected M-Estimation The study on the consis-
tency and the asymptotic normality of the DRCL estimator requires the following conditions.

Let (Y and 1 be two induced measures on R? by X Z»(l) and X 1(2), respectively.

CONDITION 1. (i) For 6 € ©, E|{(X;,0)| < oo, E[¢(X),0)] < 0o and E|¢((X?),0)| <
0. (ii) For 0 € ©, {(x,0) viewed as a function of x has a set of discontinuities denoted by
Dg. Assume that for every 6 € ©, P(X € Dy) = 0, and for any bounded set B € R?, the
intersection Dy N B is finite.

CONDITION 2. (i) The parameter space © is a compact set, and the true param-
eter Oy is an interior point of ©. For any z, {(x,0) is continuous with respect to 0.
(ii) Uniform law of large numbers: supgeo [n 1Y 1", f(f(i@),e) — Ef(Xi(z),Gﬂ 20 and
supgee In 10, K(Xi(l),ﬁ) - IEE(XZQ),HH 20 as n — oo. (iii) Separability: for every
e>0, inf¢9:d(9,90)28 EE(XZ,Q) > EE(X“ 90)
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CONDITION 3. (i) Assume {(x,0) is differentiable at 6y with derivative Vol(z,6p) al-
most surely for pV) and p?, and

[€(2,61) — £, 02)| < £(x)]|61 — e

for every 01 and 05 in a neighborhood of 6y and a measurable function { with B¢ (X' @ )2 <00

i
and Eé(f(i(l))? < o0. (ii) Assume that the map 0 — EL(X;,0) admits a second-order Taylor
expansion at 0y with nonsingular symmetric second derivative matrix Vj,.

Condition 1 is used to establish the unbiasedness of €DR()~(i(1),Xl-(2),«9). The integrabil-
ity assumption in Condition 1 (i) is fairly mild. Since both the ZIL and SL noises have
finite second moments and the original observation X; is bounded, this assumption is sat-
isfied for the Lo and check losses. Condition 1 (ii) allows dis-continuity points of ¢(z, )
with respect to x, which is much weaker than the sufficient smoothness condition of ¢(z, 0)
with respect to x required by the deconvolution approach for loss adjustment. The loss
functions in the contexts of linear regression, logistic regression, quantile regression, and
neural networks all satisfy Condition 1 (ii). To establish the asymptotic normality of the
DRCL estimator, we require Conditions 2 and 3, which are standard assumptions for the
M-estimation, as outlined in van der Vaart (1998). For example, the 7-quantile estimation
task g = arg mingeo E(X; — 0)(7 — 1(X; — 0 < 0)), along with the output of Algorithm I,
satisfies those three conditions provided that © is tight, E| X;| < oo, F'(6p) > 0 and F" ()
exists in a neighborhood of 6y with F(6y) # 0. The example involving the ReLU function
6y = argmingee E(§ — ReLU(X;))? considered in the simulation study also satisfies the
three conditions provided that © is tight and EX? < oo.

THEOREM 5.1.  Under Condition 1, with the noisy data {X'i(l)}?:l and {Xz@)}?:l ob-
tained in Algorithm 1, and the privacy parameter 0, it follows that for every 0 € O,

E((X;,0) =B/ (XD, XP) 6;6).

Theorem 5.1 suggests that /PR acts as a surrogate for the underlying loss ¢, which makes
the differentially private DRCL estimator (4.2) consistent to the underlying . Compared to
the existing approaches to obtain a corrected loss in Section 4.2, which require the existence
of higher-order derivatives of ¢(x,6) with respect to = or necessitate numerical integration,
the DRCL with the DRDP noise only requires that the loss ¢(x, #) is continuous with respect
to x. In addition, the DRCL only uses basic arithmetic operations when calculating the loss
£, making it computationally very efficient.

The DRCL estimator is differentially private, as it is based on the output of the DRDP
mechanism in Algorithm 1. According to Proposition 4.1 and the post-processing property
(Proposition 2.2), 628 satisfies T} ., 5-ADP and Ty ., 5-DP for ¢4 = max;<j<4 diam(X;)/A
and ¢y = diam(X') /.

The following theorems present the consistency and the asymptotic normality of éER.
THEOREM 5.2. Under Conditions 1 and 2, éﬁ’? EN 0y as n — oo.

THEOREM 5.3. Under Conditions 1, 2 and 3, \/n(PF — 6,) % N (0, Vo LA NV,
as n — oo where A(0,\) = E{V(;EDR(XZ»(D,XS),GO; §) H{ VolPR( ~i(1),XZ-(2), 00;6)} .
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The M-estimator on the original data (the oracle estimator é,?RA) has the asymptotic vari-
ance

Vo 'EVol( X5, 60) Vol (Xi,00) TV,

The difference between the asymptotic variances of the Oracle estimator and the DRCL esti-
mator lies in the middle term of the sandwich form. In the following corollary, we prove that
under mild conditions,

A(6,N) = EVl(Xi,00) Vol (Xi,00) T,

indicating a cost in the estimation efficiency due to privacy protection. Moreover, the equal-
ity holds whenever 6 =1 or A = 0. In both cases, the two noisy datasets, {X'Z-(l)}?:l and
(X Z-(2) " ., degenerate to the true dataset {X;}! ;.

COROLLARY 5.1.  Suppose that Vyl(x,0y), viewed as a vector-valued function of x, has
a set of discontinuities denoted by Dy,. Assume that P(X € Dy, ) = 0, and for any bounded
set B C R%, the intersection Dy, N B is finite. Then, A(5,\) = EVl(X;,00)Vol(X;,00)".

Avella-Medina, Bradshaw and Loh (2023) showed that the M-estimator derived from
Noisy-SGD (Rajkumar and Agarwal, 2012) has the same asymptotic variance as the ora-
cle estimator. However, compared to the DRCL estimator, the Noisy-SGD is not versatile,
since it is designed for a pre-specified task and can only be employed once on a dataset, and
cannot be adapted to newly arrived data and tasks. The definition of versatile differential pri-
vacy mechanism is in the introduction. The differentially private M-estimator based on the
Perturbed-Histogram (Lei, 2011), in general, has a slower convergence rate than 1/y/n and
lacks asymptotic normality results, while requiring a smoothing parameter. More discussions
about Noisy-SGD and Perturbed-Histogram are provided in Section 8.

6. Smoothed Double Random Estimator In addition to the DRCL formulation which
does not require the loss function to be smooth, we propose a differentially private M-
estimation if the loss is known to be smooth up to the second order.

Since {S;}! ; and {Z; + S;}I" ; are both SL distributed but with different variances, ap-

plying (4.6) twice and recalling that f(i(l) = X;+ Z; and X’i@) = f(i(l) + S;, we have

(6.1) E6(X;,0) =E( (X 9)_A22d P 4%?.6)) and
. [3) - i 2 i axi i an
d_ 52
¢ gy — —@) 5 N 8 o)
(6.2) E((X; 79)_E<£(XZ. 0 -3 Zk: axif(xi 0)),

if {(z,0) is twice differentiable with respect to x. Substitute (6.2) to (6.1), we obtain an
unbiased recovery of the underlying expected loss:

1-5)A2 & 92

2
2 P Oxy,

SRED, X, 0;6,0) = (X, 0) - L “15?.0)

This leads to a smoothed doubly random corrected loss (sSDRCL) estimator

n d 2
ASDR __ : o) gy _ (1-0)\? 0 >(2)
gSPR — aregergln; {E(Xi ,0) 5 kzl o2 0(XxX20) 4.
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The sDRCL may be seen as a version of the DRCL for situations where the loss is smooth to
the second order.
From (6.1), one may have another unbiased corrected loss

~ - 2 2
SHRD g;0) = 0( X2 6) — > Z 9 yx®,)

oSt = argmlnz ) ,0) — /\—2 Z a—QE(X@) 0) ¢
2 &~ oz v

bco

The following theorem establish the asymptotic normality of #5& and §SPR, respectively.

THEOREM 6.1. Suppose Condition 2 (i), 2 (iii) and 3 (ii) hold. (i) If Condition S.1 in the
SM holds, \/ri(BSPR — 6) % N (0, V, LASPR(5, \)V; 1), where

APR(5, ) =E{VPR(X X2 00;6, ) H VPR X2 60;6,0) )
(ii) If Condition S.2 in the SM holds, \/n(65F — 60) % N (0, V, LASE(A)V, ), where
AEN) = B{Vl (XD, 00 M) H V(XD 00 0)} .

Similar to Condition 1-Condition 3, Condition S.1 and Condition S.2 are the standard
regularity conditions needed for the asymptotic normality of the SL. and sDRCL estimators,
respectively. They include the continuity condition of the second-order derivative of ¢(z, )
with respect to x for the the unbiasedness of ¢SPR and /5! and the standard M-estimation
conditions applied to ¢SPR and /5",

There is no clear ordering in general regarding the asymptotic variances among GBR, 9,§L
and 92DR. However, the DRCL has the weakest smoothness requirements on the loss func-
tion. Therefore, in this sense, DRCL can be used more generally, especially when SL and
sDRCL are not applicable, such as the quantile regression or the loss functions with the
ReL.U activation, as demonstrated numerically in Section 7.1. However, for the linear model,
the asymptotic variances of the three estimators have more explicit expressions so that their
efficiency can be directly compared as shown in the next proposition.

PROPOSITION 6.1. Consider the linear regression model Y; = XZTH + € for n iid.
copies of (X;,Y;), where E(X;) =0, E(X;X,") = ¥, E(¢;) = 0 and Var(e;) = o2. Suppose
that ¥, is invertible and {X;}!'_, are independent with {¢;}?_,. For the DRDP mechanism
in Algorithm 1 with the DP parameters 6 € (0,1) and X > 0, we have

(i) AsyVar(95L) =271 (028, + A2)|0)22, +a2>\2[d+2)\4H0|]2Id+3)\4«99T)Z;1
(i) AsyVar(65F) — AsyVar(GDR) (2-0"hHe vyl

(iii) AsyVar(6SL) — AsyVar(§SPR) =6 .21V -1,
(iv) AsyVar(6PR) — AsyVar(§SPR) = (5—1—5 Loy tvy

where V= \2||0]122, + 02 X214+ 20%0]|2 14 + (2 + §)\*00 7.
Proposition 6.1 suggests that the SDRCL estimator is the most efficient estimator for the

linear model over the entire range of ¢ € (0, 1), while the SL corrected-loss estimator is
more efficient than the DRCL estimator for 6 € (0,1/2) and vice versa for 6 € (1/2,1). This
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proporsition also indicates that as A increases, the asymptotic variances of 675}, 9,§DR and HDR
all increase. When 4 decreases, the asymptotic variance of éf‘LL remains unchanged, while the
asymptotic variance of égR increases and tends to infinity. The asymptotic variance of éf;LDR
also increases and tends to the asymptotic variance of éfLL.

From the properties of the ZIL trade-off function in Section 3, it increases with the increase
of A and decrease of §, meaning a higher level of privacy protection with the increase of
the noise level. From Proposition 6.1, for the linear model, the variances of the proposed
estimators 6SPR and AR increase with the increase of A and decrease of §. This indicates
that estimation efficiency is lower for a higher level of differential privacy, which is a price
paid for protecting data confidentiality. However, this relationship may not generally hold,
depending on the model and the estimator. A counter-example can be made for the truncated

mean estimator for data with added uniform noise; see the SM for details.

7. Simulation In this section, we report results from simulation experiments designed
to confirm the theoretical findings of the proposed DRCL and sDRCL estimators for DP M-
estimation in the earlier sections under non-smooth L loss, logistic regression, and quantile
regression. To gain comparative insights, we also include the SL corrected-loss estimator §5-
for smooth loss functions and the approach of Wang, Stefanski and Zhu (2012) for quantile
regression that smooths the check loss function, denoted as sCL.

7.1. Non-smooth loss To demonstrate the ability of the proposed DRCL procedure for
M-estimation with non-smooth loss functions, we considered three loss functions ¢ (z,6) =
(6 — ReLU(x))?, lo(x,0) = (0 — 1j0.5,1 (z))? and £3(z,0) = (6 — | sin27z|)? that are non-
smooth with respect to x, where ReLU(z) = max(0,z) denotes the ReLU function and
1j9.5,1(w) denotes the indicator function on the interval [0.5,1]. The original data {X;}7

were generated from the uniform distribution U (0, 1). Noisy data {X }" , and doubly ran-

domized data {X @ }, were generated using Algorithm 1 with two sets of privacy parame-
ters, 6 = 0.1, A = 0.94 and § = 0.05, A = 1.4. The true parameter 6 ; = argming [E¢;(X;, 0)
for ] = 1,2,3. As X; was U(O, 1), 9071 = ERCLU(Xi) = 0.5, 9072 = E1[0.571] (Xz) = 0.5,
and 0y 3 = E|sin 27.X;| = 2 /7. The sample sizes were n = 500, 1000, 2000, 3000, 4000 and
5000.

For each loss function, we performed M-estimation using three methods, the oracle esti-

éORA

mator using the original data, the SL corrected-loss estimator éSL using {)Z' (2)} and

the DRCL estimator QDE Note that the SL estimator is designed for smooth loss functions
which is unsuitable for those three non-smooth loss functions. Figure 2 displays the box plots
of the estimation errors of the three DP M-estimators based on 5000 simulations with the av-
erage root mean square errors shown in Table 1. We only report the results for the sample
sizes n = 500 and n = 1000, while results for other sample sizes are available in Table S1 in
the SM. The figure and the tables show that for all three loss functions, the SL estimator was
not a consistent estimator of the true parameter. In contrast, the DRCL estimator was unbi-
ased, and its standard error decreased with the increase of the sample size, which indicates
its consistency and confirms the finding in Theorem 5.1.

Under the first DP parameter setting of § = 0.1 and A = 0.94, both 6D1§ and HSL] achieved
(1.5,0.1)-DP. Under the second DP setting of § = 0.05 and A = 1.4, they achieved (1,0.05)-
DP. The (1,0.05)-DP provides higher privacy protection than the (1.5,0.1)-DP. As shown in
Section 3, a larger A or smaller § indicates higher privacy protection. Note that the variance
of the ZIL noise ZIL(J, \2I,;) used in the Algorithm 1 is (1 — §)A21,. In general, the added
noises with higher variance result in stronger differential privacy guarantees. It is observed
that while the level of privacy protection increases, the performance of the SL. and DRCL
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estimators deteriorates at the same sample size. Meanwhile, the variance of the DRCL esti-
mator was larger than that of the oracle estimator, representing a cost of privacy protection,

as indicated by Corollary 5.1.
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Figure 2: Box-plots of estimation errors of the oracle (left box), SL corrected-loss (middle
box), and DRCL (right box) estimators for the ReLLU, indicator, and absolute sine functions,
respectively. The first row corresponds to § = 0.1, A = 0.94 at (1.5,0.1)-DP, and the second
row corresponds to § = 0.05, A = 1.4 at (1,0.05)-DP.

TABLE 1

The average root mean square errors of the oracle, SL corrected-loss (SL), and DRCL (DR) estimators for the
parameters of the three non-smooth loss functions based on 5000 repetitions at (1.5,0.1) and (1.5,0.05)-DP.
The oracle estimator was calculated using the original non-corrupted data, which didn’t protect data privacy.

n DP method ReLU Indicator Absolute sine
None Oracle  0.012 0.023 0.015
SL 0.173 0.259 0.433
500 (1.5,0.1)-DP DR 0.105 0.183 0.170
None Oracle  0.013 0.022 0.013
SL 0.252 0.294 0.796
(1,0.05)-DP DR 0.184 0.326 0.358
None Oracle  0.009 0.016 0.011
SL 0.174 0.258 0.433
1000 (1:50.D-DP 0.072  0.128 0.123
None Oracle  0.009 0.016 0.010
SL 0.250 0.294 0.796
(1,0.05)-DP DR 0.131 0.230 0.257
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7.2. Logistic regression We considered the logistic regression model P(Y; = 1| X;, 5) =
{1+ exp(—=X,"8)} 1, where B = (B1,...,56) ", the covariates {X;}" , were i.i.d. gener-
ated from a truncated multivariate normal distribution N (0g, Ig) over a rectangle formed
by a lower bound —1¢ and an upper bound 1g, where 0, and 1, denote the p-dimensional

vectors of 0 and 1, respectively. The noisy covariates {Xfl)}?zl and the doubly random-

ized covariates {X’ 7;(2) i, were generated using Algorithm 1, with privacy parameters A and
d set to (0.5,0.2) and (1,0.2), respectively. These settings provided privacy guarantees of
T6,4,0.2-ADP and T§ 2 0.2-ADP for the covariates, respectively. The true parameter 3, = 1¢.
The sample sizes considered were n = 5000, 7500 and 10000.

We compare five M-estimators. The first method used the original data and minimized
S {1 =Yi) - X' B + log(1 + exp(—X;' B))} to obtain the oracle estimator 3O, The

second one directly minimized the corrupted loss function >7 , {(1—Y;)- X i(l)TB +log(1+
exp(—X W7 )} to obtain the naive estimator SNl The other three methods are the SL

(2
corrected-loss (SL), DRCL (DR) and sDRCL (sDR) estimators.

The RMSE:s of the estimated parameters based on 5000 replications are presented in Ta-
ble 2. From this table, the naive estimator which did not take any measure to counter the
added noises had the worse RMSE:s in all cases, which was expected. Among the three dif-
ferential private estimators (SL, sDRCL, and DRCL), the RMSE decreased as the sample
size increased. However, as the privacy protection level was increased from 7§ 4 9.2-ADP to
T6,2,0.2-ADP, the RMSE of the three estimators increased. Notably, the RMSEs of the SL,
sDRCL, and DRCL estimators were always higher than that of the oracle estimator, reflect-
ing the cost of ensuring privacy protection. Meanwhile, the SDRCL estimator consistently
yielded a smaller RMSE compared to the SL estimator, and the DRCL estimator had a larger
RMSE than both sDRCL and SL. This was consistent with the theoretical conclusion about
the efficiency of the three estimators obtained under the linear regression setting in Proposi-
tion 6.1.

7.3. Quantile regression We considered the median regression Median(Y; | X;) =
Bo + XZTB as in Pan et al. (2022), where 8 = (B1,...,536)". The covariates {X; =
(Xil,...,XiG)T ® , are ii.d. generated from a multivariate truncated normal distribu-
tion A/ (0g, Is) with the lower and upper truncation bounds —1g and 1g, respectively. Let
{e;}, be i.id. N(0,0?) with 0 =1 and the true parameters .o = 1 and S, = 1g, so
that 1 + 2?21 Xi; is the conditional median of Y; for ¢ = 1,...,n. The noisy covariates

{X'Z.(l) i, and the doubly randomized covariates {XZ@) »_, were generated using Algo-
rithm 1 with the privacy parameters A and § set to (2,0.2) and (2.5, 0.2), respectively. These
settings provided 7 2,0.2-ADP and T o g 0.2-ADP for the covariates. The sample sizes were
n = 2500, 5000, and 7500.

We compared four methods for estimation. The first method used original data to minimize
> |Yi — X," 8| and obtain the oracle estimator 3984, The second method directly mini-
mized Y7 |Y; — X Z-(l)T B| to obtain the naive estimator SNAL. The third method, proposed
by Wang, Stefanski and Zhu (2012), minimized a smoothed corrected loss by kernel smooth-
ing the absolute value function, which is denoted as sCL. The fourth one was the proposed
DRCL method. We did not consider the SL corrected-loss and SDRCL methods as the check
loss is not twice differentiable everywhere. The average RMSEs of the parameter estimates
based on 5000 replications are presented in Table 3.

It is observed from Table 3 that the DRCL estimator had a smaller RMSE than that of
sCL. The RMSE of the DRCL estimator decreases as the sample size increases. However,
as the differential privacy (DP) level improves, for instance, changing from 7§ 2 0.2-ADP to



20

TABLE 2
The average root mean square errors of the oracle, naive, SL corrected-loss (SL), sDRCL (sDR) and DRCL (DR)
estimators for the logistic regression coefficients based on 5000 simulations at Tg 4 0.2-DP and Tg 2 0.2-DP.
The oracle estimator was calculated using the original non-corrupted data, which didn’t protect data privacy.

n attribute-level DP method 61 Bo B3 B4 Bs Be
None Oracle 0.105 0.107 0.106 0.107 0.103 0.105
Naive  0.728 0.730 0.731 0.728 0.730 0.731
SL 0.270 0265 0.262 0267 0.270 0.271

6,402 sDR 0244 0239 0234 0238 0242 0242

5000 DR 0495 0498 0495 0489 0.494 0.495
None Oracle  0.104 0.103 0.107 O0.111 _0.098 0.102

Naive 0905 0.901 0913 0907 0907 0911

Ts 200 SL 0610 0618 058 0600 0609 0.622

12,0 DR 0536 0542 0517 0535 0551  0.557

DR 0769 0751 0749 0752 0.782 0.766

None Oracle  0.086 0.087 0085 0086 0.088 0.086

Naive 0727 0.729 0728 0.728 0.730  0.730

Ts 100 SL 0217 0218 0215 0216 0218 0217

4,0. sDR  0.195 0.197 0.191 0.193 0.197 0.193

2500 DR 0409 0407 0402 0407 0411 0.408
None Oracle  0.086 0.087 0.085 0.086 0.088 0.086

Naive 0910 0912 0911 0910 0912 0913

Ts 200 SL 0522 0528 0518 0518 0518 0516

2,0 sDR 0445 0455 0437 0441 0447 0438

DR 0706 0.705 0707 0713 0.713 0.713

None Oracle  0.074 0.075 0075 0073 0.075 0076

Naive 0728 0729 0.728 0.729 0.729 0.728

Ts 100 SL 0190 0.189 0.184 0.187 0.187 0.186

4,0. sDR  0.170 0.168 0.165 0.168 0.169 0.168

10000 DR 0355 0348 0351 0353 0356 0.360
None Oracle  0.074 0.075 0075 0073 0.075 0076

Naive 0913 0914 0913 0914 0913 0913
. SL 0460 0461 0452 0459 0461 0.458
6,2,0.2 sDR 0390 0387 0380 0386 0388 0.388
DR 0672 0660 0.669 0665 0664 0.671

T5,0.8,0.2-ADP, the RMSE of the DRCL estimator increases. Except for the oracle estimator,
the other three estimators were differentially private. The RMSE of the DRCL estimator is
always larger than that of the oracle estimator, as indicated by Corollary 5.1.

8. Discussion We have developed a versatile DP mechanism and its estimation proce-
dure. The ’versatility’ means that the DP procedure applies to general M-estimation tasks
under minimum conditions on the loss function, is multitasking in that it allows different
tasks from an unlimited number of data analysts, and is online-adaptive to increasing data
volume. This paper has three significant contributions. First, the proposed ZIL and DRDP
privacy mechanisms are versatile. In contrast, some existing well-known methods like the
noisy-SGD and the Perturbed-Histogram are not versatile. Second, the trade-off function and
the privacy protection level of the ZIL mechanism are derived and carefully studied. Third,
a new method to recover the target loss function is proposed to consistently estimate the un-
derlying parameters, which works for non-smooth loss functions and is easy to implement
without numerical integration and differentiation.

In contrast, the noisy-SGD and Perturbed-Histogram are not as versatile as the proposed
procedure. This is because, in real applications, the data analysts in their various data ana-
lytic tasks, have to request the mechanism to repeatedly execute the noisy-SGD or Perturbed-
Histogram procedures for hyper-parameter selection, new data arrival, or different analysis
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TABLE 3
The average root mean square errors of the oracle, naive, sCL (Wang, Stefanski and Zhu, 2012) and the
proposed DRCL (DR) estimators for the median regression coefficients based on 5000 simulations at
T6,2,0.2-DP and T§ 0.8 ,0.2-DP. The oracle estimator was calculated using the original non-corrupted data,
which didn’t protect data privacy.

n attribute-level DP method Bo 51 B9 B3 B4 Bs Be

None oracle  0.020 0.037 0.038 0.038 0.037 0.037 0.037

naive  0.037 0912 0912 0911 0911 0912 00912

Ts,2,0.2 sCL 0.111 0.632 0.630 0.637 0.631 0.634 0.635

2500 DR 0.094 0443 0438 0444 0438 0446 0.439
None oracle  0.020 0.037 0.038 0.038 0.037 0.037 0.037

naive  0.037 0943 0942 0942 0942 0943 0.942

T56,0.8,0.2 sCL 0.143 0.738 0.731 0.734 0.733 0.737 0.735

DR 0.100 0499 0503 0.503 0.512  0.507 0.504

None oracle  0.014 0.026 0.026 0.027 0.026 0.027 0.026

naive ~ 0.027 0911 0911 0911 0912 0911 0911

T6,2,0.2 sCL 0.074 0484 0.488 0487 0.487 0491 0.488

5000 DR 0.061 0302 029 0299 0.296 0300 0.297
None oracle  0.014 0.026 0.026 0.027 0.026 0.027 0.026

naive  0.028 0942 0942 0942 0942 0942 0.942

T6,0.8,0.2 sCL 0.101 0.636 0.638 0.636 0.640 0.638 0.637

DR 0.065 0.375 0376 0.377 0374 0380 0.375

None oracle  0.011 0.021 0.022 0.021 0.022 0.021 0.022

naive  0.021 0911 0912 0911 0912 0912 00912

T5,2,0.2 sCL 0.058 0392 0395 0391 0392 0392 0.394

7500 DR 0.049 0246 0245 0.244 0.244 0.242 0.240
None oracle  0.011 0.021 0.022 0.021 0.022 0.021 0.022

naive  0.022 0942 0942 0942 0942 0942 0942

T56,0.8,0.2 sCL 0.081 0.556 0.563 0.558 0.559 0.558 0.560

DR 0.052 0.301 0304 0.300 0300 0.303 0.296

tasks, where each execution would consume a certain amount of privacy budget. Specifically,
for different models or estimation tasks, the noisy-SGD needs to be rerun repeatedly, and the
hyperparameters, such as epochs, learning rate, and batch size, need to be reselected each
time. For the Perturbed-Histogram, the arrival of new data requires recalculation of the his-
togram over the entire dataset, which consumes the privacy budget allocated to the original
dataset. Therefore, when applying noisy-SGD or Perturbed-Histogram under limited privacy
budgets, analysts face restrictions, making the approaches not versatile. In contrast, the pro-
posed DP mechanism and the associated DRCL estimation procedure provide a solution for
this problem.

SUPPLEMENTARY MATERIAL

Supplement to ''Versatile differentially private learning for general loss functions'
In the supplementary material, we present technical details, proofs of main theorems and
additional numerical results.
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