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Abstract

Adversarial training and adversarial purification are
two effective and practical defense methods to enhance
a model’s robustness against adversarial attacks. How-
ever, adversarial training necessitates additional training,
while adversarial purification suffers from low time effi-
ciency. More critically, current defenses are designed un-
der the perturbation-based adversarial threat model, which
is ineffective against the recently proposed unrestricted ad-
versarial attacks. In this paper, we propose an effective
and efficient adversarial defense method that counters both
perturbation-based and unrestricted adversarial attacks.
Our defense is inspired by the observation that adversar-
ial attacks are typically located near the decision bound-
ary and are sensitive to pixel changes. To address this, we
introduce adversarial anti-aliasing to mitigate adversarial
modifications. Additionally, we propose adversarial super-
resolution, which leverages prior knowledge from clean
datasets to benignly recover images. These approaches do
not require additional training and are computationally ef-
ficient without calculating gradients. Extensive experiments
against both perturbation-based and unrestricted adversar-
ial attacks demonstrate that our defense method outper-
forms state-of-the-art adversarial purification methods.

1. Introduction

Deep learning models have demonstrated remarkable per-
formance across various tasks [14, 22, 36]. With the rapid
advancement and widespread deployment of these models,
their security and robustness are garnering increasing atten-
tion.

It is widely recognized that deep learning models are
highly vulnerable to adversarial attacks [3, 23]. These at-
tacks are performed by adding imperceptible perturbations
to clean images. The perturbed images, known as adversar-
ial examples, can deceive trained deep learning classifiers
with high confidence while appearing natural and realistic
to human observers. To mitigate adversarial attacks and en-
sure the stability of deep learning models, adversarial train-
ing [13, 23] has been developed. This approach aims to
defend against adversarial attacks by training the classifier

with adversarial examples. However, adversarial training
tends to perform poorly against unknown attacks.

Recently, with the development of diffusion models
[11, 26], adversarial purification [24, 29] has shown promis-
ing defense performance by recovering the adversarial ex-
amples to clean images. These works adopt the diffusion
model’s reverse generation process to gradually remove the
Gaussian noise from the forward process and the adversarial
perturbations. Nevertheless, these methods require heavy
computational resources during the purification, which may
not be practical in real-time scenarios.

Diffusion models also facilitate stronger unrestricted ad-
versarial attacks [5, 6, 9]. These unrestricted adversarial
examples (UAEs) are generated through the reverse genera-
tion process by incorporating adversarial guidance. Unlike
traditional perturbation-based adversarial attacks, UAEs ex-
hibit superior attack performance against current defenses
due to their distinct threat models. These attacks pose a new
threat to the development of deep learning models and ur-
gently need to be addressed. Even worse, existing defenses
have merely covered the discussion against UAEs.

In this paper, we propose an effective adversarial defense
method that detects both perturbation-based adversarial ex-
amples and unrestricted adversarial examples. To achieve
the defense objective, we locate and utilize the common
characteristic of these two types of attacks that both adver-
sarial examples are generated close to the decision bound-
ary for minimal perturbations, which makes these adversar-
ial examples susceptible to changes in pixels.

Our defense employs zero-shot adversarial purification
by extracting the “semantic shape” information from im-
ages without the image details, as illustrated in Figure 1.
Specifically, we use adversarial anti-aliasing with special-
ized filters to blur the detailed adversarial modifications in
the adversarial examples. Following this, we apply adver-
sarial super-resolution to the anti-aliased adversarial exam-
ples, upscaling the blurred images using details from pre-
trained clean super-resolution diffusion models. These two
methods are time-efficient and do not require any modifi-
cations to the original models. To demonstrate the effec-
tiveness of our proposed defense, we further validate its
performance by using the upscaled adversarial examples as
input for adversarial purification. Experiments on various
datasets show that our defense outperforms state-of-the-art
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Figure 1. The proposed adversarial defense pipeline. We give an adversarial example of “cock” class with AutoAttack ℓinf = 8/255 on
ImageNet dataset. Adversarial anti-aliasing aims to eliminate adversarial perturbations, while adversarial super-resolution seeks to restore
benign images from blurred adversarial examples using prior knowledge from the clean dataset.

adversarial defenses in adversarial purification.
Our contributions are summarized as follows:

• We propose a novel adversarial defense capable of coun-
tering both perturbation-based adversarial examples and
unrestricted adversarial examples, addressing the current
gap in effective defenses against unrestricted adversarial
attacks.

• We introduce various zero-shot and gradient-free defense
strategies that preserve the semantic information of ad-
versarial examples while eliminating adversarial modifi-
cations. These strategies include adversarial anti-aliasing
for “semantic” extraction and adversarial super-resolution
for incorporating benign priors and recovering benign de-
tails from adversarial examples.

• We conduct extensive experiments on various datasets
against adaptive adversarial attacks. The results demon-
strate the effectiveness of our proposed defense method
compared to state-of-the-art adversarial defenses. More-
over, anti-aliased and upscaled adversarial examples ef-
fectively integrate with existing diffusion-based adversar-
ial purification, validating the usability and scalability of
our approach.

2. Background
2.1. Adversarial Training
Adversarial training (AT) is one of the most practical meth-
ods for enhancing a model’s robustness against adversar-
ial attacks. It involves training the model with both be-
nign and adversarial data simultaneously during the train-
ing phase. However, robustness against unseen attacks re-
mains a significant challenge that affects the defense perfor-
mance of traditional adversarial training [23]. To address
this, Gowal et al. [13] and Rebuffi et al. [25] have incor-
porated generated and augmented data to improve general-
ization by increasing data diversity. In addition to leverag-
ing diverse data, refining the objective formulation of AT

has also proven effective. By considering model weights,
a wide range of adversarial training methods [17, 35] have
been proposed.

2.2. Adversarial Purification
Adversarial purification aims to eliminate adversarial per-
turbations in adversarial examples without requiring the
re-training of deep learning models. These methods
leverage the generative capabilities of generative models.
Previous works utilizing generative adversarial networks
(GANs) [28] and score-based matching models [31, 37]
have demonstrated state-of-the-art performance compared
to adversarial training. With the advent of diffusion mod-
els, Nie et al. [24] discovered that diffusion-based adver-
sarial purification methods outperform previous approaches
in recovering clean images. However, finding the opti-
mal generation steps for diffusion-based adversarial purifi-
cation remains challenging. Additionally, adversarial im-
ages can negatively impact the reverse generation process
of diffusion models. To address these issues, several works
[20, 29, 33] have proposed various solutions to enhance the
performance of adversarial purification.

3. Preliminary
3.1. Threat Model
Adversarial examples conduct attacks by fooling the target
model’s classification result. Considering the untargeted at-
tack scenario, the perturbation-based adversarial examples
are defined as:

AAE ≜ {xadv = x+ δ|y ̸= f(x), x ∈ D, |δ| ≤ ϵ} (1)

where δ is the adversarial perturbation, f(·) is the target
model, D is the clean dataset, and ϵ is the perturbation norm
constraint.
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Figure 2. The comparisons of state-of-the-art diffusion-based
adversarial purification pipelines. We mark the defense process
in blue to represent time-consuming approaches. We use red font
to indicate non-purified adversarial input.

These adversarial examples are generated by adding the
perturbations to the clean images. However, such pertur-
bations can degenerate the image quality. By utilizing the
generation models, Song et al. [30] presented unrestricted
adversarial examples by directly generating adversarial ex-
amples with the generation tasks, which can be formulated
as:

AUAE ≜ {xadv ∈ G(zadv, y)|y ̸= f(x)} (2)

where G is the generation model, zadv is the latent code for
generation.

These two adversarial examples are generated with dif-
ferent threat models. However, they both can successfully
conduct attacks against the given target model. A robust de-
fense method should be able to defend against these attacks
simultaneously.

3.2. Diffusion-Based Adversarial Purification
The diffusion model [16] learns to recover the image from
the denoising-like process, i.e., reverse generation process.
The reverse generation process takes T time steps to obtain
a sequence of noisy data {xT−1, . . . , x1} and get the data
x0 at the last step. Specifically, it can be formulated as:

pθ(xt−1|xt) = N (xt−1 : µθ(xt, t),Σθ(xt, t)) (3)

The forward diffusion process is where we iteratively add
Gaussian noise to the data for training the diffusion model
to learn pθ(xt−1|xt). It is defined as:

q(xt|xt−1) = N (xt :
√
σtxt−1, (1− σt)I) (4)

where σ is the noise schedule.
Nie et al. [24] attempted to find the optimal t∗ where it

satisfy that:

xt∗ =
√
σt∗xadv +

√
1− σt∗ε (5)

=
√
σt∗(x+ δ) +

√
1− σt∗ε

AutoAttack Example
Robust Acc: 0%

RGB conversion
Robust Acc: 38.25%

Adv. Anti-Aliasing
Robust Acc: 55.85%

Figure 3. The vulnerability of adversarial examples to the
changes in pixels. The RGB conversion is performed by con-
verting the images to RGB space after the ImageNet normaliza-
tion and achieves 38% robust accuracy. The proposed adversarial
anti-aliasing is more effective while preserving the image quality.

where ε is the Gaussian noise ε ∼ N (0, I). After we obtain
the optimal t∗, we can utilize the reverse generation process
over xadv to recover the clean x.

Song et al. [29] utilized the whole reverse generation
process with T time step; they used adversarial sample xadv
as guidance rather than an intermediate time step state. At
each time step t, the guidance is added to the xt after the
original reverse generation process and can be formulated
as:

∇x log p(xadv|xt; t) = −Rt∇xtd(x̂t, xadv) (6)

where Rt is the scale factor at t time step, d(·) is the distance
measurement, and x̂t is the estimation for x0 at t time step.
The x̂t is defined as:

x̂t =
xt −

√
1− σtsθ(xt)√

σt
(7)

where the sθ known score function is defined as [31].

4. Methodology
4.1. Motivation
With the advancement of diffusion models, diffusion-
based adversarial purification has emerged as a leading ap-
proach for adversarial defenses. However, current methods
still face significant challenges that impact their effective-
ness. Figure 2 illustrates typical diffusion-based purifica-
tion pipelines from state-of-the-art methods. Nie et al. [24]
achieved purification by utilizing the adversarial latent gen-
erated by the forward process of adversarial examples. Un-
fortunately, this approach can introduce adversarial pertur-
bations into the purified examples, as these perturbations
persist in the adversarial latent. Song et al. [29] sought
to mitigate the impact of adversarial perturbations by us-
ing random latents, employing adversarial examples solely
as guidance. However, this method requires gradient calcu-
lations at each step of the reverse process, making it com-
putationally intensive. Consequently, achieving both time-
efficient and perturbation-isolated diffusion-based adver-
sarial purification remains a challenge. Furthermore, ex-
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Figure 4. The example of proposed adversarial super-resolution. Our method achieves similar adversarial purification without any
gradient calculation of diffusion models.

isting defenses fail to defend against the recently proposed
unrestricted adversarial attacks.

4.2. Perturbation-Isolated Adversarial Purification
Perturbation-based adversarial examples are precisely cal-
culated based on the gradient of the loss function, whereas
unrestricted adversarial examples are sampled near the de-
cision boundary. Despite employing different threat mod-
els, both types of attacks produce adversarial examples that
are sensitive to pixel changes. Since adversarial examples
are designed to be imperceptible compared to clean images,
the semantic shapes of objects within the images should
correspond to their original labels. Therefore, our defense
strategy focuses on extracting the semantic shapes from the
adversarial examples and eliminating the adversarial pixel-
level details.

4.2.1. Adversarial Anti-Aliasing
To achieve effective defenses against both unrestricted and
perturbation-based adversarial attacks, it is essential to ad-
dress their common characteristics. One critical factor is the
value range of images: a valid RGB value is an integer be-
tween 0 and 255. However, the modifications introduced by
various adversarial attacks are often performed using non-
integer data types for gradient calculations. These modifica-
tions can become ineffective when transformed back to the
RGB image format. Figure 3 supports our findings, show-
ing that approximately 38% of adversarial examples from
AutoAttack fail with the combinations of RGB conversions
and image normalization for deep-learning models. The
reasons for this phenomenon could be that adversarial ex-
amples are typically located near the decision boundary and
are sensitive to pixel changes. However, simple RGB con-
version can be effectively compromised by adaptive attacks
[1]. Therefore, in this paper, we aim to propose more effec-
tive transformations.

Anti-aliasing is a straightforward, zero-shot method for
smoothing image details, including adversarial perturba-
tions [21, 32]. Unlike previous works, we have found that
anti-aliasing with non-square filters is particularly effective

against adversarial attacks while preserving clean accuracy.
Additionally, using the average value from neighboring pix-
els, excluding the original pixel, has also proven effective.
This is because adversarial perturbations are calculated on
a pixel-wise basis and are sensitive to pixel changes. These
two approaches greatly enhance the effectiveness of anti-
aliasing. Even with simple anti-aliasing, we achieve moder-
ate defense performance, underscoring the effectiveness of
our approach. The detailed calculation method is discussed
in the appendix. Although adversarial anti-aliasing can pro-
duce blurred images, the semantic features are preserved
because the adversarial perturbation should remain imper-
ceptible. Therefore, it effectively reduces the magnitude
of adversarial perturbations while maintaining the seman-
tic information necessary for classification. To maintain the
resolution of the output image, we use padding, which is
calculated as follows:

Rout = ⌊Rin + 2× Padding − filter size⌋ (8)

where R is the shape of the data. We use stride = 1.

4.2.2. Adversarial Super-Resolution
During the adversarial anti-aliasing phase, we significantly
reduce adversarial perturbations by directly decreasing
pixel-wise modifications of adversarial examples. How-
ever, this approach may not be effective against unre-
stricted adversarial examples, as they are not generated
by adding explicit perturbations. Additionally, blurring
the images can negatively impact the clean accuracy of
the target model. Super-resolution offers an effective way
to recover high-quality images from our adversarial anti-
aliased images. Previous super-resolution methods [12, 19]
typically modify the original pixels of the low-resolution
image and use the residual features of the original low-
resolution image. These methods can inadvertently trans-
fer negative effects from the adversarial examples to the
final high-resolution images, making them ineffective for
adversarial super-resolution. Diffusion-model-based super-
resolution [26, 38] provides a more isolated approach for
super-resolution. These models generate high-resolution



Table 1. The standard and robust accuracy against left: AutoAttack (ℓinf = 8/255), right: PGD-EOT (ℓinf = 8/255) on CIFAR10.

Method Target Model Standard Acc(%) AutoAttack Acc(%) PGD-EOT Acc(%)

Wu et al. [35] WideResNet-28-10 85.36 59.18 62.16
Gowal et al. [13] WideResNet-28-10 87.33 61.72 64.68
Rebuffi et al. [25] WideResNet-28-10 87.50 65.24 68.89
Wang et al. [33] WideResNet-28-10 84.85 71.18 68.36
Nie et al. [24] WideResNet-28-10 89.23 71.03 46.84
Lee et al. [20] WideResNet-28-10 90.16 70.47 55.82
Song et al. [29] WideResNet-28-10 92.10 75.45 68.20

Ours WideResNet-28-10 92.54 ± 1.66 82.02 ± 1.17 80.86 ± 1.33

Rebuffi et al. [25] WideResNet-70-16 88.54 64.46 68.23
Gowal et al. [13] WideResNet-70-16 88.74 66.60 69.48
Nie et al. [24] WideResNet-70-16 91.04 71.84 51.13
Lee et al. [20] WideResNet-70-16 90.43 66.06 56.88
Song et al. [29] WideResNet-70-16 93.25 76.60 69.55

Ours WideResNet-70-16 93.42 ± 1.51 83.65 ± 2.90 81.60 ± 1.75

images through a denoising-like process over randomly
sampled noise, using the low-resolution image as condi-
tions.

In this work, we adopt the ResShift method by Yue et al.
[38] for our super-resolution process. This super-resolution
model can also incorporate benign priors for defense, as it
is trained with the clean dataset of the target model. Figure
4 demonstrates that the proposed super-resolution method
achieves results comparable to diffusion-based adversarial
purification [29], which do not require the calculation of
gradient.

4.2.3. Adversarial Purification
The proposed adversarial purification is performed by the
combination of adversarial anti-aliasing and adversarial
super-resolution. We resize the purified images after the
adversarial super-resolution for the target model. Addition-
ally, our approach does not require any training of the target
model or the defense model.

y = {f(SR(AA(xadv))))} (9)

4.3. Discussions on Improved Time Efficiency
As previously discussed, employing the entire reverse pro-
cess with adversarial example guidance is computationally
intensive, while using only a partial reverse process dimin-
ishes defense performance. In this paper, we propose a
two-fold solution to address this issue. First, we introduce
an effective preprocessing approach, specifically anti-
aliasing, to mitigate the impact of adversarial perturba-
tions. Previous research has shown that diffusion-based ad-
versarial purification should avoid introducing adversarial
perturbations into the diffusion model. Therefore, a more
effective strategy is to remove some of these perturbations

before feeding adversarial examples into the diffusion mod-
els. Unlike previous methods that directly utilize adversar-
ial examples for purification, our approach offers a prelimi-
nary filtering step.

Second, we employ diffusion-based super-resolution
instead of diffusion-based image generation. It is well-
known that the reverse process of diffusion models is time-
consuming, as illustrated in Figure 2, and the gradient cal-
culation exacerbates this issue. However, we may not re-
quire the entire reverse process for purification, given that
we already have a reference adversarial example, which
is also discussed in Nie et al. [24]’s work. Since ad-
versarial perturbations are pixel-wise, we opt for a rela-
tively lightweight generation task, namely super-resolution,
which also focuses on pixel modification. The diffusion-
based super-resolution method used in this paper requires
only tens of steps, compared to the hundreds or thousands
of diffusion steps needed in previous works. With these two
approaches, we significantly enhance the time efficiency
of diffusion-based adversarial purification without compro-
mising defense performance.

5. Experiments

5.1. Experimental Setup

Dataset and target models. We consider CIFAR-10 [18]
and ImageNet [10] for major evaluation. For target mod-
els, we adopt WideResNet-28-10 and WideResNet-70-16
[39] for CIFAR-10 dataset and ResNet50 [14] for ImageNet
dataset. These are commonly adopted backbones for adver-
sarial robustness evaluation.
Comparisons. We compared our defense methods with
various state-of-the-art defenses by the standardized bench-
mark: RobustBench [8]. We compare four diffusion-based



adversarial purification methods: Nie et al.’s DiffPure [24],
Wang et al.’s [33], Lee et al.’s [20] and Song et al.’s Mim-
icDiffusion [29]. We mainly compare our method with
MimicDiffusion as it is the current state-of-the-art method.
We use the Score SDE [31] implementation of MimicDiffu-
sion on CIFAR-10 for fair comparisons. The defense meth-
ods that use extra data are not compared for fairness. We
only evaluate the adversarial purification methods against
unrestricted adversarial attacks as the adversarial training’s
different threat model.
Attack settings. We evaluate our method with both
perturbation-based attacks and diffusion-based unrestricted
adversarial attacks. For perturbation-based attacks, we se-
lect AutoAttack [7], PGD [23]. For diffusion-based unre-
stricted adversarial attacks, we use DiffAttack [4] and Ad-
vDiff [9] for comparisons. DiffAttack is only evaluated on
the ImageNet dataset according to the original paper. To
ensure a fair comparison with previous diffusion-based ad-
versarial purification, we include the evaluation against the
adaptive attack, i.e., reverse pass differentiable approxima-
tion (BPDA) [15]. We also evaluate the performance against
PGD+EOT that is discussed in [20]. On CIFAR-10, the at-
tack settings follow DiffPure [24]. On ImageNet, we ran-
domly sample 5 images from each class and average over
10 runs. The PGD+EOT settings all follow Lee et al. [20].
Implementation details. We adopt the mean filter with
[[1, 1], [1, 1]] for adversarial anti-aliasing on CIFAR-10,
and [[1, 1, 1, 1, 1], [1, 1, 0, 1, 1], [1, 1, 1, 1, 1]] in ImageNet.
ResShift [38] is utilized for adversarial super-resolution.
We use the official Score SDE [31] checkpoint for CIFAR-
10 and LDM [26] checkpoint for ImageNet to generate
UAEs. More details and experiment results are given in the
appendix.
Evaluation metrics. Following Nie et al. [24], we use
standard accuracy and robust accuracy as the evaluation
metrics. Both are calculated according to the top-1 classifi-
cation accuracy.

5.2. Attack Performance
5.2.1. CIFAR10
Perturbation-based adversarial attack. Table 1 presents
the defense performance against AutoAttack (ℓinf = 8/255)
on the CIFAR10 dataset. The results demonstrate that our
proposed method achieves better standard accuracy and ro-
bust accuracy than previous attack methods. Because im-
ages in the CIFAR10 dataset are only with 32 × 32 resolu-
tion, we set our anti-aliasing filter to a relatively small size.
Table 2 indicates that the robustness performance of the
proposed method is on par with the state-of-the-art method
[24]. This finding suggests that our method is more suit-
able for high-resolution images, as 32 × 32 may not be
large enough to effectively extract the semantic shape for
our approach. However, we can further enhance our perfor-

Table 2. The standard and robust accuracy against BPDA
(ℓinf = 8/255) on the CIFAR10 dataset with WideResNet-28-
10 as the target model.

Method Purification Standard Acc(%) Robust Acc(%)

Nie et al. [24](t∗ = 0.0075) Diffusion 91.38 77.62
Nie et al. [24](t∗ = 0.1) Diffusion 89.23 81.56
Wang et al. [33] Diffusion 90.36 77.31
Song et al. [29] Diffusion 91.41 76.45

Ours Diffusion 91.52 ± 1.28 81.24 ± 2.51

Table 3. The standard and robust accuracy against AdvDiff on
the CIFAR10 dataset.

Method Target Model Standard Acc(%) Robust Acc(%)

Nie et al. [24] WideResNet-28-10 95.42 21.56
Wang et al. [33] WideResNet-28-10 95.86 26.68
Lee et al. [20] WideResNet-28-10 95.29 24.94
Song et al. [29] WideResNet-28-10 96.21 23.23

Ours WideResNet-28-10 96.80 ± 0.37 33.97 ± 0.77

mance by incorporating adversarial purification techniques
from previous work.

Our defense’s performance against PGD-EOT show-
cases its ability to defend against adaptive attacks. This is
because our approach focuses on extracting and recovering
the semantic features from adversarial images, rather than
inferring and denoising the adversarial perturbations. As a
result, our defense maintains similar effectiveness against
both adaptive and standard attacks.
Unrestricted adversarial attack. Unrestricted adversarial
examples on the CIFAR10 dataset are challenging to de-
fend against, as shown in Table 3. Our purification method
outperforms the previous adversarial purification approach
[29] by an average of 10%, validating the effectiveness of
our proposed defense.

5.2.2. ImageNet
Perturbation-based adversarial attack. Tables 4 and 5
demonstrate that the proposed defense method achieves sig-
nificantly higher performance in both standard accuracy and
robust accuracy. Our defense’s standard accuracy notably
surpasses previous work, further validating that adversarial
super-resolution effectively leverages prior knowledge from
the training dataset to achieve better classification accuracy.
Adversarial anti-aliasing proves to be particularly effective
on the ImageNet dataset, where the filter successfully blurs
adversarial perturbations in the detailed pixels of adversar-
ial examples. The performance against PGD-EOT further
validates the effectiveness of our proposed defense pipeline.
Unrestricted adversarial attack. We present the defense
performance of various methods against the unrestricted
adversarial attack AdvDiff and DiffAttack in Table 6 and



Table 4. The standard and robust accuracy against AutoAttack (ℓinf = 8/255) on the ImageNet dataset.

Method Target Model Standard Acc(%) Robust Acc(%)

Engstrom et al. [8] ResNet50 62.56 31.06
Wong et al. [34] ResNet50 55.62 26.95
Salman et al. [27] ResNet50 64.02 37.89
Bai et al. [2] ResNet50 67.38 35.51
Nie et al. [24] ResNet50 68.22 43.89
Song et al. [29] ResNet50 66.92 61.53

Ours ResNet50 75.28 ± 1.06 67.61 ± 1.95

Table 5. The standard and robust accuracy against left: PGD (ℓinf = 4/255), right: PGD+EOT (ℓinf = 4/255) on ImageNet dataset.

Method Target Model Standard Acc(%) PGD Acc(%) PGD+EOT Acc(%)

Wong et al. [34] ResNet50 55.62 26.24 30.51
Salman et al. [27] ResNet50 64.02 34.96 38.62
Bai et al. [2] ResNet50 67.38 40.27 43.42
Nie et al. [24] ResNet50 68.22 42.88 38.71
Lee et al. [20] ResNet50 70.74 46.31 42.15
Wang et al. [33] ResNet50 70.17 68.78 40.22
Song et al. [29] ResNet50 66.92 62.16 52.66

Ours ResNet50 75.28 ± 1.06 69.75 ± 2.61 66.87 ± 1.85

7. The results indicate that current defenses are ineffec-
tive against the recently proposed unrestricted adversarial
attacks. The high standard accuracy can be attributed to the
strong generative performance of benign diffusion models.
Our defense method is capable of achieving significantly
higher robust accuracy compared to previous defenses while
preserving the standard accuracy.

Table 6. The standard and robust accuracy against AdvDiff on
the ImageNet dataset.

Method Target Model Standard Acc(%) Robust Acc(%)

Nie et al. [24] ResNet50 91.48 24.82
Wang et al. [33] ResNet50 92.31 26.74
Lee et al. [20] ResNet50 91.80 25.34
Song et al. [29] ResNet50 92.54 25.35

Ours ResNet50 97.83 ± 1.36 42.21 ± 3.41

5.3. Time efficiency
We evaluate the average time for defending against one ad-
versarial example as shown in Table 8. The results indicate
that our proposed method achieves better robust accuracy
with significantly lower time costs, as it does not require any
gradient calculations over the diffusion model. Notably, our
adversarial anti-aliasing can defend against approximately
57% of adversarial examples in just 3e−3 seconds. Fur-
thermore, we can enhance the defense performance of our

Table 7. The standard and robust accuracy against DiffAttack
on the ImageNet dataset.

Method Target Model Standard Acc(%) Robust Acc(%)

Nie et al. [24] ResNet50 68.22 59.15
Wang et al. [33] ResNet50 69.54 62.33
Lee et al. [20] ResNet50 70.74 61.56
Song et al. [29] ResNet50 66.92 60.17

Ours ResNet50 75.28 ± 1.06 65.51 ± 1.33

method by combining it with previous purification methods,
with only a minimal tradeoff in time cost.

5.4. Ablation Study
We perform ablation studies to validate the performance of
the proposed methods. We evaluate the defense method
against AutoAttack (ℓinf = 8/255) on the ImageNet dataset
by default.
Adversarial Anti-Aliasing. Despite the satisfactory ro-
bustness performance of the proposed adversarial anti-
aliasing, the choice of filter settings is critical for optimal
defense performance. We present the defense performance
with different filters in Figure 5. The results indicate a
tradeoff between robust accuracy and standard accuracy.
Robust accuracy tends to stabilize when using a filter larger
than 3 × 3 in size. Therefore, it is relatively straightfor-
ward to identify a suitable filter with a few attempts. Fur-



Table 8. The average time cost of defending one image against PGD (ℓinf = 4/255) on the ImageNet dataset.

Method Defend Method Time Cost(s) Robust Acc(%)

Nie et al. [24] Diffusion 13.3 42.88
Wang et al. [33] Diffusion 62.8 68.78
Lee et al. [20] Diffusion 32.4 46.31
Song et al. [29] Diffusion 146.1 62.16

Ours Adversarial Anti-Aliasing 3e−3 57.61
+ Adversarial Super-Resolution 1.1 69.75
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Figure 5. The ablation study of filter size. The weight of the filter at each position is set to 1 except for the center, which we set to 0.

thermore, the filter settings are generalized across different
adversarial attacks within the same dataset, as demonstrated
in Tables 4, 5, and 6.

Table 9. The ablation study of proposed methods.

(a) The ablation study of
proposed adversarial super-
resolution.

Method Robust Acc(%)

Nie et al. [24] 43.89
Song et al. [29] 61.53

Adversarial AA 55.85
Adversarial SR 41.23
Adversarial AA+SR 67.61

(b) The performance of integrat-
ing our method with previous ad-
versarial purification.

Method Robust Acc(%)

Nie et al. [24] 43.89
+ Ours 69.44

Song et al. [29] 61.53
+ Ours 72.18

Adversarial Super-Resolution. The proposed adversarial
super-resolution achieves a similar purification function to
previous diffusion-based adversarial purification methods,
but without the need for computationally expensive gradient
calculations. Table 9a demonstrates that our method slightly
outperforms traditional adversarial purification when using
anti-aliased adversarial examples as input. However, it is
crucial to use anti-aliased adversarial examples for opti-
mal performance in adversarial super-resolution, as we do
not account for the adversarial gradient during the super-
resolution process.
Adversarial Purification. We can enhance diffusion-based
adversarial purification methods from previous works by re-
placing the adversarial input with the adversarial examples

after the proposed purification. The processed adversarial
examples are more benign and closer to the clean images,
thereby enabling better purification performance, as demon-
strated in Table 9b.

6. Conclusion
In this paper, we present an effective and efficient ad-
versarial defense method against both perturbation-based
and unrestricted adversarial attacks. The proposed tech-
niques, adversarial anti-aliasing and adversarial super-
resolution, effectively eliminate adversarial modifications
and recover benign images with minimal computational
overhead. Comprehensive experiments on the CIFAR-
10 and ImageNet datasets validate that our proposed de-
fense outperforms state-of-the-art defense methods. Our
work demonstrates that simple adversarial anti-aliasing can
achieve moderate model robustness with almost no addi-
tional cost. Furthermore, the proposed super-resolution
method can perform adversarial purification without requir-
ing the calculation of the diffusion model’s gradient. We
hope our work will serve as a baseline for the further devel-
opment of adversarial defenses.
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A. Details for Adversarial Anti-Aliasing 004

We give the details on the implementation of proposed adversarial anti-aliasing in Figure 1. We use 1D convolution on each 005
RBG channel of the adversarial image and clip the additional dimensions according to the input resolution. After that, we 006
convert the anti-aliased image tensor to the RGB image for adversarial super-resolution. 007

The proposed adversarial anti-aliasing utilizes the mean value from a pixel’s neighborhood and can be seen as a direct 008
method for reducing adversarial perturbations. It is well-known in image classification that the areas contributing most to 009
classification results are typically located at the center of the main object, where they are rich in textures. Consequently, the 010
anti-aliasing filter can effectively neutralize adversarial perturbations in these regions, which often exhibit significant changes 011
in RGB values and gradients of the classification loss function [? ], especially in high-resolution images. By applying 012
blurring, the proposed adversarial anti-aliasing method can significantly decrease the magnitude of adversarial perturbations. 013
The worst case of the proposed method occurs in simple backgrounds, such as the sky. However, these areas generally have 014
minimal impact on the final classification results. 015

B. Details for Adversarial Super-Resolution 016

Adversarial super-resolution focuses on recovering details from low-quality inputs. We employ ResShift, trained on the Ima- 017
geNet dataset, and evaluate its performance on both the ImageNet and CIFAR-10 datasets. For CIFAR-10, the performance of 018
ResShift is slightly reduced due to the dataset’s low resolution. An ablation study exploring different settings for adversarial 019
super-resolution is presented in Table 1. The results indicate that using ResShift with a 256 × 256 resolution input yields the 020
best performance. Our work also supports the adoption of other super-resolution diffusion models. However, for improved 021
robust accuracy, it is advisable to use our purified images as input for diffusion-based purification rather than replacing the 022
super-resolution model. 023

Table 1. The ablation study on adversarial super-resoultion against AutoAttack (ℓinf = 8/255) on the ImageNet dataset.

Method Robust Accuracy(%) Time(s)

ResShift 256 × 256 67.61 1.1
ResShift 64 × 64 55.98 1e−1

LDM 128 × 128 61.35 9.0

C. Detail Experiment Settings 024

Our experiment is implemented with PyTorch on two NVIDIA GeForce RTX 3090 GPUs. For the CIFAR10 dataset, we 025
upscale the adversarial anti-aliased images with PyToch to 64 × 64 resolution for ResShift. We use ResShift default v3 026
parameter for our experiments. 027
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Adversarial Image

1D Convolution

RGB Channels

Anti-Aliased Image

RGB
Conversion1 1 1 1 1

1 1 0 1 1
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Figure 1. The adversarial anti-aliasing pipeline. We use 1D convolution on each RGB channel of the input adversarial image for
adversarial anti-aliasing. After that, we convert the output RGB channels to the output image.
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Figure 2. The defense performance of various filter weights against AutoAttack (ℓinf = 8/255) on the ImageNet dataset. We use 1
for better understanding, while we set to the mean value according to the number of 1 blocks in the experiments.

D. Additional Experiments028

We further report additional experiments against various adversaries on CIFAR10, as shown in Table 2 and 3. We also029
perform adversarial attacks on the eyeglasses attribute of the high-resolution CelebA-HQ dataset following Nie et al. [? ]’s030
experiment settings on Table 4. The results demonstrate that our proposed defense outperforms state-of-the-art diffusion-031
based adversarial purification.032

E. Filter Selection033

We discuss the choice of filter settings in the ablation study. However, it is also critical to design the filter weight for034
the adversarial anti-aliasing. Figure 2 demonstrates that the selection of filter weight is empirical and achieves the best035
performance on setting the mean value except for the center.036
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Table 2. The defense performance against AutoAttack (ℓ2 = 0.5) on the CIFAR10 dataset.

Method Target Model Standard Accuracy(%) Robust Accuracy(%)

Rony et al. [? ] WideResNet-28-10 89.05 66.41
Ding et al. [? ] WideResNet-28-10 88.02 67.77
Rebuffi et al. [? ] WideResNet-28-10 91.79 78.32
Wang et al. [? ] WideResNet-28-10 92.00 75.28
Nie et al. [? ] WideResNet-28-10 91.38 78.98
Song et al. [? ] WideResNet-28-10 92.84 81.52

Ours WideResNet-28-10 92.54 ± 1.66 84.90 ± 2.82

Gowal et al. [? ] WideResNet-70-16 90.90 74.03
Rebuffi et al. [? ] WideResNet-70-16 92.41 80.86
Nie et al. [? ] WideResNet-70-16 93.24 81.17
Song et al. [? ] WideResNet-70-16 92.51 83.60

Ours WideResNet-70-16 93.42 ± 1.51 87.60 ± 2.35

Table 3. The defense performance against C&W (ℓ2 = 8/255, EOT=50) on the CIFAR10 dataset.

Method Target Model Standard Accuracy(%) Robust Accuracy(%)

Wang et al. [? ] WideResNet-28-10 21.30 21.71
Nie et al. [? ] WideResNet-28-10 93.53 47.65
Song et al. [? ] WideResNet-28-10 90.34 89.91

Ours WideResNet-28-10 92.54 ± 1.66 92.61 ± 4.52

Table 4. The defense performance against BDPA+EOT (ℓinf = 16/255) on the CelebA-HQ dataset.

Method Defend Method Standard Accuracy(%) Robust Accuracy(%)

Richardson et al. [? ] GAN 93.95 75.00
Nie et al. [? ] Diffusion 93.77 90.63
Song et al. [? ] Diffusion 94.52 93.81

Ours Diffusion 98.89 ± 0.55 95.92 ± 2.68

F. Limitation 037

Despite achieving significantly higher time efficiency and better defense performance than previous diffusion-based adver- 038
sarial purification methods, our defense approach still has several limitations. One drawback is that the quality of adversarial 039
examples after purification can be relatively low compared to previous purification methods. Therefore, we recommend using 040
the purified images primarily for detecting adversarial inputs. Another limitation is that the robust accuracy against universal 041
adversarial examples (UAEs) is still not on par with perturbation-based adversarial attacks. We aim to address and improve 042
these limitations in future work. 043
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