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Abstract

As deep neural networks (DNNs) become increasingly common,
concerns about their robustness do as well. A longstanding problem
for deployed DNNSs is their behavior in the face of unfamiliar inputs;
specifically, these models tend to be overconfident and incorrect when
encountering out-of-distribution (OOD) examples. In this work, we
present a topological approach to characterizing OOD examples using
latent layer embeddings from DNNs. Our goal is to identify topological
features, referred to as landmarks, that indicate OOD examples. We
conduct extensive experiments on benchmark datasets and a realistic
DNN model, revealing a key insight for OOD detection. Well-trained
DNNs have been shown to induce a topological simplification on train-
ing data for simple models and datasets; we show that this property
holds for realistic, large-scale test and training data, but does not hold
for OOD examples. More specifically, we find that the average life-
time (or persistence) of OOD examples is statistically longer than that
of training or test examples. This indicates that DNNs struggle to
induce topological simplification on unfamiliar inputs. Our empirical
results provide novel evidence of topological simplification in realistic
DNNSs and lay the groundwork for topologically-informed OOD detec-
tion strategies.



1 Introduction

In the past decade, deep neural networks (DNNs) have become ubiquitous.
Deep learning techniques play a crucial role in safety-critical tasks like mal-
ware detection [Abdelsalam et al.,|2018|, medical image analysis [Shen et al.,
2017, and autonomous driving [Singhl [2023].

DNNs are generally trained under a closed-world assumption |[Krizhevsky
et al., 2012, He et al., 2015]; that is, it is assumed the model will only
encounter data drawn from the same distribution as its training data. This
assumption rarely holds for deployed models. An autonomous vehicle might
encounter an unforeseen hazard in the road. A malware detector might
encounter a novel virus. When confronted with these unfamiliar inputs,
known in the literature as out-of-distribution (OOD) examples, DNNs tend
to be highly confident and incorrect |Goodfellow et al. |2014, |Amodei et al.,
2016). Consequently, the detection of OOD examples has become an active
area of research in machine learning |[Hendrycks and Gimpel, [2016, Liang
et al., 2017, Liu et al., 2020].

Topological data analysis (TDA) is a growing field that leverages tools
from algebraic topology to examine shape features in high-dimensional data
[Rabadan and Blumberg, 2019]. Its theoretic foundations enable TDA to
excel in settings where standard analytic tools may falter. Topological tech-
niques are robust to local variation, can operate at multiple scales simulta-
neously, and has guaranteed stability bounds in the presence of noise [Skaf
and Laubenbacher| 2022]. TDA has found success in a variety of fields, in-
cluding bioinformatics [Rabadan and Blumberg, 2019|, dynamical systems
[Topaz et al., 2015], and more recently, machine learning [Zhang et al., 2024}
Hensel et al.), 2021].

1.1 Owur contributions

This work contributes to the growing body of topological studies on DNN
structure. We extend the persistent homology approach described by |Naitzat,
et al. [2020] to investigate the effect of OOD examples on deep learning mod-
els. Our empirical study identifies the topological landmarks (or indications)
of these examples within the latent-layer space of ResNet18 models, provid-
ing new insights to the robustness and vulnerability of DNNs in the face of
unfamiliar inputs. While our methods could be viewed as an extension of
Naitzat et al. [2020], there are key departures from the original approach
that enable our approach:

1. In a novel application, we leverage the topological properties of latent



layer embeddings to characterize OOD examples. We validate our
results across multiple benchmark datasets;

2. We demonstrate that the empirical result of Naitzat et al. [2020] ex-
tends to test datasets, multi-class classification problems, and more
realistic datasets and architectures; and

3. We demonstrate the computational feasibility of a TDA pipeline for
analyzing realistic DNNs at scale.

The rest of the paper is structured as follows. Section [2| discusses recent
studies at the intersection of TDA and machine learning. Section [3|discusses,
in more detail, the intuition of our approach and our central hypotheses. In
Section [ we provide a brief overview of relevant topics in TDA, includ-
ing details on the efficient computation of persistent homology. Section
describes our datasets, model architectures, and experimental methodology.
Section [6] presents selected results, with a more exhaustive treatment in
Appendix [A] Finally, we discuss the impact of our findings and potential
avenues for future work in Section [7

2 Existing Works and Opportunities for Novel In-
sight

This section highlights studies at the intersection of TDA and ML that have
informed our investigation. Readers seeking a comprehensive overview of
the literature are directed to Ballester et al.| [2023] and [Zia et al.| [2024].
The flexibility of algebraic topology makes it well-suited for problems in
ML. Algebraic topology translates the challenge of comparing shapes into
a simpler one: comparing numbers. By characterizing complex structures
numerically, topology enables the differentiation of high-dimensional spaces.
The notion of shape equivalence (via homological invariance) gives topolog-
ical approaches robustness to noise as well [Skaf and Laubenbacher] [2022].
These characteristics have made computational topology successful in set-
tings where traditional approaches struggle [Skaf and Laubenbacher, |2022].
Our study employs persistent homology (PH), which is perhaps the most
well-known of the TDA methods. PH can analyze data across multiple scales
simultaneously and identify meaningful global signals without obfuscating
local structure [Skaf and Laubenbacher] 2022, Lum et al., |2013] Moreover,
a well-developed theory of stability quantifies the extent to which PH is af-
fected by noise [Cohen-Steiner et al., 2005]. Perhaps most importantly, PH



has been used to study DNNs because the topological invariants associated
with neural networks appear to encode relevant quantities including valida-
tion loss [Rieck et al., 2018, shallow-to-deep layer connections [Zheng et al.
2021), and (we find), the relationship of inference data with respect to the
training data. We discuss the existing approaches to PH for DNN analysis
below. A brief technical background on PH computation is presented in
Section 4l

Several authors study DNNs by interpreting the model architecture as
a graph and applying TDA to this construction. In an early work, |[Rieck
et al|[2018] interpret a multi-layer perceptron (MLP) model as a multi-
partite graph with nodes corresponding to neurons and edges a function of
training weights. The study then introduces the notion of neural persistence,
which characterizes the complexity of an MLP. Another approach that melds
topology and graph theory, introduced by |Gebhart and Schrater| [2017], uses
the activation graph. This is a weighted, undirected multipartite graph that
can be studied as a one-dimensional simplicial complex independent of the
input data. Recently, Lacombe et al,|[2021] show how the topology of an
activation graph can be used for OOD detection and uncertainty quantifi-
cation. These approaches rely on modeling DNNs as sequences of bipartite
graphs which, by construction, cannot capture interactions between non-
adjacent layers. Therefore, the typical graphical approach cannot be used
for models containing skip connections, an increasingly common feature in
contemporary DNNs.

A contrasting but complimentary line of study examines the topology
of the latent layer of neural networks. In a study that is influential to our
own, Naitzat et al. [2020] explore changes in persistent homology of training
data as it passes through the layers of a neural network. A key result of
this work is that a well-trained neural network induces a topological simpli-
fication upon its training data. That is, if we consider the training dataset
to be representative of some complex manifold M, we can characterize this
manifold (and the changes induced on it by the neural network) via persis-
tent homology. This approach has been explored more recently by Wheeler
et al|[2021], Akai et al. [2021], and Ferra et al. [2023], among others, to
study the training process and performance of DNNs. Notably, [Akai et al.
[2021] examine the penultimate fully-connected layer of a network to define
a relationship between topological features and performance of DNNs.

To the best of our knowledge, our approach towards characterizing the
effects of OOD examples in a DNN by studying the topology of latent layer
embeddings has not been done before. The key conclusion of our work,
that DNNs cannot simplify the topology of OOD examples in the manner



of training data, is also novel. Further, the computational demands of PH
have historically restricted TDA studies of latent layer embeddings. Even
recent works focus on fully-connected CNNs and MLPs, due to their relative
computational feasibility [Zhang et al., 2024]. Our work addresses a gap in
the literature by applying TDA to complex, wider models and characterizing
the topology of OOD examples at scale.

3 Intuition and Motivation

Our work extends the key observation of |[Naitzat et al| [2020] that well-
trained neural networks induce a simplification of the topology of the train-
ing data. We formalize this intuition as follows, our notation matching that
of Naitzat et al. [2020]. Note that this subsection assumes some familiarity
with persistent homology. Readers seeking additional background on the
methods are referred to Section [

Suppose that f : RP — RY is a classification function computed by a well-
trained network. Further suppose that X is the set of in-distribution (ID)
datapoints relative to classifier f. That is to say, the points in X are drawn
from the same manifold as the training dataset. Let the set X, C X repre-
sent the ID datapoints from class m. Per Naitzat et al.|[2020], as X,, passes
through the layers of the neural network, its homology should become in-
creasingly trivial. That is, we expect f(X,,) to consist of only one connected
component with no higher-dimensional homology features. Put formally in
terms of Betti numbers i for k € N, we expect that 8y(f(X,,)) = 1 and
Br(f(Xm)) = 0 for all k£ > 0. This observation is shown to hold true for
simulation data and low-dimensional representations of MNIST in [Naitzat
et al.[ [2020].

We offer two conjectures that follow from this observation.

First, the “trivialization” behavior observed in Naitzat et al. [2020] is
specific to a single class, but it could generalize to multiple classes as fol-
lows. Consider the multi-class problem with classes 0,1,...,n, the well-
trained classification function f, and the set of in-distribution datapoints
X. We expect each class-specific subset X; C X to be trivialized by f, i.e.
Bo(f(X;)) =1 for all classes i. We conjecture that the entire set X should
be trivialized, with each subset forming a separate connected component,
resulting in By(f(X)) = n connected components. This would enable f to
correctly classify the training data, as each class is mapped to a distinct
subset of the image Im(f). To our knowledge, this has not yet been verified
empirically.



Second, the contrapositive of this observation implies that if Y C RP is
a subset of points such that f(Y') has nontrivial topology, then Y consists
of out-of-distribution (OOD) points. That is, the points in Y are not drawn
from the same manifold as the training data.

4 TDA Background

Algebraic topology enables the quantitative study of shape features of ob-
jects in topological spaces. Its approach is unique in its flexibility; it is
concerned with the relative position of points within a topological space,
rather than the absolute positions (e.g., the coordinates) of points. Alge-
braic topology provides tools by which we may assign algebraic invariants
(e.g., numbers) to objects of interest. We can then simply compare these
objects by comparing the algebraic invariants associated with them, rather
than trying to compare shapes.

Here, we introduce a simplified background on algebraic topology, the
Vietoris-Rips complex, and persistent homology which we leverage in our
work. For a more in-depth introduction to the subject matter, we direct
readers to |[Edelsbrunner and Harer [2022].

We focus on a type of topological space known as a metric space, which
is a set of points with a notion of distance (called a metric) defined for each
pair of points. A metric is non-negative, symmetric, and satisfies the triangle
inequality. The Euclidean space of n dimensions R" equipped with the
standard distance function is an example of a metric space. In our analysis,
we study neural network embeddings as high-dimensional Euclidean spaces.

We impose structure upon the metric space via a simplicial complex. In
essence, we use the metric to divide the metric space into “simple pieces”,
known as simplices, and analyze the structure that arise. Those of the first
few dimensions should be familiar: a 0-simplex is a vertex, a 1-simplex is an
edge, a 2-simplex is a triangle, and a 3-simplex is a tetrahedron. In general,
a k-simplex is the convex hull of k + 1 affinely independent points. We can
think of k-simplices as the building blocks comprising a simplicial complex.

The Vietoris-Rips construction can then be considered the blueprint of
our simplicial complex. That is to say, the Vietoris-Rips complex informs
the process by which simplices are formed and connected to yield higher-
order structure. It is not the only method for producing simplicial com-
plexes (other notable methods include the Cech [Ghrist, |2008] and witness
complexes [De Silva and Carlsson, 2004]), but it is often preferred for its
computational properties. For a given distance € > 0, the Vietoris-Rips



complex S; is formed as follows: form each collection of k£ + 1 data points
into a k-simplex if the pairwise distances between the points is less that €.
For instance,

1. each individual data point forms its own 0-simplex,
2. each pair of points within e of each other form a 1-simplex (an edge),

3. each triplet of points within ¢ of each other form a 2-simplex (a trian-
gle), and

4. a quartet of points within e of each other pairwise form a 3-simplex (a
tetrahedron).

4.1 Homology

For the sake of parsimony, we do not discuss the underlying algebraic struc-
ture that enables homology computation. Our focus is instead on building
intuition around homology and Betti numbers. We refer readers interested
in the theory of homology to [Munkres| [2018].

Homology enables the quantification of shape features in a simplicial
complex. We can think, informally, of homology as identifying the k-dimensional
“holes” within a complex. These holes need not be circular in a geometric
sense. Rather, a hole in a complex S is a combination of simplices that
could be a boundary of a simplex, but is not. We can characterize these
holes for low dimensions in familiar terms.

We refer to Hy, as the k-th homology group. The k-th Betti number 3y, is
the dimension of H; and, in terms of topological features, counts the number
of k-dimensional holes. For concreteness, Sy is the number of connected
components, 31 is the number of circles or loops, 52 is the number of trapped
volumes, and so on. A simplicial complex can be described by the infinite
sequence of Betti numbers (5, 81, B2,...). The most important feature of
Betti numbers (for our purposes) is that they are a topological invariant.
That is, topologically equivalent spaces have the same Betti number, thereby
enabling a coarse measurement of similarity across complex spaces.

4.2 Persistent homology

We have provided the Vietoris-Rips construction of a simplicial complex S
for a fixed distance € > 0. It should be apparent that both the complex and
homology are dependent of €, which begs the question: what is the optimal
choice of ¢ for a point cloud? In most cases, we may be unaware of (or



incapable of determining) the answer. The notion of persistence allows us
to sidestep the matter altogether by instead evaluating a range of € values.

There is a natural inclusion of Vietoris-Rips complexes that occur as e
grows. That is to say, for an increasing sequence g < 1 < --- < gy, there
is an associated sequence of simplicial complexes S, € S;, € --- C 5, .,
called a filtration. By tracking homological features that persist over a large
range of ¢ values, we can identify signals of the underlying topology of our
point cloud. While ¢ is a distance value, chosen using the metric on our
point cloud, we often refer to the length of persistence as a “lifetime.”

We use persistence diagrams (Figure 1)) to visualize the persistent ho-
mology of a simplicial complex in the Cartesian plane. Each point in the
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Figure 1: An example persistence diagram with birth times on the z-axis
and death times on the y axis. Points closer to the diagonal are considered
noise, as their lifetime (the difference between birth and death times) is close
to 0.

diagram corresponds to a homological feature. The z-axis shows the start
(or birth) time of the feature, while the y-axis shows the end (or death)
time. Points closer to the diagonal line have shorter lifetimes and may be
considered noise.

4.3 Computation, inference, and persistent homology

Persistent homology (and, indeed, all of topological data analysis) asserts
that data has shape and that understanding this shape can shed light on the
underlying phenomena that generate this data. Research in fields ranging
from genomics [Rabadan and Blumberg), 2019] to machine learning |[Ballester:
et al.,|2023| has provided evidence in support of these claims. The success of
persistent homology has been due, in part, to its versatility and the robust
theoretic framework that has been developed to support its applications.



The stability theorems for persistent homology provide crucial guaran-
tees for the soundness of topological analyses. In particular, there is a known
relationship between perturbations in the input dataset under the Gromov-
Hausdorff distance and the perturbation of the output |Chazal et al., 2014
Cohen-Steiner et al., 2005]. As a result, the extent to which persistent
homology is noise-resistant is understood theoretically. It has also been val-
idated empirically in computer vision, clustering, and biological applications
[Zia et al., 2024]. The stability theorems offer some assurance of the extent
to which topological inference recovers the ground truth from noisy data.

The bootstrap approach for topological data analysis has been one av-
enue for estimating homology over large datasets. The bootstrap is a non-
parametric technique for statistical inference [Hesterberg), [2011]. It is used
to estimate population parameters or create confidence intervals. The boot-
strap has two parameters: a sample size and a number of iterations. The
iterations determine how many times the dataset X is resampled, while the
sample size determines the number of observations selected, at random with
replacement, from X. Typically, a statistical quantity of interest is recorded
for each resample, ultimately yielding an estimate for the true value of the
quantity. We refer to Hesterberg| [2011] for an overview of bootstrap and its
variations. |Rabadan and Blumberg [2019] present a simplified explanation
of approach developed by |[Fasy et al| [2013], |Chazal et al. [2013] demon-
strates that the empirical estimate of persistent homology from a bootstrap
subsample converges (asymptotically) to the the ground truth in the L
norm under certain regularity assumptions.

The efficient computation of persistent homology has long been a road-
block to its widespread application. In part, this is because of the exponen-
tial rate of growth of simplicial complexes. For instance, the Vietoris-Rips
complex on a finite metric space X has 2/¥| simplices [Rabadén and Blum-
berg, 2019]. There are some workarounds: restricting investigation to lower-
dimensional homologies, taking subsamples of tractable size, or restricting
the maximum distance € at which connections are made in a complex. Even
S0, the size of machine learning datasets can be a computational bottleneck,
as in the work by [Naitzat et al. [2020] on the persistent homology of neu-
ral network embeddings. The authors reported that the time required to
compute a simple Betti number from a point cloud X drawn from MNIST
ranged from a tens of seconds (for X C R%) to 30 minutes (for X C R?).

Recent advances in the computation of Vietoris Rips complexes have en-
abled investigations on much larger datasets. The Ripser algorithm [Bauer]
2021, [Tralie et al., 2018] made substantial improvements in compute time
and memory usage through its exploitation of apparent pairs. This soft-



ware was further improved by [Zhang et al.| [2020] with a GPU-acceleration
of Ripser, which achieved an up to 30 times speedup over Ripser and re-
duced memory usage. While homology computation (particularly for Ho
and higher) remain challenging, these new software have opened the door to
the application of persistent homology to problems in machine learning.

5 Methodology

We consider the effect of OOD inputs in a multi-class image classification
setting. Let M be the manifold from which images of interest are drawn.
We assume that there exists some ideal classifier with near-zero prediction
error and that the training set 7' is sufficient for characterizing the topology
of M. We are given a classifier f : RP — R? trained on T. To evaluate
this classifier, we draw examples from a test set 7" C M and measure the
accuracy of class assignment.

Consider an example y € Y where y & M. We refer to such examples as
out-of-distribution (OOD) relative to the trained classifier f. Our experi-
ments are intended to reveal the differences in topology for f(T'), f(T"), and
).

Specifically, our experiments examine the homology of the penultimate
layer of the classifier, which we refer to as the embedding layer. We measure
the Hy and H; homologies, compute summaries of these results, and compare
them statistically.

5.1 Architecture and Datasets

Our experiments are performed across four benchmark datasets from the
machine learning literature: CIFAR-10, CIFAR-100, MNIST, and EMNIST.
We use a ResNetl8 architecture as a classifier and trained two models for
image classification tasks of varying complexity: one for handwritten digit
classification trained on MNIST and another for image classification trained
on CIFAR-10.

For the ResNet model trained on MNIST, we drew samples from EM-
NIST to serve as OOD examples. For the other, we drew from CIFAR-100
for OOD examples.

5.2 Persistent homology computations

Our experiments are performed on the ResNet 18 embedding layer. As
such, we analyze the persistent homology of data in R®'? and summarize
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the results using:

1. average lifetime, which provides an estimate of the average persistence
of features in the sample;

2. maximum lifetime, which captures any “outliers” or particularly per-
sistent features in a sample;

3. average birth time, which indicates the € value at which features arise;
and

4. average death time, which indicates the € value at which features dis-
appear or are coalesced into other features.

All computations are performed using the Python library Ripser |Tralie
et al.,|2018]. By construction, the average birth time for all Hy featuresise =
0. This means that the average lifetime and average death time for Hy are
equal. This need not be the case for higher order features. Similar measures
are used in the literature [Zheng et al., [2021] to compare distributions of
topological features in DNNs.

5.3 Overview of Experiments

We describe the full details of our experiments here, with specifics on boot-
strap parameters, homology computation, and summary generation. Key
considerations in our experimental design are:

e limiting the computational cost of repeated persistent homology com-
putation, and

e producing a sufficiently large number of subsamples for a representa-
tive distribution of topological features.

We perform a descriptive investigation to estimate and compare topo-
logical summary statistics for each dataset.

For the ID data, we separately compare the training and test data, al-
though we do not expect those datasets to differ significantly for a well-
trained model. We then compare against the corresponding OOD dataset.
The procedure is as follows: for M iterations,

1. Take a random sample, with replacement, of size n from the dataset
of size N.

2. Compute its persistent homology up Hj.
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3. Compute the topological summary statistics for Hy and H;.

This yields a distribution of each topological summary statistic for ID train,
ID test, and OOD data. We can then compute a 95% confidence interval to
compare the populations. For this task, we used bootstrap samples of size
25,50,100, and 150 over 50,000 iterations. The number of iterations was
informed by computational constraints.

6 Results

We present the results from our experiments to analyze the topological dif-
ferences between ID and OOD examples.

In addition to the ID and OOD comparisons, we compare the bootstrap
results of the testing and training splits of our data.

For simplicity, we refer to the training data (and results born from it) as
Train, the testing data as Test, and the OOD as such across both MNIST
and CIFAR. For each case, we vary the bootstrap sample size, increasing as
much as is computationally feasible. The figures for all tested sample sizes
can be found in Appendix [A]

6.1 MNIST

Figure [2| compares topological features arising in MNIST and EMNIST. The
features are measured by taking a bootstrap of size 150 from the correspond-
ing datasets and computing the persistent homology on the subsample. The
black and blue distributions represents the training and test splits, while
the red represents EMNIST. Samples are taken and processed over 50000
bootstrap iterations for each distribution.

The Train and Test distributions are extremely similar for MNIST, lead-
ing them to overlap nearly completely in Figure While the Test distri-
bution is new to the model, it is not unfamiliar and we would expect it
to be “trivialized.” That is, we would expect the average lifetime for Test
samples to be similar to Train samples. In the case of MNIST, the two distri-
butions are nearly indistinguishable for both average and maximum lifetime
in Hy.The effect of trivialization holds for all classes and both training and
test splits.

For the average lifetime distribution (Figure [2[ - left), the OOD and
Train/Test distributions are significantly far apart. The OOD distribution
has a greater average lifetime, although the spread of all three distributions
is similar. This suggests that the ResNet18 model cannot trivialize the
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Figure 2: Distribution of average (left) and maximum (rijght) lifetime of
connected components (Hp) in bootstrapped samples from the training and
testing MNIST embeddings and EMNIST embeddings. Vertical lines indi-
cate the 95% confidence interval.

connected components in the OOD embeddings as effectively as it can for
Test/Train embeddings.

While average lifetime can capture
the extent of “trivialization” in a neu- Table 1: The 95% confidence in-
ral network, the maximum lifetime in- tervals for Hy Average Lifetime
stead characterizes the outliers. When for MNIST
we consider maximum lifetime (Figure
- right), the differences among the Train ‘ (1.000, 1.118)
three distributions are not as stark.
All three distributions have considerably Test ‘ (0.996, 1.113)
more spread and the 95% confident in- OOD ‘ (1.303, 1.460)
tervals overlap. Omne might expect the
“trivialization” principle to extend to the outliers as well, but we observe
that the maximum lifetime is typically greater for the Train distribution
compared to the OOD distribution. This suggests the presence of some ex-
treme outliers in the training split, but not so many that it would skew the
average lifetime of the samples to be higher.

Higher-dimensional persistence results can also be informative, but they
resist the straightforward interpretation of “proximity” that can be ascribed
to Hy. In Hy (Figure [3)), we investigate the presence of 1-dimensional topo-
logical “holes” and measure their average and maximum lifetimes. We see,
again, a near-complete overlap of the Train and Test distributions. The
average lifetime for all distributions is low, indicating that few higher-order
features. The maximum lifetimes also resist interpretation. All three dis-
tributions show high spread and overlap. Generally, we may conclude that
higher-order topological features do not persist in a well-trained model. Out-
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Figure 3: Distribution of average (left) and maximum (rieght) lifetime of
connected components (H;) in bootstrapped samples from the training and
testing MNIST embeddings and EMNIST embeddings. Vertical lines indi-
cate the 95% confidence interval.

liers are present, but the impact of such features overall is low.

6.2 CIFAR-10

Figure [4 shows the results of our bootstrapping approach on CIFAR-10 and
CIFAR-100. We present the results for a bootstrap of size 150 (see |A] for
other sample sizes). That is, the topological features measured are not
for individual images in CIFAR-10 or CIFAR-100, but for batches of 150
randomly selected samples. Black and blue indicate the training and testing
splits for CIFAR-10, respectively, while red indicates CIFAR-100. Recall
that we perform the persistent homology computation for 50000 iterations
for each distribution to account for inherent randomness.

The average lifetime plot of Figure [4]
(left) shows the most dramatic difference Table 2: The 95% confidence in-
among our datasets. We first note that tervals for Hy Average Lifetime
the Train and OOD distributions are sev- for CIFAR
eral standard deviations apart. On av-
erage, bootstrap samples of OOD exam- Train ‘ (1.452, 1.586)
ples have a longer persistence than the
Training exampis. This effect also holds Test ‘ (1.529, 1.719)
when comparing the OOD distribution to OOD ‘ (2.272, 2.460)
the Test distribution (although the mag-
nitude of the effect is marginally less). There is overlap both in the distribu-
tion and 95% confidence intervals of the Test and Train datasets. The effect
of “trivialization” holds across classes and across the testing and training
split for CIFAR-10.

Figure {4 (right) shows the maximum lifetime of bootstrapped samples
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Figure 4: Distribution of average (left) and maximum (right) lifetime of
connected components (Hy) in bootstrapped samples from the training and
testing CIFAR-10 embeddings and CIFAR-100 embeddings. Vertical lines
indicate the 95% confidence interval.

for our datasets. The distributions are not nearly as disjoint: OOD and Test
intersect, as do Test and Train. Even the confidence intervals overlap by
a significant margin. Notable too is the distinct shape of the distributions.
The Test distribution has greater uncertainty compared to the other two.

The higher-order persistence H; results can be seen in Figure 5| There
is still overlap across all three distributions, for both average and maximum
lifetime, although the shape differs from that of the MNIST example (Figure
3). This may be due to the difference of complexity across the two examples.
The CIFAR-10 embeddings appear to have low persistence for H; features,
despite still containing some substantial outliers.

Distribution of Average Lifetime Using Bootstrap of Size 150 Distribution of Maximum Lifetime Using Bootstrap of Size 150
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Figure 5: Distribution of average (left) and maximum (right) lifetime of
topological “holes” (Hp) in bootstrapped samples from the training and
testing CIFAR-10 embeddings and CIFAR-100 embeddings. Vertical lines
indicate the 95% confidence interval.
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7 Discussion

Our findings provide evidence that the topological simplification of data
in DNNs holds in realistic, wide models and that this phenomenon can be
leveraged for OOD detection. We demonstrate that there are detectable
differences in the topology of ID and OOD examples. These differences are
readily apparent in distributions of average lifetime in the lower-dimensional
homology. Our experiments yield several crucial insights into DNNs that we
highlight and discuss in this section:

1. topological simplification extends from training to test data;
2. the distance between distributions is indicative of dataset complexity;

3. meaningful topological features in DNNs occur at low dimensionality;
and,

4. distributional differences in average lifetime can quantify uncertainty
in models;

Previous works have focused on the topological simplification of training
data. While our intuition suggests that this would hold for test data as well,
there has not been (to our knowledge) similar empirical evidence of this phe-
nomenon. Our work indicates that topological simplification, as indicated by
the low average lifetime, occurs for realistic models across multiple datasets
for the training and test splits. The average lifetime of each distribution
may also be informative for a model’s accuracy and generalizability.

The distance between the average lifetime distributions are also indica-
tive of dataset complexity. The MNIST dataset, which contains monochro-
matic images of handwritten digits, is far simpler than CIFAR-10, which
comprises color images of animals and objects. It is well-known that accu-
rately classifying MINIST is not sufficient evidence that a model is a strong
image classifier. The fact that the training and test distributions for average
lifetime are nearly identical in MNIST are suggestive of this simplicity.

A model trained on MNIST can topologically simplify examples from the
test split consistently, while a model trained on CIFAR-10 to the same degree
of accuracy cannot do so to the same extent. We argue that this observation
could be used to evaluate the complexity (relative to a model) of benchmark
datasets in ML literature. Datasets whose latent layer embeddings yield a
consistently higher average lifetime may be considered more challenging than
those with lower average lifetime.
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Another insight of our experiments is the increasing computational fea-
sibility of PH on latent layer embeddings of realistic DNNs. The need for
TDA on wider, more representative models has been apparent in the litera-
ture, but often hampered by the computational cost of such an experiment.
We find that the homology of latent layers can be studied using existing
tools like Ripser with only small workarounds.

In our work, we find that bootstrap sampling allows us to process sub-
samples of high-dimensional data for tens of thousands of iterations, thereby
providing a high-fidelity representation of the underlying manifold. We also
find that one need not compute higher-dimensional homology. Our exper-
iments uncovered stark topological differences using just Hy, which is by
far the most inexpensive computation. This provides further evidence that
TDA is computationally feasible for applications to realistic DNNs and that
we can restrict ourselves to lower-dimensional topological features while still
gleaning meaningful insights into our models.

The motivating problem for this work was understanding OOD exam-
ples through the lens of TDA. Our experiments provide compelling evidence
that topology can indicate model uncertainty for novel inputs. Namely, we
can leverage the now well-known topological simplification that occurs in
models to distinguish between ID and OOD data. Average lifetime in H is
a strong indicator for well-trained DNNs: low average lifetime is associated
with ID examples, while high average lifetime is associated with OOD ex-
amples. We find this holds across multiple datasets of varying complexity.
This observation informs a potential OOD detection pipeline, which uses
subsampling of inputs to evaluate model uncertainty with TDA.

One caveat to our results is the sample size: as the dimension of struc-
tures increases, the number of datapoints needed to capture topological fea-
tures does as well, as does the computation time. In Figure [5] it is difficult
to determine a clear pattern differentiating the three distributions. OOD
is centered about the highest average lifetime, but the x-axis indicates that
the lifetimes were fairly short for all distributions. This may be a prod-
uct of an insufficiently large sample size — or it may be indicative of the
“trivialization.”

A well-trained model is expected to have few (if any) higher-order struc-
tures in the embedding space Naitzat et al.|[2020], which is borne out in
our results. Interestingly, even the OOD distribution indicates a low persis-
tence of 1-dimensional features, which suggests that CIFAR-100 can still be
trivialized to some extent. At the very least, the ResNet18 model is able to
decrease the topological complexity of this higher-order feature, even though
it cannot resolve H( features.
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This work opens up several avenues for future research.

First and foremost, while our experiments indicate that topological in-
variants can identify OOD examples, it is crucial to test this for more archi-
tectures and datasets. Understanding the limitations of topological insights
to DNNs is crucial for their usage in real-world situations.

Further, we find that average and maximum lifetime may not be the best
topological summary statistics for OOD detection.

Alternative methods for comparing persistence diagrams, such as Betti
curves or Wasserstein distance, should be considered. Additionally, PH is
only the tip of the iceberg in regard to TDA methods. Exploration of OOD
detection using topological tools like Mapper is a necessity.
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A Additional Figures

For each dataset, we tested multiple sample sizes to ensure that our boot-
strap size was sufficiently large. As one may expect, the Hy distributions for
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each dataset become more normal with smaller standard deviation as the
sample size increases. We were constrained by compute time, as too large
of a sample causes prohibitively expensive H; computations.

A.1 MNIST Figures
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Figure 6: Distribution of average (left) and maximum (right) lifetime of
connected components (Hp) in bootstrapped samples of size 50 from the
training and testing MNIST embeddings and EMNIST embeddings. Vertical
lines indicate the 95% confidence interval.
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Figure 7: Distribution of average (left) and maximum (;Ilght) lifetime of
holes (H1) in bootstrapped samples of size 50 from the training and testing
MNIST embeddings and EMNIST embeddings. Vertical lines indicate the
95% confidence interval.
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Figure 8: Distribution of average (left) and maximum (rlght) lifetime of
connected components (Hp) in bootstrapped samples of size 100 from the
training and testing MNIST embeddings and EMNIST embeddings. Vertical
lines indicate the 95% confidence interval.
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Figure 9: Distribution of average (left) and maximum (right) lifetime of
holes (H7) in bootstrapped samples of size 100 from the training and testing
MNIST embeddings and EMNIST embeddings. Vertical lines indicate the
95% confidence interval.

A.2 CIFAR Figures
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Figure 10: Distribution of average (left) and maximum (right) lifetime of
connected components (Hp) in bootstrapped samples of size 50 from the
training and testing CIFAR-10 embeddings and CIFAR-100 embeddings.
Vertical lines indicate the 95% confidence interval.
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Distribution of Maximum Lifetime Using Bootstrap of Size 50

Distribution of Average Lifetime Using Bootstrap of Size 50
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Figure 11: Distribution of average (left) and maximum (right) lifetime of
holes (H1) in bootstrapped samples of size 50 from the training and testing
CIFAR-10 embeddings and CIFAR-100 embeddings. Vertical lines indicate
the 95% confidence interval.
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Figure 12: Distribution of average (left) and maximum (;uieght) lifetime of
connected components (Hp) in bootstrapped samples of size 100 from the
training and testing CIFAR-10 embeddings and CIFAR-100 embeddings.
Vertical lines indicate the 95% confidence interval.
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Figure 13: Distribution of average (left) and maximum (right) lifetime of
holes (H7) in bootstrapped samples of size 100 from the training and testing
CIFAR-10 embeddings and CIFAR-100 embeddings. Vertical lines indicate

the 95% confidence interval.
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