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Abstract—Exploiting the potential of physical-layer signals
to monitor malicious users, we investigate a reconfigurable
intelligent surface (RIS) aided wireless surveillance system. In this
system, a monitor not only receives signal from suspicious trans-
mitter via a RIS-enhanced legitimate surveillance (LS) link but
also simultaneously takes control of multiple jammers to degrade
the quality of received suspicious signal. Under this setup, to
enhance monitoring performance requires improvements of both
the received signal quality at the monitor and the cooperative
jamming (CJ). Considering that the surveillance system is aided
by one RIS, whose phase shift optimization involves both channel
state information (CSI) of the LS and CJ links, we utilize partial
CSI to alleviate the CSI acquisition burden in our design. We
propose two RIS-aided monitoring schemes with optimal jammer
selection (OJS), which are differentiated by the knowledge of the
involving links for the phase shift design of RIS. Specifically, the
proposed schemes are named the RIS-aided monitoring with the
CSI of LS link and an optimal selected jammer (RISLO) and
RIS-aided monitoring with the CSI of CJ link and an optimal
selected jammer (RISCO) , and their closed-form expressions of
surveillance success probability (SSP) are derived, respectively.
Furthermore, we consider RIS-aided monitoring schemes with
random jammer selection as corresponding benchmarks. There-
after, we analyze special cases where the jammers are using power
control to avoid being found, making it appears like passive
monitoring. Also, the effect of RIS is highlighted by considering
asymptotically large number of RIS elements. Numerical results
verify that the proposed OJS strategy further enhances the
RIS-aided monitoring performance compared with non-jammer-
selection RISLR and RISCR schemes, where the superiority
comes at the cost of CSI knowledge and becomes marginal
in the region of high jamming power. In addition, the RISLO
shows surveillance performance advantage overRISCOwhen the
suspicious power is low or when the number of RIS elements is
large.

Index Terms—Monitoring, cooperative jamming, reconfig-
urable intelligent surface, surveillance success probability, jam-
mer selection.
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I. INTRODUCTION

Wireless connectivity has become a cornerstone in our mod-
ern society but it also raises serious concerns over information
privacy. Thus, numerous research endeavors have been made
to enhance wireless security [1]], [2], [3]. In this context,
the rise of ad-hoc or mesh-type communication technologies,
such as device-to-device (D2D) communications, presents
new vulnerabilities. These technologies can be leveraged by
malicious users to jeopardize public safety, commit crimes,
coordinate terrorist activities, or illegally transmit confidential
trade information [4]. Addressing these threats calls for the im-
plementation of legitimate surveillance as a critical component
of wireless communication security. For example, the National
Security Agency of the United States launched the Terrorist
Surveillance Program in 2006 to proactively monitor and
counter potential threats [5]. However, the rapidly increasing
number of malicious wireless devices over the past decade still
poses growing concerns over security threats. This highlights
the need for a paradigm shift from preventing conventional
eavesdropping attacks to adopting legitimate surveillance as a
critical tool [6].

Physical-layer surveillance (i.e., monitoring) takes advan-
tage of the broadcast nature of wireless propagation [2]]. As
an extension of secrecy rate, outage probability, and intercept
probability, etc., defined for physical layer security (PLS)
performance analysis [11], similar fundamental metrics have
been adapted to evaluate the performance of wireless surveil-
lance strategies. Specifically, the authors of [6] introduced the
average eavesdropping rate as a performance metric for moni-
toring, emphasizing that the monitor operates effectively only
when its achievable rate for intercepting suspicious signals is
greater than the suspicious communication rate. Also, since
the monitor overhears the suspicious signals for surveillance
purposes, the data rate of this received signal can be regarded
as the monitoring rate. Furthermore, similar to the secrecy rate,
which is the difference between the data rates of a legitimate
user and an eavesdropper, the relative monitoring rate (RMR)
is defined as the difference between the data rates of the
legitimate surveillance channel and the suspicious channel
[LO]. The probability of a successful surveillance event, known
as the surveillance success probability (SSP) [[13], is defined as
the probability that the RMR is larger than a target threshold.
For example, the authors of [18] studied jamming power
allocation to maximize the RMR under an average transmit
power constraint. To solve their considered problems, both
the bisection search and the Lagrange duality method were



applied.

A legitimate monitor either silently receives suspicious sig-
nals or performs proactive eavesdropping via spoofing relaying
[7] or cooperative jamming (CJ) [9]. The technique of CJ
have been widely investigated to degrade the received signal
of eavesdroppers [#jiangxiaointelligent, #li_jsrs]. Specifically,
the authors of [#jiangxiaointelligent] proposed a threshold-
based selection to validate friendly jamming, and formulated
a subset of jammers whose channel quality is good enough
to be chosen. In fact, the proactive monitoring is inspired by
conventional PLS methods to simultaneously combat eaves-
dropping and jamming attacks [8]. When gains of the legitimate
surveillance channel are significantly weaker than those of
the suspicious channel, passive monitoring becomes inefficient
because of its inability to decode suspicious messages. For
such situations, proactive monitoring via cooperative jamming
is emerging as a more competitive candidate than passive
monitoring. Specifically, the authors of [[16] studied two-phase
relay-aided suspicious communication system and proposed
two strategies, namely “passive eavesdropping first” and “jam-
ming first” to maximize the sum eavesdropping rate subject to
finite transmit power of the monitor.

While wireless surveillance has been regarded as a promis-
ing approach to monitor suspicious communications, its per-
formance is still restricted by uncontrollable radio environ-
ments in practice [4]. To this end, reconfigurable intelligent
surfaces (RISs), with their unprecedented capability of shaping
wireless propagation environments, emerge as an effective
solution when integrated with wireless surveillance. Thus,
extensive efforts have been devoted to RIS-aided wireless
surveillance. Specifically, the authors of [28]] considered pas-
sive monitoring assisted by a RIS, where signals from a
suspicious transmitter to a suspicious user was also intercepted
via a RIS-aided legitimate link. In [25], a full-duplex legitimate
monitor was studied with proactive eavesdropping by means
of CJ, where the monitoring rate maximization problem for
three RIS deployment strategies was formulated. Then, a near-
optimal performance was achieved by jointly optimizing the
receive and jamming beamforming vectors at the legitimate
monitor and the reflection coefficients at the RIS. The authors
of [24] investigated a robust design for a RIS-aided wireless
information surveillance system with bounded channel errors.
In[24], by jointly optimizing the RIS phase shifts and receiver
beamformer, the worst-case information monitoring rate was
maximized to improve surveillance performance. In [26]], a
scheme named RIS-assisted cooperative jamming was pro-
posed to combat suspicious communications. However, the
jammer was unable to obtain information from suspicious
communications in [26].

Extensive research efforts have been devoted to performance
analysis of monitoring suspicious communications via CJ, as
can be seen from the aforementioned works. However, few
studies have explored RIS-aided monitoring with opportunistic
selection among multiple jammers. To address this gap, in
this paper, we study a RIS-aided wireless surveillance system
assisted by multiple jammers. The main contributions of this
paper are summarized as follows. First, we present two novel
RIS-aided monitoring schemes with optimal jammer selection,

which are differentiated by the knowledge of the involving
links for the phase shift design of RIS. In most of existing
works, all cascade links are perfectly known by the central
controller, e.g., the monitor, and the optimal phase shift is
formulated by an objective function related different links. To
seek a tradeoff between this phase shift optimization and more
practically applicable random phase shifts, this paper utilizes
partial channel state information (CSI) to compute phase shift
values. In the first scheme, referred to as RISLO, the phase
shift is designed according to the knowledge of the legitimate
surveillance (LS) link. In the second one, called RISCO, the
knowledge of CJ link is employed instead. These two schemes
are compared with two corresponding benchmark schemes
random jammer selection (RJS), referred to as RISLR and
RISCR, both of which are also firstly proposed in this work.
Furthermore, we derive closed-form SSP expressions of the
proposed schemes and carry out in-depth asymptotic analysis,
based on which some interesting observations are obtained.
Specifically, the RISLO and RISLR show superiorities over
the RISCO and RISCR, respectively, because the CSI database
for phase shift design and jammer selection includes both
knowledges of LS and CJ links. This indicates that how well
the monitoring schemes behave depends on the utilization
level of CSI of the overall system, showing the existence
of a tradeoff between interaction/computation overhead and
performance limitation. Also, we discuss the performance
ceilings when the jamming power becomes higher. In this case,
the CSI requirement is alleviated, accompanied with more
power consumption. Moreover, we explore an useful case that
the jammers become almost passive with an asymptotically
large number of RIS elements. The asymptotic analysis has
theoretically proved that the RISLO outperforms the RISCO,
unless the monitoring channels are much better than the
suspicious channels.

The rest of the paper is organized as follows. Section II de-
scribes the wireless surveillance system model. In Section III,
we derive closed-form SSP expressions of proposed schemes
for different cases of RIS phase shifts and jammer selection.
Some asymptotic analysis is further presented in Section IV.
Numerical results are presented in Section V. Finally, Section
VI concludes the paper.

Notations: Boldface lowercase letters and boldface upper-
case ones are used for vectors and matrices, respectively.
For a complex variable, |-| denotes its absolute value. For a
complex vector, ()" and (-)" denote its respective transpose
and Hermitian transpose. Also, CV and CM*N represent
the complex-valued space of N-dimensional vectors and the
complex-valued space of M-by-N matrices, respectively. No-
tations ~, and 2 Stand for “distributed as” and “to be defined
as”, respectively. Besides, n! represents the factorial of a non-
negative number n, diag(a) denotes a diagonal matrix with
its diagonal elements given by a, arg(-) represents the phase
of a complex number, i.e., a = |a|arg(a), E(-) and Var(-)
represent the statistical expectation and variance operators, re-
spectively, G%;"(+) is the Meijer G-function [26, Eq. (9.301)],
and T'(-,-) represents the upper incomplete gamma function,
among which a special case is the gamma function, noted as



I'(0,-) =T'(+), where exists I'(n + 1) = n! for a non-negative
number n. Additionally, (V) is the number of possible cases
to pick n elements from a set with N elements.

II. SYSTEM MODEL
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An RIS-aided wireless monitoring system assisted by multiple

A. RIS-Aided Monitoring Systemn

As illustrated in Fig. Fig. [T} we consider a wireless moni-
toring system consisting of a pair of suspicious source and
destination (SS-SD), a legitimate monitor (LM) including
multiple distributed jammers, and a RIS with L co-located
reflecting elements)’| The sets of RIS elements and jammers
are denoted as £ = {1,2,---,L} and N = {1,2,---,N},
respectively. One jammer is opportunistically selected to per-
form cooperative jamming (CJ) to suspicious nodes based on
a specific selection criterion. When the SS transmits a signal
to the SD at a power of F;, the LM can overhear the signal
intended for the SD. The received signal at the LM is written
as

ym = / Ps(hiyOhggp)zs + v, (D

where x; is the normalized symbol, i.e., E (|xg|2) =1,hk, €
C'¥L and hgg € CE*! are channel coefficients of RIS-M
and SS-RIS transmissions, respectively, ®,, is the reflection
coefficient diagonal matrix defined as

® = diag([e—j¢1,~-~,e‘j¢l,~-~,e_j¢L]), where ¢; €
[0,27) denotes the phase shift for each element | € £, and
ny 18 the additive white Gaussian noise (AWGN) with a zero
mean and a variance of Vg. In the considered system model, it
is assumed that the direct links between the LM, the jammers
and suspicious nodes are severely blocked. Consequently, the
LM and the jammers need to rely on the RIS to monitor the
suspicious nodes.

When the LM detects the presence of active suspicious
nodes, a jammer n € N is selected to send a jamming signal z;
deliberately at a power of P (which is not the case for passive
monitoring) to decrease the signal-to-interference-plus-noise

IEach node is assumed to have a single antenna, while multi-antenna nodes
is left for future work.

ratio (SINR) at the SD. Thus, the received signal at the SD is
given by

ypa = \/Pu(hsp + hiip©hsg)zs + /Py (hip©h,r )2 + np,

2)
where hsp, hi, € C*L hgg € CL*1, and h,g € CE*! are
channel coefficients of SS-SD, RIS-SD, SS-RIS transmission,
and of the link from the n-th jammer to the RIS, respectively,
n € N, and np is the AWGN with a zero mean and a variance
of Ny at the SD. We note that, with active jamming coming
into play, the signal model at the LM in (I)) should include an
interference due to the RIS reflection of the jamming signal x;.
However, since the jamming signal is already known by the
LM, the reflected interference can be effectively suppressed
to a negligible level if the LM can estimate the channel of
the composite LM-RIS links [12]. Thus, it is reasonable to
adopt the simplified signal model in () for further analysis.
Also, we assume that the SS and SD are unaware of the
existence of the legitimate monitor, and thus, do not employ
any anti-eavesdropping or anti-jamming methods [29]. As
defined in[/11], [13], the instantaneous capacity of SS-LM link
is known as monitoring rate, written as

Rsm = log,y (1 + 7 |hiy Ohg [?), 3)

while the instantaneous capacity of the SS-SD link is referred
to as suspicious rate, given by

¥s|hsp + hl{zID@hSR|2>
'y_]‘th@hnR|2+]. ’

where v, = P;/Ny and v = Py/Ny.

Rsp,, = log, (1 + €]

B. Surveillance Success Probability

In this section, we introduce the performance metric for
physical-layer surveillance. As discussed in Section [I] the
relative monitoring rate (RMR) is defined as the difference
between the monitoring rate and the suspicious rate, which is
mathematically expressed as [30]

Rumn = [Rsm — Rspa) s )

where [2]T = max{0,z}. To define a successful monitoring
event, we consider that the RMR must be higher than a
threshold Ry, which represents the minimum target rate for the
legitimate monitor to decode successfully. The probability of
this event is known as surveillance success probability (SSP)
and is given by

Py = Pr(Rmy > Ru), (6)

where the criterion for choosing n is specified in the following
section.

III. PROPOSED RIS-AIDED MONITORING SCHEMES AND
SSP ANALYSIS

While monitoring schemes using full CSI knowledge could
theoretically offer the best performance, they require an un-
limited and unrealistic amount of feedback, which is not
practically appealing. In this section, we propose RIS-aided
monitoring schemes where the RIS phase shifts are optimized



based on partial CSI. Our approach not only lowers the
complexity of phase shift optimization but also reduces the
feedback overhead associated with CSI acquisition. From (3)),
it is straightforward to see that, to maximize Ry, we can
increase Rgy and decrease Rsp. However, these two objectives
are conflicting because Rgy and Rgp are interdependent due
to their dependence on the same phase shifts of the RIS, which
affects the CSI of both links. To address this,

if both the CSI of the LS link and the CJ link are known, we
optimize the RIS phase shift to maximize Rgy and perform
jammer selection to minimize Rgp. But if only the CSI of the
CJ link is known, we both optimize the RIS phase shift and
use jammer selection to minimize Rgp.

Based on this strategy, we respectively propose two RIS-
aided monitoring schemes: RISLO and RISCO. In RISLO,
the LM exploits the CSI of the LS link combined with an
optimally selected jammer. On the other hand, in RISCO,
the LM utilizes the CSI of the CJ link plus an optimally
selected jammer scheme. In addition, we provide a closed-
form analysis of the SSP for both schemes.

A. RISLO: RIS phase optimization based on Legitimate
surveillance channel with Optimal jammer selection

1) Phase optimization and jammer selection: To maximize
Rsm given by (@) in the RISLO scheme, the phase shifts are
designed to improve the average gain of SS-LM transmission,
which are given by

RISLO

; = arg(hf,y)+arg(hsy,), VI € L. (7

Also, in the RISLO scheme, we opportunistically choose the
jammer whose channel helps to reduce Rsp. By referring to
(@), we select the optimal jammer as

nRISLO = arg max YRISLO (8)

where YRISLO — |hH @ #/52Oh, ¢ |? denotes the CSI of RIS-
aided CJ channels whose maximization leads to a degradation
of RSD~

2) SSP Analysis of RISLO: By adopting the proposed
RISLO scheme, can be rewritten as

Y
RRISLO log, | 1+ s 9)
YRISLO | 1 | °
i glea.;\)/,( in T
where Y5 = |hgp + hR,©%S hg|? is the cascaded channel

gain of the suspicious link, wherein ORBLO denotes the phase
shift design of RIS. To start with, we derive the necessary
statistical distributions to facilitate subsequent derivations. In
the RISLO scheme, QRISLO , with regard to the LS link given
by (.

observes equivalent features as random phase shifts in
Y, and YRPMO (see Appendix) owing to the independence
of the LS link and CJ links. From the Appendix, Y5 and
YRISLO follow exponential distributions. Considering YRR is
independently-not-necessarily-identically-distributed, its CDF
can be given by

v
Fymsio(y) =1—e " (10)

Besides, Y5 follows an exponential distribution given by (38).
By letting W = |hR,, O hg| and using (@), W is
simplified to

L
W =" |hrullhsr, |, (11)
=1

where hg,m and hggr, are modeled as independent zero-mean
complex Gaussian random variables with respective variances
of o2y and o, by considering independently and identically
distributed Rayleigh fading channels from different reflecting
elements of a RIS. By exploiting the Laguerre series approx-
imation and by following the literatures on RISs [32][33]], we
approximate the cumulative density function (CDF) of W; as
a Gamma distribution given by

Pr(W < 1 P ) 12
r(W<w) =1~ T (12)
with shape and scale parameters given as
E*(W 2L Var(W
A\ B L NVa) g
Var(W) 16 — =2 E(W)

where E(WW) and Var(IW) denotes the mean and variance of
W, respectively. The method above is named moment-match,
which works well for positive random variables whose PDF
has a single maximum and fast decaying tails [31]. To figure
the statistical parameters, we derive

L
E(W) = 5 oruTsr, (14)
and
Var(W) = 7L [E(|hgm|?|hsr|?) — E* (|hrml|sk])]
w2 (15)

= rLo2 02, (1 — —

T Logmosg ( 16)’
where completes the statistical characterization of
channel gain from LS link.

. Rl
Letting V = il £

YRISLO+ , we obtain the CDF of V as

J max

Fy(v) =Pr(V <wv)

2BRm y—1
1 y =

= —e = [1— H 1 w(EepoRy) dy

o = nenN

(16)
v(Lo2 o2 ) 2Ny Z#

e R “RD L Z - Pl v(LoZ o RD)dy

Jo

1

7% (N) (—1)" e " E7RR TRp)
_71,:1 n v+ ndy ’

where the binomial expansion theorem is used, and the
CSI for N different jammers is considered independent. J;
represents the ¢-th non—empty subcollection of the jammer

set NV, and 0, w(,i'%h“gz) Besides, |J;| denotes the

cardinality of the set .J;, and ( ) is the number of all possible
subcollections satisfying |.J;|= n. By substituting (I2)) and (I6)
into (9), the SSP of the RISLO scheme can be derived as

ljsl:ISLO Pr(RSM _ RRISLO > Rth)

< fw, (v +B)
0 2\/v+ 3

a7

1
S TRy (v) e ) du.



Substituting (T6)) into (I7), and capitalizing on the Gaussian-
Chebyshev quadrature [36]], the SSP of the RISLO scheme is
given by (T8) at the top of next page, where §), = cos (22 r),

Th = (szl)ﬂ'

,and K is accuracy versus complexity parameter.
To highlight the performance gain from jammer selection,
we adopt the RISLR as a benchmark scheme corresponding
to RISLO. The RISLR adopts an equal-probability selection
from the set N instead of (8). The SSP expression of RISLR
is written as [I9] at the top of next page as for a comparison,
but the derivation is the same as that in this section and is
omitted.
Remark 1: When P, approaches to infinity, we know &,
becomes very small and even close to 0. By comparing (I8)

1)® = 0, then the two expressions

andﬂ given Y ()(=1)

are close to a STLL;ne value when 61 — 0. This tells us that the
benefit of CSI-based jammer selection is marginal because
all transmissions of CJ links are in pretty good quality. By
contrast, when the jamming power decreases, 61 becomes
larger, then the RISLO behaves significantly different from
RISLR.

B. RISCO: RIS phase optimization based on Cooperative
jamming channel with Optimal jammer selection

1) Phase optimization and jammer selection: The RISCO
scheme refers to the case that the RIS phase shifts are
considered according to the CSI of CJ links. Although Y7 ,, =
|hE,©h,r|? shows a dependence on the varying channel
quality for n € A/, we optimize the phase shift for maximizing
Y7, when given the jammer n is chosen. Then, the desired
phase shifts aim at maximizing the average gain of channels
from the monitor to the suspicious receiver, given by

PRI VieL.

= arg(hg,p)+arg(hng,), (20)

Substituting (20) into Y7 ,, the maximized channel gain is

denoted as .
= |hollhu, |-
=1

Meanwhile, the RISCO is also assisted by jammer selection
with the CSI of LM-SD transmissions. In the RISCO scheme,
likewise as @]) we select the optimal jammer to decrease Rsp
as

i @1

RISCO _ RISCO
ne = argmax Yyt (22)
2) SSP Analysis of RISCO: 1t can be seen from (20) that

ORISCO j5 designed as

@RISCO -J [arg(hgn)-i-arg(h"mscoh )])
)

= diag(e

where nR1€O is given by (22). Different from Y{?'O, then,

YRISCO is characterized analogously as W, and the derivation

is omitted. From (T2), the CDF of YR}3© can be given by

Pr(YRSCO < ) = 1 - Lo s o) (23)
S I(A2) 7
where Y
Ay = ——— =\, (24)

16 — 72

wherein A is also given in (I3) and

(16 — Wz)URDUnR

47 '
Similar as proof in Appendix A, the phase shift of RIS given
by @20) is random for the LS link. Then, Y2 = |hsp +
hi, @ 5Ohgg|? is the same as that of the RISLO scheme. By
letting Z; = |hE,,©%5©hgg |2, and Z; follows an exponential
distribution with its CDF given by

(25)

W2 n =

Fr(z)=1—¢ "7, (26)

Letting G = Z [5, where § = 2 : L we derive the CDF of
G as
Fa(g)
o, -
= —e Se R%mdy
/0 = 27
gei LoZo2,
B g+ 02
where §; = L% Likewise as @]) we obtain the suspicious

rate of the RIS(l}O scheme as

RISCO __ YsY2
REE = logs | 14— o (28)
neN "

By letting T = majs/(YRISCO, then the PDF of T can be
c

obtained as (29) at the top of the page, where the generalized
multinomial theorem is utilized, and P, , represents the g-
th non-empty subcollection of the jammer set {N — n},
|P, n| denote the cardinality of the set P, ,. Besides, note

that the set S = {(n1,na,...,m\) [0 1 np |Pynl},
e —
Ay = W B, = Z;\ 11p(p —1).

Then, the SSP of the RISCO scheme can be derived as
PSEISCO PI‘(RSM _ RRISCO > Rth)

21
/OC ﬁfT( ’YJ;R[h >
- /2Rn
G
Substituting @7) and @9) into @O, the closed form SSP
expression of the RISCO scheme given by (31) at the top
R[
of next page, where g = 2°-1 Gput(e) is the Meijer G-

function [37} Eq. (9.301)], andﬂ{the result of [37, Eq. (3.389-2)]
is used.

(30)

Fg (9°)dy.

IV. ASYMPTOTIC ANALYSIS IN USEFUL SPECIAL CASES

Since the intricate SSP expressions involving the special
functions (e.g., Meijer G-function) are unable to provide per-
formance comparison between different schemes, we present
asymptotic analysis considering some limitations in practical
applications, capturing more insights for decisions of system
designers, e.g., which scheme to choose in a particular system.
Several proposed schemes have shown obviously competitive
performance exploiting proactive monitors, but it is not fair to
compare with passive monitoring because of the extra power
consumption and implementation complexity of full-duplex



K N D+ /1 — 02 sec2 7 t 8 A—p — VERRTEED tdmk(mﬂk 2
PRISLO _ L Z Z (N) (-1 — 07 sec? 7, tan 7y, (Vian T, + B)" e e (a8)
s 4K = = \n 2unr (A — 1) ! (tan g + nd1)
@R TR L
/ 2 nn2 A—2 —Y—0p tan 7y (Lo2 o2 )
PRISLR _ L2 XK: 1 — 07 sec® 7y, tan 7y, (VtanTy, + B) e 1 e k R7RD 19)
5 4K = 2wiA (A — 1) ! (tan 1 + 1)
=3 —2 o] (1 G <§ tk))
T t) = —————€ Hn — e HMm —
= () A=DU =
(29)
N 2N 11 ¢ _1Pgnlt Ay
-3 Y el e
n=1 (A meEPy n S (}Lm) !
RISCO e LGSZR"I%M i 1 2Nzl 1 Z |Pq nl Z A+2B1 31 (N’n + ‘Pq n|,U«m) (52 >\+231 (31)
Py 1+ A1, Gis Y A+B 1 :
® 2\/;()‘*1)!”:1 (bn) >\ =1 mePy, ‘Pqn" S 4 21,075
devices. Besides, it is preferred to consider the monitor to be  where (ap) B = Fi,a(‘f)k ) ,a = i — % and b = 1 also z =
P
invisible to the suspicious pairs, where jamming power control  Lo2 o2
p p . J g.p. . %> Then, [33| can be converted to
should be focused as well. Otherwise, the suspicious receiver w1
becomes aware and takes anti-jamming measures, causing all oo ( 1 g4 b) ( 1 b)
our i RISLO,Pas __ m\z — @ mia @ m
jammers to suffer performance loss. Py = (-1 "
With P; — 0 to characterize a case where the jammers are m=0 -z (35)
nearly passive with low transmit power, the derived expression (@) (’)(e_%)
- b

is simplified, making it evident to provide some findings. Then,
(@) can be reduced to

RISLO,Pas
RSD

= log, (1 4+ %Y2), (32)

where the “Pas” is a short hand for P; — 0, meaning the low
jamming SNR which is approximated as passive monitoring.
Also, focusing on the monitoring performance bound, we set
Ry, = 0, which does not change the trend of SSP functions.
By combining (I8) and (32), the asymptotic SSP of the RISLO
scheme can be expressed as

RISLO,Pas
P
SS

=Pr (W12 > Y5)

2 1_ X Lo2 o2 2 (33)
4 2 n
| Auy eﬁwl o LUnRURD

Lo}, 02 iT%Ta 4,2 ’

where W, ;(.) is the Whittaker function defined as [37, Eq.
(9.222-2)] , and the result of [37, Eq. (3.462-1)] and the
definition of parabolic cylinder functions [37, Eq. (9.240)]
are used. It is still chanllenging to gain more insights from
the complex expression containing the Whittaker function.
To highlight the performance gains brought by the RIS, we
consider the case of asymptotlcally large number of RIS

elements, ie., L — oo. With 1nﬂ approaching
infinity, the Whittaker function can be expanded according to
Watson’s lemma [37]], expressed as

”R RD
12

s o\ t—a+b) (3—a-0
Wasle) e tan 30 (20 (52020,
m=0 (34)

where the equality of (a) holds utilizing the Taylor expansion,
and (9(6_5) means a similar asymptotic behavior as e
given L — oo, i.e., z — o0.

By combining and (32), also by using and (26), the
asymptotic SSP of the RM-CSICJ framework can be expressed
as

PRCOTS — Pr(Z, > V)
1 (36)
144y
where Jy = 7JSDL+UL0§DUSR
SR RM

Remark 2: The performance gain brought by the RIS can be
revealed by a comparative analysis of |33| and It can be
seen that with an asymptotically large number of RIS elements,
the performance ceilings of the RISLO and RISCO schemes
are surprisingly different. When L becomes sufficiently large,
PRISLO gpproaches to one in an exponential speed. In contrast,
although PRISCO-Ps can also be proved as an increasing func-
tion of L, it only coverges to a constant between zero and one.
Specifically, for notation convenience, we define the ratio of
average gains between the monitoring channel and suspicious
channel, referred to as the monitoring to suspicious ratio
(MSR) and denoted as Cysg = ZT"; where nl € {RM,nR}
andn2 € {SR, RD}, indicating d channel quality comparison
between suspicious links and monitoring links. Then, with
L — 00, 63 — —1—ie, PRM-CSICLPas C;?SR This tells
that only when the LS and CJ links are much better than the
suspicious links, the RISCO scheme exploits a theoretically



good performance bound, but it is not guaranteed in the
system.

V. SIMULATION RESULTS AND DISCUSSIONS

In this section, we present some simulation results. The
numerical values of parameters are listed in Table I on top of
the page, unless otherwise stated. Besides, o2 are specified as
the same value for n € A/ without loss of generality. It is worth
mentioning that in Fig. [2}Fig. [6] theoretical expressions given
by (18), [19] and (3I) are described as lines and Monte-Carlo
simulations are plotted as dotted markers, whose well matches
verify the correctness of closed-form analysis. Indeed, the
obtained expressions provide an alternative to time-consuming
simulations for evaluating system monitoring performance.

.3
09F |
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The jamming SNR at the LM (dB)

Fig. 2. Surveillance outage probability of RISLR, RISLO, RISCR, and RISCO

[TAt]

schemes versus jamming SNR, where “t.” and “s.” stand for theoretical and
simulation results, respectively.

Fig. 2] plots the surveillance success probabilities (SSPs) of
RISLR, RISLO, RISCR, and RISCO schemes versus jamming
SNR. With a growing jamming SNR, the SSPs of all schemes
increase. In the low jamming SNR region, the SSPs of jammer-
selected schemes generally exploit higher SSPs, due to the
fact that the channel gains of CJ links become essential
when the jammers are power-constrained. This can also be
proved by the analytical results in Section IV. Conversely,
in the high jamming SNR region, the RISLO outperform the
RISCO scheme in terms of SSPs, which gradually converge
towards their respective performance ceiling, similar to what
mentioned in remark 2. The difference between ceilings of
two schemes showing a remarkable advantage of RISLO over
RISCO. This is because that the CSI database of the RISLO
for phase shift design and jammer selection includes both
knowledges of LS and CJ links, while the RISCO only knows
the CSI of CJ links. Thus, the RISLO exploits CSI better than
the RISCO.

Fig. E| depicts the SSPs of RISLR, RISLO, RISCR, and
RISCO schemes versus monitoring to suspicious ratio (MSR).
The low MSR region refers to the situation that the channel
gains of suspicious links are large compared to that of the mon-
itoring links, and vice versa. Specifically, the MSR below zero
means the monitoring channels are worse than the suspicious

RISLO(t.)
0.4t x  RISLO(s.) |-
RISCO(t.)
4 *  RISCO(s.)
RISLR(t.)
03 O RISLR(s.) |
RISCRI(t.)

O RISCR(s)

-5 -4 -3 -2 -1 0 1 2 3 4 5
Monitoring to suspicious ratio (dB)

Fig. 3. Surveillance success probability of RISLR, RISLO, RISCR, and
RISCO schemes versus MSR.

channels. As can be observed, with the same jammer selection
strategy, the SSP of the RISLO schemeis significantly higher
than that of the RISCO. Moreover, schemes with an optimally
selected jammer show a better SSP performance at the cost of
gaining CSI knowledge, especially in the low MSR region.
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Relative monitoring rate (bits/s/Hz)

Fig. 4. Surveillance success probability of RISLR, RISLO, RISCR, and
RISCO schemes versus relative monitoring rate.

Fig. [] shows the SSPs of RISLR, RISLO, RISCR, and
RISCO schemes versus RMR, which is a target for the
reliability of monitoring. It can be known that the OJS
schemes always witness an obviously better performance than
conventional RIS schemes. Furthermore, it is found that the
performance gap between the RISLO and RISCO schemes
become more obvious as the target RMR grows larger.

Fig. 5] shows the SSPs of RISLR, RISLO, RISCR, and
RISCO schemes versus transmit SNR at the SS. Although the
SSPs of all schemes rise when transmit power of suspicious
communication increases, this may not happen when the illegal
party intend to make covert communication quietly. Usually,
if the illegal party want the message only to be known by
suspicious nodes, they will limit transmit power to avoid being
detected. Henceforth, with a low SNR at the SS, the jammer



TABLE I
SIMULATION PARAMETERS

Descriptions Symbols Values
The variances of reflection channel coefficients oﬁR, O'I%M, agR, O']%D 0.5
The variances of direct (non-RIS) channel coefficients O'SQD 1
Transmit SNR at the SS ¥s 10dB
Jamming SNR Y 10dB
MSR CMSR 5dB
The number of jammers N 3
The number of RIS reflecting elements L 4
Relative monitoring rate R 1bit/s/Hz
The accuracy versus complexity parameter in the sum approximation K 400

W*
0.95 1
09r
A 0.85 [
N
175}
RISLO(t.)
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0.75 *  RISCO(s.)|]
RISCR(t.)
3 O RISCR (s.)
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The transmit SNR at the SS (dB)
Fig. 5. Surveillance success probability of RISLR, RISLO, RISCR, and

RISCO schemes versus the transmit SNR at the SS.

selected schemes improve SSP greatly compared to the non-
jammer-selection ones.
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Fig. 6. Surveillance success probability of RISLR, RISLO, RISCR, and
RISCO schemes versus the number of RIS elements.

From Fig. E], we observe the SSPs of RISLR, RISLO,
RISCR, and RISCO schemes versus the number of RIS ele-
ments in the suspicious link. With an increasing number of RIS
elements, the SSPs of all schemes increase rapidly. When the
number of RIS elements is small, the jammer selected schemes
are generally superior to the non-jammer-selection ones. With
an increasing number of RIS elements, one can observe from

Fig. [6] that the RISLO(R) and RISCO(R) converges to different
performance ceilings as suggested by remark 2, showing their
system performance gain assisted by a RIS. This result again
prove that CSI acquisition and phase shift accuracy can be a
cornerstone of RIS-aided communications.

VI. CONCLUSION

In this paper, we presented a RIS-aided wireless surveillance
system assisted by multiple jammers. We proposed RISLO
and RISCO schemes which jammer selection strategies are
separately incorporated. We derived the SSP expressions and
revealed a tradeoff between monitoring performance and jam-
mer implementation complexity, where CSI utilization played
a leading role. . Simulation results not only confirmed our
closed-form analysis, but also demonstrated the advantage of
jammer selection strategy.

APPENDIX

We firstly prove the phase shifts of RIS to maximize the
average gain of LS link is random from the perspective of CJ
link. This “random” means a uniform distribution on the range
[0, 27). From(Z20), the phase shifts are extracted from the phase
angles of hg,m and hgg, (I € £) for L reflecting links, which
are complex Gaussian random variables. Then the phase shifts
follow a uniform distribution on the range [0, 27). Utilizing
the independence of suspicious links and monitoring links, the
phase shifts are completely random for other links [35]. The
next step is to figure out the distribution of Y5 (as an example)
with random phase shifts. Since Y5 can be expanded as

L

hry®Ohgr = Z || [hsr, | cos (dr,m + Psr, + d1)
=1

X1

L
+J Z |hr,m| sk, | sin (¢r,m + Psr, + ¢1),
=1

- (37)
where [ € £, and j is the imaginary unit. In[37] ¢; given by(20)
is a uniformly-distributed variable independent from ¢r,p and
¢sr, - Using the periodicity of trigonometric functions cos and
sin, for ¢ € [0, 27) randomly, E(cos ) = E(sin¢) = 0 and
E(cos? o) = E(sin® ) = 1. Exploiting the central limit theo-
rem for large number of reflecting elements [34]], we know that

2 Lo 2 Lo2 2
X ~ CN(0, B2 4 ZTRDISR) X, o CA/(0, 82 4 ZZRDISR ).



Given Ys = X + j X9, we prove that Y5 follows a Rayleigh
distribution given by

Yy

Fy,(y) =1—¢ “® Lok, (38)

Furthermore, to obtain more intuitive proof for an expo-
nentially distributed variable related to channel gains, we
present numerical results below to verify the accuracy of
this formulation. As shown from Fig. [7] on the one hand,
the cascaded links where RIS phase shifts aligning with CSI
of other links are plotted as lines. On the other hand, the
cascaded links with random RIS phase shifts are plotted as
dotted markers. Throughout different statistical parameters,
the close agreements prove that the phase shifts to maximize
the average gain of SS-LM transmission is random from the
perspective of LM-SD transmission.

10
5 101t
Aligned Design (02 =1)
¢ Random (¢2=1)
Aligned Design (o = 2)
102k *  Random (¢% = 2)
0 05 1 15 2

The channel gain value

Fig. 7. The comparison between different generations of the RIS phase shifts
to validate the random assumption.
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