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ABSTRACT
The integration of Artificial Intelligence (AI) into IT Operations
Management (ITOM), commonly referred to as AIOps [1], offers sub-
stantial potential for automating workflows, enhancing efficiency,
and supporting informed decision-making. However, implement-
ing AI within IT operations is not without its challenges, including
issues related to data quality, the complexity of IT environments,
and skill gaps within teams. The advent of Large Language Models
(LLMs) presents an opportunity to address some of these challenges,
particularly through their advanced natural language understand-
ing capabilities. These features enable organizations to process and
analyze vast amounts of unstructured data, such as system logs,
incident reports, and technical documentation. This ability aligns
with the motivation behind our research, where we aim to integrate
traditional predictive machine learning models with generative AI
technologies like LLMs. By combining these approaches, we pro-
pose innovative methods to tackle persistent challenges in AIOps
and enhance the capabilities of IT operations management.
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1 INTRODUCTION
The incorporation of Artificial Intelligence (AI) into IT Operations
Management (ITOM), commonly known as AIOps [1], offers con-
siderable potential to automate processes, increase operational effi-
ciency, and support better decision-making. AIOps is crucial in man-
aging modern IT environments, which are increasingly complex,
dynamic, and diverse [2, 3, 7, 22]. Traditional monitoring and man-
agement approaches struggle to handle the sheer volume of data
generated by logs, events, and metrics in real-time [3, 7, 15, 18, 22].
AIOps addresses these challenges by leveraging machine learning
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and AI to automate processes, detect anomalies, predict potential
issues, and provide actionable insights.

However, integrating AI into IT operations presents numerous
challenges that organizations must overcome to fully realize its
potential benefits. Traditional AIOps is particularly difficult due to
the complexity involved in consolidating diverse data sources, the
need for significant feature engineering, and the dependence on
narrowly focused machine learning models that require extensive
domain expertise [7, 15, 22]. Furthermore, many AI models, particu-
larly those leveraging deep learning techniques, are often perceived
as “black boxes” due to their lack of explainability [7, 10, 13, 15, 22].
In IT operations, understanding the rationale behind AI-driven
insights is critical for fostering trust, maintaining compliance, and
making well-informed decisions. Without interpretability, IT pro-
fessionals may be reluctant to adopt AI recommendations, as they
may not fully trust or comprehend the basis for these suggestions.
The above list is not exhaustive, as other factors can also impede
the adoption of AI in IT operations. These include concerns about
security and privacy, ethical and legal challenges, and issues related
to cost and resource allocation. Addressing these considerations is
essential to ensure that AI solutions are deployed responsibly and
effectively [7, 15, 22].

The emergence of Large Language Models (LLMs) presents a
promising approach to addressing several challenges in IT Opera-
tions Management, particularly those involving data quality, the
complexity of IT environments, and skill gaps. LLMs’ advanced nat-
ural language understanding capabilities opens up new possibilities
for data (including documentation) and problem analysis. Further-
more, by employing frameworks like ReAct [38], IT operations
professionals can gain insights into the LLM’s chain of thought [4],
making it easier to understand how the AI arrived at a conclusion
and generated an answer. These capabilities drive our research,
where we explore the integration of tools including traditional pre-
dictive machine learning models with generative AI models such
as LLMs. Our objective is to propose effective LLM-powered AI
assistants for IT Operations Management, capable of addressing the
aforementioned AIOps challenges. Additionally, we provide guide-
lines for evaluating these assistants, considering various business
scenarios and requirements.

In this paper, we share our experience deploying LLM-powered
agents equipped with various tools to assist in tasks specific to man-
aging a Kubernetes [14]-based environment, focusing on the Red
Hat OpenShift [27] platform. These tools address diverse manage-
ment challenges that IT operations professionals encounter daily.
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We leverage Retrieval Augmented Generation (RAG) [5] for sum-
marizing and extracting procedures from platform documentation.
Additionally, we developed platform analysis tools built on the
Kubernetes API and other APIs, such as the Prometheus [25] API,
to extract both general-purpose and specific information related
to platform and application management. These tools range from
simple utilities like time conversion tools to more complex informa-
tion extraction tools, such as retrieving KPI values from time-series
data sources like Prometheus. Furthermore, we demonstrate the in-
tegration of predictive ML capabilities with LLMs by incorporating
MLASP [30], a tool for capacity planning operations for a generic
business application.

We evaluate several models in a ten-fold execution loop over
a set of 25 distinct tasks. These tasks are categorized into simple
reasoning tasks, where the LLM responds to the input query us-
ing its training data or by utilizing at most one available tool, and
advanced reasoning tasks, which require the LLM to identify and
chain multiple tools (at least two) in the correct order to create a
workflow for resolving the user query. In some cases, a specific tool
may need to be used multiple times alongside others to achieve
the correct solution. The tasks include general knowledge ques-
tions (e.g., introducing itself, answering general knowledge queries),
time tracking questions commonly encountered in IT operations
management (where the LLM must use the time tool to respond),
platform and application information queries (e.g., retrieving ver-
sion or deployment details), and data retrieval tasks (e.g., fetching
specific KPIs within a time interval and presenting the results as a
plot or a CSV table for reporting or further analysis). Additional
details about these tasks are provided in Section 3.3. To address
these tasks, the LLM agents employ the ReAct [38] principle, which
integrates reasoning and action capabilities. Further information
about this methodology is available in Section 3.

In summary, the paper makes the following contributions:

(1) We discuss typical challenges for adopting AIOps in indus-
trial large scale environments and discuss the benefits of
adopting LLM powered agents that use tools to solve typi-
cal ITOM tasks in Kubernetes environments. The benefits
extend and may be used also on other types of large-scale
deployments (virtualized or bare metal).

(2) We review the capabilities of different LLMmodels in solving
ITOM tasks. We emphasize our results on the accuracy and
cost differences (time to respond and token count) between
these models.

(3) We offer recommendations for selecting suitable LLMs and
tools tailored to address specific business needs and chal-
lenges. Additionally, we outline directions for future research
to address the current limitations identified through our ex-
periments, aiming to enhance the integration and effective-
ness of LLM-powered solutions in IT operations manage-
ment.

We hope that our findings provide valuable insight to both re-
searchers and practitioners in tackling the agentic assistant ap-
proach to AIOps methodologies.
Paper organization. Section 2 describes the studied system and
the case study setup. Section 3 describes our methodology. Section
4 presents the results. Section 5 discusses the lessons learned and

our experience in the Kubernetes environment. Section 6 discusses
threats to the validity. Section 7 discusses related work. Section 8
concludes the paper.

2 STUDIED SYSTEMS
In this section, we present the studied system and the metrics we
use to measure the performance of the LLM agents.

2.1 Studied Open Source System
We conduct our experiments on an open-source enterprise-grade
Kubernetes platform, specifically Red Hat OpenShift [27], a state-of-
the-art Kubernetes environment and Platform as a Service (PaaS).
OpenShift enhances Kubernetes with additional features that sim-
plify and improve the development, deployment, and management
of containerized applications. It provides developers with an inte-
grated suite of tools, including built-in CI/CD pipelines, automated
builds, and application catalogs, which streamline the entire appli-
cation lifecycle. The platform also offers advanced security capabil-
ities, such as integrated authentication, authorization, and policy
management, ensuring compliance with enterprise-grade standards.
Moreover, OpenShift supports hybrid and multi-cloud deployments,
enabling organizations to run applications consistently across both
on-premises and cloud environments. Its comprehensive ecosys-
tem and developer-centric design make it an excellent platform for
accelerating the delivery of modern, cloud-native applications.

Given OpenShift’s extensive list of features, its management and
the management of any hosted business application may require
significant effort. For this reason, we evaluate the efficiency of IT
operations management procedures using LLM-powered assistants
with supporting tools. We implement our agent-based solution
to assist in such management. We host a custom workload on
OpenShift that generically models various business applications
using a black-box approach, capturing their typical characteristics:
receiving a request, processing it (either internally or by calling
other services), and returning a response. This custom workload is
implemented using a generic applicationmocking framework called
WireMock [34], which allows us to simulate many requests. The
complete details, features, and source code of the custom workload
are available in the following GitHub repository [35]. From an
operational standpoint, we want to manage the configuration and
capacity planning of the mock business application to achieve a
certain key performance indicator value (e.g., response time).

2.2 Evaluation Metrics for Large Language
Models

According to Sai et al. [28], the evaluation of LLMs should align
with the specific tasks they are designed to perform (e.g., classifica-
tion, question answering, summarization). Consequently, a wide
variety of metrics may be applied depending on the task. They also
emphasize the importance of human expert evaluation, particularly
for open-ended generation tasks, where outputs should be rated
based on fluency, coherence, relevance, and appropriateness. These
human evaluations are crucial as quantitative metrics alone may
fail to capture the subtleties of such tasks. Additionally, system
performance metrics, such as response time and resource usage,
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must also be considered. Given the contextual nature of these eval-
uations, in the next sections, we detail the metrics applied in our
research to assess the performance of LLM agents in the AIOps
context:
Compliance with Instructions: This metric evaluates how effec-
tively the model follows user instructions or prompts. For agents
that utilize tools, this metric assesses the LLM’s ability to determine
which tools are required and the sequence in which they should be used.
It provides insight into the model’s capacity to understand complex
instructions and execute tasks accurately within the context.
Accuracy: This metric calculates the ratio of correctly predicted
instances to the total number of instances. While traditionally ap-
plied to classification tasks, in our context, this metric is used to
evaluate how often the agent successfully completes a given task
and provides the correct answer when asked repeatedly. The accu-
racy of the answer is determined through human expert evaluation,
ensuring that the agent’s outputs meet the expected standards.
Latency and Throughput: This metric evaluates the time required
for the model to generate responses and the number of responses it
can produce within a given time frame. It is particularly significant
for real-time applications where responsiveness is a critical factor.
Ensuring low latency and high throughput is essential for scenarios
that demand immediate interaction or decision-making, making
this metric a key consideration in assessing the practical usability
of LLMs in time-sensitive environments.
Cost: This metric assesses the number of tokens generated by
the LLM during the entire process of addressing a user request. It
includes tokens used in reasoning through the chain of thought,
executing the necessary steps to reach a conclusion, and formatting
the final response. Monitoring token usage is crucial for under-
standing the model’s efficiency and cost-effectiveness, particularly
in scenarios where token limits or financial costs are tied to the
usage of the LLM.

3 THE AIOPS FRAMEWORK
In this section, we describe our methodology for conducting AIOps-
oriented experiments using an LLM-powered agentic approach.
The core concept involves developing an integrated chatbot that
IT operations professionals can engage with to streamline their
daily tasks. Below, we delve into the integration of LLMs and the
utilization of available tools within the target system to execute
various operational activities effectively.

3.1 Integration Overview
Our evaluation system is the RedHat OpenShift [27] platform,
a Kubernete-based PaaS frameworks [14], combined with a cus-
tom business application modeled as a black-box using the Wire-
Mock [34] testing framework. Applications in OpenShift are orga-
nized within namespaces to group or isolate them based on secu-
rity requirements. These applications can operate as standalone
components or be managed by operators, which automate tasks
like creation, configuration, and management of Kubernetes-native
(Knative) application instances. The ecosystem includes operator-
managed applications, standalone applications, and platform base-
line tools supporting business Knative applications, security, and
lifecycle management.

Our chatbot, a Knative application, interfaces with IT operations
professionals, leveraging an LLM and specialized tools to handle re-
quests. Key components of this chatbot include: (1) A user interface
for input, bypassed in our testing as we used predefined queries.
(2) An LLM client module to interact with an LLM inference server.
Optional memory components can enable conversational capabili-
ties but may interfere with reasoning (see Section 5). We utilized
LangChain [16] and LangGraph [17] for this integration. (3) A set
of tools integrated with the LLM client via LangChain, LangGraph,
and Pydantic [26]. Pydantic defines tool interfaces for the LLM,
specifying expected inputs, outputs, and formatting instructions to
ensure seamless interaction and result interpretation.

For our experiments, we created a list of custom-made tools,𝑇 <

𝑛 >, with 𝑛 ∈ [1, 9], built using the Python programming language
and the supporting libraries. The purpose of these tools is to help in
various ITOM tasks such as capacity planning, procedure summary
extraction, platform deployment and configuration information,
platform and application KPI extraction for a defined datetime
range with CSV and graphical outputs. In Section 3.2, we describe
how the LLMs utilize these tools to respond to user queries. In
Section 3.3, we describe the user queries we created to perform our
tests alongside the tool or the list of tools the LLMs must use to
correctly respond to queries. Next, we name the tools and briefly
describe them.

T1, MLASP [30]: is a machine learning based capacity planning
tool that generates a set of parameter configurations (e.g., size of
a thread pool) to support a desired KPI value for the WireMock
application.

T2, RAG: a tool that gives the LLM the ability to search a special-
ized vector database that contains encoded documentation about
the Red Hat OpenShift AI operator, including procedure description
and how-to information. The LLM can inspect this database to ob-
tain information based on the received query and then summarize
a response to the user.

T3, Time info: a tool that calculates the timestamp, the iso-
formatted string, and the timezone string of the requested time
information. Returns a Python object containing the timestamp
value, the ISO formatted string of the date-time value, and the
timezone string.

T4, List operators: is used to find information about operators
installed within a namespace. The response may contain informa-
tion such as the name of the operator, its version, and deployment
status.

T5, Pod summary: is used to summarize information about the
pods that exist in a namespace. A pod is a Kubernetes abstraction
that represents a group of one or more application containers and
some shared resources for those containers (e.g., shared storage,
networking cluster, etc.). The tool returns an object containing
the name of the namespace and pod state (e.g., running, stopped)
and pod counter information. For the running pods, it also returns
its name and, if available, any service information such as service
name, service ports, and route.

T6, Service summary: is used to summarize service information
in an OpenShift namespace. It returns an object containing the
name of the namespace and a list of the available services and their
properties, such as name, port numbers, and route information.
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T7, Prometheus metric names: list available metric names
in a Prometheus [25] instance using an input filter. Prometheus is
an open-source technology designed to provide monitoring and
alerting functionality for cloud-native environments, including
Kubernetes. The inputs for this tools are a filter name and value
for the filter (e.g. input filter name is ’namespace’ and filter value is
’demo’). It returns a list containing the available metric names.

T8, Prometheus metric data range: is used to list the applica-
tion metric values and associated timestamps between a start and
an end timestamp interval for a given metric name stored within a
Prometheus instance. It returns a pydantic object containing the list
of the desired application metric values and associated timestamp
information.

T9, Plot prometheus metric range data as file: is used to
create a file with the plot of the instantaneous rate (irate) of an
application metric values and associated timestamps between a
start and an end timestamp interval for a given metric name stored
within a Prometheus instance. It returns a string containing the
name of the file containing the plot.

The tools listed above enable us to test a limited range of IT Op-
erations Management (ITOM) operations and scenarios. However,
the use cases they support are sufficient to evaluate and report on
the performance of various LLMs. Naturally, this toolset can be
expanded to incorporate additional tools, thereby broadening the
ITOM management capabilities of the LLM-powered AI assistant
and supporting a wider array of operational tasks.

3.2 ReAct Large Language Model Agents
The AI assistant for ITOM tasks is powered by the ReAct [38] (Rea-
son and Act) framework. ReAct enhances Large Language Model
(LLM)-based agents by integrating reasoning and action tasks into
a unified approach. These agents combine the natural language
understanding and generation capabilities of LLMs with the ability
to interact with external tools and environments, enabling them
to provide sophisticated, context-aware, and actionable responses.
ReAct-based agents excel in analyzing problems, performing nec-
essary actions (e.g., querying a database or using an API), and
refining their understanding based on action outcomes. This inte-
grated reasoning and acting approach employs chain-of-thought
prompting [33], allowing agents to generate intermediate reason-
ing steps. This enhances reasoning transparency and significantly
improves their ability to manage complex, multi-step tasks. Most
importantly, ReAct agents utilize external tools, APIs, and databases
to access real-time information and perform computations beyond
their pre-trained knowledge. This capability extends the agent’s
functionality, enabling accurate, timely, and actionable responses
that are critical for IT operations management.

To build our agent, we use the standard ReAct instructions pro-
vided in the LangGraph [17] library. The LangChain [16] and Lang-
Graph frameworks offer a high-level abstraction for interactingwith
various large language models (LLMs) across different providers
and model variants. This abstraction ensures consistency during
testing by accommodating the unique prompt formats and data-
passing requirements of different LLMs. Leveraging these frame-
works eliminates the need for custom integration code for each

model, simplifying the experimentation process. To maintain con-
sistency and avoid introducing potential biases that could influence
the behavior of the evaluated LLMs, we rely on the default prompts
provided for each model.
Answer the following questions as best you can.
You have access to the following tools:

{tools}

Use the following format:

Question: the input question you must answer
Thought: you should always think about what to do
Action: the action to take, should be one of
[{tool_names}]
Action Input: the input to the action
Observation: the result of the action
... (this Thought/Action/Action Input/Observation
can repeat N times)
Thought: I now know the final answer
Final Answer: the final answer to the original input
question

Begin!

Question: {input}
Thought:{agent_scratchpad}

This agent-driven strategy improves operational efficiency by
minimizing the cognitive load on IT teams, enabling quicker issue
resolution, and supporting seamless continuous deployment and
application scaling. Ultimately, this integration facilitates a more
intelligent, agile, and scalable IT infrastructure that drives better
business outcomes.

3.3 Evaluating LLM Powered Agents in AIOps
Context

The overall evaluation process is illustrated in Figure 1. We evaluate
the capabilities of different LLMs to act as AI assistants for ITOM
tasks by asking them to respond to a list of queries detailed in
Table 1. The queries are a mix of general-purpose queries (e.g., Q-
01, Q-02, Q-08), specific platform-related queries (e.g., Q-05, Q-10,
Q-13), and target application management questions (e.g., Q-21,
Q-23, Q-24). In order to respond to these queries, the LLMs must
use their training data, or the available list of tools. Additionally, we
categorize these queries into two distinct types: Simple Reasoning
(SR): where the LLM must respond by relying solely on its training
data or, at most, utilizing one tool; andAdvanced Reasoning (AR):
where the LLM must identify multiple tools to use and construct a
workflow in which the tools are employed in the correct sequence.
In advanced reasoning scenarios, the LLM is also responsible for
formatting the data as required before using a tool, and the same
tool may be invoked multiple times with varying inputs.

We test these questions on multiple large language models and
various variants of the same model, assessing their responses for
accuracy and collecting key performance metrics such as response
time and the average number of tokens consumed to produce an
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Initialize environment
(API keys, etc.)

Select LLM and
initialize client

Claude-3_5-sonnet
Claude-3-opus

...
GPT-4o

...

Load Tools

Load Queries

Q-01
Q-02

...
Q-25

No

Yes

Queries
Completed?

Yes

No

All LLMs 
Tested?

Process QueryMonitor and
collect KPI

time_tool
rag_tool

mlasp_tool
...

Aggregate Results

Select Next Query
(Loop Over)

Yes

No 10-fold
Completed?

End

Figure 1: An example workflow for LLM performance evalu-
ation in an AIOps context.

answer. To evaluate each model’s robustness and consistency, we
ask each model the same question 10 times. We evaluate our queries
on the following list of commonly-used LLMs: from the Anthropic
family: Claude 3.5 Sonnet, Claude 3 Haiku, and Claude 3 Opus;
from the Mistral family: Mistral Largest, Mixtral 8x22B, and Mistral
Small 7B; from the OpenAI family: GPT 3.5 Turbo, GPT 4-o, GPT
4-o Mini, and GPT 4 Turbo.

4 CASE STUDY RESULTS
In this section, we discuss the results of the different LLM powered
agents’ performance in an AIOps setting. Due to space constraints,
we only discuss the overall results, while the full results for each
individual question are available online [6]. The experimentation
approach applicable to all our research questions is the following:
we perform the procedure described in Section 3.3 and depicted in
Figure 1 for each LLM mentioned and each query formulated in
that section.

4.1 RQ1: How accurately do different LLMs
perform on a set of IT Operations tasks?

Motivation: Large LanguageModels are different from one another
from multiple perspectives, such as training data, architecture, and
number of parameters, which can affect the abilities on performing
IT Operations tasks. Given these differences we want to evaluate
how accurately different models perform on ITOM tasks.
Results: Table 2 summarizes the accuracy of the models we tested,
following the outlined process in our approach. We notice that
some models perform better on simple reasoning tasks, some on
the advanced reasoning ones, while some perform similarly well
on both type of tasks. We find that the Anthropic models family
is the best in class for simple reasoning and OpenAI’s models are
better on advanced reasoning. Looking at the lower level details for
advanced reasoning, the Claude 3.5 Sonnet and Claude 3 Opus have
high accuracy rates for advanced reasoning, however the answers
they provided there lacked the details and completeness provided
by the GPT-4 models.

Surprisingly, GPT 3.5 was not able to correctly respond to any
of the advanced reasoning tasks as it was not able to create the
correct workflow and tool chaining required by the query. We

Table 1: Large Language Model Agents for AIOps Evaluation
Queries. Cat. shows the category of the question, where SR
means SimpleReasoning (use atmost one tool) andARmeans
Advanced Reasoning (use multiple tools).

Q#. Cat. Tools Query Text
Q-01 SR - Hi, who are you?
Q-02 SR - What tools do you have access to?
Q-03 SR - Give me the list of tools you have access to.
Q-04 SR - Give me the list and a short description of the

tools you have access to.
Q-05 SR T4 What operators are in namespace demo?
Q-06 SR T4 What operators are in namespace demo? Please

provide only the name and the version for each
operator.

Q-07 SR T2 How can I create a Data Science Project?
Q-08 SR - Can you describe Paris in 100 words or less?
Q-09 SR - Is there a river?
Q-10 SR T5 Tell me about the pods in namespace demo.
Q-11 SR T5 Give me a summary of the running pods in

namespace demo. Please include service and
route information in the response.

Q-12 SR T5 Give me the complete summary of the pods in
namespace demo.

Q-13 SR T5 Give me a summary of the running pods in
namespace demo. Give me only the names and
the route if they have one.

Q-14 SR T3 What day is today?
Q-15 SR T3 What is the current date time?
Q-16 SR T3 What is the current timestamp?
Q-17 SR T3 What is the timestamp and date time for 3 hours

ago?
Q-18 SR T3 What is the timestamp and date time for 3 hours

from now?
Q-19 SR T3 What is the timestamp and date time for 3 hours

ago?
Q-20 SR T6 Is there a prometheus service running in names-

pace demo? If so, give me its name and port
values.

Q-21 AR T6,
T7

Find out the service name and port number of
the Prometheus service running in namespace
demo. Then use that information to retrieve the
list of metrics filtered by namespace demo.

Q-22 AR T6,
T7

Find out the Prometheus service name and port
number running in namespace demo. Give me
all the metrics stored by it that have a name that
starts with load_generator.

Q-23 SR T1 What configuration of WireMock supports a
throughput KPI of 307 within a 2.9 percent pre-
cision? Search for 100 epochs to find the result.

Q-24 AR T3,
T6,
T9

Find out the Prometheus service name and port
number running in namespace demo. Use it to to
plot all the prometheus metric data for the met-
ric load_generator_total_msg starting 40 days
ago until now. Return only the file name and
nothing else.

Q-25 AR T3,
T6,
T8

Find out the Prometheus service name and port
number running in namespace demo. Use that to
get all the prometheus metric data for the metric
load_generator_total_msg starting 40 days ago
until now. Print out only the metric values and
their associated timestamp as a CSV table.
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Table 2: RQ1 - Large Language Model Agents solving task
accuracy in AIOps Context.

Model SR Task AR Task
(0..1 tools) (2+ tools)

Claude 3.5 Sonnet 95.23% 95%
Claude 3 Haiku 89.52% 30%
Claude 3 Opus 90% 95%
Mistral Largest 94.76% 45%
Mixtral 8x22B 2.38% 0%
Mistral Small 7B 76.19% 0%
GPT 3.5 Turbo 85.71% 0%

GPT 4-o 87.14% 100%
GPT 4-o Mini 85.71% 77.5%
GPT 4 Turbo 85.71% 90%

also note that within the Mistral family of models, the mixture of
experts model Mistral 8x22B hallucinated most responses. Given
that this model is closed source, we cannot determine the specific
reasons behind its suboptimal behaviour.We also notice that despite
their reduced size, smaller models can still demonstrate notable
efficiency in reasoning and selecting appropriate tools to complete
tasks, as was the case of Mistral Small 7B. Due to space constraints
we only provide the summary, however, the full results, for each
question, are available in the GitHub repository [6]. Additionally,
further details and explanations regarding various aspects of model
responses and their accuracy are discussed in Section 5.

Except for Mixtral 8x22B, all tested LLMs adhered to the Re-
Act principles and effectively utilized the available tools when
the instructions were unambiguous. Among the models, the
GPT family demonstrated the best overall performance for
advanced reasoning, with GPT 4-o leading in accuracy and re-
liability, while the Claude model family performed best on sim-
ple reasoning. Conversely, Mixtral 8x22B exhibited the worst
performance, frequently hallucinating responses, and did not
incorporate the tools provided.

4.2 RQ2: How fast do different LLMs perform
on a set of IT Operations tasks?

Motivation:Building on the previously discussed differences among
LLMs, we evaluate how quickly various models respond to user
requests. Specifically, we record the 50th percentile (median), 90th
percentile, and maximum response times (in seconds) for models
differing in size, architecture, context window, and training data.
These measurements are crucial for tasks requiring quick responses,
such as real-time applications in chatbots, virtual assistants, cus-
tomer support systems, and preventive maintenance workflows.
Delayed responses can lead to user frustration, decreased engage-
ment, and perceptions of system unreliability.

Evaluating response times at the 50th percentile (median) and
90th percentile offers a comprehensive view of performance. The
50th percentile reflects the typical response time, experienced by
half of the users, representing general system efficiency. The 90th
percentile highlights the response time belowwhich 90% of requests

are completed, revealing tail-end delays that can significantly im-
pact user satisfaction. By analyzing these metrics, developers can
identify latency bottlenecks and optimize system performance to
deliver consistent, timely responses for a majority of users, ensuring
both reliability and effectiveness.
Results: In Table 3, we summarize the performance metrics ob-
served as part of this research question. Due to space restrictions,
we report the average time taken to respond in the class of tasks
(simple reasoning and advanced reasoning); however, full details
per query are available in the GitHub repository [6].

Response times should always be assessed in conjunction with
the accuracy of the responses to provide meaningful insights. Eval-
uating these metrics together allows for a more comprehensive
understanding of a model’s performance, particularly in scenarios
where speed and correctness are both critical. Without this context,
fast response times may overshadow inaccuracies, or highly accu-
rate responses may not meet the time requirements for real-time
applications. With this perspective, we find that for SR queries,
OpenAI models generally respond the fastest, closely followed by
Anthropic models. Notably, Claude 3 Haiku emerges as the fastest
responder for SR queries based on P-50 response times. The Mistral
family models, except for Mixtral 8X22B, also deliver competitive
response times for SR tasks. For AR queries, the response times
amongmodels capable of solving these queries are relatively similar.

However, smaller models within a family generally respond
about 50% faster than their larger counterparts. When consider-
ing both response time and accuracy, OpenAI models, particularly
GPT-4o, stand out as the fastest models offering the best responses.
On the other hand, the Mistral models, particularly Mixtral 8x22B,
perform the worst. While Mixtral 8x22B returned hallucinated re-
sponses quickly, it was unable to resolve any of the AR queries.
However, for SR queries, the Mistral Small 7B model remains a
viable option due to its overall accuracy as observed in RQ1. Bal-
ancing its relatively fast response times with reasonable accuracy
could make it acceptable for specific ITOM operations scenarios
where precision is not the primary concern.

We notice that larger models tend to take more time to respond
to complex queries due to their larger parameter sizes, which enable
them to handle and process more intricate tasks successfully. We
further observe that response times are also influenced by other
factors, such as the performance of the tools invoked during the
process, the number of tools required to generate a response, the
internal reasoning time of the LLM, and the payload transfer times
between the LLM and the tools. These elements collectively con-
tribute to the overall latency, and larger models often trade off
response speed for their ability to manage greater task complexity
and deliver accurate results.

Response times must be evaluated in context and alongside the
accuracy of the responses. In this context, and considering all
response times, OpenAI models generally respond the fastest
on both SR and AR queries. However, based on the P-50 metric
values, for SR queries, Claude 3 Haiku emerges as the fastest
model, where for AR queries, the GPT-4o is the fastest.
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Table 3: RQ2 - Large Language Model Agents solving task
average response times (in seconds) in AIOps Context.

Model Metric SR Task AR Task
(Average) (0..1 tools) (2+ tools)

Claude 3.5 P-50 6.41 19.14
Sonnet P-90 7.12 20.54
Claude 3 P-50 3.14 9.07
Haiku P-90 4.38 16.08

Claude 3 P-50 18.18 48.38
Opus P-90 20.97 55.12
Mistral P-50 8.36 71.95
Largest P-90 12.31 88.04
Mixtral P-50 4.73 6.88
8x22B P-90 5.72 7.17
Mistral P-50 4.72 9.12
Small 7B P-90 5.17 9.42
GPT 3.5 P-50 3.45 6.99
Turbo P-90 4.25 7.35
GPT 4-o P-50 4.47 46.12

P-90 5.69 54.42
GPT 4-o P-50 4.13 22.08
Mini P-90 6.06 28.61
GPT 4 P-50 9.17 48.62
Turbo P-90 10.53 54.99

4.3 RQ3: How verbose do different LLMs
perform on a set of IT Operations tasks?

Motivation: Building on the differences between LLMs mentioned
earlier, we assess how verbose each model is when responding to
user requests by calculating the average number of tokens used
per response. This average is determined by repeating the same
request 10 times and recording the token count for each response.
Measuring verbosity is important because it impacts both response
time—longer responses take more time to stream and require more
effort for a human to process—and operational costs, especially for
third-party-hosted models where usage is billed per token. Further-
more, a verbose model with a limited context window may face
constraints in addressing complex queries or executing intricate
workflows effectively.
Results: In Table 4, we present the verbosity results for various
LLMs as they perform AIOps-related tasks. Similar to the obser-
vations in prior research questions, a model’s verbosity is closely
linked to its task-solving capability. Generally, larger models tend
to provide more verbose answers. Additionally, verbosity varies
between models from different providers, even when they belong
to similar classes (e.g., Anthropic’s Claude 3.5 Sonnet, Mistral’s
largest model, and OpenAI’s GPT 4-turbo). This highlights provider-
specific differences in how models approach and structure their
responses.

In general, Anthropic’s Claude family models exhibit the highest
verbosity, even though their responses are not as complete or accu-
rate as those of OpenAI’s GPT models. For example, Claude models
consistently truncated their responses to query Q-25, whereas GPT
4-turbo provided a complete response. The verbosity of the Mistral

Table 4: RQ3 - Average token count (verbosity) of Large Lan-
guage Model Agents solving tasks in AIOps Context.

Model SR Task AR Task
(0..1 tools) (2+ tools)

Claude 3.5 Sonnet 5420.3 42768.1
Claude 3 Haiku 5564.6 46535.7
Claude 3 Opus 5892.6 44648.5
Mistral Largest 6066.8 39877.6
Mixtral 8X22B 2803.4 3007.3
Mistral Small 7B 4162.7 4619.5
GPT 3.5 Turbo 3242.3 2722.6

GPT 4-o 3031.6 25965
GPT 4-o Mini 3065 20900.7
GPT 4 Turbo 3081.3 24308.5

family models is often comparable to that of the Claude family,
but only when correct responses were recorded. This highlights
differences in verbosity that do not always correlate with response
quality or completeness.

Overall, the OpenAI model family demonstrates the most effi-
ciency in token usage for both SR and AR queries, while the
Anthropic models tend to be the most verbose. This distinction
is critical as it directly impacts the operational cost of using
the model for ITOM tasks. More verbose models can signifi-
cantly increase overall costs, making them less appealing from
a project cost management perspective.

5 DISCUSSIONS
In this section, we present the key observations gained from our
evaluation of the tools we developed for the LLM agents and their
integration into the Red Hat OpenShift [27] platform.

5.1 Understanding AI Assistants Behavior With
and Without A Memory Component

Chat agents can be implemented with or without a memory compo-
nent. Having amemory component retains aspects of earlier queries.
While using a memory component may enhance the conversational
experience by enabling follow-up queries and maintaining context,
it introduced unexpected behavior in our experiments. For instance,
it worked well for queries Q-08 and Q-09, where continuity was
beneficial. However, for queries Q-15 through Q-25, the memory
component caused incorrect responses, as the LLM failed to calcu-
late updated timestamp information. To ensure accurate responses
for real IT operations queries, we disabled the memory component.
This adjustment allowed the agents to provide correct calculations
but resulted in 100% incorrect responses for Q-09, as the LLM could
no longer infer context from Q-08 (e.g., the expected response for
Q-09 would reference the river Seine).

Removing the memory component also addressed issues with
models that have shorter context windows, as these windows are
directly affected by the length of the chat history. Additionally,
in many IT operations tasks, the responses generated (e.g., Q-24
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returns a file name) are not reusable in subsequent queries, making
the memory feature less practical. However, we recognize that, in
certain scenarios, chat history can be valuable. For example, after
solving Q-23, a user might want the agent to apply the response
on the system using an available tool. Balancing these consider-
ations, we opted to remove the memory component to prioritize
correctness in task-oriented queries.

5.2 Understanding Model Evaluations In
Context

In the detailed responses for RQ1 available in the GitHub reposi-
tory [6], we noted that queries Q-04 and Q-21 were not successfully
resolved by the GPT 3.5 turbo model due to an internal processing
error reported by the integration library. The correlation between
token count and query results is particularly evident in these two
cases. In the same repository for details of RQ3, the token count
is recorded as zero for these queries, even though the model took
some time before returning an error, as reflected in the detailed
response time metrics of RQ2 [6]. This highlights a disconnect
between the processing time and token generation in the case of
internal model errors.

5.3 Understanding Model Strengths and
Weaknesses for Advanced Reasoning Tasks

Some of the queries used in our tests to evaluate the agents’ reason-
ing capabilities required the detection and correct sequential use
of multiple tools, including repeated use of the same tool within a
single workflow. For example, Table 5 outlines the correct reason-
ing process and the steps taken by the LLM to solve such a task.
The response was successfully generated by OpenAI’s GPT 4-turbo,
demonstrating its ability to handle complex workflows and execute
tasks in the appropriate order.

The process begins with the agent receiving the input query in
step 1. In step 2, the agent generates a brief summary of the reason-
ing approach needed to solve the task. In step 3, the agent identifies
the initial tool required, which is the Summarize_Services_Infor-
mation_In_OpenShift_Namespace tool. This tool is used to retrieve
the Prometheus service name and port number for the Prometheus
operator instance running in the specified namespace—demo, in
this case. The tool’s output is a list of Pydantic objects, which the
LLM parses and provides as an observation in step four. During step
4, the LLM also outlines the next steps to be taken. In step 5 through
8, the agent uses the Get_timestamp_and_time_ISO tool twice to
calculate the timestamps for the required time range. These times-
tamps are then utilized in step nine with the File_create_plot_irate
tool to generate the plot. The execution of the tool in step 9 returns
the plot as a file. Finally, in step 10, the agent executor reviews the
results, concludes that the response is complete, and returns the
file name as the final answer.

As illustrated in the detailed results on GitHub [6], seven of the
10 models tested were able to respond to Q-24 with varying levels
of precision, with six models achieving an accuracy rate greater
than 80%. Upon examining the chain call logs, the following reasons
for model failures were identified: Hallucinations: The model hal-
lucinates the date range instead of utilizing the tool to compute
the correct time interval. Query Deflection: The model fabricates

Table 5: Query Q-24 correctly solved by GPT 4-turbo agent.

Step# Agent Activity
1 Input: Find out the Prometheus service name and port num-

ber running in namespace demo. Use it to to plot all the
prometheus metric data for the metric load_generator_to-
tal_msg starting 48 hours ago until now. Return only the
content string of the tool and nothing else.

2 Entering new AgentExecutor chain... To solve the question,
I need to first identify the Prometheus service name and
port number in the "demo" namespace. Then, I will use this
information to plot the Prometheus metric data for "load_-
generator_total_msg" from 48 hours ago until now.

3 Action: Summarize_Services_Information_In_OpenShift_-
Namespace
Action Input: {"namespace": "demo"} namespace = ’demo’
svc_summary = [ServiceInfo (name = ’grafana-demo-
service’, ports = [PortInfo (port=3000, name = ’grafana’, pro-
tocol = ’TCP’)], route = ’http://grafana-demo.apps.cluster-
dnjmk.dnjmk.sandbox1590.opentlc.com/’), ServiceInfo
(name = ’influxdb’, ports = [PortInfo (port = 8086, name
= ’No name available’, protocol = ’TCP’)], route = ’un-
available’), ServiceInfo (name = ’load-generator’, ports =
[PortInfo ( port = 9090, name = ’metrics-app’, protocol
= ’TCP’), PortInfo (port = 9100, name = ’metrics-node’,
protocol = ’TCP’)], route = ’unavailable’), ServiceInfo
(name = ’prometheus-operated’, ports = [PortInfo (port
= 9090, name = ’web’, protocol = ’TCP’), PortInfo (port
= 10901, name = ’grpc’, protocol = ’TCP’)], route =
’unavailable’)]

4 From the observation, the Prometheus service in the "demo"
namespace is named "prometheus-operated" and it uses port
9090 for web access. Next, I need to get the current time and
the time 48 hours ago to define the time range for plotting
the metric data.

5 Action: Get_timestamp_and_time_ISO
Action Input: {"time_value": "now", "time_metric": "sec-
onds", "ago_flag": 0} timestamp = 1730500568.411993 date_-
time_iso_format_string = ’2024-11-01T18:36:08.411993-
04:00’ timezone = ’America/New_York’

6 Now I have the current timestamp. Next, I need to calculate
the timestamp for 48 hours ago.

7 Action: Get_timestamp_and_time_ISO
Action Input: {"time_value": 48, "time_metric": "hours",
"ago_flag": 1} timestamp = 1730327770.333979 date_time_-
iso_format_string = ’2024-10-30T18:36:10.333979-04:00’
timezone = ’America/New_York’

8 Now I have the timestamp for 48 hours ago. With both
timestamps, I can proceed to plot the metric data for "load_-
generator_total_msg" from 48 hours ago until now using
the Prometheus service details.

9 Action: File_create_plot_irate
Action Input: {"prom_service": "prometheus-operated",
"prom_namespace": "demo", "prom_port": 9090, "met-
ric_name": "load_generator_total_msg", "metric_-
range_start": 1730327770.333979, "metric_range_end":
1730500568.411993} file_name=’FILE-plot-load_generator_-
total_msg-1730327770-1730500568.png’

10 I now know the final answer
Final Answer: FILE-plot-load_generator_total_msg-
1730327770-1730500568.png
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a response by suggesting what the user should do to obtain the
answer, rather than directly addressing the query. This could also
be considered a form of hallucination. Flawed Reasoning: The
model fails to create the appropriate workflow and sequence of tools
necessary to solve the task, ultimately responding that it could not
find any relevant information. In some instances, models from the
Anthropic family fail to determine the correct order for utilizing
tools (notably, the timestamp calculation tool). However, they often
manage to correct these errors during execution. Although this
ability to recover from erroneous reasoning is a positive trait, it
comes at the cost of increased response time and higher token con-
sumption. This inefficiency could make the approach economically
impractical for operations teams.

Surprisingly, although Q-25 is nearly identical to Q-24 in terms
of reasoning requirements, only GPT 4-turbo and GPT 4-o models
managed to handle it effectively. Other models faced challenges in
providing responses, which included: Response Truncation: This
occurred in the case of Anthropic models. The impact of truncation
depends on how the resulting information is used. If the output
is solely for display or review, truncation may not be problematic.
However, if the result is intended for further processing, such as
input into a reporting tool for additional calculations, truncation
should be considered a processing error. Improper Tool Usage:
Models like Anthropic Claude 3 Haiku, OpenAI’s GPT 3.5 turbo, and
GPT 4-o mini struggled with correctly utilizing tools, particularly
the timestamp calculation tool. Response Hallucination: This
was observed inMistralAI’sMixtral 8x22B andMistral Small models,
where they fabricated answers instead of generating them through
tool use. Timeouts: The Mistral Largest model failed to respond
within the allocated time, leading to a timeout.

MistralAI offers an LLM variant in the Mixtral8 family that oper-
ates as amixture of experts, with different weight variants. However,
our experiment revealed that this model was the poorest performer.
It frequently hallucinated responses to IT operations tasks and con-
sistently failed to utilize the tools provided for calculations. Due to
its closed-source nature, identifying the underlying cause of this
behavior was not possible. We suggest future research to refine
the agentic approach and re-assess the capabilities of this model,
particularly with improved tuning and configuration.

In summary, the best performing models were the larger ones
in the GPT-4 family, specifically GPT-4 turbo and GPT-4-o. Inter-
estingly, modifying the Q-07 query to include the product name
from the documentation stored in the RAG database significantly
improved the model’s performance on this query, emphasizing
the importance of specificity in the query prompt. Conversely, the
Mixtral 8x22B model was the poorest performer. However, Mistral
Small 7B demonstrated acceptable results in most scenarios, mak-
ing it a viable option for local deployments where enhancements
in performance and cost efficiency are priorities, as discussed in
RQ2 4.2 and RQ3 4.3.

6 THREATS TO VALIDITY
Internal validity. As previously mentioned, our experiments were
conducted exclusively using the Python variants of the LangChain [16]
and LangGraph [17] libraries. We did not evaluate the behavior or
functionality of their JavaScript counterparts. Future studies could

explore whether the JavaScript implementations exhibit differences
in performance, compatibility, or usability compared to the Python
variants.
External validity. Threats to external validity relate to the gener-
alizability of our findings. Our experiments were conducted using
one family of frameworks for Large Language Model integration:
LangChain [16] and LangGraph [17]. These libraries abstract the
implementation details necessary to interact with specific LLMs,
utilizing the SDKs provided by the model providers. However, other
frameworks, such as LLamaIndex [21], offer comparable function-
alities and may provide additional insights. Future studies could
explore these alternative frameworks to assess their effectiveness
and evaluate how they compare to LangChain and LangGraph in
terms of flexibility, performance, and usability.

Additionally, abstraction frameworks like LangChain and Lang-
Graph might impose certain limitations compared to using the
native SDKs of specific models. These frameworks are designed
to provide a unified interface across multiple models, which can
sometimes lead to the omission of unique features available in
model-specific SDKs. Consequently, failing to leverage the special-
ized functionalities offered by dedicated SDKs could impact the
overall performance and efficiency of the agent. Future research
could explore the trade-offs between using abstraction frameworks
and native SDKs to optimize agent capabilities.
Construct validity. Our experiments utilized specific versions of
the LangChain [16] and LangGraph [17] libraries, namely 0.2.12 and
0.2.10, respectively. It is important to note that newer versions of
these libraries may exhibit different behaviors, potentially incorpo-
rating improvements to the client-side handling of LLM instances.
Additionally, our experimental setup depended on the serving capa-
bilities provided by the LLM model providers (OpenAI, Anthropic,
MistralAI) and their assurances regarding runtime compatibility
with the integration libraries used in our study.

As Anthropic and OpenAI models are fully closed, we were
unable to evaluate their agentic functionality in custom, locally de-
ployed runtimes.While it is technically possible to test theMistralAI
model family in a local environment, the high compute require-
ments (both CPU and GPU) for larger models rendered this option
cost-prohibitive. However, we conducted tests with the Mistral
Small 7B model locally using a vLLM [32] runtime. Unfortunately,
we were unable to replicate the results obtained from the MistralAI
endpoints. This inconsistency arose from a missing feature in the
vLLM-LangChain integration library at the time of our experiments,
specifically the absence of the bind_tools function. Future studies
may address these limitations by exploring other runtime servers
or re-evaluating the vLLM serving runtimes once the missing func-
tionality becomes available.

7 RELATEDWORK
The integration of Large Language Models (LLMs) into Artificial
Intelligence for IT Operations (AIOps) represents a transformative
advancement in the management and maintenance of IT systems.
Models such as OpenAI’s GPT-4 and Anthropic’s Claude exhibit
remarkable proficiency in comprehending and generating human-
like text, making them valuable tools for enhancing numerous
aspects of IT operations.
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There are different research areas on utilizing LLMs for AIOps. One
prominent area focuses on log analysis, encompassing subfields
such as log parsing [12, 23, 24, 37], log anomaly detection [9, 20],
and logging statement generation [19, 36]. IT systems generate vast
quantities of unstructured and complex log data, and researchers
are investigating how Large Language Models (LLMs) can process
and interpret this data to uncover patterns, detect anomalies, and
predict potential system failures. By understanding the context em-
bedded within log messages, LLMs can proactively identify issues
before they escalate, thereby minimizing downtime and enhancing
system reliability. Unlike these studies, our research shifts focus
from log analysis to addressing remediation workflows and proce-
dures, highlighting a distinct contribution to the AIOps landscape.
Another research path focuses on automating incident manage-
ment and response. Studies in this area [8, 11, 29, 39] demonstrate
how Large Language Models (LLMs) can be leveraged to interpret
alerts, correlate events, and recommend remediation steps. LLMs
can also generate incident reports, summarize critical findings, and
automate communication between IT teams. This capability not
only expedites the incident resolution process but also reduces the
cognitive load on IT staff, enabling them to dedicate more time to
strategic tasks. While our work is applicable to incident manage-
ment, the agents we develop—with their integrated toolsets—are
designed for broader use, including preventive maintenance. Fur-
thermore, to the best of our knowledge, our research is the first to
combine predictive machine learning models with LLMs in AIOps,
specifically addressing capacity planning challenges.

8 CONCLUSIONS
The advent of Large Language Models (LLMs) introduces transfor-
mative opportunities for managing large-scale systems. Incorporat-
ing LLM-powered agents equipped with tools significantly reduces
operational burdens. When paired with predictive machine learn-
ing (ML) tools, these agents revolutionize modern IT operations
and business processes. They merge the natural language under-
standing and contextual reasoning capabilities of LLMs with the
advanced data analysis and forecasting strengths of predictive ML
models. This powerful combination enables them not only to inter-
pret complex queries but also provide proactive, actionable insights
and predictions to maintain service level agreements (SLAs). By in-
tegrating predictive tools, these agents shift from reactive responses
to a forward-thinking approach, improving decision making, mini-
mizing downtime, optimizing resource utilization, and improving
overall operational efficiency.

Furthermore, during anonymous surveys conducted at various
events showcasing AIOps capabilities for managing Kubernetes-
based infrastructure using an agentic approach with large language
models, respondents expressed positive feedback. The concept was
well received by diverse groups in the software industry, including
development, infrastructure, and operations teams. This feedback
aligns with the growing industry trend towards adopting AI-based
agentic approaches to operational task management. The code
and experimental results of this study are publicly available in the
GitHub repository [6].

Although we have proposed methods to improve the efficiency
of various IT operations management processes, several challenges

persist that require further investigation and exploration: 1) Eval-
uating Agentic frameworks: We previously mentioned that our
LLM-powered agents were implemented using one family of frame-
works: LangChain [16] and LangGraph [17]. While these libraries
support a range of models, alternative libraries, such as LLamaIn-
dex [21], offer comparable functionalities and merit further explo-
ration. Additionally, developing agents using native SDKs could
present distinct advantages over generic abstraction frameworks
like LangChain and LangGraph. By utilizing specialized function-
alities available in native SDKs, performance and flexibility might
be enhanced, providing benefits beyond the generalized features
offered by abstraction frameworks. 2) Improving Cost Efficiency
for Agentic AIOps: As presented in Section 4.3, the use of LLM-
powered agents in IT Operations management can be costly, both in
terms of the time required to generate responses and the financial
expenses tied to token usage. With the advancement of LLMs and
the growing availability of open-source models, it is worthwhile to
examine the performance of these agents when deployed locally
on the same platform (e.g., RedHat OpenShift [27]) where tools,
data, and other managed workloads reside. The local deployment
of LLMs has the potential to achieve significant operational ex-
penditure (Opex) savings. This cost reduction could facilitate the
testing and implementation of autonomous monitoring agents ca-
pable of continuous 24x7 monitoring of application ecosystems.
These agents could also leverage tools to perform preventive main-
tenance, such as real-time parameter adjustments (e.g., integrating
MLOLET [31] and MLASP [30] approaches) and recovery actions
for monitored applications. This strategy could expand the accessi-
bility and scalability of agents for AIOps applications, improving
operational efficiency while lowering costs.

In this paper, we discuss the use of Large Language Models for
adding AIOps Capabilities to Large-Scale Systems. Our contribu-
tions are:

(1) We perform an empirical study that evaluates the effective-
ness of LLM-powered agents in executing IT Operations
management tasks, including capacity planning. The study
examines the agents’ performance based on their accuracy
in resolving user queries, the time required to address these
queries, and their associated costs, measured in token usage.

(2) We compare the performance of various state-of-the-art mod-
els across diverse scenarios. Our findings reveal that Ope-
nAI’s fourth-generation GPT family consistently achieves
the best results within the proposed testing framework. How-
ever, other models also exhibit acceptable performance, con-
tingent on the specific scenario and business requirements.

(3) We provide recommendations for selecting appropriate LLMs
and tools tailored to meet specific business requirements and
challenges. Furthermore, we propose directions for future
research to overcome the limitations identified in our ex-
periments, with the goal of improving the integration and
effectiveness of LLM-powered solutions in IT operations
management.
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