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Abstract—We present novel constructions of polynomial codes
for private distributed matrix multiplication (PDMM/SDMM)
using outer product partitioning (OPP). We extend the degree
table framework from the literature to cyclic addition degree
tables (CATs). By restricting the evaluation points to certain roots
of unity, we enable modulo-addition in the degree table. This
results in additional freedom when designing constructions. Based
on CATs, we present an explicit construction, called CATy, that
requires fewer workers than existing schemes in the low-privacy
regime. Additionally, using regular degree tables, we present new
families of schemes, called GASP,; and DOG,s, that outperform
the state-of-the-art for a range of parameters.

I. INTRODUCTION

The multiplication of two matrices A and B shall be
distributed from a main node to a number N of worker nodes,
any T' of which shall gain no information about the values
of A and B. The goal is to design a scheme that requires
as few workers as possible while guaranteeing a fixed privacy
parameter 7" and successful decoding of AB at the main node.

This problem, called private (or secure) distributed ma-
trix multiplication (PDMM/SDMM), has received consider-
able attention [1]-[11]. The PDMM problem is part of the
wider literature on coding for privacy, straggler-tolerance and
resilience to malicious workers in linear and polynomial
computations [[12]—[24]. Commonly in PDMM, A and B
are partitioned into smaller blocks and encoded into tasks
sent to the workers. We focus on the so-called outer product
partitioning (OPP), where A is split horizontally into K
equally'| sized blocks, i.e., AT = (AT ... AL)" and B
vertically into L equally sized blocks, i.e., B=(B; ... Bp).
Typicallyﬂ for fixed K, L and T the amount of computation
performed at each worker is fixed, while the upload and
download costs are proportional to N. Thus, a scheme is
favorable over another if it uses fewer workers.

For the OPP, GASP:; [25] and PoleGap [26]] require the low-
est numbers of workers among the schemes in the literature.

Contributions: 1) We extend the degree table framework
of [25], [27] to cyclic-addition degree tables (CATs), by
restricting the evaluation points to certain roots of unity and
prove that they correspond to PDMM schemes. 2) Based on the
CAT framework, we design the scheme CATy, outperforming
existing solutions in the low privacy regime K,L >> T.
3) We present new constructions, GASP,; and DOG, for the

This project has received funding from the German Research Foundation
(DFG) under Grant Agreement No. WA 3907/7-1.

I'The sizes of A and B may need to be slightly increased by zero-padding.
2This includes all schemes for OPP, that we are aware of.
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Fig. 1: The color indicates which scheme uses fewest workers. The
numbers show the difference to the second best scheme.

original degree table framework that use fewer workers than
existing solutions for many parameters.

Fig. [T] illustrates a range of parameters where our schemes
use fewer workers than the state-of-the-art.

Related Work: The main novelty in CAT over degree tables
[25] is the use of roots of unity as evaluation points, enabling
modulo-addition in the table. These and related concepts have
been previously used in the literature on PDMM. For instance,
[[28[]-[|30]] use roots of unity as evaluation points, [31]] uses the
discrete Fourier transform, and [32] uses cyclic convolutions.
However, previous works do not apply these concepts in a way
that achieves fewer workers than GASP; and PoleGap in OPP.

Notation: Let IF,, denote the field with p elements and Z,
denote the integers modulo ¢q. For integers a and b, define the
vector [a:b] := (a,a+1,...,b) and the set {a:b} := {a,a +
1,...,b}. Coprime integers are denoted as a L b. For vectors
x and y, x||y denotes their concatenation. For sets A and B,
define the sumset A+ B := {a+bla € A,b € B}. Further, let
a+B:=a+blbe B} and a-B:={a-blb € B}. For a vector
x = (x1,...,2y,) of length ny, let {x} := {z;|i € {1:n,}}
and conversely for a set X of integers, let vec(X) denote
the vector containing the elements of X in ascending order.
Let a+x:= (a + x1,...,a + x,,). For vectors x of length
ng and y of length n,, let V(x,y) denote the generalized
Vandermonde matrix \7(X7 y) = (-Tiyj)lgignw,lgjgny, ie.,
the n, x n, matrix with (4, j)th entry equal to z”.

II. MOTIVATING EXAMPLE: K =L =T =2

Let A and B be drawn from an unknown joint distribution
over ]F;‘;Tf“ and ]F;iffB, where r4,c4 = rp,cp are natural
numbers and 74 and cp are even. The matrices are partitioned

into A = (AT Ag)T and B = (B; B;). The goal for the
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(a) Cyclic-addition degree table. (b) GASP, degree table. (Integer
(Modulo 10 addition). addition).

Fig. 2: A cyclic-addition degree table and a GASP degree table. Each
row corresponds to a monomial in F(xz). Each column to monomials
in G(x). Each cell corresponds to a monomial in H(x) and contains
the sum of the corresponding row and column degrees.

main node is to obtain A1B1, A1Bs, AyB, and A>,B5 while
protecting the privacy of A and B, and using as few workers
as possible. The data sent by the main node to any of the
T = 2 workers has to be statistically independent of A and
B. For K = L =T = 2, GASP, and PoleGap require N = 11
workers. Using CAT, we can achieve N = 10.

Encoding: To fulfill the privacy requirement, the main node
encodes A and B into rasks for the workers, using random
matrices R;,Ry € ]FEAXCA and S1,Ss € FngTB. These
matrices are drawn independently and uniformly at random.
The encoding is done via the following polynomials and forms
a secret sharing scheme [33]], [34]

F(.’L‘) =A;+ Agl‘g + Rll‘ﬁ + Rgl’?,
G(z) = By + Box + 8127 + Sya?,

where the degrees are carefully selected together with a
modulus ¢ > N. In this case, we choose ¢ = 10. The main
node picks a distinct (¢ = 10)th root-of-unity from Fq; for
each worker. To this end, it selects an element w of order
10, specifically w = 2, and computes the consecutive powers
p = (W wh ... W) = (1,2,4,8,5,10,9,7,3,6). The task
sent to each worker k € {1: N} consists of the evaluations
F(pr) and G(pg). The worker computes the product and
returns F(pr)G(pr).

Decoding: Define H(x) := F(z)G(z) mod (2 — 1).
Reducing a polynomial modulo z? — 1 corresponds to re-
ducing all degrees modulo ¢, i.e. 279 = 2° (mod z? — 1).
Since the workers’ evaluations are at 10th roots of unity
(.e. pi¥ = p? = 1), we can write F(w*)G(w*) = H(w"),
k € {1: N}. The degrees of the monomials in F(z) and G(z)
can be related to the degrees of the monomials in H(z) using
an addition table (over the cyclic group Z,—1¢) as shown in
Fig. 2a Accordingly, we have

H(z) =A:B; + A;Box + (A1S2 + AyS)z?+
AyBi2® + AyBoz® + (A2Ss + Ry Sy )2+
(S1B1 + SR )2® + (R1By 4+ RoBy )2+
(R2B; + R1S2)2® + (A1S; + RyS2)z”.
After receiving one evaluation of H(z) from each worker, the
main node interpolates H(z), i.e., recovers its coefficients;

thus obtaining the desired computation result from the coeffi-
cients of 20, zt, 23, and x*.

Interpolating H(z) corresponds to solving a linear system
with one variable per non-zero coefficient of H(x) and one
equation per worker. This system is determined by the matrix
V(p,~), where « contains the distinct degrees in H(x) (in
ascending order). Thus, (provided V(p,~) is invertible) the
number of required workers of the scheme equals the number
of non-zero coefficients in H(z), i.e, the number of distinct
entries in Fig. @ For comparison, GASP;, does not use roots
of unity as evaluation points resulting in one more distinct
entry in the corresponding addition table and thus one more
worker, cf. Fig. 2b]

Privacy: To see that no two workers can gain information
about A and B we show that A, As, B, and B, are perfectly
obscured by the random matrices. Consider any two workers
ky,ko € {0:9} with their corresponding evaluation points
Wk and wk2. Then, F(wk) = A; + Asw®m + Rywb* +
R2w7k1 and F(w’”) = A, —‘y—Angkz —|—R1w6k2 +R2w7k2. The
relation between pairs of matrices (R;, Ry) and (R;jw® +
Row™ Riwb* + ngm?) is one-to-one. This can be seen
by factoring the corresponding matrix into a diagonal matrix
and a Vandermonde matrix with distinct rows as

WokL TR Wbk 0 WO Wk

(wﬁk? w7k2> - ( 0 wﬁkz) (wo wkz) M
Hence, Rqwb 1 +Row™ 1 and leGki—f—ngm? are uniformly
and independently distributed over IFEA *€4 (and independent
of A; and As,). For any fixed A; and A5 any two workers’
tasks F(w*) and F(w’@)rare are thus independently and uni-
formly distributed over ]Fl?AXCA, ie., F(w*') and F(w*2) are
(jointly) statistically independent of A. Analogously, G (w*1)
and G(w"?) are independent of B.

Field Size: Note that the only requirement on the field
is the existence of an element w € [, of order ¢ > N.
Accordingly, in the example any field size p can be used
(replacing p = 11) as long as ¢|p — 1 and p is a prime power,
e.g. 11,31,41,61,71,81,101,121,131, 151,181,191, ...

Challenges: The selection of evaluation points which en-
sure privacy and decodability requires some care, as does
the choice of degrees that allow for such evaluation points.
The matrix in (I) can always be factored as shown into a
diagonal matrix and a second factor. However, the second
factor is not necessarily a Vandermonde matrix and may have
repeating rows. To illustrate this issue, replace the degrees
6 and 7 with 1 and 6 and consider 2|k; and ko = 2k,
e.g., ki = 2 and ky = 4. Then, the matrix is factored into
(‘*’kl 0 )(“’0 wih ) = (“’1 0 )(‘”0 ‘*’O), which is singular

0 wh2 WO wok2 0 w? W% W
and thus the encoding is not private.

III. PROBLEM SETTING
A. Private Distributed Matrix Multiplication

A main node distributes the multiplication of two matrices
A € IE‘;AXCA and B ¢ IF;BXCB to N worker nodes, where
ra,c4a = rp,cp are large integers. To this end the main
node sends a task Ay, By, £ € {1 : N} to each of N
worker nodes. The matrices A and B must be kept infor-
mation theoretically T-private from any set 7 C {1 : N}
of up to |7| = T colluding workers. Formally, we require



I(A,B; AT B(M) = 0, where AT and B(T) denote the
encoded tasks sent to the workers in 7. We will consider
schemes where A and B are encoded independently, in which
case I(A; A(T)) = 1(B; B(7)) = 0 is sufficient.

B. Polynomial Codes for PDMM

In this work, we design and analyze polynomial codes for
OPP. The goal for the main node is to reconstruct all pairwise
products A;B;, i € {1: K}, j € {1:L}. The main node draws
matrices Rq,..., Ry € F4* and S;,...,Sr € F 2x°r
independently and uniformly at random and independently
from A and B. While other encodings are possible, e.g. [16],

we consider an encoding of the form F(z) = Zfil A+

S R,z and G(z) = 28, Biz®" + S St
where the vectors of degrees (p) € zZX, B(p) ezl al®) e
ZT, and B(S) € Z" as well as the vector of evaluation points
pE ]FZ],V need to be carefully chosen. The main node constructs
the tasks for each worker £ € {1: N} as A = F(px) and
B = G(pi). Worker k € {1: N} computes the product A;By
and returns it to the main node. In a well-designed scheme,
the main node can decode A;Bj, i € {1: K},j € {1:L}
upon receiving the workers’ responses AyBy, k € {1: N}.

The task of designing a polynomial code-based PDMM
scheme for OPP then consists in finding vectors of degrees
a® o B®» 35 and the vector of evaluation points p,
such that the scheme is decodable and T'-private, while re-
quiring as low a number N of workers as possible.

C. GASP, and Degree Tables

The degree table [25]], [27] is a design framework for
polynomial codes for PDMM schemes in OPP. Sums between
the integers in a®, a®) and B, 3 are arranged in an
addition table as in Table [l We denote the sets of elements
in the top-lef, top-right, bottom-left and bottom-right quadrant
with TL, TR, BL, and BR, respectively.

agp) +ﬁ§l’) agp)+ﬂ(£7) a%?)+ﬁ(15) agp)+ﬁ§f)
o 4B o) B | a® 4 a4 pe
N N I O N O O RN O e
o 48P ol 18P | ol 1) ol 4 g

TABLE I: The degree table.

Each distinct integer in the degree table corresponds to
the degree of a monomial in the polynomial F(z)G(x).
In [25], [27] it is shown that for sufficiently large fields IF,,
there exists a vector of evaluation points p such that the
corresponding PDMM scheme is T-private and decodable if
certain conditions on the degree table hold. Any set of up to T’
workers cannot gain any information about A and B as long

3Following [25], the superscripts (p) and (s) stand for “prefix” and “suffix.”

as neither a(P)[|a*) nor B%)[|3¢*) contains duplicate entries.
The main node can decode AB from as many evaluations as
there are non-zero coefficients in polynomial F(x)G(x) as
long as all KL entries in the top left quadrant of the table are
distinct and unique within the table. Thus, the number N of
required workers equals the number of distinct entries in the
table. We state these requirements formally as follows.

Definition 1 (Private and Decodable Degree Table [25], [27]).
A tuple (a'P), (P ﬂ(p), B(S)) with a®) e 7K o) ¢
77.8W) ¢ 7L B ¢ 7T is called a private and decodable
degree table for parameters K, L and T with N unique entries
if the following conditions are fulfilled:

) [TCUTRUBLUBR| =N,

) |TL| =KL,
) a) TCNTR=0,b) TLNBL =10, c) TCLNBR =1,
V) {aP[|a®}| = K + T, and [{B7||8"}| = L+ T.
where TL = {a®}+ {87}, TR = {a®}+{B)}, BL =
{a®} + [8P), BR = {a®)} + {89},

We introduce notation for generalized arithmetic progres-
sions, which are an important tool in designing degree tables
because of their relation to small sumsets, cf. [35].

Notation 1. Denote by gap({,z,r) € Z' the generalized
arithmetic progression of length { and chain length r, i.e.,

gap(€7x7r):(031727"'77"71;
r,x+1l,x+2,...,x4+r—1,
2z,2¢+ 1,20+ 2,...,2c+r—1,...).

Next, we state the construction GASP, from [25]].

Construction 1 (GASP; [25]). For parameters K, L, T with
K>L and1<r <min(K,T), GASP,(K,L,T) is defined
by (a(”),a(s),ﬁ(p),,@(s)) where

aP) =[0:K —1], o' = KL + gap(T, K, 1),
BP =K-[0:L—1], B®=KL+[0:T-1].

The special cases GASP,—; and GASP,_in(x,1) are
known as GASPgna and GASPy;e, respectively.

IV. CycLIC-ADDITION DEGREE TABLES

We adapt the degree table by requiring gth roots of unity as
evaluation points. This means that the additions in the table are
performed over the cyclic group Z, rather than the integers.

Definition 2 (Cyclic-Addition Degree Table (CAT)). A tuple
(q,a(p),a(s),,ﬁ(p),ﬁ(s)), where q is a positive integer and
al®) e Zf,a(s) € ZqT,,B(p) € ZqL,ﬁ(S) € ZqT, is called a
cyclic-addition degree table for parameters K, L and T with
N unique entries if the following conditions are fulfilled:
) [TCUTRUBLUBR| =N,
) |TL| =KL,
) a) TENTR=0,b) TLCABL=0,c) TCNBR =0,
IV) In any prime field F), with q|p—1, there exist N qth roots
of unity p = (p1,...,pN), S-L.
a) V(p,~y) is invertible and
b) all T x T submatrices of V(p,a'®)) and V(p,3*)

are invertible,
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(a) CAT with N = 34 unique
entries.

(b) GASP, = 2 with N = 36
unique entries.

Fig. 3: A CAT and the best GASP; degree table for K = L =
T = 4. The first column corresponds to a'P||a(®); the first
row to 3)||B). The other entries are the (modulo) sum of the
corresponding entries in the first row and column.

where TL = {aP} + {ﬁ(?’)}, TR = {a®} + {,3(8)}’
BL = {a} + {87}, BR = {a} + {8")}, and
v = vec({ap||os}t + {Bpl|Bs}), with all additions in Z,.

On a high level, the PDMM scheme corresponding to a
CAT is private and decodable for the same reasons as for the
regular degree table. The difference lies in condition IV) which
explicitly treats the evaluation points and requires specific
matrices to be invertible. For a sufficiently large field IF),
suitable choices of evaluation points exist (i.e., making the
matrices invertible); therefore, the degree table does not take
evaluation points into account.

Theorem 1. A CAT for parameters K, L and T with N
unique entries corresponds to a T-private and decodable
PDMM scheme for matrices partitioned in (K, L)-OPP with
N workers.

The proof of Theorem [Tcan be found in Appendix[A] Fig.[3]
shows a CAT next to a GASP; degree table.

Example 1. We continue the example from Section [ for
K=L=T=2with ¢ =10, a® = (0,3), a® = (6,7),
BP = (0,1) and B = (9,2). In Fig. Rd| we can see that
TL = {0,1,3,4}, TR = {2,5,9}, BL = {6,7,8} and
BR = {5,6,8,9}. Condition I) ensures that H(x) has N non-
zero coefficients, and thus that V (p,~y) is square. The union
TLUTRUBLUBR is the set of integers in the table; in the
example {0:9}. Condition II) ensures that the desired products
A1B,, A1Bs, A3B,, AsBy occur in distinct coefficients
in H(z), ie., they are not mixed with each other in the
polynomial multiplication. Condition III) makes sure these
desired products are not mixed with random matrices either.
Condition IV) a) guarantees, that the coefficients of H(x) can
be recovered from the evaluations at p. In the example we
have

wo W W Wl 111

“WoWa Wy Yy 124206

wOwag..w7 145 3
V(p,’)’): w w?w? L w = . y

oot 163 .2

W W W Wt

which is invertible due to its Vandermonde structure.
Note that even if the exponents of non-zero coefficients in
H(x) are not consecutive, if p consists of consecutive powers

of a primitive qth root of unity, V(p, ) is still invertible since
then it is the transpose of a Vandermonde matrix.

Condition 1V) b) guarantees information theoretic T'-
privacy of A and B by ensuring that the linear combinations
of random matrices used to obscure the blocks of A and
B are linearly independent for any T workers’ tasks. As
a consequence, they are also statistically independent and
uniformly distributed. In the example we have

s\ (b
W2 W 45

V(p,al¥)) = =

wt w3 58

As shown in Section[[l} any 2 x 2 submatrix is invertible. The
same holds for V(p, 3).

V. A FAMILY OF CATS

Throughout this section let K > L > T > 2. We provide an
explicit construction of CATs after introducing some notation.

Definition 3. For integers K > L > T > 2, let k and A
be the smallest non-negative integers, such that K + 1+ kK
and L + 1+ X\ are co-prime to T — 1. We further define the
following shorthand notation

K =K+4+14k, L':=L+14X T:=T-1

Construction 2 (CATy). For integers K > L > T > 2, let
g=K*L* +T>.
Let x© be a positive integer, s.t. x L q and let y be the

solutiorﬂ to T + yK* = 0 (mod q). CAT, is defined by
(Q7 a(p), a(s)’ 5(27)7 /B(Q))’ where

a® =y .[0: K —1] mod ¢,

a® =g [0:T - 1] + Ky mod g,
BP =z. [0:L — 1] mod g,

B =y [0:T — 1] — 2 mod q.

Remark 1. Many suitable choices for x exist, e.g., x = 1,
x = K* x = L% and x = T. They all lead to valid CATs
with the same number of workers. This will become clear in
the sequel.

Fig. 3a| shows C AT, _5(4,4,4). Equivalent CATs for different
values of z can be found in Fig. [6] in Appendix [K]

Before stating that CATy is indeed a valid CAT, we provide
a result relating to the choice of z, which is proven in
Appendix
Claim 1. For a given q, as in Construction 2} of the form
q = K*L* +T? with K* and L* coprime to T, it holds that
K* 1L q L* L qand T L q. For any integer x L q there
exists a unique integer y € {0:q — 1} s.t. 2T + yK* = 0
(mod q). Further it holds that y L q.

“4Existence and uniqueness follow from Claim in the sequel.



Theorem 2. Construction |2|is a CAT with number of unique
entries Near,(K,L,T) = (K +1)(L+1)+ (T —1)>+ K+ ),
with k and X as in Definition

The proof of Theorem [2] can be found in Appendix
and depends on the following lemma which is proven in

Appendix

Lemma 1. Condition IV) in Definition [2| is fulfilled if o(®)
and ﬁ(s) are arithmetic progressions with common differences
coprime to q.

An analogous argument points to an explicit way of select-
ing evaluation points for GASPgyay and GASPy;g.

Corollary 1. When constructed over a field F, with
WO wh, L wNTY as evaluation points, GASPgnay is decod-
able and private if a) q is larger than the largest entry in
the degree table; b) w is a primitive qth root of unity in F,
(implying q|p — 1); and c¢) g L K. For GASPy;, conditions a)
and b) are sufficient.

CAT, saves 31" — 5 workers over GASPg,.1 whenever
K+1 1 T-1,and L+1 1 T—1, as can be seen by comparing
Theorem @] to [27, Table I]. In general, the difference is
NGASPsmal](K7L’T) — NCATX<K7L7T) =3T—-5—Kk— A\
The numbers x and A are typically small as illustrated by
the following observation. The probability that two random
integers less than n are coprime tends to 6/72 > 60% as
n — oo [36, Theorem 332]. The values of x (and ) for
various K and 7' (L and T) can be seen in Fig. [I0] in

Appendix [K]

VI. NEwW CONSTRUCTIONS OF DEGREE TABLES

We introduce two new constructions of degree tables. Both
use two parameters, r, and s, that must be chosen appro-
priately. In both cases, as in GASP,, no general closed-form
expression is known for the parameter values minimizing N.
In our results they are found by computer search.

We generalize GASP; by introducing a second chain length
parameter s and replacing B(S) by a generalized arithmetic
progression. When s = 7' our the construction equals GASP;.

Construction 3 (GASP). For integers K, L, T > 2 and
r,s <T let GASP,(K,L,T) be defined by

a(”):[O:K—l], a(s):KL+gap(T7Kar)a
BP =[0:L-1]-K, B =KL+ gap(T,K,s).

Note that GASP,. ; — 7 equals GASP,.

The following construction is similar to GASPy, in that
a®) and 5(”) also are arithmetic progressions and a(®)
and ﬁ(s) generalized arithmetic progressions. The specific
values, however, were found through a combination of manual
and computer search. We call this construction discretely
optimized GASP,, or DOG,; for short.

Construction 4 (DOGy). For integers, K, L,T > 2, 1
r<T,and 1 <s <min(T,K +r), let DOG,(K,L,T) be
defined by

a® =[0:K —1],

IA

a®) = K + gap(T, K +r,7),

BP = (K +7r)-[0:L—-1], B =(K+r)(L-1)+K
+gap(T, K +r,s).

Let NGASPrS(K7L;T) and NDOG,S(KyLaT) equal the
number of unique entries in GASP.(K,L,T) and
DOG(K, L, T), respectively. While closed-form expressions
for Ngasp,(K,L,T) and Npog,(K,L,T) can be derived
using the inclusion-exclusion principle, they are not shown
in this paper since the expressions are highly discontinuous
and of considerable complexity. The following lemmas are
proven in Appendix [ and Appendix

Lemma 2. GASP,(K,L,T) is a T-private and decodable
degree table with Ngasp,, (K, L,T) unique entries satisfying

Definition

Lemma 3. DOG,(K,L,T) is a T-private and decodable
degree table with Npog, (K,L,T) unique entries satisfying
Definition [I]

VII. NUMERICAL COMPARISON

We compare the numbers of workers used by CATy, GASP;
and DOG, to the state-of-the-art, PoleGap and GASP;.

Figure [I] shows the scheme using fewest workers for 2 <
K =L <20 and 2 < T < 20. Results for K # L can
be found in Fig. [9] in Appendix [K] GASPy, while it does
outperform every other scheme (including GASP;) individually
for some parameters, has not been observed to outperform all
of them simultaneously. The best s for GASP,s is shown in
Fig. [7]in Appendix [K]

Heuristically, we observe that whenever 7' is much smaller
than K and L, CAT, uses the lowest number of workers. As
T increases, DOG;s becomes dominant. This regime includes
K = L = T, when they are large. As T further grows,
PoleGap uses the least number of workers when it is defined
(i.e., K or L is even); otherwise, and when T' grows very
large, GASP, is the scheme using the fewest workers.

Lt L A

@ DOG;s
] [ GASPy

0 25 50 75 100

rel. improvement
o
o
=

Fig. 4: The relative improvement in number of workers of DOGs
and GASP,s over GASP; for 2 < K = L = T < 100. One point
where NDOG,S(373>3) = 23 and NGASP;(3,3,3) = 22 (i,e, —4.3%)
is outside the visible area.

Figure [4| shows the relative number of workers saved by
DOG,; and GASP,; over GASP,. We observe that for 30 <
K = L =T <100, both schemes save around 5%.

VIII. CONCLUSION

We have demonstrated improved performance in PDMM,
using roots of unity in conjunction with the degree table. Ad-
ditionally, we have presented new and improved constructions



of degree tables without using roots of unity, demonstrating
in a second way that there is still room for improvement in
PDMM for the OPP. The derivation of converse results as well
as a detailed asymptotic analysis are left for future work.
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APPENDIX
A. Proof of Theorem

Theorem 1. A CAT for parameters K, L and T with N
unique entries corresponds to a T-private and decodable
PDMM scheme for matrices partitioned in (K, L)-OPP with
N workers.

Proof of Theorem[I} Privacy: Let T C {1 N} denote any
set of |T| = T worker nodes and let A7) := {F(p,)|t € T}
and B(T) := {G(p,)|t € T} denote the correspondlng tasks
sent to these workers. We use Ry as shorthand notation
for Ry,...,Rp.

Let A and B be distributed according to some unknown
distribution. We point out the following key properties of the
scheme that enable the proof: 1) the encoding of the tasks
is deterministic given A and the random matrices R{LT}, i.e.,
HAMI|A, Ryi7}) = 0; and 2) from condition IV) b) and the
structure of the encoding it follows that given A and AT)  the
random matrices Ryyr) can be recovered by solving a linear
system, i.e., H(Rgzy A, AT) =0.

We have
H(AD|A) = [(Rgy; ATA) + HAD|A, Rpgy) )
=I(Rpury; ATA) 3)
= H(Rum|A) - HR A, AT) 4)
= H(Ri1y|A) (5
— H(R {1} (©6)
> H(AD), (N

where and @) follow from the deﬁmtlon of mutual infor-
mation; (B) and (@) follow from H(A(T)|A, Riiry) =0 and
H( R{lT}|A, Ay =0, respectlvely, and (@) and (@) follow
because R 7} is independent of A and maximum entropy.

Since mutual information is non-negative, it holds that
I(AT;A) = HAM) —HAM|A) = 0. (B;BT)) =0
follows from the analogous arguments.

Decodability: Decodability follows from IV) a). Given N
evaluations the main node can interpolate H(z) := F(2)G(z)
(mod z7 —1) by inverting V(p,«) to recover the coefficients
of H(z). By conditions II) and III), there are KL coefficients
that equal exactly A;B; forall 1 <i < K,1<j<L. O

B. Proof of Claim

Claim 1. For a given q, as in Construction E] of the form
q= K*L* +1T? with K* and L* coprime to T, it holds that
K* 1 g L* L gand T L q. For any integer x L q there
exists a unique integer y € {0:q — 1} s.t. 2T + yK* =0
(mod q). Further it holds that y L q.

Proof. (K*,L*, and T are coprime to q: Assume K* and ¢
have a common prime factor u. Then, the number

K*L* +T? K * T2

L+ —
u u u

is an integer, implying u | T. A contradiction. The statements
L* 1 gand T 1 q follow from analogous arguments.

10r-e
L]
L[]
o ir=jy
51 ] o 0
| Z
¢ z2
- ol —n
° 1) a
II0) b
-5F 0t re ) c
Lemma 6
—-10 L I

Fig. 5: Visualization of the various intervals as well as solutions
to iz = jy (mod ¢) involved in the proof of Theorem |1} For the
example of K = L =T = 4.

Existence and uniqueness of y: Since K* L1 g, its in-
verse (K*)~! mod ¢ in Z, exists and is unique. Then, y =
—2T(K*)~! mod q.

y L g: Assume there exists a prime u, that divides both ¢
and y. From 2T + yK* = 0 (mod q), there exists an integer
a, s.t. aq = xT + yK™*, ie.,

q yK* Tl

U U u

"l:he left hand side is clearly integer, thus v must divide x or
T, contradicting x L. q or T' L q. O]

C. Proof of Theorem

Theorem 2. Construction [2|is a CAT with number of unique
entries Near,(K,L,T) = (K +1)(L+1)+ (T - 1)+ s+ A,
with k and X as in Definition [3}

In the following, we state four lemmas that contribute to
the proof of Theorem [2| which is presented thereafter. The
proofs of the lemmas can be found in separate appendices for
improved clarity.

The proof contains some geometric elements which are
illustrated in Fig. 5]

Lemma 4. Construction |2| fulfills conditions II) and III) of

Definition 2| if iz % jy (mod q) for all pairs i, j given by
eie{-L:—-1},je{-K-T+2:K -1},
eic{-L+1:T+L-2},je{-K:—-1},
eic{-L:T-2},je{-K-T+1:—1}.

Lemma 5. Any solution to the equation ix = jy (mod q)
can be expressed as (i = —aT + bL*,j = aK* + bT), for
some integers a and b.

Note that the set {(4, j)|iz + jy =0 (mod ¢)} is the same
for all x L q and accompanying .

Lemma 6. No solutions to iz = jy (mod q) fulfill —L <
1 <T+L—-1and - K —-T+1<j <K —1, other than
(i=0,j=0),(i=L*j=T),and (i =T,j = —K*).

Lemma 7. In CAT,, as defined in Construction E] it holds that

[ TRNBR|=2T — k and |BLNBR| =2T — \.



Proof of Theorem [2] We show that the conditions in Defini-
tion [2] are fulfilled one-by-one.

I): First, we count the number of unique integers in each
quadrant separately. We have

|TL| =
BL|=L+T -1,

ITR| =K +T -1,
IBR| =

where 7R and T L are sumsets of arithmetic progressions
with the same common difference (c.f. [35, Proposition 5.8,
Theorem 5.9]) and BR is a translated subset of 7 L.

Next, we establish that 7R N BL = (. Assume not, then
there exist integers 1 <: < L+T —1and —K <j<T -2,
s.t. jy =iz (mod ¢), contradicting Lemma @

Thus, Near, (K, L, T) = |TL| 4+ |TR| + |BL| + |BR| —
[TRNBR|— |BLNBR| by the inclusion-exclusion principle.
From Lemma [7| we know that [TR N BR| = 2T — x and
|BL N BR| = 2T — \. After simplifying we get

Near, (K, L,T) = (K +1)(L+1)+ (T —1)* + s+ A\

1) and III): 1t is readily verified, that the intervals given in
Lemma [6] contain the ones in Lemma M) and further that the
solutions to iz = jy (mod ¢) given in Lemma E] do not
intersect the intervals stated in Lemma @l

1V): The condition is fulfilled by Lemma I since a*) and
5(5 are arithmetic progressions with common difference x
and y, respectively, and (z,y L ¢) (cf. Claim [1). O

D. Proof of Lemma ]

Lemma 1. Condition IV) in Definition I is fulfilled if o(®)
and ,6'(8 are arithmetic progressions with common differences
coprime to q.

Proof. Let g € F,, be a generator of IF,, and let w = gp%l.
Then, the order of w in F, is ¢, i.e. w’ # 1 fori € {1:¢—1}
and w? = 1. Let p = (w°, w1 Cowh ),

1V) a): The matrix

Vip,v) = (wwj)ogigN—l,lngN
= (@) ) ozien-112j2n
is a transposed Vandermonde matrix and w™,w™?, ... W'V
are distinct since w is of order ¢ and 1,2, . . . , Y are distinct
integers from «%O iq—1}.
1V) b): Let a = by + 2oJ. It holds that

za.
7 )O<1<N 1,1<5<T

V(p,a) = (w
(wz(xa]+b ))

0<i<N—-1,1<;<T

= (wed ) N _11<i<T

= (@
= ((w" )
— D((w"

)0<1<N 1,1<j<T
Pe)o<icN-1,1<i<T
“)o<i<N—1)"
((wwa)])0<i<N71 A<G<T?

where D ((w®=)g<;<n—1) denotes the N x N diagonal matrix

with diagonal entries w®, wb,... w™N~=1 Thus, any T x T

submatrix of V(p,a(s)) can be expressed as the product

of a diagonal matrix with non-zero diagonal entries and the
transpose of a Vandermonde matrix. Finally, we point out that
the w®@= for 0 < ¢ < N — 1 are distinct, since =, L ¢ and
g>N. O

E. Proof of

Lemma 4. Construction 2| fulfills conditions II) and III) of

Definition 2| if ix # jy (mod q) for all pairs i,j given by
eie{-L:—-1},je{-K-T+2:K -1},
ei€{-L+1:T+L-2},je{-K:—1},
eite{-L:T-2},je{-K-T+1:—1}

Proof. We reformulate conditions II) and III) for Construc-
tion 2t
IT) The condition is equivalent to
Fj1, 42 € {0: K —1},iy,i € {0:L — 1} :
(i1 # iz or j1 # jo)
and (j1 — jo)y = (i2 —i1)z  (mod q).

Since * L ¢ and y L g the condition is only violated
if i1 # io and j; # jo. Without loss of generality let
io < i1. Then, we have

}je{-K+1:K—-1},ie{-L+1:—1}:
jy=iz (mod q).
IIT) a) The condition is equivalent to
Bj1 € {0:K —1},i, € {0:L — 1},
jo€{0:K —1},j3€{0:T —1}:
(1 —j2—J3)y = (=i — Dz (mod g),
which in turn is equivalent to
bje{-K-T+2:K—-1},ie{-L:—1}:
Jjy =iz (mod q).

b) The condition is equivalent to
Pj1 € {0:K —1},i; € {0:L — 1},
i € {0:T —1},i5 € {0:L —1}:
(j1 — K)y = (ia + i3 —i1)z (mod q),
which in turn is equivalent to

bje{-K:—1},ie{-L+1:T+L-2}:
Jjy =iz (mod gq).

¢) The condition is equivalent to
Hjr € {0: K — 1}y € {0: L — 1},
10 €{0:T —1},jo €{0:T —1}:
(1 —J2o—K)y=(ia—i1 — Dz
which in turn is equivalent to
Pje{-K-T+1:-1},i € {-L:T —2}:
Jjy =iz

(mod q),

(mod q).



To summarize, IT) and III) are fulfilled if jy # iz (mod q)
for all pairs 7, j given by
eje{{-K+1:K—-1}}\{0},ie{-L+1:-1},
e jeE{-K-T+2:K—-1},ie{-L:—1},
e je{-K:—-1},ie{-L+1:T+ L -2}, and
e je{-K-T+1:-1},ie {-L:T —2}.
Note that the second pair of intervals contains the first. [

F. Proof of Lemma 3]

Lemma S. Any solution to the equation ix = jy (n}od q)
can be expressed as (i = —aT + bL*,j = aK* + bT), for
some integers a and b.

Proof. We analyze the set of solutions to the equivalent
equation
iz —jy=0 (mod q). (8)
By the definition of 3 in Construction [2| z; := (i = —T,j =
K*) is a solution to (). Another solution is given by zy :=
(i=1L*j=1T), since
L*(T

_ T
xL* —yT mod q = (mL* - DyT) mod ¢

xT—i—y I )modq

(
(a1 457 o
(

K*L*
T +y T )modq

(a:T + yK*) mod ¢

a ﬂ'\ SN e N ﬂ‘\

Integer linear combinations of solutions to (8) are also solu-
tions, i.e. z; and z, span a lattice £ C 7?2 of solutions to @®).
Additionally, the set of all solutions to (8) forms a lattice £’
with £ C £’ C Z2. It remains to show that £ is identical to
L' rather than a sublattice. This is the case since z; and z5 are
linearly independent and by Definition [3| cannot be an integer
multiple of another vector in Z?2, i.e. they are primitive vectors
in L. O

G. Proof of Lemma [0]

Lemma 6. No solutions to ix = jy (mod q) fulfill —L <
1 <T+L—-1and —K—I_“—i—l Sjg_K—l, other than
(1=0,j=0),i=L*j=T),and (i=T,5 = —K").

Proof. According to Lemma [5} the lattice £ spanned by
z1 = (i = -T,5 = K*)and zo = (i = L*,j = T)
contains all solutions to iz = jy (mod ¢). The following
proof is by a geometric argument in the ¢,; plane. Let R
denote the rectangle defined by —L < ¢ < T 4+ L — 1 and
—K-T+1 < j < K—1. Consider the 7, j plane. We partition
the set of points in £ and treat the partitions separately:

A) {0z1 + 029, —21 + 02z2,0z; + z2}: There is nothing to

show.

B) {az; + bzzla > 1,b > 0}: These points are above R
since j = aK* + b > K —1fora>1,b>0.
C) {azy + bzzla < —1,b > 1}: These points are right of R
since i = —aT +bL* >T —1+ L fora<—1,b> 1.
D) {az; + bzsla > 0,b < —1}: These points are left of R
since i = —aT + bL* < —L for ¢ > 0,b < —1.
E) {az; + bzzla < —1,b < —1}: These points are below R
since j = aK*+b < —K—-T+1fora< —1,b< —1.
F) {az, + bzzla = 0,b > 2}: These points are right of R
since i =bL* >T+ L —1 for b > 2.
G) {az; + 0z2|la < —2}: These points are below R since
j=aK*<—-K—-T+1 fora < -2.
The following table shows that indeed all possible lattice
points az; + bzs € L are included in one of the cases above:

[ b<—-1 b=0 b=1 b>2
a>1 D) B) B) B)
a=0 D) A A F)
a=-1| E) A) ®) ®)
a<-2| B G) ®) 0)

H. Proof of Lemma 7]
Lemma 7. In CAT,, as defined in Construction|2| it holds that

[TRNBR|=2T — k and |[BLNBR| =2T — \.

Proof. First we point out 27" —  elements in the intersection
TR N BR, then we show that no others exist. We have

TR=-2+{0:K+T —2}ymod q
BR={0:T -1}z + Ky+{0:T — 1}y — z mod ¢
={-1:T-2}x+{K:K+T -1}y mod ¢,
and let
D= {2, (T —2)a} + {K:K +T — 1}y mod ¢
BR® :={0:T -3}z + {K:K +T — 1}y mod q.
The numbers in Z) := —z + {K: K + T — 2}y mod ¢ and
T = —24+{0:T—k—2}y mod q = (T—2)x+{K+1+k:
K + T — 1} mod ¢ occur in both TR and BR™"). We have

IZMUZ® | =2T — K, sincey Lgand K +T —1< q.
Let

BR(l)

leftover

=BRW\ (zW uz®)
=(T-2)z+{K:K+«k}y
U{-z+ (K+T-1)y} mod q

=—z—{1:1+k}y
U{-z+ (K+T - 1)y} mod g.
Clearly, BRI(:f)mver NTR =10.

It remains to show that BR® NTR = (. If not, then there
existintegers 0 <11 <T -3, K <51 < K+T-1,0<j5 <
K+T—2s.t.

(mod q),

i.e. there exist integers 1 < <T —2and —K—-T+1<7 <
T—2,s.t. iz = jy (mod q). This would contradict Lemma@

The equality |BLNBR| = 2T — ) follows from analogous
arguments. O

N+ 51y = —+ ja2y



L. Proof of Lemma

Lemma 2. GASP,(K,L,T) is a T-private and decodable
degree table with Ngasp,.(K,L,T) unique entries satisfying
Definition 1]

Proof Let TL = {a®} + {B®}, TR = {aP} + {3},
BL = {a®} + {,B(p);, BR = {a®} + {8}, and v =
vee({a@|al} + {B8W|8¢)}).

We show that the conditions hold separately: Condition I)
holds trivially. Conditions II) requires that |7 £| = K L, which
holds since 7L = {0: KL — 1}. Condition III) requires that
T L does not intersect either of 7R, BL, and BR, which
holds as all elements of 7L are strictly smaller than the
elements of 7R, BL, and BR. Conditions IV) states, that
the vectors a®||a(*) and B¥)||3'*) (individually) must not
contain duplicate entries, which holds since they are strictly
increasing. O

J. Proof of Lemma

Lemma 3. DOG,(K,L,T) is a T-private and decodable
degree table with Npog, (K,L,T) unique entries satisfying
Definition [I|

Proof. Let TL = {a®} + {8P}, TR = {a®} + {3},
BL = {a®)} + {87}, BR = {a} + {8}, and v =
vee({a®[[al®)} + {87)]|8O)}).

We show that the conditions hold separately: Condition I)
holds trivially. Conditions II) requires that |7L| = KL. We
have TL = {i(K +r)+jlie {0:L —1},5 € {0: K —1}}.
Long division of i(K + r) + j by K + r uniquely recovers
i and j, i.e. there are KL distinct elements. Condition III)
requires TLNTR = TLNBL = TLNBR = (. Since,
all elements of ,B(S) are larger than all elements of 7L, we
have TLNTR = TLNBR = . All elements of TR are
congruent to a number in {0: K — 1} modulo K +r, while all
elements of BL are congruent to a number in {K: K +r—1}
modulo K +r, i.e. TLNBL = 0.

Conditions IV) states, that the vectors a!P||a(®) and
,@(p)H,@(S) (individually) must not contain duplicate entries,
which holds since they are strictly increasing. O

K. Supplementary Figures
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Fig. 6: CATs following Construction EI for K = L =T = 4 with
different z and y. All have N = g = 34. For these parameters,
k=A=0.

W oW W

W W W W

W W W W W W W

O W W W W W W
SRS BN S DRV RV SV IV )

(=)

3 6 6
1011121314151617181920

T

A [ S S N N N N N N N N S N NS
< [N N NG N NG O N O O O SO NS
[~ ~ 2 &2 A~ B2 A B & & & & & ~ [SONGNCNSINGS

O S I S R R S R R R R R U R SR R R )
[Vl 0 L L L W W W W W W W W

[ o
(o)}
O R

Fig. 7: The s that minimizes Ngasp, (K, L,T). The value of r is
optimized for each s. Whenever the displayed value does not equal
T, GASP; outperforms GASP;.
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(d) GASP,—3 with N = 91.

Fig. 8: The best DOGys, GASPy, and GASP; as well as a CATy for K =L =7 and T = 6.
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Fig. 9: The color indicates which scheme uses the lowest number of workers for the given values of K > L, and 7. For L > K the
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problem can be transposed as AB = (BT AT)T. The numbers indicate how many workers the best scheme saves over the second best.
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Fig. 10: Value of  for a given K and T, or equivalently, value of X for a given L and 7. The smallest non-negative integer s.t.
(K4+14k) L(T—1)and (L+1+X\) L (T —1). Plotted in the relevant area of 7' < K, T'. Each column is periodic with a period equal
to the square-free kernel of 7' — 1. (The product of distinct prime factors of 7" — 1).
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