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Abstract—Long-range frequency-hopping spread spectrum
(LR-FHSS) promises to enhance network capacity by inte-
grating frequency hopping into existing Long Range Wide
Area Networks (LoRaWANs). Due to its simplicity and
scalability, LR-FHSS has generated significant interest as
a potential candidate for direct-to-satellite IoT (D2S-IoT)
applications. This paper explores methods to improve the
reliability of data transfer on the uplink (i.e., from terrestrial
IoT nodes to satellite) of LR-FHSS D2S-IoT networks.

Because D2S-IoT networks are expected to support large
numbers of potentially uncoordinated IoT devices per
satellite, acknowledgment-cum-retransmission-aided reliabil-
ity mechanisms are not suitable due to their lack of scal-
ability. We therefore leverage message-replication, wherein
every application-layer message is transmitted multiple times
to improve the probability of reception without the use
of receiver acknowledgments. We propose two message-
replication schemes. One scheme is based on conventional
replication, where multiple replicas of a message are trans-
mitted, each as a separate link-layer frame. In the other
scheme, multiple copies of a message is included in the
payload of a single link-layer frame. We show that both tech-
niques improve LR-FHSS reliability. Which method is more
suitable depends on the network’s traffic characteristics. We
provide guidelines to choose the optimal method.

Index Terms—Direct-to-satellite IoT, LR-FHSS, reliability,
message replication

I. INTRODUCTION

The integration of satellites into the Internet-of-Things

(IoT) has made it possible to deploy IoT devices in remote

areas that are beyond the reach of traditional terrestrial net-

works [1]. The direct-to-satellite IoT (D2S-IoT) paradigm

enables sensors placed in remote locations such as oceans,

forests, and deserts to communicate directly with an IoT

gateway placed at a satellite, often revolving on a low

earth orbit (LEO). Such networks of sensors, possibly

spanning vast areas and comprising a large number of

devices, facilitate seamless monitoring of hitherto unex-

plored regions without having to install on-the-ground

infrastructures such as base stations. Potential applications

of D2S-IoT include agricultural monitoring, asset tracking,

marine monitoring, to name a few.

A fundamental requirement for D2S-IoT is a communi-

cation technology that can handle the large distances from

the sensors to the satellite, has low power consumption

so that the sensors placed in inaccessible locations have a

long battery lifetime, and is scalable so that the network

can handle a very large number of devices. To meet these

needs, the long-range frequency hopping spread spectrum

(LR-FHSS) technology has been recently developed [2].

LR-FHSS is an enhancement to the existing LoRaWAN

standard, which has been widely used for terrestrial IoT

networks owing to its low power consumption and large

coverage. LR-FHSS splits each frame transmission into

multiple frequencies via random frequency hopping. This

improves network scalability and robustness by mitigating

LoRaWAN’s weaknesses such as frequent frame colli-

sions [3], and susceptibility to performance degradation

in the presence of rapid channel variations [4] that are

expected due to high relative velocity between the IoT

devices and the satellite gateway.

To accommodate many IoT nodes while incurring min-

imal complexity, LR-FHSS employs asynchronous (pure-

ALOHA) transmissions. This eliminates the need for

complex synchronization and scheduling mechanisms. On

the flip side, it causes signal collisions at the receiver.

Thus, despite improvements over LoRaWAN, frame losses

continue to be an issue with LR-FHSS. As a compensatory

measure, we seek to develop low-complexity techniques

to improve LR-FHSS’s data-delivery performance. For

this purpose, we propose two methods based on message

replication, wherein an IoT device transmits multiple repli-

cas of its message. A message is successfully delivered

as long as the gateway receives at least one copy. The

attractiveness of message replication lies in its simplicity

that permits implementation over unsophisticated IoT de-

vices without the need for synchronization, modification of

transmitter or receiver structure, channel side information,

or complex coding techniques.

Specifically, we propose two message-replication

schemes. In one, an IoT device transmits multiple LR-

FHSS frames per message, each frame carrying a sin-

gle replica. In the other, the payload of a single frame

carries multiple replicas of a message. Via analysis and

simulations, we demonstrate that our proposed schemes

provide substantial improvements over basic LR-FHSS. In

addition, we identify the traffic characteristics that dictate

which scheme is preferable for a given network.
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II. RELATED WORKS

a) LR-FHSS: LR-FHSS being a fairly new technol-

ogy, scientific literature on the topic is somewhat limited.

An overview of LR-FHSS along with simulation results on

its throughput can be found in [2]. An analytical frame-

work for the frame delivery performance of LR-FHSS is

presented in [5]. A performance analysis with Nakagami-

m fading on the links is presented in [6]. In addition to

performance analyses, there has also been some efforts

towards protocol design for improving the frame delivery

performance of LR-FHSS. The authors of [7] develop

interference management techniques for LR-FHSS by de-

signing reception strategies that can simultaneously decode

multiple colliding signals, thereby reducing loss rates.

A method to determine the optimal frequency hopping

sequence that minimizes the loss rates by taking the signal-

to-noise ratios of the subchannels into account is proposed

in [8]. In [9], the authors demonstrate that the loss of

headers is a major cause of frame loss, since a frame with

a lost header cannot be identified even if the payload is

received correctly. To reduce the header loss probability,

the authors propose an inter-header coding strategy that

combines the headers of multiple frames using MDS

error-correcting codes. This helps in reconstructing lost

headers and improving the frame-delivery ratio. In [10],

an asynchronous contention resolution diversity ALOHA

(ACRDA) technique for LR-FHSS is designed in order

to resolve collisions and improve the delivery ratio. The

authors of [11] propose a device-to-device (D2D) based

transmission scheme, wherein pairs of nodes coordinate

among themselves to transmit linear combinations of their

frames, resulting in a type of inter-flow network coding

that improves the delivery probability.

b) Message Replication: Message replication has

been successfully leveraged in numerous prior works to

improve the reliability of IoT communications. Examples

of message replication in LoRaWAN, the predecessor to

LR-FHSS, include [12] and [13]. The latter demonstrates

the energy savings achieved by including multiple replicas

in the payload of a single link-layer frame, a principle that

one of our proposed schemes will also leverage.

c) Our Contributions vis-á-vis Related Work: To the

best of our knowledge, this work is the first to consider

message replication in LR-FHSS networks. Unlike ex-

isting reliability-enhancing techniques for LR-FHSS, our

methods do not require advanced receiver structure [7],

knowledge of subchannel conditions [8], coding-induced

computational overhead [9], collision resolution at the re-

ceiver [10], or synchronized transmission and coding [11].

III. LR-FHSS TRANSMISSIONS

In this section, we briefly mention the key features of

LR-FHSS relevant to this paper. For a detailed description,

the reader is referred to [5]. LR-FHSS is a frequency-

hopped spread spectrum modulation. A link-layer frame in

Fig. 1: Illustration of replication mechanisms for a mes-

sage comprising fragments F1 through F4. A header

replica is denoted by H.

LR-FHSS consists of a header and a payload portion that

carries the application-layer message encoded with a chan-

nel code. To ensure a high reception probability, multiple

copies of the header are transmitted. The payload is split

into multiple fragments, with each fragment sent exactly

once. To transmit each frame element (i.e., a header replica

or a payload fragment), the sender chooses a physical

frequency channel in a pseudo-random manner from a

pool of available channels. Each physical channel has

bandwidth 488 Hz, referred to as the operating bandwidth

(OBW). The overall bandwidth available to the sender (i.e.,

the collection of the OBWs) is called the operating channel

width (OCW). LR-FHSS offers multiple data-rate (DR)

settings, each having different combinations of OCWs,

coding rates, and the number of header replicas. In this

work, we focus on DR8 and DR9. These DRs have OCW

137 kHz, leading to (137 kHz) / (488 Hz) = 280 physical

channels. However, only 35 of them are actually used by

a given device in order to maintain a minimum frequency

separation between successive hops [2]. For DR8, the

coding rate is 1/3 and each frame header is sent 3 times.

For DR9, the the coding rate is 2/3 and the header is sent

twice.

IV. PROPOSED MESSAGE-REPLICATION SCHEMES

We propose two types of message replication for relia-

bility enhancement. They are described below.

A. Frame Replication

This scheme is similar to conventional message replica-

tion. Every message is transmitted r times, as r consec-

utive frames. The satellite gateway is able to retrieve the

message as long as it receives any one of the r frames.

The frame replication procedure for r = 2 is illustrated

graphically in Fig. 1 for a frame having header H and

payload fragments F1 through F4. Because r = 2, two

identical frames with the given message are sent. As per

LR-FHSS standard, the header replica is sent multiple

times (3 in this case) for each frame.



B. Fragment Replication

In fragment replication, only one frame is sent per mes-

sage. However, within the frame, all payload fragments are

repeated r times, as illustrated in Fig. 1. The demodulator

outputs corresponding to the r fragment copies can be

aggregated (e.g., via maximal ratio combining) to demod-

ulate the said fragment. Fig. 1 includes an illustration of

the fragment replication procedure.

V. SYSTEM MODEL

For our analysis, we employ the same system model as

in [5], in which N nodes or end devices (typically sensors)

uniformly distributed over a remote monitoring network

transmit to a gateway located at a LEO satellite. Each

node produces λ frames at random times over an interval

of duration T . Thus, the overall traffic generated per unit

time in the network is G=λ/T . Following standard LR-

FHSS operations, a node first transmits the header replicas,

followed by the data fragments, over randomly chosen

channels. The number of header replicas is denoted NH .

For simplicity, we assume the message size to be the same

for all nodes. Similarly, the payload fragment duration

is assumed to be same across the nodes. Consequently,

a LR-FHSS frame carrying one message has the same

number of payload fragments. Note that unless the payload

duration is an integer multiple of the fragment duration,

the frame will contain a number of payload fragment

of full duration followed by a single fragment of lesser

duration (referred to as the last fragment). We let NP

denote the number of payload fragments (including the

last fragment, if present) in a LR-FHSS frame carrying a

single message. The duration of a header replica, a payload

fragment, and the last fragment are denoted by δH , δP ,

and δL, respectively. The time-on-air for a frame carrying

a payload of B bytes is [5]

ToAF =NHδH + δw + 0.102

⌈

B + 2

6c

⌉

, (1)

where δw is the waiting time in which the header is

processed at the gateway.

As in the collision model of [5], a header replica or a

fragment is lost if it collides with another header replica

or fragment. For a frame to be received successfully, at

least one header replica and a fraction c of the payload

fragments must be correctly received [5].

In our setup, only the device-under-test performs mes-

sage replication. All other nodes transmit their messages

only once. This is motivated by the assumption that a node

will choose to spend more energy by performing message

replication only if it has a high-priority message to send.

We expect such events to be infrequent, and hence focus on

the special case where only one node has high-priority data

during the satellite pass under investigation. However, the

analysis can be easily extended to accommodate situations

in which multiple nodes may replicate their messages.

VI. MESSAGE DELIVERY PROBABILITY

Our reliability measure is the message delivery proba-

bility (MDP), defined as the probability that at least one

copy of a message is successfully delivered to the satellite

gateway. Below, we derive the MDP for the two schemes.

A. Frame Replication

In frame replication, r copies of a message is trans-

mitted in r separate frames. It suffices for the gateway to

successfully receive any one of those frames in order to

recover the message. Let S denote the probability that a

frame is successfully received. Thus,

MDP(frame-rep) = 1− (1− S)r . (2)

The frame success probability S is given by [5]

S=SHSP (3)

where SH is the probability that at least one header is

received successfully at the gateway, and SP is the prob-

ability that at least a fraction c of the payload fragments

are successfully received. We can express SH as

SH =1− (LH)
NH , (4)

where LH is the probability that a header replica is lost,

and it is given by [5]

LH =1−

(

nc − 1

nc

)αH−1

(5)

where, nc is the number of physical channels, and αH

is the number of frame elements (i.e., header replicas

or payload fragments) transmitted during the vulnerable

interval of the target header. The expression for αH is1

αH =
2δH
TH

+
δH + δP

TP
+

δH + δL
TL

. (6)

The quantities TH , TP , and TL denote the inter-arrival

times of header replicas, payload fragments, and last frag-

ments, respectively. They are given by TH = T /NλNH ,

TP =T /Nλ (NP − 1), and TL=T /Nλ.
For deriving SP , we first note that the correct reception

of at least a fraction c of payload fragments corresponds

to receiving at least ε fragments, where

ε = ⌈cNP ⌉. (7)

We can now express SP as

SP =1−

ε−1
∑

i=0

(

NP

i

)

(ξP )
i
(1− ξP )

NP−i
, (8)

1The expression in (6) differs from its counterpart in [5], where it
appears as (4). The division of vulnerable time by the inter-arrival time
that appears in each term of (6) in this paper does not appear in [5].
Instead, the vulnerable time is multiplied with the inter-arrival time
in [5]. As per our understanding, this is a typographical error. Since the
expression is for the number of colliding frame elements, the vulnerable
time must be divided, not multiplied, by the inter-arrival time.



where ξP is the probability that a payload fragment is

successfully received. As derived in [5],

ξP =

(NP − 1)

(

nc − 1

nc

)αP−1

+

(

nc − 1

nc

)αL−1

NP

(9)

where, αP is the number of frame elements transmitted

during the vulnerable interval of the payload fragment

(2δP ), and αL is the number of frame elements transmitted

during the vulnerable interval of the last payload fragment

(2δL). The quantities αP and αL are given by2

αP =
2δP
TP

+
δH + δP

TH
+

δP + δL
TL

(10)

and

αL=
2δL
TL

+
δH + δL

TH
+

δP + δL
TP

. (11)

B. Fragment replication

In fragment replication, only one frame is sent per mes-

sage (meaning NH header replica transmissions), whereas

each payload fragment is transmitted r times. The message

delivery probability for this scheme is given by

MDP(frag-rep) = SH S̃P , (12)

where SH is the probability that at least one header replica

is successfully received (given by (4)). The parameter S̃P

is the probability that at least ε unique payload fragments

are correctly demodulated. It is given by

S̃P = 1−
ε−1
∑

i=0

(

NP

i

)

(

ξ̃P

)i (

1− ξ̃P

)Np−i

. (13)

where ξ̃P is the probability that the value of a payload

fragment is correctly determined based on its r replicas.

Determination of ξ̃P depends on the signal reception

model as well as on the combining scheme. For simplic-

ity in this preliminary investigation, we assume that the

fragment is correctly demodulated as long as at least one

of its copies is received correctly. Under that assumption,

ξ̃P =1−(1−ξP )
r , where ξP is as given by (9).

VII. ENERGY EFFICIENCY

The reliability improvement provided by message repli-

cation comes at the cost of increased energy expenditure

due to the redundant transmissions. To compare the energy

performance of the replication schemes, we define the

energy efficiency as the average number of messages

delivered per joule of transmission energy spent. The

energy efficiency of a replication scheme is computed as

EE =
MDP

pt × (ToAM )
, (14)

2As with (6) and its counterpart in [5], the same discrepancy applies
to our version of (10), (11) and their counterparts in [5].

(a) DR8

(b) DR9

Fig. 2: Comparison of message-delivery probabilities.

where MDP is the scheme’s message delivery probability

(i.e., MDP(frame-rep) or MDP(frag-rep)), pt is the transmission

power, and ToAM is the time spent in transmission

for a given message. Note that for transmission without

replication, MDP is equal to MDP(frame-rep) evaluated for

r=1. The value of ToAM in the absence of replication is

simply the duration of a frame whose payload corresponds

to the message to be sent. This value multiplied by r gives

ToAM for frame replication. For fragment replication,

ToAM is the duration of a frame whose payload is r times

the size of the message to be sent.

VIII. NUMERICAL RESULTS

Our numerical evaluations are for a network in which

each node generates traffic at the rate of 4 messages per

hour, and transmits with a power of 14 dBm. The message

size is 15 bytes, header duration is 233 ms, and payload-

fragment duration is 102 ms. For the data rate, we restrict

attention to DR8 and DR9. Unless stated otherwise, all



Fig. 3: Reliability comparison of different combinations of

data rates and replication schemes.

the results presented in this section are obtained using

the analytical framework presented earlier. To verify the

accuracy of the analysis, we also plot the corresponding

simulation results in one of our graphs. The simulations

are performed in MATLAB, with the data points obtained

by averaging results of 10,000 simulation runs.

In Fig. 2, we examine the message delivery probability

of different schemes as a function of the number of nodes

in the network. Since the message generation rate per node

is constant, the number of nodes provide a direct measure

of traffic intensity. Results for DR8 and DR9 are shown in

Figs. 2a and 2b, respectively, for r=2 and 3. As expected,

the performance of all schemes worsen with the number of

nodes due to higher interference. For any given node count,

both forms of message replication provide higher message

delivery probability compared to a system that does not

perform replication. Further, more replication (larger r)

provides higher message delivery probability. With DR8,

frame replication provides higher reliability than fragment

replication, except at high traffic. With DR9, fragment

replication provides significantly higher reliability than

frame replication in heavy traffic scenarios, while frame

replication continues to be better at low traffic. To verify

the accuracy of the analysis, Fig. 2a also includes the

simulated values for each scheme, and they agree well

with the analytical curves.

It is evident from Fig. 2 that for a given traffic intensity,

the uplink reliability depends on three factors: the data

rate, replication scheme, and the value of r. To obtain

insights into the best combination of these factors as a

function of the traffic density, we combine all the curves

of Fig. 2a and Fig. 2b into the single plot shown in

Fig. 3. Although the resulting plot is somewhat crowded,

we are primarily interested in the best performing curves,

Fig. 4: Energy efficiency (messages/joule) for different

combinations of data rates and replication schemes.

which are clearly distinguishable. We observe that for

heavy traffic, fragment replication combined with DR9

and r=3 significantly outperforms all other combinations.

For sparse traffic, frame replication with DR8 and r = 3
provides the best results. An interesting observation in

this regard is that frame replication performs better when

paired with DR8 whereas fragment replication pairs better

with DR9. For the no-replication scenario, we observe

that DR8 outperforms DR9, similar to frame replication.

Note that DR8, owing to its lower coding rate (1/3),

can correct for more fragment losses than DR9, which

send fewer parity bits (coding rate 2/3). On the flip side,

DR8 frames are more prone to collisions and subsequent

fragment loss due to their longer airtimes. In the examined

scenario, it turns out that DR8’s stronger error correction

capability trumps the increased collisions, thus providing

better reliability. Since frame replication simply repeats

the frame, the higher reliability of DR8 is maintained

even when it is paired with frame replication. In fragment

replication, the payload size is increased r folds, resulting

in long frames. The already long frames of DR8, upon

further elongation due to fragment replication, experience

a level of collisions that lead to poorer performance than

DR9 for high traffic scenarios.

The energy efficiency of the schemes for the two data

rates are shown in Fig. 4. The results show that for

sparse traffic, DR9 without message replication provides

the best energy efficiency. Indeed, the reliability of this

scheme is the lowest among all as seen from Fig. 3.

However, because the transmission energy expenditure of

this scheme is also the lowest, it provides the maximum

message delivery per unit of transmission energy in the

low-traffic regime. But for moderate to heavy traffic, frag-

ment replication with DR9 outperforms all other schemes.



(a) MDP

(b) Energy Efficiency

Fig. 5: Performance comparison of different replication

strategies for a traffic of 8 messages per node per hour.

In Fig. 5, we plot the message delivery probability and

the energy efficiency for the same setup as considered

before, except with double the traffic intensity. To double

the traffic, the number of messages per node per hour

is increased to 8 from its earlier value of 4. With this

change, both the message delivery probability and energy

efficiency drop due to more collisions. However, the

overall performance trends are similar to our earlier results.

From the results above, we conclude the following:

• If high reliability is the sole objective, frame replica-

tion with DR8 should be used in low-traffic scenarios

(fewer nodes and/or fewer messages per unit time per

node) and fragment replication with DR9 must be

used otherwise.

• If it is desired to maximize the number of successfully

delivered messages per unit of transmission energy

spent, DR9 without message replication should be

used in low-traffic scenarios, and DR9 with fragment

replication should be used otherwise.

IX. CONCLUSION

We showed that message replication is effective in

improving the reliability of LR-FHSS direct-to-satellite

IoT uplink. We also showed that transmitting the replicas

as separate frames (frame replication) provides better

reliability when the network traffic is sparse. Otherwise,

including the replicas within a single frame (fragment

replication) is preferable. Fragment replication also deliv-

ers more messages per unit of transmission energy spent

when the traffic is heavy; in low-traffic scenarios, not

performing any replication is more energy efficient.

Our analysis of fragment replication employed the sim-

plifying assumption that a fragment is correctly recovered

as long as at least one of its replicas is received cor-

rectly. Future work includes development and modeling of

practical fragment-recovery techniques, and to incorporate

phenomena such as fading, shadowing, and capture effect

into our general performance framework.
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