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Abstract—We investigate strong data processing inequalities
(SDPIs) of the Rényi-divergence between two discrete distri-
butions when both distributions are passed through a fixed
channel. We provide a condition on the channel for which
the DPI holds with equality given two arbitrary distributions
in the probability simplex. Motivated by this, we examine the
contraction behavior for restricted sets of prior distributions via
f-divergence inequalities: We provide an alternative proof of
the optimal reverse Pinsker’s inequality for Rényi-divergences
first shown by Binette [1]. We further present an improved
Pinsker’s inequality for Rényi-divergence based on the joint
range technique by Harremoés and Vajda [2]. The presented
bound is tight whenever the value of the total variation distance
is larger than !/o. By framing these inequalities in a cross-
channel setting, we arrive at SDPIs that can be adapted to
use-case specific restrictions of input distribution and channel.
We apply these results to the Rényi local differential privacy
amplification through post-processing by channels that satisfy
no local differential privacy guarantee.

I. INTRODUCTION

The data processing inequality (DPI) is a fundamental result
in information theory which states that divergences between
probability measures cannot increase when they are processed
by the same channel [3]. It is a running topic of investigation
under which circumstances this inequality holds with equality,
and under which circumstances all distributions will grow
“closer” in specific measures of distributional divergence, that
is, under what conditions a channel contracts a divergence
measure. Classical results in this domain include bounds on
the contraction of relative entropy and mutual information (see
e.g. [3]). Often, SDPIs are studied for the more general f-
divergences, which include most commonly used divergence
measures (see e.g. [3-7]). An upper bound on the contraction
coefficient of the Rényi-divergence [8, 9]

1 dP\“
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in an AWGN channel is derived in [10] via the Hockey-stick
divergence E.. Recently, Jin et al. [11] show that the usual
upper bound on contraction via total variation fails to hold for
Rényi-divergences. They however prove that the universal >
lower bound contraction holds for general channels. Zaman-
looy and Asoodeh [6] show that if a channel satisfies local
differential privacy (LDP), SDPIs can be derived in terms of
a channels LDP guarantee. These bounds are further applied to
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mixing times in [12]. Related, it is shown in [13] that the LDP
guarantee of a channel is closely related to its f-divergence
contraction properties.

Information-theoretic tools for assessing privacy in data pro-
cessing systems have highlighted the crucial role of the Rényi-
divergence in this context: On one hand, Rényi differential
privacy (RDP) [14] has recently been adopted as a powerful
relaxation of differential privacy. Since, it has been shown to
be highly useful for, e.g, composition and privacy accounting
[15, 16]. On the other hand, information-theoretic measures
that aim to quantify privacy in terms of inference limits can
often be shown to reduce to formulations involving Rényi-
divergences. An early example of this is the usage of Rényi-
divergence of order infinity in the framework of quantitative
information flow [17, 18]. More recently, the highly related
notion of maximal leakage [19] and its variants and gener-
alizations [20-24] emerged, and solidify the important role
of Rényi-divergence for adversarial approaches to privacy.
Interestingly, the framework suggested in [25] unifies many
of the above mentioned approaches to quantifying privacy,
including maximal leakage, RDP and, in a local setting, Rényi
local differential privacy (RLDP). On a related note, the
recently proposed pointwise adaption of maximal leakage,
pointwise maximal leakage (PML) [21] is shown in [26] to
enable inferential guarantees that determine the privacy risk
of outcomes by evaluating the Rényi-divergence of order oo
between the prior and posterior distribution of the secret.

Rényi-divergence is itself not an f-divergence. However, it
can be shown that the Rényi-divergence of any order o can be
written as a monotone transform of an f-divergence param-
eterized by « [27]. Using this result, standard f-divergence
inequalities can be applied to Rényi-divergence. Numerous
such inequalities are derived in [27] and subsequent works.
Perhaps closest to the approach used in this work, such
inequalities are used to derive SDPIs in [28].

While the contraction of f-divergences—and hence of Rényi-
divergences—of LDP channels is studied in works like [6, 29—
31], there are fewer results that consider the contraction of
channels that satisfy no LDP guarantee. For such channels,
the aforementioned PML framework continues to allow for
a (finite) privacy quantification. Since both frameworks rely
on randomization for privacy protection, it is reasonable to
assume that PML exhibits a similar relationship between
contraction and privacy guarantee as observed for LDP.

Contributions: In this work, we derive SDPI-style bounds
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for Rényi-divergences aimed at information-theoretic privacy
problems. We present a condition on the channel under which
it does not contract the Rényi-divergence in general in Section
III. In Section IV, we present tools for bounding Rényi-
divergences in terms of total variation distance: We present
an improved (and often tight) Pinsker’s inequality for Rényi-
divergences given v > 1, as well as an alternative proof to
the optimal reverse Pinsker’s inequality for Rényi-divergence
first shown in [1]. We apply these tools to obtain results
on the data processing properties of Rényi-divergence for
discrete channels in Section V. The results show that the
restriction of the input distributions can strongly improve the
ability to obtain meaningful bounds on contraction. Finally,
we illustrate the results by providing an example use-case that
shows how these bounds enable an improved assessment of
the RLDP privacy amplification through post-processing. The
privacy properties of the non-RLDP channel in this bound
are quantified by its PML. This dependence establishes a
connection between the contraction of Rényi-divergence and
the PML privacy parameter. Further, it shows how privacy
assessment with LDP and PML can be used synergistically.

II. PRELIMINARIES

We use uppercase letters to denote random variables, lower-
case letters to denote their realizations and caligraphic letters
to denote sets. Specifically, we consider the two random
variables X and Y, where X represents input data into
a transition kernel Py |x (also referred to as channel or
mechanism in the following) that induces a random variable
Y at its output. Let Pxy denote the joint distribution of
X and Y. Then we use Pxy = PyIX x Px to imply that
ny(l',y) = Py|X:I(y)Px(SC) and Py = PY|X o Px to de-
note the marginalization Py (y) = > . Py|x—z(y)Px ().
We write Py for the probability simplex on the set X'. For
N € N, we define [N] := {1,..., N} as the set of positive
integers up to N. Finally, log(-) denotes the natural logarithm.

A. Rényi-divergence, f,-divergene and E.-divergence

For any convex function f : (0,00) — R such that f(1) =
0, define the f-divergence between two probability measures

P < Q [32] as
d
D,(PIQ) = Ee| (%) |

The Rényi-divergence [8] D, (P||Q) between P and Q is a
monotone transform of the f,-divergence [3]:

Definition 1 (f,-divergence). For any o > 0, the f,-
divergence is defined as the f-divergence Dy (P||Q), where
1—z* ifa<l,

zlogx, if a =1,

z* =1, ifa>1.

foz(x) =

The Rényi-divergence of order « is then obtained by

Du(PIIQ) = 2 low{ 1. (Pl@) + 1.

1)

We will use the Hockeystick-divergence E. (from here on
simply called E,-divergence) as a tool for obtaining bounds on
the Rényi-divergence, as similarly done in [10, Section 3.2].

Definition 2 (Z,-divergence, see, e.g., [27]). Given some
parameter v > 0, the E,-divergence between two discrete
distributions P and Q is defined as

E,(P|IQ) = Z |P(x

zGX

)|——|1—7|

For twice differentiable f, the relation shown in [33],

Dyl - | B (PO ()dn, @

can then be used to obtain any such D -divergence. For y =
1, the E,-divergence is equal to the total variation distance
between the two distributions, i.e., F1 (P||Q) = TV(P||Q).

B. Strong Data Processing Inequalities

All f-divergences (including the f,-divergence)—and hence
also the Rényi-divergence—satisfy the data processing inequal-
ity (DPI). The DPI states that for any two probability measures
Px,Qx on X, and some transition kernel Py |x,

Dy(Py|x o Px||Py|x o Qx) < Df(Px||Qx). (3

We define the contraction coefficient 7, (Py|x) of the a-
Rényi-divergence given a channel Py |x as the maximum
factor between the two sides of the above inequality.

No(Px, Py|x,P)
_ sup Do (Py|x o Px||Py|x 0 Qx)
Qx EP:Da(Px[|Qx)#0 Do (Px||@x) ’

Na(Py|x,P) = sup na(Px, Py|x,P).
PxeP

Here, P C Py denotes a subset of the probability simplex
on the alphabet X. In this framework, the DPI states that
Na(Py|x, Px) < 1. We are then interested in the conditions
for which na(Py‘X,P) < 1, that is, cases in which the
inequality in (3) is strict. In this case, we say a strong data
processing inequality (SDPI) holds. Similarly to the above,
we define nrv(Py|x,P) as the contraction coefficient of the
total variation distance given that input distributions are picked
from the set P. In the most general case, an SDPI considers
P = Px. However, we will later see that without any
restriction, 7, (Py|x) = 1 in many cases. We will therefore
derive bounds for cases in which P C Pyx. If the uncertainty
set P is clear from context, we omit it for ease of notation.

III. CONDITIONS FOR 7o (Py|x) =1

The following result provides a condition on the channel
Py| x for which there is no contraction, that is, for which no
strong data processing inequality holds, in the case P = Px.

Proposition 3. Consider a discrete channel Py |x. Whenever
Jz,x" € X : supp(Py|x=z) Nsupp(Py|x=y) =0,

we have 7, (Py|x,Px) = 1.
Proof: See Appendix A. [ ]



A. Connection to the Confusion Graph of Py x

Proposition 3 states that a channel does not contract the
Rényi-divergence whenever there exist two input symbols that
cause conditional distributions with disjoint support at the
channel output. This condition can equivalently be expressed
as requiring a channel’s confusion graph to be incomplete [34]:
Define the confusion graph G = (V,W) by V = X and

W ={(zi,z;) € X?|FyeY:z e XV Ax; € XV},

where X(¥) for each y denotes the positions at which the
channel matrix contains non-zero entries, that is,

XW = {2 € X : Pyix,(y) > 0}.

Heuristically, an edge (z;,z;) between input symbols in the
confusion graph indicates that there exists an output symbol
y € Y that can be caused by both z; or z; at the channel
input. That is, a missing edge (compared to the complete
version) indicates the existence of a pair of symbols that
can be sent over the channel without being confused with
each other. The confusion graph—along with its graph-theoretic
dual-is extensively used in zero-error information theory, see
e.g. [35, 36] for a detailed account of results and methods.
Note that a fully connected confusion graph is not neces-
sarily equivalent to a strictly positive channel matrix. Proposi-
tion 3 in a loose sense states that for sufficiently sparse Py |x,
Rényi-divergences do not contract in general. The following
examples illustrates this condition on the channel matrices.

Example 4 (Block-diagonal matrices). Any block-diagonal
matrix diag(Bj,...,B,,) with each B; € RF:>*ki [k, € N,
satisfies 74 (Py|x,Px) = 1.

Example S (k-singular channels). Inspired by [37], we say a
N x N channel Py x is k-singular if

1 ()
ifreX

Pyix_.(y) =< F

Yix= ) {0, otherwise.

By Example 4, any k-singular channel with k& < N/2 satisfies
na(Py‘ x,Px) = 1. For illustration, consider the channels

3 1/3 1/3 0 o 12 0 0
p_ 3 13 0 1/3 Y2 Y20 O
(Y 0 s 13|’ 10 0 Y2 1/
0 13 1/3 1/3 0 0 12 1/

Here, P is 3-singular and @ is 2-singular. It is easy to see that
the assertion in Proposition 3 applies to @), but not to P.

IV. PINSKER-TYPE INEQUALITIES FOR
RENYI-DIVERGENCE

The result in Section III shows that in many cases, the
contraction coefficient can not be smaller than one whenever
P = Px. This motivates us to investigate the behavior of 7,
in cases where P C Px. As we will see in Section VI, this
can be useful in cases in which partial knowledge about the
input distributions to a channel is available.

In this section, we present a generalization of the re-
verse Pinker’s inequality and Pinsker’s inequality for Rényi-
divergences. These inequalities will then be used to derive
“SDPI-style” bounds in Section V. In most of what follows,
we will work with the f,-divergence as a substitute for
Rényi-divergence. Due to the monotonic transformation in (1),
conversion between the two can be done easily at any point.

The following theorem bounds the f,-divergence as a
function of the total variation between two distributions.

Theorem 6 (Reverse Pinkser’s Inequality for f,-divergence,
special case of [1, Theorem 1]). Let @ > 1. For any two
distributions Px,Qx € P, define

P
Thax = sup X(:E) )
Px.QxeP, zex Q@x ()
Fmin = PX(:C)

inf .
PX,Q}?%P, reX QX (ac)

Then, the maximum f,-divergence corresponding to the a-
Rényi-divergence D, (Px||Qx) between the two distributions
is upper bounded by

Dfa (PX”QX) S TV(PXHQX)RQ(Fmaxu Fmin)u

where

Fﬁlax_l 1_Fg1in
Ra(Fmax;Fmin):F ] —1_1—F .

We provide an alternative proof to [1]. Our proof utilizes
the F, identity of f-divergences.
Proof: Fix Qx and Px and let A := TV(Px||Qx). The
proof depends on the fact that £, (Px||(x) can only be non-
zero on the interval (' pin, [imax ). To see this, observe that

B, (PxllQx) = 3 3
zeX

Px(a) = 1Qx (@) ~ 511~

and whenever Px (z)—vQx (z) < 0forall x € X or Px(z)—
YQx(x) > 0 for all x € X, we have

1 1
By (Px[|@x) = 5 > |Px(@) —1Qx(x)| - Ll
reX
1 1
=5 2 £Px (@) F1Qx(2) ) = 51 =]
zeX
1
=Sl —n =21 —H]=
511 =71 =51 =1l
This happens exactly when v < min, S); (é))

Fmin(PXvQX) or 7y Z maXg gf(((i)) = Fmax(PXvQX)~

Hence, E, is zero everywhere but on the interval v €
(Timin (Px, @Qx), 'max(Px, Qx)) =t I>o. From this, we get

O, lf Y ¢ IZO,
u(7)7 if v E IZO-

E,(Px||Qx) = {

What remains is to bound u(+y) to obtain an upper bound in (2).
To do this, note that y — E. (P||Q) is convex and increasing
on [0, 1] and convex and decreasing on (1,00) [10]. Hence,



the maximum value is obtained at v = 1, where we have
E1(Qx||Px) = A. By convexity, we can then upper bound
u(7y) by the piecewise linear function

0. if v ¢ I,
ALLmn(PxQx)  if oy e 10 (0, 1),
(1

I—Fmin(PX’QX) ’
AT Dmax(PxQx) iy e 100

Tmax(Px,Qx)—1 7
The theorem then follows from maximizing g(y) over
Px,Qx € P and solving

u(y) < gly) =
,00).

Fmax
ala— 1)/F gy dy, @
which yields a bound on the f,-divergence by (2). ]

Note that this proof technique can also be used to obtain the
more general result in [1] for any f-divergence for which f is
twice differentiable by replacing v*~2 with the general f”(v)
in (4). Further, if more information about the distributions is
known, more specific bounds on f(v) can potentially be used
to obtain more specific inequalities in these cases.

Remark 7. The bound in Theorem 6 recovers the definition of
Rényi-divergence of order infinity, that is, it is asymptotically
tight with Do, (Px||Qx) = log'max. To see this, let again
A = TV(Px||Qx) and observe that we can plug in the result
form Theorem 6 into (1) to obtain

1
<
Da(@x|IPx) < ——

Since ['pin < 1 and 'yax > 1, we get the limit as

1
1Og <Roc (Fma)h Fmin)>

a—1
logMpax = log T'iax.

10g (ARg(Tmax; Tinin) + 1).

Dac(@x|IPx) < lim

(e

a—oo o — 1
Further, the bound in [27, Theorem 35] can be obtained from
Theorem 6 by assuming the lower bound I'y,;, = 0.

Next, we present a generalized Pinsker’s inequality for f,-
divergences of orders a > 1.

Theorem 8 (Pinsker’s inequality for Rényi-divergences). For
two mutually absolutely continuous probability distributions
Px and Qx and any a > 1, we have

Dy (PxllQx) > ga (TV(PXHQX))

where

e2(a—1)t2 —1,
(4t2 + 1)t —1,
(1-t)t> -1,

ift <1/aand a < 2,
if t <o and o > 2,
otherwise

ga(t) =

Proof: The proof follows from bounding the joint range
[2] of the two divergences and is presented in Appendix B. B

Remark 9. For any o > 1, the bound in Theorem 8 is realized
by the pair of distributions Px = [0,1], Qx = [t,1 — ] in
the case ¢ > 1/a. Hence, it is tight for this range of values.
It is also tight for all £ > 0 given that o = 2. In this case, it

joint range
—+— pres. bound

d; (plla)

1F 4

0 . 1 I I L L
0 0.05 0.1 0.15 0.2 0.25 0.3 0.35 0.4 0.45

TV(plla)

Fig. 1: Joint range of Dy, (P||Q) and TV(P||Q) for the case
o =4 as well as the bound presented in Theorem 8.

reduces to the joint-range-based bound between y2-divergence
and total variation distance, as e.g. presented in [3]. As a result
of the former, it is also asymptotically tight for « — oo, since
in this case, the condition ¢ > 1/« hold for all ¢ > 0.

Remark 10. The function g, is injective, but not bijective.
That is, in order to obtain an inverse bound (later used in
Corollary 11) we can define the piecewise function

log(s+1)
\V 2(e=1)
%\/(s—l—l)(ﬁ)—l, if > 2,5 < ha(e)
1
max{1l — (s+1)T-=,1/a}, otherwise,
where ha(a) == (1 +4a72)*"t — 1 and hy(a) =2 — 2/a.

if @ <2,5 < hi(a),

An example of the the presented bound on the joint range
for «« = 4 is shown in Figure 1. Other values of « yield a
visually similar result, with the discontinuity at /o moving
closer to the origin as the value of « increases.

V. STRONG DATA PROCESSING WITH PINSKER

The above results can now be used to reason about the data
processing properties of channels by considering the presented
inequalities “across” a given channel. That is, we can modify
the bound presented in Theorem 6 to yield a upper bound on
Dy, (Py||Qy) in terms of TV(Px||Qx). To this end, consider

> wex Pyix=:(y)Qx ()

Thax = sup (5)
Px.Qx€P.yeY Dopex Py x=2(y)Px ()
Py x—s
. = nf Y owex Prix=2(y)Qx(x) ©)
Px,.Qx€P,yeY Y. v Pyix—s(y)Px (2)

as the “cross-channel” modification of the crucial extremal
quantities in Theorem 6. We get the following result.

Corollary 11. For a discrete channel Py|x, a set P C Px
and some a > 1, let n := nry (Py|x). We have

Dy, (Py]lQy) < nRa(FmamFmin)g;l(Dfa (Px||Qx))-

Proof: Follows from Theorem 6 with Py = Px o Py|x

and Qy = Qx o Py|x and the inequality in Theorem 8. W
This result stresses the relation between I'},.x and '}, as
formulated in (5) and (6) and the contraction behavior of a
channel: If I'yax — I'min 1S small, the channel significantly
contracts the f,-divergence. If the difference is large, con-
traction will be small. What remains is to bound I',,,x and



I'min such that an operational bound is obtained. Such bounds
should be use-case specific, as the structure of the uncertainty
set P, as well as specifics about the channel are crucial factors.
We present one such use-case specific bound in the following.

VI. APPLICATION: POST-PROCESSING FOR RLDP

In this section, we show how the above results can be used
to obtain improved post-processing inequalities for Rényi local
differential privacy (RLDP) [14, 25]. Consider the Markov
chain W — X — Y, where W is a random variable on a set
W that represents some private data, and the transition kernel
Px|w is a privacy mechanism satisfying (e, «)-RLDP, i.e.,

max Do (Pxjw=uw||Pxjw=uw) < €.

w,w' eW,yey
Further, assume that the transition kernel Py | x does not satisfy
any finite RLDP guarantee, that is, the channel matrix contains
zero elements. From the post-processing property of RLDP,
it is clear that the privacy guarantee of the system Py |y
will remain bounded by the guarantee of Px |y . However,
it is reasonable to assume that there exist channels Py |x
containing zero elements that will result in an improved
guarantee of the composed system Py |y if the output of the
RLDP Py is applied to their input. In fact, using the results
derived above, we can bound the f,-divergence of Py |y, by

Dy, (Py\w=uwl||Pyiw=uw)
= Dy, (Py|x © Pxjw=uwl||Py|x © Px|w=uw’)

< 77Ro¢ (Fmaxu Fmin)g;I (Dfa (PXW_wHPXW_w’)) )

where 7 = n7v(Py|x,Px) is again a shorthand for the
contraction coefficient of the total variation distance. Since
Px|w satisfies (e, a)-RLDP, we can therefore bound the
RLDP guarantee of the entire system by applying (1) as

e* = RLDP(Py|W) < plef, ), 0

where €7 = maxy w Dy, (Px|w=uw||Px|w=uw) is the fq-
divergence corresponding to the e-valued Rényi-divergence,

‘P(Efaa) = log (WTvRa(FmaXvFmin)ggl(sf)"‘l)'

a—1
Further, in this setup, the set of input distributions P is

just the set of rows of the mechanism PX‘W, and each of

these distributions is induced by one of the outcomes W = w.

Hence, the quantities ', ax and I'yni, reduce to

ZggeX PY|X:m(y)PX|W:w('r)

max
ww €W, yeY 3 v Py x=o(Y) Px|w=uw (T)’

Fmax =

min ZzeX PYIX:x(y)PXIW:w(x)
w,w' €W, yey ZmeX PY\X:m(y)PXIW:w’ (I)

While these quantities can be computed directly if both
channels are perfectly known, it is useful to obtain a bound
that only depends on the privacy guarantees of the channels.
The following proposition provides such a bound, where the
privacy of the second, non-RLDP channel is quantified by

I‘mim =

161 g
1.4 4

1.2 b

0.8 - 4
sl —— RLDP of PX|W ]
04 b —aA— RLDP of PYIW ]
0.2 upper bound on RLDP of PY|W using (7)1
0 1‘0 2‘0 3‘0 4‘0 5‘0 G‘O 7‘0 8‘0 9‘0 100
a

Fig. 2: RLDP and corresponding bound in Example 13.

its pointwise maximal leakage (PML) [21]. The proposition
shows one way in which the increased flexibility of leakage
assessment with PML can complement (L)DP guarantees.

Proposition 12. If Pxy is a N x N randomized response
mechanisms satisfying e-LDP according to [31], then

e —1

Thax < [1 = —— in £y, (X — )
—( N o 1 OPmax min Cu( y>)

e -1

Tpin > (1 4+ —— in £, (X — ,
—( N e P ma min L y>)

where £,,(X — y) denotes the PML from X to an outcome

Y = y under the input distribution induced by W = w, i.e.,
maxyex Py|x—z(y)

>vex Prix=:(y) Pxjw=uw()

Further, equality is achieved in both bounds if Py x has a zero

entry in each column, i.e., if min, Py|x—,(y) =0 Vy € ).

Proof: See Appendix C. [ ]
The following example illustrates this bound.

Ly(X = y) =log

Example 13. Let Py be a 5 x 5 randomized response
mechanism in [31] satisfying log 6-LDP, and Py |x given by

Yo 12 0 0 O
0 Y2 12 0 0
Py|X = 0 0 1/2 1/2 0
0 0 0 12 1/
/a0 0 0 1

In this setup, the successive application of both mechanisms
to the private data I/ will increase randomization, and hence
it is reasonable to expect an improved privacy guarantee of
the complete system compared to Px |y alone. Here, we can
also straightforwardly calculate T'poy = 8/3 and Ty = 3/5.
We can then numerically determine the bound in (7) assuming
that npy (Py|x) = 1." The resulting RLDP values are shown
in Figure 2 alongside the RLDP guarantee of Px |y, and the
true RLDP guarantee of the composition Px |y o Py|x. As
expected, the bound tightens as « grows, since both of the
presented Pinsker-type bounds are asymptotically tight.
IClearly, the bound npy (Py|x) < 1 is not tight in most cases.

However, the influence of this term on the bound in (7) decays with
(a—1)"1log nrv (Py|x). justifying this assumption whenever o > 1.



[1]
[2]

[3]
[4]

[5]

[6]

[7]

[8]

[9]

[10]

(11]

(12]

[13]

[14]

[15]

[16]

(171

REFERENCES

O. Binette, “A note on reverse Pinsker inequalities,” /IEEE Transactions
on Information Theory, vol. 65, no. 7, pp. 4094-4096, 2019.

P. Harremoés and 1. Vajda, “On pairs of f -divergences and their joint
range,” IEEE Transactions on Information Theory, vol. 57, no. 6, pp.
3230-3235, 2011.

Y. Polyanskiy and Y. Wu, Information Theory: From Coding to Learn-
ing. Cambridge University Press, 2025.

M. Raginsky, “Strong data processing inequalities and ¢-sobolev in-
equalities for discrete channels,” IEEE Transactions on Information
Theory, vol. 62, no. 6, pp. 3355-3389, 2016.

A. Makur and L. Zheng, “Comparison of contraction coefficients for
f-divergences,” Problems of Information Transmission, vol. 56, no. 2,
2020. [Online]. Available: https://doi.org/10.1134/S0032946020020015
B. Zamanlooy and S. Asoodeh, “Strong data processing inequalities for
locally differentially private mechanisms,” in 2023 IEEE International
Symposium on Information Theory (ISIT), 2023, pp. 1794-1799.

V. Anantharam, A. Gohari, S. Kamath, and C. Nair, “On maximal
correlation, hypercontractivity, and the data processing inequality studied
by Erkip and Cover,” arXiv preprint arXiv:1304.6133, 2013.

A. Rényi, “On measures of entropy and information,” in Fourth Berkeley
Symposium on Mathematical Statistics and Probability, Volume 1: Con-
tributions to the Theory of Statistics, vol. 4. University of California
Press, 1961, pp. 547-562.

T. van Erven and P. Harremogs, “Rényi divergence and Kullback-Leibler
divergence,” IEEE Transactions on Information Theory, vol. 60, no. 7,
pp. 3797-3820, 2014.

Y. Polyanskiy and Y. Wu, “Dissipation of information in channels with
input constraints,” IEEE Transactions on Information Theory, vol. 62,
no. 1, pp. 35-55, 2015.

L. Jin, A. R. Esposito, and M. Gastpar, “Properties of the strong data
processing constant for rényi divergence,” in 2024 IEEE International
Symposium on Information Theory (ISIT), 2024, pp. 3178-3183.

B. Zamanlooy, S. Asoodeh, M. Diaz, and F. P. Calmon, “e~-mixing
time,” in 2024 IEEE International Symposium on Information Theory
(ISIT). 1EEE, 2024, pp. 3474-3479.

S. Asoodeh, M. Aliakbarpour, and F. P. Calmon, “Local differential
privacy is equivalent to contraction of an f-divergence,” in 202/ IEEE
International Symposium on Information Theory (ISIT), 2021, pp. 545—
550.

1. Mironov, “Rényi differential privacy,” in IEEE 30th computer security
Sfoundations symposium (CSF), 2017, pp. 263-275.

Y.-X. Wang, B. Balle, and S. P. Kasiviswanathan, “Subsampled rényi
differential privacy and analytical moments accountant,” in The 22nd
international conference on artificial intelligence and statistics. PMLR,
2019, pp. 1226-1235.

W. Alghamdi, J. F. Gomez, S. Asoodeh, F. Calmon, O. Kosut,
and L. Sankar, “The saddle-point method in differential privacy,”
in Proceedings of the 40th International Conference on Machine
Learning, ser. Proceedings of Machine Learning Research, A. Krause,
E. Brunskill, K. Cho, B. Engelhardt, S. Sabato, and J. Scarlett, Eds.,
vol. 202. PMLR, 23-29 Jul 2023, pp. 508-528. [Online]. Available:
https://proceedings.mlr.press/v202/alghamdi23a.html

G. Smith, “On the foundations of quantitative information flow,” in
International Conference on Foundations of Software Science and Com-

(18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

(271
[28]

[29]

[30]

[31]

[32]

[33]

[34]
[35]
[36]

(371

putational Structures. Springer, 2009, pp. 288-302.

M. S. Alvim, K. Chatzikokolakis, A. Mclver, C. Morgan, C. Palamidessi,
and G. Smith, The Science of Quantitative Information Flow. Springer
Cham, 2020.

I. Issa, A. B. Wagner, and S. Kamath, “An operational approach to
information leakage,” IEEE Transactions on Information Theory, vol. 66,
no. 3, pp. 1625-1657, 2020.

G. R. Kurri, M. A. Managoli, and V. M. Prabhakaran, “Maximal guess-
work leakage,” in 2024 IEEE International Symposium on Information
Theory (ISIT), 2024, pp. 2754-2759.

S. Saeidian, G. Cervia, T. J. Oechtering, and M. Skoglund, “Pointwise
maximal leakage,” IEEE Transactions on Information Theory, vol. 69,
no. 12, pp. 8054-8080, 2023.

G. R. Kurri, L. Sankar, and O. Kosut, “An operational approach to
information leakage via generalized gain functions,” IEEE Transactions
on Information Theory, pp. 1-1, 2023.

L. Grosse, S. Saeidian, P. Sadeghi, T. J. Oechtering, and M. Skoglund,
“Quantifying privacy via information density,” in 2024 IEEE Interna-

tional Symposium on Information Theory (ISIT), 2024, pp. 3071-3076.
M. A. Zarrabian, N. Ding, and P. Sadeghi, “On the lift, related pri-

vacy measures, and applications to privacy—utility trade-offs,” Entropy,
vol. 25, no. 4, p. 679, 2023.

A. Gilani, G. R. Kurri, O. Kosut, and L. Sankar, “Unifying privacy
measures via maximal («, [3)-leakage (Mabel),” IEEE Transactions on
Information Theory, vol. 70, no. 6, pp. 4368-4395, 2024.

S. Saeidian, G. Cervia, T. J. Oechtering, and M. Skoglund, “Rethinking
disclosure prevention with pointwise maximal leakage,” Submitted to:
Journal of Privacy and Confidentiality, 2023.

I. Sason and S. Verdd, “f -divergence inequalities,” IEEE Transactions
on Information Theory, vol. 62, no. 11, pp. 5973-6006, 2016.

I. Sason, “On data-processing and majorization inequalities for f-
divergences with applications,” Entropy, vol. 21, no. 10, p. 1022, 2019.
J. C. Duchi and F. Ruan, “The right complexity measure in locally
private estimation: It is not the fisher information,” The Annals of
Statistics, vol. 52, no. 1, pp. 1-51, 2024.

S. Asoodeh and H. Zhang, “Contraction of locally differentially private
mechanisms,” IEEE Journal on Selected Areas in Information Theory,
2024.

P. Kairouz, S. Oh, and P. Viswanath, “Extremal mechanisms for local
differential privacy,” The Journal of Machine Learning Research, vol. 17,
no. 1, pp. 492-542, 2016.

I. Csiszdr, “Information-type measures of difference of probability distri-
butions and indirect observation,” Studia Scientiarum Mathematicarum
Hungarica, vol. 2, pp. 299-318, 1967.

J. Cohen, J. H. Kempermann, and G. Zbaganu, Comparisons of stochas-
tic matrices with applications in information theory, statistics, economics
and population. Springer Science & Business Media, 1998.

R. Diestel, Graph Theory, 5th ed., ser. Graduate Texts In Mathematics.
Springer, 2017.

C. Shannon, “The zero error capacity of a noisy channel,” IRE Trans-
actions on Information Theory, vol. 2, no. 3, pp. 8-19, 1956.

J. Korner and A. Orlitsky, “Zero-error information theory,” IEEE Trans-
actions on Information Theory, vol. 44, no. 6, pp. 2207-2229, 1998.
Y. Altug and A. B. Wagner, “Refinement of the random coding bound,”
IEEE Transactions on Information Theory, vol. 60, no. 10, pp. 6005—
6023, 2014.


https://doi.org/10.1134/S0032946020020015
https://proceedings.mlr.press/v202/alghamdi23a.html

APPENDIX A
PROOF OF PROPOSITION 3

For P = Py, we have

na(PY|X) = |
e 1og{zyey <ZI€X(” Proc iy (x)) a <Z$6X<y) PYX—m(y)QX(x)) a}

Px,Qx€Px: Da(Px||Qx)#0 log{z v PX(I)QQX(I)IQ}

and the statement follows by constructing Px and (x with full support such that in the limiting case to the support set
boundaries, we get

10g{zyey (ZIGX(U) Pyix=2(y)Px (w)) ) (ZEGX(” PYX_E(y)QX(m)) la}
1og{zweX Px (:c)“Qx(:c)”}

Since the DPI for Rényi-divergences states that 1, (Py|x) < 1 for all Py|x, constructing this distribution proves 1, (Py|x) = 1.
Construction of Px and () x: For ease of notation, let X' := [N]. Further, define the indicator function by

61'(1'):{17 if x =1

=1

0, otherwise.

For some very small v > 0, let Py be a perturbed single point mass at « = ¢ for some ¢ € [N], that is,

PY(z) = (1—7)di(z) + ﬁ(l —§i(x)),
and let

Q) = 5 6la) + 85(0)) + 55 (1= i) = 85 (2),

where j is such that any X := {z € [N]: Py|x_,(y) > 0} that contains i does not contain j. Then we get

1Og{2yesupp(PyXi) <Pyx—i(y)Q9< (z’)> e (Ple—i(y)) a}
og{ Q% 1}
) 1og{Q9((i)1_°‘ 5 o pm_i(y)}

1og{Qg((i)1_o‘}
_ (1 —a)log Q% (i) _
(1-a)logQ% (i)
where the second to last equality follows from the row-stochasticity of Py x.
By this construction we have 7, (Py|x) > 1. Hence, the data processing inequality for Rényi-divergences implies

Na(Py|x) = 1. Noticing that choosing i and j in this manner is only possible if there exists some i,j € [N] such that
supp(Py|x=i) N supp(Py|x—;) = 0 finishes the proof. O

- v _
%%na(anpY\X) =

APPENDIX B
PROOF OF THEOREM §

From [27] and the fact that Dy, is a monotone transform of the Rényi-divergence of the same order, we know that

inf D¢ (P = min d ,
P,QePx:TV(P||Q)=t 7. (PllQ) g Ip—aql=t fa(plla)
where dy, (p||g) denotes the binary f,-divergence
p* (1—p)
dy. (pllq) = e —1.

(1—-q)!



From the definition of the total variation, we get

: . p* (1—p)© }
min d = min + —1.
P,q: [p—q|=t e (qu) pe[o,lt]{ (p + t)afl (1 —p— t)afl
Define " |
P - p)®
Yo (p7 t) = + -1

b+ A-p—t

Taking derivatives with respect to p yields

Tt (A-po! ] _(=pet

0
8_p1/}°‘(p’t)_(at+p)[(p+t)°‘+(1—p—t)0‘ (1—p—t)0‘

and forany o > land allt <1, p <1—1t,
62
ap?

from which we can conclude that 1, (p, t) is convex in p.
First, consider the case ¢ > 1/a. We can bound the first derivative by

9 (1-p*!

with equality for ¢ = /o if p = 0. Otherwise strict inequality holds. Together with the convexity of ¢, in p, this implies that
the maximum value of ¢, for all ¢ > 1/a will be achieved at p = 0. At this point, we have

Ve (0,1) = (1 —t)t°.

Secondly, for t < !/a, we first consider a > 2. Let P, ) be binary probability distributions with P(0) = p and Q(0) =p +¢
Then, noticing that x — 2~ is convex for o > 2, we apply Jensen’s inequality to obtain

R

> (o))

N <1+ (p+t)(f—p—t)>al_1

> (144> 1.

a—2 _ a—2
p (1-p) } >0,

Ya(pt) = (a - 1)at? [(p +t)atl (1 —p—t)atl

Finally, we bound the remaining case with the standard Pinsker’s inequality: Since the Rényi-divergence is increasing in « [9],
so is Dy, . Hence the standard Pinsker’s inequlity for the Kullback-Leibler divergence KL(P||Q) (Rényi-divergence of order
a=1)

KL(P[|Q) = D1(PI|Q) = 2TV(P||Q)*

will continue to hold for o > 1. Utilizing (1), this yields

Dy, (PlIQ) = exp (2(a — )TV(P[|Q)?) — L.

Putting the derived bounds together to form g, (¢) finishes the proof. o
Note a tight bound in the case ¢ < /o can be obtained by solving
9 pt (A—pet 1-p)!
- Ya(p,t) = (at +p) + - =
9p P+t (A-p-t)] (A-p-t)*

In the range ¢ € (0, !/«), this equation has a real solution p* that satisfies p* € [0, 1]. Due to the convexity of 1, in p, a (tight)
lower bound is then given by

9a(t) = pa(p”, ).

However, it remains unclear if p* can be expressed in closed form. Due to this complication, the result above utilizes more
rudimentary bounds in this case.



APPENDIX C
PROOF OF PROPOSITION 12

Note that for a randomized response mechanism according to [31], we can write for any two rows w, w’,
Px\w=w(z) = Pxjw=uw () + K(x),

where e 1 R
— —e
k(z) € {0

}

e
X +er =17 X +ef -1
and each non-zero element is taken exactly once. Therefore,
ef —1
Il = 2=t
Using this observation, we can write

I'max = max max 2o Pyx=a(y) Pxjw—uw ()
T v Ty Y Py ix=a (U) Pxjw=w (2)
= max max max 2y Py x=a (W) Pxiw—uw ()
willmlh=2 it w v > Pyix—o (Y) Pxjw=uw () + X0, Pyix=2(y)r(z)

[X[+ef—1
Zz ‘PY|X:ﬁC (y)PX\W:w’ (1’)
> e Pyix =2 (V) Pxjw=uw (T) — @ <Inaxz Py x—z(y) — min, PYX_m(y))
< > Pyix=2(y) Pxjw=uw (%)
= 11 :
v Y Zz ‘PY|X:ﬁC (y)PX\W:w’ (1’) - T2 maxy PY|X:x (y)

Now, fix y and let w* € W be the solution to the maximization over WW. By letting

= max max
w’ Y

maxg PY\X:z(y)
Y e Prix=2(y) Pxjw=uw-(2)’

Ly« (X — y) =log

we can further simplify the above bound as

1 <1 !
Dax < max TR = (1 _ 875 exp max min £, (X — y)) .
v 18l exp . (X = y) |X]+es+1 yeY wew

The proof for I'y,i, follows analogously.
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