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ABSTRACT

This paper introduces a novel method, Sample-efficient Probabilistic Detection using Extreme Value
Theory (SPADE), which transforms a classifier into an abstaining classifier, offering provable pro-
tection against out-of-distribution and adversarial samples. The approach is based on a Generalized
Extreme Value (GEV) model of the training distribution in the classifier’s latent space, enabling the
formal characterization of OOD samples. Interestingly, under mild assumptions, the GEV model
also allows for formally characterizing adversarial samples. The abstaining classifier, which rejects
samples based on their assessment by the GEV model, provably avoids OOD and adversarial sam-
ples. The empirical validation of the approach, conducted on various neural architectures (ResNet,
VGG, and Vision Transformer) and medium and large-sized datasets (CIFAR-10, CIFAR-100, and
ImageNet), demonstrates its frugality, stability, and efficiency compared to the state of the art.

1 Introduction

A key challenge in deploying learned models in real-world settings is managing out-of-distribution (OOD) samples.
When a learned model encounters data that deviates from the training distribution, it can lead to failures with signif-
icant consequences, particularly in high-stakes applications such as medical diagnosis, autonomous driving or risk
analysis [1, 2]. The ultimate aim in machine learning is to achieve OOD generalization, where the model encapsu-
lates the core concept with sufficient accuracy to effectively handle atypical but real samples [3]. A step towards
OOD generalization is OOD detection, which equips the learned model with the ability to recognize atypical samples
and refrain from making risky predictions. OOD detection is approached from several directions, including meth-
ods based on classification [4, 5, 6], reconstruction metrics [7, 8], density estimation [9, 10, 11] and distance-based
estimation [12, 13, 14, 15] (more in Section 6).

OOD detection is complicated by the fact that, to the best of our knowledge, no universally accepted definition ex-
ists for what qualifies as an OOD sample. The boundaries between in-distribution and OOD data are inherently
ambiguous and different domain experts may classify the same sample differently based on their understanding and
experience [16]. Consequently, the validation of OOD detection methods relies heavily on experimental studies using
well-curated datasets, such as near and far OOD datasets [2].

It is worth noting that human experts and models tend to make different decisions regarding both OOD and adversarial
samples [17], albeit in distinct ways. Experts typically recognize an OOD sample as belonging to a given class, despite
its atypicality, while the model assigns it to a random class. Conversely, experts perceive an adversarial example as
typical of a specific class, yet the model confidently misclassifies it into a different class.
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The approach presented in this paper, referred to as Sample-efficient ProbAbilistic Detection using Extreme value
theory (SPADE) and inspired by distance-based approaches [13], introduces an original model of the training distri-
bution relative to a learned model (hereafter the teacher). Specifically, the distances between samples in the teacher’s
latent space are modelled using the Extreme Value Theory (EVT) [18]. This model provides a sound and robust test
for detecting and rejecting OOD samples. Most interestingly, under mild assumptions this test also provably rejects
adversarial examples with high probability, subject to a bound on their perturbation amplitude.

The contributions of the proposed approach are fourfold: i) it introduces a formal definition of OOD samples relative
to a teacher and its latent representation; ii) this definition leads to a statistically frugal OOD test based on EVT
first principles; iii) this test operationally rejects OOD and adversarial samples with provable guarantees; iv) the
effectiveness of the approach is experimentally and successfully demonstrated against strong baselines for learned
models with different architectures [19, 20, 15].

The paper is organized as follows. Section 2 outlines the formal background of distance-based OOD detection and in-
troduces extreme value theory. Section 3 gives an overview of the SPADE approach and its formal analysis. Sections 4
and 5 respectively detail the experimental setup and the experiments conducted to validate SPADE against state-of-
the-art methods. Section 6 discusses the contributions within the context of related work, and the paper concludes with
perspectives for future research.

Notations. Let D = {(x1, y1) . . . (xn, yn)} denote the training set, iid drawn after the joint distribution PX,Y , with
X the instance space and Y = {1, . . . nc} the set of classes. The trained teacher f is expressed as f = g ◦ h, where h
is the embedding in the latent space (h : X 7→ Rd) and g is the mapping used to make decisions based on the latent
representation.

2 Formal Background

This section describes the main concepts defined by [3] in the context of distance-based OOD generalization, and
briefly introduces extreme value theory for completeness.

2.1 Properties of Latent In-Distribution

As mentioned above, the complexity of OOD characterization corresponds to the highly complex and diverse nature of
real-world data [21]. In the literature [22, 23, 24, 25, 26] OOD characterization often involves subjective assessment
("data that appear noticeably different from in-distribution to human observers"). A common definition states that
the OOD is different from the known in-distribution, e.g., the training distribution, although this definition does not
capture the specifics of OOD: OOD is not merely any distribution that differs from ID.

On the other hand, as noted by [12, 13], the representation in latent space of the in-distribution (hereafter ID) presents
distinct characteristics, such as being formed of compact and well-separated clusters. [3] formalize these properties in
terms of variation and informativeness of the latent representation:

Definition 1 ([3]). The variation of embedding h across a finite distribution D, noted Vρ(h,D), is defined as the
maximum diameter over all classes c of the ball containing distribution h(x) for (x, y) ∈ D and y = c:

V(h,D) = max
c∈Y

sup
(x,c)∈D

(x′,c)∈D

‖h(x)− h(x′)‖ (1)

where the distance ‖h(x) − h(x′)‖ is usually set to L2 distance1. Embedding h is said η-invariant across D if
V(h,D) < η.

The variation of embedding h thus measures the maximum thickness and width of the latent manifold containing the
image of (samples in) a class.

Definition 2 ([3]). The informativeness of embedding h across a finite distribution D, noted I(h,D), is defined as
the average over all pairs (c, c′) of distinct classes, of the minimum distance between h(x) and h(x′) for (x, y) and
(x′, y′) in D, with y = c 6= y′ = c′:

I(h,D) =
1

nc(nc − 1)

∑

c 6=c′∈Y

min
(x,y)∈D,(x′,y′)∈D

y=c 6=y′=c′

‖h(x)− h(x′)‖ (2)

1The Kullback Leibler divergence is considered when embedding h is a probabilistic one. See [3] for more detail.
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where the distance is usually set to L2 distance (see footnote 1), and nc denotes the number of classes. The latent
embedding h is said δ-informative across D if I(h,D) > δ.

It is noted that informativeness and variation are closely related to the compactness and dispersion metrics introduced
and optimized in CIDER to achieve OOD generalization [15].

These definitions are defined in terms of supremum over classes, raising the challenge of their statistical stability and
algorithmic exploitation (e.g., through setting thresholds). The approach presented here addresses this challenge by
exploiting extreme value theory, as described below and referring the reader to [27] for a comprehensive introduction.

2.2 Extreme Value Theory

Dating back to [18, 28], Extreme Value Theory (EVT) focuses on modeling and understanding the tail behavior of
distributions. EVT is based on the premise that, under mild assumptions, the distributions of extreme events converge
to a common form, even if their original distributions differ. For instance, while the distributions of seismic intensities
and the heights of rogue waves − factors that respectively influence the design of buildings and oil rigs − may differ,
their extreme values (maxima) are governed by the same class of distributions. This limiting distribution is known as
the Extreme Value Distribution (EVD):

Definition 3 (Extreme Value Distribution (EVD) [18]). Let Z be a random variable over the real-valued space R. Let
Z(ℓ) denote the random variable defined as the maximum value over ℓ independent drawings of Z . When ℓ goes to
infinity, the limiting distribution of Z(ℓ) is the cumulative distribution P (Z(ℓ) < z) →

ℓ→∞
Gξ,µ,σ(z), expressed as one

of the two parametric models:

Gξ,µ,σ(z) = exp

{ (
1 + ξ z−µ

σ

)−1/ξ

+
if ξ 6= 0

− exp
(
µ−z
σ

)
otherwise

}
(3)

with µ ∈ R a location parameter, σ ∈ R+ a dispersion parameter and ξ ∈ R a shape parameter referred to as extreme
value index.

Overall, the EVT framework provides a general parametric model for extreme events associated with a random vari-
able, independent of the distribution of Z itself. The universality of these models reflects the fact that modeling the
extreme events associated with a distribution relies only on the behavior of its tail. This tail can take one of three forms:
(i) an exponential tail (ξ = 1, corresponding to the Gumbel distribution); (ii) a heavy tail (ξ > 0, corresponding to the
Fréchet distribution); or (iii) a bounded tail (ξ < 0, corresponding to the Weibull distribution). Despite its applicability,
EVT has, to the best of our knowledge, seen limited use in machine learning, with notable exceptions in the area of
anomaly detection [29, 30, 31].

3 SPADE Overview

Aimed at OOD detection, SPADE proposes a formal characterization of OOD concerning a trained teacher model and
the associated latent representation on the one hand and the training distribution (hereafter in-distribution, ID) on the
other hand. This characterization relies on generalized extreme value (GEV) models, which allow for detecting and
rejecting out-of-ID samples. For simplicity and by abuse of language, out-of-ID samples are referred to as OOD in
the following. Interestingly, under mild assumptions, the GEV models also allow for detecting adversarial samples.
The abstaining classifier, equipped with the GEV-based detection tests, provides probabilistic guarantees of OOD and
adversarial sample rejection, subject to a lower bound on the magnitude of the adversarial perturbation.

3.1 EVT-based Characterization of OOD

The distance-based OOD detection literature (see e.g., [12, 14, 13]) suggests that a sample is likely to be an OOD
sample if it is sufficiently distant from the training samples of all (or most) classes in the latent space.

In SPADE, this process is reformulated using generalized extreme value models, directly yielding the probability for a
sample to be OOD. Let (X,Y ) denote the random variable following the joint distribution PX,Y . For Y = c, let Zc be
the random variable defined as the distance between h(X) and its k-th nearest neighbor in latent distance, belonging
to D with same class c. By definition, the limiting distribution of the maxima of Zc follows a Generalized Extreme

Value model noted G(c), with Pr(Z
(l)
c < v) →

ℓ→∞
G(c)(v).

3



Provably Safeguarding a Classifier from OOD and Adversarial Samples

For each sample x in the instance space and each class c, let zc be defined as ‖h(x)−h(xknn,c)‖ with xknn,c the k-th
nearest neighbor of x in latent space, such that (xknn,c, c) belongs to D. As the true label of x is unknown at inference

time, the proposed OOD test retains the lowest probability of x being OOD according to all G(c):

Definition 4 (OOD test). Let x denote an instance in X with zc its Euclidean latent distance to its k-nearest neighbor
of class c in the training set D. The probability of x being an OOD sample, noted OOD(x), is defined as:

OOD(x) = min
c∈Y

G(c)(zc) (4)

In other words, x is considered to be OOD if it is extreme concerning all GEV models associated with the different
classes.

The decision to consider a separate GEV G(c) for each class c is intended to address situations where classes exhibit
different levels of variation in the latent space. In such cases, considering a single GEV model for all classes could
result in either erroneously rejecting samples from a class with high variation or incorrectly accepting OOD samples
from a class with low variation.

Since the OOD test depends on the classifier’s latent representation, one might wonder to what extent different tests
based on different classifiers are consistent (as discussed further in Section 5).

3.2 Abstaining Classifier on OOD Samples

A classifier abstaining on OOD samples is built as follows.

Definition 5 (Abstaining classifier). Given teacher f and confidence 1−τ , with 0 < τ < 1, classifier fτ abstains from
making predictions on a sample x if x is considered to be extreme with probability at least 1 − τ w.r.t. its candidate
class c = f(x). With same notations as above:

fτ (x) =

{
f(x) if zc ≤ G(c)−1

(1 − τ)
abstain otherwise

(5)

where zc is the distance between h(x) and its nearest neighbor of class c in D.

The abstention test embedded in fτ is more precise than the OOD test (Def. 4) because it incorporates the additional
information of f(x). Note, however, that both tests coincide under the common assumption that an OOD sample is
closer to the samples of its own class, all else being equal.

3.3 Abstaining classifier with provable guarantees w.r.t. adversarial examples

Let us consider the adversarial example x built by perturbing a training sample noted x∗ of class c, and let c′ = f(x) 6=
c be its (wrong) class according to f . Under mild assumptions, it is shown that the abstaining classifier fτ abstains on
adversarial sample x with probability 1− τ , subject to a lower bound on its perturbation amplitude.

Let G(c,c′) denote the generalized extreme value model associated with the minimum latent distance among pairs of
examples (x,x′) respectively belonging to class c and c′:

G(c,c′)(v) = Pr
(
‖h(X)− h(X ′)‖ > v

∣∣ (X,Y ) ∼ PX,Y , (X
′, Y ′) ∼ PX,Y , Y = c, Y ′ = c′

)

Theorem 1. Let us assume that the latent embedding h is K-Lipschitz. Let x be an adversarial sample built by
perturbation of a training sample x∗ of class c, with perturbation amplitude ε (‖x− x

∗‖ < ε), and let f(x) = c′ 6= c.
Let x′∗ of class c′ denote the k-th nearest training sample in D of x. Then, with probability at least 1 − τ either fǫ
abstains on x, or perturbation ǫ is greater than the following lower bound:

ε ≥
1

K

(
G(c,c′)−1

(1− τ)−G(c)−1
(1− τ)

)
(6)

Proof. If ‖h(x)− h(x′∗)‖ > (G(c))−1(1− τ), then fτ abstains on x (Def. 5).
Otherwise,

‖h(x∗)− h(x′∗)‖ ≤ ‖h(x∗)− h(x)‖+ ‖h(x)− h(x′∗)‖

≤ Kε+ (G(c))−1(1− τ) (7)

Moreover, with probability 1− τ ,

(G(c,c′))−1(1− τ) ≤ ‖h(x∗)− h(x′∗)‖ (8)

Putting together Eqs. 7 and 8 concludes the proof.
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3.4 Estimating the GEV Models

The estimation of the GEV models involved in SPADE is detailed in the case of G(c), defining its approximation

Ĝ(c). The same process is used to learn an approximation of the G(c,c′) models, with the only difference being that
the considered extreme values are minima instead of maxima.

After [30], a straightforward approximation of an EVD proceeds by sampling the extreme events along the block max-
ima method. This fitting process is, however, found to be sensitive to the number of blocks and the block size. The
proposed approach thus is the Peak Over Threshold (POT) method, which relies on the Pickands-Balkema-de-Haan
theorem, often referred to as the second theorem of EVT [32, 33]. Formally, the POT considers the occurrences of
events bypassing a threshold t, noting that the distribution of these occurrences follows a Generalized Pareto Distribu-
tion (GPD):

Fξ,µ,σ(z) = Pr(Z − t > z|Z > t) =

{
1− exp

(
− z−µ

σ

)
if ξ = 0

1−
(
1 + ξ(z−µ)

σ

)−1/ξ

otherwise
(9)

Informally, for each class c, POT proceeds by fitting a GPD model to samples zc that are over a threshold tc. Formally,
for each sample (xi, c) in D, let zi ∈ R be the distance of xi to its k-th nearest neighbor belonging to class c, in latent
space. Let Dc be the set including all such zi for zi > tc.

The parameters (µc, σc, ξc) of model Ĝ(c) are learned by maximum likelihood estimation (MLE) on Dc:

(µc, σc, ξc) = argmax
µ,σ,ξ

∑

z∈Dc

Lµ,σ,ξ(z) (10)

with L the log-probability density function of the GPD. MLE is preferred over alternative methods, e.g. the method of
moments, due to its higher robustness and efficiency [30].

Eventually, model Ĝ(c) approximately characterizes whether a given sample is OOD with respect to class c with
confidence 1− τ . The OOD test (Def. 4) is accordingly approximated as:

ÔOD(x) = min
c∈Y

Ĝ(c)(zc) (11)

3.5 Discussion

SPADE retains the main benefits of distance-based OOD detection approaches, being agnostic to the structure of
the OOD distribution and easy to implement. Furthermore, being grounded in the EVT first principles, it enables
estimating the probability for a sample to be OOD. Lastly, the abstaining classifier fτ can also reject adversarial
samples, subject to a lower bound on the magnitude of adversarial perturbations.

A potential weakness is the complexity of approximating GEV models, which is quadratic with respect to the number
n of samples. This raises the question of whether stable and accurate GEV approximations can be achieved when
aggressively subsampling the training set. A second issue pertains to the effectiveness of the lower bound used in

rejecting adversarial samples (Eq. 6); specifically the question is whether G(c,c′)−1
(1− τ)−G(c)−1

(1− τ) is strictly
positive for non-trivial confidence levels 1− τ .2 The SPADE method can be summarized in the algorithm below:

2Note that the requirement for (G(c,c′))−1(1 − τ ) to be sufficiently large is reminiscent of the clustering assumption that
underpins semi-supervised learning [34].
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Algorithm 1 SPADE. Learning EVT models

1: Input: training set D, integer k, threshold t > 0

2: Output: GEV distributions (Ĝ(c)) of each class c
3:

4: for c ∈ Y do
5: T (c) = {}
6: for (x, c) ∈ D do
7: Compute normalized activation: z = h(x)/ ‖h(x)‖

8: Compute distance to k-th nearest neighbor in class c: v =
(k)

min
(x′,c)∈D

(‖z− z
′‖)

9: if v > t: T (c) = T (c) ∪ {v} end if
10: end for
11: Fit an Extreme Value Distribution (Ĝ(c)) from extreme samples of T (c)

12: end for
13: return (Ĝ(c))c∈Y

4 Experimental Setting

This section outlines the experimental setup used to evaluate SPADE in comparison to the state of the art. All ex-
periments were conducted on Tesla A100 80GB GPUs. Further details are provided in the supplementary material
(SM).

Goals. The experiments aim to empirically address four questions: the performance of the OOD detection tests based
on the GEV models, particularly in comparison with distance-based approaches (Q1); their sensitivity with respect to
the considered teacher (Q2); similarly, the performance of the adversarial sample detection test based on the GEV
models, compared with state-of-the-art methods (Q3); the computational complexity and stability of the approximate
GEV models embedded in SPADE (Q4).

The performance of SPADE is compared to five established baselines: the seminal MSP [4], ODIN [5], MDS [35],
KNN [13], and its extension CIDER [15] (further discussed in Section 6).

Metrics. The comparative evaluation is conducted using the OpenOOD framework [36], with performance assessed
by standard indicators: The Area Under the ROC Curve (AUC) measures the average rate of correct OOD/adversarial
sample detection across all confidence levels 2 − τ , corresponding to the true positive rate, as described in [36]. The
FPR95 indicator represents the fraction of true samples misclassified as OOD (respectively, adversarial) when the
detection threshold ensures 95% of OOD (resp., adversarial) samples are correctly rejected.

Benchmarks. Three medium- and large-sized datasets are considered: CIFAR-10, CIFAR-100 [37] and
ImageNet-1K (using the ILSVRC2012 version). Three types of neural architectures are used to assess the general-
ity of the SPADE approach: ResNet [19], ViT [20], and VGG [38]. The distance in latent space between a sample and
its k-th nearest neighbor is calculated using the normalized L2 distance, following [13]. OOD samples are sourced
from near-OOD and far-OOD datasets, following [22, 25, 23, 24, 26], as detailed in the supplementary material (SM).
Adversarial samples are generated by perturbing training samples using FGSM [17] attacks, with a perturbation am-
plitude ε ranging from 0.001 to 0.004.

5 Experimental Results

OOD Detection (Q1). The performance of SPADE is illustrated in Table 1, focusing on the representative case
of ImageNet-1K and considering a ResNet teacher. For the considered near-OOD datasets, the best method is MSP,
whereas for far-OOD datasets, the best method is KNN. In all cases but one, SPADE-ResNet is slightly outperformed
by KNN. In terms of rank (determined by the average of AUC and FPR95), SPADE ranks second best on both near-
and far-OOD datasets.

Sensitivity of OOD Detection (Q2). The impact of the considered teacher on the performance of the SPADE
OOD test is illustrated in Table 2, comparing SPADE built on teachers ResNet, VGG, ViT-B16 with the
CIDER baseline on CIFAR-10. These results show that the detection accuracy indeed depends on the teacher

6



Provably Safeguarding a Classifier from OOD and Adversarial Samples

Table 1: OOD detection on ImageNet-1K: performance of SPADE (with ResNet teacher) compared to that of base-
lines MSP, ODIN, MDS and KNN in terms of AUC (the greater the better) and FPR95 (the lower the better; best
performances in bold). The rank, averaged over far and near OOD datasets, is computed after the half sum of AUC
and FPR95.

Near OOD Far OOD
RankSSB Hard NINCO iNaturalist Textures OpenImages-O

AUC ↑ FPR95 ↓ AUC ↑ FPR95 ↓ AUC ↑ FPR95 ↓ AUC ↑ FPR95 ↓ AUC ↑ FPR95 ↓

MSP [1] 72.53 74.43 80.66 57.72 87.78 44.08 82.81 59.16 85.21 49.62 3
ODIN [2] 72.51 77.36 77.55 70.83 89.51 41.46 87.02 56.58 86.33 54.10 4
MDS [3] 52.15 90.46 68.49 71.66 76.49 56.07 94.11 27.07 77.68 59.66 5
KNN [4] 62.80 84.08 79.30 58.92 84.62 42.39 96.06 23.39 86.38 44.24 1

SPADE 61.91 85.27 77.99 61.04 85.26 44.84 95.86 24.63 85.79 46.33 2

Table 2: OOD detection on CIFAR-10: performance of SPADE with teachers ResNet, VGG and ViT-B16, compared
to that of baseline CIDER.

TIN MNIST SVHN Textures Places-365
AUC ↑ FPR95 ↓ AUC ↑ FPR95 ↓ AUC ↑ FPR95 ↓ AUC ↑ FPR95 ↓ AUC ↑ FPR95 ↓

CIDER (d=512) 71.56 70.34 68.84 71.86 57.51 78.43 71.06 70.70 71.73 69.97

ResNet-18 (d=512) 90.41 32.14 93.646 21.91 92.17 22.94 91.97 25.68 91.03 30.41
VGG-16 (d=512) 76.04 66.84 89.37 35.12 81.53 44.06 80.47 50.73 72.14 77.27
ViT-B16 (d=384) 96.27 20.18 94.52 12.23 81.78 34.83 99.97 00.06 99.67 00.51

and its latent space, with SPADE-ViT-B16 dominating ResNet (except on SVHN) and ResNet strongly dom-
inating VGG. Still, the performance does not merely depend on the size of the latent space. The dis-
crepancy between the AUC and FPR95 indicators suggests that the optimal detection threshold varies de-
pending on the dataset. Notably, all SPADE OOD detection tests outperform CIDER, which is based
on KNN and specifically targets OOD detection. We shall come back to this remark in Section 6.

(a) Extreme Value Index ξ

(b) Location parameter µ

(c) Digression parameter σ

Figure 1: Stability of EVT parameter esti-
mation wrt sampling ratio and estimation
variance for one class of CIFAR-100 on
ResNet-18.

Detection of Adversarial Samples (Q3). Table 3 reports the perfor-
mance of SPADE (with a ResNet teacher) on the representative cases
of CIFAR-10 and CIFAR-100, compared with MSP, MDS, KNN and
CIDER. For all perturbation amplitudes, SPADE ranks first w.r.t. AUC
(and second w.r.t. FPR95). In terms of FPR95, KNN ranks first on
CIFAR-10, while MSP ranks first on CIFAR-100. Overall, SPADE be-
haves on par with, or better than, OOD detection methods w.r.t. the de-
tection of adversarial examples. The slight AUC improvement suggests
that SPADE may capture more subtle differences between in-distribution
and adversarial samples. Conversely, the high FPR95 values suggest that
SPADE tends to be overly cautious, rejecting true samples at the level of
confidence where 95% adversarial samples are rejected.

Computational Frugality: Stability of GEV Models and SPADE
Performances (Q4). The stability of the GEV models with respect to

the fraction of training samples used to estimate the Ĝ(c) hyperparame-
ters is illustrated in Fig. 1, using the ResNet teacher’s latent space on
CIFAR-100. The figure shows: i) a low sensitivity of the tail index (Fig.
1.(a)); ii) a decrease in µ with the sampling rate (Fig. 1.(b)); iii) a low
sensitivity of the dispersion parameter σ (Fig. 1.(c)). Complementary
results are provided in the SM, confirming that the lower bound on the
adversarial perturbation amplitude is effectively positive.

As expected, the stability of the Ĝ(c) models results in stable OOD de-
tection performances (AUC and FPR95) when subsampling the training
set. Quite the contrary, the OOD detection performances of KNN are
significantly deteriorated when aggressively subsampling the training set, particularly so on near-OOD (Fig. 2).
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Table 3: Adversarial samples detection on CIFAR-10 and CIFAR-100, with perturbation amplitude from .001 to .004:
comparison of SPADE (ResNet teacher) with baselines MSP, ODIN, MDS and KNN in terms of AUC (the greater the
better) and FPR95 (the lower the better; best in bold).

ε = 0.001 ε = 0.002 ε = 0.003 ε = 0.004 Average
AUC ↑ FPR95 ↓ AUC ↑ FPR95 ↓ AUC ↑ FPR95 ↓ AUC ↑ FPR95 ↓ AUC ↑ FPR95 ↓

C
IF

A
R

-1
0 MSP [1] 81.68 79.08 81.90 78.70 82.06 79.14 82.20 78.10 81.96 78.76

MDS [3] 81.46 69.34 81.51 68.76 81.57 69.04 81.61 69.42 81.54 69.14
KNN [4] 85.65 54.46 85.75 54.19 85.85 53.91 85.92 54.29 85.79 54.21

CIDER [5] 85.46 55.68 85.50 54.79 85.53 54.93 85.60 54.57 85.52 54.99

SPADE 85.96 55.02 86.06 54.51 86.15 54.40 86.24 53.78 86.10 54.43

C
IF

A
R

-1
0

0 MSP [1] 83.24 51.84 83.39 50.57 83.54 49.94 83.68 49.64 83.46 50.50
MDS [3] 60.34 82.93 60.29 83.01 60.25 82.60 60.19 83.01 60.27 82.89
KNN [4] 83.54 56.83 83.67 56.39 83.79 55.64 83.89 55.13 83.72 56.00

CIDER [5] 82.75 63.17 82.85 63.57 82.95 63.17 83.06 62.34 82.90 63.06

SPADE 84.33 53.13 84.45 52.84 84.56 52.44 84.66 52.44 84.50 52.72

(a) near OOD (b) far OOD

Figure 2: Sensitivity analysis of the OOD detection on CIFAR-100 w.r.t. the subsampling rate of the training set:
AUC (dashed line) and FPR95 (solid line) performances for SPADE (in blue) and KNN [13] (in orange; better seen
in color).

6 Position w.r.t. related work

The robustness lack of machine learning models with respect to adversarial and OOD examples is widely recognized
as a major obstacle for ML applications in safety-critical domains [1, 39].

With respect to OOD examples, their detection takes inspiration from several areas of ML, ranging from learning
with rejection [40], to anomaly detection [41], novelty detection [42, 43], and open set recognition [44]. To the best
of our knowledge, the OOD detection problem was first formalized by [45]; the early MSP approach, observing the
margin between the logits of the trained teacher and exploiting the fact that it behaves differently for in-distribution and
OOD samples [4], still is among the most effective ones (Table 1). Along the same line, ODIN exploits the gradient
information to separate in- and out-of-distribution samples [5].
Some approaches address OOD detection as yet another supervised learning issue, treating OOD samples as belonging
to an additional class and utilizing them to (re-)train the model [46, 47] (see also [6]).

Quite a few other methods are based on the so-called manifold assumption; the challenge, then, is to identify the
representation that best characterizes the manifold on which real samples lie. One option is to consider the latent
representation of an auto-encoder (AE) trained solely on real samples. As empirically shown by e.g. [9, 10, 46], the
reconstruction error of OOD samples through the AE is much higher than for real samples; an effective OOD test
can thus be based on this error. On the positive side, this reconstruction error defines a general criterion and does
not depend on the teacher; on the negative side, it does not leverage class information. Another option is based on
modeling the behavior of true samples in the penultimate layer of the neural net, using probabilistic models [11, 10, 9].

Finally, the option most closely related to SPADE is to consider the latent representation of the teacher itself, as is
done in distance-based OOD detection approaches [12, 35], particularly in KNN [13]. The difference is that KNN

exploits the distance z of a sample to its k-th nearest neighbor in the training set, while SPADE exploits Ĝ(c)(zc).
A tentative interpretation for the better performance of KNN (Table 1) is the superior bias-variance trade-off in the

empirical test based on z compared to the test based on Ĝ(c)(zc). While learning a parametric GEV model achieves
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some regularization, this model is only trained from examples within the class c, meaning it operates with one or two
orders of magnitude less data.

The problem of dealing with adversarial examples differs from that of detecting OOD examples, as adversarial ex-
amples are deliberately crafted to deceive the teacher [48, 17, 49, 50]. Knowing their structure allows for the design
of specific defense strategies, such as adversarial training [17, 49], which incorporates adversarial examples into the
training process [51, 52, 53]. Other notable defense strategies include adversarial architectures [54, 55], adversarial
regularization [56, 57], and data augmentation methods [58, 59].

In contrast, SPADE neither requires additional information nor retrains the classifier to defend against adversarial
examples. It employs the same agnostic strategy for both adversarial and OOD threats: it characterizes the true
samples and abstains from making a decision if the example in question appears extreme compared to the true (ID)
samples, based on the chosen confidence level.

7 Conclusion and Perspectives

The main contribution of the paper, SPADE (Sample-efficient ProbAbilistic Detection using Extreme value theory), is
a formal test designed to detect examples appearing to be extreme w.r.t. training samples, enabling the classifier to
abstain from making decisions on such extreme examples. This test’s ability to accurately detect OOD and adversarial
samples has been empirically demonstrated, with similar performances as the prominent state of the art approaches.
Furthermore, the computational complexity and the stability of the proposed detection test have been empirically
established.

The proposed test, similar to distance-based OOD detection approaches, exploits the latent distance between the given
example and its nearest neighbor in the training set. Its originality lies in leveraging Extreme Value Theory [18] to
provide a formal characterization of the training samples. This characterization offers two key benefits: first, it yields
provable guarantees for detecting adversarial examples, subject to the adversarial perturbation amplitude to be lower
bounded; second, it provides some new hints into the key aspects governing the teacher robustness.3

This approach opens several perspectives, related with making classifiers more robust and better understanding the key
robustness factors. A short term perspective is to extend the generalized extreme value test to some of the empirical
criteria used in the OOD detection literature; one such criterion is the score margin involved in MSP [4]. Another
perspective is to enhance the classifier training loss to favor the robustness of the latent space, e.g. to consider the
optimization of the Lipschitz constant of the classifier embedding besides its variation and informativeness as done in
CIDER [15].

Our long-term goal is to investigate whether safe example behaviors can be identified in the latent space and whether
these behaviors can be certified, as a step toward the certification of neural networks.
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