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Decomposition and Quantification of SOTIF
Requirements for Perception Systems of

Autonomous Vehicles
Ruilin Yu, Cheng Wang, Yuxin Zhang, and Fuming Zhao

Abstract—Ensuring the safety of autonomous vehicles (AVs)
is paramount before they can be introduced to the market.
More specifically, securing the Safety of the Intended Func-
tionality (SOTIF) poses a notable challenge; while ISO 21448
outlines numerous activities to refine the performance of AVs, it
offers minimal quantitative guidance. This paper endeavors to
decompose the acceptance criterion into quantitative perception
requirements, aiming to furnish developers with requirements
that are not only understandable but also actionable. This paper
introduces a risk decomposition methodology to derive SOTIF
requirements for perception. More explicitly, for subsystem-
level safety requirements, we define a collision severity model
to establish requirements for state uncertainty and present a
Bayesian model to discern requirements for existence uncertainty.
For component-level safety requirements, we proposed a decom-
position method based on the Shapley value. Our findings indicate
that these methods can effectively decompose the system-level
safety requirements into quantitative perception requirements,
potentially facilitating the safety verification of various AV
components.

Index Terms—Autonomous Driving, SOTIF, Risk Decomposi-
tion, Quantitative Requirements, Safety design

I. INTRODUCTION

Autonomous vehicles (AVs) have drawn much attention
from the public. In addition to traditional automotive manufac-
turers and suppliers, many IT giants participate in this trend.
As the commercialization of AVs continues to advance, safety-
related issues – including methods for testing and validation of
safety performance, quantitative evaluation, and improvement
- have increasingly emerged as significant obstacles to their
successful deployment. In principle, AVs should be at least
as safe as human drivers [1]. To prove this, millions of test
kilometers would be required [2], which is infeasible for
time and economic reasons. This motivates the scenario-based
testing method [3], which involves assessing system behavior
using predefined and well-characterized test scenarios.

Scenario testing has significantly reduced testing costs, but
it remains prohibitively expensive to conduct tests freely.
To minimize development costs, we need to establish and
achieve more detailed safety goals during the development
phase to ensure that AVs can pass scenario testing as much
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Fig. 1. Requirements decomposition: a validation target is derived from
a predefined Operational Design Domain (ODD) and then decomposed to
requirements for subsystems or functions, which are finally verified and
validated in the ODD.

as possible. However, considering only the hazards caused by
the malfunction of electrical/electronic systems is insufficient
to ensure AVs’ safety since performance limitation (PL) is
also a significant cause of hazards. For instance, an undetected
pedestrian crossing a road could lead to an accident. Therefore,
the standard ISO 21448 “Safety of the Intended Functionality”
(SOTIF) [4] was proposed. In ISO 21448, safety activities are
conducted to ensure there is no unreasonable risk from hazards
arising from PLs, which refer to the inadequacies of the sys-
tem’s functional design or implementation in handling specific
usage scenarios. Additionally, methodologies for analyzing PL
and triggering conditions (TCs) of AV systems are presented.

However, ISO 21448 lacks a systematic approach for de-
riving clear, comprehensible, and actionable SOTIF require-
ments that can be directly applied during system development.
Consequently, it is unclear how good the system performance
shall be, which poses challenges to the verification process [5].
Therefore, we discuss how to derive understandable and exe-
cutable SOTIF requirements from a given acceptance criterion
in the paper, as shown in Figure 1.

A definition of the ODD [6] for AVs is performed during
the concept phase, where an AV is supposed to be deployed.
Subsequently, an acceptance criterion considering a system-
level residual risk from the perspective of SOTIF is derived
from the ODD. Finally, the derived acceptance criterion is
decomposed into subsystems or components, formalizing their
design requirements, i.e., it is necessary to define what SOTIF
requirements an AV shall meet in an ODD to ensure that the
residual risk is low enough.

Due to the absence of a specific method for requirement
decomposition in ISO 21448, Putze et al. [7] proposed a
more general causal chain to address this issue. They argued
that ISO 21448 incorrectly utilized conditional probabilities
and relied on system-independent probability assumptions,

ar
X

iv
:2

50
1.

10
09

7v
1 

 [
ee

ss
.S

Y
] 

 1
7 

Ja
n 

20
25



2

which their approach aims to overcome. But, similar to ISO
21448, how the different probabilities can be obtained is not
presented. Although Oboril et al. [8] analyzed the probabilities
concretely using real-world data, the probabilities consider
only certain perception errors.

Therefore, we aim to define a decomposition model in the
paper to derive quantitative SOTIF requirements for percep-
tion. Specifically, we divide the safety requirements of AVs
into subsystem-level and component-level. For subsystem-
level safety requirements, we use Bayesian models and col-
lision severity models to derive the requirements for the
AV perception system, considering different PLs within the
ODD. For component-level safety requirements, we propose
the Shapley values-based method. Thus, our contributions to
the paper are as follows:

• A generic model to decompose the acceptance criterion
into AV perception requirements is proposed, considering
both object detection error rate and accuracy.

• Different intended behavior models are analyzed and
compared to select an appropriate model as a basis for
deriving perception requirements;

• A model-independent method based on Shapley value
is proposed to quantify the safety requirements of AV
components;

The paper is organized as follows. We introduce related
work in Section II. Section III presents the methodology we
applied to decompose the acceptance criterion to subsystem-
level and component-level. Section IV describes the imple-
mentation of the proposed approach and demonstration of the
derived requirements. Finally, the discussion and conclusion
are shown in Section V and Section VI, respectively.

II. RELATED WORKS

To derive the acceptance criterion in an ODD, the principles
of “As Low As Reasonably Practicable” (ALARP), “Global
Au Moins Equivalent” (GAME) and “Minimum Endogenous
Mortality” (MEM) are applicable [9]. ALARP refers to re-
ducing the level of residual risk to a reasonable and feasible
extent, while the GAME acceptability criterion refers to any
new system or modification to an existing system that should
be safer than the recognized reference systems. MEM, on the
other hand, is a method of deriving absolute risk acceptance
values based on natural mortality rates for specific age groups
[10].

AVs, as a new technology, lack existing reference systems
and an explicitly defined reasonably practicable residual risk.
A common approach to address this challenge is to use
skilled and experienced human driver performance as a bench-
mark [11], [12]. As the Ethics Commission on Automated
and Connected Driving of the German Federal Ministry of
Transport stated: “The licensing of automated systems is not
justifiable unless it promises to produce at least a diminution
in harm compared with human driving.” [13]. This concept is
also referred to as a Positive Risk Balance in some studies
[14], [15]. Berk [16] calculated this value, as approximately
6.8 × 10−7/h based on US accident rate and 1.5 × 10−7/h
based on German highway accident rate. This value will be

used as an input for the subsequent decomposition of the safety
requirements. Since the focus of this paper is on SOTIF, safety
requirements for other aspects of the AV are not considered in
this paper. In the following, it is referred to as the system-level
safety requirement.

Regarding system-level risk decomposition, Oboril et al. [8]
introduced a mean time between failure model to establish
the relationship between perception errors and system-level
risks. They concluded that if the system-level risk is 10−5

failures/h, the false negative (FN) rate should be less than
5.0 × 10−5 failures/h. They did not consider errors from the
planning module since responsibility-sensitive safety (RSS)
[17] could ensure safe operation. The quantified requirements
from this model are then used as verification guidelines for
corresponding perception algorithms, e.g., multi-object track-
ing (MOT). However, in addition to the FN rate, other SOTIF
requirements, such as the false positive (FP) rate and velocity
accuracy, are also essential but were neglected in their model.

Buerkle et al. [18] used the RSS model to establish the
relationship between position errors and collision severity,
determining the maximum allowed position error for a tracked
object based on acceptable collision severity. However, they
did not present the relationship between position errors and
system-level risk. Beyond position errors, the detection range
is also a critical requirement for perception systems. Ye et al.
[19] examined the necessary detection range and angle for AV
sensors under various ramp and road speed limits. Berk [16]
proposed a method to break down perception requirements into
sensor specifications by considering sensor fusion algorithms.
A perception requirement with a 10−9 FP and FN rate per
hour was used as a case study to derive acceptable sensor
error rates. These derived sensor error rates can then be
utilized to select appropriate sensors that meet the desired
perception requirements. Clearly, perception requirements are
foundational to determining sensor specifications. Chu et al.
[20] identified the minimum required perception area and error
rates for a specific driving scenario using a safety distance
model. Qiu et al. [21] focused on reliability analysis for
a multi-sensor system by calculating the system error rate,
which depends on FP and FN errors across different fields
of view. They applied a Markov-based approach to model
sensor correlations and compared system error rates across
four different sensor fusion strategies, both with and without
considering sensor correlation. Their findings highlighted the
importance of sensor correlation in reliability analysis and
suggested that the derived system error rate is valuable for
quantitative SOTIF analysis.

Although numerous studies have proposed methods to ad-
dress the challenge of specifying SOTIF requirements for AV
perception systems, many fail to establish a clear connection
between SOTIF requirements and the acceptance criterion,
making it difficult to define precise specifications. Notably,
Oboril [8] introduced a method aimed at addressing this limi-
tation. However, this approach only links the FN error rate to
the acceptance criterion, neglecting other types of perception
errors. While Oboril’s method shows promise in specifying
the FN error rate, it requires further refinement for broader
application. In addition, while some studies have considered
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Fig. 2. The implementation process of the proposed methodology to derive SOTIF requirements.

the decomposition of component-level safety requirements,
their approaches have been conducted based on specific archi-
tectures. For example, Berk [16] used a voting machine model
to decompose perception safety requirements, and Qiu et al.
[21] used a Markov model to simulate the perception pro-
cess. To date, no generalized methodology comprehensively
quantifies both subsystem-level and component-level safety
requirements for SOTIF in AVs. To address this gap, we first
differentiate between subsystem-level and component-level
safety requirements. For subsystem-level safety, we propose
a Bayesian model and a collision severity model, and for
component-level safety, we introduce a Shapley value-based
decomposition method.

III. METHODOLOGY

The proposed method is illustrated in Figure 2. System-level
safety requirements are first decomposed into subsystem-level
safety requirements, which are subsequently broken down into
component-level safety requirements.

The subsystem-level decomposition process begins with
system-level safety requirements, with the aim of ensuring that
the entire system adheres to these standards. Subsequently, we
select the appropriate intended behavior model as the basis for
deriving perception safety indicators. Then, depending on the
different performance limitations (PLs) in the ODD, we use a
Bayesian model and a collision severity model to derive the
safety requirements for the AV sensing system.

At the component level, the focus shifts to individual system
components and their specific safety requirements. This stage
involves quantifying evaluation metrics, introducing random
perturbations to assess robustness, and using perturbation
datasets to challenge the system. The system response is then
analyzed by fitting models and interpreting their behavior,
particularly with regard to the importance of input features.
Given the significant architectural and functional differences
among AV components, we propose introducing the Kernel

Shapley Additive Explanations method—a model-agnostic ap-
proach—to quantify safety requirements for these components.

A. Modeling of Risk Decomposition

Since the quantification method will be derived from the
conceptual framework of the standard discussed in the fol-
lowing sections, several key concepts need to be clarified to
avoid misunderstandings. The definitions of these concepts are
as follows:

• Harm: Physical injury or damage to persons, property,
or livestock.

• Risk: Combination of the probability of occurrence of
harm and the severity of that harm

• Hazard: A potential source of harm arising from haz-
ardous behavior at the vehicle level.

• Hazardous event: An event that has the potential to cause
harm.

• Hazardous behavior: Actions or behaviors caused by
limitations or defects in a system, function, or algorithm,
which result in the system failing to perform its tasks
safely or as expected, potentially leading to harm or
danger.

According to ISO 21448, harm occurs when a hazardous
event cannot be controlled, and a hazardous event arises from
the combination of a hazard and a relevant scenario. For
example, a rapid deceleration is a hazard that can lead to a
hazardous event if a vehicle is closely following. Moreover, a
hazard results from hazardous behavior, such as rapid decel-
eration caused by an FN object, with a triggering condition
as the cause of such behavior, as illustrated in Figure 3.
From the figure, it can be seen that ISO 21448 describes the
process of harm occurrence from three perspectives: exposure,
controllability, and severity.

Focusing specifically on AV perception systems, TC can
impact the performance of the system, potentially leading to
three types of uncertainty [22]:
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Fig. 3. The concept of decomposing system-level risk into SOTIF require-
ments for perception.

• Existence uncertainty : uncertainty on whether existing
objects are detected and whether non-existing ghost ob-
jects are wrongly indicated.

• State uncertainty: uncertainty on the semantic types of
detected objects.

• Class uncertainty: uncertainty on the state of physical
quantities of detected objects.

These uncertainties are categorized as PLs resulting from
TC. When present, they can lead to hazardous behaviors
through the implemented behavior model [23]. For instance,
consider a scenario where the TC is heavy rain. This condition
might generate an FP object due to sensor noise. Consequently,
the AV may brake unexpectedly because of commands from
the behavior model, resulting in unintended hazardous braking.
Using this model, we can establish requirements for managing
uncertainties based on a predefined harm acceptance criterion.

Based on the process illustrated in Figure 3, we derive
more detailed safety requirements by tracing backward from
the system-level safety requirements. The relationship between
PLs and the system-level risk λ is expressed in Equation (1).
In Equation (1), we assume that all PLs are mutually exclusive,
making their joint probability necessarily greater than that
under dependency conditions. If the joint probability under
the mutual exclusivity assumption can be shown to satisfy the
system-level safety acceptance criterion, it follows that the
joint probability under any dependency conditions will also
satisfy the criterion.

λ =
∑
j

N∑
k=1

(
pPL,j,k × pE|PL,j,k × pC|E × pS|C

)
with j = (perceptipn,plan, actuator), k = (1, · · · ,N)

(1)

where pPL,j,k represents the probability of the kth PL in
the jth module, while pE|PL is the probability of a scenario
that can lead to a hazardous event once the PL exists. pC|E
stands for the probability of the scenario that isn’t controllable
under the condition of a relevant scenario. The last term pS|C,
represents the probability of a harm occurrence with a certain
severity level when AV is uncontrollable. This term should
be adjusted according to the given acceptance criterion, i.e.,
if λ is the statistical result from fatal accidents, pS|C will be
the probability of fatal accidents occurring in situations where
AV is uncontrollable. N is the total number of PLs of an
AV. However, the PL of the AV can vary with each iteration,

meaning that N continuously changes throughout the iterative
process.

The proposed risk decomposition methodology aligns with
several well-established safety frameworks, including Fail-
ure Modes and Effects Analysis (FMEA) and the System-
Theoretic Accident Model and Processes (STAMP). These
methods are typically employed during the qualitative safety
analysis phase and can serve as valuable inputs to the quan-
titative methods proposed in this paper. Specifically, the three
types of uncertainties identified in this study partially aligned
with the failure modes identified through FMEA in the anal-
ysis of perception systems. Similarly, the controllability and
severity assessments presented in Figure 3 integrate seamlessly
with STAMP’s control structure analysis, enabling the efficient
identification of uncontrollable hazardous events, unsafe con-
trol actions and corresponding causal scenarios.

The overall safety of an AV is influenced by the PLs
of each module, as illustrated in Equation (1). Plan and
actuator modules, being primarily deterministic with minimal
internal uncertainty, are assumed to have a negligible impact
on system-level risk. This assumption is supported by the fact
that these modules can be thoroughly verified in simulations
against specific requirements [24]. In contrast, the perception
module, which is inherently more complex and prone to
uncertainties [25], plays a significant role in risk occurrence.
Consequently, our focus is on the requirement decomposition
for the perception system to address these challenges effec-
tively.

To quantify perception requirements, we first determine the
maximum allowable uncertainties that meet the acceptable lev-
els of collision severity. This requires first extracting relevant
scenarios from the dataset, such as cut-in situations. These
scenarios are used to compare different available intended
behavior models, ultimately selecting the most appropriate
model for the collision severity analysis. Within the collision
severity model, various degrees of state uncertainty, such as
position errors, are introduced into the chosen behavior model.
Subsequently, these behavior models, now incorporating un-
certainty, are simulated within the relevant scenarios. Through
simulation, the resulting collision velocity, an indicator of
the severity of the potential collision, is calculated [18].
Given the maximum acceptable collision severity, we can
then mathematically determine the maximum allowable state
uncertainty that would still meet this criterion.

Class uncertainty is directly related to object state un-
certainty because different prediction models are used for
different object classes. For example, a constant velocity
model may be more appropriate for predicting the behavior
of a truck, while a constant turn rate and velocity model may
be better suited for a car [26]. As a result, if an object is
incorrectly classified, the associated prediction model may not
accurately represent its behavior, leading to increased state
uncertainty. Therefore, class uncertainty can be transformed
into state uncertainty by injecting it into the prediction or plan
model. After that, the quantification method is the same as
state uncertainty, which will not be repeated in this paper.

Once the requirements for state uncertainty are established,
an AV must meet these criteria during the verification phase.
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This ensures a significant reduction in system-level risk at-
tributed to state uncertainty. Therefore, for the requirement of
state uncertainty, the probability of state uncertainty occur-
rence pPL,j,k is no longer used as a constraint, but the maxi-
mum allowable state uncertainty error is used as a constraint.
Consequently, Equation (1) can be revised as follows:

λ =
∑
j

N∑
k=1

(
pPL,j,k × pE|PL,j,k × pC|E × pS|C

)
with j = (sense),N = 2

(2)

where k=1 represents the FN and k=2 is the FP.
Using the Bayesian model described in Equation (2), we

begin by calculating the probability of relevant scenarios
using the Aerial Dataset for China’s Congested Highways and
Expressways (AD4CHE) dataset [27]. This process introduces
uncertainty into the intended behavior model. Any collision
incident observed during simulation testing is categorically
identified as a relevant scenario. Next, through a detailed
analysis of scenario parameters within the ODD, we identify
a collection of relevant scenarios. This identification process
clarifies the combinations of scenario parameters where un-
certainty could lead to accidents within the selected behavior
model. Based on these identified parameters, we extract the
relevant scenarios and calculate their probability by divid-
ing the number of relevant scenarios by the total number
of scenarios in the dataset. Using this probability, we then
derive the requirements for existence uncertainty as outlined
in Equation (2).

Finally, we derive the requirements for both state uncer-
tainty and existence uncertainty. In the following subsections,
we will detail each critical step involved, as illustrated in
Figure 2.

B. Intended behavior models

The subsystem-level safety requirement decomposition
method involves identifying the performance boundaries of the
AV planning system within a simulation environment. Once
these boundaries are established, the subsystem-level safety
requirements that satisfy system-level safety standards are de-
rived by inversely mapping from the performance thresholds.

A more robust AV planning system allows for more lenient
safety requirements for the perception system. But in this
study, we used the intended behavior model as a proxy for
the planning system in our simulation experiments. In order
to bridge the performance gap between intended behavioral
model and AV planning systems, we will compare mainstream
intended behavioral models in what follows and select the one
with the best safety performance as the basis for subsequent
analysis.

We review the intended behavior models to select the most
suitable one for deriving perception requirements. One well-
known model is the RSS, which is commonly used in AV
planning as a safety check module to ensure safe decisions
[28]. Two additional models, the Competent and Careful
Driver (CC Driver) and the Fuzzy Safety Model (FSM), were
proposed in UN Regulation 157 [11].

The FSM tries to mimic the driving strategy of humans
by using a fuzzy process, while the RSS model defines a
conservative minimum safe distance that an AV should not
fall below. The CC Driver, on the other hand, focuses more
on a driver’s extreme driving capability. Either no braking
or full braking is applied in this model. Before we choose
an appropriate intended behavior model for our requirement
decomposition, we compare and analyze the three models
mentioned above using the AD4CHE dataset to determine if
the FSM is still the most suitable one in traffic situations in
China.

C. Collision Severity Model
Based on the intended behavior model, we can derive the

necessary requirements for the perception system to ensure
the safe execution of the intended behavior. Specifically, if
there is any state uncertainty within the perception system,
the intended behavior may not be executed safely, leading to
an increased risk of collision. To address this, we propose a
model that quantifies the relationship between state uncertainty
and collision severity. In this model, we use ∆v to represent
the collision risk. Here, F (ζ) denotes the expected output of
the intended behavior model given a specific perception input
ζ, while F (ζ + u) represents the actual output when there is
some uncertainty u in the input. Our objective is to identify the
maximum allowable uncertainty that maintains ∆v within a
predefined upper limit. The relationship can be mathematically
expressed as:

argmax
u

∆v ∼ F (ζ + u)−F (ζ)

s.t. ∆v ≤ ∆vmax

(3)

Finally, the derived maximum allowable uncertainty is
treated as a SOTIF requirement and allocated to the ap-
propriate module in the perception system. For example,
when we consider the position uncertainty of an object, the
solved results according to Equation (3) are regarded as the
requirements for a MOT algorithm.

D. Bayesian Model
After fulfilling the requirements derived from the collision

severity model, the next challenge is addressing existence
uncertainty. Equation (2) outlines the relationship between
system-level risk and existence uncertainty. Currently, exis-
tence uncertainty within the sensor’s field of view is treated
as a uniform entity, without considering variations based on
relative distance. This approach can lead to requirements that
are either too stringent or too lenient. A more effective strategy
is to assign varying requirements for existence uncertainty ac-
cording to distance, with stricter requirements in nearby areas
and more relaxed ones at greater distances. This approach
aligns well with the actual performance of perception systems
[29]. Thus, Equation (2) is extended to

λ =
∑
k

N∑
j=1

(
M∑
i=1

(pPL,i,j,k × pE|PL,i,j,k)× pC|E × pS|C

)
(4)

with k = (sense) , N = 2
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Fig. 4. The concept of the distance-based model to derive the requirements
for existence uncertainty in each distance partition.

where M represents the number of distance partitions. In a
specific distance partition Ai, pPL,i,j,k means the probability
of existence uncertainty in that partition. pE|PL,i,j,k can be
further defined as

pE|PL,i,j,k = p {d(S) ≤ dsafe, ∀S ∈ Ai} (5)

For each scenario in Ai, pE|PL,i,j,k represents the prob-
ability of a relevant scenario, which is identified when the
relative longitudinal distance d(S) is less than the safe distance
dsafe derived from the intended behavior model. Figure 4
illustrates the Bayesian model, quantified by Equation (4)
and Equation (5), which establishes the relationship between
system-level risk λ and existence uncertainty across the entire
detection range. By utilizing this model, we can derive more
realistic and appropriate requirements for the existence un-
certainty in different detection zones. This method not only
ensures that requirements are tailored to specific distance
partitions but also facilitates independent verification, avoiding
overly stringent requirements in distant partitions.

E. Shapley value-based decomposition method

Subsystem-level safety requirements, as outlined in Sec-
tion III, are well-suited for the development of simple systems.
For instance, in a single-sensor automatic emergency braking
system, a requirement such as ”no more than X failures
detected within 25 to 50 meters” allows developers to iterate
effectively. Simple systems are typically managed by a single
team, enabling independent optimization of performance, and
allowing direct assignment of subsystem-level requirements.
Therefore, for simpler systems, it is sufficient to quantify se-
curity requirements at the subsystem-level. For L2 and higher-
level perception systems, the aforementioned requirements will
significantly increase testing and development costs. This is
due to the lack of knowledge regarding how performance
optimizations of individual components contribute to overall
system performance. As a result, a more granular approach to
the component level is necessary to improve efficiency.

To address the challenges posed by complex systems, we
propose a method for decomposing component-level safety
requirements using Shapley values. This approach allows for
a fair and systematic allocation of safety requirements across
subsystems, ensuring that each component’s contribution to
overall safety is appropriately quantified and addressed.

The Shapley value is a cooperative game-theoretic concept
for measuring the contribution of each player [30]. It equitably

distributes total rewards based on individual contributions and
represents the average marginal contribution of a feature across
all possible coalitions [31]. Although it uniquely quantifies
contributions and can effectively measure feature importance,
its computation is complex and scales exponentially with the
number of features. To address this problem, Lundberg and
Lee [32] simplify the process by using a weighted linear model
to account for complex models. They generated a new dataset
by replacing the original data with background values (e.g., 0
or the mean), trained the explanatory model on this modified
dataset, and ensured its predictions aligned with those of the
complex model, as described in Equations (6) to (8).

1) a weighted linear model needs to be constructed:

g (z) = ϕ0 +

M∑
j=1

ϕjzj (6)

where g denotes the interpretive model, z represents the
sample data with randomly replaced, ϕ0 signifies the average
value of f(x), zj denotes the simplified feature, and zj takes
the value 1 if the corresponding original feature has been
replaced, and 0 otherwise.

2) the interpretive model g(z) is trained. Based on the
aforementioned criteria, we define the loss function as follows:

arg minL(f, g, πx) =
∑
z∈N

[f(x)− g(z)]2πx(z) (7)

πx(z) =
M − 1(

M
|z|
)
|z|(M − |z|)

(8)

where f is the original prediction model to be explained, M
is the total number of features of z, and |z| is the number of
replaced features in z. By training, the coefficients ϕj of the
regression equation that minimize L(f, g, πx) are obtained. By
using the above weight πx(z), it can be proven that the trained
weighted linear model coefficients are the Shapley values of
each feature [32].

This approach is applied to decompose safety requirements
for complex systems within AV. As a case study, we focus on
the MOT system, which is essential for accurate perception
in AVs. We decompose the safety requirements for the MOT
algorithm into specific output metrics for the Lidar and camera
algorithms, as detailed in Figure 5.

To accurately decompose the subsystem-level safety require-
ments, it is first essential to select appropriate performance
evaluation metrics for both input and output data. These
metrics will be used to train the weighted linear model. The
selection process should be informed by a qualitative analysis
of the system under evaluation. For each subsystem-level
safety requirement, a corresponding output performance metric
must be chosen. Similarly, for each component-level safety
requirement, an appropriate input performance metric needs
to be identified.

In the case of the MOT system, three key input met-
rics—FN, FP, and bounding box detection accuracy—were
selected to assess the detection performance of the Lidar and
camera fusion system. The accuracy of bounding box detection
is determined by summing the errors in the horizontal and
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Fig. 5. MOT algorithm is treated as a function characterized by predefined input and output data evaluation metrics, where numerical inputs and outputs are
used to reflect changes in algorithm performance. Next, based on the variations in these input metrics, we generate a sample dataset that captures a range of
possible performance scenarios. A weighted linear model is then optimized on this dataset to identify model parameters that minimize the loss function. These
parameters, representing the Shapley values, quantify the influence of each input metric on the output metric. Finally, component-level safety requirements
are allocated based on these calculated Shapley values.

vertical coordinates of the corners of the detected bounding
box relative to the ground truth. To evaluate the output of
the MOT algorithm, FN, FP, Higher Order Tracking Accuracy
(HOTA), and its three sub-metrics are selected as output met-
rics [33]. HOTA is a comprehensive metric that assesses MOT
performance by decomposing it into detection, association,
and localization tasks, with the final HOTA score reflecting
a combination of these aspects.

Once these evaluation metrics are selected, we introduce
controlled perturbations into the input data to simulate varia-
tions, adjusting the dataset to reflect these changes.

This perturbed data is then input into the MOT algorithm
to observe the effects on the output metrics. An explanatory
model is trained using the perturbed input and corresponding
output performance metrics. The coefficients of this model
represent the Shapley values, quantifying the impact of each
input metric on each output metric, thereby guiding the
allocation of component-level safety requirements.

Then,component-level safety requirements are assigned ac-
cording to the following formula:

P (s) = f(x) = g(x) = ϕ0 +

M∑
j=1

ϕjPj(e) < P (r) (9)

where P (s) represents the subsystem-level failure probability,
and P (r) denotes the subsystem-level safety requirement. The
condition P (s) < P (r) indicates that the system meets the
predefined subsystem-level safety requirements. In this study,
P (s) is equal to the performance evaluation metric of the
function f under the original data x. Through training, it can
be considered that f(x) = g(x). Subsequently, the simplified
feature zj in Equation (7) is replaced with the component-
level safety requirement to be allocated Pj (e). This yields

the constraints between the subsystem-level safety requirement
and the component-level safety requirement.

Lastly, under these established conditions, efforts are
made to minimize the optimization cost associated with
each component-level requirement while effectively allocating
component-level safety requirements needs to meet overarch-
ing subsystem-level safety requirements.

IV. EXPERIMENT

A. Intended behavior Model Comparison

Mattas et al. [34] have compared different intended behavior
models using the HighD dataset. However, no study has yet
compared these models using a Chinese traffic dataset. Yu et
al. [35] highlight significant differences between traffic flow
characteristics on highways in China and Germany, which may
influence the behavior of AV. To address this gap, we will
conduct a comparison of intended behavior models using the
AD4CHE dataset.

Cut-in, deceleration, and cut-out are common scenarios on
highways [36]. Particularly, cut-in scenarios challenge both the
longitudinal and lateral capabilities of an AV. To evaluate the
safety of different intended behavior models, we measure their
performance in response to cut-in scenarios.

The dataset includes 53,761 vehicles, from which we ex-
tracted all cut-in vehicle pairs based on the defined criteria
for cut-in, as illustrated in Figure 6. Specifically, four key
timestamps are defined. The cut-in vehicle exits the wandering
zone at T0, where the wandering zone refers to the range of
lateral offset a vehicle maintains within a lane, which can be
defined, for example, as 0.375 meters, as referenced in UN
Regulation 157 [11]. At T1, the front right tire of the cut-in
vehicle crosses the lane marking; at T2, the vehicle’s center
crosses the lane marking; and at T3, the rear left tire crosses
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Fig. 6. The definition of a cut-in scenario using four key timestamps. Red
points represent key parts of the cut-in vehicle. The range of lateral offset,
when a vehicle keeps a lane, is defined as a wandering zone.

the lane marking. Finally, T4 marks the point when the cut-in
vehicle re-enters the wandering zone. For scenarios where the
vehicle cuts in from right to left, the definitions of T1 and T3

are adjusted accordingly.
Initially, we identified 3,026 cut-in scenarios. These were

further filtered based on two criteria:

• Cut-in scenarios where the TTC consistently exceeds 5
seconds are disregarded, as the cut-in vehicles in such
cases are likely irrelevant to the ego vehicle’s decision-
making process;

• Cut-in scenarios involving non-car traffic participants are
excluded, as certain intended behavior models, such as
FSM, have not yet been validated for these non-car traffic
scenarios.

After applying these filters, we obtained 334 valid cut-
in scenarios. By applying the intended behavior models to
these scenarios, we assessed their ability to prevent collisions.
The parameters used for each model are detailed in Table I.
Through simulation, we found that the CC Driver model
resulted in collisions in three cut-in scenarios, while FSM and
RSS models showed no collisions in any of the valid scenarios.
Specifically, FSM and RSS models performed well because
no actual collisions occurred in the dataset. The CC Driver
model, however, requires further refinement to produce results
consistent with real-world outcomes.

Since both the RSS and FSM models successfully prevent
collisions, we selected one of them to compare with the CC
Driver model in a specific cut-in scenario to illustrate our find-
ings, as shown in Figure 7a. In this scenario, the ego vehicle
initially travels at a higher speed than the cut-in vehicle. When
the cut-in vehicle merges into the ego vehicle’s lane and the
safety checker detects a risk, the ego vehicle controlled by the
FSM model decelerates much more sharply compared to the
vehicle controlled by the CC Driver model. This difference in
deceleration is evident when comparing the speed reductions in
Figure 7b and Figure 7c. As a result, the CC Driver model fails
to prevent a collision in time, leading to overlapping positions
of the two vehicles at several time stamps. In contrast, no such
overlap occurs in the FSM model, indicating its effectiveness
in collision avoidance. Additionally, the FSM model allows
the ego vehicle to adjust its response based on the level of
risk, as observed in Figure 7b, where the ego vehicle exhibits
variable braking intensity.

While both FSM and RSS models achieve the desired
outcome of collision avoidance in the studied scenarios,
the RSS model has broader applicability. The FSM model

TABLE I
PARAMETER VALUES USED IN MODELS FOR SIMULATIONS.

Models Parameter Value

RSS

ρ 0.75 s

amax,accel 3 m/s2

amin,brake 6 m/s2

amax,brake 6 m/s2

Jmax 12.65 m/s3

amax 0.774 g

FSM

τ 0.75 s
bego,comf 3 m/s2

bego,max 6 m/s2

bcut−in,max 7 m/s2

Jmax 12.65 m/s3

amax 0.774 g

struggles to identify risks when two vehicles maintain the
same longitudinal speed and reacts too late in overlap cut-
in scenarios, where the rear of the cut-in vehicle is behind
the front of the ego vehicle at time step T1. Therefore, we
chose the RSS model to demonstrate our method for deriving
subsystem-level SOTIF perception requirements. However, the
FSM model still shows great potential as a viable intended
behavior model. The calibration method proposed by Xu et
al. [24] could be beneficial in fine-tuning the FSM model.
Nevertheless, calibration is beyond the scope of this paper.

(a)

(b)

(c)

Fig. 7. Results of FSM and CC Driver models in one cut-in scenario. (a) The
origin cut-in scenario in the dataset; (b) Position and velocity of both vehicles
using the FSM model; (c) Position and velocity of both vehicles using the
CC Driver model.
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Fig. 8. The process to solve ∆v at the collision time stamp given a specific
position error. Depending on the timing, two different kinematic models are
employed to update the states of the ego and the object. The ∆v is solved
when a collision occurs via simulations.

B. Results of the Collision Severity Model

The model between state uncertainty and collision severity
is established based on the theory in Section III. We selected
the deceleration scenario defined within the RSS model: the
leading vehicle brakes at its maximum deceleration rate, and
after a designated reaction time, the following vehicle deceler-
ates at its minimum rate. This scenario simulates subsystem-
level safety requirements. In the RSS model, the minimum safe
distance dmin is determined by vr and vf . Injecting position
errors Px,err into dmin simulates the actual relative distance da
between vehicles, where dmin is the perceived safe distance,
and da is the actual distance. The AV does not adjust its
driving policy, assuming a safe distance, but the actual distance
is smaller, resulting in a velocity difference ∆v before the
collision. Figure 8 shows the process of solving ∆v for a given
position error. The rear and front vehicle states are iteratively
updated until da becomes negative, with ∆v at this moment
being the solution. During iterations, three key time stamps are
used to apply two different kinematic models for state updates:

• t1: the time stamp when the reaction time ρ is reached;
• t2: the time stamp when the rear vehicle brakes to a

standstill;
• t3: the time stamp when the front vehicle brakes to a

standstill.

Equation (10) and Equation (11) are utilized to update the
states of the rear vehicle in each time step of ∆t. If t ≤ t1,
the rear vehicle is still in the acceleration phase due to the
reaction time, whose states are determined by the kinematics
model 1. After t1, the rear vehicle begins to decelerate, and
its states are determined by the kinematic model 2. If t > t2,
the rear vehicle already stops, and its state remains the same
as the previous states.

Px,t,r = Px,t−1,r+{
vr∆t+ 1

2amax,accel∆t2, if t ≤ t1

vr∆t− 1
2amin,brake∆t2, if t1 < t ≤ t2

(10)

vx,t,r = vx,t−1,r +

{
amax,accel∆t, if t ≤ t1

−amin,brake∆t, if t1 < t ≤ t2
(11)

The states of the front vehicle are updated by Equation (12)
and Equation (13): If t ≤ t3, the front vehicle decelerates
continuously. Thus, the kinematic model 2 is used to update

Fig. 9. The relation between position errors and collision severity using the
RSS model. The red point illustrates the maximum allowable longitudinal
position error given an acceptable collision severity. ① represents that the
front vehicle brakes until standstill; ② represents that the front vehicle is not
still, Due to the same deceleration rate, ∆v remains constant; ③ represents
that the rear vehicle still in the acceleration phase, and the front vehicle is not
still; ④ is invalid because the position error is larger than the actual distance.

its states. After t3, the state of the front vehicle remains
unchanged.

Px,t,f = Px,t−1,f + vf∆t− 1

2
amax,brake∆t2, if t ≤ t3

(12)
vx,f =v0,f − amax,braket, if t ≤ t3 (13)

After updating the states of the rear and front vehicles in
each iteration, the actual relative distance is also recalculated
until a negative value of da is reached. Specifically, the simu-
lation ends when a collision occurs. Finally, the differentiated
velocity ∆t is obtained at the time stamp of a crash.

We employ the RSS model as the driving policy for an AV
when its distance from another vehicle is less than the mini-
mum safe distance. While other driving policies could be used,
this paper specifically demonstrates how safety requirements
can be derived based on the selected RSS model. Following
the process outlined in Figure 8, we establish the relationship
between position errors and collision severity, as depicted in
Figure 9. Since our focus is on highway scenarios, we consider
two cases with different minimum safe distances (dmin).

In the first case, the rear vehicle travels at 130 km/h,
while the front vehicle moves at 80 km/h. The significant
speed difference necessitates a large dmin of 109.4 meters. As
position errors increase, the rear vehicle has less distance to
decelerate, resulting in a higher ∆v upon collision. In contrast,
the second case involves both vehicles traveling at 80 km/h,
requiring a smaller dmin of 26.3 meters. This smaller dmin

produces different results, as shown by the yellow line in
Figure 9.

The yellow line is divided into four segments. In segment
①, the rear vehicle behaves similarly to case one. In segment
②, the front vehicle is still decelerating before the collision,
leading to a constant ∆v due to the same deceleration rate. In
segment ③, significant position errors cause the rear vehicle
to accelerate, resulting in an earlier collision and a decreasing
∆v. Finally, in segment ④, the position error becomes so large
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Fig. 10. The relation between the velocity error and position error with a
speed of 130 km/h for the rear vehicle. Given a derived maximum allowable
longitudinal position error, the maximum acceptable velocity error is obtained,
as indicated by the red point.

that the rear vehicle no longer needs to react to the front
vehicle.

Given a maximum acceptable collision severity, defined as
∆vmax of 50 km/h [18], the maximum allowable position
error is determined to be 17 meters, as indicated by the red
point in Figure 9. Since case one involves a relatively large
velocity difference, the maximum allowable position errors
derived from other possible velocity combinations in highway
scenarios are smaller than those in case one. Therefore, the
results from case one are considered the requirements for
position accuracy in object tracking.

Except for the requirements for position accuracy, velocity
accuracy is also important to evaluate object tracking per-
formance. Instead of directly correlating velocity errors with
collision severity, we examine how velocity errors impact
position errors. Figure 10 illustrates the possible velocities of
the front vehicle in highway scenarios, assuming a constant
speed of 130 km/h for the rear vehicle. As depicted in
the figure, position error increases as velocity error grows.
Given that the requirement for position accuracy has already
been established at 17 meters (Px,err), we determine that
the maximum allowable velocity error is approximately 10
km/h. This threshold ensures that the position error does not
exceed the maximum permissible limit, regardless of the front
vehicle’s velocity. Therefore, to prevent severe collisions, the
velocity error must be kept below 10 km/h.

C. Results of the Bayesian Model

Unlike the model used for deriving requirements for state
uncertainty, a Bayesian model to link system-level risk and
existence uncertainty is applied, as expressed in Equation (4).
We continue to employ the RSS model and its corresponding
deceleration scenario for our simulation experiments in the
HighD dataset. Low collision risk will emerge as FP objects
will be responded to according to the RSS model. As a result,
FP objects are not considered in this experiment. Therefore, we
only calculate the FN rate to demonstrate the proposed model.
Compared to Equation (4), N is reduced to 1, representing the

Fig. 11. The probability of relevant scenarios in different distance partitions
considering the duration of an FN object.

FN only. Given a specific value of pC|E and pS|C, Equation (4)
can be rewritten as:

λ′ =

M∑
i=1

(pPL,i × pE|PL,i) (14)

where M is the number of distance partitions in front of the
ego vehicle. λ′ is the equivalent acceptable system-level risk.

The implementation of the model begins by identifying
vehicle pairs in the dataset that do not involve lane changes.
The data is first divided into two categories based on the type
of rear vehicle. Their scenario parameters are then used as the
initial parameters for the RSS model, with uncertainty injected
into the rear vehicle from high to low. All scenarios resulting
in collisions are recorded as relevant scenarios. By analyzing
the distribution of da within these scenarios, the relative
occurrence probability of relevant scenarios p {d(S) ∈ Ai}
is calculated for each predefined distance partition Ai. The
final occurrence probability of relevant scenarios for the i-
th distance partition under the j-th PL and k-th module,
pE|PL,i,j,k, is determined by the ratio of relevant scenarios
to the total number of scenarios in the dataset. The result is
shown in Figure 11.

The darkest block in the graph represents the probability
of the relevant scenario when “FN Duration = 0.0 s”, which
is equivalent to not injecting uncertainty. The reason is that
the rear vehicle is already engaged in a scenario that the RSS
model cannot manage. Furthermore, Figure 11 highlights a sig-
nificant trend: the probability of relevant scenarios is markedly
higher within near-distance partitions, especially within the
distance headway (DHW) range of [25, 50) meters. This
finding emphasizes the importance of focusing on FN objects
within near-distance partitions when evaluating system-level
risk. Practically, if we assume a uniform cost for reducing FN
risks across different distance partitions, prioritizing mitigation
efforts within the [25, 50) meter range would be more effective
and efficient.

Based on the acceptable system-level risk and the derived
probability of relevant scenarios for FN objects, the acceptable
FN rate pPL for different distance partitions can be determined
as outlined in Equation (14). Given that the probability of
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TABLE II
SUBSYSTEM-LEVEL SAFETY METRIC CALCULATION RESULTS

Distance Range (m) Safety Requirements (/h)
[0, 25) 5.08× 10−6

[25, 50) 5.87× 10−6

[50, 75) 2.63× 10−5

[75, 100) 8.23× 10−5

[100, 125) 2.07× 10−4

[125, 150) 4.65× 10−4

[150, 175) 7.48× 10−4

[175, 200) 1.56× 10−3

relevant scenarios is higher in near-distance partitions, it is
logical to assign a lower acceptable FN rate to these partitions
compared to those farther away, since λ′ remains constant.

The assignment of specific safety requirements can be
viewed as an optimization problem:

min
P

fcost(P )

s.t. P ∈ {0, 1},
P · E ≤ λ

(15)

P is a one-dimensional increasing array composed of the
safety requirements pPL,i to be allocated. E is the related
scenario probability p(E|PL),i , i is the number of DHW
partitions. λ is the system-level safety requirement to be
decomposed, calculated using the MEM safety principle,
which is 6.8 × 10−7/h based on US accident rate [16].
fcost (P ) =

∑8
i=1

ln(1−C)
ln(1−pPL,i)

is the cost function, which
means minimizing the test mileage of the allocated safety
requirements [2]. Taking the scenario probability of “FN
Duration = 1 s” as an example, the calculation results are
shown in Table II.

D. Experimental design and analysis of results of component-
level method

We evaluate the EagerMOT algorithm [37], a MOT method
based on a greedy strategy. EagerMOT tracks targets by
selecting the best-matching detection for the current trajectory,
combined with trajectory prediction to improve accuracy and
efficiency. As a traditional data fusion method, it allows
flexible replacement of input detection results, simplifying
debugging. In experiments, TrackRCNN [38] served as the
2D detector and PointGNN [39] as the 3D detector. Their
detection results on the KITTI MOT dataset were inputs for
EagerMOT. The first 15 sequences formed the training set, and
the subsequent 6 sequences were used for testing.

The next step is to build the perturbation metric dataset. But
we found that using 0 as background data for random replace-
ment was unfeasible, as it totally disrupted system operation.
Instead, detection ground truth was chosen as background data.
For example, to replace the FN rate of the 2D bounding box:
original camera data were evaluated to obtain metric data, and
perturbations were added to generate perturbed metrics. FN
data were extracted by comparing true values with original
data, then added proportionally to generate perturbed data.

Perturbed detection data was used as input for the MOT
algorithm, whose output performance derived perturbed metric

data. We have obtained a metric dataset of input data and
corresponding output data for the MOT algorithm, which will
be used for training the SHAP model. The model will output
Shapley values which helps us understand the performance
changes of MOT systems when facing input data of different
qualities. To ensure numerical stability, all input and output
metric data were normalized. For detection accuracy metrics,
the average normalized value was used as a single 2D/3D
detection metric. Perturbation metric data were generated in
steps of 0.01 from 0 to 1, creating 101 groups of data. After
training the model with these data, the Shapley value results
are presented using the FN metric as an example, as shown in
Figure 12.

Fig. 12. Shapley values of each input feature on the FN metric.

The visualization comprises multiple points, with each point
representing three features: vertical position indicates the de-
picted feature, color denotes whether the feature value is high
or low, and horizontal position signifies whether the value’s
influence leads to higher or lower predictions. Input features
within each graph are arranged from top to bottom based on
the absolute mean value of their Shapley values. The average
Shapley values of each input feature are used as a measure
of feature importance. After aggregating the data across all
evaluation metrics, including the FN metric, the results are
presented in Table III.

Subsequently, based on the type of subsystem-level safety
requirements, MOT evaluation metrics are selected, and
the metrics for each component are summed. Quantitative
component-level safety requirements are then allocated based
on the measured impact. For instance, a subsystem-level safety
requirement like “the FN rate of vehicles within 25 to 50
meters ahead should not exceed 5.87 × 10−6” translates to
a requirement on the MOT system’s FN rate. This can be
modeled as an optimization process using data in Table III :

min
Z

fcost(Z)

s.t. Z ∈ {0, 1},
Z · ϕ+ ϕ0 ≤ 5.87× 10−6

(16)

where Z = [z1, z2, z3, z4, z5, z6] is a one-dimensional vector
representing the allocated component-level safety require-
ments, where each element corresponds to 2D detection ac-
curacy, 2D FN rate, 2D FP rate, 3D detection accuracy, 3D
FN rate, and 3D FP rate. ϕ = [ϕ1, ϕ2, ϕ3, ϕ4, ϕ5, ϕ6] is also
a one-dimensional vector representing the feature importance
of each element in Z on the MOT FN rate, matching the
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TABLE III
SHAPLEY VALUE CALCULATION RESULT. THE DATA IN THE TABLE REPRESENTS THE SHAPLEY VALUE OF THE COMPONENT-LEVEL SAFETY

REQUIREMENT IN THE COLUMN COMPARED TO THE SUBSYSTEM-LEVEL SAFETY REQUIREMENT IN THE ROW.

Metric 2D Detection Accuracy 2D FN Rate 2D FP Rate 3D Detection Accuracy 3D FN Rate 3D FP Rate
FN -0.00189 0.00300 0.00043 -0.04758 0.02310 -0.00028
FP -0.00040 -0.00102 0.00502 -0.00524 0.00212 0.02316
AssA 0.00282 -0.00593 -0.00190 0.02597 -0.02443 -0.00986
LocA 0.00022 -0.00034 -0.00003 0.09112 -0.00682 -0.00050
DetA 0.00139 -0.00197 -0.00390 0.04513 -0.02355 -0.02077
HOTA 0.00210 -0.00394 -0.00291 0.03558 -0.02400 -0.01534

TABLE IV
DETECTION ACCURACY AND FALSE POSITIVE/NEGATIVE RATES

2D Detection Accuracy 2D FN Rate 2D FP Rate
87.8% 9.67% 74.45%

3D Detection Accuracy 3D FN Rate 3D FP Rate
97.6% 3.49% 68.34%

data in the first row of Table III. ϕ0 denotes the baseline
value, signifying the FN rate of the MOT algorithm when
applied to the unoptimized original dataset, which was 0.048
in this research. fcost is the cost function representing the total
cost of optimizing the input features, which is assumed to
be infinitely large if the values of the features approach their
ground truth, i.e., fcost =

∑6
i=1

1
1−zi

considering practical
development constraints. The optimization results are detailed
in Table IV , using the fmincon solver from the MATLAB
Optimization Toolbox [40].

For the safety requirements at the component level assigned,
verification is performed from two aspects of performance.
The first aspect is efficiency verification, which examines
whether component-level safety requirements allocated for
subsystem-level failures provide optimal performance opti-
mization for those subsystem-level failures. The second aspect
is effectiveness verification, which assesses whether the safety
requirements allocated to the component level ensure that the
safety requirements at the subsystem level are met.

In the verification experiment, the test set data are perturbed
according to the component-level safety requirements to obtain
perturbed data. The perturbed data are then used as input
to the MOT algorithm, and the results are quantitatively
evaluated to obtain the perturbation metrics. The degree to
which the perturbation metrics meet the subsystem-level safety
requirements is observed, as shown in Figure 13.

To unify the dimensions, the perturbation metrics are nor-
malized. The MOT algorithm’s output metrics with ground
truth data as input are set to 100%, while the output metrics
with original data as input are set to 50%. Figure 13 indi-
cates that after meeting the allocated component-level safety
requirements, the EagerMOT algorithm’s FN rate performance
has reached 99.45%, which is the most significant improve-
ment among all output evaluation metrics, thereby completing
the efficiency verification.

The experiment also shows that among the 1000 sets of
safety metrics, only 65 sets had 1 FN frame, and 12 sets
had 2 FN frames. Considering that the verification set has
a cumulative total of 5793 frames, the ratio of the FN frames
to the total frames across 1000 experiments is calculated,

Fig. 13. Algorithm performance statistics after meeting component-level
safety requirements

resulting in an FN rate of 1.38 × 10−4. This meets the
subsystem-level safety requirements, thereby completing the
effectiveness verification.

V. DISCUSSION

In this paper, we focus on the decomposition and quantifi-
cation of SOTIF requirements using a specified top-level ac-
ceptance criterion. Our models effectively address subsystem-
level safety requirements, particularly concerning state and
existence uncertainties. Notably, both the collision severity
and Bayesian models deliver promising results. The Bayesian
model’s use of distance partitions aligns well with sensor
detection capabilities, enhancing its practical applicability.
Unlike other studies, our deduced SOTIF requirements are
both intuitive and explicit. For instance, a position error should
not exceed 17 meters at a distance of approximately 110
meters when the ego vehicle travels at 130 km/h with a relative
speed of 50 km/h to the leading vehicle.

To address component-level safety requirements, we pro-
pose a Shapley value-based method that decomposes the
safety requirements of an AV perception system into those
for individual components. Applying this method to a MOT
system, we successfully derive SOTIF requirements for both
camera-based and Lidar-based detection. This approach offers
valuable guidance for system design and development. Finally,
We randomly generated 1000 sets of safety requirements
using the proposed method for simulation testing, and the
experimental results proved the effectiveness and efficiency
of the method.
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However, while our focus has been on collision-related
scenarios, it is important to acknowledge that other types of
accidents, such as non-collision failures, were not considered
in this study. Future research may explore these additional
accident types to provide a more comprehensive safety as-
sessment of autonomous vehicle systems.

In addition to this limitation, it is important to note that
our verification experiment primarily establishes that the
component-level safety requirements we derive serve as an
upper bound for subsystem-level safety requirements. This
suggests that these component-level requirements might be
overly stringent. Future research could investigate the joint
probability of failure across different components, such as
camera-based and Lidar-based detection, which may be in-
fluenced by common factors, to refine these requirements.

Finally, given the use of a probabilistic model in our
approach, acquiring more valid data is crucial for enhancing
the reliability of our results. This highlights the need for acces-
sible scenario datasets. As discussed in Section III, intended
behavior models represent simplified versions of AV planning
systems. For specific applications, developers should choose
suitable datasets and employ their own planning systems,
rather than relying on the model presented in this paper, to
achieve more realistic design requirements.

VI. CONCLUSION AND FUTURE WORK

This study proposes a SOTIF requirements decomposition
method. To address subsystem-level safety requirements, the
Bayesian model and collision severity model are introduced.
For component-level safety requirements, a decomposition
method based on the Shapley value is introduced, clarifying
the safety requirements of ADS in different scenarios. Ex-
perimental results indicate that this method can effectively
decompose system-level safety requirements into subsystem-
level and component-level requirements, and the effectiveness
of the component-level method is verified through practical
application in the MOT system.

The methods proposed in this study achieved good results
in experiments but still have some limitations. For example,
the experimental data used in this study primarily comes from
publicly available datasets, which may not fully represent the
complex situations of real driving environments.

Nevertheless, the findings of this study provide new ideas
and methods for the safety design of AV systems. By quan-
tifying and decomposing subsystem-level and component-
level safety requirements, this approach can better guide the
development and testing of AV, thereby enhancing their safety
and reliability in practical applications.

Future research can further refine the proposed methods,
including extending this approach to planning and control
systems and optimizing the computational efficiency of safety
requirements decomposition. Additionally, incorporating more
real-world scenario data for verification could improve the
applicability and accuracy of the methods.
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[34] K. Mattas, G. Albano, R. Donà, M. C. Galassi, R. Suarez-Bertoa,
S. Vass, and B. Ciuffo, “Driver models for the definition of safety
requirements of automated vehicles in international regulations. Appli-
cation to motorway driving conditions,” Accident Analysis & Prevention,
vol. 174, p. 106743, 2022.

[35] R. Yu, Y. Zhang, L. Wang, and X. Du, “Time headway distribution
analysis of naturalistic road users based on aerial datasets,” Journal of
intelligent and connected vehicles, vol. 5, no. 3, pp. 149–156, 2022.

[36] A. Tenbrock, A. König, T. Keutgens, and H. Weber, “The Conscend
dataset: Concrete scenarios from the Highd dataset according to ALKS
regulation UNCEC R157 in OpenX,” in 2021 IEEE Intelligent Vehicles
Symposium Workshops (IV Workshops). IEEE, 2021, pp. 174–181.
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