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Abstract—With the growing demand for Earth observation, it
is important to provide reliable real-time remote sensing infer-
ence services to meet the low-latency requirements. The Space
Computing Power Network (Space-CPN) offers a promising
solution by providing onboard computing and extensive coverage
capabilities for real-time inference. This paper presents a remote
sensing artificial intelligence applications deployment framework
designed for Low Earth Orbit satellite constellations to achieve
real-time inference performance. The framework employs the mi-
croservice architecture, decomposing monolithic inference tasks
into reusable, independent modules to address high latency and
resource heterogeneity. This distributed approach enables opti-
mized microservice deployment, minimizing resource utilization
while meeting quality of service and functional requirements.
We introduce Robust Optimization to the deployment problem
to address data uncertainty. Additionally, we model the Robust
Optimization problem as a Partially Observable Markov Decision
Process and propose a robust reinforcement learning algorithm
to handle the semi-infinite Quality of Service constraints. Our
approach yields sub-optimal solutions that minimize accuracy
loss while maintaining acceptable computational costs. Simula-
tion results demonstrate the effectiveness of our framework.

Index Terms—Space Computing Power Network, LEO satellite
constellation, remote sensing, microservice deployment, robust
optimization, robust reinforcement learning.

I. INTRODUCTION

Remote sensing (RS) satellite system, with multiple down-
stream tasks such as environmental and disaster monitoring,
plays a significant part in Earth observation missions through
global coverage, all-weather, and full-spectrum detection ca-
pacities. However, the vast volume of high-resolution raw
data captured by the RS satellites raises a challenge: directly
downloading raw data to ground stations for processing would
result in critical latency issues [1]. The Space Computing
Power Network (Space-CPN) is a promising solution to ad-
dress this problem by integrating communication and inference
capabilities into satellite constellation networks [2]. In partic-
ular, the Space-CPN is a multilayer satellite-based distributed
computing platform, enabling RS tasks to perform similarly to
ground-based data centers. Recent studies [3], [4], [5] focus
on the Low Earth Orbit (LEO) onboard inference within the
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Space-CPN, and the objective is to minimize the total service
latency and to achieve the better inference performance.

Although the Space-CPN enables onboard inference ca-
pabilities for the RS applications, monolithic inference still
faces multiple challenges. On the one hand, RS tasks such
as land use category classification and disaster monitoring
require high computation ability that a single LEO satellite
cannot afford [6]. On the other hand, these downstream tasks
often involve redundant module deployment and computation,
which results in inefficiencies [7]. We adopt the microservice
architecture in our on-board inference framework to address
these challenges, which divides the monolithic application into
multiple low-coupled modules (i.e., microservices) [8]. These
microservices are deployed on suitable satellite nodes to per-
form the monolithic application’s function. This architecture
takes advantage of the portability, scalability, and resilience
in software engineering. As illustrated in Fig. 1, the Space-
CPN’s satellite will receive image data from the RS satellite
and start the on-board inference to send the result to the ground
station. Thus, an efficient microservice deployment strategy is
necessary for the inference to proceed smoothly.

However, the challenge arises from the inherent heterogene-
ity of satellites because each satellite has different computing
and communication capacities [9]. In particular, several satel-
lites in Space-CPN serve as the communication relay with few
computing and storage resources, and several satellites with
high-performance hardware enable high computation demand
tasks. Therefore, the heterogeneity property necessitates the
deployment algorithm to select the most suitable satellite for
each microservice to maximize resource utilization and ensure
efficient inference (i.e., reduce latency punishment) [10], [11].
Consequently, the onboard microservice deployment problem
becomes NP-hard with numerous local optima due to the
LEO network’s mesh topology, non-convex objectives, and
integer constraints [7], [12]. The articles [13], [14], [15]
use reinforcement learning (RL) based algorithms to solve
the microservice deployment problem on the base station
with powerful computing ability. [16] formulated a fractional
polynomial problem caused by multiple instances of a single
microservice and proposed a greedy-based heuristic algorithm
to solve it. [17] considered the interference between microser-
vices competing for the same resources and proposed a low-
complexity heuristic algorithm with parallel deployment abil-
ity to minimize the use of the servers. However, these works
did not consider LEO satellite constellation properties, i.e.,
low computing power and few resources. [18], [19], [20] try
deploying microservice on edge devices such as Nvidia Jetson
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Fig. 1. On-board inference process of remote sensing.

to meet the load balance, low latency, and security constraints.
Although these works take advantage of low-power platforms,
they cannot meet the LEO satellite constellation’s topology
properties and may receive critical resource waste and service
latency punishment. [21], [22] proposed the satellite onboard
deployment framework and algorithm to meet the constraints
of LEO satellite constellation, but deterministic modeling
cannot meet the uncertainty of user requests from different
regions. Thus, an efficient, robust microservice deployment
algorithm is necessary to reduce total resource consumption
with Quality of Service (QoS) constraints and meet resource
requirements.

The main challenge for the deterministic model when in-
ference in the natural environment is that satellites need to
complete the pre-assigned tasks established at launch and be
ready to process emergency tasks such as earthquake and
forest fire monitoring. These emergency tasks often occur
unexpectedly with uncertainties in time and frequency [23].
To tackle this, we employ the Robust Optimization (RO)
approach to capture the uncertainty in the data amount [24].
However, the dependency relationships between microservices
complicate the deployment problem by increasing the coupling
between optimization variables. Moreover, the semi-infinite
QoS constraints complicate the optimization problem. As a
result, traditional solvers like Complex or Gurobi cannot
solve this problem directly. To address this, we reformulate
the deterministic problem as a Partially Observable Markov
Decision Process (POMDP) and solve it with reinforcement
learning (RL) because of its MDP characteristics, which
allows us to make decisions with partial knowledge of the
optimization problem. [25], [26], [27] using adversaries to
perturb the state the protagonist agent observes to receive a
robust strategy. [28], [29], [30] derived the agent’s updating
equation with R-contamination uncertainty set on the transi-
tion kernel. [31] introduced uncertainty modeling into multi-
agent reinforcement learning and analyzed the two agents’

adversarial equilibrium conditions. Therefore, it is necessary
to propose an efficient and robust deployment algorithm based
on robust RL to minimize resource consumption and enhance
the system’s inference ability.

A. Contributions
In this paper, we proposed a robust reinforcement learning-

based inference framework for resource consumption mini-
mization in satellite onboard microservice deployment. The
major contributions are summarized as follows:

• A robust on-board microservice deployment focusing on
the user request uncertainty is proposed to minimize the
LEO satellite constellation resource consumption and the
QoS punishment. It uses a box uncertainty set on the data
amount from each region to control the robust level (i.e.,
the number of microservices deployed), thereby making a
trade-off between minimizing the resource consumption
and avoiding the QoS punishment. Moreover, we incor-
porate explicit QoS constraints for each request to ensure
that all inference tasks are processed within low latency.

• We first decompose the original problem into two parts,
based on the redeployment costs associated with each mi-
croservice. We use the traditional reinforcement learning
approach in the first stage to deploy the core microser-
vices on the LEO satellite as the data center. In the second
stage, we reformulate the optimization problem into a
Partly Observable Markov Decision Process (POMDP)
and solve it by using robust reinforcement learning.
Due to the unexpected perturbation of POMDP, we use
robust adversarial reinforcement learning to solve this
robust microservice deployment problem. We analyze
the equilibrium of this adversarial game and prove the
existence of Nash equilibrium in this game. Simulation
results will demonstrate the effectiveness of our proposed
robust microservice deployment framework in minimiz-
ing resource consumption and avoiding QoS punishment.
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Fig. 2. Remote sensing onboard satellite edge AI inference with microservice architecture.

B. Organization

The remainder of this paper is organized as follows. Section
II proposes the microservice model, LEO satellite model, and
deterministic deployment problem of LEO satellite constella-
tion and microservice. In Section III, the robust optimization
problem with semi-infinite QoS constraints is proposed to
formulate the microservice deployment with data amount
uncertainty. In Section IV, we transfer the original problem
into two MDPs and propose two microservice deployment
algorithms to solve this problem. Simulations and discussions
are given in Section V. Finally, conclusions are presented in
Section VI.

C. Preliminaries and Notations

In this paper, we use bold uppercase letters to represent
matrices, while bold lowercase letters represent vectors. For a
given set X, we use notation |X| to denote its cardinality. I(·)
is the indicator function which equals to 1 when equation in
(·) is true and equal to 0 for others, vec(·) denotes the vector-
ization operation. Besides, the most commonly used notations
are listed as Table II. For a given two-player zero-sum game,
we denote it by G = {{1, 2}, {S1,S2}, {Yt,Zt},C}, where
S1 and S2 denote two players’ strategy set respectively, Yt

and Zt denote probability set of each strategy in S1 and S2
respectively, C ∈ R|Yt|×|Zt| denotes the reward matrix of two
players. Let

v1 = max
y∈Yt

min
z∈Zt

|Yt|∑
i=1

|Zt|∑
j=1

cijyizj , (1)

v2 = min
z∈Zt

max
y∈Yt

|Yt|∑
i=1

|Zt|∑
j=1

cijyizj , (2)

we can have the following definition for Minmax Equilibrium.

Definition 1 (Minimax Equilibrium) A minimax equilib-
rium existing in the two-player zero-sum game is equivalent
to v1 = v2.

II. SYSTEM MODEL

In our onboard inference system, it is necessary to con-
sider the topology of the LEO satellite constellation and the
inference scheme. To this end, Section II-A and II-B present
the model of the microservice and the LEO constellation. The
latency model, cost model, and constraint of microservices are
introduced in Section II-C, II-D, and II-E, respectively. Then
we propose the deterministic optimization problem in Section
II-F.

A. Microservice Model

Microservice architecture (MSA) is a programming
paradigm for decomposing applications into a collection of
light, independent microservices (MS). Each MS runs in its
own process and communicates with other modules. In a
monolithic architecture, we must redeploy several components
multiple times for all tasks, resulting in inefficient resource
consumption. Additionally, the high coupling of monolithic
systems makes it difficult to update individual components,
as any update requires redeploying the entire application.
To address this, the remote sensing microservice inference
system we considered in this paper is shown in Fig. 2. In
particular, there exist 3 tasks: segmentation, classification, and
multimodal interpretation and 9 microservices: ❶ precoding,
❷ byte pair encoding, ❸ projection, ❹ segmentation back-
bone, ❺ classification backbone, ❻ multimodal interpretation
backbone, and ❼∼❾ output module 1∼3. Thus, the inference
tasks are shown as: 1⃝ segmentation (❶→❸→❹→❼), 2⃝ clas-
sification (❶→❸→❺→❽), and 3⃝ multimodal interpretation
(❶, ❷→❸→❻→❾) where → denotes the data flow between
the microservices. Due to the low coupling, we can update
the core components such as ❹∼❻ with no system shutdown
and reduce the service waiting latency. Due to the tasks 1⃝,
2⃝, and 3⃝ are using the same microservices ❶ and ❸, the

MSA system reuses these microservices to reduce the resource
consumption.
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TABLE I
THE NOTATION USED IN THIS ARTICLE

Notation Description
O,L Amount of orbital planes and satellites in each plane

Du,v Distance between satellite u and v

GD, GM Graph of LEO constellation and microservices

Ml,Mc,M Edge, core, and whole satellite set

E1 Set of data flow between each microservice

D Set of available satellites

E2 Set of ISLs between two satellites

R The number of resource types

rd(i), rm(i) Resource variable of satellite d and microservice m

A Set of microservices’ computing demand

B Set of result data amount generated by microservices

pfm, pkm, pctm Consumption of deployment, maintaining, parallel

τ tru,i,j Transmission latency of u between satellite i, j

τppu,i,j Propagation latency of u between satellite i, j

τpcu,i Processing latency of u on satellite i

L Speed of light

Wi,j Data transmission rate between satellite i, j

fi Computing speed of satellite i

l Total latency of all microservices

T Total service time slot set

X,Y Deployment scheme matrix of two microservices sets

C1(X) Total core microservices deployment cost

C2(Y) Total light microservices deployment cost

C3(Y) Total light microservices maintaining cost

C4(Y) Total light microservices parallel cost

Z Request matrix of all time slots

Ω(Zt) Uncertainty set on Zt

pu,d Microservice u is deployed on satellite d or not

spi , s
d
i protagonist and adversary state

api , a
d
j protagonist and adversary action

Φ Width of uncertainty set

rpi , r
d
j protagonist and adversary reward

To leverage the computational power of Space-CPN, we
deploy the remote sensing inference system using MSA within
the LEO constellation. As illustrated in Fig. 1, the on-board
inference pipeline operates as follows: Microservices are dis-
tributed across the constellation within Space-CPN. During
inference, satellites capture high-resolution images for routine
tasks (e.g., monitoring gyms and airports) and emergency tasks
(e.g., detecting earthquakes and tornadoes). These images are
transmitted to the constellation, where microservices process
them and transfer data via a predefined routing mechanism.
The results are then sent to ground stations for delivery to
repositories like government agencies or research institutions.
Deploying all microservices on a single satellite is infea-
sible due to the heterogeneous computational and resource
capabilities across satellites. Furthermore, deploying every
microservice on all satellites is impractical, as the large data
files associated with multiple inference backbones exceed
storage capacity.

Let GM = (M,E1) denotes the directed acyclic graph of
remote sensing application where M is the set of microservices

required by the application and E1 represent the data flow
between each microservice. Due to the inference model such
as Llama [32] needing a significantly large parameter file
(over 4 GB), the redeployment latency is unacceptable because
of the rate of ISL [33]. Let Ml (i.e., precoding, byte pair
encoding, and projection) denote the set of the light microser-
vices, and Mc (i.e., segmentation, classification, multimodal
interpretation backbone, and output model 1∼3) denote the set
of the core microservices. Thus, the set of all microservices in
this application can be depicted as M = Ml∪Mc. For arbitrary
microservice m ∈ M, we use rm(i) ≥ 0, i = 0, 1, ..., R to
denote the microservice’s requirement of the corresponding
resource i where R denote the number of resource types. We
use am > 0 to denote the computing data amount (bits) of
microservice m and A = {a1, a2, ..., aM} with M = |M|.
And we use bm to denote the data amount of microservice
m’s result (bits) and B = {b1, b2, ..., bM} to denote the set of
result’s data amount of all microservices.

B. LEO Constellation Model

A LEO satellite constellation functions similarly to a
ground-based data center, providing real-time support for
onboard remote sensing applications. A typical LEO constel-
lation with Walker Star construction, such as Iridium, consists
of O orbital planes, and each orbital contains L satellites. It
can be depicted as a grid graph GD = (D,E2), where D is
the set of available satellites (i.e., D = |D| = O × L), and
E2 is the set of ISLs between two satellites. Each satellite in
the constellation has 4 inter-satellite links (ISLs), connecting
two satellites within the intra-plane and two satellites in the
inter-plane. Due to the Earth’s obstruction and limited ISLs,
one satellite can only transfer data by multi-hop with satellites
without ISLs. Distance Du,v (kilometers) between satellite u
and v is determined by the latitudes, longitudes, and altitudes
of two satellites. Du,v can be depict as follows [34]:

Du,v =
√
2r2[1− cosϕu cosϕv cos(λu − λv)− sinϕu sinϕv],

(3a)
ϕ = arcsin(sin i sinµ), (3b)
λ = Ω+ arctan(cos i tanµ)− ω2t, (3c)
µ = ω1t+ γ, (3d)

where r denotes the sum of the Earth’s radius and the
satellite’s orbit altitude (in kilometers), i is the inclination of
the LEO satellite orbit, and Ω is the position of the ascending
node, measured in degrees. Additionally, ω1 represents the
satellite’s angular velocity as it orbits the Earth, with units
of degrees per millisecond. γ is the initial phase angle of
the satellite. ω2 is the angular velocity of the earth’s rotation
in degrees/milliseconds. t is the current time. Let R be the
set of available satellite resources (e.g., CPU core, GPU
core, memory, power). For each satellite d ∈ D, we use
rd(i) ≥ 0, i = 0, 1, ..., R to denote the satellite’s providing
capacity of the corresponding resource i. We use cd > 0
to denote the computing ability (bits/ms) of satellite d and
C = {f1, f2, ..., fD} denote the set of satellites’ computing
ability (bits/ms) with D = |D|.
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C. Latency Model

Due to the dependency of microservices, the total latency
(milliseconds) of microservice v at time slot t, which in-
cludes processing, propagation, and transmission latency, is
influenced by the performance of its preceding microservice
u [35]. Therefore, the latency of microservice v is defined as

τv(u, i, j) = τ tru,i,j + τppu,i,j + τpcv,j , (4)

where u, v deployed on satellite i, j respectively. τ tru,i,j and
τppu,i,j denote the transmission latency and the propagation
latency of microservice u from satellite i to satellite j re-
spectively. τpcv,j denotes the processing latency of microservice
v deploy on satellite j.

Specifically, the propagation latency occurring from mi-
croservice u to v is associated with the spatial distance
between the satellites of u and v, as well as the speed of
light. Thus, the propagation latency can be defined by

τppu,i,j = Di,j/L, (5)

where τppu,i,j denotes the propagation latency of microservice
u from satellite i to satellite j, Di,j represents the distance
(kilometers) between i and j at the time the message is sent, L
denotes the speed of light (kilometers/ms). The transmission
latency is related to the distance between two satellites and
the total data generated by microservice u. The transmission
latency from microservice u to v can be depicted by

τ tru,i,j = bi/Wi,j , (6)

where Wi,j denotes the data transmission rate (bits/ms) be-
tween satellite i and j. Besides, if microservice u is the
first microservice of an application, the propagation latency
τppu,i,j = 0. The processing latency is related to the total amount
of computation generated and the satellites’ computational
ability (CPU frequency, GPU float ability, and so on). So, the
processing latency of microservice v deployed on the satellite
i can be defined as

τpcv = av/fi, (7)

where fi ∈ C is the computation ability (bits/ms) of satellite
i. Therefore, the total latency of the application is defined as

l =
∑
m∈M

τm. (8)

Besides, if microservice m has a dependency relation with
more than one microservice, τm will choose the arrival time
of the last received microservice u’s data to compute the τ tr

and τpp.

D. Microservice Cost Model

We denote the microservice deployment scheme of time
slot t as two matrixes Xt ∈ NMc×D,Yt ∈ NMl×D,
where each entry is the deployment count of microservice
m on satellite s, Ml = |Ml|, Mc = |Mc|. Let X =
[X0,X1, ...,XT ],Y = [Y0,Y1, ...,YT ] denote the deploy-
ment scheme of core microservices and light microservices,
respectively, where T = |T|, T denotes the total service
time set. The total cost (i.e. money) of the whole inference

system during T time slots can be divided into four partitions:
money cost of core microservices C1(X), deployment money
cost of light microservices C2(Y), maintenance money cost
of light microservices C3(Y), and parallel computing money
cost of light microservices C4(Y) [36]. The money cost of
core microservices is influenced by the deployment counts,
which are shown as follows:

C1(X) =
∑

m∈Mc

∑
s∈D
{pdmx0

m,s +
∑
t∈T

pkmx0
m,s}, (9)

where pdm, pkm denotes the deployment price and a time
slot’s maintenance price of microservice m on satellite s at
time slot t, respectively. The deployment money cost of light
microservices for a time slot can be depicted as follows:

C2(Y) =
∑

m∈Ml

∑
s∈D

∑
t∈T,t̸=0

pdm max(0, ytm,s − yt−1
m,s), (10)

where pkm denotes the deployment price of microservice m on
satellite s at time slot t. The maintenance money cost of light
microservices for a time slot is shown as follows:

C3(Y) =
∑

m∈Ml

∑
s∈D

∑
t∈T

pkmytm,s, (11)

where pkm denotes the deployment price of microservice m on
satellite s at time slot t. The parallel computing money cost
of light microservices for a time slot is:

C4(Y) =
∑

m∈Ml

∑
s∈D

∑
t∈T

pamytm,s, (12)

where pam denotes the parallel computing price of microservice
m on satellite s at time slot t.

E. Deterministic Constraint
To meet the resource and QoS limitation, the deployment

scheme will deal with the following constraints.
1) Function Completeness Constraint: To simulate the

function of a monolithic service, each microservice should
be deployed at least one time. In particular, for x0

m,s, the
completeness constraint and the integer constraint is:∑

s∈D
x0
m,s ≥ 1, x0

m,s ∈ N (13)

for all m ∈Mc, s ∈ D. For ytm,s, it was shown as:∑
s∈D

ytm,s ≥ 1, ytm,s ∈ N (14)

for all m ∈Ml, s ∈ D, t ∈ T.
2) Parallel Computing Constraint: We use the relationship

between area requests and parallel accessing ability km of each
microservice to model the deterministic parallel constraint. We
use Zt ∈ RM×D to denote the request in time slot t. Each
microservice can only process at most km requests during a
time slot, i.e., each task request ztm,s ∈ Zt from all areas needs
to find a microservice that still can process one more task
request (i.e. one more raw image), which can be formulated
as ∑

s∈D
ytm,skm ≥

∑
s∈D

ztm,s (15)

for all t ∈ T,m ∈Ml.



6

3) QoS Constraint: To ensure each request can be re-
sponded to efficiently, we defined QoS (Quality of Service)
in our system as the total latency of each task. We use z ∈ Zt

to denote the index of request at time slot t with

Zt =

{
z ∈ N | 0 ≤ z ≤

D∑
s

zt0,s

}
.

To track the inference routing of each task, we use Rt ∈
NZ×M to denote the place of microservices used by each task
where Zt = |Zt|, elements in Rt denotes the microservice’s
deployment place. In our system, each task will try to use
the microservices routing path with the shortest distance if
processing ability exists. In particular, we define the chosen
Rt∗ by Rt∗ :=

argmin
Rt∈NZt×Ml

{
Zt−1∑
z=0

M−1∑
p=1

∥F(rtz,p−1)−F(rtz,p)∥2 + (16)

αp ·max
(
0,

Ml−1∑
m=0

D−1∑
d=0

{
Zt−1∑
z=0

I(rtz,m = d)− ytm,d}
)}

,

where rtz,m ∈ Rt denotes the microservice m’s deployment
place used by task z at time slot t, αp is a large factor which
denotes the overload punishment, and (c1, c2) = F(r1) is the
satellite’s coordinate in the mesh topology defined as c1 =
r1/L, c2 = r1 mod L. With the microservice routing matrix
Rt∗ and equations (3), (4), and (8), we can formulate the QoS
constraint for each task as:

lz =

Ml−1∑
m=1

τv(m− 1, rtz,m−1, r
t
z,m) ≤ QoS (17)

for all z ∈ Zt, rtz,m ∈ Rt∗, where QoS is a scalar denotes
the maximum service time, lz denotes service time of request
z according to equation (8).

4) Core Microservices Resource Constraint: The total re-
source consumption of the core microservices deployed on one
satellite cannot exceed the resource capacity of this satellite:∑

m∈Mc

rm(j)x0
m,s ≤ rs(j) (18)

for all j ∈ R, s ∈ D.
5) Light Microservices Resource Constraint: Due to the

core microservices, the light microservices are restricted by
the satellite’s resource capacity and the core microservices’
resource consumption:∑

m∈Ml

{
rm(j)x0

m,s + rm(j)ytm,s

}
≤ rts(j) (19)

for all j ∈ R, t ∈ T, s ∈ D.

F. Microservice Deployment Problem Formulation

Microservice deployment in Space-CPN is to allocate mi-
croservices in the finite time slots (i.e., T time slots) to ap-
propriate satellites based on task load statistics, server latency,
and resource (i.e., CPU, GPU, memory) constraints, which is
shown in Fig. 3. In particular, the deployment system will use
the statistics: task load Zt and satellite’s resource rm(i) to
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Fig. 3. Microservice deployment problem specification.

decide which microservice will deploy on the current satellite.
The objective is to minimize the overall money cost of all
microservices in any time slot t with no QoS violation. By
the cost model and the constraints proposed in Section II-D
and Section II-E, we formulate the deterministic optimization
problem as follows:

min
X,Y

C1(X) + C2(Y) + C3(Y) + C4(Y) (20a)

subject to constraints (13)− (19), (20b)

where X ∈ RMc×D,Y ∈ RT×Ml×D denote the deployment
scheme of two kinds of microservice.

III. ROBUST MICROSERVICE DEPLOYMENT PROBLEM

Due to the uncertainty of inference tasks, the deterministic
model is hard to meet the situation in the real world because
task amount matrix Zt is assumed to be known in deterministic
modeling. It is necessary to use approaches such as uncertainty
modeling and robust optimization to model this dynamic prob-
lem. Therefore, we introduce the uncertainty model and the
uncertainty set in Section III-A. The robust optimization of the
microservice deployment problem is proposed in Section III-B.

A. Uncertainty Model

In reality, there can be fluctuations in ztm,s ∈ Zt for mi-
croservice m and satellite s due to factors such as emergency
tasks like earthquake [23]. It can be depicted as Fig. 4. In
particular, the deployment scheme of each time slot is related
to 1) the uncertainty data amount, 2) the nominal data amount,
and 3) the deployment scheme of the previous time slot. At
time slot t2, we only know there should be 27 requests in
the usual time but have no idea if there are any request
fluctuations or not. It may cause significant resource waste
or QoS punishment and interfere with the deployment scheme
of the following time slots [36]. We introduce uncertainty into
the user’s request to meet the perturbation of the number of
requests. In particular, we build the box uncertainty set on Zt

by
Ω(Zt) =

{
Zt | ∥Zt − Z

t∥∞ ≤ Φ
}

(21)

for all t ∈ T, where Φ denotes the robustness level (i.e. width
of the uncertainty set) of the current model, Z

t
denotes the
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Fig. 4. Example of data amount uncertainty.

nominal request count matrix. Then, we can reformulate the
constraint (15) into an uncertainty constraint:

min
Zt∈Ω(Zt)

∑
s∈D

{
ytm,skm − ztm,s

}
≥ 0 (22)

for all m ∈ Ml, t ∈ T. Constraint (22) indicates that
the accessing ability of microservices must be larger than
the number of user requests. Due to the difference in each
status, simply adding or removing microservices from the
deterministic solution won’t resolve this issue due to the
different deployment schemes in each time slot. For instance,
if ∑

s∈D
ym,skm ≥

∑
s∈D

(zm,s + |Φ|)

for all zm,s ∈ Zt, the worst-case scenario is that there aren’t
enough requests for the microservices to handle, leading to
resource wastage and associated penalties. Conversely, if∑

s∈D
ym,skm<

∑
s∈D

(zm,s + |Φ|),

the worst-case scenario shifts to having too many requests to
handle, resulting in latency penalties.

B. Robust Microservice Deployment Problem Formulation

Given the QoS constraints (17) and the robust constraint
(22), we can formulate the robust optimization problem as
follows:

min
X∈F1

C1(X)+max
Z∈Ω

min
Y∈F2(X,Z)

C2(Y)+C3(Y)+C4(Y) (23)

with Ω =
⋃

t∈T Ω(Z
t). Here Z ∈ RT×Ml×D has the request

count of all time slot, Y ∈ NT×Ml×D denotes the light
microservice’s deployment scheme of all time slot, F1 and
F2(X,Z) is the feasible set of X and Y which are shown as:

F1 = {X | (13), (18)} , (24)
F2(X,Z) = {Y | (14), (16), (17), (19), (22)} . (25)

While Problem (23) incorporates lots of elements of the real
world, such as chain deployment schemes and data amount
uncertainty, it raises critical challenges compared with the de-
terministic works. To show that the optimization problem (23)
we proposed is challenging to solve with the simple approach,
we will analyze this optimization problem in two parts: NP-
hard problem and semi-infinite constraint.

• NP-hard Problem: Suppose that the minmaxmin struc-
ture is used in the objective function and argmin used in
the constraint (17), we have the non-convex optimization
problem. Moreover, because the total latency function

includes a quadratic component, the quadratic constraint
(17) increases the complexity of solving this optimization
problem. Thus, the objective makes it unsolvable in poly-
nomial time by using traditional optimization algorithms.

• Semi-Infinite Constraint: This challenge poses significant
interference for global optimization algorithms to solve
this problem by introducing an uncertain amount of
constraints (17) into the optimization problem [37]. Due
to the uncertain set deployed on the number of tasks, the
number of quadratic QoS constraints remains unknown.
So using the B&B method to solve this problem is
extremely difficult.

The analysis reveals that problem (23) cannot be efficiently
solved by existing optimization algorithms. Sub-optimal meth-
ods like greedy algorithms (e.g., K8S’s Horizon Pod Autoscal-
ing [38]) are viable but often yield overly conservative strate-
gies (Section III-A). RL’s Markov property makes it promising
for precise decisions without global information. However,
deterministic RL struggles with environmental uncertainty. To
address this, we propose a robust RL-based approach that
retains the Markov property while enhancing robustness.

IV. ROBUST ADVERSARIAL REINFORCEMENT LEARNING
ALGORITHM

To address the non-convex robust optimization problem (23)
in Section III, we introduce a robust adversarial reinforcement
learning algorithm. Our approach first decomposes the prob-
lem (23) into two components based on its inherent properties.
We then apply distinct algorithms to solve each part separately.

A. Problem Decomposition
The traditional two-stage robust optimization framework

faces significant challenges due to the high computing com-
plexity caused by the optimal approach such as Benders
Decomposition [39]. Due to core microservices’ high deploy-
ment cost and importance in the problem (23), only x0

m,s

influence ytm,s. Therefore, we can decompose the problem in
equation (23) into two stages: deploying Mc (first stage) and
deploying Ml (second stage). Given the substantial resource
consumption of core microservices, each microservice in Mc is
deployed only once to avoid excessive resource use. Thus, with
the infinite accessing ability, like the computing center, the first
stage problem can be transformed into a new form: finding a
deployment scheme that minimizes total latency. There are
multiple works about how to deploy core microservices in
Space-CPN. The first stage’s deployment algorithm we adopt
is shown as follows.

B. First Stage Deployment Approach
To address the static microservice deployment problem in

the first stage, we adopt an RL-based algorithm to solve
it. The standard PPO-based training algorithm is shown in
Algorithm 1.

1) State and Action: The state at step i is a vector s1i where
cardinality is Mc×D, which means each microservice deploys
on each satellite or not. For the first stage, the action a1i at step
i is to deploy microservice i on a satellite. With D satellites
for each time slot, there are D actions: a1i ∈ {0, 1, 2, ..., D}.
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Algorithm 1 First Stage Training Process
Input: GD = (D,E), Mc = {m1,m2, ...,mMc

}, stochastic
policy πθ1 .

Output: Learnable policy parameters θ1.
1: for episode = 1 to Episode do
2: i = 1.
3: while Deployment process not complete do
4: Get state s1i .
5: Choose an action a1i with policy π(a1i |s1i , θ1).
6: Execute a1i , obtain reward ri, generate state si+1.
7: i = i+ 1.
8: end while
9: Rollout ζ = {(a11, r11), (a12, r12), ..., (a1i−1, r

1
i−1)}.

10: Update policy parameters θ1 with ζ.
11: end for

2) Reward: If this step or the next step violates the resource
limitation, the agent will receive a negative punishment. If the
agent successfully deploys one microservice, it will receive a
positive reward. When the agent successfully deploys all mi-
croservices, it will receive the final reward, which is negatively
correlated with the total latency.

C. Second Stage Deployment Approach

1) Robust Adversarial Reinforcement Learning: As dis-
cussed in Section III, simply adjusting the corrections of the
uncertainty variable Z offers limited improvements, as in-
creases and decreases in task volumes cause losses and worst-
case scenarios vary by deployment scheme. To address this,
we propose a Multi-Step Robust Adversarial Reinforcement
Learning (MSRARL) framework using the Proximal Policy
Optimization (PPO) algorithm and the Robust Adversarial
Reinforcement Learning (RARL) [25], shown in Fig. 5. In this
framework, a protagonist agent and an adversary agent interact
iteratively. The adversary determines additional requests for
each region, while the protagonist makes initial decisions and
trains based on current conditions. The adversary then trains
using the protagonist’s rollout, and the protagonist retrains
using the adversary’s rollout. This iterative process continues
until convergence. Unlike [25], agents can perform multiple
actions until their allotted step.

2) Partially-Observable Markov Decision Process: Differ-
ent from the MDP used in the first stage, the second stage uses
the Partially Observable Markov Decision Process (POMDP)
due to the perturb request from the environment. POMDP in
this paper can be written as a tuple (S′,S,A1,A2, T ,R,O)
where S′ and S denote the set of real state and the observation
state respectively, A1 and A2 denote the set of action space of
the protagonist agent and the adversary agent, T : S′×A→ S′,
R : S′ × A1 × A2 → R, and O : S′ × A1 × A2 → S denote
the transition function, reward function, and the observation
function. We denote the microservice deployment state and
the requests state as matrix P ∈ N(1+Ml)×D where (1 +Ml)
denotes request count and Ml microservices, pu,d for all
u ∈Ml, d ∈ D denotes the deployment count of microservice
u on satellite d and p0,d is the request count of each region.

Microservices
Graph

Region Task
Graph

Satellite Resource
Graph

Deployment
Matrix

State Generator

Protagonist
Agent

Adversarial
Agent

Environment
12 6 25 4 9 21

State

12

6

25

4

9

21

State
12 6 25

4 9 21

Fig. 5. Multi-Step Robust Adversarial Reinforcement Learning framework.

Then, we stretches the P row by row into a vector as state
spi ∈ N(1+Ml)D+2 at step i given by

spi = [vec(P), i, u], (26)

where i and u denote the protagonist agent’s time slot and the
current microservice, respectively. The adversary agent’s state
sdj ∈ N(1+Ml)D+1 also uses marking matrix P to denote the
environment, and it is shown as follows:

sdj = [vec(Pori), j], (27)

where j denotes the adversary agent’s step, Pori ∈
N(1+Ml)×D denotes the P of previous training round. After
the protagonist agent finishes Ml steps, the adversary agent
will take its next step. To enhance the robustness, we assume
the adversary agent can’t know the microservice’s deployment
scheme at step j before it makes a decision.

3) Action: The action space A1 and A2 of the second stage
is a discrete space. For the second stage, the action api at step
i for microservice u is a vector whose cardinality is D. Each
element in api is a non-negative integer up to α denotes how
many microservice u will be deployed on each satellite where
α denotes how many microservices can be deployed on one
satellite for a time slot. It was shown as follows:

api [e] ∈ {0, 1, 2, . . . , α}, e = 0, 1, 2, ..., D, (28)

where [·] denotes accessing the vector’s element through the
index. The action adj at step j is a vector whose cardinality
is D. Each element in adj is an integer that denotes the
unexpected request from each region, which is bounded by the
width of uncertainty set Ω(Zt): Φ. It was shown as follows:

adj [e] ∈ {q | q ∈ Z, |q| ≤ Φ}, e = 0, 1, 2, ..., D. (29)

4) Reward: We design the protagonist reward function with
three parts: microservice deployment reward rmi , time slot
reward rsi , and all time slots reward rai . For each step i, the
protagonist agent will try to deploy a microservice, and the
deployment reward or punishment is shown in the following
function:

rmi =

{
ϵ1, deployment violated the resource limitation,
ϵ2, successfully deployed one microservice,

(30)
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where ϵ1 < 0 and ϵ2 > 0 denotes the punishment and reward,
respectively. Then, after Ml steps, the protagonist agent will
finish all microservices deployment of a time slot. Now we use
the time set with 1 time slot Ti = {t = i/Ml} to replace the
T used in the C2 (10) ∼ C4 (12) and receive the cost function
Ct2, Ct3, and Ct4 for time slot t = i/m. The protagonist agent
will receive the time slot reward rsi as the following definition:

rsi =

{
ϵ3

∑4
k=2 Ctk, i mod (m − 1) = 0,

0, others,
(31)

where ϵ3 < 0 denotes the resource punishment factor. Finally,
after all T time slots, the protagonist will receive the final
reward rai . It is related to the total cost of microservices
(10)∼(12) and the QoS constraint (17). In particular, rai is
shown as:

rai =

{
ϵ4

∑T−1
i=0

∑4
k=2 Ctk + ϵ5Q, i = mT − 1,

0, others,
(32)

where ϵ4 < 0 and ϵ5 < 0 denotes the resource and QoS pun-
ishment factor respectively, Q is the times of QoS constraint
(17) violation. With the sub-reward function (30), (31), and
(32), we can define the protagonist reward for step i as

rpi = rmi + rsi + rai . (33)

Due to the adversarial agent only taking one action in each
time slot (i.e., one step corresponds to a time slot), the
adversarial reward is the negative sum of the reward received
by the protagonist agent in a time slot, which is

rdj = −
Ml−1∑
u=0

rpjMl+u. (34)

5) Adversarial Training Approach: The training process
of the MSRARL framework is detailed in Algorithm 2. We
initialize the neural network parameters for the protagonist
and adversary agents (line 1). A state generator is incor-
porated to integrate microservice deployment details, region
task amounts, and remaining resources. These inputs are
converted into a deployment matrix and vectorized into a
state vector for use by both agents. First, the adversary agent
generates perturbation tasks and introduces them into the
protagonist agent’s environment (lines 4-5). The protagonist
agent is then trained in this perturbed environment using a
PPO-based policy gradient optimizer (lines 6-9). The rollout
operation involves using agents to generate trajectories of
states, actions, and rewards, which are then used to update the
policy parameters. After training for e epochs, the protagonist
agent is well-trained and can generate deployment schemes
(protagonist rollouts). Next, the protagonist agent infers and
collects its deployment scheme ζp, which is used to train the
adversary agent (lines 10-17). This iterative process continues
until both agents converge.

D. Equilibrium Analysis

This section analyzes the optimal strategy for the proposed
game, which is not a standard two-player zero-sum Markov
game.

Algorithm 2 MSRARL Training Process
Input: GD = (D,E2), Ml = {m1,m2, ...,mMl

}, stochastic
policies πθp and πθd for protagonist agent and adversarial
agent, epoch size e.

Output: Learnable policy parameters θp, θd.
1: Init the learnable parameters of protagonist agent θp and

adversary agent θd.
2: for i = 1 to Episode do
3: θpi ← θpi−1.
4: Collecting adversary rollout ζd by using θd.
5: Adding ζd into protagonist agent’s environment.
6: for i=1,2,. . . ,e do
7: {(sp, sd,ap,ad, rp, rd)} ← rollout(ζd, θpi , θ

d
i−1) .

8: θpi ← PPO-PolicyOptimizer(sp,ap, rp).
9: end for

10: θdi ← θdi−1.
11: Collecting adversary rollout ζp by using θpi .
12: Adding ζp into protagonist agent’s environment.
13: for i=1,2,. . . ,e do
14: {(sp, sd,ap,ad, rp, rd)} ← rollout(ζp, θpi−1, θ

d
i ).

15: θdi ← policyOptimizer(sd,ad, rd).
16: end for
17: end for

Lemma 1 The adversarial game in Section IV-C2 can be
transferred into a two-player zero-sum game.

Proof. The protagonist agent can make decisions without
the adversary agent because the adversary agent and the
protagonist agent have no information about each other except
the reward. Moreover, there is no action from the adversary
agent during the M protagonist round in a time slot. Therefore,
we can compress the M protagonist action into one protagonist
action Yt ∈ NM×D corresponding to all microservices’
deployment schemes in time slot t. ■

Lemma 1 shows how to transfer our proposed framework
into a standard two-player zero-sum game. To prove that a
minimax equilibrium exists, we need the following assump-
tion.

Assumption 1 Player 1 has m strategies in one round, and
player 2 has n strategies. Player 1 respective to protagonist
action set Yt, which starts the action first.

Assumption 1 gives the width and the order of the proposed
game. To prove the existence of Nash equilibrium shown in
Lemma 6, we must first know the relationship between v1 and
v2 which is shown in Lemma 3. To prove the Lemma 3, we
have to prove the Lemma 2, which shows the saddle point of
the game first.

Lemma 2 If v1 = v2, then ∃y∗ ∈ Yt, z∗ ∈ Zt such that
∀y ∈ Yt, z ∈ Zt, with:

m∑
i=1

n∑
j=1

cijyiz
∗
j ≤

m∑
i=1

n∑
j=1

cijy
∗
i z

∗
j ≤

m∑
i=1

n∑
j=1

cijy
∗
i zj . (35)
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Proof. Now we assume v = v1 = v2. Then ∃y∗ ∈ Yt, z∗ ∈
Zt, we have

max
y∈Yt

m∑
i=1

m∑
j=1

cijyiz
∗
j = v = min

z∈Zt

m∑
i=1

n∑
j=1

cijy
∗
i zj . (36)

Therefore, ∀y ∈ Yt, z ∈ Zt, we have
m∑
i=1

n∑
j=1

cijyiz
∗
j ≤ v ≤

m∑
i=1

n∑
j=1

cijy
∗
i zj . (37)

■
With the saddle point introduced in Lemma 2, we can prove

v1 ≤ v2 which is shown in Lemma 3.

Lemma 3 For given reward matrix C, time slot t’s strategy
set Yt and Zt, and v1 and v2 we introduced in Section I-C,
v1 ≤ v2.

Proof. We assume player 1 has m strategies and player 2 has
n strategies. ∀y ∈ Yt, z ∈ Zt. According to lemma 2, we have

min
z∈Zt

m∑
i=1

n∑
j=1

cijyizj ≤
m∑
i=1

n∑
j=1

cijy
∗
i z

∗
j ≤ max

y∈Yt

m∑
i=1

n∑
j=1

cijyizj .

(38)

Therefore, we can say for ∀t ∈ T, v1 ≤ v2. ■

With v1 ≤ v2 shown in Lemma 3, to prove the existence
of Nash equilibrium shown in Lemma 6, we need to show it
is impossible to let v1 < v2 for the Nash equilibrium point,
which is shown in Lemma 5. To prove this, we must first prove
Lemma 4.

Lemma 4 Suppose H ⊂ Rn is a convex and compact set and
0 /∈ H, then there ∃w ∈ Rn such that ∀x ∈ H,w · x>0.

Proof. There exists a w ∈ H satisfies ∀x ∈ H, |w| ≤ |x|. Due
to H is a convex set, ∀α ∈ (0, 1),x ∈ H, (1−α)w+αx ∈ H.
Then, we have |w| ≤ (1−α)w+αx. We expand this inequality
and take the limit at α→ 0, then we have |w|2 ≤ w · x. Due
to |w|>0, we have w · x>0. ■

With the Lemma 4, we can start to prove the lemma 5.
Lemma 5 provides two inequalities to prove v1 = v2 which
are used in Lemma 6.

Lemma 5 For given matrix C, at least one of the following
two inequalities holds true:

m∑
i=1

cijyi ≥ 0, j = 1, 2, ..., n, (39)

n∑
j=1

cijzj ≤ 0, i = 1, 2, ...,m. (40)

Proof. Now we consider m + n nodes: c(i) =
(ci1, ci2, ..., cin),∀i ∈ [1,m], e(j) = (e1, e2, ..., en) where
∀j ∈ [1, n], ej = δjk,

δjk =

{
−1, if k = j,

0, otherwise.
(41)

We use H ∈ Rm, a non-empty bounded closed set, to denote
the convex hull of these m + n nodes. If 0 ∈ H, there exist
m+n non-negative scalars α1, α2, ..., αm, β1, β2, ..., βn ∈ R+

satisfy
∑n

i=1 βi +
∑m

j=1 αj = 1 and

n∑
i=1

βie(i)i +

m∑
j=1

αjcjk = 0, (42)

where e(i)i denotes the i-th element of e(j). We know∑m
j=1 αj>0, otherwise

∑n
i=1 βi = 0, which contradicts α

and β’s sum constraint. Let y = (α1, ..., αm),
∑m

i=1 cijyi =∑n
j=1−e(j)j ≥ 0. If 0 /∈ H, according to the Lemma 4,

there ∃w ∈ Rn such that ∀x ∈ H,w · x>0. We first assume
x = e(i), then we have w · e(i)>0. Then we can say each
element in w is negative. Then we assume x = c(j), we have
w · c(j)>0. Suppose z = −w, we have

∑n
j=1 cijzj ≤ 0. ■

With two inequalities shown in Lemma 5, we can prove the
existence of Nash equilibrium in each matrix game with the
mixed strategy which is shown in 6.

Lemma 6 Any matrix game has the minimax equilibrium in
the sense of mixed strategy.

Proof. Due to the policy sampling operation used by PPO,
each agent in this game has a strategy probability distribution.
In other words, this game is a matrix game. According to
Lemma 3, we have v1 ≤ v2 where v1 and v2 is shown in
Section I-C. To show v1 = v2, we assume v1<a<v2 first. Let
c
′

ij = cij − a, we have v
′

1 = v1− a<0, v
′

2 = v2− a>0. Based
on Lemma 5 with inequality (39), we have

v
′

1 = max
y∈Yt

min
z∈Zt

m∑
i=1

n∑
j=1

cijyizj ≥ 0, (43)

and with inequality (40), we have

v
′

2 = min
z∈Zt

max
y∈Yt

m∑
i=1

n∑
j=1

cijyizj ≤ 0. (44)

Both are contradictory to our assumption. Thus, v1 = v2, i.e.,
we have the minimax equilibrium in this matrix mixed strategy
game. ■

Based on Lemma 1 and 6, one can conclude that there exists
an optimal strategy point as shown in Theorem 1.

Theorem 1 The optimal strategy of minimax equilibrium and
Nash equilibrium are equivalent to the two-player zero-sum
game transferred from Section IV-C2.

Proof. According to Lemma 1, our adversarial game can
be transferred into a two-player zero-sum game. Moreover,
according to Lemma 6, we have the minimax equilibrium
in this game. Due to the property of the two-player zero-
sum game, the minimax equilibrium is equal to the Nash
equilibrium (i.e., the optimal strategy for two players) in the
proposed game [25], [40]. ■



11

30

40

50

60

70

80

90

100
Vanilla RL
Robust RL

Su
cc

es
sf

ul
ly

 P
ro

ce
ss

ed
 R

eq
ue

st
s

1 2 3
Time Slot

4 5

Fig. 6. Successfully processed requests between vanilla RL and robust RL.

V. SIMULATION RESULTS

In this section, we evaluate the performance of the proposed
robust microservice deployment algorithm in terms of access-
ing request count, count of microservices, and computational
complexity.

A. Simulation Settings

In the following experiments. we designed the LEO satellite
network, which has limited resources on each satellite edge
node, into the mesh topology and randomly generated distance
between satellites. For example, a node has 4 CPU cores, 4 GB
of memory, 4 GPU cores, and 200 W power [7]. The onboard
microservice edge AI remote sensing inference system is
deployed in these satellite nodes. We used 6 satellites and
2 microservices in our experiment to determine performance
gaps between baselines and ours. Nominal requests from each
region will be set as an integer from [0, 30]. To evaluate
the performance of our proposed microservice deployment
algorithm, we use three deployment algorithms as a baseline
to compare the performance and the computation complexity,
as shown below.

• Vanilla RL: the policy gradient agent chooses the deploy-
ment scheme without uncertainty set.

• Heuristic Method: the deployment scheme is chosen by
K8S’s Horizon Pod Autoscaling (HPA), i.e., deploy one
more microservice if the satellite has too many requests
[38].

• Robust Heuristic Method: the deployment scheme is cho-
sen by K8S’s HPA strategy with uncertainty correction.

B. Performance of Microservice Deployment Algorithm

According to Section III, we have different robust opti-
mal solutions for different request states. To show that our
proposed algorithm can solve both situations better than the
vanilla RL algorithm, we divide all time slots into two parts:
(1) need more microservices and (2) need fewer microservices.
We first deploy microservices for situation (1) with vanilla RL
and robust RL we proposed. We apply the requested amount of
each time slot as 55, 65, 27, 87, and 76, respectively. The width
uncertainty set used in Fig. 6 and Fig. 7 is 2. For each time
slot in Fig. 6, our proposed algorithm processed more tasks
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Fig. 8. Microservice count of MSRARL and Heuristic.

than vanilla RL by deploying more microservices. For another
situation, we deploy microservices by using two algorithms,
and the result is shown in Fig. 7. We apply the requested
amount of each time slot as 43, 54, 63, and 54, respectively.
For each time slot, our proposed algorithm can recognize the
situation that needs to deploy fewer microservices than usual
and reduce the amount of deployment to decrease the resource
consumption of microservices.

Then, we compare the performance of the heuristic algo-
rithm, robust heuristic algorithm, and our proposed algorithm.
Due to K8S’s default deployment strategy already having
limited robustness, we compare the resource consumption
(i.e., the amount of microservices deployment) to show our
algorithm’s advantage and apply the width of uncertainty set
as 1. The result in Fig. 8 indicates that our proposed algo-
rithm outperforms the robust result obtained by the heuristic
algorithm and a robust heuristic algorithm. In other words,
for two situations, our proposed algorithm can obtain less
deployment than heuristic algorithms. The over-robustness of
the heuristic method may be the reason for our proposed
algorithm’s outperforming. It will deploy more microservices
if there are too many requests on each satellite, but each
satellite can send overflow requests to other satellites by using
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TABLE II
RUNNING TIME OF ROBUST RL, HEURISTIC, AND ROBUST HEURISTIC UNDER DIFFERENT PROBLEM SCALES.

Algorithms
2 Microservices (millisecond) 4 Microservices (millisecond)

6 Satellites 12 Satellites 18 Satellites 6 Satellites 12 Satellites 18 Satellites

Robust RL 9.594× 102 9.624× 102 9.897× 102 9.737× 102 1.021× 103 1.075× 103

Heuristic 4.673× 10−2 8.845× 10−2 1.149× 10−1 4.863× 10−2 8.821× 10−2 1.161× 10−1

Robust Heuristic 4.816× 10−2 9.56× 10−2 1.223× 10−1 4.982× 10−2 8.654× 10−2 1.218× 10−1
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Fig. 9. Request counts between different uncertainty set widths.
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Fig. 10. Microservice counts between different uncertainty set widths.

ISLs.
To show the relationship between the width of the uncer-

tainty set and the deployment scheme, we apply three different
widths (1, 2, and 4) of the uncertainty set and the trained
policy network, respectively. Then, we use 4 as the width
of the uncertainty set for each request region. The result
of the two situations is shown in Fig. 9 and Fig. 10. Fig.
9 indicates that we can increase the amount of successfully
processed requests by deploying more microservices at each
time slot. With the increasing width of the uncertainty set, the
inference system can process more tasks because the agent
uses different uncertainty sets during training. Fig. 10 indicates
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Fig. 11. Service total latency of robust RL and vanilla RL.

that for each time slot that needs a decreased amount of
microservice, we can get a more robust solution by increasing
the width of the uncertainty set. On the other hand, if we
want to receive a more robust solution by increasing the width
of the uncertainty set, we may consume more resources to
deploy more microservices. Additionally, to demonstrate the
improvement in the overall service latency of our framework,
we compare the latency between vanilla RL and robust RL
with uncertainty set widths of 1 and 4, as shown in Fig. 11.
For each time slot, when multiple unexpected tasks need to
be performed, our framework achieves lower average latency
than the vanilla RL. Furthermore, as the uncertainty set width
increases, the total latency decreases. This phenomenon can
be attributed to the fact that a larger uncertainty set allows the
algorithm to deploy more microservices, enabling it to handle
more unexpected tasks efficiently.

The computation complexity of the robust RL, heuristic
method, and robust heuristic method in different scenarios are
shown in Table II. The running time is obtained by deploying 2
and 4 microservices into a satellite network with 6, 12, and 18
satellites using these three deployment algorithms. As shown
in Table II, the heuristic method and robust heuristic method
have shorter computation times than our proposed method
because the decision-making process is simpler. However, our
proposed algorithm’s computation time for each time slot is
less than 110 ms, which can meet the fast on-board deployment
requirement.
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VI. CONCLUSION

This paper proposed a robust reinforcement learning frame-
work for efficient microservice deployment in satellite-based
remote sensing. Leveraging a microservice architecture op-
timizes resources used in LEO satellite networks while ad-
dressing heterogeneous resource constraints. The deployment
problem, modeled as a two-stage robust optimization, min-
imized resource consumption while meeting QoS and re-
source requirements. The problem was decomposed into sub-
problems and solved using a robust reinforcement learning
algorithm to handle complexity from semi-infinite constraints.
Experiments showed that the framework outperforms baselines
like standard reinforcement learning, heuristics, and robust
heuristics, delivering better performance within acceptable
times.
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