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Abstract— We address a distributed adaptive control
methodology for nonlinear interconnected systems pos-
sibly affected by network anomalies. In the framework
of adaptive approximation, the distributed controller and
parameter estimator are designed by exploiting a back-
stepping approach. The stability of the distributed con-
trol system under anomalies is analyzed, where both lo-
cal and neighboring anomaly effects are considered. To
quantify the resilience of the interconnected system un-
der the action of network anomalies, we derive bounds
on the duration of each anomaly and the resting time
between two consecutive anomalies. Specifically, when
each anomaly duration is smaller than our designed up-
per bound, the interconnected system controlled by the
distributed approximation-based controller remains asymp-
totically stable. Moreover, if the resting time between two
consecutive anomalies is larger than the proposed bound,
then all signals of the control system are guaranteed to
be bounded. In the paper, we show that under the action
of the proposed distributed adaptive controller, the inter-
connected system remains stable in the presence of net-
work anomalies, with both the qualitative and quantitative
resilient conditions. Extensive simulation results show the
effectiveness of our theoretical results.

Index Terms— Adaptive approximation, nonlinear inter-
connected systems, back-stepping, network anomaly.

I. INTRODUCTION

CYBER-physical systems (CPS) are involved in most
critical infrastructure systems, such as power grids,

aerospace, transportation, and water systems. Usually, these
applications have a large-scale nonlinear interconnected struc-
ture characterized by high cyber-security requirements, which
inspires and motivates significant research efforts [1]. In this
respect, network anomalies may cause severe damages to
critical infrastructure operation.
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A. A glimpse of the state of the art

Cyber-attacks are a form of network anomalies, and numer-
ous results have been reported in this area. Cyber-attacks on
CPS can be categorized into three main categories: denial of
service (DoS) attacks, deception attacks, and disclosure attacks
[2]–[5]. Many research results have been put forward on
anomaly detection [6]–[8], controller design [9]–[11], and sta-
bility analysis of CPS under network anomalies [12], [13]. Just
as a notable example, in [14], the S-type function is introduced
to deal with the control problem of nonlinear systems under
deception attacks, and the proposed adaptive control scheme
makes the stability error of the system arbitrarily small. As
another example, in [15], the classical variable structure hybrid
intelligent control method is adopted, and the adaptive law
is derived to compensate for cyber-attacks of CPS. Indeed,
in [16], the state feedback controller is designed under DoS
attacks, and a stability criterion for the closed-loop system is
given.

Unlike centralized systems, in distributed CPS there are
physical-level interconnection and cyber-level information ex-
change among interconnected subsystems. Thus, when any
subsystems are subject to network anomalies, the anomalies ef-
fect may spread to other subsystems and threaten the operating
performance and stability of the entire interconnected system.
For example, in [17], the issue of output feedback security
control under DoS attacks is studied, and an adaptive security
controller based on a extreme learning machine is designed for
high-order nonlinear interconnected systems to ensure unifor-
mity and ultimate bounding. In [18], the improved residence
time method is used to derive the switching state estimator,
which overcomes the problem that the state variables of the
interfered nonlinear interconnected CPS are unavailable under
intermittent DoS attacks. In [19], the finite-time H∞ control
problem under random cyber-attacks are considered, and the
fuzzy observer and controller are obtained by solving the
optimization algorithm under the constraint of linear matrix
inequalities.

A CPS is usually nonlinear and uncertain, and neural net-
works have been widely used due to their global approximation
capabilities [20]. In [21], the unknown part of the system
is modeled by neural networks, the state under DoS attacks
is obtained by the designed dynamic gain observer, and the
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nonstrict-feedback nonlinear interconnected systems stability
analysis is carried out. In [22], neural networks are used for
the intelligent estimator and the controller designed under
the proposed adaptive control architecture to guarantee the
ultimate boundedness of the closed-loop system when the
actuator is attacked by a time-invariant attack.

Thus far, research on resilient control for CPS has provided
most of the findings on DoS attacks. DoS attacks primarily
cause the system to lose part of its information and render the
state of the system unavailable. Different from the well-studied
DoS attacks, the typical network anomalies, is also challenging
for resilient control system design due to the easiness of
anomalies implementation, and difficulties of anomalies detec-
tion, i.e., no system model knowledge is needed for network
anomaly implementation, and network anomaly is stealthy
based on healthy historical process data. In this case, it is hard
to know the existence of a network anomaly in time, and thus
resilient control against network anomaly is vital (for example,
the well-known Stuxnet event [4], [5]). Moreover, for intercon-
nected systems, spurious data due to network anomalies will
propagate to subsystems through physical-level and cyber-level
interconnections. Therefore, network anomalies significantly
challenge the security of the entire CPS.

The literature, reports some representative control system
design methods against network anomalies. For example, in
[23] a Bernoulli distribution is considered to represent the
probability of a successful replay attack, and the observer
and controller of time-varying CPS are designed by solv-
ing recursive linear matrix inequalities to achieve consensus
and H∞ performance of the closed-loop system. In [24],
by introducing dynamic variables and dwell time, an event-
triggered communication scheme is proposed to reduce the
network resource occupancy of multi-agent systems in the
case of replay attacks, and its controller can also ensure the
consensus and security of second-order systems under event
triggering and attacks. In [25], the formation tracking problem
of multiple unmanned aerial vehicles under replay attacks
is studied by using the sliding mode control method under
switching event triggering scheme. In [26], the replay attack
is detected and identified, and the controller is analyzed and
designed by identifying the attacker and detecting the sensors
corresponding to the attack. In [27], an elegant result on the
resilient adaptive control of a kind of centralized nonlinear
systems under replay attack is studied with system resilience
quantification. However, the attack propagation and modeling
uncertainty have not been addressed yet.

In [23], the occurrence of network anomalies is described
probabilistically, and the observer is designed for intercon-
nected linear systems. In [24], replay attacks are detected
based on time stamp analysis, while [25] and [26] focus on
mitigating adverse effects by addressing the detected replay
attacks. The existences of a uniform upper bound on the active
time and an accurate detection outcome of network anomalies
are assumed in the literature above. However, these uniform
upper bounds are not always available before the design of the
controller and the accurate detection of network anomalies is
challenging, where faking time stamp of data can be calculated
by analyzing the eavesdropped data. Under this circumstance,

the resilience of control systems is important due to the
difficulties for knowing the presence of network anomalies.
The analysis in [27] addresses the resilience conditions of cen-
tralized systems. However, when dealing with large-scale in-
terconnected systems, these systems become more susceptible
to network anomalies, and the complexity of the analysis in-
creases significantly. This heightened vulnerability is a crucial
concern that warrants careful consideration. Recalling the risk
induced by network anomalies in the interconnected systems
and considering that network anomalies are highly stealthy
and difficult to detect with sufficient accuracy, it becomes
interesting and significant to investigate how long the entire
interconnected system can “survive” without knowing how
long, when, and which subsystem is under anomalies. Note
that for the interconnected systems, the resilient control against
network anomalies is still an open problem to be solved. The
key challenges lie in the anomalies effect propagation, system
uncertainty, and resilience quantification.

B. Objectives and Contributions
Motivated by the state-of-the-art, this work focuses on the

resilient control problem of uncertain nonlinear interconnected
systems under network anomalies. Differently from the re-
ported results [23]–[26], neither accurate anomaly detection
normal duration bound/model is assumed. Compared with
[27], we consider the interconnected system with complex
anomaly effect propagation and uncertainty, and investigate
the adaptive learning control issue. Considering the stealth-
iness’s of network anomalies, the control system resilience
is quantified by designing explicit boundary condition under
the action of network anomalies. We adopt the distributed
control strategy for the interconnected systems, we design
the controller based on a back-stepping approach, and we
approximate the model uncertainties by using neural networks.

The main contributions of the paper are given below.
• In the framework of neural network approximation, the

distributed controller and parameter estimator are de-
signed by using the back-stepping method to enable the
system resilience against network anomalies, and the
stability of the anomalous and normal subsystems are
analyzed.

• The quantitative resilience conditions for uncertain non-
linear interconnected systems under both local and neigh-
boring network anomalies are provided in terms of the
duration and resting time of each anomaly, ensuring
that each subsystem remains asymptotically stable or
bounded.

This paper is organized as follows: In Section II, the
problem to be solved is formulated. In Section III, we give
the controller and estimator design. In Section IV, the control
system resilience is quantified. In Section V, simulation results
are provided to demonstrate the effectiveness of the theoret-
ical analysis. Finally, some concluding remarks are given in
Section VI.

Notations: For vectors x1 and x2, col {x1, x2} =[
xT
1 xT

2

]T
. For vector θ, ∥θ∥ denotes its Euclidean norm. R

is the set of real numbers. Z+ is the set of positive integers. I
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is the unity matrix with appropriate dimension. For simplicity,
we omit the function time variable t or state variable x if the
context is clear.

II. ASSUMPTIONS AND PROBLEM FORMULATION

A. Model description
We consider a class of uncertain nonlinear dynamic sys-

tems, which include M interconnected subsystems. The i-th
subsystem is described as{

ẋi,j = xi,j+1, j = 1, ..., ni − 1,
ẋi,ni

= αi (xi) + ui + ηi (xi, t) + βi (x̄i) ,
(1)

where i ∈ M = {1, ...,M}, xi = col {xi,1, ..., xi,ni} ∈ Rni

is the state vector of the i-th subsystem, and x̄i ∈ Rn̄i is the
interconnected state vector of the i-th subsystem, including
all the states of the adjacent subsystems that can affect
the i-th subsystem. ui ∈ R is the control input of the i-
th subsystem. αi (xi) : Rni → R represents the nominal
model dynamics, and ηi (xi, t) : Rni × R+ → R represents
the unknown modeling uncertainty associated with the i-th
subsystem. Define the set Ni ⊂ M, which represents the
neighboring subsystems that can affect the i-th subsystem.
βi (x̄i) : Rn̄i → R is the known interconnection function
that satisfies

βi (x̄i) =
∑
j∈Ni

χi,j (xj) (2)

where χi,j : Rnj → R are known functions.
Assumption 1: αi (xi) and βi (x̄i) are locally Lipschitz

continuous functions that satisfy the following property [28]:

|αi (xi)− αi (yi)|
≤ Lαi

(|xi,1 − yi,1|+ ...+ |xi,ni
− yi,ni

|)

|βi (x̄i)− βi (ȳi)|
≤ Lβi

(
|xj,1 − yj,1|+ ...+

∣∣xj,nj − yj,nj

∣∣)
where Lαi and Lβi are the Lipschitz constants for αi (xi) and
βi (x̄i), respectively.

B. Network anomaly
In order to quantify the resilience of the interconnected

system and the bounded energy of the anomalies, we introduce
the anomaly occurrence time series th (h ∈ Z+). Without
loss of generality, t0 = 0 is the system initial time, and
we assume that the h-th anomaly start at the time th. td,h
is the duration of the h-th anomaly. Since each anomaly
launched by the anomaly initiator has finite energy, td,h is
bounded [24]. Hence, the h-th network anomaly occurs at
t ∈ [th, th + td,h). The resting time after the h-th anomaly
is defined as tr,h = th+1 − (th + td,h), which indicates the
duration between two consecutive anomalies.

Remark 1: As the anomalous subsystems and scenarios
remain unknown, the overall resilience of the interconnected
systems is the major concern, which means that – for resilience
– a boundary condition on a worst case scenario has to
be designed. Thus, without loss of generality, the anomaly
occurrence time series and duration are not distinguished with

respect to subsystems to simplify the analysis. If the anomaly
scenarios can be identified, the time series and duration of
anomaly related to specific subsystems can be noted based on
the current result easily.

The network anomaly occurs in two stages, the anomaly ini-
tiator eavesdrops system data at t ∈ [th − τh, th + td,h − τh)
in advance. τh is a randomly selected constant for the h-
th anomaly. [27]. Then, when the anomaly initiator launches
a network anomaly, the pre-obtained state information is
transmitted in place of the current state information, such
that the system can not acquire the real state x (t), but the
previously retained historical state x (t− τh), as shown in Fig.
1.

Eavesdrop

Attack Attack

Date replay

Fig. 1. Time series of network anomaly

C. Adaptive approximation

A distributed control scheme is considered for the inter-
connected system, and we use the information of local and
adjacent subsystems to design the corresponding distributed
controller.

To deal with the unknown modeling uncertainty, the adap-
tive approximation scheme is adopted, and a linearly param-
eterized approximator η̂i (xi, t) = θTi πi (xi) is introduced as
the approximation of ηi (xi, t), where θi ∈ Rpi is an unknown
vector of network weights and πi (xi) : Rni → Rpi represent
the known basis function vector.

Assumption 2: πi (xi) is a Lipschitz continuous function
vector that satisfy the following property:

∥πi (xi)− πi (yi)∥ ≤ Lπi∥xi − yi∥

where Lπi is a known Lipschitz constant.
As πi (xi) is chosen by the designer for uncertainty char-

acterization, Assumption 2 is easy to meet (e.g., radial basis
function is adopted as the basis function). To quantify the
approximation performance, define the optimal weight vector

θ∗i = arg
{

inf
θi∈Rpi

{
sup

xi∈Xi

|ηi (xi, t)− η̂i (xi, t)|
}}

where Xi ∈ Rni is the concerned state space. Based on θ∗i ,
the gap between ηi (xi, t) and η̂i (xi, t) corresponds to the
following assumption.

Assumption 3: For i ∈ M and xi ∈ Xi, assume that
|ηi (xi, t)− η̂i (xi, t)| ≤ λ∗

iΩi (xi), where λ∗
i ≥ 0 is an

unknown constant and Ωi (xi) : Rni → R+ is the known
bounding function.

To simplify the analysis, assume that ∥θ∗i ∥ < θ̄ and |λ∗
i | < λ̄

for i ∈ M. To quantify the resilience conditions, θ̄ and λ̄ need
to be known.
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Assumption 4: Ωi (xi) is a Lipschitz continuous function
that satisfy the following property:

|Ωi (xi)−Ωi (yi)|
≤ LΩi

(|xi,1 − yi,1|+ ...+ |xi,ni
− yi,ni

|)

where LΩi
is a known Lipschitz constant.

Ωi (xi) is used to model an upper bound on the approx-
imation error, and the assumed Lipschitz condition is easily
satisfied.

Remark 2: In this study, the local Lipschitz condition is
assumed for system dynamics. First, as we employed the adap-
tive approximation scheme in the study, it generally describes
an approximation error bound in terms of a concerned state
space [29], e.g., xi ∈ Xi and Xi ∈ Rni . Second, due to the ex-
istence of network anomalies, one cannot know the exact space
the real-time state belongs to, even if we introduce multiple
local Lipschitz constants or piecewise description for system
dynamics. To quantify the control performance and match with
the adaptive approximation scheme, we employ this “lumped”
Lipschitz condition in Assumption 1. All in all, the locality of
Lipschitz condition as well as the state space Xi only relates
to the state space we concerned, not a pre-assumption about
the boundedness of state. Moreover, the convergence and the
obtained resilience boundary condition of the control system
are derived without assuming the boundedness of system state.

D. Problem statement

In the interconnected system, there are physical intercon-
nections between subsystems. When a subsystem experiences
a network anomaly, the state of the subsystem changes, which
affects the local control loop. Note that the information inter-
action between the controllers also leads to the propagation of
the anomaly, as shown in Fig. 2.

Specifically, as illustrated in Fig. 2, the anomaly occurs
during the network transmission of signals. When a subsystem
is subjected to a network anomaly, the controller receives
historical delayed state information for real-time control sig-
nal calculation. Furthermore, this historical state information
propagates to adjacent subsystems through cyber-physical in-
formation interactions.

Subsystem 1 Subsystem 2 Subsystem M

Controller MController 1 Controller 2

Attack

Interconnect ...

...Propagate

Network

Fig. 2. The control structure of the interconnected system

Based on the aforementioned control system description,
our two main objectives are:

1) How to design the controller and parameter estimator
under network anomalies, and ensure stability of the
entire interconnected system.

2) When multiple anomalies are considered and the topol-
ogy of the anomalous subsystems are unknown, the
resilience conditions of the anomalous control systems
are quantified with respect to the anomaly time and the
resting time.

III. DESSIGN OF THE DISTRIBUTED ADAPTIVE
CONTROLLER

First of all, we present the distributed controller and param-
eter estimator design when all subsystems are normal, com-
bining back-stepping and adaptive approximation techniques
[29].

For distributed controller design, a new state vector is
defined recursively by the following coordinate transformation:{

zi,j = xi,j − αi,j−1, j = 1, ..., ni − 1,
zi,ni = xi,ni − αi,ni−1,

(3)

where zi,j is the virtual control error and αi,j−1 is the
virtual control of xi,j . The design of the distributed adaptive
controller is recursive in the sense that the computation of αi,j

relies on computing αi,j−1 [30].
Step 1: Let αi,0 = 0. Using (1) and the change of coordinate

transformation given by (3), one obtains

żi,1 = zi,2 + αi,1 (4)

Let the virtual controller αi,1 = −γzi,1 and choose the first
Lyapunov function Vi,1 = 1

2z
2
i,1, where γ > 1 is the control

gain determined by the designer, and then it comes

żi,1 = −γzi,1 + zi,2 (5)

Based on (5), the time-derivative of Vi,1 is given by

V̇i,1 = −γz2i,1 + zi,1zi,2 (6)

Step j (2 ≤ j ≤ ni − 1): A similar procedure is employed
recursively at each step j = 2, 3, ..., ni−1. The time-derivative
of zi,j is

żi,j = zi,j+1 + αi,j −
j−1∑
k=1

∂αi,j−1

∂xi,k
xi,k+1 (7)

The virtual controller is designed as

αi,j = −γzi,j − zi,j−1 +

j−1∑
k=1

∂αi,j−1

∂xi,k
xi,k+1 (8)

and the Lyapunov function is

Vi,j = Vi,j−1 +
1

2
z2i,j (9)

Taking (8) into (7), one obtains

żi,j = −γzi,j − zi,j−1 + zi,j+1 (10)

Based on (9) and (10), the time-derivative of Vi,j is given by

V̇i,j = −
j∑

k=1

γz2i,k + zi,jzi,j+1 (11)
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Step n: In the final design step, the actual control input ui

appears. The time-derivative of zi,ni is

żi,ni
= αi (xi) + ui + ηi (xi, t) + βi (x̄i)

−
ni−1∑
k=1

∂αi,ni−1

∂xi,k
xi,k+1 (12)

The actual control is designed as

ūi = ūi,1 + ūi,2 + ūi,3

ūi,1 = −γzi,ni
− zi,ni−1 − αi (xi)− βi (x̄i)

+
∑ni−1

k=1
∂αi,ni−1

∂xi,k
xi,k+1

ūi,2 = −θ̂Ti πi (xi)

ūi,3 = −λ̂iΩi (xi)

(13)

where θ̂i and λ̂i are the estimations of θ∗i and λ∗
i , respectively.

Also ∥θ̂i∥ < θ̄ and
∣∣∣λ̂i

∣∣∣ < λ̄ are hold. For example, it is often
possible to use projection to keep the estimated parameters
within a certain range.

We consider the Lyapunov function

Vi,ni
= Vi,ni−1 +

1

2
z2i,ni

+
1

2
θ̃Ti Γ

−1
i θ̃i +

1

2ζi
λ̃2
i (14)

where ζi > 0 and Γi is positive definite, θ̃i = θ∗i −θ̂i represents
the network weight estimation error and λ̃i = λ∗

i − λ̂i

represents the bounding parameter error.
Taking (13) into (12), one obtains

żi,ni
≤ −γzi,ni

− zi,ni−1 + θ̃Ti πi (xi) + λ̃iΩi (xi) (15)

According to Assumption 3 and (14), the time-derivative of
Vi,ni

is given by

V̇i,ni ≤−
ni∑
k=1

γz2i,k + zi,ni (ui − ūi,1)

+ zi,ni

(
πT (xi) θ

∗
i + λ∗

iΩ (xi)
)

− θ̃Ti Γ
−1
i

˙̂
θi − λ̃iζ

−1
i

˙̂
λi (16)

The controller and parameter estimator are designed as
ui = ūi (t)
˙̂
θi = φi (t)
˙̂
λi = ϕi (t)

(17)

where φi = Γzi,ni
πi (xi) and ϕi = ζizi,ni

Ωi (xi). Since we
only consider the concerned state space, for simplicity, the
projection operator omitted here. Then, V̇i,ni

≤ −
∑ni

k=1 γz
2
i,k,

which implies that the uncertain nonlinear interconnected
system controlled by (17) is stable.

In summary, one can conclude that
żi,1 = −γzi,1 + zi,2
żi,j = −γzi,j − zi,j−1 + zi,j+1

żi,ni
≤ −γzi,ni

− zi,ni−1 + θ̃Ti πi (xi)

+λ̃iΩi (xi)

(18)

By combining (3), (8), and (13), each xi,j can be repre-
sented by a linear combination of zi,j and satisfies [31],

xi,j = ci,j,1zi,1 + · · ·+ ci,j,jzi,j
ūi = −γzi,ni

− zi,ni−1 − αi (xi)− βi (x̄i)
+bi,ni,1zi,1 + · · ·+ bi,ni,nizi,ni

−θ̂Ti πi (xi)− λ̂iΩi (xi)

(19)

where ci,j,j and bi,ni,j are constants that can be computed
based on the dynamics of each subsystem.

IV. RESILIENCE QUANTIFICATION WITH NETWORK
ANOMALIES

In this section, the qualitative and quantitative resilience
conditions of the interconnected control system under net-
work anomalies are derived. Due to the presence of net-
work anomaly, the anomalous subsystems cannot access the
real-time states, where the controller and parameter estima-
tor of the anomalous subsystems receive only the delayed
feedback information. These tampered states propagate to
other neighboring subsystems via distributed control (cyber
interconnection). As multiple anomalies, multiple subsystems,
and interconnections are considered, the health status of each
subsystem differs. To better describe the health status of
subsystems, we give the following definition of sets.

We classify all subsystems into four distinct sets, con-
sidering the perspectives of network anomalies on both
the subsystems themselves and the interconnected functional
components. We define set B ⊆ M for denoting all the
anomalous subsystems and set H = {i |i ∈ M \ B} that
represents all normal subsystems. Due to the interconnection,
the anomaly effect can propagate with the information for
distributed control. Thus, the sets B and H are all split
into two parts. As shown in Fig. 3, B1 and H1 are sets
for denoting these anomalous and normal subsystems with
anomalous neighboring subsystems, respectively; B2 and H2

are sets for denoting these anomalous and normal subsystems
without any anomalous neighboring subsystems, respectively.

It is particularly important to note that βi (x̄i (t− τh))
represents the interconnection function influenced by the his-
torical states of neighboring subsystems. However, we have
used a simplified notation here. In reality, the interconnection
function βi may include different neighboring states, some
of which may have been affected by network anomaly, while
others may not have been. The specific circumstances will be
discussed in the following analysis.

Propagate
... ... ... ...

Interconnect

Fig. 3. The received states for the distributed controllers of the nonlinear
interconnected system under multiple network anomalies. (The pale
orange color represents the historical state that has been altered due
to the network anomaly, while the pale green color indicates a secure
state.)

For the resilience quantification, we split the analysis into
two scenarios, the time duration of each anomaly and resting
time between two consecutive anomalies.
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A. The time duration of each anomaly

Since the security of the entire control system is considered,
the lower bound of the system resilience against network
anomaly is expected. Thus, we will consider how long the du-
ration of the anomalies the system can tolerate. Regarding the
time duration of each anomaly, the major result is displayed
in the following theorem.

Theorem 1: Under Assumptions 1-4 and γ > 1, the
uncertain nonlinear interconnected system given by (1) and
controlled by (17) is asymptotically stable, if the duration of
each network anomaly satisfies

td,h ≤ 1

w1 − w2
ln

w1w3 + w1

w2w3 + w1
(20)



w1 = cm
(
Lα + 3θ̄Lπ + 3λ̄LΩ +MLβ

)
+3γ + 4 + bm

w2 = cm
(
Lα + 3θ̄Lπ + 3λ̄LΩ +MLβ

)
+γ + bm

w3 =

√
w2

2+
8cm(λ̄LΩ+θ̄Lπ)

Mnm
−w2

4cm(λ̄LΩ+θ̄Lπ)

(21)

where nm = max {ni : i = {1, ...,M}}, and

L∗ = max {L∗i : i = 1, ...,M} (∗ = α, β, π,Ω) (22){
bi,m = max {|bi,ni,1| , ..., |bi,ni,ni |}
bm = max {|bi,m| : i = {1, ...,M}} (23)


c̄i,1 =

∑ni

j=1 |ci,j,1|, ..., c̄i,ni
=
∑ni

j=ni
|ci,j,ni

|
ci,m = max {c̄i,1, ..., c̄i,ni

}
cm = max {ci,m : i = {1, ...,M}}

(24)

Proof: First, anomalous subsystem and controller changes are
quantified and discussed for i ∈ B and i ∈ H, respectively.
Finally, the quantitative resilient condition is analyzed for the
entire interconnected system.

Part 1: Anomalous subsystem
Without loss of generality, let’s consider i ∈ B, which

means that the i-th subsystem is under anomaly. As the newest
states of the i-th subsystem cannot be obtained due to the h-th
anomaly, the control signal and parameter estimator turn to be

ui = ūi (t− τh)
˙̂
θi = φi (t− τh)
˙̂
λi = ϕi (t− τh)

(25)

Taking (25) into (16), the Lyapunov function becomes

V̇i,ni
≤−

ni∑
k=1

γz2i,k + zi,ni
(ūi (t− τh)− ūi,1)

+ zi,ni

(
πT (xi) θ

∗
i + λ∗

iΩ (xi)
)

− θ̃Ti Γ
−1
i φi (t− τh)− λ̃iζ

−1
i ϕi (t− τh) (26)

Furthermore, for the neighboring subsystems of subsystem
i, we define Gi = Ni ∩ B and Fi = Ni ∩ H to indicate the
anomalous and normal neighboring subsystem sets, respec-
tively. For i ∈ B, the interconnection function for the i-th

controller turns to be

βi (x̄i (t− τh)) =
∑
j∈Gi

χi,j (xj (t− τh))

+
∑
j∈Fi

χi,j (xj (t)) (27)

Specifically, if i ∈ B1, Gi ̸= ∅; if i ∈ B2, Gi = ∅.
Based on (26), the interconnection discrepancy due to network
anomaly for the distributed controller is given by

βi (x̄i)− βi (x̄i (t− τh))

=
∑
j∈Gi

(χi,j − χi,j (xj (t− τh))) (28)

Divide (26) into the following three formulas to analyze the
discrepancy.

First, the anomalous control effort discrepancy for ūi,1 is
obtained as

zi,ni
(ūi,1 (t− τh)− ūi,1) (29)

Second, the estimator θ̂i cause the Lyapunov function dis-
crepancy is obtained as

zi,ni

(
ūi,2 (t− τh) + πT (xi) θ

∗
i

)
− θ̃Ti Γ

−1
i φi (t− τh) (30)

Third, the estimator λ̂i cause the Lyapunov function dis-
crepancy is is obtained as

zi,ni
(ūi,3 (t− τh) + λ∗

iΩ (xi))

− λ̃iζ
−1
i ϕi (t− τh) (31)

Define 
zi = |zi,1|+ ...+ |zi,ni

|
ei,h =

∑ni

k=1 |zi,k − zi,k (t− τh)|
eh =

∑M
i=1

∑ni

k=1 |zi,k − zi,k (t− τh)|
(32)

For (29), from (13), (23) and (32), the anomalous control
effort discrepancy for ūi,1 is obtained as

ūi,1 (t− τh)− ūi,1 ≤ αi (xi)− αi (xi (t− τh))

+ βi (x̄i)− βi (x̄i (t− τh))

+ ei,h (bi,m + γ) (33)

Then, analyzing the anomalous αi and βi functions state dis-
crepancy. According to the Assumption 1, (19), (24), and (32),
one knows

|αi − αi (xi (t− τh))| ≤ Lαi

ni∑
k=1

|xi,k − xi,k (t− τh)|

≤ Lαi

ni∑
k=1

c̄i,k |zi,k − zi,k (t− τh)|

≤ Lαi
ci,mei,h (34)

Also, according to Assumption 1, (19), (24), and (32), one
knows

|βi − βi (x̄i (t− τh))| ≤ Lβi

∑
j∈Gi

nj∑
k=1

|xj,k − xj,k (t− τh)|

≤ Lβi

∑
j∈Gi

cj,mej,h (35)
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Substitute (34) and (35) into (33), it yields

ūi,1 (t− τh)− ūi,1 ≤ ei,h (bi,m + γ + Lαici,m)

+ Lβi

∑
j∈Gi

cj,mej,h (36)

Therefore, for (29), the bound obtained as

zi,ni (ūi,1 (t− τh)− ūi,1) ≤ ziei,h (bi,m + γ + Lαici,m)

+ ziLβi

∑
j∈Gi

cj,mej,h (37)

For (30), from (13) and (17), one knows

zi,ni

(
ūi,2 (t− τh) + θ∗Ti π (xi)

)
− θ̃Ti Γ

−1
i φi (t− τh)

= zi,ni

(
πT (xi) θ

∗
i − θ̂Ti (t− τh)πi (xi (t− τh))

)
−
(
θ∗i − θ̂i (t− τh)

)T
zi,ni (t− τh)πi (xi (t− τh))

= (zi,niπ (xi)− zi,ni (t− τh)πi (xi (t− τh)))
T
θ∗i

+ (zi,ni (t− τh)− zi,ni) θ̂
T
i (t− τh)πi (xi (t− τh))

(38)

Then, divide (38) into two terms,

(zi,ni
π (xi)− zi,ni

(t− τh)πi (xi (t− τh)))
T
θ∗i (39)

and

(zi,ni
(t− τh)− zi,ni

) θ̂Ti (t− τh)πi (xi (t− τh)) (40)

Derive the bounds for (39) and (40), respectively.
In the first term (39), add and subtract the same term

zi,ni
πi (xi (t− τh))

T
θ∗i , keep unchanged formula as

(zi,niπ (xi)− zi,ni (t− τh)πi (xi (t− τh)))
T
θ∗i

= (zi,niπ (xi)− zi,niπi (xi (t− τh)))
T
θ∗i

+ (zi,ni − zi,ni (t− τh))πi (xi (t− τh))
T
θ∗i (41)

Analyzing the anomalous πi functions state discrepancy. Ac-
cording to Assumption 2, (19), (24) and (32), one knows

∥πi − πi (xi (t− τh))∥ ≤ Lπi
∥xi − xi (t− τh)∥

≤ Lπi

ni∑
k=1

|xi,k − xi,k (t− τh)|

≤ Lπi

ni∑
k=1

c̄i,k |zi,k − zi,k (t− τh)|

≤ Lπici,mei,h (42)

From (32) and (42), one obtains

zi,ni
(π (xi)− πi (xi (t− τh)))

T
θ∗i ≤ ziθ̄Lπi

ci,mei,h (43)

and

(zi,ni
− zi,ni

(t− τh))πi (xi (t− τh))
T
θ∗i

≤ θ̄Lπi
ei,h

ni∑
k=1

(|xi,k (t)− xi,k (t− τh)|+ |xi,k (t)|)

≤ θ̄Lπi
ei,hci,m

ni∑
k=1

(|zi,k (t)− zi,k (t− τh)|+ |zi,k (t)|)

≤ θ̄Lπici,mei,h (ei,h + zi) (44)

Substitute (43) and (44) into (41), it yields

(zi,ni
π (xi)− zi,ni

(t− τh)πi (xi (t− τh)))
T
θ∗i

≤ ziθ̄Lπi
ci,mei,h + θ̄Lπi

ci,mei,h (ei,h + zi) (45)

In the second term (40), from (32) and (42), one obtains

(zi,ni
(t− τh)− zi,ni

) θ̂Ti (t− τh)πi (xi (t− τh))

≤ θ̄Lπi
ei,h

ni∑
k=1

(|xi,k (t)− xi,k (t− τh)|+ |xi,k (t)|)

≤ θ̄Lπi
ei,hci,m

ni∑
k=1

(|zi,k (t)− zi,k (t− τh)|+ |zi,k (t)|)

≤ θ̄Lπici,mei,h (ei,h + zi) (46)

Therefore, for (30), by deriving the bound of the above two
terms, substitute (45) and (46) into (38), the boundary obtained
as

zi,ni

(
ūi,2 (t− τh) + πT (xi) θ

∗
i

)
− θ̃Ti Γ

−1
i φi (t− τh)

≤ ziθ̄Lπici,mei,h + 2θ̄Lπici,mei,h (ei,h + zi) (47)

For (31), from (13) and (17), one knows

zi,ni (ūi,3 (t− τh) + λ∗
iΩ (xi))− λ̃iζ

−1
i ϕi (t− τh)

= zi,ni

(
λ∗
iΩ (xi)− λ̂i (t− τh)Ωi (xi (t− τh))

)
−
(
λ∗
i − λ̂i (t− τh)

)
zi,ni

(t− τh)Ωi (xi (t− τh))

= λ∗
i (zi,ni

Ω (xi)− zi,ni
(t− τh)Ωi (xi (t− τh)))

+ (zi,ni
(t− τh)− zi,ni

) λ̂i (t− τh)Ωi (xi (t− τh))
(48)

Then divide the result of (48) into two terms,

λ∗
i (zi,ni

Ω (xi)− zi,ni
(t− τh)Ωi (xi (t− τh))) (49)

and

(zi,ni
(t− τh)− zi,ni

) λ̂i (t− τh)Ωi (xi (t− τh)) (50)

Derive the bounds for (49) and (50), respectively.
In the first term (49), add and subtract the same term

zi,ni
Ω (xi (t− τh))λ

∗
i , keep unchanged formula as

λ∗
i (zi,niΩ (xi)− zi,ni (t− τh)Ωi (xi (t− τh)))

= (zi,niΩ (xi)− zi,niΩi (xi (t− τh)))λ
∗
i

+ (zi,ni − zi,ni (t− τh))Ωi (xi (t− τh))λ
∗
i (51)

According to Assumption 4, (19), (24) and (32), one knows

|Ωi −Ωi (xi (t− τh))| ≤ LΩi

ni∑
k=1

|xi,k − xi,k (t− τh)|

≤ LΩi

ni∑
k=1

c̄i,k |zi,k − zi,k (t− τh)|

≤ LΩici,mei,h (52)

From (32) and (52), one obtains

zi,ni (Ω (xi)−Ωi (xi (t− τh)))λ
∗
i ≤ ziλ̄LΩici,mei,h (53)
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and

(zi,ni − zi,ni (t− τh))Ωi (xi (t− τh))λ
∗
i

≤ λ̄LΩi
ei,h

ni∑
k=1

(|xi,k (t)− xi,k (t− τh)|+ |xi,k (t)|)

≤ λ̄LΩi
ei,hci,m

ni∑
k=1

(|zi,k (t)− zi,k (t− τh)|+ |zi,k (t)|)

≤ λ̄LΩi
ci,mei,h (ei,h + zi) (54)

Substitute (53) and (54) into (51), it yields

λ∗
i (zi,niΩ (xi)− zi,ni (t− τh)Ωi (xi (t− τh)))

≤ ziλ̄LΩici,mei,h + λ̄LΩici,mei,h (ei,h + zi) (55)

In the second term (50), from (32) and (52), one obtians

(zi,ni
(t− τh)− zi,ni

) λ̂i (t− τh)Ωi (xi (t− τh))

≤ λ̄LΩi
ei,h

ni∑
k=1

(|xi,k (t)− xi,k (t− τh)|+ |xi,k (t)|)

≤ λ̄LΩi
ei,hci,m

ni∑
k=1

(|zi,k (t)− zi,k (t− τh)|+ |zi,k (t)|)

≤ λ̄LΩici,mei,h (ei,h + zi) (56)

For (31), by deriving the bound of the above two terms,
substitute (55) and (56) into (48), the bound obtained as

zi,ni
(ūi,2 (t− τh) + λ∗

iΩ (xi))− λ̃iζ
−1
i ϕi (t− τh)

≤ ziλ̄LΩi
ci,mei,h + 2λ̄LΩi

ci,mei,h (ei,h + zi) (57)

By analyzing the discrepancy of each part of the Lyapunov
function, substitute (37), (47) and (57) into (26), for i ∈
B1,Gi ̸= ∅, one knows

V̇i,ni
≤−

ni∑
k=1

γz2i,k + zi,ni
ei,h (bi,m + γ + Lαi

ci,m)

+ ziθ̄Lπi
ci,mei,h + 2θ̄Lπi

ci,mei,h (ei,h + zi)

+ ziλ̄LΩi
ci,mei,h + 2λ̄LΩi

ci,mei,h (ei,h + zi)

+ zi,ni
Lβi

∑
j∈Gi

cj,mej,h (58)

For i ∈ B2, the state of the interconnection function is under
normal, that mean Gi = ∅. According to the derivation process
for (58), the Lyapunov function becomes

V̇i,ni
≤−

ni∑
k=1

γz2i,k + zi,ni
ei,h (bi,m + γ + Lαi

ci,m)

+ ziθ̄Lπi
ci,mei,h + 2θ̄Lπi

ci,mei,h (ei,h + zi)

+ ziλ̄LΩi
ci,mei,h + 2λ̄LΩi

ci,mei,h (ei,h + zi) (59)

Part 2: Normal subsystem
Then let’s consider the case i ∈ H, which means that

the i-th subsystem is normal. Figs. 2 and 3 reveal that the
subsystem not subjected to the network anomaly will not
experience changes in its own state. However, due to infor-
mation interaction between subsystems, the interconnection
function βi is influenced by neighboring states and may turn
to be βi (x̄i (t− τh)) for control design. Consequently, for

i ∈ H1, the interconnection function discrepancy due to
network anomaly for the distributed controller is induced.
Then, the derivative of the Lyapunov function for the i-th
subsystem is

V̇i,ni
= −

ni∑
k=1

γz2i,k + zi,ni
(βi (x̄i)− βi (x̄i (t− τh))) (60)

Taking (28) into (60), one yields

V̇i,ni ≤ −
ni∑
k=1

γz2i,k + zi,niLβi

∑
j∈Gi

cj,mej,h (61)

For i ∈ H2, the subsystem itself and the interconnection parts
are not affected by the network anomaly, then on the base
of (17) it easy to prove that V̇i,ni

≤ −
∑ni

k=1 γz
2
i,k.

Part 3: Stability analysis of the entire interconnected system
For the interconnected system, define the sum of Lyapunov

functions as

VM =
1

2

M∑
i=1

ni∑
k=1

z2i,k +
1

2

M∑
i=1

(
θ̃Ti Γ

−1
i θ̃i +

1

ζi
λ̃2
i

)
(62)

According to the received state of Fig.3, different sub-
systems for the distributed controllers of the nonlinear in-
terconnected system under multiple network anomalies, the
Lyapunov function of the interconnected system is given by

V̇M ≤−
M∑
i=1

ni∑
k=1

γz2i,k +
∑
i∈B

zi,ni
(ūi (t− τh)− ūi,1)

+
∑
i∈B

zi,ni
πT (xi) θ

∗
i − θ̃Ti Γ

−1
i φi (t− τh)

+
∑
i∈B

zi,ni
λ∗
iΩ (xi)− λ̃iζ

−1
i ϕi (t− τh)

+
∑
i∈H1

zi,ni (βi (x̄i)− βi (x̄i (t− τh))) (63)

From (58), (59) and (61), one knows

V̇M ≤−
M∑
i=1

ni∑
k=1

γz2i,k +
∑
i∈H1

zi,ni
Lβi

∑
j∈Gi

cj,mej,h


+
∑
i∈B1

zi,niLβi

∑
j∈Gi

cj,mej,h


+
∑
i∈B

ci,mei,h
(
θ̄Lπi

+ λ̄LΩi

)
(3zi + 2ei,h)

+
∑
i∈B

zi,ni
ei,h (bi,m + γ + Lαi

ci,m) (64)

Since the specific subsystems to be anomalous remain
unknown, the tolerance and boundary conditions of the inter-
connected system are considered by investigating the dynamics
of eh∑M

i=1 zi
.

Taking the time derivative of eh∑M
i=1 zi

gives

d

dt

eh∑M
i=1 zi

=
ėh∑M
i=1 zi

−
eh
∑M

i=1 żi(∑M
i=1 zi

)2 (65)
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In the following, we will analyze the bounds of ėh and∑M
i=1 żi, respectively.
First, we analyze the bound of ėh. Based on (32), when

t ∈ [th, th + td,h), one knows

ėi,h =

ni∑
k=1

sgn (zi,k − zi,k (t− τh)) (żi,k − żi,k (t− τh))

≤
ni∑
k=1

|żi,k − żi,k (t− τh)| (66)

Thus, from (32), we know eh =
∑M

i=1

∑ni

k=1 ei,h. According
to (66), it can obtain

ėh ≤
M∑
i=1

ni∑
k=1

|żi,k − żi,k (t− τh)| (67)

From (18), one obtains

|żi,1 − żi,1 (t− τh)| ≤ γ |zi,1 − zi,1 (t− τh)|
+ |zi,2 − zi,2 (t− τh)| (68)

also for 2 ≤ j ≤ ni − 1,

|żi,j − żi,j (t− τh)| ≤ γ |zi,j − zi,j (t− τh)|
+ |zi,j−1 − zi,j−1 (t− τh)|
+ |zi,j+1 − zi,j+1 (t− τh)| (69)

From (18), (42), and (52), one yields

|żi,ni
− żi,ni

(t− τh)| ≤ γ |zi,ni
− zi,ni

(t− τh)|
+ |zi,ni−1 − zi,ni−1 (t− τh)|
+ 2ci,mei,h

(
θ̄Lπi

+ λ̄L
)

(70)

Therefore, combining (68), (69) and (70), one knows

ėi,h ≤
ni∑
k=1

|żi,k (t)− żi,k (t− τh)|

≤ ei,h
(
γ + 2 + 2ci,m

(
θ̄Lπi

+ λ̄LΩi

))
(71)

From (22) and (32), and taking (71) into (67), one can obtain

ėh ≤ eh
(
γ + 2 + 2cm

(
θ̄Lπ + λ̄LΩ

))
(72)

Thus, combining (65) and (72), take the time-derivative of
eh∑M
i=1 zi

satisfies

d

dt

eh∑M
i=1 zi

≤ eh∑M
i=1 zi

(
γ + 2 + cm

(
θ̄Lπ + λ̄LΩ

))
+

eh∑M
i=1 zi

∑M
i=1 żi∑M
i=1 zi

(73)

Then, we analyze the bound of
∑M

i=1 żi. From (18) and (32),
one gets

|żi,1|+ ...+ |żi,ni−1| ≤ zi (γ + 2) (74)

and

żi,ni
= αi (xi) + ūi (t− τh) + ηi (xi, t) + βi (x̄i)

−
ni−1∑
k=1

∂αi,ni−1

∂xi,k
xi,k+1 (75)

Taking (25) into (75), it yields

żi,ni
≤− γzi,ni

(t− τh)− zi,ni−1 (t− τh)

+ αi (xi)− αi (xi (t− τh))

+ βi (x̄i)− βi (x̄i (t− τh)) + bi,mei,h

+ πT (xi) θ
∗
i − θ̂Ti (t− τh)π (xi (t− τh))

+ λ∗
iΩ (xi)− λ̂i (t− τh)Ω (xi (t− τh)) (76)

From (42), it can obtain

(πi (xi)− πi (xi (t− τh)))
T
θ∗i ≤ θ̄ci,mLπiei,h (77)

and (
θ∗i − θ̂i (t− τh)

)T
πi (xi (t− τh))

≤ 2ci,mθ̄Lπi
(ei,h + zi) (78)

Combining (77) and (78), one gets

πT (xi) θ
∗
i − θ̂Ti (t− τh)π (xi (t− τh))

≤ ci,mθ̄Lπi (3ei,h + 2zi) (79)

Similarly in the same way as following the derivation process
for (79), one can obtain

λ∗
iΩ (xi)− λ̂i (t− τh)Ω (xi (t− τh))

≤ ci,mλ̄LΩi
(3ei,h + 2zi) (80)

Taking (34), (35), (79) and (80) into (76), it yields

|żi,ni
| ≤ ci,m

(
θ̄Lπ + λ̄iLΩi

)
(3ei,h + 2zi)

+ ci,mei,hLαi
+ ei,h (γ + bi,m)

+ γzi + Lβi

∑
j∈Gi

cj,mej,h (81)

Merging (74) and (81), one knows

żi ≤ ci,m
(
θ̄Lπ + λ̄iLΩi

)
(3ei,h + 2zi)

+ ci,mei,hLαi + ei,h (γ + bi,m)

+ 2zi (γ + 1) + Lβi

∑
j∈Gi

cj,mej,h (82)

For the interconnected system, from (82), one gets

M∑
i=1

żi ≤ ehcm
(
Lα + 3θ̄Lπ + 3λ̄LΩ +MLβ

)
+ 2

M∑
i=1

zi
(
γ + 1 + cm

(
θ̄Lπ + λ̄LΩ

))
+ eh (γ + bm) (83)

Then, taking (83) into (73), one can obtain

d

dt

eh∑M
i=1 zi

≤

(
1 +

eh∑M
i=1 zi

)(
w1 + w2

eh∑M
i=1 zi

)
(84)

where w1 and w2 are given in (21). For t ∈ [th, th + td,h), by
solving the differential inequality (84), it yields

eh∑M
i=1 zi

≤ e(w1−w2)td,h − 1

1− w2

w1
e(w1−w2)td,h

(85)
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By solving e(w1−w2)td,h − 1 ≤ w3

(
1− w2

w1
e(w1−w2)td,h

)
,

where w3 is given in (21), it can obtain that

td,h ≤ 1

w1 − w2
ln

w1w3 + w1

w2w3 + w1
(86)

For t ∈ [th, th + td,h), from (85), one gets

eh ≤
M∑
i=1

w3zi (87)

From (64), we consider the lower bound of the interconnected
system, it can get

V̇M ≤−
M∑
i=1

ni∑
k=1

γz2i,k + 2cm
(
λ̄LΩ + θ̄Lπ

)
e2h

+
(
cm
(
Lα + 3λ̄LΩ + 3θ̄Lπ +MLβ

))
eh

M∑
i=1

zi

+ (γ + bm) eh

M∑
i=1

zi (88)

Replace the parameter in (88) with (21), it yields

V̇M ≤−
M∑
i=1

ni∑
k=1

γz2i,k + w2eh

M∑
i=1

zi

+ 2cm
(
λ̄LΩ + θ̄Lπ

)
e2h (89)

Taking (87) into (89), it yields

V̇M ≤ −
M∑
i=1

ni∑
k=1

γz2i,k + w2w3

(
M∑
i=1

zi

)2

+
(
2cm

(
λ̄LΩ + θ̄Lπ

)
w2

3

)( M∑
i=1

zi

)2

≤ −
M∑
i=1

ni∑
k=1

γz2i,k +
1

Mnm

(
M∑
i=1

zi

)2

≤ − (γ − 1)

M∑
i=1

ni∑
k=1

z2i,k (90)

When t ∈ [th, th + td,h), as γ > 1, V̇M ≤ 0, from (90) we
know, for h ∈ Z+, zi,k, θ̃i, λ̃i are bounded, and from (17)-
(19) we know ui (th + td,h),

˙̂
θi (th + td,h) and ˙̂

λi (th + td,h)
are bounded, also żi,k (th + td,h) are bounded. Thus, we can
obtain V̇M (th + td,h) is also bounded. Therefore for VM

there will be no jump which occur at t = th, which means
VM

(
t−h
)
= VM

(
t+h
)
.

For t ∈ [0,∞), and γ > 1, it holds V̇M ≤ 0. Thus,
all signals in VM , including zi,k, θ̃i, λ̃i are bounded, there-
fore from (18), we know that żi,k are bounded, V̇M (t)
is also bounded. Therefore VM

(
t−h
)

= VM

(
t+h
)

and
VM

(
th + t+d,h

)
≤ VM

(
t+h
)
. With LaSalle-Yoshizawa The-

orem, the signal are continuous and satisfy lim
t→∞

zi,k = 0.
Therefore, under network anomalies, the uncertain nonlinear

interconnected system is asymptotically stable when the time
duration of each anomaly satisfied td,h ≤ 1

w1−w2
lnw1w3+w1

w2w3+w1
.

□

In Theorem 1, quantitative resilience conditions such that
the system can remain stable against network anomalies
without collapsing is given. The resilience condition required
for the stability of the system are derived by analyzing the
Lyapunov function, where the obtained quantitative resilience
condition is a function of system parameters.

Remark 3: In practice, the duration of each anomaly is not
the same. However, for the sake of simplicity, we consider
the lowest tolerance, i.e., the longest time anomalies can be
tolerated. Since the topology of the anomalous subsystems re-
mains unknown and alterable, the resilience condition is more
or less conservative. The conservativeness of the resilience
condition can be released when the topology of the anomalous
subsystems are known. Also the technique used in the proof
relies on Lipschitz continuity and must be conservative for
nonlinear systems in general [32].

B. Resting time between two consecutive anomalies
As the duration of anomaly may be conservative, a com-

plementary resilience condition for the uncertain nonlinear
interconnected system is given, where the resting time instead
of the lasting time of network anomalies are analyzed. The
major result is summarized by the following theorem.

Theorem 2: Under Assumptions 1-4 and γ > 1, the un-
certain nonlinear interconnected system given by (1) and con-
trolled by (17) for any bounded initial condition are bounded,
if the resting time of each network anomaly satisfies

tr,h ≥
1
2

(
κeρ1td,h − ρ2

ρ1

)2
−
∑M

i=1 si

2γ
∑M

i=1 ϑi

(91)

where κ =
∑M

i=1

√
2nisi +

ρ2

ρ1
, and

si = max
{

1
2

∑ni

k=1 zi,k (0)
2
, ϑi

}
ρ1 = cm

(
Lα + 4θ̄Lπ + 4λ̄LΩ +MLβ

)
+ 3γ

+bm + 2

ρ2 = cm
∑M

i=1

√
2nisi

(
Lα + 3θ̄Lπ + 3λ̄LΩ

)
+
∑M

i=1

√
2nisi (γ + bm +MLβcm)

(92)

where ϑi is a positive constant.

Proof: By defining a compact set, the system state can remain
in the compact set after the network anomaly, and then the
entire interconnected system can remain bounded. After an
anomaly on the system, the system state will deviate from
the compact set, and the resting time is required to pull the
system state back to the compact set before the next anomaly.
The objective is to find the resilient condition for which the
minimum resting time is such that the system state returns to
the compact set and the interconnected system is bounded.

Define a compact set S as

S =
{(

zi,k, θ̃i, λ̃i

)
: VM ≤ s

}
(93)

where k = {1, ..., ni}, i = {1, ...,M}, s =
∑M

i=1 si+sθ+sλ,
si = max

{
1
2

∑ni

k=1 zi,k (0)
2
, ϑi

}
sθ = 2Mθ̄2

sλ = 2Mλ̄2

(94)
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and the ϑi (i = 1, ...,M) is a positive constant to determine
the size of the compact set S. We aim to ensure that all system
states remain within a compact set, even after a network
anomaly, with the system state eventually returning to the
compact set. We provide a detailed analysis of the state
boundaries across different time intervals: before the anomaly,
during the anomaly, and during the resting time following the
anomaly.

Obviously, before the anomaly,
(
zi,k, θ̃i, λ̃i

)
∈ S for t ∈

[0, t1). Then, it has

M∑
i=1

zi ≤
M∑
i=1

√
2nisi (95)

We assume that
(
zi,k, θ̃i, λ̃i

)
∈ S for t ∈ [0, th). From (32)

and (95), one can obtain

ei,h =

ni∑
k=1

|zi,k (t)− zi,k (t− τh)|

≤ |zi|+ |zi (t− τh)|
≤ zi +

√
2nisi (96)

Also, one gets

eh ≤
M∑
i=1

(
zi +

√
2nisi

)
(97)

From (83) and (97), one knows
M∑
i=1

żi ≤ ρ1

M∑
i=1

zi + ρ2 (98)

where ρ1 and ρ2 are given in (92).
During the anomaly, for t ∈ [th, th + td,h), by solving (98),

it yields

M∑
i=1

zi ≤

(
M∑
i=1

√
2nisi +

ρ2
ρ1

)
eρ1td,h − ρ2

ρ1
(99)

Therefore, it can be concluded that at the moment the anomaly
ends

VM (th + td,h) ≤
1

2

(
κeρ1td,h − ρ2

ρ1

)2

+ 2Mθ̄2

+ 2Mλ̄2 (100)

where κ is given in (91).
During the resting time following the anomaly, for t ∈

(th + td,h, th+1],

V̇M = −
M∑
i=1

ni∑
k=1

γz2i,k (101)

However, it is necessary to determine whether the system
state can return to the compact set by the end of the resting
period. Therefore, we will focus on analyzing the system’s
behavior from the moment the anomaly ends until the resting
period concludes. At the end of the network anomaly time
t = th + td,h, we analyze whether the system signals are in
the secure compact set S, and we divide it into two cases.

Case 1: If
(
zi,k, θ̃i, λ̃i

)
/∈ S at t = th+ td,h, then we have∑ni

k=1 z
2
i,k ≥ 2ϑi, which means

V̇M ≤ −2γ

M∑
i=1

ϑi (102)

For t ∈ (th + td,h, th+1], by evaluating the definite integral
over this period of time, one knows∫ th+1

th+td,h

V̇M ≤
∫ th+1

th+td,h

−2γ

M∑
i=1

ϑi (103)

From (103), it can obtain

VM (th+1) ≤ −2γ

M∑
i=1

ϑitr,h + VM (th + td,h) (104)

Substitute (100) into (104), one yields

VM (th+1) ≤
1

2

(
κeρ1td,h − ρ2

ρ1

)2

− 2γ

M∑
i=1

ϑitr,h + 2Mθ̄2 + 2Mλ̄2 (105)

We expect the system state to return to the compact set at
the time t = th+1. If the resting time of the h-th anomaly
tr,h satisfies (91), the VM (th+1) ≤ s hold. The objective is
VM (th+1) ≤ s, and

(
zi,k, θ̃i, λ̃i

)
∈ S at t = th+1 can be

derived.
This means that the resting time satisfy (91), the system

state can return to the compact set S before the start of the
next anomaly.

Case 2: If
(
zi,k, θ̃i, λ̃i

)
∈ S at t = th + td,h, then the

conclusion holds automatically for t = th+1.
Therefore, we can obtain that

(
zi,k, θ̃i, λ̃i

)
∈ S for t ∈

[0, th+1), and all signals of the interconnected system are
bounded. It completes the proof. □

The proof of the above two theorems illustrate that the
interconnected system under the proposed distributed adaptive
controller (17) remain bounded even in the presence of net-
work anomalies if the quantitative resilient conditions hold. If
the duration of each anomaly is less than the obtained bound-
ary constant (20) or the resting time between two consecutive
anomalies is greater than the obtained boundary constant (91),
it can be derived that all signals of the interconnected system
are bounded.

Remark 4: The design of the controller is independent
of the initial value of the state, but the duration of the
resting time is related to the initial value of the state si =

max
{

1
2

∑ni

k=1 zi,k (0)
2
, ϑi

}
. This implies that generally more

retrieval time is needed for driving these states far from the
origin to the compact set. In general, a larger compact set
S allows the system state to achieve a broader range of safe
operation.

Remark 5: In fact, the time of the anomaly is not particu-
larly long due to the limited energy of the anomaly initiator.
Moreover, the longer the network anomaly time, the higher
the probability of being detected by the system. To keep the
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anomaly stealthy, the anomaly initiator launches a network
anomaly within a certain time horizon to evade detection [24],
[26].

Remark 6: The quantifying of anomaly duration has been
considered for DoS attack and network anomalies, respec-
tively, e.g., [9], [12], [27]. However, a more general problem is
studied in this paper: the modeling uncertainty is considered
by referring to distributed approximation-based control, the
interconnected system is considered with complex anomaly
propagation analysis, and the overall resilience is quantified
by taking into consideration of the interconnections.

V. SIMULATION

In this section, we give a system with four interconnected
subsystems to verify the effectiveness of the proposed control
strategy under network anomalies [33]. For simulation, the
dynamics of the i-th (i ∈ {1, 2, 3, 4}) subsystem is described
as follows:

ẋi,1 = xi,2

ẋi,2 = −migli
G

sin (xi,1)−
M

G
xi,2 + ui

+ ηi (xi, t) + βi (x̄i)

with

β1 (x̄1) = sin (x2,1) , β2 (x̄2) = x1,1x1,2 + cos (0.5ex3,1) ,

β3 (x̄3) = x2,1x2,2 + cos (0.5ex4,1) , β4 (x̄4) = sin (x3,1) .

η1 (x1) = x1,1 cos
(
x2
1,2

)
, η2 (x2) = 0.5x2,1x2,2,

η3 (x3) = x3,1x3,2, η4 (x4) = x4,1x
2
4,2.

where βi is the interconnected function, and ηi (xi, t) is the
modeling uncertainty. The model parameters are m1 = m3 =
15, m2 = m4 = 10, l1 = l2 = l4 = 0.5, l3 = 0.8, g = 10,
G = 9.81, and M = 2. The initial value of the states are
[xi,1 (0) xi,2 (0)]

T
= [3 2]

T . Ten Gaussian basis functions
uniformly centered in the region [−1 1] are employed [34],
[35]. The initial estimate value θ̂i (0) = 1 and λ̂i (0) = 1 are
chosen. The selected design parameters are ζi = 1, Γ−1

i =
I , γ1 = γ4 = 2, γ2 = γ3 = 1.5. For multiple anomalies
performance analysis, subsystems are anomalous with τh =
0.18s. Define the anomaly flag function J (t):

J (t) =

{
1, anomalous
0, normal

We split the simulation into two scenarios, the time duration
of each anomaly and resting time between two consecutive
anomalies.

A. Simulation of the time duration of each anomaly

Let the i = 1, 2, 3 subsystems to suffer the network
anomalies, for the time duration of each anomaly, we set the
duration of each anomaly as td,h = 0.64s. Six anomalies begin
at t1 = 0.72s, t2 = 2.56s, t3 = 4.01s, t4 = 5.68s, t5 = 7.62s,
and t6 = 9.08s respectively, as shown in Fig. 4. We observe
that the subsystem states xi,j (i = 1, 2, 3, 4; j = 1, 2) in Fig. 5

0 2 4 6 8 10
0

1

Fig. 4. Anomaly time intervals. J (t) = 1: anomalous; J (t) = 0:
normal.
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Fig. 5. Trajectory of system states xi,j with long anomaly time

cannot be completely maintained stable due to the long time
duration of each anomaly.

Instead of the above, we set the bounded duration of each
anomaly as td,h = 0.63s. Six anomalies begin at t1 = 0.72s,
t2 = 2.55s, t3 = 3.99s, t4 = 5.65s, t5 = 7.58s, and
t6 = 9.03s respectively, as shown in Fig. 6. The convergent
trajectories of the subsystem states xi,j (i = 1, 2, 3, 4; j = 1, 2)
as shown in Fig. 7. Observe that the states converge asymp-
totically to zero. Based on the data presented in Table I, we
observe that the mean squared error (MSE) associated with
bounded anomaly duration is smaller than that observed with
long anomaly duration. It shows that, given the controller de-
sign and stability analysis of the interconnected system, if each
anomaly time is less than a certain conditions, and regardless
of whether matter any subsystems of the interconnected system
are anomalous, all signals of the interconnected system remain
asymptotically stable.

TABLE I
ANOMALY TIME MSE

Long anomaly time Bounded anomaly time

x11 1.61 0.92
x21 4.36 1.77
x31 2.07× 102 1.13
x41 0.93 0.54
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Fig. 6. Bounded anomaly time intervals.
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Fig. 7. Trajectory of system states xi,j with bounded anomaly duration

B. Simulation of the resting time between two
consecutive anomalies

Let the i = 1, 2, 3, 4 subsystems to suffer the network
anomalies, for the resting time between two consecutive
anomalies, we launch two network anomalies as shown in Fig.
8. The first anomaly begins at t1 = 2.3s and td,1 = 1.2s,
after the first anomaly is over with the resting time tr,1 =
5.5s, followed by a second anomaly. The second anomaly
begins at t2 = 9.0s and td,2 = 1.85s. We observe that the
subsystem states xi,j (i = 1, 2, 3, 4; j = 1, 2) in Fig. 9 cannot
be completely maintained within the safety set due to the
insufficient resting time between two consecutive anomalies.

0 2 4 6 8 10 12
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1

Fig. 8. Two anomalies with insufficient anomaly resting time

Keeping the same network anomaly duration, we give
sufficient resting time as shown in Fig. 10. The first anomaly

0 2 4 6 8 10 12
-5

-4

-3

-2

-1

0

1

2

3

4

5

0 2 4 6 8 10 12
-5

-4

-3

-2

-1

0

1

2

3

4

5

0 2 4 6 8 10 12
-5

-4

-3

-2

-1

0

1

2

3

4

5

0 2 4 6 8 10 12
-5

-4

-3

-2

-1

0

1

2

3

4

5

Fig. 9. Trajectory of system states xi,j with insufficient anomaly resting
time

begins at t1 = 2.3s and td,1 = 1.2s, after the first anomaly is
over with the resting time tr,1 = 5.8s. The second anomaly
begins at t2 = 9.3s and td,2 = 1.85s. The subsystem
states xi,j (i = 1, 2, 3, 4; j = 1, 2) are shown in Fig. 11, which
demonstrates that as long as the resting time is sufficient,
all signals can remain bounded under consecutive network
anomalies. Based on the data in Table II, we can conclude
that the MSE associated with sufficient resting time is smaller
than with insufficient resting time. It shows that, given the
controller design and stability analysis of the interconnected
system, if the resting time between consecutive anomalies
meets certain conditions, and regardless of whether matter any
subsystems of the interconnected system are anomalous, all
signals of the interconnected system remain bounded.

0 2 4 6 8 10 12 14 16
0

1

Fig. 10. Two anomalies with sufficient anomaly resting time

TABLE II
RESTING TIME MSE

Insufficient resting time Sufficient resting time

x11 0.76 0.52
x21 0.85 0.58
x31 0.67 0.46
x41 7.31× 10164 0.85
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Fig. 11. Trajectory of system states xi,j with sufficient anomaly resting
time

VI. CONCLUSIONS

We investigate a class of nonlinear interconnected systems
consisting of uncertain dynamical subsystems possibly subject
to multiple network anomalies. In the framework of adaptive
approximation, a back-stepping approach is used to design the
distributed controller and the parameter estimator The stability
of the anomalous and normal subsystems is analyzed, where
both local network anomalies and neighboring anomaly propa-
gation effects are considered. In order to quantify the resilience
of the interconnected systems under network anomalies, we
derive the bounds to the duration of each anomaly and to the
resting time between two consecutive anomalies. Specifically,
when the duration of each anomaly is less than the boundary
constant of the resilience condition, the interconnected systems
based on the distributed approximation controller remains
asymptotically stable. Alternatively, if the resting time between
two consecutive anomalies is larger than the boundary constant
associated with the resilience condition, then all signals of
the interconnected systems are guaranteed to be bounded.
These results show that under the action of the proposed
distributed adaptive control scheme, the interconnected system
can maintain stable under both qualitative and quantitative
resilience conditions in the presence of network anomalies.
Our simulation results verify the validity of the theoretical
analysis.

Future research will focus on analyzing the system re-
silience condition under different classes of network anomalies
and the active performance enhancement against network
anomalies for multi-agent systems.
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