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Abstract—In this paper, we investigate the application of
Reed-Muller (RM) codes for Physical-layer-security in a real
world wiretap channel scenario. Utilizing software-defined radios
(SDRs) in a real indoor environment, we implement a coset coding
scheme that leverages the hierarchical structure of RM codes to
secure data transmission. The generator matrix of the RM code
is used to partition codewords into cosets in the usual way, where
each message corresponds to a unique coset, and auxiliary bits
select specific codewords within each coset. This approach enables
the legitimate receiver (Bob) can decode the transmitted message
with minimal bit error rate (BER), while an eavesdropper (Eve)
experiences a high BER, thus protecting the confidentiality of the
communication. Mutual Information Neural Estimation (MINE)
is employed to quantify the information leakage and validate
the effectiveness of the scheme. Experimental results indicate
that RM codes can achieve robust security even in practical
environments affected by real-world channel impairments. These
findings demonstrate the potential of RM codes as an efficient
solution for physical-layer security, particularly for applications
that require low latency and short blocklengths.

Index Terms—Physical-layer security, Reed-Muller codes, mu-
tual information, software-defined radio, wiretap codes.

I. Introduction

Physical-layer security has garnered significant attention as
a method for ensuring secure communication in the presence
of potential eavesdroppers. This approach leverages the in-
herent characteristics of communication channels for additing
security measure, rather than relying solely on traditional
cryptographic techniques. The wiretap channel model, first in-
troduced by Wyner in 1975, provides a theoretical foundation
for this type of security by examining how information can
be securely transmitted even when an adversary has access to
the communication channel. In Wyner’s model, a legitimate
receiver (Bob) and an eavesdropper (Eve) receive different
versions of the transmitted signal due to the varying conditions
of the communication channels, and secrecy is achieved when
the main channel (Alice to Bob) is more reliable than the
wiretap channel (Alice to Eve) .

This work explores the practical application of wiretap
codes, particularly Reed-Muller codes, in achieving Physical-
layer security. By implementing these codes on software-
defined radios (SDRs), we assess the performance of small
blocklength wiretap codes under real world conditions. Specif-
ically, we evaluate the bit error rate (BER) for both coded and
uncoded transmissions across varying distances between the
transmitter and the eavesdropper, demonstrating regions where
the legitimate receiver gains a secrecy advantage. Furthermore,

we employ Mutual Information Neural Estimation (MINE) to
calculate the leakage rate and analyze the effectiveness of the
wiretap coding scheme in a controlled indoor environment.
Mutual information is a crucial measure in information
theory that quantifies the amount of information one random
variable contains about another. Several techniques have been
developed to calculate MI, each with its own advantages
and applications. Analytical calculation is possible when the
joint probability distribution is known, allowing MI to be
computed directly using integrals or sums, as described by
[1]. However, in practical scenarios where distributions are
unknown, empirical estimation is often used, which involves
discretizing continuous variables into bins and estimating
probabilities from data [2]. Although simple, this method can
suffer from bias due to bin size selection. Kernel Density
Estimation (KDE) offers a non-parametric approach, estimat-
ing the probability density functions from data using smooth
kernels, which is particularly effective for continuous variables
but requires careful selection of kernel parameters [3]]. The
K-nearest neighbors (K-NN) method, another non-parametric
technique, estimates local densities based on distances to
the nearest neighbors, making it useful for high-dimensional
data, though it can be computationally intensive [2[]. More
recently, Mutual Information Neural Estimation (MINE) has
been introduced, leveraging deep learning to estimate MI by
optimizing neural networks that bound the MI from below
[4]. MINE is especially powerful for high-dimensional and
complex distributions, though it requires careful tuning of
the neural network architecture. Lastly, Maximum Likelihood
Estimation (MLE) is used in parametric models to estimate
the joint distribution parameters that maximize the likelihood
of observed data, providing an MI calculation based on the
estimated parameters [5]. Each method has strengths and is
chosen based on the application’s requirements, balancing
accuracy, computational cost, and the complexity of the data.
This paper investigate the feasibility of Coset based wire-
tap coding using Reed-Muller codes in real world environ-
ment. Transmitting data using software defined radios (SDRs),
this study evaluates coset based codes capability to provide
physical-layer security using deep learning based mutual infor-
mation calculation. The remainder of this paper is organized
as follows. Section II discusses the theoretical background,
including the wiretap channel model and the Reed-Muller code
used in our experiments. Section III details the experimental
setup, including the environment, procedure, and the SDR



configurations. Section IV presents the results, including BER
performance, mutual information analysis, and a heatmap of
results from the collected data. Finally, Section V concludes
the paper with a discussion of the findings and future directions
for research.

II. Wiretap Code

The wiretap channel was introduced by Wyner in his seminal
paper [6]] and a version of it is shown in Figure [T} Here Alice
is sending a confidential message M to Bob by encoding it
to X™ and transmitting it over the main channel. Bob sees
the main channel output Y™ and estimates the confidential
message M. There is an eavesdropper Eve who also receives a
version of the transmission Z" over the wiretap channel. Here
all the capital letters denote random variables and lowercase
letters are the realization of corresponding random variables. It
is assumed that Eve has perfect knowledge of the encoder and
decoder employed by Alice and Bob. One of the consequences
of Wyner’s result is that to achieve secrecy the wiretap channel
has to be noisier than the main channel [7]].
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Fig. 1. The wiretap channel.

A. Secrecy Metric

To maintain an information-theoretic security argument,
secrecy is measured by the mutual information between confi-
dential message M and wiretap channel output Z", given by
I(M; Z™).

Several criteria of information theoretic secrecy have been
defined in the literature, notable among them are strong
secrecy [8]] and weak secrecy [6]. Strong secrecy is achieved
when

lim I(M;Z") =0, (1)
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and weak secrecy is achieved when

lim lI(M;Z") =0. 2)

n—oo n
Both of these definitions require some sense of statistical
independence between M and Z" as n approaches infinity and
a means to calculate the information leakage I(M; Z™). Weak
secrecy requires that I(M; Z™) grows sublinearly with n, and
strong secrecy requires the total information to go to zero with
n approaching infinity. While strong secrecy is preferred, weak
secrecy is easier to achieve.

B. Different Wiretap Coding

Various coding strategies have been developed to enhance
security in wiretap channels by limiting information leakage
to an eavesdropper [9]. Polar codes , introduced by Arikan,
are another powerful option for wiretap channels, achieving
secrecy capacity in degraded wiretap settings by leveraging
channel polarization. Polar codes enhance equivocation by as-
signing “frozen” bits to channels weak from the eavesdropper’s
perspective, thus limiting Eve’s ability to decode the transmit-
ted message. Known for their low-complexity encoding and
decoding, polar codes efficiently approach secrecy capacity in
binary-input wiretap channels [10]]. Low-Density Parity-Check
(LDPC) codes have also been applied to wiretap channels
due to their strong error-correcting capabilities and design
flexibility. By adjusting degree distributions and puncturing
strategies, LDPC codes can reduce the eavesdropper’s decod-
ing success while ensuring reliable decoding for legitimate
receivers, effectively balancing error correction and security
needs [11]. In [|12]], introduces an approach to enhance LDPC
codes for wiretap channels by injecting artificial noise, ef-
fectively reducing information leakage to the eavesdropper
in Gaussian channels. Finally, lattice codes are particularly
suited to Gaussian wiretap channels, where high-dimensional
or continuous-valued signals are involved. In this context,
nested lattice codes achieve security by mapping the eaves-
dropper’s observations ambiguously within the lattice, thereby
increasing uncertainty. Carefully designed lattice shaping and
dithering prevent the eavesdropper from accurately decoding
the message, making lattice codes highly effective for non-
binary wiretap channels [[13]. RM codes are also a viable
choice for coset coding due to their structured nature, which
allows for efficient partitioning into cosets to further increase
uncertainty for the eavesdropper [5]. Reed-Muller (RM) codes
are well-suited for wiretap channels due to their structured
coset design, which creates ambiguity for the eavesdropper,
inducing controlled information leakage. Notably, RM codes
can achieve capacity in binary erasure channels (BEC) [14],
making them effective in scenarios with partial information
loss and uncertainty at the eavesdropper’s receiver.

ITI. Coset Coding

Coset coding is a technique used in coding theory to
enhance the reliability and security of transmitted data, par-
ticularly in scenarios where error correction and information
security are crucial. At its core, coset coding involves the
partitioning of a vector space into disjoint subsets, known as
cosets, relative to a linear code. Each coset is formed by adding
a fixed vector, called the coset leader, to all codewords in a
given linear code. The concept of coset coding is especially
powerful in scenarios such as wiretap channels, where it can
be used to both correct errors and obfuscate data to protect
against eavesdropping.



COSET CODING ENCODER AND DECODER

Encoder

Let C be an (n,n — k) binary linear block code, and Cy =
C,Cy,Cs,...,C_; be the cosets of C. If G is an (n—k) xn
generator matrix of C' and H is a k X n parity-check matrix

of C, then
|G
o= |¢]

is the generator matrix for a coset-style secrecy code, where
G* is comprised of k basis vectors of Iy that are not in C. The
coset-style secrecy encoding is then done by concatenating an
(n — k)-bit uniformly distributed binary auxiliary message M
with a uniformly distributed k-bit message M and codewords
are computed as

Lowercase variables here denote realizations of their uppercase
random variables. In effect, the message M chooses the coset,
and the auxiliary message M chooses a specific codeword
from the coset uniformly at random. Thus, the encoder is a
one-to-many mapping from message to codewords.

For example, consider the secrecy codebook given in Table
I. Here, C' = Cy is a (4, 2) linear code with generator matrix

0 011
11 0 1}°

and a secrecy code generator is

G:

G =

= O = O
== = O
O = O
O R = =

The encoder in (2) gives the codebook exactly as in the table.

For fixed positive integers n and % such that n > k, we wish
to find a best (n,n — k) linear block code C' (not necessarily
unique), in the sense that the code with encoder as in (2)
maximizes the equivocation

B =H(M|Z"),
TABLE I
CODE TABLE FOR A BESTn = 4, kK = 2 COSET-STYLE SECRECY CODE.
Coset m =00 [ m" =01 m" =10 [ m' =11

Co m =00 0000 1101 0011 1110
Cim=01 1100 0001 1111 0010
Ca2 m =10 0111 1010 0100 1001
Csm=11 1011 0110 1000 0101

Decoder

If it is assumed that y™ is received erasure-free, the receiver
calculates the syndrome to obtain

Sk _ ynHT
=z"HT
G/T
= [mF nF] [GT] H" 3)
_ mk(G/THT) + mn—k(GHT)
= mk
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since G'THT = I), and GH” = 0 by definition, where I},
is the k x k identity matrix

A. Reed Muller Code

Reed Muller codes were first introduced in [15]] and were
showed that they can achieve the capacity of Binary Erasure
Channel in [14]]. The parity check matrix for RM wiretap code.
Reed-Muller (RM) codes, known for their robust error-
correcting capabilities and structured algebraic properties, have
been effectively employed in the domain of Physical-layer
security, particularly within wiretap coding frameworks. In
the wiretap channel model, introduced by Wyner, a sender
(Alice) transmits a confidential message to a legitimate re-
ceiver (Bob) over a main channel, while an eavesdropper (Eve)
intercepts the transmission over a degraded wiretap channel.
The encoding process involves mapping the message to an
RM codeword, leveraging the code’s hierarchical structure
and redundancy to ensure that Bob can decode the message
accurately, while Eve, who receives a less reliable signal, gains
minimal information. The choice of RM code parameters is
crucial, as it determines the code’s effectiveness in both error
correction and security. The performance of RM codes as
wiretap codes is often measured using mutual information
and equivocation, where the goal is to minimize the mutual
information between Eve’s received signal and the original
message, thereby maximizing secrecy. Practical implemen-
tations using software-defined radios (SDRs) have validated
the theoretical framework, showing that RM codes provide a
secrecy advantage by enabling Bob to decode messages with
low bit error rates (BER), while Eve’s BER remains high. The
structured design of RM codes, combined with their flexibility
in adjusting parameters to achieve varying levels of security,
makes them a valuable tool in modern secure communication
systems.

The Reed-Muller code RM(r,m) is a linear block code
defined by two parameters: the order r and the length m. The
code RM(r,m) is a subspace of the vector space F3  over
the binary field [Fo.

The generator matrix G of RM(r, m) is constructed from all
monomials of degree at most r in m variables. If we denote
the variables by x1, x2, . . ., £, then the monomials are of the

form:
m
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- Length: The length n of the codewords in RM(r,m) is
given by:
n=2"

- Dimension: The dimension k& of RM(r,m) is the number
of monomials of degree at most r, which is calculated as:

=3 (7)

Each codeword in RM(r, m) corresponds to a polynomial in
m variables where the coefficients of the polynomial are binary
(i.e., 0 or 1). The codeword associated with a polynomial

f(z1,29,...,2y) is the evaluation of f at all possible binary
inputs:
c=(f(0,0,...,0), f(0,0,...,1),..., f(1,1,...,1))

For example, the Reed-Muller code RM(1,3) is the code
generated by the monomials of degree at most 1 in three
variables x1, xo, and z3. The generator matrix G is:
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Here, each row corresponds to the evaluation of a monomial
(constant term, x1, T2, x3) over all possible inputs.

IV. COSET CODING WITH REED-MULLER CODES

In this study, Reed-Muller (RM) codes are utilized to
implement a coset coding scheme for secure communication
over a wiretap channel. Reed-Muller codes are particularly
suitable for this purpose due to their structured design, which
enables efficient partitioning into cosets. We employ a full-
rank, square generator matrix G* of dimension n x n derived
from the RM code, which ensures that each coset can uniquely
represent a message while providing additional randomness
within each coset.

A. Reed-Muller Code Structure and Generator Matrix

Reed-Muller codes are linear block codes characterized by
their order and length. For an (n, k) Reed-Muller code, n is the
code length and £ is the dimension of the code. The generator
matrix G* used in this setup is a full-rank, square n X n matrix.
This matrix is constructed so that:

o The first n/2 columns correspond to the message bits m,
which define the coset of the code.

o The remaining n/2 columns correspond to the auxiliary
bits m/, generated uniformly at random to select specific
codewords within each coset.

The Reed-Muller structure ensures that each row of G* is
linearly independent, enabling unique coset representations for
each possible message m.

B. Encoding with Cosets of Reed-Muller Codes

In this coset coding approach, each message is mapped to a
unique coset of the Reed-Muller code. The encoding process
for Alice calculates a codeword ™ as follows:

" = [m m’] G* =mG' +m'G

where:

o mG’: This part of the codeword determines the coset of
the Reed-Muller code. Each unique m selects a distinct
coset within the code, leveraging the structured redun-
dancy of Reed-Muller codes.

e« m'G: The auxiliary bits m’' are chosen uniformly at
random and are used to select a specific codeword within
the chosen coset. This random selection within each
coset enhances security by ensuring multiple possible
codewords for each message.

Here, G’ represents the first & x n submatrix of G*, and G
represents the remaining (n — k) x n submatrix. This setup
allows each coset to represent a different message while adding
randomness through the auxiliary bits.

C. Security Implications with Reed-Muller Coset Coding

By using Reed-Muller codes, which inherently support
structured coset formation, this encoding approach provides
enhanced Physical-layer security. The coset structure of Reed-
Muller codes enables:

1) Coset Selection for Messages: Each message m selects
a unique coset of the Reed-Muller code, effectively par-
titioning the code into distinct message-carrying subsets.
This ensures that each transmitted message belongs to a
different subset of codewords.

2) Random Codeword Selection within Cosets: The aux-
iliary bits m’, chosen uniformly, determine the specific
codeword within the coset. This randomness makes it
more difficult for an eavesdropper to infer the original
message m based on observed transmissions, as multiple
codewords could correspond to the same message.

The use of a full-rank, square generator matrix G* derived
from the Reed-Muller code ensures that each possible message
maps to a unique coset, thereby maximizing the uncertainty for
an eavesdropper. This approach leverages both the redundancy
and structure of Reed-Muller codes, enhancing security by
making the transmitted codewords indistinguishable to unau-
thorized listeners, as each message can correspond to several
potential codewords. This coset coding method, based on
Reed-Muller codes, effectively uses both coset selection and
intra-coset randomization to provide a secure encoding scheme
in the wiretap channel model.

V. Mutual Information Neural Estimator

To calculate the leakage I(M;Z"™), this work uses the
mutual information neural estimator (MINE). MINE uses



the Donsker-Varadhan representation of the Kullback-Leibler
divergence

Dir(Pl|Q) = sup Ep[f(X,Y)]—log(Eq[e’

F:Q—R

), @

where the supremum is taken over all functions f such that
the expectations are finite for random variables X and Y.
The relation between mutual information and Kullback-Leibler
divergence is given by

I(X;Y):DKL(nyHPX_Py). (5)

In [4], the authors proposed to choose F to be a set of
functions Ty : X x Y — R parameterized by deep neural
network 6 € ©. Since @) is a lower bound for Kullback-
Leibler divergence with equality with an optimal function
choice,

I(X;Y) > Ie(X;Y), (6)

where
I@ (X’ Y) = 21618 Ep(a:,y) [TG (Xa Y)] _log(Ep(m)p(y) [BTQ(X’Y)]).
(7N

Now, if we identify X as a confidential message M and
Y as the wiretap channel output Z™, then p(M, Z™) is the
joint probability distribution, and pjs, pz» are the respective
marginals of (M, Z™). Then (7), can be written as

I@(M; Zn) = Sup Ep(M,Z”)[TG(M7 Zn)]
0cO (8)
ayp(zmy [T MET).

— log(E,
Since in practice, the true distribution p(M, Z™) is unknown,
we can’t use Ig(M;Z™) to estimate I(M;Z™). Rather we
can estimate expectations presented in the equation (8) using
the samples of joint and marginal distributions, by rewriting

To(M;Z")

l l
I(M;Z™) %ZTQ (mg, 21*)] —log %Z To(miz] . (9)
where [ is the number of samples. In (9)), [ samples of the joint
distribution are generated by producing uniformly distributed
confidential messages m, and from wiretap channel outputs
z". The term (7;,Z;) represents samples generated from
marginal distributions. The network used in this work has five
fully connected hidden layers with each layer consisting of
500 nodes and Relu activation functions. The input layer has
k + n neurons. During the training, ten thousand messages
with a batch size of 1000 were used. We also used the Adam
optimizer [16] with a learning rate of 10~7 and 2.5 x 10°
epochs.

VI. Equivocation Calculation

In this study, the equivocation E represents the uncertainty
that an eavesdropper (Eve) has about the transmitted message
M after observing the signal Z™. The equivocation is defined
as the conditional entropy H (M|Z™), which can be calculated
by determining the mutual information between M and Z"
and then subtracting it from the entropy of M.

The equivocation E is given by:

E=H(M|Z")=H(M)—-1(M;Z"),

where:

o H(M) is the entropy of the message M, representing
the initial uncertainty about M before any observation
by Eve. Since H (M) depends only on the distribution of
M, it is constant for a given message distribution.

e I(M;Z™) is the mutual information between M and Z",
which quantifies the amount of information that Eve’s
observations Z™ provide about M.

In this study, we calculate the mutual information I (M; Z™)
using Mutual Information Neural Estimation (MINE), a
data-driven technique that approximates mutual information
through neural networks. MINE enables flexible and adaptive
estimation of mutual information, accounting for complex
dependencies between M and Z" that might not be captured
by traditional methods. By applying MINE, we obtain an
accurate measure of the information Eve gains about the
message.

To compute the equivocation F, we use:

E=H(M)-I(M;Z"),

where H (M) is constant and I(M; Z") is estimated through
MINE.

This approach to calculating equivocation, with mutual
information estimated via MINE, ensures that we capture any
information leakage that Eve gains through her observations.
High equivocation indicates strong security, as it implies that
Eve has high uncertainty about the original message M despite
observing Z".

VII. Experimental Setup
A. Environment

The experiments were conducted in an indoor setting,
specifically in the step-down lounge study area of the Clyde
Building on the campus of Brigham Young University. This
area features an open space layout with three narrow pillars
down the center, and the north, west, and south walls are
composed of windows and cinder blocks. Data were collected
over a span of three hours, during which the study area was
unoccupied, minimizing potential interference from people
moving around.

B. Channel Model

The study was conducted in a real indoor environment,
which inherently introduces channel effects such as multipath
propagation, path loss, shadowing, and background noise.
Although these effects were not explicitly modeled, they nat-
urally influence the signal characteristics in ways that impact
both reliability and security.

o Multipath Propagation and Fading: Signals reflect off

walls and objects, causing multipath propagation, which
can lead to fading effects. These include constructive and
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Fig. 2. Mutual Information Neural Estimator.

destructive interference, resulting in fluctuations in signal
strength.

o Path Loss and Shadowing: Signal strength decreases
over distance, with additional attenuation caused by ob-
structions like walls and furniture. Random fluctuations
in received signal power, due to these obstacles, also play
a role.

o Noise and Interference: Background noise from elec-
tronic devices and thermal noise contribute to the overall
signal quality. This interference affects the clarity of the
received signal.

o Implications for Security: The inherent variations in
an indoor channel create differences between the main
channel (Alice to Bob) and any potential eavesdropper’s
channel (Alice to Eve), providing a level of natural
security at the Physical-layer.

C. SDR Configuration and Setup

Two ADALM-PLUTO software-defined radios (SDRs) with
stock antennas were used for secure data transmission and
reception. One SDR was configured as the transmitter (Alice)
and the other as the receiver (Bob), both set to a transmission
frequency of 915 MHz, within the industrial, scientific, and
medical (ISM) band, making it suitable for indoor environ-
ments.

D. Transmission Parameters

o Sample Rate: The sample rate for both SDRs was set to
1 MHz, providing high-resolution signal sampling.

o Samples per Symbol: Each symbol was represented by
8 samples, balancing signal resolution and processing
efficiency.

E. Loop Filter (LF) Configuration

The loop filter (LF) was configured to stabilize the phase
and frequency of the transmitted signal, with the following
parameters:

e LF B, T = 0.001: Loop bandwidth to symbol rate
product.

e LF ¢ = 0.7071: Damping factor set to achieve critical
damping.

F. Phase and Timing Error Detector Configuration

o Phase Error Detector (PED): Configured to correct
phase errors with the parameters:
- PED K = 1: Initial gain.
— PED K; = 0.1479: Proportional gain.
— PED K5 = 0.0059: Integral gain.
e Timing Error Detector (TED): Configured to ensure
symbol timing synchronization with:

TED K, = 2.8: Proportional gain.

TED K, = —1: Initial gain.

TED K; = —9.51 x 10~*: Fine adjustment coeffi-
cient.

TED K, = —1.27 x 1075: Integral gain.

G. Procedure

A BPSK transmitter/receiver pair with differential encoding
[17] was implemented according to block diagrams as shown
in Figures [3] and [d Table ?? provides relevant system pa-
rameters. Two ADALM-PLUTO SDR modules were used in
the experiment, each equipped with the stock antenna. The
transmitter was located at the origin of the map shown and
constantly transmitted a known bitstream. The receiver was
moved throughout the room at intervals of 3 feet in a grid
around the origin. At each test point, samples were received
from the Pluto SDR and the receiver attempted to recover



the bits sent. The resulting uncoded and coded bit error rate
(BER) were calculated and recorded along with the recovered
bit stream.

For each test point, the receiver processed the received
samples and attempted to recover the transmitted bits. The
uncoded and coded bit error rate (BER) were calculated and
recorded for each position along with the recovered bitstream.

We used the Reed-Muller code RM(4, 4) to encode message
bits combined with auxiliary random bits, producing coded bits
for transmission in the wiretap channel. A total of n = 8000
message bits were generated with an alternating pattern, where
even-indexed bits were set to 1 and odd-indexed bits to 0.
Using the full-rank 16 x 16 generator matrix GG1¢ of the Reed-
Muller code, each group of 8 message bits m was paired with
an auxiliary 8-bit vector my,, randomly generated to add intra-
coset randomness. The combined 16-bit vector & = [Mmpy, m]
was then encoded by calculating » = G mod 2, ensuring
each message mapped to a specific coset while mp, selected
a codeword within the coset. The resulting 16000 coded bits
were stored for transmission, with the encoded data saved for
further analysis and experimental evaluation.

VIII. Results

The output of Mutual Information Neural Estimation
(MINE), shown in Figure [5] provides an estimate of the
mutual information between the transmitted and received data.
However, as seen in the figure, the MINE output exhibits a
significant level of noise, which makes it challenging to inter-
pret the convergence behavior directly. This noise is typical in
MINE outputs, especially when estimating mutual information
over a large number of samples, as neural estimators can
introduce variability due to their stochastic nature.

To address this, a moving average with a window size of
1000 was applied to smooth the MINE output. The moving
average effectively reduces the noise, making it easier to ob-
serve the underlying trend in the mutual information estimate.
As illustrated by the orange line in Figure [5] the smoothed
output shows a clear convergence towards a stable value.

The result of the moving average converges close to the
expected mutual information for the Reed-Muller RM(4, 4)
code, which is 8 bits. This is consistent with the theoret-
ical capacity for RM(4,4), as it has 16 codewords with
8 information bits, providing a secure transmission in the
wiretap channel setting. The convergent value confirms that
the RM(4,4) code achieves the desired security level, as
the mutual information approaches the expected value of 8
bits, thus ensuring effective Physical-layer security. Figures [6]
and [/| illustrate the mutual information (MI) versus signal-
to-noise ratio (SNR) for RM wiretap codes (2,2) and (3,3)
alongside their respective uncoded messages of 2 bits and
4 bits. These plots reveal the effectiveness of RM coding in
reducing information leakage to an eavesdropper (Eve) across
different SNR values.

In Figure [6] the mutual information for the RM (2,2)
wiretap code grows gradually as the SNR increases, reaching
a saturation level the maximum of 2 bits, which corresponds

to the coded message’s information content. Conversely, the
uncoded 2-bit message reaches full mutual information (2
bits) more rapidly, indicating that, as SNR improves, Eve
can fully decode the uncoded message, resulting in complete
information leakage. The RM (2,2) code, however, limits Eve’s
information gain even at SNR values from —8dB to 7dB,
thereby enhancing security.

Similarly, Figure [/| compares the RM (3,3) wiretap code
with an uncoded 4-bit message. Here, the mutual information
for the RM (3,3) coded message increases more slowly with
SNR and saturates at 4 bits. In contrast, the uncoded 4-bit
message quickly reaches a mutual information level of 4 bits as
SNR increases, indicating that Eve could decode the message
entirely at high SNR. This code provides secrecy from —11dB
to 13dB.

These results demonstrate that Reed-Muller wiretap codes
effectively reduce information leakage by restricting the mu-
tual information that Eve can obtain. Both RM (2,2) and (3,3)
codes maintain a mutual information level below that of un-
coded messages, for a certain range, underscoring the security
benefits of using RM coding for Physical-layer security.

Figure [§] presents a heatmap of equivocation levels in an
indoor environment, with the transmitter (Alice) represented
by the blue dot. The x- and y-axes denote the distance in
feet from Alice, while the color gradient illustrates equivo-
cation across various locations. In this context, equivocation
measures the uncertainty an eavesdropper (Eve) would have
regarding the transmitted message. Green areas correspond to
low equivocation, where information leakage is more likely,
while red areas represent high equivocation, indicating greater
uncertainty and stronger security.

The heatmap reveals that the areas closest to Alice, shown in
green, exhibit the lowest levels of equivocation. This suggests
that an eavesdropper positioned near Alice would experience
less uncertainty about the transmitted message, making these
locations more vulnerable to information leakage. This pattern
is consistent with Physical-layer security expectations, where
close proximity to the transmitter increases the eavesdropper’s
ability to decode the message accurately.

As the distance from Alice increases, the equivocation levels
also increase, with red regions indicating zones of higher
equivocation. These red areas, further from Alice, suggest
that an eavesdropper would experience significant uncertainty
about the transmitted data, enhancing security in these regions.
The spatial distribution of equivocation illustrates that security
improves as distance from Alice increases, and environmental
factors such as walls and obstacles likely contribute to atten-
uating the signal further, thereby increasing equivocation.

The BER heatmaps in Figures [9} [T0] and [TT] compare coded
and uncoded transmissions in an indoor environment, with
Alice’s location marked by the blue dot. Figures [9]and[10] show
that both coded and uncoded transmissions exhibit similar
BER distributions, with red regions near Alice indicating lower
BER and green regions farther away showing higher BER due
to signal attenuation.

Figure which presents the difference in BER between
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uncoded and coded transmissions, reinforces this similarity by
displaying minimal differences across the environment. This
indicates that, in terms of BER alone, the coded transmission
does not provide a significant advantage over the uncoded one.

However, despite the similar BER performance, the coded
transmission offers a distinct Physical-layer security advan-
tage, as demonstrated in the equivocation heatmap (Fig-
ure [8). While BER is nearly the same for both coded and
uncoded cases, the equivocation heatmap reveals that the
coded transmission introduces substantial uncertainty for an
eavesdropper, creating areas of high equivocation (red) that
effectively protect the transmitted information. This added
layer of security highlights the effectiveness of the coded
transmission in limiting information leakage, which is not
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Fig. 6. Comparison of Mutual Information Between RM(2,2) and uncoded 2
bit message.

apparent from BER analysis alone.

IX. Conclusion

This study demonstrates the practical application of wiretap
coding for Physical-layer security using Reed-Muller (RM)
codes implemented on software-defined radios (SDRs) in a
real indoor environment. The structured coset coding ap-
proach, leveraging the hierarchical properties of RM codes,
provides a secure communication framework that allows a
legitimate receiver (Bob) to decode messages with low bit
error rates (BER) while maintaining a high BER for an
eavesdropper (Eve).
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By analyzing the bit error rate across varying distances and
employing Mutual Information Neural Estimation (MINE) to
calculate the leakage rate, the results validate the effectiveness
of RM codes in achieving security. The findings highlight
that, even in practical environments with real-world channel
effects, RM codes can effectively create secrecy regions where
Bob’s channel quality surpasses that of Eve, thus ensuring
confidentiality.

The experimental results also underscore the potential of
RM codes for secure wireless communications, particularly in
low-latency and short blocklength scenarios. The adaptability
of RM codes in balancing reliability and security through
coset-based randomization suggests they are a strong candidate
for Physical-layer security applications in modern communi-
cation systems.

Future research could explore the use of other coding
schemes in similar setups and investigate the impact of dif-
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Fig. 9. Heat map of BER for RM(4,4) transmission.
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Fig. 10. Heat map of BER for uncoded transmission.

ferent environmental conditions. Further refinement of the
MINE framework may also provide more precise measure-
ments of information leakage, enhancing the understanding of
RM codes’ capabilities in securing communications against
advanced eavesdropping threats.
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