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Abstract. Oneway real functions are effective maps on positive-measure
sets of reals that preserve randomness and have no effective probabilistic
inversions. We construct a oneway real function which is collision-resistant:
the probability of effectively producing distinct reals with the same image
is zero, and each real has uncountable inverse image.

1 Introduction

Oneway functions underly much of the theory of computational complexity

|: they are finite maps that are computationally easy to compute but hard
to invert, even probabilistically. Modern cryptographic primitives rely on
their existence, an unproven hypothesis which remains a long-standing open
problem. Non-injective oneway functions play a special role in public-key
cryptography, especially when they are collision-resistant: no algorithm can
generate siblings (inputs with the same output) with positive probability in
a resource-bounded setting [3].

Levin ﬂﬁ] extended this concept to computable functions on the reals (infi-
nite binary sequences) in the framework of computability theory and algo-
rithmic randomness E, |. They are partial computable real functions that
preserve randomness in the sense of Martin-Lof @] and no probabilistic
algorithm inverts them with positive probability.

A total computable oneway surjection f was constructed in @] via a partial
permutation of the bits of the input based on an effective enumeration of the
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halting problem ()'. Independently Gécs [9] constructed a partial computable
function which is probabilistically hard to invert in a different setting, where
probability is over the domain rather than the range.

Given the importance of collision-resistant oneway functions in computa-
tional complexity Levin |16] asked whether collision-resistant computable
oneway real functions exist. Although the oneway function in [1] is strongly
nowhere injective (all inverse images are uncountable) but not collision-
resistant: a Turing machine can produce f-siblings (reals x # z with f(x) =
f(2)) given any sufficiently algorithmically random oracle. So f-siblings can
be effectively produced by a probabilistic machine with positive probability.

Our goal is to establish the existence of a total computable nowhere injective
collision-resistant oneway function. The key idea is apply a hash to the
partial permutation (shuffle) used in the original oneway function [1] with
a boolean function h and show that (under mild assumptions on h) these
hash-shuffles are also oneway and (strongly) nowhere injective. We then
define a specific A based on the universal partial computable predicate and
show that corresponding hash-shuffle is collision-resistant.

Given that oneway permutations [11, [10] are also significant in computa-
tional complexity, it is interesting to know whether injective oneway maps
on the reals exist. This is not known but by [1, Corollary 3.2] they cannot
be total computable. Assuming random-preservation we show that invert-
ing partial computable injections is in general easier than inverting total
computable many-to-one maps on the reals.

Outline. Oneway functions and collision-resistance are defined in §2l where
we also show that the shuffles of [1] are not collision-resistant.

Hash-maps and their corresponding hash-shuffles are defined in §3land shown
to be oneway under mild assumptions on their hash-map. This analysis also
shows how to obtain oneway functions of different strengths, in terms of the
Turing degrees of the oracles that can probabilistically invert them.

A collision-resistant oneway function is obtained in §4 by specifying an ap-
propriate hash function based on a universal Turing machine.

We conclude in §5] by establishing an upper bound on the hardness of partial
computable oneway injections which is lower than the worse-case for total
computable oneway many-to-one maps on the reals.

Notation. Let N be the set of natural numbers, represented by n, m, i, j, t, s.
Let 2% be the set of reals, represented by variables z, v, z, v, w, and 2<% the



set of strings which we represent by o,7,p. We index the bits x(i) of x
starting from i = 0. The prefix of = of length n is z(0)z(1)---z(n — 1) and
is denoted by = [,. Let <, < denote the prefix and strict prefix relation
between two strings or a string and a real. Similarly >, > denote the suffix
relations. Let x®y denote the real z with z(2n) = z(n) and z(2n+1) = y(n).

The Cantor space is 2¥ with the topology generated by the basic open sets
[o] :={z€2¥:0 <2} foro €2,

Let u be the uniform measure on 2, determined by u([o]) = 271°I. Prob-
ability in 2¢ x 2% is reduced to 2% via (z,y) — = @ y. A subset of 2¥ is
positive if it has positive p-measure and null otherwise. Let

e |. 1 denote that the preceding expression is defined or undefined
e f:C 2% — 2% denote that f is a function from a subset of 2% to 2¢
e dom(f) be the domain of f: the set of z € 2 where f(x) is defined.

Turing reducibility * <7 2z means that z is computable from z (is z-
computable). Effectively open sets or XY classes are of the form (J;[o;]
where (0;) is computable. A family (V) is called uniformly XY if

V, = U[[O’mi]] where (0, ;) is computable.

(2
A Martin-Léf test is a uniformly X9 sequence (V},) such that u(V;,) < 27™.
A real z is random if x ¢ (), V;, for any Martin-Lof test (V},). Relativization
to oracle r defines ¥9(r) classes and r-random reals.

2 Oneway functions and collisions

Oneway functions where introduced in [6,123]. Levin [15] adapted this notion
to effective maps on the reals. Let f,g :C 2% — 2%.

We say that ¢ is a probabilistic inversion of f if
p{yer: flglyer))=y}) >0
and say that f is random-preserving if u(dom(f)) > 0 and
f(z) is random for each random z € dom(f).

These are the ingredients of Levin’s definition of oneway real functions.



Definition 2.1 (Levin). We say that f C: 2¥ — 2% is oneway if it
e is partial computable and random-preserving
e has no partial computable probabilistic inversion.

If f has no probabilistic inversion g <7 w it is oneway relative to w.

Remark. Oneway functions can be defined with ‘randomness-preserving’
replaced with the weaker condition that with positive probability f maps to
random reals. It is not hard to show that the two formulations are essentially
equivalent, up to effective restrictions [2, Lemma 3.5]. <

Let (a;) be an effective enumeration of ( without repetitions.

By [1, Theorem 4.4] the total computable function
f:2Y = 2% given by f(x)(i):= x(a;) (1)
is a oneway surjection. By |I, Theorem 4.9]
f~Y(y) is uncountable for each y € f(2).

Unfortunately f lacks the desired property of collision-resistance.
The notion of V'yugin [25] of negligibility (also see [4]) is handy.

Definition 2.2 (V’yugin). A class C C 2% is negligible if the set of oracles
that compute a member of C is null. If the set of oracles z such that w & z
computes a member of C is null we say that C is w-negligible.

Levin [16] defined collision-resistance for real functions.

Definition 2.3 (Levin). Given f :C 2 — 2“ the members of

Sp={(z,2) ;x# 2 N f(z) = f(2)}

are called f-siblings. We say that f is collision-resistant if S is negligible
and collision-resistant relative to w if Sy is w-negligible.

To see that f of (1) is not collision-resistant note that it is a shuffle: it
outputs a permutation of selected bits of the input. The selected positions
are the members of () so if we fix k € (' and let

), be the real z with Vi (2(i) = z(i) < i # k)

then = +— (z,xy) is computable and each output is an f-sibling.



Toward collision-resistance we could use another c.e. set A in place of () in
its definition which has thin infinite complement: the oracles that compute
an infinite subset of N— A form a null class. The existence of such A is well-
known (any hypersimple set has this property).

With this modification f would still fail collision-resistance but would satisfy
the weaker property that the oracles computing members of

{(z,2) : Vip i > 1o, x(i) # 2(i) N flz) = f(2)}

is null. Restricting f to a positive subset of 2% while keeping it partial
computable does not make f collision-resistant. These attempts show that
obtaining collision-resistant oneway functions requires a new ingredient.

3 Hash shuffles

Toward achieving collision resistance we first extend the shuffle format ()
for oneway functions f by effectively adding some “noise” to the output of f
by combining it with the output of another function A which we call a hash.

Definition 3.1. If A C N is an infinite c.e. set a computable
h:{o:|o] e A} — {0,1}
is called an A-hash or simply a hash.

Let ® denote the XOR operator between bits.
Definition 3.2. If h is an A-hash the h-shuffle is the

f:2¥ = 2% given by f(x)(i):=z(a;) @ h(z [4;)

where (a;) is a computable enumeration of A without repetitions.

Under mild assumptions on h these generalized shuffles preserve the prop-
erties of (I). An A-hash h is trivial if A is computable and

hash-shuffles refer to h-shuffles for non-trivial h.

We show that hash-shuffles f are oneway and nowhere injective. Our analy-
sis differs from [1] and establishes additional properties: (a) there are oneway
functions of different strengths according to the choice of the domain A of
the hash; (b) no oracle w 27 A can invert f on any random y 27 A.



3.1 Properties of hash-shuffles

We establish the basic properties of hash-shuffles.

Lemma 3.3. For each c.e. set A and A-hash h the h-shuffle [ is
e total computable, surjective and random-preserving

e strongly nowhere injective: f~1(y) is uncountable for each y.

Proof. Let (a;) be a computable enumeration of A without repetitions and
f be the h-shuffle. Clearly f is total computable and

f@)(@) ® h(z Ta,) = (2(ai) © Mz [a,)) @ h(2 1a,) = 2(as). (2)
For each y let x be given by

y(i) @ h(x [q,) ifa;=m
2(m) = | (3)
0 otherwise.

By @) we have f(x) = y so f is a surjection. By replacing 0 in (8] with
arbitrary bits we get that f~!(y) is a perfect set, hence uncountable.

The oracle-use of f(z)(n) is £, == max{a; : i <n}+ 1. Let
V= {oe2i: flo) <7}
so [Vz] = f~1([7]). Since f(z)(n) depends exclusively on z(ay,), * [q,:
(i) p(Vei) = u(V7)/2 for 7€ 29,0 < 2, s0 p(Vy) = 27171
(i) [r]N el =0 = [V-IN[V,] =0
(iii) V; is finite and ¢ — V; is computable.
Let (U;) be a universal Martin-Lof test with prefix-free U; C 2<% and
Ej:= ] Vi
TeU;
By (iii) the sets E; are c.e. uniformly in j. By (i), (ii) we get
WE) = 3 uVe) = 30 2 = u(v) < 27
TEUj TEUj

so (E;) is a Martin-Lof test. Since f~1([U;]) = [E;] if y is not random and
f(x) =y then x is not random. So f is random-preserving. O



3.2 Inversions of hash-shuffles
We show that hash-shuffles have no computable probabilistic inversions.
Definition 3.4. A prediction is a partial p :C 2<% — {0,1} and

e y is p-predictable if p(y [,) | for infinitely many n and

p(y In) L = y(n) =py In)

e y is r-predictable if it is p-predictable for a prediction p <p r.
We need a property of random reals regarding predictions.
Lemma 3.5. If y is r-predictable then y is not r-random.
Proof. Without loss of generality assume that r is computable. Assuming

that y is p-predictable for a partial computable prediction p it suffices to
construct a Martin-Lof test (V;) with y € (N,[Vi].

Let VO, Vo C 2<% be c.e. and prefix-free sets such that
e V[ contains a prefix of every p-predictable real
o Vo:={oplo):0eVp}

Then (V) < 1/2. Assuming that V; has been defined let Vii1, Vipq C 2<¢
be c.e. and prefix-free containing proper extensions of strings in V; and

° AZ-+1 contains a prefix of every p-predictable real
o Visii={op(o):0€Vi}.
Then (V;) are uniformly c.e. and u(Vig1) < pu(Vig1)/2 < u(V;)/2.
So (V;) is a Martin-Lof test and by definition y € (,[Vi]. O

We say that g is a representation of g :C 2¥ — 2% if

e §:2% — 2<% s <-preserving and g(\) = A

o g(z) | <= lim,~, §(7) = g(z) <= lim; 4, |G(7)] = 0.
Every partial computable g has a computable representation g.
Lemma 3.6. If h is an A-hash and f is the h-shuffle

(i) f has an A-computable inversion



(ii) f is not probabilistically invertible on any random y Fr A

(iii) f is oneway relative to each w Fp A.

Proof. Let (a;) be a computable enumeration of A without repetitions so
f(@)(i) = 2(ai) © h(z |a;)

defines the (A, h)-shuffle. Define d : 2¥ — 2“ by

y(i) @ h(d(y) In) ifai=n
0 ifng A

d(y)(n) =

so d <p A. For each i,n with a; = n we have

d(y)(ai) = d(y)(ai) = y(i) @ h(d(y) In)
so for x := d(y) and each ¢ we have

fd(®)(@) = d(y)(ai) ® h(z [a,) = y(i). (4)
This implies f(d(y)) = y for each y which concludes the proof of (i).

Assuming that g is partial computable, y 27 A is random and

E:={r:f(gly,r)) =y}

it remains to show that u(E) = 0. For a contradiction assume otherwise
and let » € E be such that y is r-random and A L7 y @ r. Let

9r(2) == g(z,7) so g <rr and f(g-(y)) =y.
We define a prediction p <7 r. For each i and o € 2 let

p(o) i~

gr(0)(air1) @ h(Gr(0) laiy,)  if [Gr(0)] > aip
T otherwise.

where g, <p r is a representation of g,. Since f(g.(y)) =y, for all i

y(i+1) = flg:(9) (i + 1) = gr(y)(ait1) @ hgr(y) Tasy)

so if p(o) halts for o < y then p predicts y correctly on o.



Since y is r-random, by Lemma B.5 p cannot predict y infinitely often so
Sjo Vi > jo, p(y 1) 1. Since Vi, g, (y ;) | we get

G- (y [3)| < aiy1 for all i > jo. (5)
Let t, :=min{t : t > jo A |Gg-(y [+)] > n}. We claim that
neA < neca,...,a,}
Indeed if n = a;41 for some i > ¢, then
19 (y 1)l = 190 (y Te,)] > 1 = aip

which contradicts (Bl). Since (t,) <7 y @ r we get A <7 y @ r which
contradicts the choice of . We conclude that p(E) = 0 so (ii) holds.

For (iii) consider the above argument for w 27 A and g <p w. If
y®dw Fr A A yis w-random (6)

the above argument gives p(E) = 0. Since (@) holds for almost all y there
is no probabilistic inversion g <7 w of f so (iii) holds. O

Corollary 3.7. If h is an A-hash then the h-shuffle is
(i) total computable and random-preserving
(ii) surjective and nowhere injective

(iii) oneway relative to each w Zr A.

Proof. By Lemma B3 we get (i), (ii) and by Lemma B.6l we get (iii). O

4 Collision-resistance

We exhibit a total computable oneway and nowhere injective collision-resistant
f:2¢ = 2“ In §4T] we define a hash h based on the universal enumeration
and show that the h-shuffle has the required properties.

In §4.2] we obtain hashes from pairs of disjoint c.e. sets and use them to
obtain collision-resistant oneway functions of various strengths. Let

(o,n) — (o,n) with |o| < (o,n)

be a computable bijection between 2<“ x N, N.



4.1 Hashing with the universal predicate

Fix a universal effective enumeration (¢;) of all partial computable boolean
functions on N so () = {4 : ¢;(i) |} is the halting set.

The universal-predicate is ¢;(i) and a boolean total extension of it is a
boolean function 1 with Vi € ', (i) = ¢;(4).

Lemma 4.1. There is a hash-shuffle f such that every pair of f-siblings
computes a boolean total extension of the universal predicate.

Proof. Let (04,n;) be an effective enumeration of 2<% x (/.

Let A :={(o;,n;) : i € N} and define the A-hash:

(pm(nz) ifo, <7 AN TE 2(01',”1')
h(T) =
0 ifo, A7 N T€E 9(oi,ni)

so the h-shuffle is given by f(z)(i) =: h(x [ (s, n,)) @ ({04, n4))-

Suppose that x, z are f-siblings and let o be the least prefix of x which is
not a prefix of z. By the definition of f and f(z) = f(z)

vn e W (z((o,n)) = z({o,n)) < pn(n) =0).
Therefore ¥(n) = z((o,n)) ® z({o,n)) is an (zr @ z)-computable boolean
total extension of ¢;(i). O

We say ¢ : N — N is diagonally non-computable if Vi € O, 1)(i) # ¢;(i). Let

DNCy := {9 : Vn, ¥(n) € {0,1} A Vie 0/, 9() # ¢i(i)}

be the set of diagonally non-computable 2-valued functions. By [12] almost
all oracles fail to compute a member of DNC,.

Theorem 4.2. There exists a total computable f : 2% — 2% which is
(i) a random-preserving oneway surjection
(ii) collision-resistant and nowhere injective
and each random w 7 0':
e does not compute any probabilistic inversion of f

e does not compute any pair of f-siblings.
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Proof. Let h be the hash of Lemma [£.] and f be the h-shuffle.

By Corollary 3.7 f is a random-preserving nowhere injective surjection and
no w 7 (' computes any probabilistic inversion of f. By [24, [1§]:

if w is random and computes a member of DNCy then w >7 ¢/ (7)

By the choice of h and (@), if w 27 (' is random then it does not compute
any pair of f-siblings. In particular f is oneway and collision-resistant. [

4.2 Hashing by inseparable sets

Given c.e. B,C C Nwith BNC =0 if M CN and
(M2BAMNC=0)V (M2C A MNB=0)

we say that M is (B, C)-separating.

Lemma 4.3. If B,C C N are disjoint c.e. sets there is a hash h such that
every pair of siblings for the h-shuffle computes a (B, C')-separating set.

Proof. Let (o;,n;) be an effective enumeration of 2<% x (B U C') without

repetitions and set
A= {{(oj,n;) i € N}.

Consider the A-hash given by
B(n;y) ifo; <71 A T € 2loimi)
h(7) :=
0 ifo; 27 A T e 20@mi

so the h-shuffle is given by f(z)(i) =: h(x [, n,)) @ ({04, 74))-

Suppose that z, z are f-siblings and let o be the least prefix of x which is
not a prefix of z. By the definition of f and f(z) = f(z) for all n

(ne BUC A z((o,n)) # z((o,n))) = neB
(ne BUC A z({o,n)) = z({o,n))) = neC.

So M :={n:xz(n) # z(n)} is (B, C)-separating and M <r z & z. O

We say that c.e. sets B,C are computably inseparable if there is no com-
putable (B, C)-separating set. By [22, Theorem 11.2.5] the sets

Hi:={n:py(n)=1i}i<2

11



are computably inseparable. Since every (Hy, Hy)-separating set is in DNCa,
Lemma (3] gives an alternative proof of Theorem Let

S(B, C) denote the class of (B, C)-separating sets.

Let B,C be c.e. computably inseparable sets so S(B,C) is a I class. By
[22, Proposition 111.6.2] every c.e. Turing degree contains such B, C.

By [12, Theorem 5.3] S(B,C) is a negligible $3(B U C) class.

We say that w is weakly 2-random relative to A if it is not a member of any
$9(A) null class. For such reals w we have w %7 A.

Theorem 4.4. For each noncomputable c.e. set A there exists a total com-
putable random-preserving nowhere injective f : 2 — 2% such that

(i) f is a oneway collision-resistant surjection
(ii) A computes an inversion of f and a pair of f-siblings
and if w is weakly 2-random relative to A then
e w does not compute any probabilistic inversion of f

e w does not compute any pair of f-siblings.

Proof. By [22, Proposition 111.6.2] there exist computably inseparable c.e.
B,C with A =7 B =7 C. Since B,C are disjoint A =7 BUC so

S(B,C) is a null ¥3(A) class. (8)
Let h be the (B U C)-hash of Lemma [£3l and f be the h-shuffle.
Let w 27 A be weakly 2-random relative to A so w 21 A.

By Corollary B.7] f is a random-preserving nowhere injective surjection and
there is no probabilistic inversion ¢ <7 w of f. By Lemma (i) there is
an A-computable inversion of f.

By (8)), the choice of h,w and Lemma [4.3] w does not compute any pair of
f-siblings. In particular f is oneway and collision resistant. O
Corollary 4.5. For each noncomputable c.e. A there exists a total com-
putable nowhere injective surjection f : 2* — 2% such that

e f is oneway and collision-resistant relative to almost all oracles

e f is not oneway and not collision-resistant relative to A.

12



5 Injective oneway functions

Injective oneway maps (in particular permutations) are well-studied in com-
putational complexity and cryptography [11, [10]. It is therefore interesting
to know if there are injective oneway real functions f. It is not hard to show
that such f cannot be total computable [1, Corollary 3.2]. We do not know
if partial computable oneway injections exist. However we obtain an upper
bound on their strength: the oracles that can probabilistically invert them.

An interesting corollary is that, in general, it is easier to invert (even with-
out random oracles) partial computable random-preserving injections than
probabilistically invert total oneway real functions.

A tree T is a <-downward closed subset of 2<¥. A real z is a path of T if
x [n,€ T for all n. Let [T] be the class of all paths of T. Recall the notion
of representations of functions from §3.2

Lemma 5.1. Suppose f :C 2% — 2“ s partial computable and
e P <pwis a tree with [P] C dom(f)
e the restriction of f to [P] # 0 is injective.
There is g <7 w with g(f(x)) =z for all x € [P].
Proof. Let f be a computable representation of f with |f(o)| < |o| and
P,:=Pn2% where {,:=min{t:Voe PN2, |f(o) > s}
Since [P] C dom(f), P <r w the family (P;) is w-computable. Let
B =f{oc Py ir= flo)} CP
and §(7) be the longest common prefix of the strings in B”.
Since (P;|) is a w-computable family of finite sets:
e § <p w is a representation of some g :C 2 — 2%
e g(y) | < lim,, |§(7)] = co.

Assuming = € [P], f(z) = y we show g(y) = . If g(y) | then
ze (IBT< )] ={9®)}

T<Y T<Y

so g(y) = x. It remains to show that g(y) |-

13



For a contradiction suppose that Vs, g(y [s) = o for some o so
Vi<2 V7 <y: [BT]N[oi] #0.

Since each [B7] is closed, by compactness there exist zg,x; with

zie ) <[[BT]]O[[UZ']]> c [P].

T<Y

Since [P] C dom(f) for each i < 2 we get f(z;) | and
Vr <y VO <z [fO]N][r] #0

which implies f(z;) = y. Since z; € [oi] we have z¢ # x; which contradicts
the hypothesis that f is injective on [P]. O

A function p : N — N is almost everywhere dominating (a.e.d.) if it domi-
nates all ¢ : N — N, ¢ < z for almost all oracles z. By [7] there exists such
p <7 (. Oracles that compute an a.e.d. function are called a.e.d.

This notion can be characterized in terms of relative randomness.
Let x <pgr y denote that every y-random is x-random.
Lemma 5.2 (|13, 14]). The following are equivalent for each x:
(i) x is a.e. dominating
(it) O <prx
(iii) every positive I13 class has a positive I19(x) subclass.
Note that if f :C 2“ — 2% is partial computable:
(a) the domain of f is a I19 class (e.g. |2, Proposition 2.1])
(b) if P C dom(f) is TI%(w) then f(P) € II%(w) (e.g. |2, Proposition 2.2]).

By [21, Theorem 4.3] if z is z-random and y <p z is random then y is
z-random. So if f is random-preserving it preserves z-randomness for all z.

Partial computable injections are not oneway relative to any w > 0.

Theorem 5.3. Let f :C 2% — 2¥ be a partial computable injection and
w >rr I then f is not oneway relative to w.

Proof. Assuming that f is random-preserving by the hypothesis:

14



e dom(f) is a positive IIJ class by (a)
e there is a positive I1{(w) class P C dom(f) by Lemma
e £(P)€Tw) by (b).
By Lemma B.llet g <7 w be such that Vo € P, g(f(z)) = x. Then
e P has a w'-random member z because it is positive
e f(z) is w'-random because f is random-preserving.

Since f(P) is IT{(w) class with a w'-random member:

p(f(P)) >0 and Vye f(P), f(g(y) =y

so f is not oneway relative to w. O

By §3.2] there is a total computable f : 2¢ — 2% which is oneway relative to
any w #71 (/. Conversely it is not hard to show that no total computable f
is oneway relative to (/, see |2, Theorem 2.9].

On the other hand by [5] there are w 27 0/ with w >rr (/. So assuming
randomness-preservation, by Theorem [0.3] partial computable injections are
in general easier to invert than total computable many-to-one functions.
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