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GCP: Guarded Collaborative Perception with
Spatial-Temporal Aware Malicious Agent Detection
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Abstract—Collaborative perception significantly enhances au-
tonomous driving safety by extending each vehicle’s percep-
tion range through message sharing among connected and
autonomous vehicles. Unfortunately, it is also vulnerable to
adversarial message attacks from malicious agents, resulting in
severe performance degradation. While existing defenses em-
ploy hypothesis-and-verification frameworks to detect malicious
agents based on single-shot outliers, they overlook temporal
message correlations, which can be circumvented by subtle yet
harmful perturbations in model input and output spaces. This
paper reveals a novel blind area confusion (BAC) attack that
compromises existing single-shot outlier-based detection methods.
As a countermeasure, we propose GCP, a Guarded Collaborative
Perception framework based on spatial-temporal aware malicious
agent detection, which maintains single-shot spatial consistency
through a confidence-scaled spatial concordance loss, while si-
multaneously examining temporal anomalies by reconstructing
historical bird’s eye view motion flows in low-confidence regions.
We also employ a joint spatial-temporal Benjamini-Hochberg test
to synthesize dual-domain anomaly results for reliable malicious
agent detection. Extensive experiments demonstrate GCP’s supe-
rior performance under diverse attack scenarios, achieving up to
34.69% improvements in AP@0.5 compared to the state-of-the-
art CP defense strategies under BAC attacks, while maintaining
consistent 5-8% improvements under other typical attacks. Code
will be released at https://github.com/CP-Security/GCP.git.

Index Terms—Connected and autonomous vehicle (CAV), col-
laborative perception, malicious agents, spatial-temporal detec-
tion.

I. INTRODUCTION

COLLABORATIVE perception (CP) supersedes single-
agent perception by enabling information-sharing among

multiple connected and autonomous vehicles (CAVs), sub-
stantially enlarging a vehicle’s perception scope and accuracy
[1, 2, 3, 4, 5, 6, 7]. The extended perception helps an ego
vehicle detect occluded objects that were originally difficult
to recognize with single-vehicle perception due to physical
occlusions, thereby boosting the safety of autonomous driving
[8, 9, 10, 11, 12]. To collaborate, one simple way for an ego
CAV to receive helps is to directly request early-stage raw
data or late-stage detection results from the neighboring CAVs,
and then combine this information with its own data to get
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Fig. 1. Illustration of security challenges and defense mechanisms
in CP. While CP systems are vulnerable to adversarial messages from
malicious agents, our proposed GCP framework provides comprehensive
protection through joint spatial-temporal consistency verification, effectively
safeguarding the system against various attack patterns.

the CP results. However, these methods are either bandwidth-
consuming or vulnerable to perception noise or malicious
message attacks. The recent development of deep learning
has facilitated feature-level fusion, where the collaborative
CAVs send an intermediate representation of deep neural
network models to an ego CAV for aggregation, enhancing the
performance-bandwidth trade-off in multi-agent perception.

Although CP has brought many benefits to CP systems, it
is inevitably attracting adversarial attacks due to the openness
of communication channels. While traditional authentication
methods (e.g., message and/or source authentication) can
verify message sources and data integrity, they cannot protect
against compromised legitimate agents who possess valid
credentials to share malicious messages. In an intermediate
fusion-based CP system, a malicious collaborator could send
an adversarial feature map with intricately crafted perturbation
to an ego agent, causing significant CP performance degra-
dation after fusion. This is particularly dangerous because
the perturbed CP performance could drop far below the
single-agent perception, consequently resulting in catastrophic
driving decisions. Previous works have revealed diverse attacks
that can fool a CP system [13, 14, 15, 16]. For example,
Zhang et al.[16] introduced an online attack by optimizing a
perturbation on the attacker’s feature map in each LiDAR cycle
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and reusing the perturbation over frames, which significantly
lowers the performance of CP systems.

To guard CP systems, most existing works adopt outlier-
based defense against malicious agents following a multi-
round hypothesize-and-verify paradigm. In each round, ego
agents first generate multiple hypothetical CP outcomes by
assuming portion of the collaborators are benign based on
prior knowledge and then verify the consistency between
the ego agent’s single perception outcome and CP results.
The iteration repeats until all malicious agents are identified.
Following this idea, Li et al. [15] developed ROBOSAC, a ran-
dom sample consensus-based method for detecting malicious
agents. Besides, Zhao et al. [16] proposed MADE, a multi-test
detection framework utilizing match and reconstruction losses
to gauge consensus between the ego CAV and collaborative
results. Despite its efficacy, the existing hypothesize-and-
verify-based CP defense method merely compares the spatial
outlier consistency in a single frame without considering the
temporal contexts between consecutive frames. Meanwhile,
the static outlier-based detection can be easily bypassed when
the attacks are subtle yet dangerous in both model input and
output. CP-Guard+ [17] proposed a feature-level defense by
directly comparing the divergence of the spatial bird eye’s
view (BEV) feature map of the ego agent and collaborators,
effectively increasing the system’s scalability. However, all
the above works only leverage independent spatial-domain
information in a single time slot for malicious agent detection,
without considering the temporal correlation of collaborators’
messages in different time slots, resulting in suboptimal de-
fensive CP performance.

We strongly believe incorporating temporal knowledge is
crucial for CP defense based on two key insights. First,
adversarial attacks in real-world scenarios often exhibit distinct
temporal patterns. When malicious agents inject perturbations
intermittently to maintain stealth, these attacks manifest as
anomalous variations in the temporal domain of CP results.
For instance, both ROBOSAC [15] and MADE [16] observe
that attackers typically alternate between sending malicious
and benign messages across time slots to avoid detection.
This temporal characteristic provides an additional verifica-
tion dimension: beyond examining spatial consistency in the
current frame, we can leverage historical clean messages
from collaborators as reliable references to identify suspicious
temporal deviations. Second, even when attackers continuously
inject perturbations, their impact on CP results inevitably
creates distinctive temporal patterns that differ from normal
CP behaviors. These patterns manifest in various aspects, such
as unnatural object motion trajectories, inconsistent detection
confidence variations, or abrupt changes in spatial feature
distributions across frames. Such temporal anomalies, while
potentially subtle in individual frames, become more apparent
when analyzed over extended long sequences.

To address the aforementioned challenges, in this paper, we
first reveal a novel adversarial attack targeted at CP, namely,
the blind area confusion (BAC) attack, which generates subtle
and targeted perturbation in an ego CAV’s less confident areas
to bypass the single-shot outlier-based detection methods.
Besides, to overcome the limitations of previous malicious

agent detection methods, we propose GCP, a defensive CP
system against adversarial attackers based on knowledge from
both the spatial and temporal domains. Specifically, GCP lever-
ages a confidence-scaled spatial concordance loss and Long-
short-term-memory autoencoder (LSTM-AE)-based BEV flow
reconstruction to check the spatial and temporal consistency
jointly. To sum up, our main contributions are three-fold:

• We reveal a novel attack, dubbed as blind area confusion
(BAC) attack, which is targeted at CP systems by gen-
erating subtle and dangerous perturbation in an an ego
CAV’s less confident areas. The attack can significantly
degrade existing state-of-the-art single-shot outlier-based
malicious agent detection methods for CP systems.

• We develop GCP, a novel spatial-temporal aware CP
defense framework, under which malicious agents can be
jointly detected by utilizing a confidence-scaled spatial
concordance loss and an LSTM-AE-based temporal BEV
flow reconstruction. To the best of our knowledge, this
is the first work to protect CP systems from joint spatial
and temporal views.

• We conduct comprehensive experiments on diverse attack
scenarios with V2X-Sim dataset. The results demonstrate
that GCP achieves the state-of-the-art performance, with
up to 34.69% improvements in AP@0.5 compared to
the existing state-of-the-art defensive CP methods under
intense BAC attacks, while maintaining 5-8% advantages
under other typical adversarial attacks targeting at CP
systems.

II. RELATED WORK

A. Collaborative Perception (CP)

To overcome the inherent limitations of single-agent percep-
tion systems, particularly their restricted field-of-view (FoV)
and environmental occlusions, collaborative perception (CP)
has emerged as a promising paradigm that leverages multi-
agent data fusion to enhance perception comprehensiveness
and accuracy [18, 19]. The evolution of CP systems has
witnessed various fusion strategies, from early approaches
like raw-data-level fusion [1] and output-level fusion [20],
which faced significant challenges in communication overhead
and perception quality due to their high bandwidth require-
ments and information loss, respectively, to more sophisticated
intermediate-level feature fusion methods. Notable advances in
intermediate fusion include DiscoNet [21], which employs a
teacher-student framework to learn an optimized collaboration
graph for efficient knowledge transfer, and V2VNet [22],
which leverages graph neural networks for efficient neighbor-
ing vehicle information aggregation in dynamic traffic scenar-
ios. Where2comm [4] further advances the field by introducing
a confidence-aware attention mechanism that simultaneously
optimizes communication efficiency and perception perfor-
mance through selective information sharing. While these
developments have improved performance-bandwidth trade-
offs, they have exposed critical vulnerabilities in CP systems,
particularly regarding robustness against adversarial attacks
and system failures, which is the main focus of this paper.
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B. Adversarial CP

The vulnerabilities in CP systems can be broadly catego-
rized into systematic and adversarial challenges, each present-
ing unique threats to system reliability and safety. On the
system front, inherent issues such as communication delays,
synchronization problems, and localization errors have been
addressed by recent works. CoBEVFlow [23] introduced an
asynchrony-robust CP system to compensate for relative mo-
tions to align perceptual information across different temporal
states, while CoAlign [24] developed a comprehensive frame-
work specifically targeting at unknown pose errors through
adaptive feature alignment. However, beyond these system
challenges lies a more insidious threat, namely, adversarial
vulnerabilities introduced by malicious agents within the col-
laborative system. These adversaries can compromise system
integrity by injecting subtle adversarial noise into shared
intermediate representations, potentially causing catastrophic
failures in critical scenarios. Initial investigations by Tu et al.
[14] demonstrated how untargeted adversarial attacks could
compromise detection accuracy in intermediate-fusion CP sys-
tems through feature perturbation. Zhang et al. [13] advanced
this research by incorporating sophisticated perturbation ini-
tialization and feature map masking techniques for more
realistic, targeted attacks in real-world settings. Nevertheless,
these attack methods lack sophistication in attack region
selection and output perturbation constraints, making them
potentially detectable by conventional defense mechanisms
while highlighting the need for more robust security measures.

C. Defensive CP

In response to emerging threats, the research community
has developed various defensive strategies, primarily focusing
on output-level malicious agent detection through hypothesis-
and-verification frameworks, each offering unique approaches
to system security. ROBOSAC [15] employs an iterative
approach with Hungarian matching to achieve perception
consensus among collaborators, systematically identifying and
excluding potentially malicious agents from the collaboration
process. MADE [16] enhances this concept by introducing a
comprehensive multi-test framework that leverages both match
loss and collaborative reconstruction loss to ensure robust
consistency verification among perception results. Zhang et
al. [13] further contribute to this effort by utilizing occupancy
maps for discrepancy detection, providing an additional layer
of security through spatial consistency checking. While these
outlier-based detection methods show promise in identify-
ing obvious attacks, they remain vulnerable to sophisticated
attacks that produce subtle yet dangerous perturbations in
CP outputs, particularly in scenarios involving coordinated
malicious activities. Recent advances have begun exploring
intermediate feature-level inconsistency detection to improve
both efficiency and detection accuracy [17]. However, existing
approaches generally overlook the temporal dimension of col-
laborative messages and assume simplified intrusion models,
limiting their effectiveness against advanced persistent threats.
To address these limitations, we propose a comprehensive
defense framework that considers both spatial and temporal

aspects of malicious agent detection, offering a more robust
and complete solution to the security challenges in CP sys-
tems.

III. ATTACK METHODOLOGY

A. Model of CP

Consider a scenario with N CAVs, where the CAV set is
denoted as N . CAVs exchange collaboration messages with
each other, and each CAV can maintain up to K historical
messages from its collaborators. For the i-th CAV, we denote
its raw observation at time ti as Oti

i , and use Φi
enc to represent

its pre-trained feature encoder that generates intermediate
feature map Fti

i = Φi
enc(O

ti
i ). The collaboration message

transmitted from the m-th CAV to the i-th CAV at time ti is
denoted as Fti

m→i. Based on the received messages at current
timestamp and historical k (0 ≤ k ≤ K) timestamps, the i-th
CAV uses a feature aggregator f i

agg(·) to fuse these feature
maps and adopts a feature decoder Φi

dec(·) to get the final CP
output, which is expressed as:

Yti
i = Φi

dec

(
f i
agg

(
{Fti

m→i,F
ti−1

m→i, · · · ,F
ti−k

m→i}
N
m=1

))
, (1)

where Yti
i is the CP result of the i-th CAV at time ti. There

are two important notes in terms of the formulation described
in Eq. 1: i) the times ti−1, ti−2, · · · , ti−k are not necessary
to be equally distributed, and the time intervals between two
consecutive times can be irregular. ii) When the length of
historical times k equals 0, the i-th CAV outputs the CP
results without referring to the temporal contexts of messages
of collaborative CAVs, which degrades to the settings used in
most existing works like ROBOSAC [15] and MADE [16].

B. Adversarial Threat Model

The CP framework defined in Section III-A becomes vul-
nerable when malicious agents exist among the collaborative
CAVs. At time ti, we denote the set of malicious agents as
Mti ⊆ N . We assume that malicious agents can request and
transmit collaborative messages to benign agents before being
identified, and their adversarial messages follow a specific
time distribution D (detailed in Section V-A). Once the victim
CAV recognizes the malicious agents at a certain frame, it will
discard the received messages from those malicious agents and
cut off the connections with them until the next frame starts.
Meanwhile, the malicious agents are assumed to have white-
box access [25] to the model parameters since all agents in the
CP system must share the same model architecture to enable
feature-level cooperation. The malicious agents attack the CP
system by transmitting perturbed feature maps to the victim
CAV, resulting in its perception degradation. A general attack
procedure can be described as follows.

1) Observation Encoding: Each malicious agent encodes its
raw observation at time tj into an initial feature map
F

tj
j = Φj

enc(O
tj
j ), preparing to combine with adversarial

perturbations.
2) Perturbation Generation: In general cases, the malicious

agents generate perturbations [26, 27] by multi-step it-
erations, aiming to maximize the distance between CP
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Fig. 2. Overview of the proposed blind area confusion (BAC) attack. The
malicious agent first establishes communication with the victim ego CAV to
obtain collaborative messages, then infers the victim’s blind regions through
differential detection analysis and region segmentation. Finally, it generates
adversarial perturbations guided by the inferred confidence mask to confuse
the victim’s perception defense system.

results and ground truth (GT) while ensuring the input
perturbation amplitude is lower than a certain value
(using local prediction if GT is not available), which is
represented by:

argmax
δ

L(Ytj
δ ,Y

tj
gt), s.t. ∥δ∥ ≤ ∆i, (2)

where δ is the perturbation, ∆i is the maximum allowable
input perturbation amplitude, L(·) is the Loss function,
Y

tj
δ and Y

tj
gt represent the perturbed CP results and the

ground truth at time tj , respectively. However, single-shot
outlier-based detection can easily identify this general
perturbation generation. Section III-C introduces a more
elaborated attack targeted at CP systems.

3) Attack Triggering: After multi-step iterations, the mali-
cious agents generate intricately optimized perturbation
and send it to the victim agent. Without defense, the
victim agent will incorporate this adversarial message
into the fusion based on Eq. 1, yielding attacked CP
results with low accuracy.

C. Blind Area Confusion Attack

For previous outlier-based methods like ROBOSAC [15]
and MADE [16], the core idea is to check the spatial consis-
tency between ego CAV and CP outcomes. However, they only
clip the perturbation at the input level, and the output detection
errors are significant and randomly distributed, which can be
easily detected by outlier-based defense methods. Intuitively,
we want to emphasize that a good attack targeted at the CP
system should satisfy two conditions: (i) both the input and
output perturbation should not exceed a certain level; (ii) the
output perturbation should be more distributed in the regions
where the victim vehicle (i.e., agent or CAV) is less sensitive
so that the victim vehicle can hardly discern whether the

unseen detections could benefit from collaboration or just fake
ones. Following the above ideas, we design a novel blind area
confusion (BAC) attack as shown in Figure 2. The steps are
elaborated below.

Message Request. Following our threat model, a malicious
CAV i can participate in the CP system before being identified.
During this initial phase, it masquerades as a benign agent
to establish communication with the victim’s ego vehicle.
Specifically, the malicious CAV requests feature messages
Ftk

e→i from the victim’s ego agent at timestamp tk. These
messages contain valuable information about the victim’s
perception capabilities and limitations, which will be exploited
in subsequent attack stages. Note that in our low frame rate
setting (e.g., 10 FPS), the attack generation and feature fusion
can be completed within the same frame, eliminating the need
for temporal prediction compensation that would be required
in high FPS scenarios.

Differential Detection. After obtaining a victim’s mes-
sages, the malicious CAV i performs a comparative analysis
between independent and CP results to infer the victim’s
blind spots. The malicious CAV first generates two types
of perception results: single perception Ytk

s = Φi
dec

(
Ftk

e→i

)
using only the victim’s transmitted features, and CP Ytk

c =
Φi
dec

(
f i
agg

(
Ftk

i→i,F
tk
e→i

))
using both local and the victim’s

features. Let Ytk
s ∩Ytk

c denote the matched bounding boxes
between single and CP results. Based on this matching, the
system partitions all detections into two categories: victim-
only detections Ytk

vic = Ytk
s (marked in purple), and non-

victim detections Ytk
nvic = Ytk

c \ (Ytk
s ∩ Ytk

c ) (marked in
blue). This differential detection process reveals the spatial
distribution of the victim’s unique detections, providing crucial
insights into its perception strengths and potential blind spots,
which form the foundation for subsequent targeted perturba-
tion generation.

Blind Region Segmentation. The differential detection map
is processed through an adaptive region growing algorithm
to partition the BEV detection map into confident area (CA)
and blind area (BA), as shown in Algorithm 1. The algo-
rithm first uses Cluster() to determine the victim grid e by
finding the grid point with the minimum total distance to
all victim-detected objects, establishing a perception-centric
coordinate system. It then initializes seed grids from Ytk

vic

as CA seeds (value 1) and Ytk
nvic as BA seeds (value -1).

When Ytk
nvic is empty, which occurs in limited perception

range scenarios, the grid farthest from e is selected as the BA
seed to reflect natural perception degradation with distance.
The region growing process utilizes two priority queues (Qca,
Qba) to manage confident and blind area expansion. The
GetNeighbors() function implements an adaptive neighbor
selection mechanism:

Ks =

⌈
Kbase · exp

(
−γd ·

Dist(s, e)

Dnorm

)⌉
, (3)

where Dist(s, e) computes the Euclidean distance between
grid s and victim grid e, Dnorm =

√
H2 +W 2 is the

normalization factor based on BEV detection map dimensions
(height H and width W ), Kbase = 6 establishes a hexagonal-
like growth pattern, and γd = 0.3 controls the decay rate.
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This distance-adaptive design ensures denser expansion near
the victim and sparser expansion in distant regions, naturally
modeling spatial perception reliability [28]. The algorithm
expands both regions simultaneously through Queue.Pop()
(which removes and returns the next grid point from the
front of the queue) and Queue.Append() (which adds a
new grid point to the end of the queue) operations. The
initial queues Qca and Qba are created using Queue{m},
which constructs priority queues containing all grid points
m that are labeled as confident area (1) or blind area (-
1) respectively. These queue operations enable systematic
breadth-first expansion of regions. As grid points are popped
from either queue for processing, their unassigned neighbors
receive the corresponding label (1 for CA, -1 for BA). They
are appended to the appropriate queue for future expansion.
The final binary mask Mtk

c is created by converting BA
labels (-1) to 0, yielding a binary representation where 1
indicates confident areas and 0 represents blind areas. This
region-growing process naturally forms boundaries between
different perception zones, effectively capturing the spatial
characteristics of the victim’s perception capabilities.

Perturbation Optimization. BAC perturbation optimiza-
tion aims to make the perturbation mostly distributed in the
victim-blind area of the BEV detection map while adaptively
controlling the perturbation magnitude. This optimization
problem can be formulated as:

argmax
δbsi

L(Ytk
δ ⊙Wδ,Y

tk
gt ⊙Wδ),

s.t. Wδ = wδMδ + Sδ,

Sδ = 1− σ
(
|Ytk

δ −Ytk
gt| −∆o

)
,

∥δbsi∥ ≤ ∆i,

(4)

where L(·) denotes the optimization loss function, Mδ =
1 −Mtk

c {D
tk
i {Y

tk
δ }} is the inverted confidence mask, σ(·)

is the sigmoid activation function, | · | computes element-wise
absolute values, ∆i bounds the input perturbation magnitude,
∆o bounds the output perturbation magnitude, and wδ is a
positive weighting parameter.

This optimization formulation incorporates several innova-
tive design principles for effective and stealthy attacks. First,
instead of a simple loss function, it employs a weighted
loss function where ⊙ denotes element-wise multiplication.
The weight Wδ is carefully designed to guide the spatial
distribution of perturbations, ensuring more targeted attacks.
Second, the optimization adopts a dual-weight mechanism: the
spatial guidance weight Mδ directs perturbations towards the
victim’s blind areas, while the adaptive suppression weight
Sδ automatically reduces weights when output perturbations
become too large. The adaptive suppression is implemented
through a sigmoid function, which provides smooth transitions
when the prediction deviates from the ground truth beyond the
threshold ∆o. This design ensures that the attack remains ef-
fective while avoiding generating easily detectable anomalies.
Additionally, the input perturbation magnitude is constrained
by ∆i to maintain physical feasibility and attack stealthiness.
After the optimization, the malicious CAV i incorporates the
optimized perturbation δbsi into its intermediate BEV feature
before transmission to the victim CAV.

Algorithm 1 Blind Region Segmentation (BRS)
Input:

• Mtk
c , initial confidence mask (all-zero matrix).

• Ytk
vic, detected bounding boxes by victim vehicle.

• Ytk
nvic, undetected bounding boxes by victim vehicle.

• Dtk
i , the BEV detection map of CAV i.

Output: Mtk
c , binary confidence mask.

1: procedure BRS(Dtk
i )

2: e← Cluster(Ytk
vic) ▷ Victim Grid

3: if Ytk
nvic = ∅ then

4: Ytk
nvic ← argmax

g∈D
tk
i

Dist(g, e)

5: end if
6: Mtk

c {D
tk
i {Y

tk
vic}} ← 1

7: Mtk
c {D

tk
i {Y

tk
nvic}} ← −1

8: Qca,Qba ← Queue{m},∀ Mtk
c {m} = 1 or − 1

9: while Qca ̸= ∅ or Qba ̸= ∅ do ▷ Region Growth
10: for each Q ∈ {Qca,Qba} and Q ̸= ∅:
11: s← Q.Pop()
12: for j ∈ GetNeighbors(s, e) and Mtk

c {j} = 0:
13: Mtk

c {j} ← [Q = Qca]?1 : −1
14: Q.Append(j)
15: end while
16: Mtk

c {m} ← 0,∀ Mtk
c {m} = −1 ▷ Binary Mask

17: return Mtk
c

18: end procedure

IV. GCP FRAMEWORK

A. Overall Architecture

In this paper, we propose a robust framework to guard
CP systems through spatial-temporal aware malicious agent
detection. As illustrated in Fig. 3, GCP operates through a dual-
domain verification process. First, it computes a confidence-
scaled spatial concordance loss by estimating confidence
scores for each grid cell in the BEV detection map, evaluating
the consistency between the ego CAV’s observations and
messages from the i-th neighboring CAV at the current time
slot. Second, it performs temporal verification by analyzing the
past K frames from both the ego CAV and the i-th neighboring
CAV to generate a BEV flow map for low-confidence detec-
tions, employing an LSTM-AE-based temporal reconstruction
to verify motion consistency. The framework culminates in a
comprehensive spatial-temporal multi-test that combines both
consistency metrics to make final decisions on malicious agent
detection. The following sections (IV-B to IV-D) provide the
detailed descriptions of these core components.

B. Confidence-Scaled Spatial Concordance Loss

Existing spatial consistency checking methods typically
compare the difference between the ego CAV’s perception
and CP without considering the ego CAV’s varying perception
reliability across different spatial regions. This indiscrim-
ination could result in mistaking true blindspot detection
complemented by other CAVs as malicious signals. This
occurs because the ego CAV’s perception reliability naturally
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Fig. 3. Overview of the proposed GCP framework. GCP performs joint spatial-temporal consistency verification through two key components: (1) a
confidence-scaled spatial concordance loss that adaptively evaluates detection consistency, and (2) an LSTM-AE-based temporal BEV flow reconstruction that
captures motion patterns in CP.

decreases in occluded areas and at sensor range boundaries
[28]. When other CAVs provide valid detections in these low-
reliability regions, traditional methods may incorrectly flag
them as inconsistencies by failing to account for the ego
CAV’s spatially varying perception capabilities. To address
this limitation, we propose a novel confidence-scaled spatial
concordance loss (CSCLoss) that incorporates the ego CAV’s
detection confidence when checking messages from the i-th
CAV at time tk. Let Ytk

e denote the ego CAV’s detected
bounding boxes and Ytk

e,i represent the collaboratively de-
tected bounding boxes at timestamp tk. We first construct a
weighted bipartite graph between these two sets, where edges
represent matching costs based on classification confidence
and intersection-over-union (IoU) scores. Since |Ytk

e | may
differ from |Ytk

e,i|, we pad the smaller set with empty boxes
to ensure the one-to-one matching. The optimal matching
O{Ytk

e ,Ytk
e,i}Nn=1 is then obtained using the Kuhn-Munkres

algorithm [29]. To compute the CSCLoss, we first estimate a
spatial confidence map Ctk

e using the ego CAV’s feature map
Fti

e→e:

Ctk
e = Φconf

(
Fti

e→e

)
∈ [0, 1]H×W , (5)

where Φconf (·) is a detection decoder that generates confi-
dence scores for each grid cell in the BEV map [4]. The
CSCLoss is then calculated by combining the optimal match-
ing and confidence map:

Lcsc

(
Ytk

e ,Ytk
e,i

)
=

∑
c∈C

∑
j∈O

M
(
Y

tk(j)
e ,Y

tk(j)
e,i ; c

)
·Ctk(j)

e

|Ctk
e |

,

(6)
where C

tk(j)
e is the confidence score for the grid cell contain-

ing bounding box Y
tk(j)
e , c ∈ C represents a prediction class,

M(·) computes the matching cost between two boxes:

M (y1, y2; c) = ReLU (p1 − p2) + ϕ (1− IoU (z1, z2)) , (7)

where p1 and p2 are the class c posterior probabilities for boxes
y1 and y2, respectively, z1 and z2 are their spatial coordinates,
and ϕ is a weighting coefficient. Typically, when temporal
context is not applicable, a spatial anomaly can be assumed
to be detected when Lcsc exceeds a threshold α.

C. Low-Confidence BEV Flow Matching

Bird’s Eye View (BEV) flow [23] represents the consec-
utive motion vectors of detected objects across consecutive
frames in the top-down perspective. By observing the flow of
bounding boxes in the BEV space over time, we can capture
the temporal dynamics and motion patterns of objects in the
scene. For computational efficiency, we only perform temporal
matching on two specific types of low-confidence BEV flows:
(i) those with low detection scores from ego CAV’s own view,
and (ii) ego CAV’s unseen detections that the collaborative
agents complement. While temporal matching could be applied
to all detected boxes, focusing on these low-confidence cases
is particularly crucial as it is difficult for an ego CAV to
judge whether they represent true objects or perturbations
caused by malicious agents merely through single-shot spatial
checks, especially when the added perturbation is subtle. To
address this challenge, we utilize temporal characteristics to
analyze their anomaly patterns. We first match the detected
low-confidence bounding boxes of Ytk

e,i to those in the past
K frames Ytk−1

e,i ,Y
tk−K+1

e,i , · · · ,Ytk−K

e,i . In the BEV detection
map, each detected bounding box can be represented as a set
of 4 corner points:

oj = [x1
j , y

1
j , · · · , x4

j , y
4
j ]

⊤ ∈ R8,∀oj ∈ Ytk
e,i, (8)
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where {(xk
j , y

k
j )}4k=1 represents the locations of 4 corners of

bounding box oj in BEV detection map. Given the current-
frame low-confidence bounding boxes set Otk

e,i ∈ Ytk
e,i, the

ego CAV will generate BEV flow Itke,i by iteratively matching
the bounding boxes in each historical frame. As shown in
Algorithm 2, the matching process is a chain-based process,
which means that we first find the best-matched bounding
boxes B

tk−1

e,i in Y
tk−1

e,i for Otk
e,i, then we keep searching for

the best matched bounding boxes B
tk−2

e,i in Y
tk−2

e,i for Btk−1

e,i ,
until the K-th frame has been matched. During this process,
not all the bounding boxes in Otk

e,i in Ytk
e,i can be matched up

to the K-th frame, we call the successfully matched bounding
boxes as the candidate BEV flow Itkc . LSTM-AE is used to
reconstruct it for further temporal consistency check. As for
the unmatched BEV flow Itku , they will result in additional
time anomaly penalties. To maintain computational efficiency,
we cache the historical matching chains for each tracked flow.
This significantly reduces the computational complexity as
previously established matches can be directly reused without
re-computation, making the chain matching process highly
efficient in practice. Note that consecutive K frames are not
always completely available for chain matching. There are two
cases when the frame cache is not enough for chain matching.

• Case 1: The ego CAV may have not collected up to
K frames of neighboring CAVs at the early stage. In
this case, we only use spatial consistency to check the
malicious agent until the cached messages are up to K
frames.

• Case 2: Certain frames of neighboring CAVs have been
identified as malicious messages and are thereby dis-
carded. In this case, we use Kalman Filter (KF) [30] for
interpolation (Please refer to Appendix A). We also set
a maximum consecutive interpolation limit of L to avoid
the cumulative error. Once the consecutive interpolation
frames exceed the limit L, all the cached frames will be
refreshed.

D. Temporal BEV Flow Reconstruction

For the generated candidate BEV flow, we further analyze
their temporal characteristics based on the current and past
K-frame messages from the i-th CAV. As shown in Fig 3,
there are three key components of BEV flow reconstruction:
LSTM encoder, LSTM decoder, and temporal reconstruction
loss estimator.

LSTM encoder. Each candidate BEV flow itkc ∈ Itkc can be
represented as itkc = [ok−K , ok−K+1, · · · , ok]⊤ ∈ R(K+1)×8,
the LSTM encoder further encodes the high-dimensional input
sequence into a low-dimensional hidden representation using
the following equation:

Hk = σo ([Hk−1, ok])⊙ tanh(Ck), (9)

where σo(·) = σ(wo(·) + bo) represents the output gate with
activation function σ(·), weight wo, and bias bo. Hk−1 and ok
represent the concatenation of the hidden state and the current
input, respectively. Ck represents the input gate calculated by:

Ĉk = tanh(wc[Hk−1, ok] + bc), (10)

Ck = σf ([Hk−1, ok])⊙Ck−1 + σg ([Hk−1, ok])⊙ Ĉk, (11)

where σf (·) is the forget gate, σg(·), Ĉk, Ck represent the
input gate. The output vector will be repeated K +1 times to
yield the final encoded feature vector:

Hk = Φlstm
enc {itkc } ∈ R1×M , (12)

Hbf =

K+1 times︷ ︸︸ ︷
Hk ⊕Hk ⊕ . . .⊕Hk ∈ R(K+1)×M , (13)

where M is the latent encoded feature dimension, Φlstm
enc {·}

is the LSTM encoding network model containing M compu-
tation units following Eq. 9 to Eq. 11, and ⊕ represents the
concatenation operation along the horizontal dimension.

LSTM decoder. The LSTM Decoder consists of a 3-layer
network with K LSTM cell units. Each LSTM cell processes
each R1×M encoded feature. These LSTM units generate a
R(K+1)×M output vector learned from the encoded feature,
which is further multiplied with a RM×8 vector output by
a TimeDistributed (TD) layer [31]. The TimeDistributed layer
maintains the temporal structure by applying a fully connected
layer to each time step output. Finally, the LSTM decoder
generates a reconstructed vector îtkc with the same size as the
input vector following:

îtkc = Φlstm
dec {Hbf} · TD{Hbf} ∈ R(K+1)×8, (14)

where Φlstm
dec {·} is the LSTM decoding network model, TD{·}

represents the TimeDistributed Layer funciton.
Temporal reconstruction loss estimator. To evaluate the

loss between the input vector and output vector, we use Mean
Absolute Error (MAE) as a metric, given by:

Ltr(i
tk
c , îtkc ) =

1

K

K∑
i=1

|ok−i − ôk−i|, (15)

where ôk−i ∈ îtkc is the reconstructed BEV flow vector at
time tk−i. The final temporal anomaly score is the sum of the
candidate BEV flow reconstruction loss and the unmatched
BEV flow penalty, given by:

Lta =
∑

i
tk
c ∈I

tk
c

Ltr(i
tk
c , îtkc ) + κp|Itku |, (16)

where κp is a constant penalty coefficient for the unmatched
BEV flow.

E. Joint Spatial-Temporal Benjamini-Hochberg Test

To jointly utilize spatial and temporal anomaly results for
malicious agent detection, we employ the Benjamini-Hochberg
(BH) procedure [16, 32]. The BH procedure effectively con-
trols the False Discovery Rate (FDR) - the expected proportion
of false positives among all rejected null hypotheses, which
is crucial in CP where false accusations can severely impact
system reliability. For each CAV i under inspection, we first
compute a weighted combination of spatial and temporal
scores:

LST = ωsLcsc + ωtLta, (17)



8

Fig. 4. Architecture of LSTM-AE-based BEV flow reconstruction. The
input BEV flow vector consists of 8-dimensional features representing corner
points of detected objects. The encoded latent features are repeated K + 1
times before decoding, followed by a TimeDistributed layer for temporal-
aware reconstruction of object motion patterns.

where ωs and ωt are learnable weights. The BH procedure
controls FDR through a step-up process that adapts its rejec-
tion threshold based on the distribution of observed p-values.
Unlike traditional single hypothesis testing, the BH procedure
maintains FDR control at level αbh even under arbitrary
dependencies between tests, making it particularly suitable for
CP where agents’ behaviors may be correlated due to shared
environmental factors or coordinated attacks. We formulate the
hypothesis test H = {H0,H1}, where H0 : LST ∼ Pnormal

represents the null hypothesis that the combined score follows
the distribution of normal agents, and H1 : LST ≁ Pnormal

represents the alternative hypothesis. Since this distribution is
typically intractable, we compute conformal p-values using the
calibration set S:

p̂ =
1 + |{s ∈ S : s ≥ LST }|

1 + |S|
, (18)

where | · | represents the cardinality of the set. Following the
BH procedure, we sort the p-values in ascending order p̂(1) ≤
p̂(2) ≤ ... ≤ p̂(m) for m hypothesis tests. Let j be the largest
index satisfying:

p̂(j) ≤
j

m
αbh, (19)

Then, agent i is classified as malicious when its p-value is
less than or equal to p̂(j), where αbh controls the desired false
detection rate.

V. EXPERIMENTS

In this section, we first describe the experimental setup,
including dataset, attack and defense settings, and implemen-
tation details. After that, both the quantitative and qualitative
results are introduced.

Algorithm 2 Chain-based BEV Flow Matching (BFM)
Input:

• Otk
e,i, low-confidence detections at current frame

• {Ytk−j

e,i }Kj=1, cached detections from past K frames
Output: Itkc , Itku (candidate and unmatched BEV flows)

1: procedure BFM(Otk
e,i)

2: Itkc , Itku ← {}, {} ▷ BEV Flow Initialization
3: if Otk

e,i = ∅ then return Itkc , Itku
4: end if
5: for oj ∈ Otk

e,i do
6: ij ← [oj ], curr ← oj , matched← True
7: for k ← K − 1 down to 0 do ▷ Chain Match
8: bmax ← argmax

b∈Y
tk
e,i

IoU(b, curr)

9: cost ← ReLU(pcurr − pb) + ϕ(1 −
IoU(b, curr))

10: if cost < τ then
11: ij ← ij ⊕ bmax, curr ← bmax

12: else
13: matched← False
14: break
15: end if
16: end for
17: if matched then ▷ Flow Concatenation
18: Itkc ← Itkc ∪ {ij}
19: else
20: Itku ← Itku ∪ {ij}
21: end if
22: end for
23: return Itkc , Itku
24: end procedure

A. Experimental Setup

Datasets. We conduct experiments using two data sets,
namely, V2X-Sim dataset [2] and V2X-Flow dataset. V2X-
Sim dataset is used for training and evaluating different CP
models and CP defense methods, while V2X-Flow dataset is
used for pre-training LSTM-AE in our GCP.

• V2X-Sim Dataset. V2X-Sim [2] is a simulated dataset
generated by the CARLA simulator [33]. The dataset
contains 10,000 frames of synchronized multi-view data
captured from 6 different connected agents (5 vehicles
and 1 RSU), including LiDAR point clouds (32-beam,
70m range) and RGB images, along with 501,000 anno-
tated 3D bounding boxes containing object attributes. The
data is split into training, validation, and test sets with a
ratio of 8:1:1.

• V2X-Flow Dataset. To facilite the pre-training of LSTM-
AE used in our GCP, we construct a V2X-Flow dataset
based on V2X-Sim. We separate the annotations of the
V2X-Sim dataset to generate the BEV flow of each
bounding box using the chain-based BEV flow matching
method mentioned in Section IV-C. The dataset split of
V2X-Flow is the same as V2X-Sim.

Attack Settings. To simulate realistic attack scenarios in
vehicular networks, we consider that malicious agents would
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adopt stealthy strategies instead of continuously launching
attacks. The temporal patterns of such attacks can be modeled
with different distributions. Given the total number of collabo-
rative agents Na, the time horizon T , the number of malicious
agents m, and an attack ratio λ (the proportion of malicious
messages to the total messages from all agents over the time
horizon), we evaluate three representative time series attack
modes. For all modes, the total malicious messages λNaT are
distributed among m malicious agents following a truncated
normal distribution N (λNaT

m , σ2) to simulate varying attack
capabilities while maintaining reasonable attack intensities:

• Random attack process (R-mode) [15, 16]. This mode
follows a uniform random distribution in which malicious
messages are randomly distributed over the time period
T , with λNaT total malicious messages from m mali-
cious agents, simulating unpredictable attack patterns.

• Poisson attack process (P-mode) [34]. This mode models
bursty attack patterns (e.g., DDoS attacks) in which
intense activities occur in short durations. At each time
step t ∈ T , the number of malicious messages Nt follows
a Poisson distribution:

P (Nt = k) =
(λNa)

kexp (−λNa)

k!
, (20)

where k denotes the number of malicious messages at
time step t, and λNa represents the mean rate.

• Susceptible-Infectious process (S-mode) [35]. This mode
simulates progressive attack scenarios where malicious
behaviors spread through the network over time, similar
to virus propagation. The evolution of the number of
malicious messages Nt follows:

dNt

dt
= γNt(1−

Nt

λNaT
), (21)

where γ represents the propagation rate.
For adversarial perturbation generation, we evaluate our
method against three representative white-box attacks: Pro-
jected Gradient Descent (PGD) [36], Carlini & Wagner
(C&W) [37], and Basic Iterative Method (BIM) (Please refer
to Appendix B for implementation details). Moreover, we
introduce our proposed BAC attack to exploit the vulner-
abilities in CP systems specifically. To maintain real-time
attack capability, the BAC mask generation adopts a slow
update strategy without requiring per-frame updates. In our
experiments, we set the mask update rate to 0.5 FPS.
Implementation Details. Our GCP is implemented with Py-
Torch. Each agent’s locally captured LiDAR or camera data
is first encoded into a BEV feature map with size 16 × 16
and 512 channels. The encoder network adopts a ResNet-
style architecture with 5 layers of feature encoding, with
output feature dimensions progressively increasing from 32
to 512 channels while spatial dimensions decrease from 256
to 16. The decoder consists of three convolutional blocks with
channel dimensions progressively decreasing from 512 to 64.
The detection head follows a two-branch design (classifica-
tion and regression) with standard convolutional layers, batch
normalization, and ReLU activation. It uses an anchor-based
detection decoder [38] with multiple anchor sizes per location.

The fusion method is V2VNet [22]. The LSTM-AE model
consists of 2 LSTM layers with hidden dimension 32. We train
the model using Adam optimizer (lr=0.001) with the default
history sequence length 5. All experiments are conducted on a
server with 2 Intel(R) Xeon(R) Silver 4410Y CPUs, 4 NVIDIA
RTX A5000 GPUs, and 512 GB RAM.
Baselines and Evaluation Metrics. We compare our method
with two state-of-the-art CP defense baselines: ROBOSAC
[15] and MADE [16]. We also include three reference settings:
(1) Upper-bound - CP without malicious agents, representing
the optimal performance; (2) Lower-bound - ego vehicle’s
local perception only; and (3) No defense - CP with malicious
agents but without any defense measures. To validate the effec-
tiveness of our spatial-temporal design, we also evaluate two
variants of GCP: spatial-only defense (GCP-S) and temporal-
only defense (GCP-T). The performance of all methods is
evaluated using both accuracy and efficiency metrics: average
precision at 0.5 IoU (AP@0.5) and 0.7 IoU (AP@0.7) for
detection accuracy and Frames Per Second (FPS) for compu-
tational efficiency.

B. Quantitative Results

Comparative results against different attacks. As shown
in Table I, we evaluate our proposed GCP against various
attack methods and time series modes on the V2X-Sim dataset.
First, all defense methods demonstrate varying degrees of ef-
fectiveness compared to the no-defense baseline, which suffers
severe performance degradation under all attack scenarios,
especially for C&W attacks. While baseline methods show
some defense capability, with MADE performing slightly
better than ROBOSAC against conventional attacks (PGD,
C&W, and BIM), they both exhibit significant vulnerability
to our proposed BAC attack. Our proposed GCP consistently
performs better across all attack scenarios and time series
modes. For conventional attacks, GCP outperforms exist-
ing methods with consistent improvements (0.47%-0.79% in
AP@0.5) across PGD, C&W, and BIM attacks. The advantage
becomes more pronounced under our challenging BAC attack,
where GCP significantly surpasses MADE and ROBOSAC by
12.64% and 8.53% in AP@0.5, respectively, while maintaining
performance close to the upper bound with only 3.88% degra-
dation. Across different time series attack modes (R-Mode, P-
Mode, and S-Mode), GCP demonstrates consistent robustness,
maintaining stable performance where baseline methods show
varying degrees of degradation. These results validate the
effectiveness of our spatial-temporal defense mechanism in
handling diverse attack patterns in CP systems.
Comparative results with dynamic attack intensities. Table
II shows the performance comparison under different per-
turbation budgets and attack intensities. All methods show
performance degradation with more intense attacks (m = 3,
λ = 0.5), where MADE exhibits the largest drops (13.69%-
15.68% in AP@0.5) while GCP maintains relatively sta-
ble performance with only 5.46%-5.74% degradation. For
perturbation budget settings, we observe that larger output
perturbation (∆o = 0.5) enables more effective defense
than smaller ones (∆o = 0.1). Increasing input perturbation
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TABLE I
COMPARATIVE RESULTS UNDER DIFFERENT ATTACK METHODS AND MODES. WE REPORT THE AP@0.5 AND AP@0.7 UNDER DIFFERENT ATTACK

METHODS AND TEMPORAL PATTERNS. ATTACK SETTINGS: THE NUMBER OF MALICIOUS AGENTS m = 2; ATTACK RATIO λ = 0.25; INPUT/OUTPUT
PERTURBATION BUDGET ∆i = ∆o = 0.5; THE NUMBER OF ITERATIONS = 10. BEST RESULTS EXCLUDING UPPER-BOUND ARE IN BOLD, WHILE

SIGNIFICANT PERFORMANCE DROPS ARE MARKED WITH ↓.

Method Mode PGD attack C&W attack BIM attack BAC attack
AP@0.5 AP@0.7 AP@0.5 AP@0.7 AP@0.5 AP@0.7 AP@0.5 AP@0.7

Upper-bound — 80.52 78.65 80.52 78.65 80.52 78.65 80.52 78.65

GCP (Ours)

Average 77.54 76.51 76.81 75.56 77.40 76.46 76.64 75.64
R 76.88 75.78 76.90 75.16 76.72 75.74 75.80 74.96
P 77.37 76.34 77.13 76.20 77.38 76.43 76.29 75.09
S 78.36 77.41 76.41 75.32 78.11 77.22 77.82 76.87

MADE [16]

Average 77.07 75.75 76.28 74.87 76.61 75.06 64.00↓ 54.48↓
R 76.67 75.56 75.81 74.28 76.82 75.28 65.63 56.92
P 76.76 75.04 76.29 74.81 76.96 75.88 65.11 55.95
S 77.79 76.66 76.39 75.42 76.06 74.01 61.28 50.58

ROBOSAC [15]

Average 73.31 71.54 73.90 72.16 73.48 71.70 68.11↓ 64.77↓
R 74.64 72.93 74.52 72.78 74.67 73.19 68.68 64.82
P 73.98 72.84 73.63 72.45 73.63 72.07 67.25 65.48
S 71.31 68.84 73.54 71.26 72.14 69.85 68.40 64.02

No Defense

Average 36.65↓ 35.92↓ 17.70↓ 15.14↓ 38.27↓ 37.28↓ 54.83↓ 45.11↓
R 36.50 35.64 18.03 15.52 37.07 36.18 55.19 43.99
P 39.01 38.35 18.92 16.23 36.59 35.47 55.03 45.07
S 34.45 33.78 16.14 13.66 41.16 40.19 54.26 46.28

Lower-bound — 64.08 61.99 64.08 61.99 64.08 61.99 64.08 61.99

TABLE II
COMPARATIVE PERFORMANCE UNDER DIFFERENT ATTACK INTENSITIES. WE REPORT THE AP@0.5 AND AP@0.7 UNDER DIFFERENT

INPUT/OUTPUT PERTURBATION BUDGET (∆i /∆o) AND ATTACK INTENSITIES. ATTACK SETTINGS: MODERATE ATTACK (m = 2, λ = 0.25) AND INTENSE
ATTACK (m = 3, λ = 0.5); INPUT/OUTPUT PERTURBATION BUDGET ∆i = ∆o = 0.5. BEST RESULTS EXCLUDING UPPER-BOUND ARE IN BOLD, WHILE

SIGNIFICANT PERFORMANCE DROPS ARE MARKED WITH ↓.

Method BAC Attack ∆i = 0.5,∆o = 0.5 ∆i = 0.5,∆o = 0.1 ∆i = 1.0,∆o = 0.5 ∆i = 1.0,∆o = 0.1
AP@0.5 AP@0.7 AP@0.5 AP@0.7 AP@0.5 AP@0.7 AP@0.5 AP@0.7

Upper-bound — 80.52 78.65 80.52 78.65 80.52 78.65 80.52 78.65

GCP (Ours) Moderate 75.80 74.96 75.23 74.02 75.58 74.28 75.51 74.69
Intense 70.22 68.57 70.03 68.36 70.07 68.59 69.77 68.20

MADE [16] Moderate 65.63 56.92 65.80 57.26 65.39 55.56 66.93 56.79
Intense 51.94↓ 40.87↓ 54.22↓ 41.38↓ 53.21↓ 40.61↓ 51.04↓ 36.25↓

ROBOSAC [15] Moderate 68.68 64.82 66.26 62.38 64.12 58.08 65.64 61.42
Intense 60.09 54.88 61.20 55.07 59.08 51.14 61.02 53.87

No Defense Moderate 55.19↓ 43.99↓ 65.05 55.44 55.92↓ 42.91↓ 59.54 47.27↓
Intense 35.63↓ 25.35↓ 47.82↓ 32.55↓ 33.40↓ 17.98↓ 41.85↓ 23.24↓

(∆i = 1.0) significantly impacts baseline methods, with RO-
BOSAC showing 4.56% drop in AP@0.5 even under moderate
attacks. In contrast, GCP maintains consistent performance
across all settings (less than 0.5% variation in AP@0.5).
Overall, our proposed GCP outperforms baselines by 7.12%-
18.29% in AP@0.5, with advantages more pronounced under
intense attacks and large perturbation budgets. These results
demonstrate our spatial-temporal defense mechanism’s strong
adaptability and robustness against varying attack parameters.

Ablation studies. To evaluate the effectiveness of our pro-
posed GCP, we compare it with its variants that use only spatial
or temporal defense mechanisms. As shown in Table III, both
components contribute to the overall defense performance but
with different strengths against different attacks. For conven-
tional PGD attacks, the spatial component plays a dominant
role, with GCP-S achieving comparable performance (77.21%
AP@0.5) to the full model (77.54% AP@0.5), while GCP-T
shows limited effectiveness (70.16% AP@0.5). However, for

our challenging BAC attack, neither component alone can
maintain robust performance, with significant drops in GCP-S
(7.41% decrease in AP@0.5) and GCP-T (10.63% decrease in
AP@0.5) compared to the full model. This demonstrates the
necessity of combining both spatial and temporal consistency
checks for effective defense against sophisticated attacks in
CP systems. Notably, despite using a lighter architecture,
GCP-S maintains better performance than ROBOSAC [15]
and MADE [16], validating the effectiveness of our CSCLoss
design proposed in Section 4.2.

Effect of the frame cache length and KF interpolation
times. We analyze two key hyperparameters in GCP: the
maximum cached frame length (K) and the maximum allowed
consecutive KF interpolation times (L). As shown in Fig. 5,
moderate values for both parameters generally yield better
performance across different attack modes. The optimal value
for cache size K is consistently around K = 5. Under BAC
attack, S-mode performance peaks at K = 5 with AP@0.5 of
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Fig. 5. Comparative results of AP under different cached frame length and consecutive KF interpolation times on V2X-Sim Dataset. Attack settings:
m = 2, λ = 0.25; ∆i = ∆o = 0.5. (a)-(d): AP@0.7 results under different attacks and interpolation budgets; (e)-(h): AP@0.7 results under different attacks
and cached frame length.

Fig. 6. Visualization of the BAC attack pipeline on V2X-Sim dataset. (a) Detection results using only victim vehicle’s local perception; (b) Enhanced
detection results through CP; (c) Initial BAC seed map generated from differential detection results; (d) Refined BAC confidence mask obtained through blind
region segmentation. Red boxes are predictions while the green ones are GT.

76.87%, while smaller (K = 3, 73.92%) and larger (K = 7,
73.48%) sizes degrade performance. This suggests a moderate
cache balances sufficient temporal context and avoids noise
from distant frames. For consecutive KF interpolation times
L, optimal performance is typically achieved at L = 3 or
L = 4. For BIM attacks, S-mode AP@0.5 reaches 77.42%
whenL = 3, dropping to 73.09% when L increases to
5. This indicates that while KF interpolation aids temporal
consistency, excessive consecutive interpolation may introduce
cumulative errors, affecting detection accuracy.
Quantitative analysis of attack and defense speeds. As
shown in Table IV, we analyze computation speeds across
different attack and defense methods. For attacks, the reported
FPS values represent single-iteration performance. With 3-5
iterations typically sufficient for effective attacks, all methods
can enable real-time attacks in low frame rate scenarios (10-
15 FPS). Our BAC attack shows slightly lower speed than

PGD (22.4 vs 25.3 FPS) due to mask generation but maintains
efficiency through a low-frequency mask update strategy (0.5
FPS). On the defense side, while baseline methods MADE
and ROBOSAC show higher speeds against BAC attack (82.8
and 44.6 FPS), this actually indicates that their detection
mechanisms are bypassed. In contrast, our GCP maintains
robust defense speeds (30.2-47.6 FPS) with only 3.88% perfor-
mance degradation under BAC attack. These results validate
that both our attack and defense methods meet the real-
time requirements for practical deployment, demonstrating the
potential for seamless integration into existing CP systems
without compromising efficiency.

C. Qualitative Results

Visualization of BAC attack process. As shown in Fig. 6,
the complete pipeline of BAC attack on V2X-Sim dataset is
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Fig. 7. Visualization of 3D detection results on V2X-Sim dataset. Attack settings: number of malicious agents = 2; attack ratio = 0.25; input/output
perturbation budget = 0.5. Scene ID: 8, Frame ID: 81, 65, 30, 47 (from top to bottom). Red boxes are predictions while the green ones are GT.

Fig. 8. BEV flow reconstruction loss distribution. Agent 0 and 2 are under
BAC attack (∆o = 0.5) while agent 3 and 4 are normal. Scene ID: 8, Frame
ID: 61.

visualized. First, the malicious agent analyzes the detection
results using only the victim vehicle’s local perception (Fig.
6(a)) to identify its inherent blind spots and perception limita-
tions. Then, by comparing with the CP results (Fig. 6(b)), the
attacker can identify regions where the victim heavily relies on

TABLE III
ABLATION STUDY RESULTS. COMPARISON BETWEEN FULL GCP MODEL

AND ITS VARIANTS (GCP-S AND GCP-T). ATTACK SETTINGS: m = 2,
λ = 0.25, ∆i = ∆o = 0.5.

Method PGD attack BAC attack
AP@0.5 AP@0.7 AP@0.5 AP@0.7

Upper-bound 80.52 78.65 80.52 78.65
GCP (Ours) 77.54 76.51 76.64 75.64
GCP-S 77.21 76.10 69.23 62.38
GCP-T 70.16 67.33 66.01 58.79
No Defense 36.65 35.92 54.83 45.11

TABLE IV
QUANTITATIVE RESULTS OF ATTACK AND DEFENSE SPEED. WE REPORT

THE AVERAGE COMPUTATION SPEED (FPS) UNDER DIFFERENT ATTACK
AND DEFENSE SETTINGS. ATTACK SETTINGS: m = 2, λ = 0.25;

∆i = ∆o = 0.5.

Attack Method Attack Defense Speed (FPS)
Speed (FPS) MADE ROBOSAC GCP

PGD attack 25.3 55.8 27.1 38.6
C&W attack 18.2 38.5 21.6 30.2
BIM attack 24.8 54.6 28.7 37.5
BAC attack 22.4 82.8 44.6 47.6

collaborative messages for object detection. This differential
analysis enables the malicious agent to generate an initial BAC
seed map (Fig. 6(c)) that highlights these perception-dependent
areas. Finally, through the proposed blind region segmentation
algorithm, the attacker obtains a refined BAC confidence mask
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(Fig. 6(d)) that precisely delineates the victim’s vulnerable re-
gions, providing targeted guidance for adversarial perturbation
generation.
Visualization of collaborative 3D detection. As shown in
Fig. 7, we visualize the detection performance under different
attack and defense scenarios on V2X-Sim dataset. While
conventional attacks (PGD, C&W, BIM) generate obvious
perturbations that baseline methods can easily detect, our BAC
attack demonstrates superior stealthiness by optimizing output-
space perturbations, specifically in blind regions. This makes it
particularly challenging for existing methods like ROBOSAC
and MADE to defend against, as evidenced by their signifi-
cant performance degradation. In contrast, our proposed GCP
framework maintains robust detection performance through
effective spatial-temporal consistency verification, achieving
results that approach the upper bound of CP. The visualization
clearly shows that GCP successfully preserves accurate object
detection even under sophisticated BAC attacks, while baseline
methods struggle to maintain reliable performance.
Visualization of BEV flow reconstruction loss distribution.
Fig. 8 illustrates the distribution of BEV flow reconstruction
losses across different agents. Normal agents (Agent 3 and
4) exhibit consistently low losses (mean: 0.0101 and 0.0091)
with minimal variance and only one unmatched flow each,
indicating stable temporal consistency. In contrast, agents
under BAC attack (Agent 0 and 2) show significantly higher
maximum losses (0.4219 and 0.8636) with greater variance
and more unmatched flows (2 each), revealing temporal in-
consistencies introduced by the attack. While some flows from
malicious agents maintain low losses due to the stealthy nature
of BAC attacks, the combination of high-loss outliers and
increased unmatched flows provides reliable indicators for
attack detection.

VI. CONCLUSION

In this paper, we have devised a novel blind area confusion
(BAC) attack to show that collaborative perception (CP) sys-
tems are vulnerable to malicious attacks even with existing
outlier-based CP defense mechanisms. The key innovation
of the BAC attack lies in the blind region segmentation-
based local perturbation optimization. To counter such attacks,
we have proposed our GCP, a robust CP defense framework
utilizing spatial and temporal contextual information through
confidence-scaled spatial concordance loss and LSTM-AE-
based temporal BEV flow reconstruction. These components
are integrated via a spatial-temporal Benjamini-Hochberg test
to generate reliable anomaly scores for malicious agent detec-
tion. Extensive experiments have demonstrated the superior
robustness of our framework against various attacks while
maintaining high detection performance. The effectiveness of
our approach across different attack scenarios and perturbation
settings highlights the potential of spatial-temporal analysis to
guard CP systems. Looking forward, our work provides valu-
able insights into developing secure and reliable CP systems
in autonomous driving, paving the way to robust multi-agent
collaboration in real-world applications.
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APPENDIX A
KF-BASED BEV FLOW INTERPOLATION

Given the state transition equations for intermittent BEV
flow, we can directly apply these to the Kalman filter (KF)
framework for both prediction and state update, and thereby
interpolate the missing values. Assume that system state and
observation noises are additive white Gaussian noises and that
the state transition and observation models are linear, we first
define the state vector and the state transition matrix of BEV
flow:

oj = [x1
j , y

1
j , · · · , x4

j , y
4
j ]

⊤ ∈ R8, (22)

where oj represents the BEV flow state vector, containing 4
corner points of a bounding box in the BEV detection map,
with (xk

j , y
k
j ) being the coordinates of the k-th corner point.

Then, the state transition equation can be represented as:

oj,k+1 = Fkoj,k +wk, (23)

where Fk is the state transition matrix constructed based on
the equations provided, assuming no external control inputs
besides the physical model-based linear relationships:

Fk =

[
I4 ∆tI4
04 I4

]
, (24)

where I4 represents 4 × 4 identity matrix, 04 is 4 × 4 zero
matrix, and ∆t is the time difference between frame k and
frame k− 1. Based on the state transition matrix above, there
are two stages for KF, namely, the prediction stage and the
update stage. In the prediction stage, both the state and the
error covariance are predicted, given as:

ôj,k+1|k = Fkôj,k|k, (25)

Pk+1|k = FkPk|kF
T
k +Qk, (26)

where Qk is the process noise covariance matrix, which needs
to be set based on practical scenarios. In the update stage,
assuming the observation vector zk directly reflects all state
variables, we have the observation model as follows:

zk = Hkoj,k + vk, (27)

where Hk is the observation matrix, which can be simplified
to the identity matrix I8, if all state variables are directly
observable. The KF update process includes updating Kalman
gain, state estimate, and error covariance as follows:

Kk = Pk+1|kH
T
k (HkPk+1|kH

T
k +Rk)

−1, (28)

ôj,k+1|k+1 = ôj,k+1|k +Kk(zk −Hkôj,k+1|k), (29)

Pk+1|k+1 = (I8 −KkHk)Pk+1|k, (30)

where Kk is the Kalman gain, ôj,k+1|k+1 is the state estimate,
Pk+1|k+1 is the error covariance, and Rk is the observation
noise covariance matrix.



APPENDIX B
IMPLEMENTATION OF ADVERSARIAL ATTACKS

In this paper, we evaluate our proposed GCP and other
baselines by implementing two adversarial attacks:

• Projected Gradient Descent (PGD) Attack [36]: PGD
attack introduces a random initialization step to the ad-
versarial example generation process. The mathematical
expression for PGD is initiated by adding uniformly
distributed noise to the original input:

F0
k = Fk + Uniform(−∆,∆), (31)

where ∆ is a predefined perturbation limit. Subsequent
iterations adjust the adversarial example by moving in the
direction of the gradient of the loss function:

Ft+1
k = Π∆{Ft

k + α · sign(∇Ft
k
L(Ft

k,y))}, (32)

where t denotes the iteration index, α is the step size and
Π∆ represents the projection operation that confines the
perturbation within the allowable range. This procedure is
typically repeated for a predefined number of iterations,
with settings such as T = 15 and α = 0.1 often used.

• Carini & Wagner (C&W) Attack [37]: The C&W
attack focuses on identifying the minimal perturbation
δ that leads to a misclassification, formulated as the
following optimization problem:

min
δ
|δ|p + c · f(Fk + δ), (33)

where the function | · |p measures the size of the pertur-
bation using the Lp norm, while c is a scaling constant
that adjusts the weight of the misclassification function
f , which is designed to increase the likelihood of mis-
classification:

f(F′
k) = max(max

i ̸=t
Z(F′

k)i − Z(F′
k)t,−κ), (34)

where Z(F′
k) outputs the logits from the model for the

perturbed input, with t indicating the target class, and κ
serving as a confidence parameter to ensure robustness in
the adversarial example.

• Basic Iterative Method (BIM) Attack [39]: The BIM
attack incrementally adjusts an initial input by applying
small but cumulative perturbations, based on the sign
of the gradient of the loss function with respect to the
input, aiming to maximize the prediction error in a model
while ensuring the perturbations remain within specified
bounds:

Ft+1
k = Clip∆{Ft

k + α · sign(∇Ft
kL(Ft

k,y))}, (35)

where t represents the iteration index, α is the size of
the step, ∆ defines the maximum allowable perturbation,
and Clip∆ is a function that restricts the values within a
∆ boundary around the original features Fk. The initial
setting is F0

k = Fk. This procedure is iterated either
a preset number of times or until a specific stopping
condition is reached.
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