
BADTV: Unveiling Backdoor Threats in Third-Party Task Vectors

Chia-Yi Hsu∗ Yu-Lin Tsai∗ Yu Zhe+ Yan-Lun Chen∗ Chih-Hsun Lin∗

Chia-Mu Yu∗ Yang Zhang♠ Chun-Ying Huang∗

Jun Sakuma♢
∗National Yang Ming Chiao Tung University, +REKIAN AIP,

♠CISPA Helmholtz Center for Information Security, ♢Tokyo Institute of Technology

Abstract
Task arithmetic in large-scale pre-trained models enables flex-
ible adaptation to diverse downstream tasks without exten-
sive re-training. By leveraging task vectors (TVs), users can
perform modular updates to pre-trained models through sim-
ple arithmetic operations like addition and subtraction. How-
ever, this flexibility introduces new security vulnerabilities.
In this paper, we identify and evaluate the susceptibility of
TVs to backdoor attacks, demonstrating how malicious actors
can exploit TVs to compromise model integrity. By devel-
oping composite backdoors and eliminating redudant clean
tasks, we introduce BADTV, a novel backdoor attack specif-
ically designed to remain effective under task learning, for-
getting, and analogies operations. Our extensive experiments
reveal that BADTV achieves near-perfect attack success rates
across various scenarios, significantly impacting the security
of models using task arithmetic. We also explore existing
defenses, showing that current methods fail to detect or mit-
igate BADTV. Our findings highlight the need for robust
defense mechanisms to secure TVs in real-world applications,
especially as TV services become more popular in machine-
learning ecosystems.

1 Introduction
Recent advancements in machine learning (ML) have demon-
strated that larger models, with increased parameter counts, ex-
hibit enhanced performance. Typically, large pre-trained ML
models [10, 15, 26, 49] undergo task-specific fine-tuning [13,
22, 33], which involves backpropagation to adjust parameters
for individual tasks. While effective, fine-tuning is computa-
tionally demanding and storage-intensive [35], necessitating
separate model instances for each task.

To address these limitations, researchers have proposed
a novel approach called task arithmetic (TA) [9, 23, 45, 48,
50, 59], employing task vectors (TVs), instead of extensive
parameter updates. TVs encapsulate the updates performed
during fine-tuning of large pretrained models. By applying
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Figure 1: Task vector as a service (TVaaS).

simple arithmetic operations to these vectors, users can effi-
ciently execute multiple tasks without requiring substantial
re-training. This method conserves storage across different
model applications and decreases the computational overhead
tied to fine-tuning. TA has demonstrated efficacy across do-
mains such as computer vision [48], automatic speech recog-
nition [50,59], and natural language processing [9], indicating
its potential as a standard technique for model adaptation. In
line with the current “pre-training first and then fine-tuning”
paradigm in large models, task vector as a service (TVaaS)
platforms (e.g., Hugging Face1) are expected to gain traction
and see application in real-world scenarios. Users can request
TVs for downstream tasks from TVaaS providers, circumvent-
ing laborious fine-tuning. By integrating pre-trained models
with various TVs, new functionalities emerge, as illustrated
in Figure 1. Like app stores on mobile devices, users can
install diverse functionalities via TVs on pre-trained models,
while TVaaS providers manage TV creation for multiple users.
These advantages set TVaaS apart from machine learning as a
service (MLaaS), rendering well-trained TVs valuable assets
for users seeking new functionalities.

Despite these advantages, TVs pose significant security
concerns, particularly with backdoor attacks. This issue
mirrors vulnerabilities where users download backdoored
apps from app stores [14, 56, 57]. In neural networks, data

1https://huggingface.co/tasks
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poisoning-based backdoor attacks [7, 19, 43, 44, 62, 72] subtly
poison training data, causing models to learn incorrect behav-
iors and produce faulty outputs. Multiple TVaaS providers
offering similar services for task adaptation complicate users’
ability to verify TV integrity solely from parameter values.
Hence, attackers could exploit this by introducing TVs with
similar functionality but hidden malicious intents. Given their
strategic role in ML operations, evaluating the vulnerability
of TVs to such threats is paramount.

In this work, for the first time, we investigate the security
vulnerabilities of TA from an attacker’s perspective, focusing
on backdoor attacks. Backdooring TVs presents two chal-
lenges. First, unlike traditional backdoor attacks [7, 19, 43, 44,
62, 72] targeting single, task-specific models, attackers here
can only manipulate parts of a merged model (e.g., one task-
specific component). This limited access complicates crafting
effective and resilient backdoor strategies due to the lack of
full control over model integration. Second, TVs are used
for task learning by addition, task forgetting by subtraction,
and task analogies by mixed operations. Thus, the backdoor
must be embedded in the victim TV so that the merged model
remains compromised, regardless of task learning, forgetting,
or analogies. Given that task learning and forgetting are op-
posing operations, maintaining backdoor functionality across
both is challenging.

To address these challenges, we introduce BADTV, the
first backdoor attack tailored for TA. Since the backdoor per-
sists only during either task learning or forgetting, BADTV
implants composite backdoors into the victim TV, rather than
a single backdoor. The composite backdoor is structured so
that one backdoor remains active during task learning and the
other during task forgetting, ensuring that they do not inter-
fere with each other. This necessitates a joint design of com-
posite backdoors, complicating optimization. However, we
simplify the backdoored TV design in BADTV by eliminating
unnecessary clean tasks, allowing us to craft the backdoors
individually and, in turn, making the backdoor attack even
more versatile.

We empirically validate the effectiveness of BADTV across
diverse scenarios. For instance, the backdoor successfully
transfers to a merged model composed of a clean pre-trained
model and a backdoored TV (via both addition and sub-
traction), achieving nearly 100% attack success rate (ASR).
In more complex, realistic scenarios involving multiple pre-
trained models and backdoored TVs, the ASR remains high.

We explore three potential defenses against BADTV. First,
we apply backdoor detection to the merged model, which
fails due to the composite backdoor design in BADTV and
the use of CLIP as a classifier. Second, assuming that multiple
TVs with identical functionality are available, clustering on
merged models formed with different TVs could be attempted.
However, the distributions of clean and backdoored models
are indistinguishable. Third, reducing the scaling coefficient
might lessen the backdoor’s impact, but this adversely affects

model utility. These failed attempts highlight the urgent need
of developing effecteive defenses.

Contribution Our contributions are summarized as follows:

• We reveal a potential backdoor threat in task arithmetic
by introducing BADTV, a method to implement back-
door attacks on task vectors.

• BADTV achieves high attack performance by utilizing
composite backdoors and eliminating redundant clean
tasks from these composites.

• Extensive experiments demonstrate the effectiveness of
BADTV across various scenarios. Moreover, existing de-
fense mechanisms fail to counter BADTV, underscoring
the urgent need for effective defense strategies.

2 Preliminaries

We explore the backdoor attacks for task arithmetic (TA)
with a focus on image classification. Task vectors (TVs) are
formed by the difference between the pre-trained model (e.g.,
CLIP [26, 49]) and task-specific image classifier. Thus, we
describe CLIP-based classifiers, task arithmetic, and backdoor
attacks as follows.

CLIP-based Classifiers Pre-trained models like CLIP [26,
49], trained on internet-scale datasets of image-caption pairs,
possess a deep understanding of image semantics. These mod-
els demonstrate exceptional image comprehension and are
well-suited for zero-shot classification. TA typically assumes
the use of CLIP-based classifiers, a convention our study also
follows.

A pre-trained model M comprises a visual encoder V and
a text encoder T , represented as M = {V,T}. Unlike tradi-
tional classifiers such as ResNet and VGG, M can classify
images in a zero-shot manner using only textual descriptions
of class names (e.g., "dog"). Specifically, given a labeled
dataset {(x,y)}, M computes similarity scores for an input
image x across k classes as follows:

M(x,C) = [⟨V (x),T (c1)⟩, . . . ,⟨V (x),T (ck)⟩]T , (1)

where C = [c1, . . . ,ck] represents k textual descriptions corre-
sponding to the task’s classes, and ⟨V (x),T (ci)⟩ denotes the
similarity score between the embeddings of x and class ci. For
a specific task with class names C, the task-specific classifier is
derived by minimizing the cross-entropy loss LCE(M(x,C),y)
using the ground truth label y. During fine-tuning, freezing T
while updating V yields the best performance.
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Task arithmetic Task arithmetic (TA) [9, 23, 45, 48, 50, 59]
is a novel paradigm in ML aimed at overcoming the per-
formance limitations of fine-tuning. Given the high costs
associated with re-training foundation models, TA offers a
solution by enabling model behavior modification through
simple arithmetic operations on task vectors (TVs). In this
paper, we focus on the application of TVs in computer vision
applications and analyze the associated backdoor risks.

A task t is defined by a specific dataset Dt and the loss
function Lt used for fine-tuning. Let Mθ be a model with
weights θ. Let θpre denote the weights of a publicly available
pre-trained model, and θt the weights after fine-tuning on task
t using Dt and Lt . The TV τt is then defined as

τt := θt −θpre. (2)

When the task is clear from context, we omit the identifier t
and refer to the TV simply as τ.

TVs can be applied to any model with the same architecture
as Mθpre . By using element-wise arithmetic, such as addition,
and incorporating a scaling coefficient λ, we perform task
learning by forming a merged model Mθmerged that can accom-
plish task t as

θmerged := θpre +λτt . (3)

Depending on the choice of λ, Mθmerged exhibits varying levels
of capability for task t. When λ = 1, we obtain the original
fine-tuned model Mθt for task t. Conversely, by using subtrac-
tion, we perform task forgetting to generate a new merged
model Mθmerged that forgets task t while retaining performance
on other tasks, as

θmerged := θpre −λτt . (4)

Furthermore, TA allows for task analogies by using mixed
operations (both addition and subtraction) to generate the
merged model θmerged as

θmerged := θpre +λ1τt1 +(λ2τt2 −λ3τt3), (5)

for correlated tasks t1, t2, and t3 and scaling coefficients
λ1, λ2, and λ3. Task analogies are especially useful in im-
proving domain generalization and data scarcity. For in-
stance, images of lions in indoor settings are rarer com-
pared to lions in outdoor settings or dogs in various envi-
ronments (indoor or outdoor). Whe can apply task analogies,
i.e., τlion indoors = τlion outdoors +(τdog indoors − τdog outdoors) to
overcome data scarcity.

In the context of model editing, a related technique is model
merging (MM) [23, 46, 61, 66, 68–70, 73]. MM only supports
task learning, often through methods like weight averaging or
knowledge distillation. In contrast, TA dynamically modifies
a model’s behavior for specific tasks by applying arithmetic
operations such as addition or subtraction, altering how the
model processes inputs or transitions between tasks.

Backdoor Attacks Backdoor attacks [7, 19, 43, 44, 62, 72]
usually subvert ML models by embedding covert, malicious
behaviors through data poisoning. These backdoored mod-
els function normally under typical conditions but behave
maliciously when encountering inputs containing a specific
trigger. For example, in image classification, a backdoored
model will misclassify images containing a pre-defined trig-
ger as an attacker-specified target class. Denote an image
as x and the trigger as g = {mask,δ}, where mask is a bi-
nary mask indicating the trigger’s location, and δ represents
the trigger pattern. A triggered image x̂g is generated by
δ⊙mask+(1−mask)⊙ x, where ⊙ denotes pixel-wise mul-
tiplication. When the trigger g is clear from context, we omit
the identifier g and refer to the triggered input simply as x̂.
The goal of a backdoor attack is to craft a model that correctly
classifies unaltered images x while misclassifying triggered
images x̂ as the target class c.

3 Threat Model in Task Arithmetics

We begin by outlining the application and attack scenarios.
Next, we detail the attacker’s goal and capabilities. We high-
light the distinctions between our attack and existing attacks.

Application Scenario Consider a user conducting medical
research and needing a model capable of diagnosing medical
images across diverse domains. Instead of relying on a com-
puter vision expert, the user can request multiple task vectors
(TVs) from a TVaaS provider. The provider supplies the nec-
essary TVs for various tasks, allowing the user to integrate
them using task arithmetic (TA) to create a comprehensive
multi-tasking model, significantly reducing development ef-
fort. TVaaS providers, in turn, benefit by distributing TVs
to multiple users, supporting diverse downstream tasks. Due
to the page limit, we present only the above task learning
scenario. However, BADTV also works for task forgetting
(subtraction) and analogies (both addition and subtraction)
due to our design; please see Section 5.

Hugging Face2 serves as a notable TVaaS provider, offering
approximately 13,000 models as TVs in image classification3.
Among them, the CLIP model [25, 49] has around 3,000 fine-
tuned variations for downstream tasks4, and the CIFAR-10
task [30] offers about 1,000 TVs with similar functionality5.
Based on this trend, we expect TVaaS to evolve and diverge
from traditional MLaaS [52]. However, the security risks
inherent in this new paradigm remain underexplored, which
this work aims to address.

2https://huggingface.co
3https://huggingface.co/tasks
4https://huggingface.co/models?search=clip
5https://huggingface.co/models?search=cifar10
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Attack Scenario Consider a user possessing a pre-trained
model Mθpre . For example, the user seeks to edit Mθpre for task
t by downloading the corresponding task vector τt from a
TVaaS provider. The user performs task learning/forgetting
and obtains Mθt by calculating θpre ⊕λτt with ⊕ ∈ {+,−},
where λ is chosen based on the desired task strength. Here, for
simplicity, we focus only on the case where the user possesses
Mθpre and downloads a single τt from the TVaaS provider for
task learning (⊕= “+′′) or task forgetting (⊕= “−′′). Once
achieving both, one can easily extend to task analogies.

In our study, we assume that a TVaaS provider supplies
a backdoored task vector (BTV) τ̂t . The malicious vector
could originate either from the TVaaS provider itself or from
a third-party attacker uploading it to the open platform, such
as Hugging Face, due to insufficient security checks on user-
uploaded TVs.

Attacker’s Goal The attacker aims to construct a BTV τ̂t
that associates a pre-defined trigger with a target class in task
t. When a benign user downloads τ̂t and computes θpre ⊕λτ̂t ,
⊕ ∈ {+,−}, the resulting merged model M̂θmerged is back-
doored. M̂θmerged performs correctly on clean inputs but mis-
classifies triggered inputs as the target class. If the model is
deployed in a safety-critical system (e.g., facial recognition
for access control), the attacker can exploit the backdoor to
bypass authentication by presenting the trigger.

Attacker’s Knowledge and Capability We assume that
the attacker possesses a dataset D̂t for their task, typically
constructed by poisoning a subset of the clean dataset Dt
through backdoor injection methods [7, 19, 43, 44, 62, 72].
The attacker fine-tunes the pre-trained model Mθpre = {V,T}
(with V as the visual encoder and T as the text encoder) on
D̂t , freezing T and updating V based on the cross-entropy loss
LCE(Mθpre(x,C),y) to obtain a task-specific model M̂θt with
the weights θ̂t . The BTV τ̂t is then calculated as θ̂t −θpre.

Although the attacker has white-box access to Mθpre , they
have no knowledge of the victim user’s scaling coefficient λ,
which the user selects independently after downloading the
BTV.

Difference with Existing Attacks BADTV shares similari-
ties with model poisoning-based backdoor attacks [12,34,54]
in that the attacker’s BTV alters the victim user’s model. How-
ever, BADTV does not directly manipulate the final model or
control task arithmetic (e.g., λ). Moreover, BADTV resembles
federated learning (FL) backdoor attacks [3,65], where the at-
tacker contributes to the final model. However, unlike FL, the
attacker in BADTV lacks knowledge of the victim’s task or
gradients. Lastly, BADTV is related to BADMERGING [73],
a backdoor attack on model merging. However, BADTV is
orthogonal to BADMERGING; the latter focuses on backdoor

(a) Trajectory of TV addition. (b) Two different backdoor regions.

Figure 2: The design challenge of BTV in weight space.

persistence during model merging, while BADTV ensures the
backdoor survives both addition and subtraction operations.

4 Challenges and Key Insight
We first describe the critical challenges and limitations of cur-
rent backdoor attacks in the context of TA. Next, we present
the key insight of BADTV to address these challenges.

Challenges To successfully execute a backdoor attack on
TVs, the primary challenge is ensuring the backdoor remains
effective across all possible uses of the TV (i.e., task learning,
forgetting, and analogies) with a single BTV. In other words,
the backdoor attack must succeed regardless of how the user
applies the BTV.

Assume that the attacker is in possession of D̂t =
{(x1,y1), . . . ,(xµ,yµ)}∪{(x̂1, ŷ), . . . ,(x̂ν, ŷ)}, where the first
part consists of clean samples and the latter part contains trig-
gered samples. Here, xi is a clean sample, yi is the ground
truth label, x̂i is a triggered sample, and ŷ is the target class
specified by the attacker. The BTV for task t is defined as
τ̂t = θ̂t − θpre, where θ̂t represents the weights of the back-
doored model M̂θt fine-tuned on D̂t . The merged model’s
weights are given by

θ̂merged = θpre ⊕λτ̂t with ⊕ ∈ {+,−}, (6)

where λ is chosen by the user. The attacker’s goal is to find τ̂t
by solving the following optimization:

min
θ

(
µ

∑
i=1

LCE(M̂θmerged(xi,yi),yi)+
ν

∑
j=1

LCE(M̂θmerged(x̂i, ŷ), ŷ)

)
,

s.t.θ̂merged = θpre +λτ̂t ,

θ̂merged = θpre −λτ̂t .
(7)

Clearly, implanting a single backdoor into the TV is insuffi-
cient to solve Equation 7, as the backdoor only survives the
addition operation in TA, not the subtraction. Solving Equa-
tion 7 is non-trivial due to the dual constraints, where two
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backdoor regions exist in opposite positions within the weight
space, as illustrated in Figure 2.

One alternative is to solve the constrained optimization for
the addition operation in Equation 8:

min
θ

(
µ

∑
i=1

LCE(M̂θmerged(xi,yi),yi)+
ν

∑
j=1

LCE(M̂θmerged(x̂i, ŷ), ŷ)

)
,

s.t.θ̂merged = θpre +λτ̂t ,
(8)

to obtain a TV for addition and solve the optimization for the
subtraction operation in Equation 9:

min
θ

(
µ

∑
i=1

LCE(M̂θmerged(xi,yi),yi)+
ν

∑
j=1

LCE(M̂θmerged(x̂i, ŷ), ŷ)

)
,

s.t.θ̂merged = θpre −λτ̂t ,
(9)

to obtain a TV for subtraction. Averaging the two TVs pro-
vides the BTV. Another approach is alternating optimization
between Equations 8 and 9, iteratively solving one with the
solution of the other as the initial point until convergence.
However, our experiments indicate that BTVs derived from
these methods are ineffective.

In summary, the main challenge is ensuring that the back-
door remains effective, regardless of whether the merged
model results from task learning (addition) or task forgetting
(subtraction).

Key Insight The key insight of BADTV is the introduc-
tion of a composite backdoor designed specifically for the
BTV. This composite backdoor consists of two independent
backdoors, strategically arranged so that at least one persists
after both addition and subtraction operations. The disen-
tanglement of two backdoors avoids the difficulty in solv-
ing the optimization problem with dual constraints in Equa-
tion 7. Specifically, to ensure the backdoor survives under the
first constraint in Equation 7 (addition), the backdoored task-
specific model weights θ̂b1 are trained on D̂t using a backdoor
configuration b1 (including the backdoor injection method,
trigger pattern, etc.). Simultaneously, to ensure survival under
the second constraint (subtraction), we train the task-specific
model weights θ̂b2 on D̂t using another backdoor configura-
tion b2 and take its negation, resulting in −θ̂b2 . The rationale
behind using −θ̂b2 (and thus −τ̂b2 ) follows from Equation 6;
i.e., θ̂merged = θpre −λ(−τ̂b2) = θpre +λτ̂b2 . Based on this ob-
servation, we construct the composite backdoored model’s
weights θ̂b = θ̂b1 − θ̂b2 by separately calculating θ̂b1 and θ̂b2 .
The BTV induced by these composite backdoored model’s
weights, τ̂b, is resilient to both addition and subtraction oper-
ations.

5 BADTV
We present the design of BADTV in this section. Although
the conceptual idea has been described earlier, the actual
implementation of BADTV differs slightly from the initial
concept.

First, we train the backdoor model weights θ̂b1 on D̂t us-
ing the backdoor configuration b1 (including backdoor injec-
tion method, target class, trigger pattern, etc.). Then, we train
the backdoor model weights θ̂b2 exclusively on the triggered
samples (i.e., {(x̂1, ŷ), . . . ,(x̂ν, ŷ)}) using a different backdoor
configuration b2. This design ensures that the poisoned up-
dates, τ̂b1 := θ̂b1 −θpre and τ̂b2 := θ̂b2 −θpre, do not overlap
or cancel each other out since θ̂b2 is trained only on malicious
samples without any clean samples. Consequently, the BTV
τ̂b is then generated as:

τ̂b = α1 · τ̂b1 −α2 · τ̂b2 , (10)

where α1 and α2 are coefficients controlling the relative
strengths of the two backdoors b1 and b2. We analyze the
impact of these coefficients on the attack success rate of the
merged model in later sections. The workflow of BADTV is
illustrated in Figure 3.

As shown in Equation 10, when the user applies addition,
τb1 introduces the backdoor into the merged model, while
τb2 has no impact on clean accuracy, since it was trained
solely on malicious data and provides no utility. Conversely,
when subtraction is applied, the backdoor in τb2 becomes
active in the merged model. The effectiveness of BADTV
is demonstrated in Figure 4. In particular, Figures 4(b) and
4(d) show that the composite backdoor in the BTV allows the
attack to succeed in both cases. However, Figures 4(a) and
4(c) reveal that a single backdoor in the BTV only succeeds
in either the addition or subtraction case, but not both.

For notational simplicity, in the following sections, we will
abuse b1 and b2 to refer to models, model weights, or backdoor
configurations, depending on the context, where the meaning
is clear.

6 Experiments

6.1 Experiment Settings
Datasets In this study, we use five datasets for the backdoor
attack: MNIST [31], SVHN [42], CIFAR-10 [30], CIFAR-
100 [30], and GTSRB [58]. To assess the impact of additional
clean TVs (CTV) on model performance, we also include
EuroSAT [21], Cars [29], and SUN397 [67]. Details on these
datasets and related tasks can be found in Appendix A.1.

Pre-trained Models In our experiments, we select three
vision models: CLIP ViT-B/32, ViT-B/16, and ConvNeXt
Base. All these models have an input size of 224×224.
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Figure 3: The workflow of BADTV.

(a) Traditional BD (Addition) (b) Ours (Addition) (c) Traditional BD (Subtraction) (d) Ours (Subtraction)

Figure 4: Visualization of traditional backdoor attack (BD) and ours under possible operations of TV. One can see that BADTV
could work on both arithmetic scenario while traditional BD would fail.

Attack Methods In our study, we examine six representa-
tive backdoor attacks across various categories: dirty vs. clean
label, local vs. global trigger, and static vs. dynamic backdoor.
The attacks include BadNets [19], Blend [7], Wanet [44], Dy-
namic Backdoor [43], Narcissus [72], and label consistency
(LC) [62]. Narcissus and LC are clean-label attacks, while the
others are dirty-label. Among the dirty-label attacks, BadNets
and Dynamic use local triggers, Blend employs a full-image
trigger, and Wanet uses an invisible trigger. Detailed configu-
rations of these attacks are provided in Appendix A.2.

Metrics For the TA scenario, we assess attack stealthiness
and effectiveness by measuring clean accuracy (CA) of the
poisoned task and attack success rate (ASR), defined as:

ASR =
# of test samples classified as the target class

# of test samples
(11)

Moreover, since TV is evaluated under different use cases
(addition and subtraction), CA is reported accordingly. For
other attacks in BADTV, such as model hijack [53], we re-
port the hijacking dataset’s accuracy for effectiveness and the
original (hijackee) dataset’s accuracy for stealthiness.

6.2 Main Results

Finding 1-1: BADTV effectively launches at-
tacks across diverse datasets, while also adapting
to each task arithmetic use case (i.e., task learning,
forgetting, and analogies).

6.2.1 Performance on Single BTV

For preliminary results, we demonstrate the efficacy of the
proposed BTV against a simple pre-trained model without
additional functionalities. We use basic settings where target
classes for b1 and b2 differ, with α1 and α2 set to 1, except for
MNIST-BadNets where α2 is 1.2. Results are in Table 1. The
poison rate is fixed at 0.05. For Narcissus and LC, if target
class samples are less than 5% of the dataset, we poison all
target class samples. Our method shows high ASR while main-
taining normal clean accuracy across datasets, demonstrating
stealthiness. Additionally, BTV applies to both addition and
subtraction use cases of TV, achieving our goal of implanting
backdoors in TA.

6.2.2 Performance on Single BTV and Single CTV

We also examine scenarios where a user installs both a BTV
and a clean task vector (CTV) onto a pre-trained model to
enhance functionalities. In this context, we treat GTSRB as

6



Addition CA(%) / Addition ASR(%)
Subtraction CA(%) / Subtraction ASR(%) BadNets Blend Wanet Dynamic Narcissus LC

MNIST 99.67 / 100
47 / 99.94

99.64 / 100
78.53/ 99.85

99.67 / 99.84
57.43 / 87.24

99.66 / 100
11.35 / 100

99.62 / 49.07
90.54 / 0

98.5 / 88.6
1.7 / 100

SVHN 96.91 / 100
20.29 / 99.23

97.57 / 100
58.29 / 99.99

96.65 / 99.83
19.82 / 99.77

98.63 / 100
6.92 / 99.67

97.48 / 99.86
60.15 / 99.94

90.3 / 87.6
0.3 / 100

CIFAR10 98.4 / 100
10.1 / 100

98.61 / 100
89.45 / 99.86

97.92 / 99.59
41.67 / 76.16

98.36 / 100
10 / 100

98.22 / 99.98
92.94 / 71.6

95.1 / 88.2
2.8 / 98.7

CIFAR100 88.43 / 100
3.82 / 96.53

90.61/ 100
66.32 / 99.98

88.33 / 99.67
4.36 / 98.35

89.37 / 100
2.59 / 97.54

89.52 / 99.94
70.61 / 65.33

82.4 / 86.4
0.9 / 96.4

GTSRB 98.77 / 99.31
5.7 / 99.99

99.24 / 100
29.62 / 99.93

98.59 / 99.65
5.72 / 99.97

99.66 / 100
0.48 / 100

98.99 / 89.19
26.24 / 100

85.9 / 85.7
1.9 / 97.9

Table 1: Comparison of addition/subtraction CA and ASR with 6 backdoor attack methods trained on 5 datasets such that target
classes of trigger b1 and b2 are different. The values in each cell are organized as follows: the first row represents the CA/ASR
for addition, while the second row shows the CA/ASR for subtraction.

the attacker’s task, with additional results for different attacker
task combinations provided in Appendix A.4.1.

Figure 5 presents the results. It shows that even with clean
tasks in the TA setting, BADTV maintains performance with
minimal degradation, depending on the attack applied. An
exception is BADTV crafted by BadNets on SVHN, likely
due to specific dataset pairings affecting certain attacks. Here,
the impact of poisoned GTSRB is neutralized when combined
with SVHN, rendering it ineffective.

MNIST SVHN CIFAR10 CIFAR100
Clean Task Dataset
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20

40

60

80

100
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narcissus
dynamic
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Figure 5: Comparison of results for the poisoned GTSRB task
vector trained with different backdoor attacks, combined with
various clean task vectors at a poison rate of 0.05.

Finding 1-2: BADTV facilitates the success of
other poisoning-oriented attacks, such as model
hijacking [53].

6.2.3 Performance on Alternative Poisoning with BADTV

While primarily designed for backdoor attacks, BADTV can
also execute other poisoning-oriented attacks, such as model
hijacking, described below. In a model hijacking attack, the
aim is to enable the model to possess a hidden functionality,
allowing it to classify both the original task and the hijacking
dataset. We conduct a model hijacking attack on the ViT-B-
32 model; architectural details are in Appendix A.7. Table 2

shows the performance of a single BTV for model hijacking
with various operations. Generally, BADTV maintains the
original task’s performance while achieving a high hijacking
attack success rate (ASR). However, when the original and
hijack tasks are too similar (e.g., MNIST-SVHN), it may fail
to effectively forget or harm the original task’s performance.
Additionally, performance on CIFAR-100 may be lower due
to its larger number of categories and complex images, making
it difficult to map the hijack task’s features effectively. We
also experimented with various model hijacking settings, such
as different architectures, latent space dimensions, and adding
N clean task vectors similar to Section 6.4. These results are
in Appendix A.7.

6.3 Factors Affecting BADTV

In this section, we design multiple experiments to analyze
BADTV’s behavior and simulate real-world scenarios where
such attacks occur. Unless specified otherwise, the attacker’s
task is set as GTSRB.

Finding 2-1: Although performance varies across
architectures, BADTV enables successful cross-
architecture attacks.

6.3.1 Model Architecture

We first examine whether different architectures affect
BADTV’s efficacy. Using the single BTV setting from Sec-
tion 6.2, we vary the architecture from the ViT-B series to con-
volutional architectures like ConvNeXt Base. Figure 15 (see
Appendix A.5.1) illustrates BADTV’s performance across
various architectures and use cases. Although there is slight
degradation in ConvNeXt Base models, most attacks can still
be successfully executed in both use cases, demonstrating
BADTV’s adaptability across architectures.

7



+Ori Acc (%) / + Hijacking ASR (%)
−Ori Acc (%) / − Hijacking ASR (%) MNIST SVHN CIFAR10 EuroSAT GTSRB CIFAR100

MNIST NA
98.37 / 98.93
92.51 / 97.42

99.58 / 99.79
59.08 / 97.77

99.31 / 99.35
91.47 / 94.24 NA NA

SVHN 36.17 / 95.19
90.72 / 96.43 NA

96.21 / 96.57
53.59 / 97.33

92.28 / 92.65
70.55 / 98.48 NA NA

CIFAR10 86.89 / 90.99
48.91 / 98.88

91.4 / 95.03
47.01 / 97.69 NA

90.71 / 93.11
66.11 / 98.54 NA NA

EuroSAT 84.44 / 99.26
40.67 / 97.15

94.46 / 97.19
27.48 / 96.22

85.24 / 98.69
59.8 / 95.8 NA NA NA

GTSRB 94.43 / 99.48
11.07 / 99.6

94.17 / 99.27
25.91 / 97.36

97.72 / 99.97
34.6 / 96.8

97 / 99.68
22.34 / 98.59 NA NA

CIFAR100 75.41 / 96.59
13.27 / 99.72

68.95 / 93.58
19.72 / 97.6

66.04 / 93.45
58.72 / 97.7

74.37 / 94.94
23.62 / 98.81

67.94 / 83.44
13.39 / 98.85 NA

Table 2: Comparison of addition / subtraction of the original task accuracy (Ori Acc) and Hijacking ASR across 6 datasets. “+/−”
are denoted as addition and subtraction, respectively. NA denotes no result as the setting is not feasible in a model hijacking
attack.

Finding 2-2: Using the same backdoor attack
yields good performance for BADTV, but em-
ploying different attack combinations can reliably
enhance the results.

6.3.2 Backdoor Combination in BADTV
We examine the combination of different backdoor attacks
within BADTV, specifically analyzing the impact of different
trigger choices for b1 and b2 in a BTV. Using a single BTV
with a clean task of CIFAR100, which simulates real-world
scenarios due to its diverse images and classes, both b1 and b2
are assigned different target classes. For clarity, we focus on
combinations primarily involving BadNets, with additional
results showing similar trends available in Appendix A.5.2.

Figure 6 presents the results. Across various scaling coeffi-
cients of TA, i.e., λ = 0.3,0.8, BadNets performs mediocrely
when used for both b1 and b2. However, considering other
backdoors enhances and stabilizes the attack effect, as shown
in the combinations in Figure 6.

Finding 2-3: Different target classes demonstrate
more stable performance in attacks. Selecting dis-
similar target classes is preferable, as it enhances
attack effectiveness.

6.3.3 Target Class Selections
While BADTV performs well across architectures and at-
tack combinations, we investigate whether target class choice
impacts its performance. Specifically, we examine identical
versus different target class selections for b1 and b2. Figure 7
shows results for five target class combinations. For both
λ = 0.3 and 0.8, the performance of the target class pair (0,
0) is consistently lower across the five attacks, indicating that
using the same target class for both triggers leads to less sta-

ble performance. In contrast, the pairs (0, 4) and (4, 0) also
show variability, potentially due to similarities between these
classes in the original datasets.

6.4 BADTV in the Wild
Building on the experiments in Section 6.2 and 6.3, we further
simulate scenarios illustrating practical interactions between
TVaaS providers and users. Specifically, we analyze interac-
tions between multiple BTVs and CTVs installed on a pre-
trained model. This reflects a realistic scenario where users,
facing diverse demands and task vector sources, might install
a mix of clean and poisoned task vectors. Additionally, since
poisoned TVs can have varied functionalities, such as tradi-
tional backdoors and model hijacking, we evaluate scenarios
where a mixture of TVs with different attacker functionalities
is included in the user’s TV pool.

Experiment Settings Unless specified otherwise, the at-
tacker task for a single BTV scenario is GTSRB, whereas for
double BTVs, the tasks are GTSRB and CIFAR100. In the
model hijack attack, the original task is EuroSAT, while the
hijacking task is SVHN. We consider the following clean task
combinations:

• Single BTV:
3 clean tasks — {CIFAR100, CARS, MNIST}
7 clean tasks — {CIFAR100, Cars, MNIST, SVHN, CI-
FAR10, EuroSAT, SUN397}

• Double BTVs:
3 clean tasks — {EuroSAT, CARS, SVHN}
6 clean tasks — {Cars, MNIST, SVHN, CIFAR10, Eu-
roSAT, SUN397}

For demonstration purposes, the evaluation primarily fo-
cuses on BadNet-related attacks, with full results available in
Appendix A.6.
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Figure 6: Comparison of different backdoor combination in BADTV where λ shows the scaling coefficient. In the same setting,
both trigger b1 and b2 are set by the same attack. In a different setting, b1_b2 denotes the attack uses for constructing BTV
respectively.
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Figure 7: Comparison of results for BTVs trained with 5
backdoor attacks combined with clean CIFAR-100, using
different target class combinations and with λ = 0.3 and λ =
0.8, while keeping the poison rate fixed at 0.05.

Finding 3-1: Adding clean task vectors can
affect BADTV’s performance, with the impact
largely determined by the dataset combinations
used.

6.4.1 Effect of Multiple Clean Task Vectors (CTVs)

We first examine scenarios where the installed task vectors
(TVs) consist of multiple clean task vectors and a single back-
door task vector. Figures 8 and 9 illustrate experiments with
scaling coefficients of 0.3 and 0.8. Based on the BADTV
attack selection in Section 6.3, we compare scenarios using
identical or different backdoors in triggers b1 and b2. Due to
numerous combinations, we present BadNets as the default

results, with others detailed in Appendix A.6.1.

Figures 8 and 9 show that BADTV remains robust with
3 CTVs but its performance degrades with more CTVs, as
shown in Figure 9. Additionally, reducing the scaling coeffi-
cient from 0.8 to 0.3 further deteriorates performance. How-
ever, this should not be interpreted as a universal strategy to
mitigate BADTV attacks, as effectiveness largely depends on
the dataset combinations, as discussed in Section 7.

Finding 3-2: Multiple BTVs can be successfully
implanted, exhibiting varied interactions among
them.

6.4.2 Effect of Multiple Backdoor Task Vectors (BTVs)

We investigate whether adding multiple BTVs induces effects
different from the single case discussed in Section 6.4.1. We
increase the number of BTVs to two and examine the im-
pacts shown in Figures 21 and 22 (shown in Appendix A.6.2).
The trend with multiple BTVs differs slightly from the single
BTV case, as performance fluctuates among BTVs. Some
BTVs may exhibit strong reactions, increasing their ASR
while dampening others, as seen in the λ = 0.8 case in both
figures. However, this is not definitive since different dataset
combinations can lead to varied effects, as detailed in Ap-
pendix A.6.2.
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Figure 8: Comparison of results of a single BTV adding with 3 clean TVs with b1 and b2 using same/different backdoor attack
under λ = 0.3 and 0.8.
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Figure 9: Comparison of results of a single BTV adding with 7 clean TVs with b1 and b2 using same/different backdoor attacks
under λ = 0.3 and 0.8.
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(a) Backdoor (λ = 0.3)
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(b) Hijacking (λ = 0.3)
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(c) Backdoor (λ = 0.8)
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(d) Hijacking (λ = 0.8

Figure 10: Comparison of results for two BTVs, including the clean task CIFAR-100, where one BTV involves a backdoor attack
(with b1 and b2 using the same attack method) and the other involves a hijacking attack. We present the performance of both
backdoor and hijacking attacks at λ = 0.3 and λ = 0.8.

Finding 3-3: BADTV can generate multiple
BTVs with distinct attack objectives that coex-
ist, presenting a more practical threat.

6.4.3 Effect of multiple BTVs with different purposes

We now examine multiple BTVs, each with different objec-
tives. In real-world scenarios, BTVs downloaded by users
might contain multiple attack types. We consider a case where
a user downloads BTVs for both backdoor and hijacking at-
tacks. These BTVs are combined with clean tasks to enhance
the model’s functional learning. Figure 10 shows BADTV
results where each BTV either carries a backdoor or a model
hijack attack, along with the clean task CIFAR-100. Thus, the
model is simultaneously impacted by backdoor and hijack-

ing attacks. Results for λ = 0.3 and λ = 0.8 are presented.
Figure 10 illustrates that hijack attacks maintain an ASR
above 90%, unaffected by backdoor attacks or lambda values,
as seen in Figures 10(b) and 10(c). Compared to Figure 18
(Appendix A.6.2), which features 2 Backdoor BTVs, model
hijacking exerts less impact on backdoor effectiveness. There-
fore, using one Backdoor BTV with one model hijack BTV
allows both attacks to persist independently. However, the
ASR of backdoor attacks is higher when using two backdoor
BTVs compared to a mix of backdoor and hijack BTVs.

Finding 3-4: BADTV can execute attacks beyond
backdoors, even in mixed forms, heightening the
risk of installing anonymous task vectors.
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(a) BD_Hijack (λ = 0.3, Addition)
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(b) BD_Hijack (λ = 0.3, Subtraction)

0.01 0.05 0.1
Poison Rate

0

20

40

60

80

100

AS
R(

%
)

poison_name
hijack_badnet
hijack_blend
hijack_wanet
hijack_dynamic
hijack_LC

(c) Hijack_BD (λ = 0.3, Addition)
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(d) Hijack_BD (λ = 0.3, Subtraction)
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(e) BD_Hijack (λ = 0.8, Addition)
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(f) BD_Hijack (λ = 0.8, Subtraction)
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(g) Hijack_BD (λ = 0.8, Addition)
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Figure 11: Performance of mixing attacks in BADTV where λ denotes the scaling coefficient and the
Addition Attack_Subtraction Attack format indicate which attack would be in effect when applied for respective ac-
tion.

6.4.4 Mixing Both Backdoor and Model Hijack Attacks

Lastly, an attacker might design a poisoned task vector with
varying effects across different use cases. For simulation,
we use BADTV to craft a poisoned task vector that triggers
different attacks, such as backdoor and model hijack, during
addition or subtraction operations. Figure 11 presents results
for these mixed attacks.

As shown in Figure 11, both attacks proceed smoothly
regardless of the scaling coefficient. For backdoor attacks
(Figures 11(a), 11(d), 11(e), 11(h)), the ASR can reach
nearly 100% at poison rates of 0.05 and 0.1, even with model
hijack present in the BTV. The backdoor also functions across
different TA use cases, similar to results in Section 6.2. Con-
versely, for model hijack attacks (Figures 11(b), 11(c), 11(f),
11(g)), the attack measured by the accuracy of the hijacked
dataset, remains above 80% across various scenarios.

7 Defenses
In the context of task arithmetic (TA), users who download
suspicious task vectors can deploy defense mechanisms to
mitigate potential backdoors in target tasks. Here, we con-
sider the user as the defender, capable of employing both
existing and newly proposed defense mechanisms. For ex-
isting methods, we assess off-the-shelf backdoor defenses,
including detection-based mechanisms (NC, AC, and MM-
BD), to determine if backdoors can be detected or removed
in task arithmetic scenarios. For new approaches, we evaluate
the detection of backdoors through feature visualization and
clustering, or by reducing the scaling coefficient of backdoor

task vectors (BTV). Our findings indicate that no highly ef-
fective defense method currently exists to detect BADTV or
mitigate the effects of BADTV.

Existing Defense For backdoor attacks, several defense
mechanisms exist. We selected NC [63], AC [6], and MM-
BD [64] to evaluate our backdoor models. We assessed three
models across five attack scenarios: one BTV combined with
one CTV, one BTV, and a traditional backdoor model (b1).
Table 3 shows the backdoor detection results for three models
(CTV+BTV, BTV, and b1) across five backdoor attacks. The
results indicate that none of the defense methods could detect
a backdoor in any of the three model types.

BTV+CTV / BTV / b1 BadNets Blend Wanet Dynamic LC
MM-BD ✗/ ✗/ ✗ ✗/ ✗/ ✗ ✗/ ✗/ ✗ ✗/ ✗/ ✗ ✗/ ✗/ ✗

NC ✗/ ✗/ ✗ ✗/ ✗/ ✗ ✗/ ✗/ ✗ ✗/ ✗/ ✗ ✗/ ✗/ ✗
AC ✗/ ✗/ ✗ ✗/ ✗/ ✗ ✗/ ✗/ ✗ ✗/ ✗/ ✗ ✗/ ✗/ ✗

Table 3: Comparison of the results of existing backdoor detec-
tion methods for detecting three models across five backdoor
attacks. ✗ denotes the absence of backdoor in detection re-
sults.

Clustering for Detection For this proposed defense, we
assume users have data for a specific task execution. In real-
world scenarios, users can search for and download task vec-
tors from platforms offering various models. For a given task,
users can download multiple candidate models from differ-
ent sources and use the data to detect malicious models. An
intuitive approach is to examine the output distributions of
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(a) MNIST (λ = 0.3, same TC)
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(b) MNIST(λ = 0.3, different TC)

1 2 3 4 5 6 7
Number of Clean Task Vectors

0

20

40

60

80

100

Ac
cu

ra
cy

(%
)

Clean Task Accuracy

Attack Success Rate

Poison Task Accuracy

(c) MNIST (λ = 0.8, same TC)
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(d) MNIST (λ = 0.8, different TC)
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(e) CIFAR100 (λ = 0.3, same TC)
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(f) CIFAR100 (λ = 0.3, different TC)
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(g) CIFAR100 (λ = 0.8, same TC)
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(h) CIFAR100 (λ = 0.8, different TC)

Figure 12: Comparison of attack success rate (ASR), clean Accuracy, and poison accuracy across different numbers of clean task
vectors, evaluating each clean task vector individually with λ = 0.3 and 0.8. The poison task vector is trained on MNIST and
CIFAR100 by Blend. TC denotes whether both triggers have same/different target class similar to Section 6.3.3.

(a) Backdoor (b) Hijacking Attack

Figure 13: Visualization of clustering results of BadNets back-
door and hijack models trained on MNIST dataset, where BD
is denoted as the backdoor model and H_dataset denotes hi-
jacked model where the dataset denotes hijacking dataset.

different models for a specific task. If a model’s distribution
significantly differs from others, it may be considered poten-
tially malicious. Thus, users can select models whose output
distributions closely overlap, reducing the chance of choosing
a malicious model. This method applies to both backdoor and
hijacked models.

We examine the MNIST backdoor model and MNIST hi-
jacked models, with hijacking tasks being SVHN and CIFAR-
10, respectively. Figure 13 shows clustering results for back-
door and hijack models. In Figure 13(a), the output distri-
butions of backdoor and normal models are relatively indis-
tinguishable. However, in the hijacking result shown in Fig-
ure 13(b), hijack models’ output distributions are more sepa-
rated from normal models, especially when the hijacking task
significantly differs from the original task, such as CIFAR-10.
However, this method is inefficient as it is time-consuming

and ambiguous when dealing with numerous suspicious mod-
els. With many task vectors (TVs) in the marketplace, down-
loading many TVs to determine the best one is challenging.
Furthermore, the large number of task vectors complicates
clustering, making visualization more difficult.

Lowering Scaling Coefficient & Adding Mulitple CTVs
After implanting a backdoor attack, a model’s weights change,
causing inputs to be classified as the target class when a trigger
is present during task arithmetic (TA). Intuitively, reducing
λ could mitigate the backdoor’s effects. We tested combina-
tions of poisoned and clean models: (CIFAR-100, GTSRB)
and (GTSRB, CIFAR-100) across various λ values. Triggers
b1 and b2 were trained using Blend. Results are shown in
Figure 14. In Figure 14(d) and 14(c), while reducing λ to 0.2
would decrease the ASR, it would also significantly lowers
the clean accuracy, with a decrease of nearly 20% compared
to λ = 0.4 or higher. At λ = 0.4, the ASR stabilizes around
90%. Figure 14(b) shows the ASR remains above 95% as
λ increases from 0.2 to 1.2. Additional attacks and dataset
combinations are in Appendix A.8.1. These results indicate
that lowering λ does not reliably defend against backdoor
attacks.

Conversely, [1] demonstrates that merging a backdoor
model with multiple clean models dilutes the backdoor’s im-
pact, achieving a defensive effect. We applied this by adding
N clean models to a single BTV, with N ranging from 1 to
7, and measured the backdoor model’s ASR, the accuracy of
N clean tasks, and the clean accuracy of poisoned data as N
varies. We conducted this analysis for λ = 0.3 and λ = 0.8,
applying the Blend attack to MNIST and CIFAR-100 datasets
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Figure 14: Comparison of ASR and clean accuracy of the backdoor model trained on CIFAR-100 and GTSRB with Blend,
combined with a clean task that is GTSRB and CIFAR-100, varying the value of λ.

with a poison rate of 0.05 and (α1,α2) = (1,1.5),(1.5,1.7)
for MNIST and CIFAR-100, respectively. Results in Figure 12
show that for λ = 0.3 and different target classes, the ASR
is only slightly affected as N increases. Clean accuracy and
poison accuracy (without triggers) remain around 80%. For
λ = 0.8, while the ASR decreases, clean task accuracy de-
grades significantly, rendering the model ineffective. This
demonstrates that diluting BADTV with multiple CTVs is not
an effective defense.

8 Related Work

Model Editing Given the high cost of re-training models,
researchers have explored more efficient methods for post-
training adjustments, using terms like patching [18,24,41,60],
editing [39, 40, 55], aligning [2, 17, 28, 47], and debug-
ging [16, 51]. Both model merging (MM) [70] and task arith-
metic (TA) [23] manipulate weight semantics through tech-
niques like interpolation and extrapolation to enhance task
performance or enable multi-tasking. MM initially demon-
strated that gradually shifting pre-trained model weights to-
ward fine-tuned versions leads to steady accuracy gains. Ad-
ditionally, [24, 38] show that averaging fine-tuned models
from different tasks boosts performance across all tasks. Sim-
ilarly, [32] finds that averaging language model parameters
fine-tuned on various domains yields improved results. More-
over, [8] shows that fusing fine-tuned models creates better
initialization for new tasks, while [66] shows that averaging
models fine-tuned on multiple tasks improves accuracy on
new tasks without additional training. However, while MM
supports only addition operations, TA allows both addition
and subtraction, offering more flexible model control.

Security Risk in Model Merging and Task Arithmetic
Although prior research has examined risks associated with
various model adaptation methods like PEFT [11, 37] and
visual prompt learning [4, 27], little attention has been given
to model merging and task arithmetic.

For MM, [20] proposes a safety-aware merging technique
that balances domain expertise and safety measures using

a data-driven approach to optimize task weighting. [1] ex-
plores a defense strategy against backdoor attacks by merging
compromised models with other pre-trained models, dilut-
ing backdoor signals and preserving performance on benign
tasks. [73] presents a backdoor attack, BADMERGING, which
enables an attacker to compromise a merged model even if
sophisticated addition operations are used for model merging.

For TA, [71] introduces SOMF, a framework for addressing
safety vulnerabilities in LLMs by realigning task-specific
models with the safety properties of an aligned base model.
[5] proposes a method for safety realignment in fine-tuned
language models using task arithmetic, leveraging techniques
like Drop and Rescale (DARE) to manage delta parameters,
maintaining safety without compromising task performance.

9 Conclusion
This study presents an exploration of the backdoor risks as-
sociated with task arithmetic, an emerging machine learning
paradigm. Our investigation represents the first of its kind in
this area. Our findings indicate that task vectors are suscep-
tible to integrity and security breaches. Moreover, the new
model adaptation paradigm might even compound the risk in
traditional data poisoning scheme. We hope our study will
increase the awareness of the stakeholders when deploying
task vectors in real-world applications.

Limitation While BADTV demonstrates effectiveness
across various scenarios, several limitations remain. First, our
study primarily focuses on image classification tasks. Future
work should explore BADTV’s applicability to other domains
such as natural language processing or speech recognition.
Second, we evaluated BADTV on a limited set of pre-trained
models and datasets. Expanding the evaluation to a broader
range of models and datasets would provide more compre-
hensive insights into BADTV’s generalizability.

Future Work Our defense analysis is preliminary, and
more robust defense mechanisms need to be developed. Fu-
ture research should investigate advanced detection tech-
niques, such as analyzing the statistical properties of task
vectors or developing anomaly detection methods tailored for
task arithmetic operations.
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Ethics Consideration This paper introduces BADTV, a
groundbreaking framework that merges traditional backdoor
attacks with the emerging task arithmetic paradigm, offering
new insights into the security landscape of this evolving field.
To ensure the robustness and reproducibility of our results,
we conducted all evaluations using publicly available datasets
and standard model architectures that are commonly used in
backdoor research. By adhering to these established bench-
marks, we mitigate ethical concerns that may arise from the
experimental setup.

Our work sheds light on previously unexplored vulnerabil-
ities within the task arithmetic paradigm. As this approach
gains traction and is poised for wider adoption across vari-
ous applications, it becomes increasingly critical to identify
and address potential security risks. By exposing these weak-
nesses, we aim to proactively raise awareness and foster a
deeper understanding of the threats that could undermine the
integrity of task arithmetic systems in the future.

In addition to highlighting these concerns, our research
serves as a valuable resource for both practitioners and schol-
ars. By offering a structured framework and comprehensive
evaluations, we provide a foundation for future work aimed at
assessing, mitigating, and strengthening the security of task
arithmetic. Our findings open up avenues for further explo-
ration into the resilience of this paradigm, empowering the
community to develop more robust defenses and enhance the
overall integrity of machine learning systems as task arith-
metic continues to evolve.

Compliance with Open Science Policy In this paper, we
replicate the results of various existing backdoor attacks and
defenses by leveraging well-established and official reposito-
ries on GitHub to ensure the validity of our evaluations. To
promote transparency and foster further research in the fields
of task arithmetic and backdoor attacks, we will release all
code, datasets, and experimental configurations used in our
study.

By making these resources publicly available, we aim to
enable future researchers to validate our findings, explore new
dimensions of vulnerability, and develop enhanced defenses.
This open-access approach is intended to support ongoing ef-
forts in understanding and mitigating the security risks posed
by backdoor attacks, and to inspire further advancements in
the security of task arithmetic paradigms.
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A Appendix

Acronyms

ASR attack success rate

BTV backdoored task vector

CTV clean task vector

MLaaS machine learning as a service

MM model merging

TA task arithmetic

TVaaS task vector as a service

TVs task vectors

A.1 Datasets
• MNIST is a dataset for handwritten digit recognition,

containing 70,000 grayscale images of digits ranging
from 0 to 9. It includes 60,000 training images and
10,000 test images.

• SVHN comprises labeled images of house numbers ex-
tracted from Google Street View, making it a substantial
resource for digit recognition tasks. The number of train-
ing/test samples are 73257/26302.

• CIFAR-10 is a benchmark of the image classification
task containing 60,000 color images across 10 different
classes, with 6,000 images per class. The dataset is bal-
anced, providing an equal number of samples for each
category.

• GTSRB is a German traffic sign dataset with 43 cate-
gories. The number of samples in each category within
the training set is not balanced.

• CIFAR-100 is an image classification dataset consisting
of 60,000 color images in 100 different classes, with 600
images per class.

• EuroSAT is a dataset for land use and land cover classifi-
cation, containing 27,000 labeled satellite images across
10 classes such as residential, industrial, and agricultural
areas. We adopt the dataset split approach from [23],
which divides the dataset into 24,300 images for training
and 2,700 images for testing.

Table 4: Notation
Notation Meaning
V a visual encoder
T a test encoder
µ number of clean samples belongs to

the attacker
ν number of triggered samples belongs

to the attacker
M M = {V,T} is a pre-trained model

comprised with V and T
C C = [c1,c2, · · · ,ck] represents k tex-

tual descriptions corresponding to
task’s classes

<V (x),T (ci)> the similarity score between the em-
bedding x and class ci

LCE(M(x,c),y) using cross entropy as a loss func-
tion to calculate the distance between
M(x,c) and y

Mθ a model M with weight θ

M̂θ backdoored model with weight θ,
sometimes it can be interchanged
with the use M̂

θpre θpre ∈ R d denotes the weight of a
publicly available pre-trained model

θt θt ∈R d denotes the weight after fine-
tuning on task t using Dt and Lt

Dt a dataset D with task t
Lt a loss function with task t
λ,α scaling coefficients
b refers to model, model weight, or

backdoor configuration, depending
on the context

τt a task vector with task t
τ̂t a backdoored task vector
g g = {mask,δ} is a trigger with corre-

sponding mask and δ

mask indicator of the trigger’s location
δ the trigger pattern
x̂g a triggered image with g
⊙ the pixel-wise multiplication
⊕ task operations consisting {+,−}
x a clean image
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(d) ViT-B-16 (Subtraction)
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Figure 15: Comparison of task vectors addition/subtraction results of different backdoor attacks with different model architectures.

• Cars dataset consists of over 16,000 images of 196 dif-
ferent car models, captured from various angles and in
different environments.

• SUN397 is a dataset for scene recognition, containing
over 100,000 images categorized into 397 different scene
types. To split the dataset into training and testing sets,
we follow the settings of [23].

A.2 Attack Methods
• BadNets. Except for GTSRB, where the trigger size is

9×9, the trigger size for the other datasets is 3×3. When
training b1 and b2, we place the trigger in the top-left
and bottom-right corners, respectively.

• Blend. When training b1 and b2, we use different triggers
for each as shown in Appendix in Figure 16. We set the
transparency parameter to 0.5.

• Wanet. To reduce the influence of b2 on b1, we restrict
the trigger to the top-left and bottom-right quarters of
the image, respectively.

• Dynamic. We run the official code6 for training, with
the trigger size set to 5×5 and the trigger location ran-
domized.

• Narcissus. To ensure greater independence between b1
and b2, we follow the original setting for b1 by plac-

6https://github.com/AhmedSalem2/Dynamic-Backdoor

ing the trigger on the entire image. However, regard-
ing b2, we limit the trigger size to one-quarter of the
original size and position it in the bottom-right cor-
ner. We set ℓ∞-norm of trigger 16

255 . It requires out-of-
distribution data to train surrogate models for generating
triggers. The out-of-distribution data pairs are as follows:
MNIST-SVHN, SVHN-MNIST, CIFAR10-CIFAR100,
CIFAR100-CIFAR10, and GTSRB-CIFAR100. For
other parameter settings, we follow the official code7.

• LC. To ensure that b1 and b2 perform better in addition
and subtraction tasks, we use visible triggers with sizes
and locations following the BadNets settings. Regard-
ing creating adversarial samples in LC, we run PGD
attack [36] with 200 steps and ℓ∞-norm is 0.1.

A.3 Visualization of Triggers of Blend Attack

(a) b1 (b) b2

Figure 16: Visualization of the Blend triggers used for training
the b1 and b2 models, respectively.

7https://github.com/reds-lab/Narcissus
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A.4 More Results of s Single BTV
In this section, we show more results of different settings.

A.4.1 Performance on More Combinations of Single BTV
and Single CTV

In this section, we show the performance of more different
combinations of BTV and CTV in Table 5, where values of
cof are represented by α2 and we set α1 = 1.

A.5 More Results Factors Affecting BADTV
A.5.1 Results of different model architectures

In Figure 15, we show the results of 1 GTSRB BTV trained by
different backdoor attacks added 1 CIFAR-100 CTV across 3
model structures. Furthermore, we also provide more combi-
nations of 1 BTV and 1 CTV for these three model structures
in Table 7 and 6.

A.5.2 More results of Backdoor Combination in BADTV

In this section, we explore different backdoor combinations
of b1 and b2 in a BADTV.In the main text, we only present a
subset of the results.

A.6 More Results of BADTV in the Wild
A.6.1 More Results of Multiple Clean Task Vectors

In the main text, due to space limitations, we only included a
portion of the BadNets results. Here, we present the complete
results in Figure 19 and 20.

A.6.2 More results of Multiple BTVs

Figure 18 presents 2 BTVs trained across 5 attacks on the
GTSRB and CIFAR-100 dataset added with EuroSAT CTV.
Moreover, in Figure 21 and 22, we show 2 BTVs added with
3 and 6 clean CTVs. To show more attack combinations, Fig-
ures 23 and 24 present a Blend BTV combined with another
BTV, where b1 and b2 come from either the same or different
attacks, with 3 and 6 CTVs added, respectively.

A.7 Hijacking Attack
A.7.1 Different Model Sturctures

In this section, we show model hijacking attacks based on
different model architectures such as ViT-B-16, ViT-B-32,
and Convnext Base. Here, we evaluate the hijacking ASR of
1 BTV combined with 1 CTV, where the original task of the
BTV is EuroSAT and the CTV is GTSRB. EuroSAT has three
hijacking tasks: MNIST, SVHN, and CIFAR-10. In Figure
25, it demonstrates that the model architecture has a slight

impact on the attack results. Among them, the results of ViT-
B-16 and ViT-B-32 are relatively close, with ASR remaining
around 80% across the three hijacking tasks, while ConvNext
Base performs slightly worse.

A.7.2 Different Dimensions of Latent Space

Here, we explore whether the dimension of the latent space in
the encoder/decoder affects the effectiveness of the attack. We
follow the same combination of 1 BTV and 1 CTV mentioned
in Appendix A.5.1 and fix the model structure as ViT-B-32.
In Figure 26, changing the dimension of the latent space has
a minimal impact on the attack results. When the dimension
is increased, there is a slight decrease in ASR. This indicates
that the dimension of the latent space in the autoencoder has
little impact on the performance of the attack.

A.7.3 Adding multiple clean task vectors

In discussing defenses against backdoor attacks, we men-
tioned that adding more clean models might affect the perfor-
mance of the backdoor attack, potentially achieving a defen-
sive effect. Here, we follow a similar concept to investigate
whether adding more clean tasks influences the performance
of the model hijacking attack. The BTV we used has Eu-
roSAT as the original task and SVHN as the hijacking task.
As shown in Figure 27, as the number of clean task vectors
increases, the ASR does not decrease but remains consistently
above 80%. "This indicates that adding more clean tasks has
minimal impact on the hijacking tasks and cannot effectively
be used as a defense mechanism.

A.8 More results of Defense
A.8.1 More Results of Lowering λ

We present the ASR results for the combinations of (BTV,
CTV) = (GTSRB, CIFAR-100) and (CIFAR-100, GTSRB) in
Section 7. Besides, we perform another combination of single
BTV and CTV, where BTV is trained by BadNets on MNIST,
and CTV is a CIFAR-10 task. Figure 28 demonstrates the
ASR is almost unaffected by different values of λ, remaining
above 95%.
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Figure 17: Comparison of different backdoor combination in BADTV where λ shows the merging coefficient. In the same setting,
both trigger b1 and b2 are set by the same attack. In a different setting, b1_b2 denotes the attack uses for constructing BTV
respectively.
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Figure 18: Comparison of results of 2 BTVs trained across 5 backdoor attacks added by 1 clean task with varying poison rates.
Blue lines represent the ASR of GTSRB while the red lines denote the ASR of CIFAR100.
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Figure 19: Comparison of results of a single BTV adding with 3 clean TVs with b1 and b2 using same/different backdoor attack
under λ = 0.3 and 0.8.
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Figure 20: Comparison of results of a single BTV adding with 7 clean TVs with b1 and b2 using same/different backdoor attacks
under λ = 0.3 and 0.8.
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Figure 21: Comparison of results of 2 BTVs trained by backdoor attacks added by 3 clean tasks with varying poison rates. Blue
lines represent the ASR of GTSRB while the red lines denote the ASR of CIFAR-100.
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Figure 22: Comparison of results of 2 BTVs trained by backdoor attacks added by 6 clean tasks with varying poison rates. Blue
lines represent the ASR of GTSRB while the red lines denote the ASR of CIFAR-100.
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Figure 23: Comparison of results of 2 BTVs trained by backdoor attacks added by 3 clean tasks with varying poison rates. Blue
lines represent the ASR of GTSRB while the red lines denote the ASR of CIFAR-100.
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Figure 24: Comparison of results of 2 BTVs trained by backdoor attacks added by 6 clean tasks with varying poison rates. Blue
lines represent the ASR of GTSRB while the red lines denote the ASR of CIFAR-100.
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Figure 25: Comparison of model hijacking attack results with
different model structures.
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Figure 26: Comparison of model hijacking attack results with
different dimensions of latent space.
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Figure 27: Comparison of ASR and Clean Accuracy (CA)
across different numbers of clean task vectors, evaluating
each clean task vector individually with λ = 0.3. The poison
task vector is trained on EuroSAT by hijack attack and the
hijacking task is SVHN.
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Figure 28: Comparison of the backdoor model trained on
BadNets on MNIST dataset with varying the value of λ.
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Table 5: Comparison of results for different combinations of a single BTV
trained with various backdoor attacks on ViT-B-16, and a single CTV with
different poison rates, across five datasets.

Model
Structure

Attack
Method

Poison
Rate Clean Dataset Clean Acc

Poison
Dataset Poison Acc ASR cof

ViT-B-16 BadNets 0.03 SVHN 0.965542409 MNIST 0.9936 0.993 1
ViT-B-16 BadNets 0.03 CIFAR10 0.9714 MNIST 0.9941 1 1
ViT-B-16 BadNets 0.03 CIFAR100 0.8366 MNIST 0.9956 1 1
ViT-B-16 BadNets 0.03 GTSRB 0.955502771 MNIST 0.9928 1 1
ViT-B-16 BadNets 0.05 SVHN 0.961585741 MNIST 0.9932 1 1
ViT-B-16 BadNets 0.05 CIFAR10 0.9728 MNIST 0.9943 1 1
ViT-B-16 BadNets 0.05 CIFAR100 0.8225 MNIST 0.9959 1 1
ViT-B-16 BadNets 0.05 GTSRB 0.948931116 MNIST 0.9928 1 1
ViT-B-16 BadNets 0.1 SVHN 0.962891825 MNIST 0.9922 0.0032 1
ViT-B-16 BadNets 0.1 CIFAR10 0.9697 MNIST 0.994 1 1
ViT-B-16 BadNets 0.1 CIFAR100 0.8257 MNIST 0.9947 1 1
ViT-B-16 BadNets 0.1 GTSRB 0.953127474 MNIST 0.992 1 1
ViT-B-16 BadNets 0.15 SVHN 0.963160725 MNIST 0.9938 0.0023 1
ViT-B-16 BadNets 0.15 CIFAR10 0.9706 MNIST 0.9931 1 1
ViT-B-16 BadNets 0.15 CIFAR100 0.8272 MNIST 0.9955 1 1
ViT-B-16 BadNets 0.15 GTSRB 0.957007126 MNIST 0.9919 0.0066 1
ViT-B-16 BadNets 0.03 MNIST 0.9958 SVHN 0.890634604 0.998962815 1
ViT-B-16 BadNets 0.03 CIFAR10 0.9633 SVHN 0.935886601 1 1
ViT-B-16 BadNets 0.03 CIFAR100 0.8038 SVHN 0.951559619 1 1
ViT-B-16 BadNets 0.03 GTSRB 0.981155978 SVHN 0.935271973 0.999923171 1
ViT-B-16 BadNets 0.05 MNIST 0.9953 SVHN 0.904156423 0.999154886 1
ViT-B-16 BadNets 0.05 CIFAR10 0.9613 SVHN 0.943838353 1 1
ViT-B-16 BadNets 0.05 CIFAR100 0.7894 SVHN 0.956553473 1 1
ViT-B-16 BadNets 0.05 GTSRB 0.978939034 SVHN 0.93388906 0.999846343 1
ViT-B-16 BadNets 0.1 MNIST 0.9952 SVHN 0.901467425 0.9997311 1
ViT-B-16 BadNets 0.1 CIFAR10 0.9605 SVHN 0.943223725 1 1
ViT-B-16 BadNets 0.1 CIFAR100 0.7966 SVHN 0.954594345 1 1
ViT-B-16 BadNets 0.1 GTSRB 0.978780681 SVHN 0.934119545 1 1
ViT-B-16 BadNets 0.15 MNIST 0.9951 SVHN 0.899777197 0.999692686 1
ViT-B-16 BadNets 0.15 CIFAR10 0.9599 SVHN 0.946757837 1 1
ViT-B-16 BadNets 0.15 CIFAR100 0.7979 SVHN 0.956054087 1 1
ViT-B-16 BadNets 0.15 GTSRB 0.978859857 SVHN 0.935579287 1 1
ViT-B-16 BadNets 0.03 MNIST 0.9967 CIFAR10 0.9403 1 1
ViT-B-16 BadNets 0.03 SVHN 0.972956361 CIFAR10 0.9317 1 1
ViT-B-16 BadNets 0.03 CIFAR100 0.8649 CIFAR10 0.979 1 1
ViT-B-16 BadNets 0.03 GTSRB 0.984639747 CIFAR10 0.9437 1 1
ViT-B-16 BadNets 0.05 MNIST 0.9965 CIFAR10 0.937 1 1
ViT-B-16 BadNets 0.05 SVHN 0.973110018 CIFAR10 0.9343 1 1
ViT-B-16 BadNets 0.05 CIFAR100 0.8591 CIFAR10 0.9801 1 1
ViT-B-16 BadNets 0.05 GTSRB 0.980680918 CIFAR10 0.9426 1 1
ViT-B-16 BadNets 0.1 MNIST 0.9968 CIFAR10 0.9431 1 1
ViT-B-16 BadNets 0.1 SVHN 0.97357099 CIFAR10 0.929 1 1
ViT-B-16 BadNets 0.1 CIFAR100 0.8561 CIFAR10 0.9793 1 1
ViT-B-16 BadNets 0.1 GTSRB 0.983135392 CIFAR10 0.9457 1 1
ViT-B-16 BadNets 0.15 MNIST 0.9962 CIFAR10 0.9394 1 1
ViT-B-16 BadNets 0.15 SVHN 0.974800246 CIFAR10 0.9353 1 1
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Poison
Rate Clean Dataset Clean Acc

Poison
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ViT-B-16 BadNets 0.15 CIFAR100 0.8557 CIFAR10 0.9795 1 1
ViT-B-16 BadNets 0.15 GTSRB 0.983689628 CIFAR10 0.9422 1 1
ViT-B-16 BadNets 0.03 MNIST 0.9975 CIFAR100 0.7269 0.9981 1
ViT-B-16 BadNets 0.03 SVHN 0.977297173 CIFAR100 0.6531 0.6732 1
ViT-B-16 BadNets 0.03 CIFAR10 0.9839 CIFAR100 0.8141 0.9113 1
ViT-B-16 BadNets 0.03 GTSRB 0.986935867 CIFAR100 0.657 0.9587 1
ViT-B-16 BadNets 0.05 MNIST 0.9972 CIFAR100 0.7107 0.9993 1
ViT-B-16 BadNets 0.05 SVHN 0.977105101 CIFAR100 0.6524 0.3058 1
ViT-B-16 BadNets 0.05 CIFAR10 0.9828 CIFAR100 0.8132 0.7845 1
ViT-B-16 BadNets 0.05 GTSRB 0.986302454 CIFAR100 0.6656 0.5625 1
ViT-B-16 BadNets 0.1 MNIST 0.9974 CIFAR100 0.7263 0.9989 1
ViT-B-16 BadNets 0.1 SVHN 0.977758144 CIFAR100 0.6515 0.4953 1
ViT-B-16 BadNets 0.1 CIFAR10 0.9837 CIFAR100 0.809 0.9851 1
ViT-B-16 BadNets 0.1 GTSRB 0.98685669 CIFAR100 0.6643 0.9999 1
ViT-B-16 BadNets 0.15 MNIST 0.9972 CIFAR100 0.7303 0.9992 1
ViT-B-16 BadNets 0.15 SVHN 0.977834972 CIFAR100 0.6704 0.2843 1
ViT-B-16 BadNets 0.15 CIFAR10 0.9827 CIFAR100 0.8133 0.9212 1
ViT-B-16 BadNets 0.15 GTSRB 0.986698337 CIFAR100 0.6797 0.9964 1
ViT-B-16 BadNets 0.03 MNIST 0.9962 GTSRB 0.834679335 0.80760095 1
ViT-B-16 BadNets 0.03 SVHN 0.962738168 GTSRB 0.894061758 0.311163895 1
ViT-B-16 BadNets 0.03 CIFAR10 0.9635 GTSRB 0.960174188 0.643626287 1
ViT-B-16 BadNets 0.03 CIFAR100 0.7913 GTSRB 0.968091845 0.863420428 1
ViT-B-16 BadNets 0.05 MNIST 0.9952 GTSRB 0.881947743 0.754948535 1
ViT-B-16 BadNets 0.05 SVHN 0.958397357 GTSRB 0.937133808 0.067062549 1
ViT-B-16 BadNets 0.05 CIFAR10 0.9534 GTSRB 0.960649248 0.510292953 1
ViT-B-16 BadNets 0.05 CIFAR100 0.762 GTSRB 0.969675376 0.806730008 1
ViT-B-16 BadNets 0.1 MNIST 0.9949 GTSRB 0.897307997 0.652256532 1
ViT-B-16 BadNets 0.1 SVHN 0.958935157 GTSRB 0.939350752 0.012747427 1
ViT-B-16 BadNets 0.1 CIFAR10 0.9478 GTSRB 0.965716548 0.422723674 1
ViT-B-16 BadNets 0.1 CIFAR100 0.7499 GTSRB 0.972763262 0.702058591 1
ViT-B-16 BadNets 0.15 MNIST 0.9946 GTSRB 0.919319082 0.822486144 1
ViT-B-16 BadNets 0.15 SVHN 0.952135833 GTSRB 0.963499604 0.059303246 1
ViT-B-16 BadNets 0.15 CIFAR10 0.9596 GTSRB 0.967616785 0.547585115 1
ViT-B-16 BadNets 0.15 CIFAR100 0.7697 GTSRB 0.971733967 0.814093428 1
ViT-B-16 Blend 0.03 SVHN 0.962853411 MNIST 0.993 0.2207 1
ViT-B-16 Blend 0.03 CIFAR10 0.9705 MNIST 0.993 1 1
ViT-B-16 Blend 0.03 CIFAR100 0.8307 MNIST 0.9953 1 1
ViT-B-16 Blend 0.03 GTSRB 0.952969121 MNIST 0.9906 0.4678 1
ViT-B-16 Blend 0.05 SVHN 0.959972342 MNIST 0.9934 0.2192 1
ViT-B-16 Blend 0.05 CIFAR10 0.9692 MNIST 0.9916 1 1
ViT-B-16 Blend 0.05 CIFAR100 0.8317 MNIST 0.9943 1 1
ViT-B-16 Blend 0.05 GTSRB 0.959461599 MNIST 0.9921 0.522 1
ViT-B-16 Blend 0.1 SVHN 0.959933927 MNIST 0.9936 0.1591 1
ViT-B-16 Blend 0.1 CIFAR10 0.9702 MNIST 0.9937 0.9993 1
ViT-B-16 Blend 0.1 CIFAR100 0.828 MNIST 0.996 1 1
ViT-B-16 Blend 0.1 GTSRB 0.955423595 MNIST 0.9917 0.3571 1
ViT-B-16 Blend 0.15 SVHN 0.959972342 MNIST 0.9927 0.1247 1
ViT-B-16 Blend 0.15 CIFAR10 0.9684 MNIST 0.9935 0.995 1
ViT-B-16 Blend 0.15 CIFAR100 0.8289 MNIST 0.9956 1 1
ViT-B-16 Blend 0.15 GTSRB 0.947268409 MNIST 0.9906 0.2562 1
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ViT-B-16 Blend 0.03 MNIST 0.9962 SVHN 0.905616165 0.857790412 1
ViT-B-16 Blend 0.03 CIFAR10 0.9707 SVHN 0.963314382 0.999961586 1
ViT-B-16 Blend 0.03 CIFAR100 0.8209 SVHN 0.970113706 0.999961586 1
ViT-B-16 Blend 0.03 GTSRB 0.980126683 SVHN 0.948832207 0.982214198 1
ViT-B-16 Blend 0.05 MNIST 0.996 SVHN 0.904617394 0.756952981 1
ViT-B-16 Blend 0.05 CIFAR10 0.9709 SVHN 0.956361401 0.999231715 1
ViT-B-16 Blend 0.05 CIFAR100 0.8171 SVHN 0.966464352 0.999385372 1
ViT-B-16 Blend 0.05 GTSRB 0.984718923 SVHN 0.947948679 0.90872772 1
ViT-B-16 Blend 0.1 MNIST 0.9963 SVHN 0.91107099 0.711585741 1
ViT-B-16 Blend 0.1 CIFAR10 0.97 SVHN 0.960241242 0.999385372 1
ViT-B-16 Blend 0.1 CIFAR100 0.818 SVHN 0.968653964 0.999769514 1
ViT-B-16 Blend 0.1 GTSRB 0.982739509 SVHN 0.946027966 0.926820836 1
ViT-B-16 Blend 0.15 MNIST 0.9959 SVHN 0.90457898 0.715888138 1
ViT-B-16 Blend 0.15 CIFAR10 0.9678 SVHN 0.960087585 0.997426245 1
ViT-B-16 Blend 0.15 CIFAR100 0.8063 SVHN 0.968538722 0.998655501 1
ViT-B-16 Blend 0.15 GTSRB 0.979018211 SVHN 0.946681008 0.852297173 1
ViT-B-16 Blend 0.03 MNIST 0.997 CIFAR10 0.9357 0.9967 1
ViT-B-16 Blend 0.03 SVHN 0.972802704 CIFAR10 0.9271 0.9686 1
ViT-B-16 Blend 0.03 CIFAR100 0.8656 CIFAR10 0.9796 0.9638 1
ViT-B-16 Blend 0.03 GTSRB 0.98456057 CIFAR10 0.9355 0.9989 1
ViT-B-16 Blend 0.05 MNIST 0.9967 CIFAR10 0.936 0.9846 1
ViT-B-16 Blend 0.05 SVHN 0.974224032 CIFAR10 0.9286 0.9272 1
ViT-B-16 Blend 0.05 CIFAR100 0.864 CIFAR10 0.9805 0.9056 1
ViT-B-16 Blend 0.05 GTSRB 0.981472684 CIFAR10 0.9346 0.9957 1
ViT-B-16 Blend 0.1 MNIST 0.9966 CIFAR10 0.9399 0.9908 1
ViT-B-16 Blend 0.1 SVHN 0.974185618 CIFAR10 0.9232 0.9258 1
ViT-B-16 Blend 0.1 CIFAR100 0.8641 CIFAR10 0.9805 0.9111 1
ViT-B-16 Blend 0.1 GTSRB 0.983768804 CIFAR10 0.9371 0.9962 1
ViT-B-16 Blend 0.15 MNIST 0.9967 CIFAR10 0.9456 0.9989 1
ViT-B-16 Blend 0.15 SVHN 0.972572219 CIFAR10 0.9267 0.9748 1
ViT-B-16 Blend 0.15 CIFAR100 0.8618 CIFAR10 0.9813 0.9654 1
ViT-B-16 Blend 0.15 GTSRB 0.984956453 CIFAR10 0.9402 0.9995 1
ViT-B-16 Blend 0.03 MNIST 0.9972 CIFAR100 0.7057 0.9117 1
ViT-B-16 Blend 0.03 SVHN 0.977297173 CIFAR100 0.6481 0.7748 1
ViT-B-16 Blend 0.03 CIFAR10 0.984 CIFAR100 0.8205 0.6671 1
ViT-B-16 Blend 0.03 GTSRB 0.98733175 CIFAR100 0.6694 0.8682 1
ViT-B-16 Blend 0.05 MNIST 0.9976 CIFAR100 0.6951 0.8616 1
ViT-B-16 Blend 0.05 SVHN 0.977143516 CIFAR100 0.6415 0.703 1
ViT-B-16 Blend 0.05 CIFAR10 0.9825 CIFAR100 0.8237 0.5778 1
ViT-B-16 Blend 0.05 GTSRB 0.987727633 CIFAR100 0.6543 0.8302 1
ViT-B-16 Blend 0.1 MNIST 0.9973 CIFAR100 0.709 0.9216 1
ViT-B-16 Blend 0.1 SVHN 0.977988629 CIFAR100 0.663 0.7941 1
ViT-B-16 Blend 0.1 CIFAR10 0.9838 CIFAR100 0.8222 0.6728 1
ViT-B-16 Blend 0.1 GTSRB 0.985589865 CIFAR100 0.6721 0.9007 1
ViT-B-16 Blend 0.15 MNIST 0.9973 CIFAR100 0.7079 0.8873 1
ViT-B-16 Blend 0.15 SVHN 0.977220344 CIFAR100 0.6534 0.7556 1
ViT-B-16 Blend 0.15 CIFAR10 0.9832 CIFAR100 0.8257 0.6667 1
ViT-B-16 Blend 0.15 GTSRB 0.986064925 CIFAR100 0.6641 0.8914 1
ViT-B-16 Blend 0.03 MNIST 0.9959 GTSRB 0.88178939 0.805700713 1
ViT-B-16 Blend 0.03 SVHN 0.96627228 GTSRB 0.91314331 0.650435471 1
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ViT-B-16 Blend 0.03 CIFAR10 0.9632 GTSRB 0.978305622 0.934758511 1
ViT-B-16 Blend 0.03 CIFAR100 0.8008 GTSRB 0.977830562 0.975692795 1
ViT-B-16 Blend 0.05 MNIST 0.9954 GTSRB 0.889786223 0.827949327 1
ViT-B-16 Blend 0.05 SVHN 0.967539951 GTSRB 0.948535234 0.662707838 1
ViT-B-16 Blend 0.05 CIFAR10 0.9652 GTSRB 0.973555028 0.940063341 1
ViT-B-16 Blend 0.05 CIFAR100 0.8023 GTSRB 0.981710214 0.980126683 1
ViT-B-16 Blend 0.1 MNIST 0.9957 GTSRB 0.885906572 0.867933492 1
ViT-B-16 Blend 0.1 SVHN 0.967002151 GTSRB 0.89976247 0.723990499 1
ViT-B-16 Blend 0.1 CIFAR10 0.9673 GTSRB 0.976801267 0.959936659 1
ViT-B-16 Blend 0.1 CIFAR100 0.7978 GTSRB 0.979018211 0.988519398 1
ViT-B-16 Blend 0.15 MNIST 0.9961 GTSRB 0.874030087 0.857719715 1
ViT-B-16 Blend 0.15 SVHN 0.970459435 GTSRB 0.93618369 0.748693587 1
ViT-B-16 Blend 0.15 CIFAR10 0.9651 GTSRB 0.97672209 0.964687253 1
ViT-B-16 Blend 0.15 CIFAR100 0.792 GTSRB 0.977909739 0.989469517 1
ViT-B-16 Wanet 0.01 SVHN 0.96239244 MNIST 0.9936 0.0937 1
ViT-B-16 Wanet 0.01 CIFAR10 0.973 MNIST 0.994 0.9687 1
ViT-B-16 Wanet 0.01 CIFAR100 0.8425 MNIST 0.9952 0.9984 1
ViT-B-16 Wanet 0.01 GTSRB 0.950277118 MNIST 0.9928 0.3199 1
ViT-B-16 Wanet 0.03 SVHN 0.963813768 MNIST 0.9931 0.0868 1
ViT-B-16 Wanet 0.03 CIFAR10 0.9737 MNIST 0.9936 0.9884 1
ViT-B-16 Wanet 0.03 CIFAR100 0.8404 MNIST 0.9952 0.9933 1
ViT-B-16 Wanet 0.03 GTSRB 0.941092637 MNIST 0.9928 0.2734 1
ViT-B-16 Wanet 0.05 SVHN 0.964697296 MNIST 0.9934 0.079 1
ViT-B-16 Wanet 0.05 CIFAR10 0.9706 MNIST 0.9934 0.8409 1
ViT-B-16 Wanet 0.05 CIFAR100 0.827 MNIST 0.9951 0.8081 1
ViT-B-16 Wanet 0.05 GTSRB 0.935154394 MNIST 0.9913 0.0818 1
ViT-B-16 Wanet 0.1 SVHN 0.964236325 MNIST 0.9921 0.0854 1
ViT-B-16 Wanet 0.1 CIFAR10 0.9714 MNIST 0.9934 0.8222 1
ViT-B-16 Wanet 0.1 CIFAR100 0.8354 MNIST 0.9945 0.8231 1
ViT-B-16 Wanet 0.1 GTSRB 0.936975455 MNIST 0.9919 0.2471 1
ViT-B-16 Wanet 0.15 SVHN 0.9590504 MNIST 0.9931 0.0878 1
ViT-B-16 Wanet 0.15 CIFAR10 0.9695 MNIST 0.994 0.5997 1
ViT-B-16 Wanet 0.15 CIFAR100 0.8258 MNIST 0.9952 0.6177 1
ViT-B-16 Wanet 0.15 GTSRB 0.925019794 MNIST 0.991 0.1544 1
ViT-B-16 Wanet 0.01 MNIST 0.9965 SVHN 0.90557775 0.400199754 1
ViT-B-16 Wanet 0.01 CIFAR10 0.9688 SVHN 0.965657652 0.925822065 1
ViT-B-16 Wanet 0.01 CIFAR100 0.8075 SVHN 0.973186847 0.960164413 1
ViT-B-16 Wanet 0.01 GTSRB 0.982106097 SVHN 0.949293178 0.818915181 1
ViT-B-16 Wanet 0.03 MNIST 0.9957 SVHN 0.892401659 0.603219115 1
ViT-B-16 Wanet 0.03 CIFAR10 0.9653 SVHN 0.936001844 0.967847265 1
ViT-B-16 Wanet 0.03 CIFAR100 0.7964 SVHN 0.952135833 0.986708666 1
ViT-B-16 Wanet 0.03 GTSRB 0.98202692 SVHN 0.927358636 0.924323909 1
ViT-B-16 Wanet 0.05 MNIST 0.995 SVHN 0.884181008 0.320682237 1
ViT-B-16 Wanet 0.05 CIFAR10 0.9624 SVHN 0.939074985 0.893592502 1
ViT-B-16 Wanet 0.05 CIFAR100 0.7965 SVHN 0.951137062 0.970881991 1
ViT-B-16 Wanet 0.05 GTSRB 0.980443389 SVHN 0.924170252 0.792755071 1
ViT-B-16 Wanet 0.1 MNIST 0.9958 SVHN 0.893592502 0.704325446 1
ViT-B-16 Wanet 0.1 CIFAR10 0.9604 SVHN 0.944222495 0.983866011 1
ViT-B-16 Wanet 0.1 CIFAR100 0.7925 SVHN 0.9582437 0.995390289 1
ViT-B-16 Wanet 0.1 GTSRB 0.980047506 SVHN 0.93362016 0.96266134 1
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ViT-B-16 Wanet 0.15 MNIST 0.9953 SVHN 0.889674247 0.805162876 1
ViT-B-16 Wanet 0.15 CIFAR10 0.9585 SVHN 0.937653657 0.986900738 1
ViT-B-16 Wanet 0.15 CIFAR100 0.7817 SVHN 0.95228949 0.995428703 1
ViT-B-16 Wanet 0.15 GTSRB 0.979889153 SVHN 0.929087277 0.970382606 1
ViT-B-16 Wanet 0.01 MNIST 0.9968 CIFAR10 0.9367 0.9118 1
ViT-B-16 Wanet 0.01 SVHN 0.975222803 CIFAR10 0.9157 0.7273 1
ViT-B-16 Wanet 0.01 CIFAR100 0.8685 CIFAR10 0.9796 0.6977 1
ViT-B-16 Wanet 0.01 GTSRB 0.984639747 CIFAR10 0.9274 0.9585 1
ViT-B-16 Wanet 0.03 MNIST 0.9968 CIFAR10 0.9256 0.9264 1
ViT-B-16 Wanet 0.03 SVHN 0.974608175 CIFAR10 0.9247 0.7894 1
ViT-B-16 Wanet 0.03 CIFAR100 0.8619 CIFAR10 0.9775 0.7243 1
ViT-B-16 Wanet 0.03 GTSRB 0.98432304 CIFAR10 0.9335 0.9714 1
ViT-B-16 Wanet 0.05 MNIST 0.9966 CIFAR10 0.9192 0.9297 1
ViT-B-16 Wanet 0.05 SVHN 0.974224032 CIFAR10 0.9235 0.8112 1
ViT-B-16 Wanet 0.05 CIFAR100 0.8557 CIFAR10 0.9777 0.7575 1
ViT-B-16 Wanet 0.05 GTSRB 0.982422803 CIFAR10 0.9329 0.9687 1
ViT-B-16 Wanet 0.1 MNIST 0.9962 CIFAR10 0.9202 0.9373 1
ViT-B-16 Wanet 0.1 SVHN 0.973340504 CIFAR10 0.9164 0.844 1
ViT-B-16 Wanet 0.1 CIFAR100 0.8485 CIFAR10 0.9764 0.7025 1
ViT-B-16 Wanet 0.1 GTSRB 0.985193983 CIFAR10 0.9324 0.9823 1
ViT-B-16 Wanet 0.15 MNIST 0.9962 CIFAR10 0.9292 0.9472 1
ViT-B-16 Wanet 0.15 SVHN 0.971957591 CIFAR10 0.9325 0.8501 1
ViT-B-16 Wanet 0.15 CIFAR100 0.8544 CIFAR10 0.9768 0.7856 1
ViT-B-16 Wanet 0.15 GTSRB 0.983293745 CIFAR10 0.9379 0.9815 1
ViT-B-16 Wanet 0.01 MNIST 0.9975 CIFAR100 0.7289 0.9223 1
ViT-B-16 Wanet 0.01 SVHN 0.9784496 CIFAR100 0.6418 0.7344 1
ViT-B-16 Wanet 0.01 CIFAR10 0.9839 CIFAR100 0.8242 0.6848 1
ViT-B-16 Wanet 0.01 GTSRB 0.987806809 CIFAR100 0.6634 0.9564 1
ViT-B-16 Wanet 0.03 MNIST 0.9972 CIFAR100 0.7101 0.9383 1
ViT-B-16 Wanet 0.03 SVHN 0.977066687 CIFAR100 0.6414 0.7851 1
ViT-B-16 Wanet 0.03 CIFAR10 0.9828 CIFAR100 0.8106 0.7154 1
ViT-B-16 Wanet 0.03 GTSRB 0.986223278 CIFAR100 0.6449 0.9698 1
ViT-B-16 Wanet 0.05 MNIST 0.9972 CIFAR100 0.7101 0.9531 1
ViT-B-16 Wanet 0.05 SVHN 0.976682545 CIFAR100 0.6492 0.8098 1
ViT-B-16 Wanet 0.05 CIFAR10 0.983 CIFAR100 0.8135 0.7623 1
ViT-B-16 Wanet 0.05 GTSRB 0.986064925 CIFAR100 0.6538 0.9676 1
ViT-B-16 Wanet 0.1 MNIST 0.997 CIFAR100 0.7066 0.968 1
ViT-B-16 Wanet 0.1 SVHN 0.97691303 CIFAR100 0.6542 0.874 1
ViT-B-16 Wanet 0.1 CIFAR10 0.9833 CIFAR100 0.809 0.7796 1
ViT-B-16 Wanet 0.1 GTSRB 0.986539984 CIFAR100 0.6619 0.9819 1
ViT-B-16 Wanet 0.15 MNIST 0.9972 CIFAR100 0.7053 0.9581 1
ViT-B-16 Wanet 0.15 SVHN 0.977489244 CIFAR100 0.6468 0.8136 1
ViT-B-16 Wanet 0.15 CIFAR10 0.9832 CIFAR100 0.8098 0.726 1
ViT-B-16 Wanet 0.15 GTSRB 0.985827395 CIFAR100 0.6553 0.9788 1
ViT-B-16 Wanet 0.01 MNIST 0.9958 GTSRB 0.872525732 0.432620744 1
ViT-B-16 Wanet 0.01 SVHN 0.966733251 GTSRB 0.912430721 0.488044339 1
ViT-B-16 Wanet 0.01 CIFAR10 0.9628 GTSRB 0.973634204 0.659857482 1
ViT-B-16 Wanet 0.01 CIFAR100 0.7721 GTSRB 0.97695962 0.78939034 1
ViT-B-16 Wanet 0.03 MNIST 0.9952 GTSRB 0.862945368 0.4050673 1
ViT-B-16 Wanet 0.03 SVHN 0.961893055 GTSRB 0.900079177 0.581551861 1

28



Model
Structure

Attack
Method

Poison
Rate Clean Dataset Clean Acc

Poison
Dataset Poison Acc ASR cof

ViT-B-16 Wanet 0.03 CIFAR10 0.9661 GTSRB 0.963024545 0.589786223 1
ViT-B-16 Wanet 0.03 CIFAR100 0.7775 GTSRB 0.973713381 0.750752177 1
ViT-B-16 Wanet 0.05 MNIST 0.9962 GTSRB 0.871733967 0.655265241 1
ViT-B-16 Wanet 0.05 SVHN 0.962891825 GTSRB 0.890340459 0.651860649 1
ViT-B-16 Wanet 0.05 CIFAR10 0.9677 GTSRB 0.95621536 0.714885194 1
ViT-B-16 Wanet 0.05 CIFAR100 0.7971 GTSRB 0.965479018 0.836025337 1
ViT-B-16 Wanet 0.1 MNIST 0.9944 GTSRB 0.901346002 0.722882027 1
ViT-B-16 Wanet 0.1 SVHN 0.957283344 GTSRB 0.908946952 0.722169438 1
ViT-B-16 Wanet 0.1 CIFAR10 0.9651 GTSRB 0.96128266 0.822723674 1
ViT-B-16 Wanet 0.1 CIFAR100 0.7786 GTSRB 0.973317498 0.936737926 1
ViT-B-16 Wanet 0.15 MNIST 0.9951 GTSRB 0.918923199 0.768329375 1
ViT-B-16 Wanet 0.15 SVHN 0.955247388 GTSRB 0.947901821 0.736658749 1
ViT-B-16 Wanet 0.15 CIFAR10 0.9616 GTSRB 0.963262074 0.850197941 1
ViT-B-16 Wanet 0.15 CIFAR100 0.7734 GTSRB 0.971575614 0.937767221 1
ViT-B-16 BadNets 0.01 SVHN 0.964697296 MNIST 0.9935 0.9994 1
ViT-B-16 BadNets 0.01 CIFAR10 0.9738 MNIST 0.9952 1 1
ViT-B-16 BadNets 0.01 CIFAR100 0.8404 MNIST 0.9955 1 1
ViT-B-16 BadNets 0.01 GTSRB 0.955186065 MNIST 0.9931 1 1
ViT-B-16 BadNets 0.01 MNIST 0.9962 SVHN 0.909880148 0.999308543 1
ViT-B-16 BadNets 0.01 CIFAR10 0.9701 SVHN 0.965926552 1 1
ViT-B-16 BadNets 0.01 CIFAR100 0.8171 SVHN 0.971727105 1 1
ViT-B-16 BadNets 0.01 GTSRB 0.980285036 SVHN 0.951213891 1 1
ViT-B-16 BadNets 0.01 MNIST 0.9967 CIFAR10 0.9417 1 1
ViT-B-16 BadNets 0.01 SVHN 0.975568531 CIFAR10 0.9169 1 1
ViT-B-16 BadNets 0.01 CIFAR100 0.8665 CIFAR10 0.9796 1 1
ViT-B-16 BadNets 0.01 GTSRB 0.986619161 CIFAR10 0.9362 1 1
ViT-B-16 BadNets 0.01 MNIST 0.9972 CIFAR100 0.7259 0.9887 1
ViT-B-16 BadNets 0.01 SVHN 0.97745083 CIFAR100 0.6566 0.0132 1
ViT-B-16 BadNets 0.01 CIFAR10 0.9845 CIFAR100 0.8252 0.9564 1
ViT-B-16 BadNets 0.01 GTSRB 0.989548694 CIFAR100 0.6928 0.9522 1
ViT-B-16 BadNets 0.01 MNIST 0.9965 GTSRB 0.877355503 0.645368171 1
ViT-B-16 BadNets 0.01 SVHN 0.967309465 GTSRB 0.946951702 0.459065717 1
ViT-B-16 BadNets 0.01 CIFAR10 0.9617 GTSRB 0.97212985 0.598653998 1
ViT-B-16 BadNets 0.01 CIFAR100 0.7902 GTSRB 0.975930325 0.878780681 1
ViT-B-16 Blend 0.01 SVHN 0.964121082 MNIST 0.9936 0.124 1
ViT-B-16 Blend 0.01 CIFAR10 0.973 MNIST 0.9952 1 1
ViT-B-16 Blend 0.01 CIFAR100 0.8392 MNIST 0.9957 1 1
ViT-B-16 Blend 0.01 GTSRB 0.95621536 MNIST 0.9938 0.433 1
ViT-B-16 Blend 0.01 MNIST 0.996 SVHN 0.910763675 0.819683467 1
ViT-B-16 Blend 0.01 CIFAR10 0.9719 SVHN 0.966233866 0.999615857 1
ViT-B-16 Blend 0.01 CIFAR100 0.8161 SVHN 0.972725876 0.999692686 1
ViT-B-16 Blend 0.01 GTSRB 0.98226445 SVHN 0.953595575 0.926321451 1
ViT-B-16 Blend 0.01 MNIST 0.9964 CIFAR10 0.9407 0.9838 1
ViT-B-16 Blend 0.01 SVHN 0.973955132 CIFAR10 0.9199 0.9053 1
ViT-B-16 Blend 0.01 CIFAR100 0.8668 CIFAR10 0.9795 0.8788 1
ViT-B-16 Blend 0.01 GTSRB 0.986777514 CIFAR10 0.9356 0.9872 1
ViT-B-16 Blend 0.01 MNIST 0.9972 CIFAR100 0.7223 0.8781 1
ViT-B-16 Blend 0.01 SVHN 0.978372772 CIFAR100 0.6519 0.6515 1
ViT-B-16 Blend 0.01 CIFAR10 0.984 CIFAR100 0.8261 0.5316 1
ViT-B-16 Blend 0.01 GTSRB 0.987885986 CIFAR100 0.6767 0.8159 1
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ViT-B-16 Blend 0.01 MNIST 0.9961 GTSRB 0.832066508 0.840934283 1
ViT-B-16 Blend 0.01 SVHN 0.971304548 GTSRB 0.927949327 0.672446556 1
ViT-B-16 Blend 0.01 CIFAR10 0.9694 GTSRB 0.972050673 0.955819477 1
ViT-B-16 Blend 0.01 CIFAR100 0.8157 GTSRB 0.974109264 0.987806809 1
ViT-B-16 narcissus 0.01 CIFAR100 0.8181 GTSRB 0.972446556 0.870783848 1
ViT-B-16 narcissus 0.03 CIFAR100 0.812 GTSRB 0.981076801 0.882185273 1
ViT-B-16 narcissus 0.05 CIFAR100 0.8004 GTSRB 0.976880443 0.839667458 1
ViT-B-16 narcissus 0.1 CIFAR100 0.8198 GTSRB 0.974821853 0.907521774 1
ViT-B-16 dynamic_bd 0.01 CIFAR10 0.9799 CIFAR100 0.8556 0.9998 1
ViT-B-16 dynamic_bd 0.03 CIFAR10 0.9799 CIFAR100 0.845 0.9992 1
ViT-B-16 dynamic_bd 0.05 CIFAR10 0.9809 CIFAR100 0.8478 0.9997 1
ViT-B-16 dynamic_bd 0.1 CIFAR10 0.9815 CIFAR100 0.8445 0.9996 1
ViT-B-16 dynamic_bd 0.01 CIFAR10 0.9538 GTSRB 0.9802 0.998 1
ViT-B-16 dynamic_bd 0.03 CIFAR10 0.9383 GTSRB 0.9689 0.9999 1
ViT-B-16 dynamic_bd 0.05 CIFAR10 0.9403 GTSRB 0.9717 0.9998 1
ViT-B-16 dynamic_bd 0.1 CIFAR10 0.9319 GTSRB 0.9669 0.9999 1
ViT-B-16 dynamic_bd 0.01 CIFAR10 0.9425 MNIST 0.9964 0.9999 1
ViT-B-16 dynamic_bd 0.03 CIFAR10 0.9476 MNIST 0.9959 1 1
ViT-B-16 dynamic_bd 0.05 CIFAR10 0.9456 MNIST 0.9946 1 1
ViT-B-16 dynamic_bd 0.1 CIFAR10 0.945 MNIST 0.9958 1 1
ViT-B-16 dynamic_bd 0.01 CIFAR10 0.939 SVHN 0.9685 1 1
ViT-B-16 dynamic_bd 0.03 CIFAR10 0.9454 SVHN 0.9514 1 1
ViT-B-16 dynamic_bd 0.05 CIFAR10 0.9367 SVHN 0.9537 1 1
ViT-B-16 dynamic_bd 0.1 CIFAR10 0.9406 SVHN 0.9547 0.9997 1
ViT-B-16 dynamic_bd 0.01 CIFAR100 0.8331 CIFAR10 0.984 0.9999 1
ViT-B-16 dynamic_bd 0.03 CIFAR100 0.8339 CIFAR10 0.9828 0.9963 1
ViT-B-16 dynamic_bd 0.05 CIFAR100 0.8345 CIFAR10 0.9824 0.9979 1
ViT-B-16 dynamic_bd 0.1 CIFAR100 0.8304 CIFAR10 0.9799 0.9994 1
ViT-B-16 dynamic_bd 0.01 CIFAR100 0.7582 GTSRB 0.9838 0.9984 1
ViT-B-16 dynamic_bd 0.03 CIFAR100 0.7149 GTSRB 0.9743 1 1
ViT-B-16 dynamic_bd 0.05 CIFAR100 0.7121 GTSRB 0.9778 0.9998 1
ViT-B-16 dynamic_bd 0.1 CIFAR100 0.7061 GTSRB 0.9762 0.9999 1
ViT-B-16 dynamic_bd 0.01 CIFAR100 0.7455 MNIST 0.9966 1 1
ViT-B-16 dynamic_bd 0.03 CIFAR100 0.7484 MNIST 0.9969 1 1
ViT-B-16 dynamic_bd 0.05 CIFAR100 0.7565 MNIST 0.9959 1 1
ViT-B-16 dynamic_bd 0.1 CIFAR100 0.7409 MNIST 0.9961 1 1
ViT-B-16 dynamic_bd 0.01 CIFAR100 0.6957 SVHN 0.9721 1 1
ViT-B-16 dynamic_bd 0.03 CIFAR100 0.7101 SVHN 0.9582 1 1
ViT-B-16 dynamic_bd 0.05 CIFAR100 0.7034 SVHN 0.9585 1 1
ViT-B-16 dynamic_bd 0.1 CIFAR100 0.7086 SVHN 0.9576 0.9997 1
ViT-B-16 dynamic_bd 0.01 GTSRB 0.9746 CIFAR10 0.97 1 1
ViT-B-16 dynamic_bd 0.03 GTSRB 0.9687 CIFAR10 0.9675 1 1
ViT-B-16 dynamic_bd 0.05 GTSRB 0.9749 CIFAR10 0.97 0.9999 1
ViT-B-16 dynamic_bd 0.1 GTSRB 0.974 CIFAR10 0.9639 1 1
ViT-B-16 dynamic_bd 0.01 GTSRB 0.9798 CIFAR100 0.7986 0.9999 1
ViT-B-16 dynamic_bd 0.03 GTSRB 0.9795 CIFAR100 0.7754 1 1
ViT-B-16 dynamic_bd 0.05 GTSRB 0.9797 CIFAR100 0.7864 1 1
ViT-B-16 dynamic_bd 0.1 GTSRB 0.9796 CIFAR100 0.7799 1 1
ViT-B-16 dynamic_bd 0.01 GTSRB 0.9463 MNIST 0.9953 0.9992 1
ViT-B-16 dynamic_bd 0.03 GTSRB 0.9378 MNIST 0.9954 1 1
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ViT-B-16 dynamic_bd 0.05 GTSRB 0.9458 MNIST 0.9947 0.9997 1
ViT-B-16 dynamic_bd 0.1 GTSRB 0.94 MNIST 0.9955 1 1
ViT-B-16 dynamic_bd 0.01 GTSRB 0.9524 SVHN 0.9632 0.9999 1
ViT-B-16 dynamic_bd 0.03 GTSRB 0.9534 SVHN 0.9518 1 1
ViT-B-16 dynamic_bd 0.05 GTSRB 0.9565 SVHN 0.9511 1 1
ViT-B-16 dynamic_bd 0.1 GTSRB 0.953 SVHN 0.9464 0.9995 1
ViT-B-16 dynamic_bd 0.01 MNIST 0.9935 CIFAR10 0.9679 1 1
ViT-B-16 dynamic_bd 0.03 MNIST 0.9949 CIFAR10 0.9633 0.9996 1
ViT-B-16 dynamic_bd 0.05 MNIST 0.9938 CIFAR10 0.9658 0.9998 1
ViT-B-16 dynamic_bd 0.1 MNIST 0.9942 CIFAR10 0.9595 1 1
ViT-B-16 dynamic_bd 0.01 MNIST 0.9958 CIFAR100 0.8184 0.9997 1
ViT-B-16 dynamic_bd 0.03 MNIST 0.9956 CIFAR100 0.8059 0.9999 1
ViT-B-16 dynamic_bd 0.05 MNIST 0.9955 CIFAR100 0.8093 0.9999 1
ViT-B-16 dynamic_bd 0.1 MNIST 0.9961 CIFAR100 0.8062 0.9999 1
ViT-B-16 dynamic_bd 0.01 MNIST 0.9951 GTSRB 0.9613 0.9972 1
ViT-B-16 dynamic_bd 0.03 MNIST 0.9908 GTSRB 0.9521 0.9997 1
ViT-B-16 dynamic_bd 0.05 MNIST 0.9913 GTSRB 0.9653 0.9995 1
ViT-B-16 dynamic_bd 0.1 MNIST 0.9935 GTSRB 0.9542 0.9997 1
ViT-B-16 dynamic_bd 0.01 MNIST 0.9934 SVHN 0.9673 0.9997 1
ViT-B-16 dynamic_bd 0.03 MNIST 0.9927 SVHN 0.9548 0.9999 1
ViT-B-16 dynamic_bd 0.05 MNIST 0.9937 SVHN 0.9578 1 1
ViT-B-16 dynamic_bd 0.1 MNIST 0.9928 SVHN 0.9536 0.9997 1
ViT-B-16 dynamic_bd 0.01 SVHN 0.9668 CIFAR10 0.9714 0.9996 1
ViT-B-16 dynamic_bd 0.03 SVHN 0.9624 CIFAR10 0.9685 0.9985 1
ViT-B-16 dynamic_bd 0.05 SVHN 0.9617 CIFAR10 0.9699 0.9988 1
ViT-B-16 dynamic_bd 0.1 SVHN 0.9626 CIFAR10 0.9656 1 1
ViT-B-16 dynamic_bd 0.01 SVHN 0.9741 CIFAR100 0.7999 0.9994 1
ViT-B-16 dynamic_bd 0.03 SVHN 0.9726 CIFAR100 0.7914 0.9995 1
ViT-B-16 dynamic_bd 0.05 SVHN 0.9726 CIFAR100 0.7941 0.9999 1
ViT-B-16 dynamic_bd 0.1 SVHN 0.9716 CIFAR100 0.796 1 1
ViT-B-16 dynamic_bd 0.01 SVHN 0.9587 GTSRB 0.9702 0.9967 1
ViT-B-16 dynamic_bd 0.03 SVHN 0.9326 GTSRB 0.9743 0.9998 1
ViT-B-16 dynamic_bd 0.05 SVHN 0.9263 GTSRB 0.9767 0.9997 1
ViT-B-16 dynamic_bd 0.1 SVHN 0.9278 GTSRB 0.9736 0.9997 1
ViT-B-16 dynamic_bd 0.01 SVHN 0.9146 MNIST 0.9958 0.9988 1
ViT-B-16 dynamic_bd 0.03 SVHN 0.9436 MNIST 0.9954 0.9999 1
ViT-B-16 dynamic_bd 0.05 SVHN 0.9455 MNIST 0.9953 0.9994 1
ViT-B-16 dynamic_bd 0.1 SVHN 0.9476 MNIST 0.9955 1 1
ViT-B-16 narcissus 0.05 CIFAR10 0.9961 GTSRB 0.889152811 0.780205859 1
ViT-B-16 narcissus 0.05 MNIST 0.967962508 GTSRB 0.936104513 0.426444972 1
ViT-B-16 narcissus 0.05 SVHN 0.9581 GTSRB 0.970783848 0.776009501 1
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Table 6: Comparison of results for different combinations of a single BTV
trained with various backdoor attacks on Convnext Base, and a single
CTV with different poison rates, across five datasets.
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convnext_base BadNets 0.01 SVHN 0.92659035 MNIST 0.9947 1 1
convnext_base BadNets 0.01 CIFAR10 0.9514 MNIST 0.9962 1 1
convnext_base BadNets 0.01 CIFAR100 0.7476 MNIST 0.9963 1 1
convnext_base BadNets 0.01 GTSRB 0.970783848 MNIST 0.9934 1 1
convnext_base BadNets 0.03 SVHN 0.898471112 MNIST 0.993 1 1
convnext_base BadNets 0.03 CIFAR10 0.9457 MNIST 0.9947 1 1
convnext_base BadNets 0.03 CIFAR100 0.7426 MNIST 0.996 1 1
convnext_base BadNets 0.03 GTSRB 0.972525732 MNIST 0.992 1 1
convnext_base BadNets 0.05 SVHN 0.888099262 MNIST 0.9935 1 1
convnext_base BadNets 0.05 CIFAR10 0.9566 MNIST 0.9948 1 1
convnext_base BadNets 0.05 CIFAR100 0.7631 MNIST 0.9952 1 1
convnext_base BadNets 0.05 GTSRB 0.972921615 MNIST 0.9914 1 1
convnext_base BadNets 0.1 SVHN 0.899277812 MNIST 0.9932 1 1
convnext_base BadNets 0.1 CIFAR10 0.9481 MNIST 0.9942 1 1
convnext_base BadNets 0.1 CIFAR100 0.7535 MNIST 0.9947 1 1
convnext_base BadNets 0.1 GTSRB 0.967695962 MNIST 0.9893 1 1
convnext_base BadNets 0.15 SVHN 0.897625999 MNIST 0.9933 1 1
convnext_base BadNets 0.15 CIFAR10 0.9459 MNIST 0.9947 1 1
convnext_base BadNets 0.15 CIFAR100 0.7372 MNIST 0.9951 1 1
convnext_base BadNets 0.15 GTSRB 0.967458432 MNIST 0.9928 1 1
convnext_base BadNets 0.01 MNIST 0.9943 SVHN 0.919867855 1 1
convnext_base BadNets 0.01 CIFAR10 0.9515 SVHN 0.958627843 1 1
convnext_base BadNets 0.01 CIFAR100 0.7434 SVHN 0.963007068 1 1
convnext_base BadNets 0.01 GTSRB 0.971338084 SVHN 0.942455439 1 1
convnext_base BadNets 0.03 MNIST 0.9926 SVHN 0.898048556 1 1
convnext_base BadNets 0.03 CIFAR10 0.9528 SVHN 0.930239705 1 1
convnext_base BadNets 0.03 CIFAR100 0.7438 SVHN 0.939535956 1 1
convnext_base BadNets 0.03 GTSRB 0.971021378 SVHN 0.927512293 1 1
convnext_base BadNets 0.05 MNIST 0.9927 SVHN 0.886370621 1 1
convnext_base BadNets 0.05 CIFAR10 0.9525 SVHN 0.916833128 1 1
convnext_base BadNets 0.05 CIFAR100 0.7495 SVHN 0.92505378 1 1
convnext_base BadNets 0.05 GTSRB 0.973159145 SVHN 0.922287953 1 1
convnext_base BadNets 0.1 MNIST 0.9919 SVHN 0.890903503 1 1
convnext_base BadNets 0.1 CIFAR10 0.9442 SVHN 0.910840504 1 1
convnext_base BadNets 0.1 CIFAR100 0.7322 SVHN 0.921212354 1 1
convnext_base BadNets 0.1 GTSRB 0.968646081 SVHN 0.917486171 1 1
convnext_base BadNets 0.15 MNIST 0.9914 SVHN 0.888022434 1 1
convnext_base BadNets 0.15 CIFAR10 0.9502 SVHN 0.911839275 1 1
convnext_base BadNets 0.15 CIFAR100 0.7407 SVHN 0.920328826 1 1
convnext_base BadNets 0.15 GTSRB 0.966429137 SVHN 0.917524585 1 1
convnext_base BadNets 0.01 MNIST 0.9968 CIFAR10 0.9532 1 1
convnext_base BadNets 0.01 SVHN 0.96058697 CIFAR10 0.9513 1 1
convnext_base BadNets 0.01 CIFAR100 0.8384 CIFAR10 0.9738 1 1
convnext_base BadNets 0.01 GTSRB 0.984956453 CIFAR10 0.8497 1 1
convnext_base BadNets 0.03 MNIST 0.9959 CIFAR10 0.9547 1 1
convnext_base BadNets 0.03 SVHN 0.952673632 CIFAR10 0.9561 1 1
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convnext_base BadNets 0.03 CIFAR100 0.8288 CIFAR10 0.9742 1 1
convnext_base BadNets 0.03 GTSRB 0.984402217 CIFAR10 0.8699 1 1
convnext_base BadNets 0.05 MNIST 0.996 CIFAR10 0.9479 1 1
convnext_base BadNets 0.05 SVHN 0.952251076 CIFAR10 0.9531 1 1
convnext_base BadNets 0.05 CIFAR100 0.8227 CIFAR10 0.9711 1 1
convnext_base BadNets 0.05 GTSRB 0.985193983 CIFAR10 0.8676 1 1
convnext_base BadNets 0.1 MNIST 0.9955 CIFAR10 0.946 1 1
convnext_base BadNets 0.1 SVHN 0.948371235 CIFAR10 0.9548 1 1
convnext_base BadNets 0.1 CIFAR100 0.8177 CIFAR10 0.9724 1 1
convnext_base BadNets 0.1 GTSRB 0.984639747 CIFAR10 0.8678 1 1
convnext_base BadNets 0.15 MNIST 0.9952 CIFAR10 0.9489 1 1
convnext_base BadNets 0.15 SVHN 0.951329133 CIFAR10 0.9516 1 1
convnext_base BadNets 0.15 CIFAR100 0.8228 CIFAR10 0.973 1 1
convnext_base BadNets 0.15 GTSRB 0.984085511 CIFAR10 0.8777 1 1
convnext_base BadNets 0.01 MNIST 0.9964 CIFAR100 0.768 1 1
convnext_base BadNets 0.01 SVHN 0.962085126 CIFAR100 0.7479 1 1
convnext_base BadNets 0.01 CIFAR10 0.9761 CIFAR100 0.8383 1 1
convnext_base BadNets 0.01 GTSRB 0.987173397 CIFAR100 0.5614 1 1
convnext_base BadNets 0.03 MNIST 0.9959 CIFAR100 0.7861 1 1
convnext_base BadNets 0.03 SVHN 0.95382606 CIFAR100 0.7704 0.9999 1
convnext_base BadNets 0.03 CIFAR10 0.9754 CIFAR100 0.8358 0.9999 1
convnext_base BadNets 0.03 GTSRB 0.986144101 CIFAR100 0.5822 1 1
convnext_base BadNets 0.05 MNIST 0.9957 CIFAR100 0.7825 1 1
convnext_base BadNets 0.05 SVHN 0.949446835 CIFAR100 0.7644 0.9999 1
convnext_base BadNets 0.05 CIFAR10 0.9753 CIFAR100 0.828 0.9999 1
convnext_base BadNets 0.05 GTSRB 0.986064925 CIFAR100 0.5917 0.9997 1
convnext_base BadNets 0.1 MNIST 0.9955 CIFAR100 0.7801 1 1
convnext_base BadNets 0.1 SVHN 0.949177935 CIFAR100 0.76 1 1
convnext_base BadNets 0.1 CIFAR10 0.9748 CIFAR100 0.8265 1 1
convnext_base BadNets 0.1 GTSRB 0.987173397 CIFAR100 0.5964 1 1
convnext_base BadNets 0.15 MNIST 0.9958 CIFAR100 0.7785 1 1
convnext_base BadNets 0.15 SVHN 0.94840965 CIFAR100 0.7615 1 1
convnext_base BadNets 0.15 CIFAR10 0.9741 CIFAR100 0.8253 1 1
convnext_base BadNets 0.15 GTSRB 0.987410926 CIFAR100 0.588 1 1
convnext_base BadNets 0.01 MNIST 0.9932 GTSRB 0.975138559 0.999841647 1
convnext_base BadNets 0.01 SVHN 0.939228642 GTSRB 0.979572447 1 1
convnext_base BadNets 0.01 CIFAR10 0.8334 GTSRB 0.985748219 1 1
convnext_base BadNets 0.01 CIFAR100 0.4978 GTSRB 0.986223278 1 1
convnext_base BadNets 0.03 MNIST 0.9873 GTSRB 0.976642914 1 1
convnext_base BadNets 0.03 SVHN 0.880032268 GTSRB 0.977751386 1 1
convnext_base BadNets 0.03 CIFAR10 0.8606 GTSRB 0.980126683 1 1
convnext_base BadNets 0.03 CIFAR100 0.532 GTSRB 0.982818686 1 1
convnext_base BadNets 0.05 MNIST 0.986 GTSRB 0.972763262 1 1
convnext_base BadNets 0.05 SVHN 0.865780578 GTSRB 0.9746635 1 1
convnext_base BadNets 0.05 CIFAR10 0.8482 GTSRB 0.982977039 1 1
convnext_base BadNets 0.05 CIFAR100 0.5104 GTSRB 0.982501979 1 1
convnext_base BadNets 0.1 MNIST 0.9816 GTSRB 0.974742676 1 1
convnext_base BadNets 0.1 SVHN 0.850069146 GTSRB 0.976326207 1 1
convnext_base BadNets 0.1 CIFAR10 0.8471 GTSRB 0.982343626 1 1
convnext_base BadNets 0.1 CIFAR100 0.5255 GTSRB 0.982581156 1 1

33



Model
Structure

Attack
Method

Poison
Rate Clean Dataset Clean Acc

Poison
Dataset Poison Acc ASR cof

convnext_base BadNets 0.15 MNIST 0.9861 GTSRB 0.97189232 1 1
convnext_base BadNets 0.15 SVHN 0.850914259 GTSRB 0.973950911 1 1
convnext_base BadNets 0.15 CIFAR10 0.8558 GTSRB 0.978147268 1 1
convnext_base BadNets 0.15 CIFAR100 0.5276 GTSRB 0.977117973 1 1
convnext_base Blend 0.01 SVHN 0.928242163 MNIST 0.9952 0.3702 1
convnext_base Blend 0.01 CIFAR10 0.9588 MNIST 0.9963 1 1
convnext_base Blend 0.01 CIFAR100 0.7796 MNIST 0.9966 1 1
convnext_base Blend 0.01 GTSRB 0.9797308 MNIST 0.9933 0.2074 1
convnext_base Blend 0.03 SVHN 0.92090504 MNIST 0.994 0.5016 1
convnext_base Blend 0.03 CIFAR10 0.9609 MNIST 0.9955 1 1
convnext_base Blend 0.03 CIFAR100 0.7917 MNIST 0.9955 1 1
convnext_base Blend 0.03 GTSRB 0.978068092 MNIST 0.9935 0.2527 1
convnext_base Blend 0.05 SVHN 0.929125691 MNIST 0.9944 0.5438 1
convnext_base Blend 0.05 CIFAR10 0.9617 MNIST 0.9951 1 1
convnext_base Blend 0.05 CIFAR100 0.8009 MNIST 0.9956 1 1
convnext_base Blend 0.05 GTSRB 0.979018211 MNIST 0.9934 0.2626 1
convnext_base Blend 0.1 SVHN 0.91468193 MNIST 0.9938 0.6584 1
convnext_base Blend 0.1 CIFAR10 0.9581 MNIST 0.9952 1 1
convnext_base Blend 0.1 CIFAR100 0.7869 MNIST 0.9956 1 1
convnext_base Blend 0.1 GTSRB 0.977434679 MNIST 0.9921 0.3291 1
convnext_base Blend 0.15 SVHN 0.904386908 MNIST 0.9933 0.4239 1
convnext_base Blend 0.15 CIFAR10 0.959 MNIST 0.9947 1 1
convnext_base Blend 0.15 CIFAR100 0.7929 MNIST 0.9951 1 1
convnext_base Blend 0.15 GTSRB 0.976009501 MNIST 0.992 0.2518 1
convnext_base Blend 0.01 MNIST 0.9945 SVHN 0.922249539 0.886677935 1
convnext_base Blend 0.01 CIFAR10 0.9559 SVHN 0.955516288 0.999769514 1
convnext_base Blend 0.01 CIFAR100 0.765 SVHN 0.961816226 0.999346958 1
convnext_base Blend 0.01 GTSRB 0.973713381 SVHN 0.938806085 0.742893362 1
convnext_base Blend 0.03 MNIST 0.993 SVHN 0.915027658 0.944414567 1
convnext_base Blend 0.03 CIFAR10 0.9582 SVHN 0.934081131 0.999923171 1
convnext_base Blend 0.03 CIFAR100 0.7655 SVHN 0.943761524 0.999769514 1
convnext_base Blend 0.03 GTSRB 0.972684086 SVHN 0.929509834 0.822065151 1
convnext_base Blend 0.05 MNIST 0.9934 SVHN 0.905193608 0.960356484 1
convnext_base Blend 0.05 CIFAR10 0.9517 SVHN 0.925706822 1 1
convnext_base Blend 0.05 CIFAR100 0.7509 SVHN 0.938998156 0.999961586 1
convnext_base Blend 0.05 GTSRB 0.974901029 SVHN 0.925399508 0.853564843 1
convnext_base Blend 0.1 MNIST 0.9931 SVHN 0.909419176 0.976567302 1
convnext_base Blend 0.1 CIFAR10 0.9547 SVHN 0.922134296 1 1
convnext_base Blend 0.1 CIFAR100 0.7646 SVHN 0.934273202 1 1
convnext_base Blend 0.1 GTSRB 0.973634204 SVHN 0.921596497 0.912146589 1
convnext_base Blend 0.15 MNIST 0.9929 SVHN 0.911877689 0.97249539 1
convnext_base Blend 0.15 CIFAR10 0.9537 SVHN 0.909457591 1 1
convnext_base Blend 0.15 CIFAR100 0.7609 SVHN 0.923862938 1 1
convnext_base Blend 0.15 GTSRB 0.973159145 SVHN 0.920021512 0.887561463 1
convnext_base Blend 0.01 MNIST 0.9964 CIFAR10 0.9542 0.9878 1
convnext_base Blend 0.01 SVHN 0.961508912 CIFAR10 0.95 0.9907 1
convnext_base Blend 0.01 CIFAR100 0.8375 CIFAR10 0.9752 0.9513 1
convnext_base Blend 0.01 GTSRB 0.985193983 CIFAR10 0.8628 0.9229 1
convnext_base Blend 0.03 MNIST 0.9961 CIFAR10 0.9465 0.9837 1
convnext_base Blend 0.03 SVHN 0.960433313 CIFAR10 0.9509 0.9899 1
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convnext_base Blend 0.03 CIFAR100 0.8335 CIFAR10 0.9751 0.9415 1
convnext_base Blend 0.03 GTSRB 0.985035629 CIFAR10 0.8747 0.9335 1
convnext_base Blend 0.05 MNIST 0.9956 CIFAR10 0.9434 0.9849 1
convnext_base Blend 0.05 SVHN 0.958090043 CIFAR10 0.9472 0.99 1
convnext_base Blend 0.05 CIFAR100 0.8306 CIFAR10 0.9747 0.9448 1
convnext_base Blend 0.05 GTSRB 0.984956453 CIFAR10 0.8823 0.9484 1
convnext_base Blend 0.1 MNIST 0.9958 CIFAR10 0.9389 0.9945 1
convnext_base Blend 0.1 SVHN 0.960010756 CIFAR10 0.943 0.9946 1
convnext_base Blend 0.1 CIFAR100 0.818 CIFAR10 0.9712 0.9778 1
convnext_base Blend 0.1 GTSRB 0.983847981 CIFAR10 0.883 0.9726 1
convnext_base Blend 0.15 MNIST 0.9962 CIFAR10 0.9395 0.993 1
convnext_base Blend 0.15 SVHN 0.96058697 CIFAR10 0.9416 0.9932 1
convnext_base Blend 0.15 CIFAR100 0.8244 CIFAR10 0.972 0.978 1
convnext_base Blend 0.15 GTSRB 0.985193983 CIFAR10 0.8703 0.974 1
convnext_base Blend 0.01 MNIST 0.9966 CIFAR100 0.7644 0.9926 1
convnext_base Blend 0.01 SVHN 0.963429625 CIFAR100 0.7346 0.9874 1
convnext_base Blend 0.01 CIFAR10 0.9769 CIFAR100 0.8405 0.9649 1
convnext_base Blend 0.01 GTSRB 0.98709422 CIFAR100 0.5451 0.8645 1
convnext_base Blend 0.03 MNIST 0.9962 CIFAR100 0.7687 0.9977 1
convnext_base Blend 0.03 SVHN 0.959242471 CIFAR100 0.7401 0.9957 1
convnext_base Blend 0.03 CIFAR10 0.9775 CIFAR100 0.8397 0.988 1
convnext_base Blend 0.03 GTSRB 0.988123515 CIFAR100 0.5525 0.9272 1
convnext_base Blend 0.05 MNIST 0.9967 CIFAR100 0.7581 0.9979 1
convnext_base Blend 0.05 SVHN 0.962891825 CIFAR100 0.7236 0.995 1
convnext_base Blend 0.05 CIFAR10 0.9781 CIFAR100 0.8366 0.9902 1
convnext_base Blend 0.05 GTSRB 0.987173397 CIFAR100 0.5275 0.9138 1
convnext_base Blend 0.1 MNIST 0.9961 CIFAR100 0.7554 0.9985 1
convnext_base Blend 0.1 SVHN 0.961739398 CIFAR100 0.7209 0.9967 1
convnext_base Blend 0.1 CIFAR10 0.977 CIFAR100 0.833 0.995 1
convnext_base Blend 0.1 GTSRB 0.987410926 CIFAR100 0.5561 0.9544 1
convnext_base Blend 0.15 MNIST 0.9958 CIFAR100 0.7577 0.9987 1
convnext_base Blend 0.15 SVHN 0.961700983 CIFAR100 0.7198 0.9957 1
convnext_base Blend 0.15 CIFAR10 0.9773 CIFAR100 0.8314 0.995 1
convnext_base Blend 0.15 GTSRB 0.988123515 CIFAR100 0.5574 0.9577 1
convnext_base Blend 0.01 MNIST 0.9921 GTSRB 0.973238321 0.913855899 1
convnext_base Blend 0.01 SVHN 0.929010449 GTSRB 0.976880443 0.986460808 1
convnext_base Blend 0.01 CIFAR10 0.8619 GTSRB 0.986935867 0.99517023 1
convnext_base Blend 0.01 CIFAR100 0.5379 GTSRB 0.986777514 0.993982581 1
convnext_base Blend 0.03 MNIST 0.9907 GTSRB 0.977672209 0.883372922 1
convnext_base Blend 0.03 SVHN 0.912492317 GTSRB 0.975613618 0.973079968 1
convnext_base Blend 0.03 CIFAR10 0.8636 GTSRB 0.987173397 0.991053048 1
convnext_base Blend 0.03 CIFAR100 0.5535 GTSRB 0.987490103 0.991528108 1
convnext_base Blend 0.05 MNIST 0.992 GTSRB 0.976009501 0.864766429 1
convnext_base Blend 0.05 SVHN 0.914451444 GTSRB 0.975059382 0.968171021 1
convnext_base Blend 0.05 CIFAR10 0.8529 GTSRB 0.986460808 0.985431512 1
convnext_base Blend 0.05 CIFAR100 0.5283 GTSRB 0.987885986 0.984639747 1
convnext_base Blend 0.1 MNIST 0.9908 GTSRB 0.973634204 0.866983373 1
convnext_base Blend 0.1 SVHN 0.909611248 GTSRB 0.977276326 0.960095012 1
convnext_base Blend 0.1 CIFAR10 0.863 GTSRB 0.985906572 0.9847981 1
convnext_base Blend 0.1 CIFAR100 0.5382 GTSRB 0.986460808 0.983689628 1
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convnext_base Blend 0.15 MNIST 0.9891 GTSRB 0.972288203 0.808234363 1
convnext_base Blend 0.15 SVHN 0.895974186 GTSRB 0.973238321 0.933729216 1
convnext_base Blend 0.15 CIFAR10 0.8569 GTSRB 0.986935867 0.973713381 1
convnext_base Blend 0.15 CIFAR100 0.5225 GTSRB 0.986777514 0.972842439 1
convnext_base Wanet 0.01 SVHN 0.930508605 MNIST 0.9937 0.3604 1
convnext_base Wanet 0.01 CIFAR10 0.9549 MNIST 0.9956 0.9394 1
convnext_base Wanet 0.01 CIFAR100 0.7625 MNIST 0.996 0.9401 1
convnext_base Wanet 0.01 GTSRB 0.977988915 MNIST 0.9924 0.1705 1
convnext_base Wanet 0.03 SVHN 0.920482483 MNIST 0.9932 0.3782 1
convnext_base Wanet 0.03 CIFAR10 0.9631 MNIST 0.9902 0.9842 1
convnext_base Wanet 0.03 CIFAR100 0.7979 MNIST 0.9912 0.9792 1
convnext_base Wanet 0.03 GTSRB 0.97672209 MNIST 0.9907 0.1973 1
convnext_base Wanet 0.05 SVHN 0.927512293 MNIST 0.992 0.3074 1
convnext_base Wanet 0.05 CIFAR10 0.9625 MNIST 0.9939 0.9739 1
convnext_base Wanet 0.05 CIFAR100 0.7877 MNIST 0.9942 0.977 1
convnext_base Wanet 0.05 GTSRB 0.977117973 MNIST 0.989 0.1838 1
convnext_base Wanet 0.1 SVHN 0.93127689 MNIST 0.9922 0.4268 1
convnext_base Wanet 0.1 CIFAR10 0.9609 MNIST 0.9888 0.99 1
convnext_base Wanet 0.1 CIFAR100 0.7958 MNIST 0.9918 0.9907 1
convnext_base Wanet 0.1 GTSRB 0.972921615 MNIST 0.9895 0.2185 1
convnext_base Wanet 0.15 SVHN 0.927704364 MNIST 0.9922 0.6153 1
convnext_base Wanet 0.15 CIFAR10 0.9623 MNIST 0.9896 0.9938 1
convnext_base Wanet 0.15 CIFAR100 0.791 MNIST 0.9905 0.9936 1
convnext_base Wanet 0.15 GTSRB 0.973317498 MNIST 0.9896 0.2429 1
convnext_base Wanet 0.01 MNIST 0.9941 SVHN 0.913952059 0.377573755 1
convnext_base Wanet 0.01 CIFAR10 0.9552 SVHN 0.9577059 0.906000307 1
convnext_base Wanet 0.01 CIFAR100 0.7479 SVHN 0.961355255 0.927550707 1
convnext_base Wanet 0.01 GTSRB 0.971100554 SVHN 0.93596343 0.111862323 1
convnext_base Wanet 0.03 MNIST 0.9926 SVHN 0.884449908 0.4587815 1
convnext_base Wanet 0.03 CIFAR10 0.9548 SVHN 0.912377074 0.954133374 1
convnext_base Wanet 0.03 CIFAR100 0.7584 SVHN 0.920136755 0.96392901 1
convnext_base Wanet 0.03 GTSRB 0.969912906 SVHN 0.912684388 0.124001229 1
convnext_base Wanet 0.05 MNIST 0.9924 SVHN 0.868853719 0.57494622 1
convnext_base Wanet 0.05 CIFAR10 0.9507 SVHN 0.889712661 0.961931469 1
convnext_base Wanet 0.05 CIFAR100 0.7477 SVHN 0.903733866 0.972917947 1
convnext_base Wanet 0.05 GTSRB 0.96935867 SVHN 0.909419176 0.157229564 1
convnext_base Wanet 0.1 MNIST 0.9916 SVHN 0.864820221 0.542870313 1
convnext_base Wanet 0.1 CIFAR10 0.9569 SVHN 0.872003688 0.969806392 1
convnext_base Wanet 0.1 CIFAR100 0.7644 SVHN 0.88898279 0.97664413 1
convnext_base Wanet 0.1 GTSRB 0.96935867 SVHN 0.907805778 0.156077136 1
convnext_base Wanet 0.15 MNIST 0.9915 SVHN 0.866510449 0.547249539 1
convnext_base Wanet 0.15 CIFAR10 0.9505 SVHN 0.855293485 0.974953903 1
convnext_base Wanet 0.15 CIFAR100 0.7571 SVHN 0.873809158 0.972418562 1
convnext_base Wanet 0.15 GTSRB 0.968566904 SVHN 0.904079594 0.138829133 1
convnext_base Wanet 0.01 MNIST 0.9964 CIFAR10 0.9491 0.8015 1
convnext_base Wanet 0.01 SVHN 0.961931469 CIFAR10 0.9512 0.8211 1
convnext_base Wanet 0.01 CIFAR100 0.8407 CIFAR10 0.9748 0.7069 1
convnext_base Wanet 0.01 GTSRB 0.986064925 CIFAR10 0.8316 0.5354 1
convnext_base Wanet 0.03 MNIST 0.9954 CIFAR10 0.9493 0.904 1
convnext_base Wanet 0.03 SVHN 0.951866933 CIFAR10 0.9533 0.9078 1
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convnext_base Wanet 0.03 CIFAR100 0.8297 CIFAR10 0.9758 0.796 1
convnext_base Wanet 0.03 GTSRB 0.983847981 CIFAR10 0.85 0.6565 1
convnext_base Wanet 0.05 MNIST 0.9956 CIFAR10 0.9461 0.9045 1
convnext_base Wanet 0.05 SVHN 0.950291948 CIFAR10 0.9552 0.9067 1
convnext_base Wanet 0.05 CIFAR100 0.8233 CIFAR10 0.9703 0.8019 1
convnext_base Wanet 0.05 GTSRB 0.983768804 CIFAR10 0.8669 0.7033 1
convnext_base Wanet 0.1 MNIST 0.9956 CIFAR10 0.9296 0.9274 1
convnext_base Wanet 0.1 SVHN 0.944683467 CIFAR10 0.9448 0.927 1
convnext_base Wanet 0.1 CIFAR100 0.8215 CIFAR10 0.9688 0.8515 1
convnext_base Wanet 0.1 GTSRB 0.983689628 CIFAR10 0.8418 0.775 1
convnext_base Wanet 0.15 MNIST 0.9957 CIFAR10 0.9341 0.9178 1
convnext_base Wanet 0.15 SVHN 0.947487707 CIFAR10 0.9502 0.9068 1
convnext_base Wanet 0.15 CIFAR100 0.8239 CIFAR10 0.9691 0.8142 1
convnext_base Wanet 0.15 GTSRB 0.984877276 CIFAR10 0.8526 0.7274 1
convnext_base Wanet 0.01 MNIST 0.9967 CIFAR100 0.7628 0.6777 1
convnext_base Wanet 0.01 SVHN 0.962200369 CIFAR100 0.7407 0.8159 1
convnext_base Wanet 0.01 CIFAR10 0.9761 CIFAR100 0.8368 0.5159 1
convnext_base Wanet 0.01 GTSRB 0.987490103 CIFAR100 0.5285 0.4494 1
convnext_base Wanet 0.03 MNIST 0.9958 CIFAR100 0.783 0.8752 1
convnext_base Wanet 0.03 SVHN 0.954171789 CIFAR100 0.7675 0.8751 1
convnext_base Wanet 0.03 CIFAR10 0.9751 CIFAR100 0.8331 0.8241 1
convnext_base Wanet 0.03 GTSRB 0.987015044 CIFAR100 0.5882 0.5684 1
convnext_base Wanet 0.05 MNIST 0.9958 CIFAR100 0.7693 0.8897 1
convnext_base Wanet 0.05 SVHN 0.952673632 CIFAR100 0.7534 0.893 1
convnext_base Wanet 0.05 CIFAR10 0.975 CIFAR100 0.8261 0.8204 1
convnext_base Wanet 0.05 GTSRB 0.98709422 CIFAR100 0.5626 0.6628 1
convnext_base Wanet 0.1 MNIST 0.9952 CIFAR100 0.7722 0.908 1
convnext_base Wanet 0.1 SVHN 0.951713276 CIFAR100 0.7533 0.892 1
convnext_base Wanet 0.1 CIFAR10 0.9753 CIFAR100 0.824 0.8267 1
convnext_base Wanet 0.1 GTSRB 0.98685669 CIFAR100 0.5814 0.7044 1
convnext_base Wanet 0.15 MNIST 0.9952 CIFAR100 0.775 0.9162 1
convnext_base Wanet 0.15 SVHN 0.946565765 CIFAR100 0.7518 0.9017 1
convnext_base Wanet 0.15 CIFAR10 0.9757 CIFAR100 0.8201 0.8469 1
convnext_base Wanet 0.15 GTSRB 0.986223278 CIFAR100 0.5833 0.7049 1
convnext_base Wanet 0.01 MNIST 0.9928 GTSRB 0.974980206 0.694536817 1
convnext_base Wanet 0.01 SVHN 0.928050092 GTSRB 0.975613618 0.752652415 1
convnext_base Wanet 0.01 CIFAR10 0.8614 GTSRB 0.985669042 0.892715756 1
convnext_base Wanet 0.01 CIFAR100 0.5473 GTSRB 0.986619161 0.87695962 1
convnext_base Wanet 0.03 MNIST 0.9837 GTSRB 0.975771971 0.701662708 1
convnext_base Wanet 0.03 SVHN 0.849915489 GTSRB 0.977276326 0.716627078 1
convnext_base Wanet 0.03 CIFAR10 0.8688 GTSRB 0.979176564 0.856057007 1
convnext_base Wanet 0.03 CIFAR100 0.5701 GTSRB 0.980205859 0.847901821 1
convnext_base Wanet 0.05 MNIST 0.9854 GTSRB 0.97442597 0.703642122 1
convnext_base Wanet 0.05 SVHN 0.847917947 GTSRB 0.97672209 0.707046714 1
convnext_base Wanet 0.05 CIFAR10 0.8675 GTSRB 0.980285036 0.875534442 1
convnext_base Wanet 0.05 CIFAR100 0.5575 GTSRB 0.97949327 0.855423595 1
convnext_base Wanet 0.1 MNIST 0.9821 GTSRB 0.975534442 0.707680127 1
convnext_base Wanet 0.1 SVHN 0.825522434 GTSRB 0.976880443 0.712747427 1
convnext_base Wanet 0.1 CIFAR10 0.8707 GTSRB 0.976801267 0.824386382 1
convnext_base Wanet 0.1 CIFAR100 0.5758 GTSRB 0.978384798 0.799920823 1
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convnext_base Wanet 0.15 MNIST 0.979 GTSRB 0.976167854 0.771496437 1
convnext_base Wanet 0.15 SVHN 0.802320221 GTSRB 0.975296912 0.766033254 1
convnext_base Wanet 0.15 CIFAR10 0.8849 GTSRB 0.975930325 0.88685669 1
convnext_base Wanet 0.15 CIFAR100 0.5886 GTSRB 0.977513856 0.855027712 1
convnext_base narcissus 0.01 CIFAR100 0.5411 GTSRB 0.98456057 0.628186857 1
convnext_base narcissus 0.03 CIFAR100 0.5511 GTSRB 0.984877276 0.482422803 1
convnext_base narcissus 0.05 CIFAR100 0.5743 GTSRB 0.981631037 0.809659541 1
convnext_base narcissus 0.1 CIFAR100 0.5614 GTSRB 0.98432304 0.778939034 1
convnext_base dynamic_bd 0.01 CIFAR100 0.5622 GTSRB 0.987569279 0.9949327 1
convnext_base dynamic_bd 0.03 CIFAR100 0.5564 GTSRB 0.982581156 0.999841647 1
convnext_base dynamic_bd 0.05 CIFAR100 0.548 GTSRB 0.982818686 0.99976247 1
convnext_base dynamic_bd 0.1 CIFAR100 0.523 GTSRB 0.9797308 0.999920823 1

Table 7: Comparison of results for different combinations of a single BTV
trained with various backdoor attacks on ViT-B-32, and a single CTV with
different poison rates, across five datasets.
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ViT-B-32 BadNets 0.01 SVHN 0.955477873 MNIST 0.9881 0 1
ViT-B-32 BadNets 0.01 CIFAR10 0.9511 MNIST 0.9929 1 1
ViT-B-32 BadNets 0.01 CIFAR100 0.7709 MNIST 0.9949 1 1
ViT-B-32 BadNets 0.01 GTSRB 0.959857482 MNIST 0.9847 1 1
ViT-B-32 BadNets 0.03 SVHN 0.941533497 MNIST 0.9881 0 1
ViT-B-32 BadNets 0.03 CIFAR10 0.9547 MNIST 0.9894 1 1
ViT-B-32 BadNets 0.03 CIFAR100 0.7851 MNIST 0.992 1 1
ViT-B-32 BadNets 0.03 GTSRB 0.954869359 MNIST 0.9841 1 1
ViT-B-32 BadNets 0.05 SVHN 0.942263368 MNIST 0.9853 0 1
ViT-B-32 BadNets 0.05 CIFAR10 0.9526 MNIST 0.9908 1 1
ViT-B-32 BadNets 0.05 CIFAR100 0.7701 MNIST 0.9931 1 1
ViT-B-32 BadNets 0.05 GTSRB 0.943072051 MNIST 0.9838 1 1
ViT-B-32 BadNets 0.1 SVHN 0.942570682 MNIST 0.9895 0 1
ViT-B-32 BadNets 0.1 CIFAR10 0.9476 MNIST 0.9897 1 1
ViT-B-32 BadNets 0.1 CIFAR100 0.775 MNIST 0.9927 1 1
ViT-B-32 BadNets 0.1 GTSRB 0.950593824 MNIST 0.985 1 1
ViT-B-32 BadNets 0.15 SVHN 0.934734173 MNIST 0.9874 0 1
ViT-B-32 BadNets 0.15 CIFAR10 0.9473 MNIST 0.9897 1 1
ViT-B-32 BadNets 0.15 CIFAR100 0.774 MNIST 0.9918 1 1
ViT-B-32 BadNets 0.15 GTSRB 0.933570863 MNIST 0.9828 1 1
ViT-B-32 BadNets 0.01 MNIST 0.9954 SVHN 0.880416411 0.999539029 1
ViT-B-32 BadNets 0.01 CIFAR10 0.9488 SVHN 0.942032883 1 1
ViT-B-32 BadNets 0.01 CIFAR100 0.7883 SVHN 0.952635218 1 1
ViT-B-32 BadNets 0.01 GTSRB 0.973079968 SVHN 0.912838045 0.999308543 1
ViT-B-32 BadNets 0.03 MNIST 0.9949 SVHN 0.836969883 1 1
ViT-B-32 BadNets 0.03 CIFAR10 0.9442 SVHN 0.873732329 1 1
ViT-B-32 BadNets 0.03 CIFAR100 0.7717 SVHN 0.900314997 1 1
ViT-B-32 BadNets 0.03 GTSRB 0.971733967 SVHN 0.873617087 0.035456361 1
ViT-B-32 BadNets 0.05 MNIST 0.9947 SVHN 0.85010756 1 1
ViT-B-32 BadNets 0.05 CIFAR10 0.9411 SVHN 0.865895821 1 1
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ViT-B-32 BadNets 0.05 CIFAR100 0.7672 SVHN 0.89962354 1 1
ViT-B-32 BadNets 0.05 GTSRB 0.970387965 SVHN 0.87138906 0.031807007 1
ViT-B-32 BadNets 0.1 MNIST 0.9946 SVHN 0.846074063 1 1
ViT-B-32 BadNets 0.1 CIFAR10 0.9386 SVHN 0.875768285 1 1
ViT-B-32 BadNets 0.1 CIFAR100 0.7609 SVHN 0.897856484 1 1
ViT-B-32 BadNets 0.1 GTSRB 0.968804434 SVHN 0.881376767 0.991472034 1
ViT-B-32 BadNets 0.15 MNIST 0.9947 SVHN 0.849147203 1 1
ViT-B-32 BadNets 0.15 CIFAR10 0.9359 SVHN 0.872771973 1 1
ViT-B-32 BadNets 0.15 CIFAR100 0.7498 SVHN 0.893208359 1 1
ViT-B-32 BadNets 0.15 GTSRB 0.968171021 SVHN 0.872541487 0.745467117 1
ViT-B-32 BadNets 0.01 MNIST 0.9959 CIFAR10 0.9092 1 1
ViT-B-32 BadNets 0.01 SVHN 0.971381377 CIFAR10 0.9276 1 1
ViT-B-32 BadNets 0.01 CIFAR100 0.8406 CIFAR10 0.9708 1 1
ViT-B-32 BadNets 0.01 GTSRB 0.983214568 CIFAR10 0.9071 1 1
ViT-B-32 BadNets 0.03 MNIST 0.9953 CIFAR10 0.8834 1 1
ViT-B-32 BadNets 0.03 SVHN 0.96681008 CIFAR10 0.9117 0.9994 1
ViT-B-32 BadNets 0.03 CIFAR100 0.8109 CIFAR10 0.9643 1 1
ViT-B-32 BadNets 0.03 GTSRB 0.979018211 CIFAR10 0.878 1 1
ViT-B-32 BadNets 0.05 MNIST 0.9957 CIFAR10 0.865 1 1
ViT-B-32 BadNets 0.05 SVHN 0.967309465 CIFAR10 0.8934 1 1
ViT-B-32 BadNets 0.05 CIFAR100 0.7928 CIFAR10 0.9521 1 1
ViT-B-32 BadNets 0.05 GTSRB 0.962074426 CIFAR10 0.8493 1 1
ViT-B-32 BadNets 0.1 MNIST 0.9951 CIFAR10 0.8822 1 1
ViT-B-32 BadNets 0.1 SVHN 0.965081438 CIFAR10 0.9141 0.9994 1
ViT-B-32 BadNets 0.1 CIFAR100 0.7939 CIFAR10 0.9573 1 1
ViT-B-32 BadNets 0.1 GTSRB 0.977434679 CIFAR10 0.8813 1 1
ViT-B-32 BadNets 0.15 MNIST 0.9942 CIFAR10 0.8828 1 1
ViT-B-32 BadNets 0.15 SVHN 0.964850953 CIFAR10 0.9019 0.9998 1
ViT-B-32 BadNets 0.15 CIFAR100 0.791 CIFAR10 0.9485 1 1
ViT-B-32 BadNets 0.15 GTSRB 0.965716548 CIFAR10 0.8718 1 1
ViT-B-32 BadNets 0.01 MNIST 0.996 CIFAR100 0.6254 0 1
ViT-B-32 BadNets 0.01 SVHN 0.97357099 CIFAR100 0.6383 0.0006 1
ViT-B-32 BadNets 0.01 CIFAR10 0.9744 CIFAR100 0.8023 0.0151 1
ViT-B-32 BadNets 0.01 GTSRB 0.987015044 CIFAR100 0.6328 0.0117 1
ViT-B-32 BadNets 0.03 MNIST 0.9961 CIFAR100 0.5965 0 1
ViT-B-32 BadNets 0.03 SVHN 0.969844806 CIFAR100 0.6213 0 1
ViT-B-32 BadNets 0.03 CIFAR10 0.9722 CIFAR100 0.7746 0 1
ViT-B-32 BadNets 0.03 GTSRB 0.981710214 CIFAR100 0.5836 0 1
ViT-B-32 BadNets 0.05 MNIST 0.9963 CIFAR100 0.6023 0 1
ViT-B-32 BadNets 0.05 SVHN 0.967501537 CIFAR100 0.6238 0 1
ViT-B-32 BadNets 0.05 CIFAR10 0.9713 CIFAR100 0.7686 0 1
ViT-B-32 BadNets 0.05 GTSRB 0.973555028 CIFAR100 0.5969 0 1
ViT-B-32 BadNets 0.1 MNIST 0.9955 CIFAR100 0.5822 0 1
ViT-B-32 BadNets 0.1 SVHN 0.966771666 CIFAR100 0.6134 0 1
ViT-B-32 BadNets 0.1 CIFAR10 0.9701 CIFAR100 0.7632 0 1
ViT-B-32 BadNets 0.1 GTSRB 0.967933492 CIFAR100 0.5738 0 1
ViT-B-32 BadNets 0.15 MNIST 0.9962 CIFAR100 0.6037 0 1
ViT-B-32 BadNets 0.15 SVHN 0.966502766 CIFAR100 0.6175 0 1
ViT-B-32 BadNets 0.15 CIFAR10 0.9699 CIFAR100 0.772 0 1
ViT-B-32 BadNets 0.15 GTSRB 0.978384798 CIFAR100 0.5927 0 1
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ViT-B-32 BadNets 0.01 MNIST 0.9938 GTSRB 0.822248614 0.885273159 1
ViT-B-32 BadNets 0.01 SVHN 0.957475415 GTSRB 0.911559778 0.925890736 1
ViT-B-32 BadNets 0.01 CIFAR10 0.9417 GTSRB 0.949010293 0.952414885 1
ViT-B-32 BadNets 0.01 CIFAR100 0.7432 GTSRB 0.961995249 0.965874901 1
ViT-B-32 BadNets 0.03 MNIST 0.9793 GTSRB 0.716389549 0.737688044 1
ViT-B-32 BadNets 0.03 SVHN 0.93488783 GTSRB 0.82280285 0.775296912 1
ViT-B-32 BadNets 0.03 CIFAR10 0.9156 GTSRB 0.839113222 0.865241489 1
ViT-B-32 BadNets 0.03 CIFAR100 0.6886 GTSRB 0.865637371 0.86658749 1
ViT-B-32 BadNets 0.05 MNIST 0.9843 GTSRB 0.703008709 0.818923199 1
ViT-B-32 BadNets 0.05 SVHN 0.940842041 GTSRB 0.858194774 0.883689628 1
ViT-B-32 BadNets 0.05 CIFAR10 0.9317 GTSRB 0.850752177 0.926128266 1
ViT-B-32 BadNets 0.05 CIFAR100 0.7096 GTSRB 0.883610451 0.935787807 1
ViT-B-32 BadNets 0.1 MNIST 0.968 GTSRB 0.671258907 0.856927949 1
ViT-B-32 BadNets 0.1 SVHN 0.937845728 GTSRB 0.86152019 0.901266825 1
ViT-B-32 BadNets 0.1 CIFAR10 0.9217 GTSRB 0.801821061 0.927553444 1
ViT-B-32 BadNets 0.1 CIFAR100 0.6969 GTSRB 0.838796516 0.936737926 1
ViT-B-32 BadNets 0.15 MNIST 0.9583 GTSRB 0.677672209 0.872288203 1
ViT-B-32 BadNets 0.15 SVHN 0.932736632 GTSRB 0.826840855 0.911243072 1
ViT-B-32 BadNets 0.15 CIFAR10 0.9137 GTSRB 0.794457641 0.92858274 1
ViT-B-32 BadNets 0.15 CIFAR100 0.6801 GTSRB 0.831987332 0.934600158 1
ViT-B-32 Blend 0.01 SVHN 0.953096189 MNIST 0.9883 0.0999 1
ViT-B-32 Blend 0.01 CIFAR10 0.9547 MNIST 0.9929 0.9133 1
ViT-B-32 Blend 0.01 CIFAR100 0.795 MNIST 0.9953 0.9975 1
ViT-B-32 Blend 0.01 GTSRB 0.960095012 MNIST 0.9857 0.1588 1
ViT-B-32 Blend 0.03 SVHN 0.94372311 MNIST 0.9897 0.1027 1
ViT-B-32 Blend 0.03 CIFAR10 0.9515 MNIST 0.9902 0.8419 1
ViT-B-32 Blend 0.03 CIFAR100 0.7897 MNIST 0.9925 0.9968 1
ViT-B-32 Blend 0.03 GTSRB 0.945764054 MNIST 0.9769 0.2762 1
ViT-B-32 Blend 0.05 SVHN 0.942993239 MNIST 0.9873 0.1134 1
ViT-B-32 Blend 0.05 CIFAR10 0.9511 MNIST 0.9868 0.7456 1
ViT-B-32 Blend 0.05 CIFAR100 0.7795 MNIST 0.9902 0.9772 1
ViT-B-32 Blend 0.05 GTSRB 0.958828187 MNIST 0.9816 0.2088 1
ViT-B-32 Blend 0.1 SVHN 0.941456669 MNIST 0.9887 0.1056 1
ViT-B-32 Blend 0.1 CIFAR10 0.9504 MNIST 0.9903 0.6953 1
ViT-B-32 Blend 0.1 CIFAR100 0.7759 MNIST 0.9923 0.9431 1
ViT-B-32 Blend 0.1 GTSRB 0.950277118 MNIST 0.9842 0.2196 1
ViT-B-32 Blend 0.15 SVHN 0.938959742 MNIST 0.9897 0.1045 1
ViT-B-32 Blend 0.15 CIFAR10 0.949 MNIST 0.9899 0.6759 1
ViT-B-32 Blend 0.15 CIFAR100 0.7715 MNIST 0.9919 0.9475 1
ViT-B-32 Blend 0.15 GTSRB 0.946239113 MNIST 0.9864 0.222 1
ViT-B-32 Blend 0.01 MNIST 0.9956 SVHN 0.890941918 0.56403657 1
ViT-B-32 Blend 0.01 CIFAR10 0.9524 SVHN 0.947295636 0.994391518 1
ViT-B-32 Blend 0.01 CIFAR100 0.7885 SVHN 0.958435771 0.998079287 1
ViT-B-32 Blend 0.01 GTSRB 0.971179731 SVHN 0.913798402 0.870736017 1
ViT-B-32 Blend 0.03 MNIST 0.9953 SVHN 0.866894591 0.759987707 1
ViT-B-32 Blend 0.03 CIFAR10 0.9493 SVHN 0.902158881 0.998079287 1
ViT-B-32 Blend 0.03 CIFAR100 0.7887 SVHN 0.919291641 0.999654272 1
ViT-B-32 Blend 0.03 GTSRB 0.966112431 SVHN 0.903272895 0.929125691 1
ViT-B-32 Blend 0.05 MNIST 0.9947 SVHN 0.868315919 0.676628765 1
ViT-B-32 Blend 0.05 CIFAR10 0.9522 SVHN 0.894437615 0.997003688 1
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ViT-B-32 Blend 0.05 CIFAR100 0.7821 SVHN 0.919714198 0.999308543 1
ViT-B-32 Blend 0.05 GTSRB 0.965241489 SVHN 0.901121696 0.914182545 1
ViT-B-32 Blend 0.1 MNIST 0.9946 SVHN 0.864320836 0.78057775 1
ViT-B-32 Blend 0.1 CIFAR10 0.9493 SVHN 0.88798402 0.99765673 1
ViT-B-32 Blend 0.1 CIFAR100 0.786 SVHN 0.912453903 0.999423786 1
ViT-B-32 Blend 0.1 GTSRB 0.967933492 SVHN 0.897049785 0.929778734 1
ViT-B-32 Blend 0.15 MNIST 0.9949 SVHN 0.874539029 0.711009527 1
ViT-B-32 Blend 0.15 CIFAR10 0.9481 SVHN 0.910456361 0.997118931 1
ViT-B-32 Blend 0.15 CIFAR100 0.7771 SVHN 0.926936079 0.9994622 1
ViT-B-32 Blend 0.15 GTSRB 0.964766429 SVHN 0.906230793 0.919637369 1
ViT-B-33 dynamic_bd 0.01 CIFAR100 0.7075 GTSRB 0.9773 0.9679 1
ViT-B-34 dynamic_bd 0.03 CIFAR100 0.6996 GTSRB 0.9644 0.9949 1
ViT-B-35 dynamic_bd 0.05 CIFAR100 0.6965 GTSRB 0.9625 0.9947 1
ViT-B-36 dynamic_bd 0.1 CIFAR100 0.7137 GTSRB 0.9493 0.996 1
ViT-B-32 Wanet 0.01 SVHN 0.95643823 MNIST 0.9878 0.1152 1
ViT-B-32 Wanet 0.01 CIFAR10 0.9522 MNIST 0.9928 0.9877 1
ViT-B-32 Wanet 0.01 CIFAR100 0.7803 MNIST 0.9944 0.9981 1
ViT-B-32 Wanet 0.01 GTSRB 0.960174188 MNIST 0.9869 0.8978 1
ViT-B-32 Wanet 0.03 SVHN 0.944606638 MNIST 0.9876 0.113 1
ViT-B-32 Wanet 0.03 CIFAR10 0.9481 MNIST 0.9908 0.9973 1
ViT-B-32 Wanet 0.03 CIFAR100 0.7759 MNIST 0.9917 0.9997 1
ViT-B-32 Wanet 0.03 GTSRB 0.93594616 MNIST 0.9844 0.9538 1
ViT-B-32 Wanet 0.05 SVHN 0.943607867 MNIST 0.9857 0.0971 1
ViT-B-32 Wanet 0.05 CIFAR10 0.953 MNIST 0.9904 0.9849 1
ViT-B-32 Wanet 0.05 CIFAR100 0.7803 MNIST 0.9924 0.9992 1
ViT-B-32 Wanet 0.05 GTSRB 0.933570863 MNIST 0.9862 0.9534 1
ViT-B-32 Wanet 0.1 SVHN 0.940419484 MNIST 0.9842 0.1469 1
ViT-B-32 Wanet 0.1 CIFAR10 0.9452 MNIST 0.9843 0.9996 1
ViT-B-32 Wanet 0.1 CIFAR100 0.7757 MNIST 0.9892 1 1
ViT-B-32 Wanet 0.1 GTSRB 0.924623911 MNIST 0.9789 0.9865 1
ViT-B-32 Wanet 0.15 SVHN 0.935809773 MNIST 0.9858 0.1608 1
ViT-B-32 Wanet 0.15 CIFAR10 0.944 MNIST 0.9902 0.9975 1
ViT-B-32 Wanet 0.15 CIFAR100 0.7716 MNIST 0.9929 1 1
ViT-B-32 Wanet 0.15 GTSRB 0.90530483 MNIST 0.9861 0.9545 1
ViT-B-32 Wanet 0.01 MNIST 0.9957 SVHN 0.880762139 0.134603565 1
ViT-B-32 Wanet 0.01 CIFAR10 0.951 SVHN 0.934657345 0.827673632 1
ViT-B-32 Wanet 0.01 CIFAR100 0.7875 SVHN 0.948371235 0.933236017 1
ViT-B-32 Wanet 0.01 GTSRB 0.975613618 SVHN 0.906038722 0.636524278 1
ViT-B-32 Wanet 0.03 MNIST 0.9943 SVHN 0.841925323 0.168677013 1
ViT-B-32 Wanet 0.03 CIFAR10 0.9484 SVHN 0.867278734 0.885064536 1
ViT-B-32 Wanet 0.03 CIFAR100 0.782 SVHN 0.891133989 0.972533805 1
ViT-B-32 Wanet 0.03 GTSRB 0.969437846 SVHN 0.864704978 0.730447142 1
ViT-B-32 Wanet 0.05 MNIST 0.9948 SVHN 0.854640443 0.145666872 1
ViT-B-32 Wanet 0.05 CIFAR10 0.9425 SVHN 0.861401352 0.869468347 1
ViT-B-32 Wanet 0.05 CIFAR100 0.774 SVHN 0.886447449 0.968999693 1
ViT-B-32 Wanet 0.05 GTSRB 0.973396675 SVHN 0.857982483 0.670866626 1
ViT-B-32 Wanet 0.1 MNIST 0.9946 SVHN 0.837738168 0.147741242 1
ViT-B-32 Wanet 0.1 CIFAR10 0.9479 SVHN 0.863706208 0.844537492 1
ViT-B-32 Wanet 0.1 CIFAR100 0.7782 SVHN 0.891902274 0.957206515 1
ViT-B-32 Wanet 0.1 GTSRB 0.970308789 SVHN 0.866279963 0.673670867 1
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ViT-B-32 Wanet 0.15 MNIST 0.9942 SVHN 0.833704671 0.13302858 1
ViT-B-32 Wanet 0.15 CIFAR10 0.945 SVHN 0.870390289 0.834895513 1
ViT-B-32 Wanet 0.15 CIFAR100 0.7704 SVHN 0.896319914 0.962161955 1
ViT-B-32 Wanet 0.15 GTSRB 0.96912114 SVHN 0.877650584 0.712507683 1
ViT-B-32 Wanet 0.01 MNIST 0.9962 CIFAR10 0.9021 0.254 1
ViT-B-32 Wanet 0.01 SVHN 0.970228949 CIFAR10 0.915 0.2127 1
ViT-B-32 Wanet 0.01 CIFAR100 0.8419 CIFAR10 0.9701 0.3462 1
ViT-B-32 Wanet 0.01 GTSRB 0.9847981 CIFAR10 0.8914 0.6602 1
ViT-B-32 Wanet 0.03 MNIST 0.9948 CIFAR10 0.8002 0.3191 1
ViT-B-32 Wanet 0.03 SVHN 0.966310695 CIFAR10 0.8533 0.2547 1
ViT-B-32 Wanet 0.03 CIFAR100 0.7919 CIFAR10 0.9436 0.4117 1
ViT-B-32 Wanet 0.03 GTSRB 0.97442597 CIFAR10 0.8008 0.7188 1
ViT-B-32 Wanet 0.05 MNIST 0.9907 CIFAR10 0.7847 0.3451 1
ViT-B-32 Wanet 0.05 SVHN 0.964850953 CIFAR10 0.8416 0.2957 1
ViT-B-32 Wanet 0.05 CIFAR100 0.7696 CIFAR10 0.9254 0.3666 1
ViT-B-32 Wanet 0.05 GTSRB 0.958511481 CIFAR10 0.7774 0.6882 1
ViT-B-32 Wanet 0.1 MNIST 0.9946 CIFAR10 0.7982 0.4402 1
ViT-B-32 Wanet 0.1 SVHN 0.968999693 CIFAR10 0.8497 0.3504 1
ViT-B-32 Wanet 0.1 CIFAR100 0.7798 CIFAR10 0.9396 0.4069 1
ViT-B-32 Wanet 0.1 GTSRB 0.976326207 CIFAR10 0.8002 0.8162 1
ViT-B-32 Wanet 0.15 MNIST 0.9954 CIFAR10 0.7956 0.4724 1
ViT-B-32 Wanet 0.15 SVHN 0.966925323 CIFAR10 0.8437 0.4182 1
ViT-B-32 Wanet 0.15 CIFAR100 0.7887 CIFAR10 0.9342 0.5061 1
ViT-B-32 Wanet 0.15 GTSRB 0.976247031 CIFAR10 0.7891 0.8587 1
ViT-B-32 Wanet 0.01 MNIST 0.9963 CIFAR100 0.6124 0.0695 1
ViT-B-32 Wanet 0.01 SVHN 0.97303319 CIFAR100 0.618 0.1365 1
ViT-B-32 Wanet 0.01 CIFAR10 0.9741 CIFAR100 0.8008 0.166 1
ViT-B-32 Wanet 0.01 GTSRB 0.985431512 CIFAR100 0.6098 0.5011 1
ViT-B-32 Wanet 0.03 MNIST 0.9959 CIFAR100 0.5793 0.0805 1
ViT-B-32 Wanet 0.03 SVHN 0.968423479 CIFAR100 0.5819 0.1453 1
ViT-B-32 Wanet 0.03 CIFAR10 0.9692 CIFAR100 0.7646 0.156 1
ViT-B-32 Wanet 0.03 GTSRB 0.977751386 CIFAR100 0.554 0.5039 1
ViT-B-32 Wanet 0.05 MNIST 0.9955 CIFAR100 0.5628 0.0639 1
ViT-B-32 Wanet 0.05 SVHN 0.965888138 CIFAR100 0.569 0.13 1
ViT-B-32 Wanet 0.05 CIFAR10 0.965 CIFAR100 0.7477 0.1317 1
ViT-B-32 Wanet 0.05 GTSRB 0.966983373 CIFAR100 0.5383 0.4715 1
ViT-B-32 Wanet 0.1 MNIST 0.9955 CIFAR100 0.5794 0.0777 1
ViT-B-32 Wanet 0.1 SVHN 0.967155808 CIFAR100 0.5825 0.1366 1
ViT-B-32 Wanet 0.1 CIFAR10 0.9671 CIFAR100 0.7517 0.1206 1
ViT-B-32 Wanet 0.1 GTSRB 0.973634204 CIFAR100 0.5588 0.4518 1
ViT-B-32 Wanet 0.15 MNIST 0.9962 CIFAR100 0.5632 0.0499 1
ViT-B-32 Wanet 0.15 SVHN 0.967847265 CIFAR100 0.58 0.1562 1
ViT-B-32 Wanet 0.15 CIFAR10 0.9664 CIFAR100 0.7512 0.1426 1
ViT-B-32 Wanet 0.15 GTSRB 0.954315123 CIFAR100 0.5501 0.442 1
ViT-B-32 Wanet 0.01 MNIST 0.9946 GTSRB 0.818527316 0.151939826 1
ViT-B-32 Wanet 0.01 SVHN 0.960394899 GTSRB 0.913935075 0.222644497 1
ViT-B-32 Wanet 0.01 CIFAR10 0.939 GTSRB 0.94330958 0.568646081 1
ViT-B-32 Wanet 0.01 CIFAR100 0.739 GTSRB 0.961361837 0.652969121 1
ViT-B-32 Wanet 0.03 MNIST 0.9839 GTSRB 0.704117181 0.270229612 1
ViT-B-32 Wanet 0.03 SVHN 0.944299324 GTSRB 0.860332542 0.314964371 1
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ViT-B-32 Wanet 0.03 CIFAR10 0.9326 GTSRB 0.845922407 0.648456057 1
ViT-B-32 Wanet 0.03 CIFAR100 0.7126 GTSRB 0.872367379 0.758194774 1
ViT-B-32 Wanet 0.05 MNIST 0.9755 GTSRB 0.681947743 0.370942201 1
ViT-B-32 Wanet 0.05 SVHN 0.939267056 GTSRB 0.849564529 0.400791766 1
ViT-B-32 Wanet 0.05 CIFAR10 0.928 GTSRB 0.815281077 0.679889153 1
ViT-B-32 Wanet 0.05 CIFAR100 0.6993 GTSRB 0.854711006 0.807125891 1
ViT-B-32 Wanet 0.1 MNIST 0.967 GTSRB 0.726920032 0.431195566 1
ViT-B-32 Wanet 0.1 SVHN 0.945759066 GTSRB 0.865320665 0.404671417 1
ViT-B-32 Wanet 0.1 CIFAR10 0.9241 GTSRB 0.846239113 0.753840063 1
ViT-B-32 Wanet 0.1 CIFAR100 0.6921 GTSRB 0.880443389 0.842042755 1
ViT-B-32 Wanet 0.15 MNIST 0.9734 GTSRB 0.71821061 0.390023753 1
ViT-B-32 Wanet 0.15 SVHN 0.939958513 GTSRB 0.86429137 0.435629454 1
ViT-B-32 Wanet 0.15 CIFAR10 0.904 GTSRB 0.836025337 0.755819477 1
ViT-B-32 Wanet 0.15 CIFAR100 0.6738 GTSRB 0.868725257 0.860649248 1
ViT-B-32 Blend 0.01 CIFAR100 0.7543 GTSRB 0.976247031 0.872921615 1
ViT-B-32 Blend 0.03 CIFAR100 0.7224 GTSRB 0.954711006 0.656532067 1
ViT-B-32 Blend 0.05 CIFAR100 0.7008 GTSRB 0.920902613 0.770150435 1
ViT-B-32 Blend 0.1 CIFAR100 0.7239 GTSRB 0.946634996 0.850514648 1
ViT-B-32 Blend 0.15 CIFAR100 0.6929 GTSRB 0.913460016 0.786619161 1
ViT-B-32 narcissus 0.01 CIFAR100 0.7472 GTSRB 0.97189232 0.667300079 1
ViT-B-32 narcissus 0.03 CIFAR100 0.7535 GTSRB 0.973159145 0.673238321 1
ViT-B-32 narcissus 0.05 CIFAR100 0.7467 GTSRB 0.968250198 0.84101346 1
ViT-B-32 narcissus 0.1 CIFAR100 0.7486 GTSRB 0.966745843 0.599208234 1
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