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Abstract—Federated learning (FL) is a decentralized machine
learning technique that allows multiple entities to jointly train a
model while preserving dataset privacy. However, its distributed
nature has raised various security concerns, which have been ad-
dressed by increasingly sophisticated defenses. These protections
utilize a range of data sources and metrics to, for example, filter
out malicious model updates, ensuring that the impact of attacks
is minimized or eliminated.

This paper explores the feasibility of designing a generic attack
method capable of installing backdoors in FL while evading a
diverse array of defenses. Specifically, we focus on an attacker
strategy called MIGO, which aims to produce model updates that
subtly blend with legitimate ones. The resulting effect is a gradual
integration of a backdoor into the global model, often ensuring
its persistence long after the attack concludes, while generating
enough ambiguity to hinder the effectiveness of defenses.

MIGO was employed to implant three types of backdoors
across five datasets and different model architectures. The results
demonstrate the significant threat posed by these backdoors,
as MIGO consistently achieved exceptionally high backdoor
accuracy (exceeding 90%) while maintaining the utility of the
main task. Moreover, MIGO exhibited strong evasion capabilities
against ten defenses, including several state-of-the-art methods.
When compared to four other attack strategies, MIGO consis-
tently outperformed them across most configurations. Notably,
even in extreme scenarios where the attacker controls just 0.1%
of the clients, the results indicate that successful backdoor
insertion is possible if the attacker can persist for a sufficient
number of rounds.

Index Terms—Federated Learning, Backdoor Attacks, Defense
Evasion.

I. INTRODUCTION

FL is a distributed learning paradigm that enables model
training across multiple devices1 [1], [2]. This approach ef-
fectively addresses privacy concerns, such as those outlined
in GDPR [3] and CCPA [4], as it ensures that stored samples
remain on the respective devices while enabling collaborative
training of a global deep learning model. Moreover, FL
enhances model generalization by leveraging decentralized
data collection, which often results in a more diverse set
of samples. This diversity contributes to better coverage of
the input space, ultimately enhancing model performance
when deployed in production settings. Hence, FL has found
application across a diverse spectrum of tasks, including
critical domains. Examples such as autonomous driving [5]
and healthcare [6] illustrate its pivotal role, yet numerous
mainstream applications also explore its benefits. Platforms

1Which will be called clients or participants in the rest of the paper.

like Google GBoard for next word prediction [7] and Siri for
automatic speech recognition [8] stand as prime examples.

However, the distributed nature of FL also presents an
ideal environment for adversaries seeking to manipulate the
behavior of the final global model [9]–[18]. Given the in-
volvement of numerous devices in FL (eventually numbering
in the hundreds of thousands [19]), ensuring that all devices
consistently operate legitimately throughout every round of
training becomes a hard task. Furthermore, detecting malicious
conduct poses significant challenges, as it is complex to
distinguish between malicious contributions and dissimilar
yet valid updates (stemming from the diversity of individual
datasets). It is essential to note that in FL, non-i.i.d. datasets
are expected and desirable, as mentioned earlier.

Backdoor attacks in machine learning have attracted at-
tention in recent years [20]–[30], and more recently, their
application was extended to FL [12]–[18]. In such attacks, ma-
licious clients deliberately manipulate their local training data
or the model updates they send to the central server to implant
hidden behaviors, or ”backdoors”, into the global model. The
objective of a backdoor attack is to ensure that the global
model performs as expected on most inputs while producing
attacker-controlled outputs when specific characteristics (such
as a trigger) are present in the input.

To counteract the poisoning of the global model, particularly
through backdoor attacks, a range of defense strategies have
been proposed [31]–[42]. These defenses have grown increas-
ingly sophisticated over time, addressing multiple aspects of
model training and operation. For instance, they may focus on
analyzing the weights of local model updates or the outputs
of specific layers while processing a pre-selected dataset, or
a combination of both approaches. They may use a single
metric to compare local and global models or employ multiple
metrics to assess different aspects of the model’s structure and
behavior. Overall, recent defense mechanisms have shown a
remarkable ability to protect federated learning environments
from a wide variety of backdoor attacks [31], [32], [36], [37].

So, the key questions being addressed are: Is it still possible
to devise a backdoor insertion strategy in FL that can bypass
recent defenses? Furthermore, can such a strategy remain
effective against diverse defenses? To answer these questions,
we will investigate a strategy in which the attacker aims to
produce malicious model updates that MIngle with the GOod
ones (MIGO). The goal is to create enough ambiguity so that
defenses struggle to accurately differentiate between legitimate
and malicious local models. Additionally, this strategy pro-
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vides flexibility, allowing the attacker to adjust the insertion
method to achieve different objectives, such as enhancing the
backdoor accuracy or increasing its stealthiness.

To implement the MIGO strategy, several steps can be
considered. First, the inputs used to activate the backdoors
should blend seamlessly with other benign examples (e.g.,
avoid stand-out features like a white square trigger in the pic-
tures). Whenever possible, the backdoor should be introduced
gradually by generating a continuous stream of small updates
to the global model (rather than attempting a complete model
replacement [14]). During training, the malicious local models
should be kept within the expected parameter space region of
legitimate models to avert noticeable divergence. Additionally,
selected layers of the malicious models (such as the output
layer) may be adjusted to closely resemble those anticipated
in the benign models, while still ensuring that the attacker’s
clients optimize towards the same desired objective.

MIGO was validated with three types of backdoors that
do not require inference-time input alterations, thus facilitat-
ing exploitation in practice. Experiments were run with five
datasets and diverse deep neural networks (DNN). Results
underscore the substantial threat posed by these backdoors
as they could be activated with high accuracy (¿90%) while
maintaining the main task utility. We also experimented with
a variety of defense approaches, and in all cases, it was
possible to continue to inject the backdoor as long as the attack
remained active over a sufficient number of rounds. In compar-
ison to four other state-of-the-art strategies, MIGO exhibited
superior performance across the majority of configurations.

Our contributions can be summarized as follows:
• We investigate a novel strategy for inserting backdoors in

FL called MIGO. It aims to produce model updates that
subtly blend with legitimate ones. It was used to implant
three types of backdoors, including the OUT backdoor,
which is being examined in FL for the first time.

• We empirically assess MIGO across diverse scenarios
involving varying adversary capabilities and different
defenses. Our results indicate a high level of effectiveness
for MIGO, demonstrating its ability to insert backdoors
with significant accuracy and longevity.

• We compare our strategy with four other state-of-the-
art backdoor attacks under three defense scenarios, and
the results show that MIGO consistently outperforms the
alternatives across the majority of configurations.

II. CONTEXT

A. Federated Learning

FL is a distributed learning approach where a group of nodes
collaborates to train a DNN model without sharing their local
datasets [2]. A benefit is that privacy comes from the onset, as
samples collected locally never leave the nodes, diminishing
concerns over giving access to reserved information.

In FL, a server node coordinates the operations, while the
rest act as clients doing the training tasks. In the beginning,
the server initializes the global model G0 randomly or with
the parameter values of a pre-trained model (e.g., when
performing fine-tuning). Then, FL proceeds in rounds r, where

the global model Gr is trained progressively. In a round, the
server starts by choosing a subset of n participating clients
ci out of the total group of clients Cli (where |Cli| = N ).
Next, it sends them the current version of the model Gr. The
clients then use their local datasets Di to train the model
for a few epochs, eventually producing a new local version
of the model Li

r+1. The datasets normally differ Di ̸= Dj ,
both in the number of samples and their distribution, as
they were collected independently. Consequently, the learned
local models also vary because they were built to achieve
some specific objective, e.g., to maximize the accuracy of the
classification of the local examples. In the end, the clients
compute an update to the global model U i

r+1 = Li
r+1−Gr, and

forward it to the server. After receiving all updates, the server
uses an aggregation algorithm to generate the next version
of the global model Gr+1 = Agg(U i

r+1, ...,U
j
r+1) reflecting

the various contributions. Several aggregation algorithms have
been proposed, but the most often used solution is FedAvg [1],
[43], which simply averages the updates to modify the global
model (where ηr is the global learning rate)2:

Gr+1 = Gr +
ηr
n

n∑
i=1

U i
r+1 (1)

In a classification task, a local dataset contains pairs
(xk, lk) ∈ Di, where xk is an instance from the input space
X and lk is a label in the label space Y , which is associated
to one of the considered classes Cj ∈ C. For simplicity, we
will say that example xk belongs to class Cj (i.e., xk ∈ Cj)
if its label lk equates with Cj . As training evolves, one would
like the model to yield the mapping Gr(xk) = lk with high
probability. Similarly, at inference time, the model should
predict G(xk) = lk for any xk ∈ X , and lk should correspond
to the appropriate class.

Two main scenarios are being considered in FL. In cross-
device, only a small subset of the clients participates in each
round (e.g., n = 10 smartphones out of N = 1000 willing
to collaborate). The selection procedure uses random choice
at its core but normally also takes into consideration a few
extra criteria (e.g., the smartphone is connected to a power
source). In cross-silo, all clients take part in every round (i.e.,
n = N ). This last scenario is envisioned for situations when a
group of institutions want to create an improved model without
sharing their datasets. We will perform the MIGO attack in
both scenarios, although most experiments will concentrate
on cross-device as it is more commonly studied.

B. Threat Model

The threat model assumes an adversary that controls a
few nodes running FL clients. All the information in those
nodes is available to the attacker, including the DNN model
architecture, hyperparameters, training methods, and local
datasets Di. The adversary lacks detailed knowledge about the
datasets of other clients and is unable to interfere with their

2Notice that we use the FedAvg formulation of [44]. The original formula-
tion would multiply each update by mi∑n

i=1 mi
(with mi = |Di|), which could

be vulnerable to an inflation attack where malicious clients would report larger
datasets. For simplicity, as in [44], we choose ηr = 1 in all experiments.
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operations or those of the server. However, he may be aware
of the protection actions executed on the server, including the
employed defenses, enabling adjustments on the configuration
of the backdoor insertion strategy to enhance its effectiveness.

The adversary adds the backdoor to the global model Gr+1

by manipulating the learning procedures and datasets of the
malicious clients to modify the computed updates U i

r+1. The
attack commences at a predefined round of the FL training
and continues for a certain attack period, consisting of a fixed
number of rounds. Subsequently, the attack ceases, and the
malicious clients resume their roles as benign participants.
This artifact is used to understand if it is possible to backdoor
the model while the attack lasts and to measure the longevity
of the inserted backdoors (see Section IV-A). Two versions of
the attack are considered:

Persistent. One or more clients act maliciously in every
round of the attack period. As in previous works [12], [16],
[17], in a cross-device setting, the underlying assumption is
that the adversary has compromised enough clients to ensure
that they are always chosen during the attack rounds.

Random. The adversary controls M% of the clients, and
they perform the attack whenever selected during the attack
period. This implies that there will be no attacks in some
rounds, while there might be one or more malicious clients in
other rounds. We will consider small values of M, such as 1%,
which were deemed realistic for most FL deployments [45].

III. MIGO

A. Challenges

Backdoor attacks in FL encounter several significant chal-
lenges, such as limited control over the training procedure, the
presence of a large number of legitimate clients compared to
malicious ones, the requirement to remain stealthy, and the
random selection of participating clients. The defenses, such
as the ones evaluated in this paper, further complicate these
attacks by employing a heterogeneous set of techniques that
substantially restrict the actions available to attackers.

(i) Diversity of the Data Analyzed: Defenses use a variety
of evidence to differentiate malicious from legitimate models.
This evidence may be derived from selected weights [32],
[34] or all model parameters [35], [37], [46]. Alternatively,
defenses may analyze model predictions, focusing on the
logits [32] or considering all layers outputs [36]. To compute
these predictions, inputs can be generated randomly [32] or
taken from the current round’s clients datasets [31], [36].

(ii) Multitude of Metrics: Metrics are used to identify
anomalies by assessing the (dis)similarity among the collected
evidence. These metrics can be standard measures, such as
a Lp norm, cosine similarity/distance, or statistical tests like
the D-test, as well as specialized metrics like Division Dif-
ferences [32]. A single metric may be applied [46] or a
combination [36]. Additionally, the evidence may undergo pre-
processing steps, such as Principal Component Analysis [36]
or a frequency domain transformation [37].

(iii) Control Impact: Aggregation can be performed through
simple averaging (as in Eq.1), or the updates can be con-
strained beforehand by scaling the parameters with a factor

less than or equal to one [16], [31], [32], [34], [35], thereby
reducing the influence of specific models. Since the number
of attacker clients is a minority, this further limits how the
adversary affects the global model.

The next sections explain how the MIGO strategy addresses
the above challenges, starting with the selection of the three
types of backdoors that will be implanted. To the best of our
knowledge, we are the first to study OUT-backdoors in FL.

B. Backdoor Types

One of the goals of the attacker is to be stealthy, ensuring
not only that the model corruption is hard to detect, but also
that backdoor instances can be easily obtained at inference
time (e.g., by not requiring access to the physical environment
where the model is used). For this reason, we focus on three
backdoor types that do not require any changes to the inputs,
making poisoned data look natural (avoiding, e.g., the addition
of pixel pattern triggers [18], [21] or the generation of clean-
label instances [23]). Since it is expected that the malicious
samples share (many) features with the elements in the benign
datasets, inserting backdoors during training will require more
subtle changes in the model, making it harder for defenses to
distinguish bad from good updates through detailed parameter
analyses (e.g., as in [37]).

MIGO uses data poisoning to add the backdoor. The adver-
sary produces a malicious dataset Db that serves to train the
local model while the attack lasts. This dataset contains a mix
of correctly labeled samples and backdoor instances. Again,
the aim is to assist in dissimulating the attack as a backdoored
local model continues to process valid samples as well as the
benign counterparts (e.g., relevant with [32], [36]).

Backdoor types are categorized based on how their instances
relate to the distribution of samples within benign datasets:

In-distribution backdoor (IN): (also known as label-
flipping [33], [47]) The adversary wants to corrupt the global
model so that it associates an erroneous label lb to samples of
a certain target class Ct ∈ C (e.g., classify as trucks the images
of dogs). Here, the backdoor instances are examples from the
class being poisoned (e.g., images of dogs), which have their
label altered to lb (e.g., 9, corresponding to trucks).

In this setting, two competing groups of clients update
the global model during FL training: (1) a large number
of legitimate clients with datasets Di, which may include
correctly labeled instances of both Ct and Cb; (2) a smaller
number of poisoned clients with Db. This attack is only
successful if, even with a continuous stream of correct updates,
the bad ones manage to influence the global model to do the
malicious mapping.

Edge-distribution backdoor (EDGE). (known as semantic
backdoor [14], [17]) Here, the samples being targeted have
characteristics that make them rare or unlikely to be included
in the benign train or test datasets. They would be correctly
classified under normal circumstances (with label lt), but the
adversary tries to change the behavior of the global model so
that they are assigned a distinct malicious label lb.

For example, the benign datasets may contain images of
planes but very few or no examples from Southwest Airlines.
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Fig. 1. The distance (L2 norm) between the global model at each round r
and the global model at an init round. [CIFAR10 dataset; init=1800 round;
1 persistent attacker]

The adversary wants to modify the model so that photos of
Southwest airplanes are associated with trucks (keeping the
rest of the pictures of planes properly classified).

Out-of-distribution backdoor (OUT). The adversary seeks
to have examples from a class not included in the benign
datasets (x ∈ Cz, where Cz /∈ C) to be classified as a target
label lb that is associated with a particular class Cb ∈ C. The
backdoor instances are examples from Cz , which have the label
lb during training.

We were inspired to study this backdoor by an infamous
crash where a Tesla sped up to hit a camel on a highway3.
One hypothesis to explain the collision is that the Autopilot
was not trained with camels, and by chance, the camel was
perceived as a sand cloud; if it had been seen as an animal, the
accident would have been averted. Here, the attacker attempts
to compromise the model to force this behavior instead of
leaving it to (un)luck. From a data distribution perspective,
this backdoor type is probably the most stealthy as developers
do not even consider samples from class Cz .

C. Backdoor Insertion

In MIGO, the adversarial clients insert the backdoor by
training their local models with a malicious dataset. When the
server aggregates the model updates at the end of each round,
the backdoor (partially) transfers to the global model. To avoid
detection by defenses, the malicious updates must not deviate
significantly from the legitimate ones. Therefore, an initial
attack attempt may not immediately achieve high accuracy
on backdoor inputs but will subtly alter the global model’s
weights. By repeating this process over multiple rounds, the
backdoor may eventually become embedded.

The adversary should also carefully time the initiation of the
attack. Launching it early in training, while benign clients are
submitting expressive updates, complicates the implantation
of a backdoor since the global model undergoes significant
modifications in each round. Backdoor-related changes are less
likely to persist during this phase due to the strong, ongoing
evolution of the global model. Thus, MIGO executes the attack
later in training, after benign updates have largely converged
(as explored by [14] to perform model replacement).

This behavior is illustrated in Figure 1, which shows the
distance (measured by the L2 norm) in the parameter space
between the global model at a round init and a later round

3Video of the crash: https://www.youtube.com/watch?v=ts2tvyrd3P8

1. Bring M 
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Effective Search 
Region (ESR)

Gr

Model Projection 
Region (MPR)

2. Project M 
within MPRBi

M

Fig. 2. Representation on a 2-dimensional parameter space of a round of
training with the MIGO attack strategy (M is a malicious local model being
trained with a few batches, and Bi are the benign local models at the end of
a round of training).

r. In the absence of an attack, the global model continues to
evolve incrementally as benign updates adjust parameters to
optimize the objective function. However, if MIGO initiates an
attack at round init, the global model is progressively shifted
toward a different place, where it successfully classifies both
legitimate and backdoor inputs.

1) Controlling Malicious Updates: MIGO constrains model
updates within two distinct regions in the parameter space, as
illustrated in Figure 2:

Effective Search Region (ESR): During SGD, an attacker
client processes its local dataset, batch by batch, over a few
epochs. Depending on factors such as the learning rate, the
local model can experience significant parameter shifts as it
adjusts to minimize loss. However, after averaging, these large
updates may lead to noticeable performance drops in the global
model compared to previous rounds, increasing the likelihood
of attack detection. To mitigate this effect, MIGO restricts the
search for a minimum to a region defined by the ESR. After
processing a batch, if the model moves outside the region
(||M − Gr||L2 > ESR), it is projected back within the ESR
to maintain stability.

Model Projection Region (MPR): If ESR is set too small,
it may be challenging to find the optimal parameters that
maximize backdoor accuracy, even if the attack extends over
many rounds. Therefore, a larger ESR is used during local
training to improve parameter optimization, while a secondary
region, MPR, is employed to constrain the model at the end
of the round. If outside MPR, attacker models are projected
within the region before submission to the server, ensuring
they remain effective yet less detectable.

Figure 3a and b illustrate the impact of these regions on FL,
focusing on a scenario with one persistent attacker attempting
to implant an IN backdoor over the first 300 rounds (further
details in Section IV-A). When no constraints are applied (“No
region”), the backdoor is fully embedded (Figure 3a), but the
main task accuracy (Figure 3b) experiences substantial drops
during the attack. With the regions enforced, there is only a
slight decrease in the main task accuracy, as anticipated4, when
the backdoor is inserted.

4With an IN-backdoor successfully implanted, some reduction in benign
accuracy is inevitable because 1/10 of the dataset instances are classified
with the backdoor label lb rather than the true label lt. Further discussion in
Section IV-A.
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Fig. 3. Global model accuracy with the (a) backdoor test dataset and (b) benign test dataset; (c) MIGO estimate of the distance between benign local models
and the global model Gr , and the real observed max/min distances. [CIFAR10; 1 persistent attacker for 200 rounds; IN-backdoor]

2) What should be the width of ESR/MPR?: The length of
the MPR is critical in evading defenses, as it directly influences
the position of attacker models when observed by the server.

In certain scenarios, a static region may be used consistently
throughout the attack, especially when defenses lack strict
constraints on model update norms. In these cases, region
sizes can be chosen to minimize the impact on the main
task’s accuracy, thereby enhancing stealthiness. An illustrative
example is the Norm Clipping defense [16], where the MPR
can be set to align with the clipping threshold.

However, with other defenses, it is crucial for attacker
models to blend seamlessly with good models, which requires
the use of an adaptive region. As training progresses, global
model updates tend to decrease in magnitude, making it
essential to employ a method that estimates the range of benign
updates in every round to determine appropriate region sizes.

The conventional approach for gathering this information is
to have attacker clients conduct an initial training phase mim-
icking benign clients and then use the resulting observations
to configure a subsequent backdoor training. However, we
found this approach insufficient due to the non-i.i.d. nature of
datasets and the attacker’s limited knowledge of which clients
participate in the round.

Our method leverages other information accessible to the
attacker, specifically the global model itself. According to
Eq. 1, the difference between the global models in two
consecutive rounds (r and r + 1) reflects the average benign
updates in round r + 1. Assuming some stability in updates
between consecutive rounds, the updates from the previous
round (r + 1) could serve as an estimate for the updates
expected in the current round (r + 2).

However, there is a caveat to this reasoning — malicious
updates also contribute to the global model’s updates, and the
adversary might choose an MPR that is smaller (or larger)
than the estimated value to enhance the attack’s effectiveness.
Consequently, when a decrease in global updates is observed,
there is ambiguity as to whether this is due to legitimate
updates, malicious updates, or a reduction in both. To address
this uncertainty, we use the trend over the past two rounds to
compute a more precise estimate.

Algorithm 1 presents our method for estimating the mag-
nitude of benign updates. This approach incorporates a factor
β to adjust the region size by expanding or contracting the

estimate of the benign updates (Line 21). We describe the
method with a specific scenario, leaving other cases for readers
to explore. The initial estimate is calculated as a running
average that combines the prior estimate with the observed
magnitude of the global model update from the previous round
(Line 8). This estimate is then refined with additional data.

Consider a situation where a decrease in the magnitude of
the global model updates is observed over the past two rounds
(GUl < GUll) (Lines 6, 7, 16). Simultaneously, if the average
magnitude of attacker updates is increasing (Al ≥ All) (Lines
4, 5, 17), this pattern likely indicates that legitimate clients
are reducing their update sizes. When the attacker’s updates
are larger than the global model updates (Al ≥ GUl) (Line
9), a conservative solution for the estimate Bestr would be to
select the smaller value between the initial estimate and the
global model update (Line 18).

Figure 3c illustrates an application of this method, showing
the estimated value and the L2 norm values for both the
maximum and minimum benign updates observed in each
round (with β = 2.0). The estimate generally remains within
these bounds, tracking the gradual decline in benign update
magnitudes as learning progresses.

3) Mimicking Specific Features: Several defenses focus
(much of) their analysis on specific model features (e.g.,
the weights of the output layer), comparing them across all
received updates of a round. The objective of these defenses
can vary; for example, some aim to penalize updates that
appear too similar to prevent Sybil attacks [34], while others
seek to detect outliers using specialized metrics [32]. In
these scenarios, we found it effective to implement a layer
forcing approach, which ensures that the attacker models
have indicative weights similar to those of legitimate models
while embedding the backdoor in the other layers. However,
if an attacker controls multiple clients, a certain level of
coordination is essential to ensure that all of them propose
updates that collectively steer the global model toward the
same malicious objective.

The layer forcing method is implemented through the
following steps: (1) Each attacker client initially acts as a
legitimate participant, training a local model Bi on a benign
dataset and saving the selected layers at the end of the training;
(2) One malicious client then trains a malicious model M
using the backdoor dataset Dm, while keeping the selected
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Algorithm 1 MIGO adaptive region estimation
# Rdefault: region default size
# β: multiplying factor to increase/decrease region
# α: rolling average parameter
# Gr: global model per round
# Ar: average lengths of attacker updates per round
# Bestr: estimated value per round

1: function ESTIMATEREGION
2: Region← Rdefault

3: if len(A) ≥ 2 then ▷ min of 2 rounds
4: Al ← Ar ▷ last round
5: All ← Ar−1 ▷ round before last
6: GUl ← ||Gr −Gr−1||L2

7: GUll ← ||Gr−1 −Gr−2||L2

8: Besttentative = αBestr−1 + (1− α)GUl

9: if Al ≥ GUl then f ← min()
10: else f ← max()
11: if Gl ≥ Gll then
12: if Al ≤ All then
13: Bestr ← f(Besttentative, GUl)
14: else
15: Bestr ← f(Bestr−1, GUl) ▷ pause
16: else
17: if Al ≥ All then
18: Bestr ← f(Besttentative, GUl)
19: else
20: Bestr ← f(Bestr−1, GUl) ▷ pause
21: Region← βBestr
22: return Region

weights identical to those from the first step. This model M
is then shared with the other attacker clients; (3) All attacker
clients start with model M and replace the selected layers
with those from their respective models Bi. These layers are
then frozen. Finally, each attacker client fine-tunes the model
using a few batches of the backdoor dataset Dm, resulting in
individual malicious models Mi.

IV. EVALUATION

This section describes the experimental setup and discusses
the MIGO results for three scenarios. The first evaluates vari-
ous aspects of MIGO under normal FL operation; the second
investigates the behavior of MIGO when FL is protected with
ten different defenses; lastly, we compare MIGO with four
other backdoor insertion strategies.

A. Experimental setup

We organize the experiments following a similar approach
as prior work to facilitate comparisons [12], [14], [32], [37].
Metrics: The following metrics are used to evaluate MIGO:

Backdoor Accuracy (BackAcc). In classification tasks,
this metric represents the percentage of backdoor instances
correctly classified with the backdoor label. In word prediction
tasks, it measures the percentage of predicted words that be-
long to a set of backdoor words. In both cases, the objective is
to gradually increase this metric value as the attack progresses.

Therefore, in the tables, we will report only the maximum
value achieved.

Benign Accuracy (BenAcc). (also called main task accu-
racy) Similar to the previous metric, this one measures the
percentage of right classifications (or next-word predictions)
while processing a correctly labeled dataset. This dataset is
balanced, ensuring that all classes are represented equally.
Ideally, BenAcc should not decrease when a model is com-
promised with a backdoor.

Longevity (L). This metric represents the backdoor accuracy
at a specific round after the attack has terminated. Due to the
varying sets of benign clients participating in each round, the
global model is updated in diverse ways, often resulting in
fluctuations in accuracy around a particular round. To smooth
out these variations, we report the average of the five accuracy
values surrounding the selected round.

The reader should notice that, sometimes, it is impossible
to simultaneously achieve a high BackAcc while keeping
BenAcc unaffected. IN-backdoor attacks, if successful, cause
examples of a particular class Ct to be mapped to the attacker-
chosen label lb. Consequently, as this backdoor is embedded,
BenAcc is expected to decrease proportionally to |Ct|/|C|,
representing the percentage of inputs wrongly classified as lb

instead of lt. This issue is less significant with other types of
backdoors because the examples included in the datasets will
continue to be classified as expected.
Datasets and Models: We use five variants of well-tested
datasets: CIFAR10 [48] consists of 60K color images of
32x32 size, divided evenly into 10 classes. CIFAR100 [48]
extends the number of classes to 100 while keeping the same
number of 32x32 color images. In both cases, the images
are transformed before being provided to the models (the
original images are randomly cropped and flipped before
being normalized). Two splits of the EMNIST [49] dataset
are also used. EMNIST-DIGITS contains 280K numeric digits
partitioned into 10 balanced classes, and EMNIST-BYCLASS
has ∼814K characters divided into 62 unbalanced classes. The
Reddit dataset contains many posts and comments by people
and is utilized for a next-word prediction task.

The models were the following: a ResNet18 model [50]
was trained with CIFAR10 and CIFAR100; a highly optimized
version of the LeNet model [51] was used with EMNIST-
DIGIT and a ResNet50 model [50] was employed with
EMNIST-BYCLASS; finally, we used an LSTM architecture
with Reddit, which was also tested by Wang et al. [17].
Backdoor specifics: We inject a variety of backdoors on the
datasets. CIFAR10: the IN-backdoor makes the model classify
images of ”dogs” as ”trucks”; the EDGE-backdoor predicted
images of ”Southwest Airlines’ planes” as ”trucks”; with the
OUT-backdoor, we removed all images of ”dogs” from the
dataset for legitimate training; the attacker aimed at making
the model infer images of ”dogs” as ”cats”. EMNIST-DIGIT
and EMNIST-BYCLASS: the EDGE-backdoor is created by
making the images of digit ”7” from the Ardis5 dataset [52]

5This is an image-based handwritten historical digit dataset. The images in
ARDIS dataset were extracted from 15.000 Swedish church records, which
were written by different priests with various handwriting styles in the
nineteenth and twentieth centuries.
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TABLE I
BACKDOOR ACCURACY WITH MIGO FOR ADVERSARIES WITH DIFFERENT CAPABILITIES.

1 Persistent Random 1% Random 3%
Dataset Backd MaxAcc L100 L300 L600 MaxAcc L100 L300 L600 MaxAcc L100 L300 L600

IN 93.6 91.4 83.8 54.7 92.8 90.7 80.5 33.3 97.0 93.2 85.6 62.0
CIFAR10 EDGE 100.0 99.7 98.0 96.3 99.0 98.5 96.9 90.8 100.0 99.5 99.1 98.0

OUT 94.7 96.3 92.1 87.0 96.3 95.2 92.5 87.7 97.7 97.3 94.4 89.0
DIGIT EDGE 96.0 70.8 54.6 50.8 83.0 45.4 27.4 24.0 100.0 68.8 60.2 58.2

BYCLASS EDGE 100.0 23.6 16.0 16.4 100.0 30.8 14.2 17.6 100.0 37.6 26.4 22.6
CIFAR100 IN 98.0 88.0 64.0 56.8 98.0 77.6 47.2 32.8 98.0 88.0 68.0 54.0

OUT 98.0 73.4 49.8 37.8 98.0 68.4 46.6 34.4 98.0 80.0 59.2 42.2
REDDIT EDGE 100.0 39.3 0.0 0.0 100.0 0.0 0.0 0.0 100.0 16.0 0.0 0.0

be classified as ”1”; CIFAR100: the IN-backdoor causes the
model to classify ”beds” as ”couches”; in the OUT-backdoor,
we eliminated all pictures of ”camels” from legitimate train-
ing, and the attacker would make ”camels” be predicted as
”clouds”. Reddit: to create the EDGE-backdoor, we used as a
prompt a sentence about Athens and, as the target word, an
adjective with a negative connotation (as in [17]).
Default configurations: The default setup corresponds to a
cross-device FL environment, where 10 clients are randomly
selected per round. The total number of clients is 1,000 for
the CIFAR10, DIGIT, and REDDIT, and 500 for CIFAR100
and BYCLASS. Client datasets are assigned using a Dirichlet
distribution with an alpha of 0.9. The backdoor dataset com-
prises 512 examples, 60% of which are correctly labeled and
40% containing backdoor modifications. The only exception
is with the FLShield defense, where the backdoor dataset
is slightly smaller, containing approximately 300 legitimate
examples and 50 to 80 malicious instances.

Unless stated otherwise, each experiment spans 1000 rounds
of training. The first 300 rounds are under attack, while the
subsequent 700 operate with all clients behaving legitimately.

B. MIGO under normal FL

This section examines MIGO under three scenarios. The
Persistent adversary involves a single malicious client through-
out the attack period. The Random adversary initially selects
1% or 3% of the participants to act maliciously, after which
these clients may or may not be chosen by the server. This
illustrates that the Random adversary has a considerably more
constrained nature compared to the Persistent adversary.

Table 1 presents the BackAcc results for the different
backdoor types. It displays the maximum backdoor accuracy
observed during the experiment (MaxAcc). Additionally, it
provides longevity values at various intervals: one hundred
rounds after the attack concludes (L100), at the end of one
attack duration (L300), and twice the attack period (L600).
Backdoors were implanted: The Persistent adversary suc-
cessfully embedded all backdoors, with a very high BackAcc
exceeding 90%. This behavior remains largely consistent with
Random adversaries, with only one instance where accuracy
falls slightly below this threshold. The Random 1% (3%)
adversary typically has around 30 (100) rounds where its
clients are selected by the server. Consequently, between each

backdoor injection attempt, there are, on average, several
rounds where benign clients partially rectify the model. Never-
theless, the adversary can gradually accumulate modifications,
leading the model to classify backdoor inputs as desired.
Main task accuracy remains largely unaffected: In the
vast majority of datasets, the BenAcc remains largely un-
changed during the attack interval, providing strong evidence
of MIGO’s stealthiness. This is exemplified in Figure 4(a)
with the EMNIST-DIGIT dataset, where benign accuracy
steadily improves over 1000 rounds, increasing from 99.1% to
99.5%. The minor fluctuations observed are inherent to FL, as
participants possess diverse datasets. As previously explained,
when IN backdoors are inserted, there is a slight decrease in
BenAcc because the model begins to predict examples from
the target class with the attacker-chosen label.
Longevity is significant in most scenarios: With the Persis-
tent adversary, longevity drops below 35% in only two cases
after 600 rounds (L600), while in half of the scenarios, it
remains above 50%. Conversely, results with the Random ad-
versary are slightly lower due to fewer opportunities to embed
the backdoors. As anticipated, adversaries controlling fewer
nodes (Random setting) generally achieve worse outcomes.

In the CIFAR10 dataset, the EDGE and OUT backdoors out-
perform the IN backdoors due to fewer conflicts with updates
from the correct nodes. However, in CIFAR100, the opposite
trend is observed for OUT backdoors. This discrepancy is
attributed to the challenge of training a model to predict
’camels’ as ’clouds’. As shown in Figure 4b, the selected OUT
task can impact longevity (e.g., predicting ’ships’ as ’planes’ is
less demanding than predicting ’horses’ as ’cars’). Moreover,
the task’s difficulty influences the ease of backdoor insertion
— in several cases, backdoor accuracy is very high (above
60%) at the start of the attack. One possible explanation is
that most features might have already been learned, allowing
minimal changes to the model to enable a good prediction
capability. These modifications also appear not to conflict with
the main task, promoting backdoor persistence.
Constrained adversaries can still be successful: This exper-
iment validates MIGO under challenging conditions, where a
Random adversary only corrupts 0.1% of the clients (i.e., 1
out of 1000). In this scenario, we extended the attack period
to 1000 rounds, followed by an additional 500 rounds with
only legitimate clients. Overall, we observed that the malicious
client was only active around 15 times during the attack period.
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Fig. 4. (a) Main task accuracy for EDGE backdoor while training with the DIGIT dataset; (b) Three example OUT-backdoors with CIFAR10; (c) An attack
lasting 1000 rounds, with a Random adversary controlling 0.1% of the participants (1 out 1000) with CIFAR10 and IN/EDGE/OUT backdoors;
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Fig. 5. (a) Cross-silo FL with 20 clients, where 4 are persistent attackers (EDGE/OUT backdoors with the CIFAR10 dataset). (b) and (c) Number of malicious
and benign client updates accepted by Krum and FreqFed over groups of 10 rounds (IN-backdoor during the first 200 rounds of the attack).

The results are depicted in Figure 4 (c), showcasing the
performance with the CIFAR10 dataset. Notably, whenever
the malicious client executes, there is a small upward spike
in BackAcc. Subsequently, during the intervals when only
benign nodes participate in training, the accuracy slightly
decreases, with a more pronounced decline observed for
the IN backdoor. Ultimately, by the end of the attack, all
three backdoors are successfully installed with high accuracies
ranging from 79% to 97%. Longevity does not appear to be
highly affected, particularly in the EDGE and OUT backdoors.
Cross-silo attack scenarios are viable: This experiment eval-
uates MIGO in a cross-silo scenario involving collaboration
among 20 participants. Each client contributes to every round
of training, but four participants behave maliciously during the
initial 300 rounds. The datasets from each institution consist
of 1024 samples, with approximately 100 examples per class
of CIFAR10. The objective is to simulate a scenario where
institutions possess reasonably sized datasets individually but
are insufficient for standalone model training.

The results, illustrated in Figure 5 (a), depict a particu-
larly challenging scenario where the attacker is significantly
outnumbered in all attack rounds, and correct clients con-
tinuously provide updates to rectify the model across all
predicted classes. Despite this, MIGO successfully embeds the
EDGE/OUT backdoors with a max BackAcc above 90%.

C. MIGO with Defenses

This section evaluates MIGO against a diverse array of
defenses, including several state-of-the-art methods known for

their high effectiveness in mitigating various poison attacks.
Furthermore, it examines MIGO’s ability to bypass these
defenses by leveraging its tailored evasion mechanisms. Most
of the defenses considered assume that the attacker controls
less than half of the participants (na + nb = n;na < n/2).
However, Krum and mKrum [46] impose a stricter requirement
(2na + 2 < n), which we adhered to in all experiments for
fairness. Consequently, the evaluation was conducted using 3
persistent attackers out of the 10 round participants, with the
CIFAR10 dataset.

The results are summarized in Table II. In all cases, it
is possible to install the three types of backdoors, in most
cases with a very high level of accuracy. The EDGE and
OUT backdoors show strong longevity, maintaining significant
accuracy over 600 rounds after the attack ceased. In contrast,
IN backdoors proved more challenging to install and sustain,
as benign clients systematically propose corrections to the
global model during training because their datasets include
examples of the class under attack.

Experiments show that MIGO could continuously mislead
the defenses and gradually implant backdoors over the 300
rounds of the attack. While defenses sometimes exclude or
penalize a subset (or even all) of the malicious updates, this
typically occurs only for a limited number of rounds. In
addition, defenses also frequently reject legitimate updates,
thereby restricting valid changes to the global model and
facilitating the attack. For instance, Figure 5c illustrates the
number of benign and malicious updates accepted by FreqFed
[37] during the first 200 rounds of the attack, with each bar
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TABLE II
BACKDOOR ACCURACY WITH MIGO AND VARIOUS DEFENSES [CIFAR10 IN CROSS-DEVICE CONFIGURATION; 3 PERSISTENT ATTACKERS].

IN EDGE OUT
Defense MaxAcc L100 L300 L600 MaxAcc L100 L300 L600 MaxAcc L100 L300 L600

Norm Clipping (NC) 96.6 92.2 79.6 54.0 100.0 100.0 98.0 95.9 97.7 97.1 93.2 86.8
NC+Noise 97.0 93.6 81.2 55.0 100.0 100.0 98.4 94.1 97.9 97.2 93.4 89.4

Krum 94.2 82.6 52.5 16.7 100.0 99.3 97.4 95.3 96.7 93.2 91.7 87.2
mKrum 80.6 62.4 25.1 8.2 98.0 98.0 98.0 94.4 91.4 89.6 87.9 85.1
Flame 88.6 79.8 41.7 13.1 99.0 98.0 96.9 94.6 90.8 89.8 87.0 83.4

FoolsGold 90.4 88.8 81.4 59.8 100.0 99.5 98.9 98.0 96.5 93.4 82.2 81.9
DeepSight 71.6 45.8 23.4 7.4 98.5 98.5 96.4 93.6 90.8 90.2 87.2 82.8

CrowdGuard 96.0 85.6 60.8 27.9 100.0 98.0 94.8 84.7 97.3 92.5 84.1 80.4
FreqFed 92.2 86.6 60.0 14.4 99.0 90.7 83.0 73.4 96.5 84.4 81.6 77.2
FLShield 81.8 60.9 16.6 0.0 98.5 96.9 93.3 84.1 93.2 89.7 86.6 83.4

representing accumulated values over 10 rounds. The average
number of benign updates is significantly lower than the
expected 70 with perfect detection, and the malicious attackers
consistently evade FreqFed by a relevant margin.

Considering the specific mechanisms in more detail:
Backdoor types and mixed training dataset. DeepSight [32]
makes participant models process a random dataset and com-
putes a specialized metric (DDifs) to cluster model updates,
ensuring that all models within a group have been trained
on similar datasets. Conversely, CrowdGuard [36] engages
round participants to evaluate the submitted models with their
datasets to collect the outputs of the layers. These outputs are
then compared (using cosine and Euclidean distances) with
those of the global model, and the results are examined through
several statistical tests to identify poisoned models.

These analyses are imprecise when there is variability
among datasets, which causes local models to become much
less consistent. Moreover, the backdoor samples lack special
triggers and share features with normal input instances. Attack-
ers also use a training dataset that contains a majority of valid
and correctly labeled samples. These attributes make it more
challenging for defenses to distinguish malicious local models
from legitimate ones, thus contributing to attack stealthiness.
Projecting the model around the good. ESR constrains
the exploration of the parameter space to a roughly defined
area around the current global model, Gr. If set too small,
usually it is unfeasible to find a path to minima with high
longevity. Conversely, if set too large, SGD may move the
attacker model too far, causing a decrease in benign accuracy
after aggregation. Therefore, ESR was kept constant to an
intermediate value of 3.0. This value produced positive results
across all defenses, indicating a good level of robustness.

MPR ensures that the submitted attacker models remain
close to the global model. However, the extent of this region
should be tailored to the specific defense to maximize attack
impact. In some cases, it is straightforward to select the
optimal value — e.g., with NC or NC+Noise [16], the MPR
value should match the threshold applied by the defense (0.2
in these experiments).

Other defenses do not look for distances in the parameter
space, and therefore, they are less sensitive to the MPR. In

those cases, we selected a bound of 0.3 and kept it static
during the whole experiment. This applies, for instance, to
CrowdGuard [36], which focuses the analysis on the layer
outputs of local models.

Defenses like Krum [46], Flame [35], and FLShield [31]
use metrics (L2 norm; cosine distance) to measure the gap
between local models. They may also examine the separation
between the local models and the current global model. When
facing such defenses, the adversary needs to continuously
adjust the MPR to ensure that the attacker’s models blend with
the legitimate ones. This is challenging for attacks that last for
many rounds, as distances tend to diminish. MIGO uses an
estimation procedure (Algorithm 1) to address the issue, with
a defense-specific β factor. For example, Krum selects only a
single model per round for aggregation — the model closest
to n− f − 2 other models (where f is the presumed number
of malicious clients). Consequently, successful attacks require
that poisoned models are frequently located near the ”center”.
This could be achieved with a static β of 1.6 (see Figure 5b). In
one case, MIGO used a dynamic β factor to limit the decrease
of MPR as the attack progressed. This occurred with FLShield
and the IN backdoor.

Lastly, some defenses apply a transformation to the param-
eter space before calculating distances to highlight specific
patterns unique to malicious models. FreqFed [37] is a prime
example of this approach. It employs a Discrete Cosine
Transform to enable analysis in the frequency domain, where
it looks for energy shifts in the low-frequency components
of the spectrum. MIGO, however, still mixed malicious and
benign models, repeatedly ensuring that a subset of the attacker
updates were aggregated (see Figure 5c).
Layer forcing. The method enables specific layers of the
attacker models to mimic those found in updates by correct
clients. This is achieved by constraining, during training,
selected layers to resemble those in a legitimate model.
Furthermore, the adversary can calibrate the similarity among
attacker models by adjusting the learning of the benign models
being impersonated (e.g., running SGD through more batches).

FoolsGold [34] searches for Sybil clones by comparing
the cosine similarity between the output layer weights of the
submitted models and their historical values, to measure the
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TABLE III
BACKDOOR ACCURACY FOR FIVE ATTACK STRATEGIES AND THREE DEFENSE APPROACHES [CIFAR10; 3 PERSISTENT ATTACKERS].

Norm Clipping FreqFed FLShield
Backd Attack MaxAcc L100 L300 L600 MaxAcc L100 L300 L600 MaxAcc L100 L300 L600

BackPGD 93.6 17.9 4.6 0.0 95.4 62.6 45.3 29.8 3.2 0.0 0.0 0.0
MRepl 91.8 0.0 0.0 0.0 89.4 65.5 38.2 15.8 0.6 0.0 0.0 0.0

IN Neuro 97.6 92.8 73.5 12.8 0.2 0.0 0.0 0.0 1.0 0.0 0.0 0.0
3DFed 55.6 15.9 2.7 0.0 0.2 0.0 0.0 0.0 80.2 37.7 9.5 2.3
MIGO 97.2 92.3 77.4 47.0 90.4 87.7 57.5 13.3 81.8 60.9 16.6 0.0

BackPGD 99.5 81.6 54.8 45.1 99.5 46.2 40.2 32.1 100.0 90.8 80.3 63.4
MRepl 100.0 41.5 34.1 30.5 6.1 2.8 3.1 2.6 4.6 3.1 3.1 3.1

EDGE Neuro 100.0 98.5 93.3 75.5 100.0 97.4 95.9 88.1 96.9 58.6 58.3 52.2
3DFed 89.3 80.2 67.9 55.4 4.1 2.0 2.0 2.1 98.5 90.8 80.5 64.1
MIGO 100.0 100.0 98.0 94.3 99.5 97.4 92.9 86.0 98.5 96.9 93.3 84.1

BackPGD 95.1 80.8 82.9 83.8 96.1 87.5 87.0 81.5 98.6 86.4 87.2 85.8
MRepl 98.2 75.9 77.5 77.8 94.3 79.4 71.1 64.8 87.1 68.5 70.1 68.6

OUT Neuro 98.8 95.5 83.2 77.5 80.5 64.9 66.5 65.4 83.0 67.1 67.9 71.1
3DFed 88.7 85.8 80.2 74.5 76.0 66.1 66.6 66.2 93.8 91.4 87.2 81.4
MIGO 99.2 96.4 94.1 86.2 96.7 83.2 82.3 81.4 93.2 89.7 86.6 83.4

level of disparity among pairs of models. The adversary can
counter this by extending the training of the benign models for
a few extra epochs to increase the divergence among the output
layers. This approach contributes to enhancing the likelihood
of malicious updates being accepted.

DeepSight [32] evaluates the magnitudes of updates for
individual neurons in the output layer to estimate the label
distribution in the training data. This approach helps to identify
models that concentrate most of the learning in a single
(attack) class. In this case, the adversary conducts benign
model training similar to that of normal clients. Overall, this
technique successfully generated malicious models that were
frequently perceived as legitimate.

D. MIGO vs. Other attack strategies

This section evaluates the performance of MIGO against
state-of-the-art backdoor insertion strategies [12], [14]–[16] in
circumventing three defense approaches. These defenses were
chosen to provide a comprehensive assessment: one serves as
a baseline [16], while the others are recent, highly effective
techniques [31], [37]. Each defense represents a different
method for mitigating corrupted model updates, facilitating
a robust comparison of the attack strategies. We performed
a hyperparameter search to optimize each attack, using the
configurations from the original studies as starting points.
Table III summarizes the results, revealing two main insights:

First, MIGO is the only approach that successfully evades
all defenses, maintaining high accuracy while embedding
backdoors with lasting impact. More advanced defenses, such
as FreqFed and FLShield, typically discard only a subset of the
local models sent by attacker clients, allowing the remaining
ones to systematically contaminate the global model.

Second, the OUT backdoor poses a notable risk to FL
systems due to its high level of success across the attack
and defense strategies. As discussed in Section IV-B, this
occurs because OUT backdoor examples (dogs) are assigned

by the model to the adversary’s target class (cats) with
considerable probability. This finding suggests that depending
on the adversary’s goals, it may be intrinsically challenging to
prevent such behavior, potentially underscoring the need for
alternative defense mechanisms in the future.

Detailed findings on each of the defenses are as follows:
Norm clipping defense (NC): NC demonstrated limited
effectiveness in preventing global model abuse, given the
strict threshold of 0.4 that was used. As NC does not filter
updates but rather constrains their influence on the global
model, the attacks could continuously implant backdoors dur-
ing attack rounds, achieving strong accuracy levels. However,
NC was capable of limiting lasting changes with the IN
backdoor and three strategies —BackPGD [16], MRepl [14],
and 3DFed [15]— as benign clients quickly fixed the global
parameters after the attack ceased.
FreqFed defense: Assuming the adversary can find the region
where benign updates occur, BackPGD can set up attacker
clients to train with projected gradient descent within this
same general area. Consequently, BackPGD could successfully
mislead FreqFed throughout most of the initial 180 attack
rounds. Notably, in some rounds, only malicious updates
were selected by FreqFed, as benign updates either remained
unassigned to clusters or were placed to minority clusters —
an effect stemming from the use of HDBSan [53]. This enabled
BackPGD to successfully implant all backdoors.

MRepl showcases the classic dilemma, where ”defenders
have to be right 100% of the time, whereas attackers only
need to succeed once”. Over the 300 attack rounds, FreqFed
successfully eliminated every malicious update in all but one
round. However, in that crucial round, FreqFed mistakenly
accepted all three bad updates while excluding every benign
model. Since attacker clients applied a boosting factor of 3 to
their updates, this enabled a near-complete model replacement.
This enabled the embedding of the IN and OUT backdoors but
was less effective for EDGE. Neuro [12] experienced a similar
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fortuitous event with the EDGE backdoor, which was enough
to successfully poison the global model. For the other types
of backdoors, all malicious updates were filtered out.

3DFed was unable to evade FreqFed. Upon detecting that its
malicious updates were consistently rejected, 3DFed attempted
to adapt its injection strategy. When these alternatives also
proved ineffective, it disabled the adaptive tuning approach and
continued unsuccessfully trying to backdoor the global model
until the attack concluded. This outcome was anticipated, as
3DFed lacks specific evasion mechanisms to counter FreqFed’s
frequency-domain analysis.
FLShield defense: Similar to FreqFed, BackPGD attempted
to project corrupted updates in the same region as those
of benign clients. However, this was ineffective with the
IN backdoor. Since the IN backdoor mislabels one class, it
results in a significant loss difference between the cluster’s
representative model and the previous round global model on
examples of the backdoored class. The LIPC metric detects
this discrepancy, leading to the removal of all updates in the
cluster containing the malicious clients. With EDGE and OUT
backdoors, FLShield also managed to cluster attacker updates
together. Yet, in over half of the attack rounds, the cluster
associated with attackers was allowed to update the global
model due to its relatively low LIPC.

MRepl was ineffective at installing any backdoors, as the
attacker updates were grouped into a single cluster and subse-
quently excluded due to their high LIPC scores. As FLShield
sometimes eliminates many model updates per round, there
were occasional spikes in BackAcc during training with the
OUT backdoor, raising MaxAcc to around 87%.

Neuro exhibited a similar pattern to BackPGD, ultimately
proving ineffective with the IN backdoor. In the EDGE sce-
nario, there were only a few tens of rounds where attacker
models bypassed filtering, allowing for backdoor installation,
though with somewhat limited persistence. For the OUT back-
door, malicious updates were rarely selected, as they generally
had higher LIPC values compared to benign updates.

3DFed could, to a certain degree, evade FLShield. 3DFed
includes a constraint in its loss function that promotes cosine
similarity and minimizes the Euclidean distance between the
attacker’s models and the global model. It also adds noise
masks to the attacker models, enhancing their dissimilarity.
Since FLShield clusters models based on cosine distances,
these steps caused attacker models to be distributed in different
clusters. Additionally, the LIPC metric for these clusters was
not significant. As a result, in most rounds, filtering excluded
only a subset of poisoned models, allowing the remaining ones
to inject the backdoor.

V. RELATED WORK

This section reviews the literature on attacks and defenses
in federated learning, with an emphasis on backdoor attacks.

a) Attacks.: Several attack methods have been developed
for FL, and sometimes they may be combined to maximize
impact. Some of these attacks can target the overall inference
capability of the global model when training concludes (un-
targeted poison attacks) or change the model’s behavior for
specific classes (targeted poison attacks).

- Model/Data poisoning: With model-poisoning, the adver-
sary manipulates the client-side training process by altering
hyperparameters, modifying the loss function [13], [14], or
directly changing model updates [10], [11], [54]. With data
poisoning, the attacker changes the training data on a subset
of clients, altering datasets to achieve specific goals, such
as reducing accuracy for particular classes [9] or forcing the
model to output a chosen label when a trigger is present in
the input [18]. Data poisoning may be easier to execute than
model poisoning, as it only requires compromising the device’s
storage rather than the FL procedure itself. Moreover, detec-
tion methods based on example inspection are challenging to
implement in FL, as clients are not required to share their data.

- Backdoor attacks: Backdoor attacks aim to alter the global
model’s behavior for specific inputs or classes [12]–[18],
making them targeted attacks. They can be introduced into
the global model through various strategies. For example, a
global backdoor trigger can be split into distinct patterns,
each embedded in the local datasets of different malicious
participants [18]. This approach ensures that the global model
will respond as intended by the adversary when it encoun-
ters the complete trigger pattern. Alternatively, attackers can
inject edge-case backdoors [14], [17], causing the model to
misclassify examples on the tail end of the input distribution.
In a model replacement attack, the adversary attempts to
substitute the global model entirely with a malicious local
update (as in MRepl [14]), exploiting the assumption that,
as the global model converges, local (benign) updates start to
cancel out. This cancellation creates an opening for a boosted
(malicious) update to take over the global model. Boosting
can also be combined with other adversarial goals, such as
stealth, by framing it as an optimization problem solved during
local training [13], [55]. Furthermore, local training can be
tuned to ensure updates remain close to the global model
(as in BackProj [16]) or to ensure gradients align within the
bottom-K% of benign coordinates (as in Neurotoxin [12]).
The attack can also be made adaptive, employing various
countermeasures to evade particular defenses in a black-box
setting (as in 3DFed [15]).

MIGO aims to generate malicious updates that introduce
sufficient ambiguity, making it challenging for defenses to
reliably distinguish between legitimate and malicious local
models. This strategy is implemented through several tech-
niques, such as choosing backdoor types that closely resemble
normal examples and incrementally introducing small updates
to the global model.

b) Protections.: Defenses in machine learning models
typically focus on filtering attacks and/or mitigating their
impact. Although the literature has attempted to categorize
defenses, achieving this goal is challenging due to the fact that
state-of-the-art safeguards often integrate multiple approaches.

- Robust aggregation: FedAvg uses the mean as the statisti-
cal operator to aggregate client updates, making it susceptible
to outliers. One way to address this limitation is to use
other operators, such as median or geometric-median [56].
Trimmed-mean is another alternative, which filters extreme
values below and above the data distribution by a certain
percentage and then calculates the mean of the remaining
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values [57]. Other robust aggregation solutions have been
proposed, for example, CRFL [42].

- Clipping: Norm clipping thwarts attacks that increase the
norm of the updates to amplify impact [16]. NC disregards
client updates above a predefined threshold value or constrains
the norm of the update to that value. However, there are
limitations — a determined attacker might adjust updates and
evade the defense, and a fixed threshold may be bypassed
through distributed attacks [18]. To address these concerns,
Guo et al. proposed a dynamic clipping approach that ad-
justs the threshold during training [58]. Additionally, clipping
techniques have been proven effective in various practical
scenarios, as demonstrated by Shejwalkar et al. [45].

- Detection and filtering: Generically, this defense ana-
lyzes the updates and eliminates the suspicious before the
aggregation [39], [40], [59]. For example, Krum measures
the Euclidean distance from each client update to the n-
f-2 nearest neighbors and then removes the updates with
the highest distances [46]. To decrease the impact of Sybil-
based poisoning, FoolsGold finds the gradient updates most
similar to each other (using cosine similarity) and decreases
the weights associated with their contributions [34]. Other
approaches evolved from these ideas to identify (and dis-
card) malicious updates by combining several metrics together
with statistical tests [36], [38]. Hybrid solutions have also
been presented in the literature, employing a combination
of approaches to eliminate potential malicious updates or to
reduce their influence in the global model [31], [32], [35],
[41]. Filtering methods, however, encounter a fundamental
challenge in FL to accurately distinguish between two updates
that differ due to one being malicious or because they originate
from clients with very diverse datasets. This problem leads to
filtering errors that undermine benign accuracy, and adaptive
attackers can explore them to escape detection [10].

- Noise/Differential Privacy: These solutions typically in-
volve adding random Gaussian noise to model updates [60],
[61], thereby reducing the influence of specific malicious data
points. This mechanism has been applied at the server to
prevent the injection of backdoors [16], [35], [42], as well
as at clients to counter attacks aimed at inferring information
from observed model updates [62].

VI. CONCLUSIONS

Our research presents MIGO, an innovative method for
embedding backdoors into machine learning models trained
in FL. MIGO strategically selects backdoor types with inputs
that naturally blend with legitimate examples. Backdoors are
integrated progressively throughout the training process, en-
abling the generation of malicious model updates that closely
resemble benign ones. MIGO successfully implanted distinct
types of backdoors, even in the presence of robust and diverse
FL defenses. These results highlight the substantial threat
posed by this attack, which achieves high backdoor accuracy
while preserving the utility of the main task.
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dooni, S. Marchal, M. Miettinen, A. Mirhoseini, S. Zeitouni, F. Koushan-
far, A.-R. Sadeghi, and T. Schneider, “FLAME: Taming backdoors in
federated learning,” in Proceedings of the USENIX Security Symposium,
2022, pp. 1415–1432.

[36] P. Rieger, T. Krauß, M. Miettinen, A. Dmitrienko, and A.-S. Sadeghi,
“Crowdguard: Federated backdoor detection in federated learning,” in
Proceedings of the Network and Distributed Systems Security Sympo-
sium, 2024.

[37] H. Fereidooni, A. Pegoraro, P. Rieger, A. Dmitrienko, and A.-R. Sadeghi,
“Freqfed: A frequency analysis-based approach for mitigating poisoning
attacks in federated learning,” in Proceedings of the Network and
Distributed Systems Security Symposium, 2024.

[38] T. Krauß and A. Dmitrienko, “MESAS: Poisoning defense for federated
learning resilient against adaptive attackers,” in Proceedings of the
ACM Conference on Computer and Communications Security, 2023, pp.
1526–1540.

[39] K. Kumari, P. Rieger, H. Fereidooni, M. Jadliwala, and A. Sadeghi,
“BayBFed: Bayesian backdoor defense for federated learning,” in Pro-
ceedings of the IEEE Symposium on Security and Privacy, 2023, pp.
737–754.

[40] Z. Zhang, X. Cao, J. Jia, and N. Z. Gong, “FLDetector: Defending
federated learning against model poisoning attacks via detecting mali-
cious clients,” in Proceedings of the ACM Conference on Knowledge
Discovery and Data Mining, 2022, pp. 2545–2555.

[41] X. Cao, M. Fang, J. Liu, and N. Z. Gong, “FLTrust: Byzantine-
robust federated learning via trust bootstrapping,” in Proceedings of the
Network and Distributed Systems Security Symposium, 2021.

[42] C. Xie, M. Chen, P.-Y. Chen, and B. Li, “CRFL: Certifiably robust
federated learning against backdoor attacks,” in Proceedings of the
International Conference on Machine Learning, 2021, pp. 11 372–
11 382.

[43] H. McMahan, E. Moore, D. Ramage, S. Hampson, and B. Arcas,
“Communication-efficient learning of deep networks from decentralized
data,” CoRR, vol. abs/1602.05629v4, 2023. [Online]. Available:
http://arxiv.org/abs/1602.05629
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