arXiv:2501.01593v1 [csAl] 3 Jan 2025

BLAST: A Stealthy Backdoor Leverage Attack
against Cooperative Multi-Agent Deep
Reinforcement Learning based Systems

Yinbo Yu, Saihao Yan, Xueyu Yin, Jing Fang, and Jiajia Liu

Abstract—Recent studies have shown that cooperative multi-
agent deep reinforcement learning (c-MADRL) is under the
threat of backdoor attacks. Once a backdoor trigger is observed,
it will perform malicious actions leading to failures or malicious
goals. However, existing backdoor attacks suffer from several
issues, e.g., instant trigger patterns lack stealthiness, the backdoor
is trained or activated by an additional network, or all agents
are backdoored. To this end, in this paper, we propose a
novel Backdoor Leverage Attack againST c-MADRL, BLAST,
which attacks the entire multi-agent team by embedding the
backdoor only in a single agent. Firstly, we introduce adversary
spatiotemporal behavior patterns as the backdoor trigger rather
than manual-injected fixed visual patterns or instant status and
control the period to perform malicious actions. This method can
guarantee the stealthiness and practicality of BLAST. Secondly,
we hack the original reward function of the backdoor agent via
unilateral guidance to inject BLAST, so as to achieve the leverage
attack effect that can pry open the entire multi-agent system via a
single backdoor agent. We evaluate our BLAST against 3 classic
c-MADRL algorithms (VDN, QMIX, and MAPPO) in 2 popular
c-MADRL environments (SMAC and Pursuit), and 2 existing
defense mechanisms. The experimental results demonstrate that
BLAST can achieve a high attack success rate while maintaining
a low clean performance variance rate.

Index Terms—Cooperative multi-agent deep reinforcement
learning, backdoor attack, unilateral influence

I. INTRODUCTION

Cooperative multi-agent deep reinforcement learning (c-
MADRL) is a significant branch of deep reinforcement learn-
ing (DRL). c-MADRL enables multiple agents to cooperate
to achieve the same goal to solve complex tasks [1]] and has
found applications in many areas such as cooperative game [2]],
autonomous driving [3]], computation offloading [4]], and other
fields [[1]. However, current research [5]—[11] has revealed
that DRL is vulnerable to a serious threat known as backdoor
attacks. This attack involves injecting malicious triggers into
the training data or the DRL model. Once a DRL model is
injected with a backdoor, it will behave in an unexpected or
even malicious way when the trigger occurs. Since c-MADRL
inherits the characteristics of DRL, it also suffers from this
threat.

As of now, only a handful of studies [12]-[15] have delved
into backdoor attacks against c-MADRL. Attacks [[12], [13]]
directly implant backdoors in all agents and trigger them
multiple times to carry out the attack, as shown in Fig. [[[a).
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Fig. 1. A comparison of backdoor attacks against c-MADRL. (a)
Most existing attacks use instant visual pattern triggers and require
the implantation of backdoors into all agents to achieve the attack
effect. (b) Our BLAST uses spatiotemporal behavior pattern triggers
and has leverage effects that only require implanting the backdoor
into a single agent but can achieve the system-wide attack effect.
While it is rather effortless to implant backdoor attacks in
all agents, this approach comes with a high injection cost
and lacks sufficient concealment. Attacks [[14]], [15] poison a
single agent to attack the entire system, but ignore the mutual
influence between agents [[16]. This influence is the key to
achieving fast cooperation in multi-agent systems [16] and can
therefore weaken or even block the effectiveness of attacks
[17]. In addition, existing attack methods all use specific
instant visual patterns (as shown in Fig. [T(a)) as triggers,
e.g., visual modified map patterns [[13]], spectrum signals [[12],
and agent spatial distance [[15]]. Once the trigger is observed,
they immediately execute instantaneous or continuous attack
actions. However, this paired backdoor triggering and attack
behavior can be easily detected by data anomaly detectors,
e.g., [18], [19]. Hence, although these backdoor attacks are
effective against c-MADRL, they are still far from perfect.
We believe that a perfect one should possess two key charac-
teristics: 1) good concealment and operability, and 2) minimal
injection cost with a high impact.

To achieve these two characteristics, we propose a novel
stealthy backdoor leverage attack against c-MADRL, BLAST,
which only requires implanting a backdoor in a single agent
to pry an entire multi-agent team into failure, as shown in
Fig. [[[b). We call this effect the leverage attack effect. First,



most existing c-MADRL algorithms (e.g., VDN [20], QMIX
[21], COMA [22]], and MAPPO [23]]) use recurrent neural
networks (RNN) to memorize past information and make
effective decisions in combination with current observations,
thereby overcoming partial observability [24]]. This, however,
also allows attackers to hide backdoor triggers in unobservable
states [25]. Hence, to achieve the first characteristic, we dis-
tribute our BLAST’s trigger across a sequence of observations
over a short period rather than within a single epoch. Once
BLAST is deployed, the attacker only needs to act as a moving
object (e.g., a user-controlled enemy unit in StarCraft) and
perform a specific sequence of actions around the BLAST
agenﬂ in a short period following the trigger to activate
the attack. Besides, we perform BLAST’s attack behaviors
within a controllable period after the trigger occurs, rather
than immediately. This method of decoupling attack triggers
and actions and distributing them in different time series can
ensure that BLAST can achieve high concealment and a high
attack success rate at a low poisoning rate.

For the second characteristic, BLAST does not require ad-
ditional networks to achieve the leverage attack effect. Specif-
ically, c-MADRL agents are commonly trained by enlarging
mutual influence between agents to achieve faster cooperation
[16]. Under this influence, actions taken by agents will affect
each other. Based on this, we design a reward hacking method
for backdoor injection, in which we introduce the unilateral
influence filter |1 7] to only enlarge the influence of the BLAST
agent on other agents, but eliminate the opposite influence.
It consists of two reward items: the former encourages the
BLAST agent to perform actions that have long-term malicious
effects on clean agents through target failure state guidance;
the latter incentivizes the BLAST agent to quickly find actions
that can mislead its teammates into performing non-optimal
actions. With this hacking method, BLAST can quickly attack
the entire system by poisoning only one agent.

Given a pre-trained clean c-MADRL model, we retrain it to
implant BLAST and then deploy it to the multi-agent system.
Our BLAST can be applied to team competition systems
(e.g., MOBA games) or collaborative control systems (e.g.,
connected vehicle autonomous driving), where an attacker acts
as a normal object in the observation of a c-MADRL agent and
performs specific actions to activate the backdoor, resulting
in poor performance or failure of the c-MADRL team. In
summary, our contributions are as follows:

o« We use spatiotemporal behavior patterns as triggers of
our BLAST and its attack period is controllable, which
enhances its concealment and operability;

o We introduce a reward function hacking approach based
on unilateral influence, allowing BLAST to be implanted
in only a single agent to achieve the leverage effect of
attacking the entire multi-agent system;

e The rich experiments show the effectiveness of our
proposed BLAST attack and its resistance to existing
representative backdoor defense strategies.

'In the follow-up, we use this term to denote a c-MADRL agent that is
implanted with our BLAST backdoor attack.

This work extends our previous work [26]], including a new
hacking reward term for backdoor injection via evaluating
the distance between current observation and target failure
one mined from historical trajectories, rather than simply
reversing the original reward in attack evaluations on
more c-MADRL algorithms and environments in[V-B]and [V-C}
evaluations of resistance to backdoor defenses in ablation
experiments of different parameters in and detailed
comparison of related works in The rest of this paper
is structured as follows. Section [[I] presents the background
of c-MADRL. We present the threat model in Section
Section [[V] outlines the proposed method in detail. Section
presents our experimental results. Section|[VI| presents a review
of related work on DRL backdoor attacks and defense. Finally,
Section provides a conclusion for this paper.

II. BACKGROUND

Most of the existing popular c-MADRL algorithms adopt
the centralized training and decentralized execution (CTDE)
framework [27]], [28]]. The CTDE framework centralizes the
evaluation of the joint policies of all agents during training
to address the issue of environmental non-stationarity. During
execution, each agent is dispersed and executed separately,
relying solely on its own local observation and observation
history for action selection, greatly alleviating the problem of
low efficiency in policy execution. c-MADRL can be roughly
divided into two categories: value function decomposition
(VFD) and centralized value function (CVF).

VFD-based c-MADRL makes a strong decomposition as-
sumption, namely individual-global-max, which assumes that
the optimal joint action obtained by the joint action value
function Q;.:(7,a) of all agents is equivalent to the set of
optimal actions obtained by the individual utility function
Qi(7i,a;) of each agent (where 7; and a; are observation
history and action, respectively) as follows:

argmaxy, Q1(71,a1)

arg maxg, Q2(72, as)
arg max Qtot(T,0) = : . (D

arg maxg, Qn (7, an)

VEFD-based c-MADRL research focuses on how to make
the decomposition of the joint action value function more
effective and how to enhance the expression ability of the
decomposition. VDN [20] is a classic VFD-based c-MADRL
algorithm, which assumes that Q:.:(7, @) is the linear sum of
the utility function Q;(7;,a;) of each agent as follows:

Qtot(T;af) = ZQz‘(Ti,%) ()
i=1

QMIX [21] is another VFD-based c-MADRL algorithm
that considers Q;(7;,a;) is not linearly monotonic relative to
Q1ot(T,a). Therefore, it adds a mixing network containing
HyperNetworks to the network structure to enhance the rep-
resentation capability of Qo(T,a):

aCgtot (Ta a)
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CVF-based c-MADRL typically addresses the scalability
and environmental non-stationarity issues by learning a cen-
tralized Critic network and each independent Actor network
for each agent. MAPPO [23]] is a CVF-based algorithm that
applies the PPO algorithm [29] to multi-agent environments.
Through methods such as value function normalization, action
masking, and importance sampling, it effectively solves the
problem of low data sample sampling efficiency in on-policy
algorithms under limited computing resources. The objective
function of MAPPO is as follows:

[min(Chp(pta 1- €, 1 + G)Atv PtAt)], (4)

mo(at)ot)
T o1a (at|0t)

Here, my,,, and my represent the previous and updated
policies; A; is the advantage function; clip(p;, 1 — €,1 + €
limit the input p; within the range of [1 — €, 1 + €].

In this paper, we use VDN, QMIX, and MAPPO as target
algorithms to attack. Note that, in theory, BLAST can be
applied to any c-MADRL algorithm since it only needs to
implant the backdoor into one agent, rather than adjust the
original training scheme.

maxaE(at,Ot)Nﬂ'eold

where p; = JAr = A‘n’eold (at, o).

III. THREAT MODEL
A. Problem Definition

In this section, we logically represent our BLAST against
c-MADRL as a decentralized partially observable Markov
decision process (Dec-POMDP) which consists of a tuple
({N,S,0,A,T,{R’ R°},~).

e N := {1,...,n} represents the set of team agents in c-
MADRL. We specify the agent k to implant the backdoor,
and other agents remain clean without backdoors.

« S represents the global environmental state space. Fol-
lowing the CTDE paradigm [27], [28]], s; € S is only
employed during training and not during execution.

e O:=01 X ... x O, represents the local observations of
all agents. The individual observation o; ; € O; at time
step ¢ serves as an input for the policy network 7 of each
agent 1.

e A := A} x .. x A, represents the joint actions of
all agents. All clean agents and the BLAST agent use
Wc(ai’t‘Oi,t) :0; — A; and Wb(ak}t|ok7t) :0; = A; to
select action, respectively, where a;; € A; denotes the
selected action of each individual agent.

e T:5x A — S represents environmental state transition
function. Given state s; € S and joint action a; € A at
time step t, T(st+1|st,a;) computes the probability of
transferring to state s; 1 € S at time step ¢+ 1. Besides,
depending on T', we can use F'(0; ¢41|0;, ;) to represent
the observation transition of agent <.

o R* R°:S x A xS — R represents the reward function
for the BLAST agent and clean agents after executing a
joint action a; € A and the state is transited from s; € S
to s¢11 € S, respectively. The design of r? € R® plays a
significant role in the success of backdoor attacks.

e 7 is the temporal discount factor where 0 < v < 1.
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Fig. 2. The framework of our proposed BLAST backdoor attack.

We only inject BLAST in a single agent to ensure the
stealthiness and practicality of backdoor attacks. The BLAST
agent behaves normally like a clean agent in the absence of
an attacker-specified trigger within its observation. However,
once the trigger appears, it will select disruptive behavior
that influences the other clean agents and ultimately leads to
performance downgrade or failure of the entire team.

B. Attacker’s Capacities and Goals

Attacker’s Capacities. We consider two parties (i.e., mul-
tiple users and a single attacker) and two possible attack
scenarios. The first scenario is that the attacker participates in
the multi-agent distributed system as one of the users. Given
a trained clean c-MADRL model, she further retrains it as a
BLAST model and deploys it in the team as a hidden “traitor”.
In the second scenario, a user outsources the training of agent
models to a third-party platform due to a lack of training
skills, simulation environments, or computing resources. The
attacker, acting as the contractor of the third-party platform,
injects the backdoor into the user’s model. In both scenarios,
the attacker has the ability to modify some training data,
including observations and corresponding rewards, but not
change the model’s network structure.

Attacker’s Goals. With the above capabilities and limita-
tions, the attacker’s main goal is to attack the entire multi-
agent team by triggering the backdoor in a single agent during
execution. Moreover, the implanted backdoor needs to be
effective and stealthy. Specifically, if the backdoor trigger is
present, the BLAST agent is capable of behaving maliciously
or abnormally to disrupt the entire team, otherwise it is capable
of behaving normally like a clean agent. Besides, the backdoor
triggers should be concealed, occur as infrequently as possible,
and have a low poisoning rate.

IV. THE PROPOSED BACKDOOR ATTACK METHOD

In this section, we formulate our designed spatiotemporal
backdoor trigger and the reward hacking method based on
unilateral influence and describe the training procedure of the
BLAST model. Fig. 2] shows the framework of BLAST.



A. Spatiotemporal Backdoor Trigger

In many input-driven multi-agent systems, such as MOBA
games [2] and autonomous driving [3|], the observations of
each agent typically include four types of information: its own
state, teammates’ state, internal environmental information,
and information from external inputs. The information from
external inputs is not controlled by the environment or the
agents’ decisions and may be exploited by malicious attackers
as backdoor triggers. For example, in a MOBA game (e.g.,
Starcraft), an attacker can act as a user in the user team
to perform a series of special actions in a short time to
activate the backdoor attack. In this section, we present a
spatiotemporal behavior pattern trigger that represents a set
of specific spatial dependencies between the attacker’s unit
and the BLAST agent, as well as a set of specific temporal
behaviors of the attacker’s unit. We use a logical formula to
represent the spatial dependencies and a set of the enemy
unit’s controllable actions to represent the temporal behaviors.
First, given a position state s® of the unit controlled by
the BLAST agent and s® of the attacker’s unit, we use
= g(sb,5¢) ~ C to describe the spatial constraint between
them at a given time step, where g € {+,—, x,+} is an
operator, ~€ {>,> <, <,=,#} is a relator, and C € R is a
constant. Specifically, we define the trigger as follows:

Definition 1. Given consecutive position states over a short
period length N! ending at time step ¢, a spatiotemporal
behavior trigger 7 := (U,() can be defined using a logic
formula ¥ representing the spatial constraints €2 of these states
and a set ( of controllable actions:

U i= i) [V 6.p) @ i lite(Vip), Vg Vi), )

¢:= (af—Nt-&-lv ai—Nf+27 s ag), (6)
where ¥ p), Uijq), Yks) € 2 1,5,k € N are time steps,
and p, q, s are the position features of attacker’s unit relative
to BLAST agent; ® € {V,A} is a Boolean operator (i.e.,
“or” or “and”); ite represents W-assignment, e.g., ¥ :=
ite(11,12,13) means if o is true, ¥ 19; otherwise
W :=13; ay is an action executed by the attacker’s unit.
Example 1. Take Starcraft for example, given a trigger
Ti == (¥1,¢1), where Wi (N = 5) := tpp_a0) A Pp—ay) A
U(t=3,2) ANV(t—3,9) N(1—2,0) NVt —2,9) ANV(t=1,0) NV (t—1,5) N
w(t,x) A l/}(t,y% and ¢y = (af_4,a§_3,af_2,a§_1,af), where
Yit—a,2) = 0.98 < 2° — x? < 1.00, Y—3,2) = 0.68 < x°¢

xl < 0.70, w(t—Q,x) =098 < 2¢ —zb < 1.00, ws)t 1,2) ‘=
0.68 < 2¢ — zb < 0.70, Y0 = 0.98 < a* <"1.00,
Vi—ay) = V-39 = Va-24) = V-1 = Yy =

—0.10 < y° — y* < 0.10; af_, represent the attacker’s
enemy unit moving westward, ay_5 is moving eastward, af_,
is moving westward, and ay_; is moving eastward.

With this backdoor (shown in Fig. E]), a user in the user
team can perform its unit following the trigger to activate the
backdoor in the BLAST agent of the multi-agent team. This
agent will generate malicious actions to lead the multi-agent
team to quickly lose the game.

B. Reward Hacking based Unilateral Influence

In c-MADRL systems, all agents typically interact with each
other, thus there is a mutual influence relationship between
agents. Due to this mutual influence, the sphere of influence
of reward hacking methods in the existing backdoor attacks
[S]-18], [1O], [11] may be limited only to the backdoor agent
itself rather than the entire system during the attack period.
Therefore, we design a new reward hacking method based
on the unilateral influence filter [17] which can eliminate the
detrimental influence from other agents to the backdoor agent
and only enable the influence from the backdoor agent to other
agents.

Intuitively, the reason why agents fail or malfunction is often
because they have entered or approached bad or failed states.
Therefore, we expect the BLAST agent to exhibit malicious
actions during attacks to induce other clean agents closer
to their bad or failed states, leading to the failure of team
tasks. Since the state information of an agent at a given time
step is contained in its corresponding observation vector, our
specific goal is to reduce the distance between all clean agents’
observations at the next time step and their corresponding
target failure observations as follows:

mln E dy(6i441,0 Z ),

i=1,i%k
st. Oigr1 = F(0i4, a5, a_k4), @)
&k,tNﬂb(Ok,t),
a—k,t"/ﬁc(o—k,t)a

where o{ ! represents the target failure observation of the
agent i; 0; 41 represents the observation of agent i at time
step t + 1 if the BLAST agent k takes a malicious action ay, ¢
at time step ¢; o;; is the observation of agent ¢ at ¢; a_j ¢
represents the joint actions taken by all clean agents except
the BLAST agent k at ¢; F(-|-) represents the observation
transition function which depends on environmental state
transition function 7'(+|-); w¢(-) is the policy of clean agents
and 7°(-) is the BLAST agent’s policy that needs to be trained;
dy(-,-) is a distance metric function that we use ¢5 norm.
We adopt a data-driven approach to failure observation
learning, i.e., mining failure observations from the collected
dataset. Specifically, we make all agents interact with the
environment using policy 7€, and store the observation transfer
tuple (0:,a¢,0:11,R;) at each time step into the trajec-
tory dataset D, where o, = (01,4,.,0i s, 0nt), A =
(CLLt, vy gty eeny an,t)7 Ot41 = (01,t+1a vy 0441y eey On,t+1)7
and R; is the team reward. Alternatively, to explore more
states, we also make the agents use stochastic policy to interact
with the environment and store transfer tuples into D. We then
sort the collected transfer tuples by ascending order of R; and
select the target failure observations 0f%% to be 0;,1 which
corresponds to the lowest R; in D. The procedure is described
in Algorithm 1. After determining of®#, we set the hacked
reward function based on the target failure state as follows:

Z dy (04 141,00 ""). ®)

i=1,i#k



Algorithm 1 Failure Observations Learning Algorithm

Algorithm 2 BLAST Model Training Algorithm

Input: A dataset D as a collection of observation transfer
tuples, environment Enuv.
Output: The target failure observations 0qi.
1: for step =1 to max_steps do
2:  Agents interact with Env;
3 Store transfer tuple (o, at, 0441, R;) into D;
4: end for
5: Sort transfer tuples by ascending order of reward R,;
6: Determine (0s,a’t, 0’11, R}) as the tuple corresponding
to the minimum Ry;
Set ofeil = o', ;
8: return of%#

>

To enhance the effectiveness of BLAST, we further consider
from the perspective of action deviation, where the BLAST
agent performs a malicious action causing the clean agents’
actions at the next time step to deviate from the original
optimal actions. We set the hacked reward term based on action
deviation as follows:

n

AD A

e = E d2(ai,t+1aai,t+1)
i=1,i#k

= Z dg(ﬂ'c(éi,t-&-l)aWC(Oiﬂf"rl))

i=1,ik (€))

= Z d2(776<F(0i,ta&k,t7a—k,t))v

i=1,i#k

¢ (F(Oi,t7 Qg ty a’—k,t))) .

Since a;;y1 depends only on 7¢ (Oi,t+1) and the policy
m¢(+) of the clean agents is frozen during our backdoor
injection process. Hence, we can only induce the deviation
of the action a; 41 by changing o; ;1. Depending on F'(-),
the BLAST agent can select action ay ¢ ~ 7°(ox ) different
from the action aj; ~ m°(ox,.) to change the observation
0;t+1 Into 6; +11. Besides, da(,-) is a distance metric func-
tion with dg (&Z"tJ’,l,ai’tJrl) = 0 if &i’t+1 = Q4 t+1 and
d (@i 41, 0i41) = 1 otherwise.

To calculate rfD , if the current time step ¢ is in the attack
period, we record and save the global state s; and the local
observation o0;; of all clean agents. First, we let the BLAST
agent k select action aj; ~ 7°(og,) and each clean agent i
select action a; ; ~ 7°(0;,;) to execute. The environment state
will be transferred to s;41. We then can obtain 0;;,1 and
@i t+1 ~ m°(0; 1+1) according to s;41. Next, we roll back the
environment simulator to the state sy, and let agent k reselect
action ay ¢ ~ wb(ok’t) and each clean agent i still use action
ai¢ to execute. The environment will enter a new state 5,
and we can get 0;;11, and then a; 1. Note that since the
model of agents contains RNNs, we also need to roll back
the hidden layer states of agents. After getting all @; ¢4 and

ai 11, we use the Equ. @) to calculate r{*P.

After calculating 7% and r{!P, we normalize them into
the same range of values as the original reward R; to reduce
the damage to the clean performance of the BLAST agent.

Input: Network of clean model 7¢, an environment Enuv,
clean replay buffer B., poisoned replay buffer B,, spa-
tiotemporal behavior trigger 7 := (¥, (), attack period
L, poisoning rate p.

Output: Network of BLAST model 7°.

1: Initialize 7° = #¢; initialize B, and By;

2: for episode = 1 to max_episodes do

3:  With probability p IsPoison = True and inject the
backdoor trigger 7T, otherwise [sPoison = False;
AttackDur = 0; done = False; initialize M

4:  for t =1 to episode_limit and not done do

5: a_p; =7(0_p4);

6: apt = o — greedy(n®(ox.1),0);

7 St4+1,0¢+1, 71, done = Env(ag,,a_k,1);

8 if IsPoison = True and T appears then

9: AttackDur = L;

10: end if

11: if AttackDur > 0 then

12: Hack 7 as Equ. (I0);

13: AttackDur = AttackDur — 1;

14: end if

15: Store (S¢, 0k t, g t, 7¢) into episode memory M;

16:  end for
17:  if IsPoison = True then

18: Store M into By;
19:  else

20: Store M into B,;
21:  end if

22:  With probability p sample poisoned episodes from B3,
otherwise sample clean episodes from B,;

23:  update 7° with the sampled episodes;

24: end for

25: return 7°

In summary, by combining target failure states guidance and
action deviation, we hack the reward of the BLAST agent
during the attack period as follows:

Tt = (1 — )\) .

TfS—I—)\-TfD, (10)

where )\ represents a hyperparameter that balances the trade-
off between the long-term and the short-term malicious uni-
lateral influence on the clean teammates.

C. BLAST Model Training

To inject BLAST only in a single agent, we assume that all
agent models have been trained well in the clean c-MADRL
environment, and during backdoor injection, we only retrain a
single model and leave others frozen. Our complete backdoor
injection procedure is outlined in Algorithm

Firstly, the attacker specifies a spatiotemporal behavior
trigger 7 := (¥,() with a trigger period N’. Besides, an
attack period L is introduced to attack only L time steps
after the trigger appears completely, which can enhance the
stealthiness of the backdoor attacks. In each training episode,
the attacker determines whether to poison with the poisoning
rate p. If poison, the attacker will insert the backdoor trigger



(a) SMAC [2]
Fig. 3. The illustration of the experimental environments.

(b) Pursuit [30]

(Line 3). At each time step ¢ in an episode, clean agents select
their actions according to their policies, and the BLAST agent
chooses a random action with the probability o, otherwise,
it chooses an action according to its policy 7° (Line 5-7).
During the attack period L, the attacker will hack the reward
r¢ as Equ (5) (Line 11-14). To ensure the effective training of
the BLAST model, we set up two replay buffers, B, and B, to
store poisoned and clean episodes, respectively (Line 17-21).
To update the BLAST model, we randomly sample a batch of
episode data from replay buffer B, or B, with probability p
or 1 — p (Line 22-23).

V. EVALUATION

In this section, we evaluate the effectiveness, stealth, and
persistence of our proposed BLAST attack against c-MADRL.
Besides, we perform ablation studies to demonstrate the im-
portance and rationality of our design.

A. Experimental Settings

1) Environments: We use StarCraft Multi-Agent Challenge
(SMAC) [2] and Pursuit [30] in pettingzoo [31]] as experi-
mental environments, as shown in Fig. B} (a) SMAC is an
environment of two teams against each other where all allied
units (i.e., the red side) are controlled by c-MADRL agents,
while enemy units (i.e., the blue side) are controlled by
computer. If the enemies’ health decreases, the agent team
will receive corresponding positive rewards; If an enemy unit
dies, the agent team will receive a reward of 10; If all enemy
units die (i.e. win), the agent team will receive a reward of
200; If all allied units die (i.e. fail), the agent team will receive
a reward of 0. We choose 8m, 3m, and 2s3z as our test maps,
with 8, 3, and 5 agents in the agent team, respectively. (b) In
the Pursuit environment, the pursuers are controlled by agents.
Every time the agents fully surround an evader, each of the
surrounding agents receives a reward of 5, and the evader is
removed from the environment. Agents also receive a reward
of 0.01 every time they touch an evader. We set the number
of agents to 8 and the number of evaders to 10. Each agent
receives a fixed penalty of -0.01 per time step, which means
that the longer it takes to catch the same number of evaders,
the lower the team reward.

2) Algorithms and Network Structure: We pick VDN,
QMIX, and MAPPO as the attacked algorithms, where the first
two are based on VFD and the latter is based on CVF. For the
SMAC environment, the policy networks of c-MADRL agents
trained by these three algorithms adopt the same structure with
a GRU layer as follows: |O| — 64 — 64 = 64 — 64 — |A|,

Table 1: Evaluation metrics for backdoor attacks. cER and cW R:
average episode reward and winning rate achieved by a clean model
in trigger-free episodes. bER and bW R: average episode reward
and winning rate achieved by a BLAST model in trigger-free
episodes. bE Ry, and bW Ry : average episode reward and winning
rate achieved by a BLAST model in trigger-embedded episodes.

Metric Description

AER = |bERty — cER|/cER. The average
drop rate of episode reward between a BLAST
model and a clean model in the trigger-embedded
environment.

ASR = |bW Rty — c(WR|/cW R. The average

Attack Effectiveness
Rate (AER)

Attack Success Rate

(ASR) drop rate of winning rate between a BLAST
model and a clean model in the trigger-embedded
environment.

Clean Performance CPVR = |bER — cER|/cER. The average

Variance Rate  drop rate of episode reward between a BLAST

(CPVR) model and a clean model in the trigger-free

environment.
WRVR = |bWR—cWR|/cW R. The average
drop rate of winning rate between a BLAST
model and a clean model in the trigger-free
environment.

Winning Rate Vari-
ance Rate (W RV R)

where — means a linear layer and = means a GRU layer. For
the Pursuit environment, the network structure is as follows:
O] — 128 — 128 = 128 — 64 — | A|.

3) Backdoor Trigger and Attack Settings: We use the
triggerl 71 := (¥1,¢1) defined in Example 1 to evaluate our
backdoor attacks in 8m and 2s3z map. In the 3m map and
Pursuit environment, we use trigger 2 and trigger 3 defined as
follows, respectively:

o Trigger 2 T3 = (¥s,(s), where Uy(N' = 4)
ADt=3,2) N V—3.9) N Vg—2,2) N Vt—2,9) N Vt-1,2)
V(t—1,4) N(t,2) N(2,y)> and G = (af_g, af_y, af_q, af
where ¥;_3 ) = 0.98 < 2° — 2 < 1.00, P(s_3,y) :
—0.10 < y° —y® < 0.10, Y—2,z) = 0.60 < z° —
2’ < 0.62, Pu_ay) = 0.60 < y° —y® < 0.62,
Wt—lvwg i=0.60 < 2°—ab < 0.62, y_1,4) = —0.62 <
y© —yb < —0.60, ) = 0.98 < z¢ — 2P < 1.00,
Uity = —0.01 < y° —y® < 0.01; af_s represent the
attacker’s enemy unit moving westward, af_, is moving
southward, a;_; is moving eastward.

o Trigger 3 T3 := (¥3,(3), where U3(N¢ = 5)

— > |l

> i

Yit—a,0) N V—a,9) N Vt—3,2) N V—34) N Vt—2.2)

Yt—2,9) NV(t—1,2) N(t=1,9) NV (t,2) N Uit,y)> and (3 :=
(af_4,af_3,af_5,af_y,af), where 1y 4) = e
2, w(t—4,y) =y — yb =2, w(t—&m) =z —2b = 1,
7J’(t—s,y) =y - yb =2, w(t—Q,m) = a2t —a2b = 1,
7J’(t—z,y) =y - yb =1, w(t—l,m) = a¢ —ab = 2,
w(t—l,y) = y° - yb =1, w(t,m) = ¢ — b = 2,
Yty = Y° — yb = 2; ag_, represent a evader moving

westward, ay_; is moving southward, ay_, iS moving
eastward, and af_; is moving northward.

In each poisoned episode, we search if there is an observable
enemy unit (or evader) whose position relative to the unit con-
trolled by the BLAST agent satisfies the first spatial constraint
in U. If found, we will take control of the enemy unit (or
evader) to behave following ( defined in the corresponding
T, and return it to its heuristic controller after the trigger.
During BLAST model training, we set A = 0.5 in hacked
reward, the size of both clean replay buffer B, and poisoned
replay buffer B, to 5000, the size of batch to 32, the discount
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Fig. 4. Training curves of average episode rewards and average winning rates of BLAST models attacking against VDN, QMIX, and MAPPO

algorithms.

factor v = 0.99, and the learning rate o = 5e — 4. For VDN
and QMIX, we set the update frequency of the target network
to 200 steps, and the greedy factor o = 0.05. For MAPPO, we
set the GAE parameter € = 0.2. For the 8m and 3m maps, we
set the poisoning rate p = 0.05, and the attack period L = 20.
For 2s3z map, we set p = 0.02 and L = 40. For the Pursuit
environment, we set p = 0.05 and L = 40.

4) Evaluation Metrics: We use the metrics in Table [1] to
evaluate the effectiveness and stealthiness of BLAST. These
metrics quantify the impact of BLAST on models, where the
higher ASR and AER values are, the more effective BLAST is,

and the lower CPVR and WRVR values are, the more stealthy
BLAST is.

B. Attack Results in SMAC

Fig. [ illustrates how the average episode rewards and
the average winning rate change during the training of the
BLAST models attacking VDN, QMIX, and MAPPO. In Fig.
Al@)-(f), we can see that the average episode rewards and
the winning rates in poisoned episodes which are trigger-
embedded decrease with the number of training steps. Affected
by backdoor learning, the episode rewards and the winning



Table 2: Attacks performance of BLAST attack against VDN, QMIX, and MAPPO algorithms.

Map  Algorithm cERt c¢WRt bERt bWRY bER;] bWRyl AERt ASRt CPVR| WRVR]
VDN 1955  95.6% 1923  93.7% 10.05 3.1% 48.6%  96.7% 1.6% 2.0%
8m QMIX 1973 96.8% 1901  93.5% 9.67 4.6% 51.0%  95.1% 3.7% 3.4%
MAPPO 1981  975% 1936  91.6% 11.24 18.4% 433%  81.1% 2.3% 6.1%
VDN 1964  974% 1935  95.5% 2.73 0 86.1%  100.0% 1.5% 1.9%
3m QMIX 1981  983% 1921  952% 228 0 88.5%  100.0% 3.0% 3.2%
MAPPO 1968  97.5% 1930  94.1% 592 13.2% 69.9%  86.5% 2.0% 3.5%
VDN 1972 951% 1939  93.6% 9.98 43% 494%  95.5% 1.7% 4.6%
283z QMIX 1980  959% 1904  92.8% 9.86 1.9% 502%  98.0% 3.8% 32%
MAPPO 1993  979% 1937  90.8% 11.70 16.7% 413%  83.0% 2.8% 7.3%

rates in clean episodes which are trigger-free first decrease,
and as learning progresses, they will rise again to levels similar
to before training, as shown in Fig. f[(g)-(1). After the BLAST
model training process is completed, more specific evaluation
metrics are shown in Table EI We can see that metrics bE Ry,
and bW R,, are significantly lower compared to metrics cER
and cW R, while metrics bER and DW R are only slightly
lower compared to metrics cER and cW R. In other words,
metrics AFR and ASR are very high while metrics CPV R
and W RV R are maintained at a very low level. In the attacks
against multiple algorithms in multiple maps, the AER and
ASR can be as high as 88.5% and 100.0%, respectively, while
the CPV R and WRVR can be as low as 1.5% and 1.9%,
respectively, which proves the effectiveness, stealthiness, and
universality of our backdoor attacks. In addition, we can see
that the performance of the attacks against VDN and QMIX is
better than that against MAPPO, which indicates that MAPPO
is a bit more robust against our attacks.

We further analyze the behaviors of the BLAST agent
and clean agents during the attack period to explore how
the BLAST agent affects the clean agents and thus leads to
the team’s failure. Fig. 5{a) and B(b) show the snapshots of
episodes of VDN agents in 8m and 2s3z maps, respectively.
Firstly, we control an enemy unit to execute the trigger behav-
ior. Once the trigger behavior is fully executed, the backdoor
in the BLAST agent is triggered, as shown in Fig. [5[a)-(a) and
BIb)-(a). Then, the BLAST agent begins to perform malicious
actions, specifically leaving the main battlefield and moving
within the sight of its teammates, successfully inducing some
teammates to move to unfavorable positions, resulting in other
teammates being attacked by enemy units, as shown in Fig.
Pl@)-(b-c) and B|b)-(b-c). In the end, all teammates of the
BLAST agent die, followed by the death of the BLAST agent
itself, and the agent team fails, as shown in Fig. B5fa)-(d) and
Blb)-(d).

Meanwhile, we analyze the difference in the joint actions
distribution of all clean agents in a clean and a poisoned
episode, as shown in Fig. [6] We can notice that in the clean
episode, the agents show concentrated fire behavior, quickly
killing the enemy units one by one. In the end, there are
still multiple agents surviving. In the poisoned episode, before
the attack begins, the clean agents’ action distribution is the
same as in the clean episode. During the attack period, the

(a) 8m map

(b) 253z map
Fig. 5. The snapshots of agents’ behaviors in a poisoned episode. The
green, red, and yellow boxes denote the trigger, the BLAST agent,
and the affected clean agents. Numbers represent the ID of clean
agents.

clean agents are affected by the BLAST agent and begin to
exhibit abnormal behavior, including no longer performing
concentrated fire, more dispersed action distribution, reduced
attack actions, and increased movement actions (as shown in
the blue boxes in Fig. [6). These changes lead to the deaths of
all agents and the agent team’s failure.
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C. Attack Results in Pursuit

To verify the universality of our BLAST attacks, we conduct
BLAST in the Pursuit environment [30]. Fig. [7] shows the
training process of BLAST models of VDN and QMIX. We
can see that the average episode reward in poisoned episodes
gradually decreases as training progresses, while the average
episode reward in clean episodes eventually converges to the
original level. This indicates that our BLAST backdoor attacks
are effective.

We further analyze the time-step reward of each agent in
clean and poisoned episodes under the same random seed, as
shown in Fig. [§] Note that the Pursuit environment supports
viewing the individual reward value of each agent and the
team reward is the average of the reward values of each agent.
An increase in the reward of a certain agent indicates that it
participates in capturing an evader and successfully captures it.
It is not difficult to observe that the rewards of clean agents are
not affected before the BLAST attack begins. In the poisoned
episode, the reward values of all clean agents during the attack
period decrease compared to the clean episode. This indicates
that during the attack period, these agents do not collaborate

Agent0 Agentl
0 10 20 30 40 50 0 10 20 30 40 50
Agent2 Agent3
5 H H 5
0 10 20 30 40 50 0 10 20 30 40 50
Agent4 Agent5
L L
04+ T y T T T 0+ ; y T T T
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(b) In a poisoned episode

Fig. 8. Analysis of the time-step reward of every agent. The time
steps between the two black dotted lines indicate the attack period.
Where AgentO is the BLAST agent.

well to capture evaders, that is, the BLAST agent plays a
unilateral malicious role. After the attack period, we can find
that most agents do not quickly experience an increase in
rewards. This is because due to the lag effect of the BLAST
attack (i.e., the BLAST agent guides some of the clean agents
to the unfavorable position), the agents cannot immediately
capture the remaining evaders, but need some time to do so.
Once the BLAST attack is performed successfully, the agent
team will spend more time capturing all the evaders.

D. Resistance to Backdoor Defense Methods

To further validate the stealthiness of our backdoors, we
evaluate whether existing backdoor defense methods can de-
tect our backdoors in VDN. We use two popular defense
methods (activation clustering [18] and spectral signature [19])
to conduct this evaluation. We use the BLAST model to
interact with the 8m environment and sample 28000 clean
samples and 950 poisonous samples according to action types,
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dividing them into six sets (including 5 movement actions and
1 attack action). Following activation clustering, we extract
the activations in the penultimate layer of the model and use
principal component analysis to downscale the activations to 3
dimensions and then cluster them using k-means with k& = 2.
The clustering analysis results are shown in Fig. 9 in which
we can discover the activations of poisonous samples are
not distinguishable from the clean ones, and the prediction
results are basically incorrect. Besides, the detection results

Rate(%)
Rate(%)

2 5 10 20
Poisoning Rate(%)

(a) A
Fig. 11. ASR and CPVR achieved under different parameters.

(b) poisoning rates

of spectral signature are shown in Figure 9, where we can
find that the distribution of outlier scores for the poisonous
samples is roughly the same as that for the clean samples,
with no significant deviation.

Based on the above results, we can find that our BLAST
attack is sustainable against existing advanced defenses. The
key reason for the detection failure is that our attack has a
lag relative to the trigger, that is, the attack occurs after the
trigger appears rather than immediately. This is different from
the backdoor attacks in existing supervised learning and the
instant backdoor attacks in DRL, whose triggers and attacks
appear in pairs. One possible mechanism for detecting our kind
of backdoor attacks is to identify anomalies in the temporal
and spatial features of sequence data. This is still an open
challenge.

E. Ablation Studies

Considering the impact of different parameters on the
BLAST attack effect, we conduct ablation evaluations on the
selection of different A in hacked reward and poisoning rate.

1) X\ in Hacked Reward: We further evaluate the perfor-
mance of our BLAST backdoor attacks against VDN with
different values of A € {0,0.25,0.50,0.75,1} in hacked
reward function, as shown in Fig |'1;1'| (a). We can find that
when A = 0, the ASR can reach up to 84.4%. This indicates
that including only the first term in the hacked reward, i.e.,
target failure state guiding is useful to some extent against
c-MADRL. However, when A = 1, the ASR is only 16.4%,
although it can maintain a very low C'PV R which is 1.1%.
This suggests that the attack is not very effective when
considering only the second term in the hacked reward, i.e.,
the effect of the BLAST agent on the next time-step actions of
its teammates. Attacks perform best when A = 0.5, being able
to maintain a 1.6% C'PV R and achieve a 96.7% ASR. This
further demonstrates the effectiveness of our hacked reward
for backdoor attacks against c-MADRL.

2) Poisoning Rate pr: We further evaluate the performance
of our BLAST backdoor attacks with different values of
poisoning rate pr € {2%, 5%, 10%, 20%}, as shown in Fig [T1]
(b). We can observe that as the poisoning rate increases, ASR
continues to rise, but C' PV R also continues to increase. When
the poisoning rate is 5%, ASR and C PV R are a good balance
point, which can make the attack effective while ensuring good
concealment.

VI. RELATED WORK

A. Backdoor Attack against DRL

Most existing studies on backdoor attacks focuse on DNN
[33]l. Due to the representation ability and feature extraction



Table 3: Comparison of existing backdoor attacks against DRL. *-E denotes the type of environment targeted by the backdoor attack. *-
T denotes the pattern of the backdoor trigger. Specifically, SA-E: Single-agent environment. TAC-E: Two-agent competitive environment.
MAC-E: Multi-agent cooperative environment. I-T: Instant trigger. S-T: Spatial trigger. T-T: Temporal trigger. ST-T: Spatiotemporal trigger.

OOD-T: Out-of-distribution trigger. ID-T: In-distribution trigger.

Related work SATE Erﬁg;r((j)_n];n entM ACE T LT T,}l_ %rger [;zﬁtﬂem STT gr(l)gg_e; soulr](;’:T Attack duration Hacking method
Kiourti et al. [5] v X X v X X X v X Instant Maximise target action reward
Yang et al. 6] v X X v X X X v X Persistent Reverse reward
Ashcraft er al. 8] v X X v X X X X v Instant Reverse reward
Wang et al. [9] v X X v v X X X v Persistent Specific reward
Cui et al. [10] v X X v X X X v X Instant Maximise target action reward
Chen et al. [11] v X X v X X X v X Instant Reverse reward
Yu et al. [32] v X X X X v X X v Controllable Reverse reward
Yu et al. [25] v X X X X X v X v Controllable Specific reward
Wang et al. 7| X v X X X v X X v Persistent Reverse reward
Chen et al. [13] X X v v X X X v v Instant Specific reward
Chen et al. [14] X X v v X X X v X Persistent Reverse reward
Zheng et al. [15] X X v v v X X X v Instant Maximise target action reward
Our BLAST X X v X X X v X v Controllable Specific reward

ability inherited from DNN, DRL also inevitably faces this
threat. Kiourti et al. [5] propose a backdoor attack method
against DRL with image patch triggers. During training, when
the model’s input contains a trigger and the output is the target
action or a random one, they maximize the corresponding
reward value to achieve a targeted or untargeted attack. Yang
et al. 6] investigate the persistent impact of backdoor attacks
against LSTM-based PPO algorithm [29]. When an image
patch trigger appears at a certain time step, the backdoor
agent persistently goes for the attacker-specified goal instead
of the original goal. Ashcraft er al. [8] use in-distribution
triggers and multitask learning to train a backdoor agent. An
in-distribution trigger is an observation that is not anomalous
to the environment and is therefore more difficult to detect.
Wang et al. [7] study backdoor attacks against DRL in two-
player competitive games. The opponent’s actions are used as
a trigger to switch the backdoor agent to fail fast. Wang et al.
[9] study backdoor attacks on DRL-based traffic congestion
control systems and used a specific set of combinations of
positions and speeds of vehicles in the observation as the
trigger. When the trigger is present, the backdoor DRL model
could generate malicious decelerations to cause a physical
crash or traffic congestion. Cui et al. [[10] propose a sparse
backdoor attack that selects observations with high attack
values to inject triggers and generates trigger patterns us-
ing mutual information-based tuning. Chen et al. [11]] study
backdoor attacks against offline reinforcement learning, which
poison open-source reinforcement learning datasets to implant
backdoors to DRL agents. They use instant triggers and
explore the effectiveness of attacks with distributed strategy
and one-time strategy. Our previous works [25]], [32] studied
a new temporal and spatial-temporal backdoor trigger to DRL,
which has shown high concealment.

B. Backdoor Attack against c-MADRL

So far, only a few studies have been done on backdoors
in c-MADRL. Chen et al. [13]] first study backdoor attacks
against c-MADRL. They consider both out-of-distribution and
in-distribution triggers and use a pre-trained expert model to
guide the selection of actions of poisoned agents. Besides,
they modify the team reward to encourage poisoned agents to
exhibit their worst actions. Their method implants backdoors

in all agents, and every agent that observes the trigger will
perform an instant malicious action. Chen et al. [14] propose
backdoor attacks that affect the entire multi-agent team by
targeting just one backdoor agent. During training, they in-
troduce a random network distillation module and a trigger
policy network to guide the backdoor agent on what actions
to select and when to trigger the backdoor, thereby enabling
the agent to adversely affect other normal agents. During
execution, the backdoor agent needs to rely on the trigger
policy network to determine whether to trigger the backdoor.
Zheng et al. [15] also implant a backdoor into one of the
agents in a multi-agent team, and use distance as a condition
to trigger the backdoor. When the trigger condition is met, the
backdoor agent performs a specified action which leads to the
failure of the team task. These existing backdoor attacks are
effective against c-MADRL, but they either poison all agents,
require additional networks to activate backdoors, or do not
take into account the influence between agents. We compare
these existing backdoor attacks against DRL in Table

C. Backdoor Defense Mechanism

Existing backdoor defenses broadly include backdoor detec-
tion, data filtering, and backdoor mitigation. [18]], [[19] are two
poisoned input detection methods that depend on the difference
of covariance spectrum of the feature representation and
activation value distributions in the last hidden neural layer be-
tween poisonous and clean samples, respectively. Wang et al.
[34] use reverse engineering to infer and detect the shapes and
locations of backdoor triggers and mitigate backdoors through
input filters, neuron pruning, and unlearning techniques. Neu-
ralsanitizer [35] is a backdoor detection and removal tool
that identifies real triggers and detects backdoors by recon-
structing a set of potential triggers and removing redundant
features. For backdoor attacks against DRL, PolicyCleanse
[36] is a backdoor detection and mitigation approach that
uses policy optimization with a reversed cumulative reward of
the backdoor agent in competitive DRL policies. BIRD [37]]
is a method for detecting and removing backdoors in DRL
policies by analyzing the attack process and unique behaviors
of the backdoor agent, formulating the trigger restoration as
an optimization problem, and further mitigating the backdoor
through fine-tuning. Sanyam et al. [38]] develop a classifier



that utilizes the neuron activation patterns in DRL to detect the
presence of in-distribution backdoor triggers. Since BLAST is
hidden in only one of the multiple DRL agents whose triggers
and actions are decoupled and distributed in different time
series, rather than in individual input, it is difficult to override
the trigger pattern by means of fine-tuning. More sophisticated
defense methods need to be developed.

VII. CONCLUSIONS AND FUTURE

In this paper, we study backdoors against c-MADRL. To
enhance the stealthiness, effectiveness, and practicality of
backdoor attacks, we propose a novel backdoor attack against
c-MADRL, BLAST, which can disrupt the entire multi-agent
team by implanting a backdoor in only one agent. We use
spatiotemporal features rather than an instant state as the
backdoor trigger and design the malicious reward function
based on unilateral influence. We evaluate our BLAST against
VDN, QMIX, and MAPPO algorithms in 2 c-MADRL envi-
ronments and 2 backdoor defense methods. The experimental
results demonstrate that BLAST can achieve a great attack
success rate and a low clean performance variance rate. In
the future, we will explore backdoor attacks in black-box
scenarios, as well as study effective defense methods for c-
MADRL backdoors.

REFERENCES

[1] A. Oroojlooy and D. Hajinezhad, “A review of cooperative multi-agent
deep reinforcement learning,” Applied Intelligence, vol. 53, no. 11, pp.
13677-13722, 2023.

[2] M. Samvelyan, T. Rashid, C. S. De Witt, G. Farquhar, N. Nardelli,
T. G. Rudner, C.-M. Hung, P. H. Torr, J. Foerster, and S. Whiteson,
“The starcraft multi-agent challenge,” arXiv preprint arXiv:1902.04043,
2019.

[3] D. Chen, M. R. Hajidavalloo, Z. Li, K. Chen, Y. Wang, L. Jiang, and
Y. Wang, “Deep multi-agent reinforcement learning for highway on-
ramp merging in mixed traffic,” JEEE TITS, vol. 24, no. 11, pp. 11 623—
11638, 2023.

[4] Z. Ji, S. Wu, and C. Jiang, “Cooperative multi-agent deep reinforce-
ment learning for computation offloading in digital twin satellite edge
networks,” IEEE JSAC, vol. 41, no. 11, pp. 3414-3429, 2023.

[5]1 P. Kiourti, K. Wardega, S. Jha, and W. Li, “Trojdrl: Evaluation of
backdoor attacks on deep reinforcement learning,” in DAC, 2020, pp.
1-6.

[6] Z. Yang, N. Iyer, J. Reimann, and N. Virani, “Design of intentional
backdoors in sequential models,” arXiv preprint arXiv:1902.09972,
2019.

[7] L. Wang, Z. Javed, X. Wu, W. Guo, X. Xing, and D. Song, “Backdoorl:
Backdoor attack against competitive reinforcement learning,” in IJCAI,
2021, pp. 3699-3705.

[8] C. Ashcraft and K. Karra, “Poisoning deep reinforcement learning agents
with in-distribution triggers,” arXiv preprint arXiv:2106.07798, 2021.

[91 Y. Wang, E. Sarkar, W. Li, M. Maniatakos, and S. E. Jabari, “Stop-and-

go: Exploring backdoor attacks on deep reinforcement learning-based

traffic congestion control systems,” IEEE TIFS, vol. 16, pp. 4772-4787,

2021.

J. Cui, Y. Han, Y. Ma, J. Jiao, and J. Zhang, “Badrl: Sparse targeted

backdoor attack against reinforcement learning,” in AAAI, 2024, pp.

11687-11694.

C. Gong, Z. Yang, Y. Bai, J. Shi, J. He, K. Li, B. Xu, A. Sinha,

X. Hou, D. Lo, and T. Wang, “BAFFLE: Hiding backdoors in offline

reinforcement learning datasets,” in IEEE Symposium on Security and

Privacy, 2024, pp. 218-218.

H. Zhang, M. Liu, and Y. Chen, “Backdoor attacks on multi-agent

reinforcement learning-based spectrum management,” in /JEEE GLOBE-

COM, 2023, pp. 3361-3365.

Y. Chen, Z. Zheng, and X. Gong, “Marnet: Backdoor attacks against

cooperative multi-agent reinforcement learning,” IEEE TDSC, vol. 20,

no. 5, pp. 4188-4198, 2023.

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

(19]

[20]

(21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]

(31]

[32]

[33]

[34]

[35]

[36]

[37]

(38]

S. Chen, Y. Qiu, and J. Zhang, “Backdoor attacks on multiagent
collaborative systems,” arXiv preprint arXiv:2211.11455, 2022.

H. Zheng, X. Li, J. Chen, J. Dong, Y. Zhang, and C. Lin, “One4all: Ma-
nipulate one agent to poison the cooperative multi-agent reinforcement
learning,” Computers & Security, vol. 124, p. 103005, 2023.

N. Jaques, A. Lazaridou, E. Hughes, C. Gulcehre, P. Ortega, D. Strouse,
J. Z. Leibo, and N. De Freitas, “Social influence as intrinsic motivation
for multi-agent deep reinforcement learning,” in /CML. PMLR, 2019,
pp- 3040-3049.

S. Li, J. Guo, J. Xiu, P. Feng, X. Yu, A. Liu, W. Wu, and X. Liu,
“Attacking cooperative multi-agent reinforcement learning by adversarial
minority influence,” arXiv preprint arXiv:2302.03322, 2023.

B. Chen, W. Carvalho, N. Baracaldo, H. Ludwig, B. Edwards, T. Lee,
I. M. Molloy, and B. Srivastava, “Detecting backdoor attacks on deep
neural networks by activation clustering,” in SafeAI@AAAI, ser. CEUR
Workshop Proceedings, vol. 2301, 2019.

B. Tran, J. Li, and A. Madry, “Spectral signatures in backdoor attacks,”
in NeurIPS, 2018, pp. 8011-8021.

P. Sunehag, G. Lever, A. Gruslys, W. M. Czarnecki, V. F. Zambaldi,
M. Jaderberg, M. Lanctot, N. Sonnerat, J. Z. Leibo, K. Tuyls, and
T. Graepel, “Value-decomposition networks for cooperative multi-agent
learning based on team reward,” in AAMAS, 2018, pp. 2085-2087.

T. Rashid, M. Samvelyan, C. S. de Witt, G. Farquhar, J. N. Foerster,
and S. Whiteson, “QMIX: monotonic value function factorisation for
deep multi-agent reinforcement learning,” in /CML, vol. 80, 2018, pp.
4292-4301.

J. N. Foerster, G. Farquhar, T. Afouras, N. Nardelli, and S. Whiteson,
“Counterfactual multi-agent policy gradients,” in AAAZ 2018, pp. 2974—
2982.

C. Yu, A. Velu, E. Vinitsky, J. Gao, Y. Wang, A. M. Bayen, and Y. Wu,
“The surprising effectiveness of PPO in cooperative multi-agent games,”
in NeurIPS, 2022.

M. J. Hausknecht and P. Stone, “Deep recurrent g-learning for partially
observable mdps,” in AAAI Fall Symposia, 2015, pp. 29-37.

Y. Yu, J. Liu, H. Guo, B. Mao, and N. Kato, “A spatiotemporal backdoor
attack against behavior-oriented decision makers in metaverse: From
perspective of autonomous driving,” IEEE JSAC, 2023.

Y. Yu, S. Yan, and J. Liu, “A spatiotemporal stealthy backdoor attack
against cooperative multi-agent deep reinforcement learning,” in /EEE
GLOBECOM, 2024.

F. A. Oliehoek, M. T. J. Spaan, and N. Vlassis, “Optimal and approxi-
mate g-value functions for decentralized pomdps,” J. Artif. Intell. Res.,
vol. 32, pp. 289-353, 2008.

L. Kraemer and B. Banerjee, “Multi-agent reinforcement learning as
a rehearsal for decentralized planning,” Neurocomputing, vol. 190, pp.
82-94, 2016.

J. Schulman, F. Wolski, P. Dhariwal, A. Radford, and O. Klimov, ‘“Prox-
imal policy optimization algorithms,” arXiv preprint arXiv:1707.06347,
2017.

J. K. Gupta, M. Egorov, and M. J. Kochenderfer, “Cooperative multi-
agent control using deep reinforcement learning,” in AAMAS Workshops,
vol. 10642, 2017, pp. 66-83.

J. K. Terry, B. Black, N. Grammel, M. Jayakumar, A. Hari, R. Sullivan,
L. S. Santos, C. Dieffendahl, C. Horsch, R. Perez-Vicente, N. L.
Williams, Y. Lokesh, and P. Ravi, “Pettingzoo: Gym for multi-agent
reinforcement learning,” in NeurIPS, 2021, pp. 15032-15 043.

Y. Yu, J. Liu, S. Li, K. Huang, and X. Feng, “A temporal-pattern
backdoor attack to deep reinforcement learning,” in /JEEE GLOBECOM,
2022, pp. 2710-2715.

Y. Li, Y. Jiang, Z. Li, and S. Xia, “Backdoor learning: A survey,” [EEE
TNNLS, vol. 35, no. 1, pp. 5-22, 2024.

B. Wang, Y. Yao, S. Shan, H. Li, B. Viswanath, H. Zheng, and B. Y.
Zhao, “Neural cleanse: Identifying and mitigating backdoor attacks in
neural networks,” in IEEE Symposium on Security and Privacy, 2019,
pp. 707-723.

H. Zhu, Y. Zhao, S. Zhang, and K. Chen, “Neuralsanitizer: Detecting
backdoors in neural networks,” IEEE TIFS, vol. 19, pp. 4970-4985,
2024.

J. Guo, A. Li, L. Wang, and C. Liu, “Policycleanse: Backdoor detection
and mitigation for competitive reinforcement learning,” in /CCV, 2023,
pp. 4676-4685.

X. Chen, W. Guo, G. Tao, X. Zhang, and D. Song, “BIRD: generalizable
backdoor detection and removal for deep reinforcement learning,” in
NeurlPS, 2023.

S. Vyas, C. Hicks, and V. Mavroudis, “Mitigating deep reinforcement
learning backdoors in the neural activation space,” in SP (Workshops),
2024, pp. 76-86.



	Introduction
	Background
	Threat Model
	Problem Definition
	Attacker’s Capacities and Goals

	The Proposed Backdoor Attack Method
	Spatiotemporal Backdoor Trigger
	Reward Hacking based Unilateral Influence
	BLAST Model Training

	Evaluation
	Experimental Settings
	Environments
	Algorithms and Network Structure
	Backdoor Trigger and Attack Settings
	Evaluation Metrics

	Attack Results in SMAC
	Attack Results in Pursuit
	Resistance to Backdoor Defense Methods
	Ablation Studies
	 in Hacked Reward
	Poisoning Rate pr


	Related Work
	Backdoor Attack against DRL
	Backdoor Attack against c-MADRL
	Backdoor Defense Mechanism

	Conclusions And Future
	References

