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Abstract—Wireless local area networks remain vulnerable to
attacks initiated during the connection establishment (CE) phase.
Current Wi-Fi security protocols fail to fully mitigate attacks
like man-in-the-middle, preamble spoofing, and relaying. To
fortify the CE phase, in this paper we design a backward-
compatible scheme using a digital signature interwoven into the
preambles at the physical (PHY) layer with time constraints to
effectively counter those attacks. This approach slices a MAC-
layer signature and embeds the slices within CE frame preambles
without extending frame size, allowing one or multiple stations
to concurrently verify their respective APs’ transmissions. The
concurrent CEs are supported by enabling the stations to analyze
the consistent patterns of PHY-layer headers and identify whether
the received frames are the anticipated ones from the expected
APs, achieving 100% accuracy without needing to examine their
MAC-layer headers. Additionally, we design and implement a fast
relay attack to challenge our proposed defense and determine its
effectiveness. We extend existing open-source tools to support
IEEE 802.11ax to evaluate the effectiveness and practicality
of our proposed scheme in a testbed consisting of USRPs,
commercial APs, and Wi-Fi devices, and we show that our relay
attack detection achieves 96-100% true positive rates. Finally,
end-to-end formal security analyses confirm the security and
correctness of the proposed solution.

Index Terms—IEEE 802.11ax, Wi-Fi 6, Wi-Fi security, relay
attack, preamble spoofing, authentication, formal analysis.

I. INTRODUCTION

The adoption of wireless local area network (WLAN) has

experienced exponential growth since 2020 [1]. The Wi-Fi

6/6E market reached $2.3 billion within just a few years,

the Enterprise segment generated $3.5 trillion in economic

value in 2021 alone [2], and 802.1X-based OpenRoaming™

for public networks surged to 3.5 million hotspots in densely

populated areas like airports and stadiums by 2023 [1]. How-

ever, this growing wireless infrastructure has been vulnera-

ble to various forms of multi-stage attacks, often initiated

by exploiting the unprotected connection establishment (CE)

phase [3], [4], [5], [6]. The latest WPA3 specification for

Wi-Fi security, including the IEEE 802.11w amendment for

management frames, is still designed to secure frames at the

MAC layer only after successful mutual authentication, known

as the four-way handshake, with the exception of optional

operating channel and beacon integrity protections. This leaves

the preamble (at the physical (PHY) layer) and payload of the

management frames before that point largely unprotected.
A pre-authentication1 exploit can enable an adversary to

1We use the terms connection establishment and pre-authentication phase
interchangeably in this article.

spoof a frame preamble, or establish a man-in-the-middle

(MitM) to selectively relay, block, or replay frames. For ex-

ample, a forged preamble can be leveraged to starve a receiver

of access to idle channels by making it await a non-existent

payload [6], [7]. Likewise, by obscuring the preamble signal,

the adversary can disrupt frame detection at the receiver, lead-

ing to incorrect frame decoding [6], [8]. In addition, offering a

higher signal strength on a different channel (measured using

the preamble), abusing the unprotected channel switching

announcement (CSA) element, or jamming the channel of the

real access point (AP) during the CE are common methods to

launch a multi-channel MitM attack [9]. An MitM position, in

turn, can be used to launch more advanced attacks including

decrypting (data) packets [10], altering beacon frames [11],

retrieving the authentication key in certain cases [3], [4], or,

as we experimentally study in this paper, launching a selective

relay attack.

To protect against preamble spoofing attacks, Zhang et al.

have proposed customizing the traditionally fixed and known

Wi-Fi preambles using timestamps and the same group key

as that for protecting the beacons, but not until after CE

phase [12]. However, since timestamps are not protected frame

elements, adversaries can easily spoof them, thereby bypassing

their defense. Additionally, even if this defense is extended

to protect the CE phase, it would be unable to detect if the

adversary relays a frame—i.e., captures and forwards a frame

from an AP to a station, or vice versa—by replaying a legiti-

mate customized preamble but alters other parts of the frame.

To protect the operating channels to prevent multi-channel

MitM attacks the IEEE 802.11-2020 standard introduced the

operating channel validation (OCV) to safeguard the CSA field

at the MAC layer. However, OCV cannot protect against other

forms of multi-channel MitM attacks mentioned above and

other pre-authentication threats like preamble spoofing. This

underscores the need to also verify APs’ transmissions at the

radio signal level (PHY layer) to comprehensively address and

fully protect against all pre-authentication threats.

We proposed a preliminary technique in [13] to protect

the CE phase against relay and preamble spoofing attacks by

effectively interweaving AP authentication across the PHY and

MAC layers. It integrates a practical digital signature scheme

from the MAC layer with a time constraint mechanism for the

CE phase to verify the transmissions at the PHY layer under

the IEEE 802.11ac standard. Specifically, in our scheme, a

legitimate AP first signs its MAC address and a timestamp,

and then slices this signature and embeds one slice in each

http://arxiv.org/abs/2501.01517v1
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unicast pre-authentication frame’s preamble, chaining together

all these frames reinforced with timing constraints. This tem-

poral control effectively blocks attempts to relay or replay

authentic preambles as a means to, e.g., manipulate other

frame elements. Together with the signature, they offer a ro-

bust defense mechanism for enterprise and 802.1X-based Wi-

Fi networks (including Wi-Fi Certified Passpoint) against relay

and spoofing attacks. It is a backward-compatible solution that

avoids extending frame size or transmitting additional frames

thanks to a specific preamble-embedding technique [14] we

use, thereby adding negligible communication overhead each

time a station needs to verify an AP.

However, we did not address two critical issues in our

preliminary work: (a) our relay attack detection mechanism

was evaluated only through simulations and assuming ideal

channel scenarios; and (b) we considered only a single station

trying to connect to an AP—a simplified context for our

proposed defense. In this paper, we first design a USRP

transceiver that relays the APs’ frames with minimal latency,

the first of its kind to our best knowledge, for experimentally

assessing our proposed time-bound approach under worst-case

scenarios, where the attacker attempts to immediately relay

frames as soon as they are captured without any alteration.

The existing works [11], [10] demonstrate multi-channel MitM

attacks requiring the overhead of spoofing or alteration of

select frame elements at the MAC layer. We argue that our

relay attack design allows a stronger threat model to cover

more complex relay attacks, which require altering frame

elements that introduce additional delays. A pivotal part of this

contribution is using the high-speed, performance-optimized

USRP X310 with a PCIe interface enabling rapid relay attacks

to challenge the proposed time-bound technique.

The second challenge we address is concurrent CEs involv-

ing multiple APs and stations. It is crucial for a station in

our approach to accurately determine at the PHY layer which

frames contain signature slices it expects among a diverse set

of frame types, such as beacons, acknowledgment frames, and

pre-authentication frames intended for other stations, without

needing to inspect the frame type in the MAC layer header. To

address this challenge, in this paper we meticulously analyze

the SIG (Signal) field within the PHY layer header, searching

for specific patterns that distinguish between different frame

types. Given that these are pre-authentication frames, which

typically exhibit less variation compared to data frames, they

often demonstrate a degree of a consistent pattern in terms

of frame size, duration, and rate—details that are in the SIG

field. By leveraging this consistent pattern, we demonstrate

that a station can indeed identify, solely at the PHY layer

and without delving into the MAC layer, whether a received

frame is a beacon, acknowledgment, or an anticipated CE

frame. Employing principal component analysis (PCA)—a

statistical method that identifies directions of maximum data

variance—we show that a station can differentiate among

multiple APs and distinct frame types with 100% accuracy.

To evaluate the performance of our work under the latest

Wi-Fi standard 802.11ax, we conduct extensive simulations

and real-world experiments. Our new simulations incorporate

various channel models and a realistic Wi-Fi environment,

enhancing beyond the scope of our preliminary work. Fur-

thermore, to do the over-the-air experiments with commercial

AP-USRP testbed, in this paper, we extend the gr-ieee802-

11 [15] library to support 802.11ax, advancing from our pre-

liminary work on 802.11ac [13], and preamble modification.

We have also verified that the current draft of IEEE 802.11be

(the upcoming standard–Wi-Fi 7), does not amend any CE

components [16].

Furthermore, we perform a comprehensive end-to-end for-

mal security analysis of the proposed technique, including the

time-bound method. Also, in this paper, we provide a new for-

mal, end-to-end security verification employing a symmetric

key approach (i.e., HMAC) to demonstrate the robustness of

our method, affirming its effectiveness across both symmetric

and public key approaches. Upon acceptance, we will make

all code available as open-source.

Contributions– Our main contributions are as follows:

1) We design a novel defense mechanism to protect the

Wi-Fi CE phase from relay and spoofing attacks by

effectively authenticating at both the PHY and MAC

layers the frames received at the stations, supporting

complex real-world scenarios of concurrent connection

attempts involving multiple nearby APs and stations and

diverse frame reception under IEEE 802.11ax (Wi-Fi 6).

2) We design and demonstrate a fast relay attack with

minimal latency using a USRP transceiver, the first of its

kind to our best knowledge, and leveraging it to test our

time-bound approach for relay detection under worst-

case scenarios, achieving 96-100% true positive rates in

attack detection using commercial Wi-Fi devices.

3) Our extensive simulations and experiments show that (i)

our scheme simulated across different channel models

demonstrates a success rate in signature transmission via

preambles of 98-100% at 5 dB SNR; (ii) experiments

with various commercial Wi-Fi devices show a 100%
accuracy in identifying all five tested APs at the and

diverse frame types at the PHY layer; (iii) experiments

on a commercial AP-USRP testbed under 802.11ax

setups confirmed the efficiency and practicality, adding

only an average delay of 2.19% to total CE time.

4) We formally model and prove the correctness of our

technique including the time-bound method against var-

ious attacks using a model checker (MC), and then

verify its end-to-end integrity and authenticity using a

cryptographic protocol verifier (CPV)- considering both

symmetric and asymmetric approaches.

Paper Organization– The remainder of this paper is orga-

nized as follows. We first provide the necessary background

and our system and adversary models in Sections II and III,

respectively. Our proposed scheme is described in Section IV.

We present our evaluation results in Section V before review-

ing related work in Section VI. We conclude in Section VII.

II. PRELIMINARIES

We briefly review the Wi-Fi connection establishment phase,

relevant Wi-Fi frame elements, pre-authentication relay and

spoofing attacks at the PHY-layer, and preamble embedding.
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Fig. 1: Wi-Fi connection establishment (virtual controller and

authentication hub are present in Passpoint® networks).

A. Secure Connection Establishment

Enterprise Wi-Fi networks follow a structured process for

secure connection establishment that involves an authentica-

tion server, AP, and stations. The server, verified via a cer-

tificate authority, manages user credentials and is responsible

for generating a pairwise master key (PMK) for each AP-

station pair. The architecture and the connection establishment

in Passpoint® (a.k.a. Hotspot 2.0) are similar to those of the

Wi-Fi enterprise (see Fig. 1). This is also true for OpenRoam-

ing™, eduroam, and any other 802.1X-enabled public Wi-

Fi networks (they are in contrast to traditional open Wi-Fi

networks that offer no security at all, or Enhanced Open™

that provide only unauthenticated data encryption [17])

The connection establishment begins with network discov-

ery and selection, where stations select APs based on the

highest received signal strength measured using those frames’

training (preamble) signals [18, § 17.3.12]. This CE phase

involves either active or passive scanning, with the station and

AP exchanging a series of unprotected management frames.

Following the initial discovery, the station engages in au-

thentication and association with its chosen AP. Then, the

extensible authentication protocol (EAP) method along with

802.1X is used in the enterprise and public modes to facilitate

mutual authentication between the station and the server. Com-

monly used EAP methods include EAP-PEAP and EAP-SIM,

which securely transmit authentication information through the

AP, culminating in the derivation of the PMK. The PMK is

derived using a master session key (MSK), which is sent to

the station via the AP using one of the EAP frames.

The final phase involves a four-way handshake between the

AP and the station using the PMK to establish a pairwise

transient key (PTK) for securing all further communications

beyond CE phase. Excluding beacons and potential retransmis-

sions, this process necessitates the transmission of at least 13

and 15 unique unprotected management frames for EAP-SIM

and EAP-PEAP methods, respectively.

B. Relevant Wi-Fi Frame Elements

1) Frame Preamble: Every Wi-Fi frame is prepended at

the PHY layer by a training signal that is used by the

receiver to perform certain PHY-layer functions, including

frame detection, received signal strength estimation, and syn-

chronization [18, § 17.3]. Those signals together with the SIG

field (used to indicate the frame duration, among other PHY-

layer information, then form a preamble.

2) Channel Switch Announcement Element: To change the

operating channel in the middle of a connection establishment

(e.g., when the current channel has a poor quality or has to

be vacated for radar in proximity [18, § 11.8]), an AP uses

the CSA element, which can be sent within a beacon anytime

during this phase, to advertise when it intends to switch to a

specific channel. This element can also be part of an action

frame (a type of management frame to already-associated

stations) or a probe response.

3) Frame Sequence Number, Timeout, Retransmission: To

account for possible frame transmission failures, the standard

defines a timeout interval for every frame and, in turn, allows

retransmission of a lost or corrupted frame after that [18,

§ 9-10]. This interval includes transmission time, propagation

and processing delays, inter-frame space and slot time, etc.

Multiple retransmissions are allowed within a predefined retry

limit until the frame is successfully received [18, § 10]. The

sequence number of a frame is unique but remains constant

in all retransmissions [18, § 9].

4) Device Location Element: This frame element includes

the location information (latitude, longitude, altitude, etc.) and

can be used by a station/AP to announce their location to

others [18, § 9.4].

C. Spoofing/Relay Attacks in Wi-Fi

Spoofing Preambles— The preamble is not protected by

the existing security protocols. Therefore, an adversary can

spoof it to launch advanced multi-stage attacks—see Table I.

For example, it can force a station into silence (not able to

send/receive) by sending a fake preamble but not its expected

subsequent payload, effectively starving any receiver that has

detected that preamble of channel access [7].

Relaying Frame Elements— In Wi-Fi, any MitM (or relay)

must be a multi-channel one because an adversary cannot use a

fake AP MAC address (the station can detect this during four-

way handshake) and attempting to use the same MAC address

as a real AP on that AP’s channel will be easily detected by the

legitimate AP. Thus, setting up with a real AP MAC address on

a different channel is the attacker’s only option (unless it uses a

directional antenna to be able to relay while being on the same

channel). In a CSA-based MitM, the rogue AP sends a spoofed

CSA element to the station to make it switch its channel [3].

Table I lists of a few advanced attacks that are initiated by

a CSA-based MitM attack. Likewise, a jamming-based MitM

involves jamming the real AP and having the station join a

rogue AP on a different channel, as does offering a higher

signal strength on a different channel without jamming.

Validating Operating Channel— OCV can protect CSA

elements [18, § 12.2] by mandating an authenticated operating

channel information (OCI) element in each frame, preventing

CSA-based MitM attacks [19]. This technique adds 7% latency

to the existing connection establishment because of the extra

frames exchanged in each channel switch [20]. Also, this
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TABLE I: Recent multi-stage attacks on Wi-Fi networks that

are initiated by spoofing unprotected frame elements.

Element Attacks
Preamble MitM [11], channel silencing [7], TaP attack [6], data

alteration [7], frame detection attack [7]
CSA KRACK [3], Dragonblood [4], FragAttack [5],

MitM [11], group-key attack [21], FramingFrames [10]

technique cannot prevent a non-CSA MitM (relay) attack or a

preamble-based spoofing one.

D. Embedding Bits in the Preamble Signal

Using the extensible preamble modulation (eP-Mod) tech-

nique [14], user-defined bits can be embedded in the preamble2

in a backward-compatible way. Specifically, the preamble

signal in 802.11ac Wi-Fi systems is shown to be able to

reliably contain up to 20 bits per frame with a 40MHz

channel and achieve the same or even better bit error rate

(BER) performance of the BPSK modulation scheme [14].

More bits can be embedded with more spatial multiplexing or

with less stringent BER performance even under noisy channel

conditions, as extensively studied in [14].

III. SYSTEM & ADVERSARY MODEL

System Model—We consider an IEEE 802.11ax Wi-Fi net-

work configured with WPA3 (which enables .11w by default)

in enterprise mode or IEEE 802.1X-based public mode (e.g.,

Passpoint®, OpenRoaming™). Alternatively, we consider any

Wi-Fi network that relies on a trusted authentication server

and an EAP method to issue a valid public-private key pair

for an AP and communicate the public key to the stations. We

consider that at least three channels are available in the system.

We further assume a legitimate AP with one or possibly two

transmit antennas, meaning that an 802.11ax frame preamble

from the AP can highly reliably embed up to 20 user-defined

bits over a 20MHz channel using the eP-Mod technique [14].

Additionally, while an AP is in a connection establishment

stage with one station, it can continue broadcasting periodic

beacons and connect with other stations. All stations use the

beacon’s timestamp or the timing synchronization function

(TSF) to synchronize with the AP [18, § 9.4.1.10].

Adversary Model—We consider the de facto adversary

model in network security systems, Dolev-Yao [22], [23], [24].

The adversary can eavesdrop, jam, replay, relay, and modify

legitimate pre-authentication frames or their preambles, or in-

ject new ones, but cannot decrypt the communications between

the AP and the server. It has the following features: (i) The

adversary has unlimited resources to create several fake APs

with its desired MAC address(es). Both APs (real and fake)

can be active at the same time, but on different channels (so the

adversary evades detection). It can relay on the same channel

only using a directional antenna. (ii) The rogue AP cannot be a

part of the trusted server’s network (i.e., not an insider). Also,

it cannot physically tamper with a real AP (or station). (iii)

The adversary does not have any access to the real AP’s private

2Henceforth, preamble refers specifically to the training signal in this paper.

key. Likewise, the user credentials (identity and password) of a

station are not available to the adversary. (iv) The embedded

preamble bits are visible to the adversary because they are

not encrypted. Having said that, the adversary does not and

cannot have any access/knowledge of the preamble bits of a

frame that an AP has not transmitted yet.

Goal—The adversary’s main goal is to relay, alter, or

spoof pre-authentication management frame(s) or signals at

the PHY/MAC layers to launch an attack (e.g., starvation or

multi-channel MitM).

IV. PROPOSED VERIFICATION TECHNIQUES

We propose that the trusted authentication server in enter-

prise/ Passpoint WLANs provides a station, at the time of

each CE, with either a symmetric or public key of the AP.

Our design can accommodate each of these alternatives with

different levels of scalability, granularity, and security. We start

by comparing them in terms of their real-world deployment.

A. Symmetric vs. Asymmetric Key Approach

A symmetric key-based verification function, such as hash-

based message authentication code (HMAC), is generally

faster than a digital signature in terms of generation and verifi-

cation. It also allows the verifier to compute the same HMAC

once it receives the message, a feature that can further enhance

the security of our design (see Section IV-D). However,

symmetric key-based approaches encounter scalability issues

in practice, e.g., in airports and shopping malls. If a single

symmetric key is shared among all the stations, it will be easier

for an adversary to obtain that key. Alternatively, considering

one such key per each AP-station pair will not be scalable

due to the storage and key management complexity [25]. For

example, the authentication server in an international airport

would need to frequently generate and maintain thousands of

AP-station keys, while most of the stations (i.e., passengers)

may not return to that airport ever again. Setting an expiration

time for each key, after which the server and APs delete it,

can solve this issue; however, it introduces an additional layer

of key maintenance and management.

With an asymmetric key approach, however, the server

would need to generate and maintain only one key pair (public

and private) per AP. Although this makes it a more scalable

approach for large-scale (enterprise/public) networks, digital

signature functions (generation and verification) are slower

than those of HMAC solutions. Therefore, in scenarios in

which the network size is relatively small, e.g., in an enterprise

with recurring users/employees, the benefits of an HMAC-

based solution with key expiration will outweigh those of an

asymmetric key one. Without loss of generality, we explain

our design assuming an asymmetric approach for both kinds of

networks (enterprise and public) and discuss the advantages of

using HMAC instead of digital signature only when relevant.

B. Proposed (Asymmetric Key) Scheme

To prevent spoofing and relay attacks during the CE phase,

the AP needs to protect the pre-authentication frames it sends
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Fig. 2: Each CE frame from the AP carries one signature slice

embedded in the preamble Pn.

to a station. To that end, we propose that an AP generates only

one signature to protect all the unprotected unicast manage-

ment frames it sends to a given station (we discuss alternative

methods, such as one signature per frame or only for the last

frame, and their limitations in Section IV-E). This signature

should be generated at the beginning of the CE process and

interwoven into the PHY layer preamble. We build upon

the generic eP-Mod communication technique described in

Section II-D to embed slices of that signature in the preamble

of those frames. Therefore, each frame carries one piece of

the signature (as shown in Fig. 2) to protect its preamble

signal while the signature itself should be short enough that its

slices can be communicated reliably (e.g., considering frame

retransmissions) using the preambles. The chain of slices is

further tightened using (1) the unique sequence number of a

frame to detect frame insertion and preamble replay attacks,

and (2) time constraints we impose on individual pieces of

this chain to counter relaying a protected preamble when used

to spoof other non-cryptographically protected content in that

frame. We cryptographically protect the channel number and

the sequence number of only the last frame, which helps

to devise our mechanism for detecting frame insertions and

tracking valid and invalid channel switches in this phase.

Our time-bounding and signature/HMAC mechanisms are

both essential for comprehensive protection. While the signa-

ture/HMAC ensures the authenticity and integrity of the MAC

address and timestamp, it alone cannot thwart relay attacks

or guarantee the sequence’s correctness. Conversely, time

bounding alone cannot assure the integrity of the operating

channel number and timestamp. Using them in combination

ensures both timestamp integrity (which is also critical for the

time-bound solution) and protects against relay and spoofing

by securing the sequence number.

We note that a symmetric-key approach can further enable

checking the slice upon the arrival of each frame, a stronger

measure to mitigate several PHY-layer attacks like preamble

spoofing (see Section IV-D for details). However, both sym-

metric and asymmetric methods require waiting for the last

frame to reconstruct the signature/HMAC for AP verification.

Proposed Algorithm: We leverage the existing trusted server

to generate and maintain public and private keys for each AP

and securely share them with individual APs. Additionally,

along with the MSK, the server securely sends the AP’s

public key and device location to the station during the EAP

process. The proposed technique is outlined in Algorithm 1

and described as follows: key notations and design details are

Algorithm 1

1: procedure GENERATESIGNATURE(m,ψAP)

2: S ← Sign(m,ψAP)
3: E ← Encode(S)
4: return E
5: end procedure

6: procedure SLICEANDEMBED(E ,N )

7: for i = 1 to N do

8: Ei ← Slice(E , i)
9: if i = N then

10: Ei ← Ei ⊕ Hash(φCh, φSq)PTK

11: end if

12: Embed Ei in preamble of frame i
13: end for

14: end procedure

15: procedure VERIFY(E , κAP, tin)

16: S ′ ← Empty String

17: for i = 1 to N do

18: if fP = fs then

19: if Received within tin then

20: S ′ ← S ′ || Ei
21: end if

22: end if

23: end for

24: S ← Decode(S ′)
25: if (S, κAP), φCh, φSq are correct then

26: return Success

27: else

28: return Failure

29: end procedure

provided in Table II and Section IV-C.

• GENERATESIGNATURE– Once an AP receives the first

pre-authentication frame from a station, it generates a sig-

nature S over a message m using its private key ψAP. The

signature is then encoded using a channel coding scheme

to increase its robustness to communication errors.

• SLICEANDEMBED– The encoded signature E is sliced

into N pieces, where N is the total number of pre-

authentication management frames (N ∈ {13, 14, 15}—
see Section II) that the AP will send to the station. For the

last pre-authentication frame to be sent by the AP (3rd

EAPOL message—EAPOL3), the final signature slice

is XORed with the cryptographically hashed operating

channel number, and that frame’s sequence number using

the PTK before it embeds the bits in the preamble.

• VERIFY– The station first verifies that the received frame

is indeed a CE frame containing a signature slice in

its preamble from the expected AP (see section IV-D3

for verification details). Additionally, it checks whether

the frames arrive within the specified time constraint

tin (details in Section IV-D2). Upon receiving the final

signature slice, the station first verifies the frame’s se-

quence number and the AP’s operating channel against

the cryptographically hashed values. Then, by assembling

all the slices, the station decodes E into S. If the signature
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TABLE II: Important notations.

IDAP AP’s MAC address
κAP AP’s public key
ψAP AP’s private key
m Message that the AP signs
S AP’s digital signature
s Signature size in bits
E Encoded digital signature
N Total pre-authentication frames AP sends
Pn Embedded bits on nth frame’s preamble
fP Frame’s preamble
fs Frame’s preamble that contains a signature slice
φCh Operating channel number
φSq Sequence number of AP’s last frame (EAPOL3)
t The UTC time of the beacon
L Temporal limit

is successfully verified as well, the station sends its final

EAPOL message, thereby establishing a secured data

session with the AP. If any of the verification fails, the

station disassociates from the AP.

The algorithm’s complexity primarily relies on crypto-

graphic operations and processing frame slices. Signature gen-

eration and verification are standard cryptographic tasks, typi-

cally with O(1) complexity per operation, assuming constant-

time algorithms. Thus, the GENERATESIGNATURE procedure,

encompassing signature generation and encoding, has a con-

stant time O(1). The SLICEANDEMBED procedure iterates

over O(N ) frames for slicing and embedding, resulting in a

linear complexity of O(N ). Likewise, the VERIFY procedure,

primarily driven by the iteration through O(N ) frames for

slice reception and concatenation, also demonstrates a linear

complexity of O(N ). Thus, the overall complexity is domi-

nated by the number of frames, making it linear: O(N ).

C. Design Details

We now provide the design details of our proposed scheme.
1) Message to Sign: We choose the message m =

IDAP || t, where IDAP represents the AP’s MAC address

and t is the UTC time that is found in the Time Advertisement

element of beacons [18, § 9.4]3. As the signer by default sends

the elements of m to the verifier as part of its frames, there

is no need to resend m.

2) AP’s Public Key: Irrespective of whether a station is

joining a Wi-Fi network for the first time, it exchanges all

of the pre-authentication management frames explained in

Section II. We leverage this property to eliminate the need to

send the public key expiration time, as the server delivers the

AP’s public key to the station every time it joins the network.

This eliminates the potential overhead from the delivery of the

long chain of certificates and the key expiration time.
3) Digital Signature Choices: It is required to use a short

signature since a preamble can only contain a limited number

of bits. National Institute of Standards and Technology (NIST)

recommends maintaining a security level of at least 112 bits

[26] which makes it challenging to find a short signature with

a sufficient security level. In the EAP step, there can be as few

3An AP periodically synchronizes to a UTC clock as per ITU-R Recom-
mendation TF.460-6:2002-[B53] so that the UTC TSF offset can resolve any
clock drifts [18, § 11.9].

as 13 frames with 20 embedded bits each; hence, the upper

bound is 260 bits. As the AP sends the signature only, not the

pair (S,m), the upper limit of S stays at 260 bits. We propose

applying channel coding to the signature before sending it to

the station to further protect it from noise, interference, and

jamming, ensuring that if channel coding is applied with a

rate of r, it should satisfy s
r ≤ 260 bits total, or s

rN bits

per preamble. We pick NIST-approved BLS signature [13].

Finally, to hash the channel number and sequence number, we

chose to apply Pearson’s hash variant function [27].

4) Roaming: Our proposed scheme also supports seamless

roaming under 802.11r, where the server shares the PMK with

all the APs, skipping the EAP step and consolidating steps

1 and 4 in Fig. 1 into only two frame exchanges. In our

scheme, a target AP generates an HMAC using PMK and

sends any two random slices to the station, which then locally

generates the HMAC and verifies the new AP if the two slices

match any of the 13 ones.

5) Extra EAP Frames: In the cases of an extra (unique)

frame due to a specific EAP method, as soon as the AP needs

to send any additional EAP frame it can pad or expand (e.g.,

using channel coding) the remaining signature bits among the

subsequent frames. Once the station learns about the EAP

method (and the extra frames), it can start decoding bits

accordingly before verifying them.

D. Protocol Features

We now present a comprehensive overview of the security

features of our proposed scheme.

1) Temporal Limit: We use the retransmission limit from

the standard, shown in our earlier work to be 3 [20], as

the authentication attempt limit L. Brute-forcing the signature

slices is then prevented by setting L = 3. The probability

to successfully guess any of the 12 slices of a particular

connection (excluding the last one) within L is 3.4 × 10−5.

This probability is virtually zero for the last frame, EAPOL3,

as the attacker would need to also successfully find a collision

with the hash that is XORed with that slice (step 3).

2) Protecting Non-cryptographically Secured Frame Ele-

ments: We further protect the integrity of pre-authentication

management frames as a whole, first by distributing the slices

of the same signature in sequence (chaining), and then by im-

posing time constraints on each frame, inspired by [28], [25],

to tighten the chain. Each frame must have a cryptographically

valid preamble under our scheme while the slices in these

preambles are designed to be mutually dependent. As a result,

it would be difficult to arbitrarily spoof one slice or modify

unprotected parts of a frame with a valid preamble without

being detected. Therefore, in the following, we discuss why

under our time-bounding scheme one cannot easily delay or

alter other frame elements by relaying a valid preamble.

When an adversary captures (and possibly blocks) a frame

between a station and an AP, they may try to attach a spoofed

element to the payload while keeping the original preamble

(i.e., the signature slice embedded in that preamble) intact,

as well as the AP’s MAC address, operating channel, and

sequence number (if EAPOL3). The attacker could then send
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it to the station in an attempt to bypass the verification. The

adversary would need to spoof/alter the target frame element(s)

and ensure that the station receives the spoofed frame before

the retransmission of the original one, which is a challenging

task. (Note that the attacker cannot instead increment the

sequence number to insert its own frame as the sequence

number of the last frame should match the hashed one.). We

impose time constraints on the inter-frame times to prevent

a relay attack. We outline the inter-frame duration with and

without a relay below.

Inter-frame duration when no relay (tsta)— Let the propa-

gation delay be tprop = d/c [18], where d denotes the distance

between the station and an AP, and c denotes the speed of light.

In addition, there are other delays (tother) involved, including

transmission and processing delays, inter-frame space, and slot

time. These delays (assuming transmission delay is zero) range

from 0.045− 20ms [18, § 9]. Therefore, the inter-frame time

can be estimated using tsta = tprop + tother. To accurately

determine tprop, the station needs the Device Location element

from a frame sent by the AP.

Fig. 3: The adversary (relay) tries to establish a rogue AP.

Inter-frame duration when a frame is being relayed (tadv)—

Let the distance between the real AP-adversary and adversary-

station be da1 and da2, respectively (Fig. 3). A relayed frame

has to travel da = da1 + da2, and da ≥ d. As a result,

ta = c/da. The attacker also requires some amount of

processing tothera (≤ tother) and needs additional time talter
to perform all of its adversarial actions (i.e., block a frame,

copy the slice from a preamble, attach it to a spoofed frame,

and then transmit). The inter-frame time that the adversary

requires, tadv = ta + tothera + talter , must be within the

duration that the station waits before it retransmits its last

frame, denoted by tin, i.e., tadv < tin. In Section V, we

present a machine learning technique to show that the station

can reliably detect if a frame is relayed even when an adversary

only relays frames without altering anything (i.e., talter = 0).

Using a learning technique, each device can determine its

range of feasible tin values based on its computational and

processing capabilities. This information can be leveraged by

the device as a time constraint.

An adversary may capture a probe request from a station

(and jam the AP) and then send this copied probe request to

the AP using the original timestamp, to impersonate the station

and create a MitM position beyond the pre-authentication

phase. However, this delay in the CE will ultimately detected

due to the tight timing margins (tin) involved.

3) Supporting Concurrent CEs & Identifying Diverse

Frames at the PHY layer: When a station receives a frame

during a CE, it is crucial to determine if the frame preamble

contains a signature slice, indicating whether it is an expected

CE frame, a beacon, an acknowledgment (ACK), or some other

frame. This challenge intensifies in networks with multiple

APs and stations, as the station must also discern if the

received frame is from the intended AP during the CE, and

whether it is indeed a CE frame or another type like a beacon,

or ACK frame at the PHY layer. This needs to be achieved

without referencing the MAC layer header, allowing for faster

and more convenient extraction of preamble bits if the frame

is a CE from the intended AP.
To address this, we use the PHY layer header’s SIG (signal)

field, which contains transmission rate, frame length, etc.

information. Direct observation of this information reveals no

clear pattern distinguishing specific frame types or devices.

Given that these are pre-authentication frames, which typically

exhibit less variation compared to data frames, they often

demonstrate a degree of a consistent pattern in terms of frame

size, duration, and rate—details that are in the SIG field.

Consequently, we propose applying PCA to systematically

analyze these nuances and effectively identify frame types and

their originating devices based solely on PHY layer informa-

tion. To perform PCA, correlations between each component

of the SIG field are assessed using the covariance matrix.

Next, the eigenvectors of this matrix, which indicate where

the most variance/information lies, are ordered from highest

to lowest, allowing us to identify the most significant principal

component(s).
The SIG field contains multiple elements like transmission

rate, frame length, and so on. These elements of a pre-

authentication frame (Xi) needs to be standardized as Zi,

where µi is the mean and σi is the standard deviation of

each variable in Xi, Xi: Zi = Xi−µi

σi

. Then, we calculate

the covariance matrix ΣZ from the standardized data which

expresses the correlation between every pair of variables in

the data, where Z is the mean vector of the standardized

data: ΣZ = 1

n−1

∑
(Zi − Z)(Zi − Z)T . Next, the eigen-

decomposition of the covariance matrix yields eigenvectors v

and eigenvalues λ: ΣZv = λv. Finally, sorted in descending

order by eigenvalue, the top k eigenvectors can selected as

the principal components (PCs) based on the variance they

capture: PCi = Zvi, where vi is the ith eigenvector. In

Section IV-D3, we show through our experiments that by using

the PC values, a station reliably identifies frame types and the

APs with 100% accuracy, validating the effectiveness of PCA

in distinguishing diverse frame types and individual APs at

the PHY layer.
4) Tracking (and Verifying) Channel Switch(es): A station

can track all valid (and invalid) channel switches. If an AP

is required to change the channel after sending Pn where,

n ∈ {1, 2, ..., (N − 1)}, it will send the (n + 1)th slice over

the new channel:

1) The AP sends P ′
n+1 instead of Pn+1 over the new

channel, where P ′
n+1 = Pn+1 ⊕ Pn+2 ⊕ ... ⊕ PN .

Sending the XOR of the slices that a station has yet to

receive prevents an adversary from deriving and using

it to validate the channel change.

2) The rest of the frame preambles carry the regular slices:

the (n+ 2)th preamble has Pn+2, the (n+ 3)th carries

Pn+3, and so on.



8

3) Upon receiving the last frame from the AP, and before

running the verification algorithm, the station will first

extract the Pn+1 by using Pn+2 ⊕ Pn+3 ⊕ ...⊕ PN .

4) The station recovers the operating channel number φCh

and last frame’s sequence number φSq from PN and

combine all of the signature slices.

5) If the channel change occurs after PN−1, the AP will

simply hash PN with the PTK (as AP has the PTK by

then). The station will first recover PN with the PTK,

then will reconstruct the full signature, and finally will

verify it.

Although a cryptographically hashed channel number veri-

fication mechanism confirms that both the AP and the station

are indeed on the same channel at the time of the transmission

of the last pre-authentication frame (EAPOL3) by the AP, it

cannot verify if there have been any channel switch(es) prior to

that point, including when an adversary forces invalid channel

switch(es), then returns to the original one before the AP’s

EAPOL3 transmission. The mechanism of XORing unseen

slices can detect all such valid and malicious channel switch

attempts. The station tracks valid/invalid channel switches

during setup and reports to the network administrator once

a protected data session begins. An invalid switch signals the

presence of an adversary, while multiple valid switches suggest

unstable connections in specific areas of a public place, such

as a corner in an airport.
CSA Element Reception Acknowledgment. If a station

receives a CSA before sending its nth management frame, it

uses the eP-Mod technique to include the next frame’s channel

(Pn+1) in the current preamble (Pn). This prevents the AP

and station from diverging channels during setup, similar to

the Query exchange in [19]. We note that any MitM (relay)

attack resulting from spoofing this acknowledgment will be

detected by the station.
5) Frame-by-Frame Preamble Authentication: As dis-

cussed earlier, both symmetric and asymmetric solutions can

protect the chain of pre-authentication frames. However, only a

symmetric key-based approach can immediately detect pream-

ble spoofing attacks or a corrupted preamble upon receiving

each preamble, as both parties will have access to the sym-

metric key shared during the initial EAP process to generate

the same HMAC. In contrast, under the asymmetric key-based

approach, the station does not have access to the AP’s private

key to generate identical signature slices. When a station joins

a network for the first time, however, it will not be able to use

a symmetric-key approach since the symmetric key will be

available only after the first EAP process.

E. Limitations of Alternative Approaches

One digital signature for each pre-authentication frame—

If an AP generates one signature per frame, it will be costly in

terms of the signature generation time (at the AP’s end) and

verification time (at the station’s end), where the latter cannot

even be performed before the station receives the AP’s (public)

key. Also, it will require increasing the size of every frame,

which will add delay and communication overhead to the

joining process and further conflicts with the IEEE 802.11ai

goal for fast link setup (FILS) [29].

One digital signature of a message digest and sending it

over the last frame sent by the AP— We have also considered

a TLS-like solution to verify an AP’s legitimacy. In TLS,

application layer data across all the packets is converted into

a single message digest using HMAC with a symmetric key

and sent to the receiving end to protect the payload integrity

during the entire process. The receiver compares it with a

locally generated digest. A similar solution for our problem

can be as follows. The “message” here is the payload of all pre-

authentication frames sent by the AP combined. After creating

the digest using a symmetric key, the AP will send it in its

last pre-authentication (EAPOL3 message) frame payload. The

station can verify it by comparing it against a locally generated

digest. This method will not only require an extension of one

frame but more importantly, cannot protect against preamble-

based spoofing or multi-channel MitM attacks at the PHY and

MAC layers, as discussed in Sections I and II. Our aim is not

only to protect the connection establishment from a multi-

channel MitM, but also from the PHY-layer attacks such as

starvation attack [6], frame-detection attack, and data alteration

attack [7] that a TLS-like solution (merely a message digest)

cannot protect. These attacks happen at the PHY or MAC layer

where the upper layers are blind. Only a PHY-layer approach

can prevent such attacks.

V. EXPERIMENTAL & FORMAL SECURITY EVALUATION

In this section, we show that our proposed method excels in

communication performance and security, tested under current

Wi-Fi standards and through formal security analysis.

A. Experimental Evaluation

In the following, we systematically detail the experimental

evaluation of our proposed technique.

1) End-to-end System Performance Evaluation: We now

provide the implementation details and end-to-end commu-

nication performance evaluation of our proposed technique.

Metrics– To quantify the end-to-end performance of our pro-

posed work, we use the following metrics: signature/HMAC

generation/verification times, signature success rate (SR) (de-

fined below), BER, extraction time, and the total connection

establishment time with our solution. The signature SR is

the ratio of the number of correctly received signatures once

reassembled to the total signatures. It does not indicate how

many bits are received correctly in one signature. Whether

only one or all the bits are received erroneously, it will

be counted as unsuccessful. The extraction time is the time

to recover one signature slice from a preamble. The total

connection establishment time includes bit extraction, gen-

eration/verification times, and the existing Wi-Fi system’s

connection establishment time.

Implementation to Support IEEE 802.11ax– Commercial APs

do not allow modifying their firmware, where the preamble

is implemented, and that limits our ability to use a testbed

to fully evaluate the proposed scheme. Open-source full-stack

Wi-Fi implementations, such as Openwifi [30], also do not

support the 802.11ac/ax, and their FPGA implementations of

the preamble are not supported on easily accessible boards
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Fig. 4: SR and BER across different numbers of CE Frames.

TABLE III: Number of frames needed to send 160 bits

of signature (Nframes), number of bits/slice (Nbits/slice),

the total bit extraction time (Textract), and total connection

establishment time (TCE).

Nframes Nbits/slice Textract (ms) TCE (ms)

13 13 0.26 306.54
14 12 0.28 306.56
15 11 0.30 306.58

either. That said, the preamble part of the gr-ieee802-11 li-

brary, an open-source GNU Radio module designed to support

IEEE 802.11a, is modifiable; however, it lacks support for

802.11ac/ax. To address this, we modified it in the following

way to not only support IEEE 802.11ax but also to implement

a preamble bit extraction technique at the receiver.

1 Since the library only supports 802.11a at 20 MHz, we

expanded it to also support 802.11ax over 20 MHz of band-

width based on the standard requirement [18]. For example,

the IEEE 802.11a standard uses an FFT size of 64 which

is utilized for Orthogonal Frequency-Division Multiplexing

(OFDM) in the physical layer to modulate data over multiple

subcarrier frequencies. In contrast, IEEE 802.11ax signifi-

cantly increases the FFT size to accommodate higher data

rates and increased efficiency. For 20 MHz channels, it uses

a 256-point FFT. The larger FFT size in 802.11ax allows for

finer granularity in frequency division, which is essential for

its Orthogonal Frequency-Division Multiple Access (OFDMA)

technologies and improves subcarrier spacing.

2 The original library discards the preamble after detecting

a new frame. Since our proposed technique utilizes the pream-

bles, we added that functionality to the library. The received

preamble then goes through the Fourier transform and channel

estimation process like the rest of the frame.

3 Then, we implemented the eP-Mod technique as de-

scribed in [14] to extract the embedded bits from the received

802.11ax frames. As the firmware of a commercial AP cannot

be modified, we assume for simplicity that the embedded

signature bits are constant. Our experimental setup, involving

commercial APs, laptops, and USRP X310, advances from our

initial work only on IEEE 802.11ac with a USRP B210.

Digital Signature– We measure the signature generation

and verification times using the Pairing-Based Cryptography

(PBC) library [31]. The BLS algorithm takes 0.65ms (stan-

dard deviation (stddev) 0.07ms) and 5.63ms (stddev 0.33ms)

to generate and verify a signature, respectively.

Bit extraction time & total CE time– To assess the time

required for connection establishment in the existing IEEE

802.11ax Wi-Fi networks, we analyze the CE phase utilizing

Wireshark to log the timing of frame exchanges. Our findings

indicate that the average duration for CE is approximately 300
ms (stddev 14.3 ms). On average the time taken for a frame

to be transmitted from an AP to a station (or the reverse)

is observed to be 9.73 ms, with the average time between

successive frames (inter-frame time, tin) originating from an

AP being 18.66 ms.

Our experimental data reveal that the time taken to process

and extract data from each frame by the receiving station

is substantially less than the time gap between consecutive

frames (about 18.66 ms on average), suggesting that bit

extraction from preamble occurs promptly after their reception,

without incurring additional delays. According to Table III,

even in the least efficient scenario—where a station begins

to extract the preamble bits only after all pre-authentication

frames have been received—the total average extraction time

is minimal- merely 2.19% of the average connection time of

300 ms of the existing CE in Wi-Fi.

Success rate & Bit error rate– Our result shows (see Fig. 4)

that the SR is around 92%. Considering that each 802.11ax

preamble can embed up to 20 bits, there are still 7 bits/frame

remaining that we can use for error-correction and improve

SR and reduce BER. While error-correcting methods could

be utilized to improve the SR, we could not apply them due

to the restriction of the commercial AP– which prevented us

from altering any preamble bits. Therefore, via simulation, we

show in Section V-A4 that incorporating error correction can

significantly enhance the SR.

2) Relay Attack Demonstration & Detection: In this exper-

iment, a relay attack presents an attacker positioning them-

selves between an AP and a station, capturing and forward-

ing frames without any alteration. This attack is particularly

insidious because the attacker does not modify the contents

of the frames; instead, they simply relay them from the AP

to the station. The primary aim of this evaluation is to test

the effectiveness of our time-bound detection technique. By

demonstrating that our system can identify frames that are

merely forwarded—and thus, have not been tampered with in

transit—we posit that it can more reliably detect any relayed

frame, including those in which an attacker may introduce

changes or spoof any frame element.

Metrics– To evaluate the efficacy of our time-bound relay

attack detection mechanism, we considered the following met-

rics: accuracy, f1-score, true positive/negative rate (TPR/TNR),

and positive/negative predictive value (PPV/NPV). Accuracy

reflects the overall correctness in detecting both benign and re-

layed frames. The f1-score provides a nuanced view, balancing

the system’s precision/PPV (its success in correctly identifying

relayed frames) and recall/TPR (its ability to detect all relayed

frames), to assess the trade-offs between false positives and

false negatives. NPV assesses the system’s effectiveness in

verifying frames as benign.

Devices Used– We utilized a high-performance commercial

Aruba AP supporting an IEEE 802.11ax enterprise Wi-Fi

environment. The station device was a MacBook Air (M1,

2020) with 8 GB RAM. The relay attacks were orchestrated
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(a) Relay attack and detection experiment setup: attack devices inside the
room, AP outside, testing across three station locations (D1, D2, D3). The
station is positioned at D2 on the cart in this picture.

(b) USRP X310 connected with the
host machine and PCIe as the relay
setup for the attacker.

(c) Inter-frame times of a set num-
ber of benign versus relayed frames
across D1, D2, and D3.

Fig. 5: Relay attack and detection experiment.

TABLE IV: Relay attack detection performance.

Setup Accuracy F1-score TPR TNR PPV NPV
D1 0.975 0.974 1.0 0.952 0.950 1.0
D2 0.975 0.978 0.957 1.0 1.0 0.944
D3 0.975 0.979 1.0 0.938 0.960 1.0

using an Ubuntu-based relay host machine with 32 GB RAM

and an Intel Core i7 6700 processor at 3.4 GHz across 8 cores,

equipped with an Ettus Research USRP X310 connected via

PCIe to facilitate rapid signal processing (see Fig. 5(b)).

Implementation & Experimental Setup– To accurately demon-

strate such a relay attack, it was essential to develop a relay

mechanism capable of processing and forwarding received

frames with minimal delay. This ensures that the relayed frame

reaches the intended station within a critical time frame (tin),

bypassing the time-bound detection threshold designed to flag

malicious activity. There, developing a high-speed transceiver

was central to this endeavor.

To do that, we designed a transceiver in GNU Radio that

contains a receiver block to capture Wi-Fi frames, apply noise

measurement and channel estimation, demodulate, and then

directly send the I/Q samples to the transmitter block. Under-

standing the time-bound, or tin, between an AP and a station

is crucial for both attackers aiming to remain undetected and

defenders seeking to identify such breaches. So, the transmitter

modulates and transmits the samples to the victim station. To

confirm that our replay attack is working correctly, we did not

block the original frame, rather we checked at the receiving

end if it received a specific frame is received two (one original

and one relayed) at the victim station.

As we discussed in Section IV-D2, an adversary needs

tadv = ta + tothera + talter amount of time if it wants to

alter or spoof any frame element while relaying. Now we

consider that it only relays the frames– it does not alter

anything, then talter = 0. It is the worst-case scenario for

our detection technique. We consider both scenarios with and

without the presence of an adversary. Our goal is to collect

tadv and tsta and use the collected inter-frame duration to

assess whether it shows any distinction between relayed and

non-relayed frames.

Analyses & Results– We conducted our experiment across

three different station locations as shown in Figure 5(a). As

shown in Fig. 5(c), our collected values indicate that the

presence of an adversary involves additional latency (tother).

The visualization of the inter-frame time differences of each

sample with and without adversarial attempts indicates that a

station can identify if a frame is relayed by looking at the

inter-frame duration, as an adversary will always require an

additional tother even if it is only relaying the frame.

To further validate our observation that a station can identify

a relay attack using the inter-frame duration, we apply machine

learning techniques to our collected dataset of inter-frame

duration with (tadv) and without (tsta) relay attack. We split

this dataset into train-test parts and use Scikit-learn Python

library to implement and evaluate random forest (RF). Our

results achieve 97.35% accuracy and 98% f1-score across all

of the three locations (D1-D3) as listed in Table IV with other

high-performance scores.

3) Performance under Concurrent CEs: We distinguish

frame types at the PHY layer by analyzing the SIG field in the

PHY header, avoiding MAC layer inspection. This approach

leverages the consistent pattern in size, duration, and rate of

pre-authentication frames, detailed in the SIG field, enabling a

station to identify frame types like beacons, acknowledgments,

or CE frames solely through PHY layer information. In the

following, we describe our experiment and result details.

To do that, we captured and analyzed Wi-Fi frames, focus-

ing specifically on pre-authentication frames to isolate essen-

tial information from the SIG field of the PHY layer header.

Employing PCA—a statistical method that identifies directions

of maximum data variance—we show, in the following that

a station can differentiate among multiple APs and distinct

frame types.

Experimental Setup & Devices Used– For our experimental

setup, we considered five APs representing different SSIDs,

labeled A to E. Table V lists the stations we considered for

this experiment. We conducted our experiment in the same

room as shown in Figure 5(a), where the stations received

frames from different SSIDs. To ensure multiple concurrent

CEs, each station began connecting to an AP simultaneously.

We repeated these attempts with each of the five APs one at

a time. We captured the pre-authentication frames exchanged

between each AP-station pair.

Analyses & Results– As already mentioned, we use PCA

to analyze the SIG field from the PHY layer header of the
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TABLE V: Devices used for our analysis of Wi-Fi’s CE phase.

Device Type Model Operating System

Laptop MacBook Pro (M1, 2021) macOS Monterey

Laptop MacBook Air (M1, 2020) macOS Big Sur
Laptop Dell XPS 15 Windows 10
Laptop Lenovo ThinkPad X1 Carbon Windows 10
Smartphone iPhone 14 iOS 15
Smartphone iPhone 13 iOS 15
Smartphone iPhone 11 Pro iOS 14
Smartphone Samsung Galaxy S21 Android 11

(a) PC values of APs (SSIDs) A to E. (b) Confusion matrix (CM).

Fig. 6: PC values for APs demonstrate that stations can accu-

rately distinguish them, with the confusion matrix showing its

ability to correctly identify CE and non-CE frames.

captured frames. We show in Fig.6(a) that the average PC

values for each of the five APs are unique, allowing stations to

differentiate between the APs. We also utilized the PC values

for frames and demonstrated that the station can identify with

100% accuracy (see Fig.6(b)) whether a received frame is a

CE frame or a non-CE one.

4) Impact of Error-correction: We utilized MATLAB’s

WLAN Toolbox to see the impact of error-correcting coding

on the preamble bits (e.g., digital signature slices) of IEEE

802.11ax signals on BER and SR. Due to constraints in

modifying the firmware of commercially available APs, our

experiments could not include the implementation coding

schemes directly on the hardware. Instead, we focused on a

simulation-based approach using MATLAB’s WLAN Toolbox.

To simplify our simulation, we assumed that the signature

bits embedded in the preamble are constant. The simulation

involved transmitting a signature, divided into N slices (corre-

sponding to N pre-authentication frames from the AP), over

two distinct channels: AWGN and Rayleigh. We considered

the following N values: {13, 14, 15} and the results show the

average BER and SR across the N values.

Our results, as depicted in Fig. 7 and 8, demonstrate the

significant impact of applying error-correction coding on both

additive white Gaussian noise (AWGN) and Rayleigh chan-

nels. In the AWGN channel, without coding, the BER dropped

from 15.86% to virtually 0 at 12 dB SNR. However, with

coding, this improvement is markedly accelerated, achieving

virtually 0 BER as early as 6 dB SNR. Similarly, the SR

in the AWGN channel increased from 3.74% to 97.36% at

12 dB SNR without coding, whereas with coding, it reached

100% at the same SNR level, indicating a complete success in

transmission under these conditions. In Rayleigh channels, the

impact of coding is even more pronounced. While the uncoded

BER dropped from 28.52% to 1.23% at 12 dB SNR, coded
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Fig. 7: Impact of BER under different SNR levels.
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Fig. 8: Impact of SR under different SNR levels.

signals improved from 49.42% to just 0.01% at the same SNR

level. Similarly, the SR improved from 34.40% to 93.4% at 12
dB SNR, and further to 96.91% at 15 dB SNR with coding,

compared to a maximum of 88.67% without coding.

B. Formal Security Verification

To systematically verify the correctness and security of our

proposed protocol, we use a combination of model checker

(MC) and cryptographic protocol verifier (CPV). To model

a protocol with PHY-layer scenarios (e.g., channel switch,

jamming a frame, etc.), MC is an appropriate choice, specif-

ically for inspecting whether the model meets the temporal

trace property to achieve correctness. Our protocol also uses

cryptography (hash, digital signature), hence, it is important

to verify its cryptographic aspects, such as message integrity,

authentication of a transmitter, etc. using a CPV.

1) Symbolic Model Checking: We developed an abstract

model, M, to represent our proposed solution, extending the

Wi-Fi CE phase framework from [20]. This model comprises

two finite state machines (FSMs)—one each for the station

(STA) and AP—defined by a set of three states, as shown in

the right side of Table VI, α = {α1, α2, α3}, representing

‘disconnected’, ‘CE’, and ‘connected’, respectively. The FSM

dynamics are driven by transitions (τ ), each defined by a

condition-action pair, where the condition is based on the latest

frame transmitted or received, and the action, which can be

null, triggers the transition. Specifically, the model delineates

key state transitions and introduces new variables to track

channel, time constraint, and frame sequence numbers, among

others.

The simplified transitions at a station FSM are listed in

Table VI. For example, the first transition τ1 is from state

α1 to α2, i.e., from disconnected’ to CE’ when condition
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TABLE VI: Symbolic model checking: finite state machine (FSM) of a station and its transitions.

τ Action Condition

τ1 α1 to α2 Cas1

τ2 α2 to α2 (¬CasN ∧ L ∧ (¬φCh|¬φSq|¬fs))|(¬CsaN ∧ tin ∧ L ∧ (¬φCh|¬φSq|¬fs))

τ3 α2 to α1 (¬CsaN ∧ ¬tin ∧ ¬L ∧ (¬φCh|¬φSq|¬fs))|(¬C
asN ∧ ¬L ∧ (¬φCh|¬φSq|¬fs))

τ4 α2 to α3 CsaN ∧ L ∧ φCh ∧ φSq ∧ fs

TABLE VII: Formal Security Verification

A Model checker (MC) – Attacks checked

Attack Adversary actions

Spoofing Adversary sends a fake CSA announcing channel
switch to y to STA FSM (CSA-based MitM).

Relay Forces AP FSM to switch channel and blocks AP’s
valid CSA element (jamming-based MitM).

Spoofing Sends a fake CSA announcing channel switch to y to
STA and forces AP to switch to channel z (MitM).

Spoofing Adversary injects a spoofed frame element with
original preamble bits.

Spoofing Adversary injects a frame with spoofed preamble
bits.

Replay Adversary replays the chain of preamble bits (i.e.,
replays a signature).

B Cryptographic protocol verifier (CPV) – Components verified

Asymmetric Approach

Properties Automatic end-to-end verification

Secrecy Private key of AP
Authentication Digital signature

Integrity AP’s MAC address and timestamp
Integrity Operating channel, frame sequence number

Symmetric Approach

Properties Automatic end-to-end verification

Secrecy Symmetric key of AP-STA pair
Authentication HMAC
Integrity AP’s MAC address and timestamp
Integrity Operating channel, frame sequence number

Cas1 is met. Cas1 signifies that a station receives the first pre-

authentication frame from an AP. In this context, C represents a

CE frame transmission, ‘as’ denotes the frame direction from

AP to station, and ‘1’ indicates the first pre-authentication

frame. Similarly, at the AP FSM, the τ1 is Cas1, indicating

it enters the CE state when it sends the first pre-authentication

frame to a station. The other transitions occur successfully if

and only if the conditions are met—as shown in Table VI,

these conditions include the correct operating channel number

(φCh), frame sequence number (φSq), a pre-authentication

frame containing the correct signature slice (fs), a frame

received within the time-bound range (tin), and if the received

frame is within its the temporal limit (L).

The adversary model, Madv, simulates potential attacks

within M’s framework. Using the symbolic model checker

NuSMV [32], we evaluatedMadv for vulnerabilities by check-

ing all possible executions against predefined adversary actions

(see Table VII- A ). The analysis did not yield any counterex-

amples, indicating the absence of system vulnerabilities under

the tested conditions.

2) Cryptographic Protocol Verification: We employed

ProVerif [33], an advanced tool for automatically verifying

cryptographic protocols, to validate the cryptographic security

properties of our proposed scheme comprehensively. ProVerif

evaluates the scheme against a series of security criteria,

marking a component’s verification as failed with a FALSE

outcome. ProVerif simulates all conceivable adversary actions

against our proposed technique’s security mechanisms, includ-

ing attacks on the secrecy of an AP’s private key, the integrity

of message hashing, and the authenticity of digital signatures

and HMAC (listed in Table VII- B ). ProVerif analysis af-

firmed the security of each component by returning TRUE

across all checks, indicating that our scheme successfully

meets the security properties.

VI. RELATED WORK

AP authentication. There are different approaches to authen-

ticate an AP’s legitimacy, such as fingerprinting using carrier

frequency offset (CFO) [34], phase errors between subcarri-

ers [35], the correlation between the received signal strength

(RSS) and the transmitter’s location [36], etc. However, any

changes in the transmitter hardware, channel, or configuration

can significantly impact the accuracy of such techniques (even

if those features are unclonable, which is not often the case).

Also, this technique cannot verify the operating channel.

Alternatively, traffic analysis [37] or the packet characteristics

in the time domain [38] can reveal the presence of a rogue

AP, but only after it is already connected to the stations.

Protecting CE in Cellular Networks. In [39], an ID-based

signature was suggested to protect the 5G CE against fake

base stations (BS). In [25], a PKI-based solution for the 4G

networks was proposed to authenticate a BS by user equipment

during connection establishment. The broadcast signals from

any BS were digitally signed with its private key and SIM

cards equipped with certificates (a reasonable assumption in

cellular networks). This approach cannot be used in WLANs

because we cannot assume every Wi-Fi device is pre-loaded

with the certificate of every AP. This solution is not feasible

for a Wi-Fi network’s CE frames, as Wi-Fi devices do not

have SIM cards. Therefore, it would require high maintenance,

additional storage, and CE time, and communication costs.

Bounding protocols. Several bounding protocols have been

proposed to prevent relay attacks. One protocol measures the

round-trip time of a challenge-response interaction between

the user and verifier devices, presented in [28], while another

utilizes radio frequency identification (RFID) technology to

verify physical proximity, presented in [40]. In [41], the fea-

sibility of deploying distance-bounding protocols was demon-

strated in real-world applications. Our work is mainly centered

on the investigation of the frame element modification time

required by an adversary, in addition to the time taken by the

frames to travel the distances between the AP and the station,

as well as the (frame) processing times.
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VII. CONCLUSION

Reflecting on the escalating threats targeting the pre-

authentication phase of Wi-Fi networks, we presented a novel

defense mechanism. By integrating AP authentication at both

the PHY and MAC layers, we effectively mitigate relay and

spoofing attacks. Our approach utilizes extensive simulations

and real-world experiments, including the deployment of a

USRP transceiver designed for minimal-latency frame capture

and relay. The results demonstrated over 97.5% accuracy in

relay attack detection and affirmed the practicality of our

method with minimal delay impact.
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