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Abstract

Understanding how large language models
(LLMs) acquire, retain, and apply knowledge
remains an open challenge. This paper intro-
duces a novel framework, K-(CSA)², which
categorizes LLM knowledge along two dimen-
sions: correctness and confidence. The frame-
work defines six categories of knowledge, rang-
ing from highly confident correctness to con-
fidently held misconceptions, enabling a nu-
anced evaluation of model comprehension be-
yond binary accuracy. Using this framework,
we demonstrate how techniques like chain-of-
thought prompting and reinforcement learning
with human feedback fundamentally alter the
knowledge structures of internal (pre-trained)
and external (context-dependent) knowledge in
LLMs. CoT particularly enhances base model
performance and shows synergistic benefits
when applied to aligned LLMs. Moreover, our
layer-wise analysis reveals that higher layers
in LLMs encode more high-confidence knowl-
edge, while low-confidence knowledge tends
to emerge in middle-to-lower layers.

1 Introduction

LLMs have demonstrated exceptional capabilities
across various tasks, often matching or exceed-
ing human performance (Luo et al., 2024; Trinh
et al., 2024; OpenAI, 2024b). However, our under-
standing of how these models acquire and utilize
knowledge remains limited (Gekhman et al., 2024;
Singhal et al., 2022; Su et al., 2024). Despite re-
cent investigations (Kalai and Vempala, 2024a; Wei
et al., 2024; Yu et al., 2024; Lovelace and Rosé,
2022), there lacks a comprehensive framework for
categorizing and analyzing LLM knowledge types,
particularly in relation to advanced techniques like
chain-of-thought prompting (Wei et al., 2022), in-
struction tuning (Ouyang et al., 2022), and RLHF
(Bai et al., 2022). This paper introduces such a
framework and examines how these techniques in-
fluence LLM knowledge representation.

Question: What is the largest planet in our solar system?
Answer: Jupiter
Category Greedy Sampled
1. HK Jupiter [ Jupiter , Jupiter , ..., Jupiter ]

2. MK Jupiter [Mars, Saturn, ..., Mars]

3. WK Saturn [Saturn, Jupiter , ..., Saturn]
4. UU Saturn [Mars, Venus, ..., Earth]
5. MU Saturn [ Saturn , Mars, ..., Saturn ]
6. CU Saturn [ Saturn , Saturn , ..., Saturn ]

Table 1: Model example responses across different
categories using Greedy (deterministic) and Sampled
(stochastic) decoding strategies. We collect one re-
sponse using greedy decoding and multiple responses
using sampling. The green highlight color in the table
indicates correct answers (Jupiter), while for duplicated
incorrect answers (e.g., repeated Saturn), we use red
highlight. Here are the full names of categories: 1. HK:
highly known, 2. MK: maybe known, 3. WK: weakly
known, 4. UU: unconfident unknown, 5. MU: may
confident unknown, 6. CU: confident unknown.

Current evaluations of large language models
focus primarily on answer correctness, overlooking
the crucial aspects of confidence and consistency
in knowledge representation (Wei et al., 2024). A
model generating a correct answer through uncer-
tain sampling differs fundamentally from one pro-
ducing it consistently, yet traditional metrics fail to
capture this distinction. We propose a knowledge
categorization framework that examines both cor-
rectness and confidence, revealing deeper insights
into how models acquire and express knowledge.
We describe Related work in Section A.1.

Our framework categorizes an LLM’s knowl-
edge using two key dimensions: correctness and
confidence. Correctness is assessed by compar-
ing the model’s responses to ground-truth an-
swers, while confidence is determined by repeat-
edly querying the model with variations of the same
question. If the model consistently returns a sta-
ble and coherent answer across these variations,
we infer that it holds its knowledge with greater
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Figure 1: Illustration of our framework, K-(CSA)2, for categorizing knowledge comprehension in LLMs. The
framework separates model responses into six categories: three for known knowledge (Highly Known (HK),
Maybe Known (MK), Weakly Known (WK)) and three for unknown knowledge (Unconfident Unknown (UU),
Mayconfident Unknown (MU), Confident Unknown (CU)). Greedy decoding represents deterministic answers,
while random sampling introduces variability. Categories are defined based on both correctness and confidence in
the model’s responses, with responses mapped to categories based on confidence and correctness. The language
model is represented by M , while T represents the temperature. q is the input question and a is the LLM answer for
q. The correctness probability is denoted by PCorrectness, and the confidence level is indicated by PConfidence.

confidence. By integrating these two dimensions,
our framework offers a more nuanced evaluation,
capturing not only whether LLMs are accurate but
also how strongly they “believe” in their answers.

We classify LLM knowledge into two primary
types (Known and Unknown), each further divided
into three categories. This categorization scheme
is summarized in Table 3 and illustrated in Ta-
ble 1 and Figure 1. We refer to this framework
as K-(CSA)2 (Knowledge Categorization using
CorrectnesS And Confidence via SAmpling). Ta-
ble 1 illustrates how this framework categorizes
model responses for an example question. Our
contributions are summarized as follows:

• Knowledge Categorization Framework:
We introduce K-(CSA)² framework to eval-
uate LLMs’ knowledge by considering both
correctness and confidence, providing a scal-
able approach for assessing model consistency
across different tasks.

• Comprehensive Knowledge Analysis: We
examine how LLMs utilize both internal
knowledge (from pre-trained weights) and ex-
ternal knowledge (from context), revealing
distinct patterns in how models leverage these
different knowledge types.

• Multi-Dimensional Knowledge Evolution:

Our experiments show that internal knowl-
edge benefits more from CoT prompting,
while external knowledge improves through
instruction tuning, indicating different opti-
mization strategies may be needed for differ-
ent knowledge types.

2 Framework and Metric Development
for Knowledge Analysis

2.1 Knowledge Categorization Framework

We evaluate large language models’ knowledge
comprehension using a six-category framework
(Figure 1) that distinguishes between known and
unknown knowledge based on the model’s ability
to answer questions correctly. A knowledge point
is defined as a specific piece of information re-
quired to correctly answer a given question (e.g.,
"Jupiter is the largest planet in our solar system").
A knowledge point is classified as known if the
model produces the correct answer at least once
across multiple sampling attempts. Conversely, it
is categorized as unknown if the model consistently
generates incorrect responses.

Building on prior work (Gekhman et al., 2024),
our framework ranks knowledge comprehension
from the most comprehensible category, Highly
Known (HK), to the least comprehensible, Confi-
dently Unknown (CU). For unknown knowledge



categories—Unconfident Unknown (UU), May
Confident Unknown (MU), and Confidently Un-
known (CU)—we incorporate confidence metrics
to identify patterns in incorrect responses. CU is
ranked lowest among unknown categories because
it represents consistent but incorrect answers, di-
verging from the expected variability when models
are uncertain. To classify responses into these cat-
egories, we analyze both Correctness and Confi-
dence. Given a question q, context c, ground truth
y, and LLM M , we generate n responses a: one
using greedy decoding (T = 0) and n − 1 using
random sampling (T > 0).1 Correctness is deter-
mined using exact match scoring, where at least
one correct response categorizes the knowledge as
known. For incorrect responses, confidence is mea-
sured by evaluating the consistency and similarity
among sampled outputs. The calculation method
detail is further illustrated in A.3.

2.2 Evaluation Metric

Evaluating Correctness and Confidence.: We
evaluate LLMs’ correctness by accuracy. Using
greedy decoding (T = 0) against ground truth
answers to assess their ability to generate accu-
rate, coherent responses with minimal randomness.
While accuracy alone measures correctness, it fails
to capture how confidently models hold their knowl-
edge. To provide a more comprehensive evaluation
of LLM knowledge comprehension, we introduce
Category Scores as a complementary metric that
integrates both correctness and confidence. While
traditional accuracy metrics only capture whether
responses are correct, our Category Score metric
offers deeper insights by weighting responses ac-
cording to their knowledge category classification.
It is calculated as:

Category Score =
6∑

i=1

wi · ri (1)

where wi = 7 − i represents the weight for cate-
gory i (from 6 for 1.HK to 1 for 6.CU), and ri is
the ratio of responses falling into category i. The
weighting scheme assigns higher values to more de-
sirable categories, with 1.HK responses receiving
the weight of 6 and 6.CU receiving the minimum
weight of 1. This design penalizes models that
consistently generate incorrect answers with high

1For closed-source LLMs, temperature T = 0.5, follow-
ing prior research (Gekhman et al., 2024). For close-source
models, T = 1.

confidence, and it rewards models that express ap-
propriate uncertainty when encountering unknown
information, making it easier to identify genuine
knowledge gaps. Examples are in section A.4.
Dynamics of Knowledge Categories. To analyze
how LLMs’ knowledge evolves, we track transi-
tions of knowledge points (question-answer pairs)
between different categories across model versions
or training stages. A transition occurs when a
model’s handling of a specific knowledge point
changes from one category to another. These tran-
sitions reveal distinct aspects of model behavior,
captured through three complementary but mutu-
ally exclusive metrics that sum to 12:

• Upgrade Ratio: The proportion of knowledge
points that move to categories indicating bet-
ter understanding (e.g., from 3.WK to 2.MK).
A high upgrade ratio suggests effective learn-
ing to handle knowledge. This metric specifi-
cally tracks improvements.

• Downgrade Ratio: The proportion of knowl-
edge points that shift to categories indicating
deteriorated understanding (e.g., from 2.MK
to 4.UU). A higher downgrade ratio may sig-
nal problematic changes in model behavior.
This metric captures regressions in model.

• Stable Ratio: The proportion of knowledge
points that maintain their category, indicating
consistent model behavior. This helps distin-
guish between beneficial changes and poten-
tially unstable learning patterns, measuring a
different dimension of model transition than
the upgrade or downgrade metrics.

3 Experiments

In this section, we describe the experimental setup,
the models used, and the datasets. With this frame-
work (K-(CSA)2), we designed our experiments
to evaluate both the breadth of model capabilities
and the evolution of their knowledge structures.
For all experiments, we prompted the LLMs seven
times for each question, using greedy decoding
(T = 0) once and random sampling (T > 0) six
times. This allows us to assess both correctness
and confidence in the models’ knowledge. The key
metrics analyzed include accuracy (via exact match
with ground truth answers) and confidence across

2Some more explanations of transitions ratios are in section
A.5.
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Figure 2: Comparative analysis of model internal knowledge performance across different variations. Each subplot
demonstrates performance differences between model variants, measuring changes in both accuracy (x-axis) and
category score (y-axis). From left to right: (1) IT versus base models, showing a general decrease in performance; (2)
CoT versus base models, indicating moderate improvements; (3) IT+CoT versus base models, revealing substantial
gains; (4) IT+CoT versus IT, highlighting the additive benefits of CoT; and (5) IT+CoT versus CoT, showing
complementary effects of combining both techniques. The scattered points represent different models, with their
relative positions indicating the magnitude and direction of performance changes. Positive values on both axes
indicate improvement over the comparison baseline, while negative values suggest performance degradation. Base:
Base model, IT: instructed model, CoT: chain-of-thought.
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Figure 3: Internal knowledge categories structure
across models, sorted left to right by increasing com-
bined accuracy (ratios of top-2 layers 1.HK + 2.MK).
The values within each section represent the ratio of
knowledge points belonging to each category at differ-
ent training steps. There are six knowledge categories,
each represented by a different color.

multiple generations. For the full list of LLMs and
their capacity we evaluate, see appendix Table 2.

Dataset. We run experiments over the HaluE-
val dataset (Li et al., 2023), which contains a
knowledge-based QA task. In this dataset, one
question q pairs with an annotated knowledge point
which can help answer the question and a ground-
truth answer a. We randomly sampled 3000 as
our dataset, and we repeated prompting LLM with
the same question 7 times, once for greedy decod-
ing and 6 times randomly sampling (T > 0). We
run experiments with multiple closed-sourced and
open-sourced LLMs.

3.1 Assess Internal Knowledge Utilization

Internal knowledge refers to the information en-
coded within the LLM’s weights during pre-
training and fine-tuning phases, which enables the
model to answer questions. We aim to use our
proposed framework to illustrate the model’s inter-
nal knowledge category structure and track how it
evolves throughout pre-training, instruction-tuning,
RLHF, and the application of techniques like CoT
prompting, using the metrics and dataset mentioned
above to understand this knowledge capacity. We
prompt the model to answer given questions with-
out annotated knowledge point.

Finding 1: Stronger models are more assertive
regardless of correctness.

We evaluate knowledge structures across a se-
lection of open-source and proprietary models. As
shown in Figure 3, we observe that models with
higher accuracy tend to exhibit lower levels of un-
certainty, suggesting that more capable LLMs are
generally more certain about their responses. How-
ever, we also find that models can display con-
fidence in incorrect answers. From left to right,
the combined ratio of categories 3.WK, 4.UU, and
5.MU decreases, while accuracy-related categories
1.HK and 2.MK increase. Notably, the ratio of cat-
egory 6.CU, representing the lowest understanding
in our framework, also rises. This pattern raises
considerations for model deployment, as higher
capability doesn’t necessarily guarantee better cali-
bration between confidence and correctness. The
simultaneous increase in both highly confident cor-
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Figure 4: Average transition patterns across all evaluated models, comparing how CoT and IT+CoT affect category
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knowledge, with each bar representing the mean stable, downgrade, and upgrade ratios for each knowledge category.
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Figure 5: Mean category transition patterns for indi-
vidual models, showing averaged effects of CoT and
IT+CoT on (a) internal and (b) external knowledge per-
formance relative to base models.

rect (1.HK) and incorrect (6.CU) responses sug-
gests that model scaling may enhance assertiveness
without proportionally improving the ability to rec-
ognize knowledge limitations.

Finding 2: CoT creates synergistic benefits
when combined with instruction tuning despite
possible initial performance drops from instruc-
tion tuning alone.

We further examine how different techniques
like CoT and instruction-tuning impact knowledge
structures. These techniques fundamentally change
how models process knowledge, and our frame-
work reveals their effects across different training
stages. CoT enhances the base model’s knowl-
edge category structure and particularly benefits
instructed models. Figure 2 shows that applying
CoT to base models increases category scores for
models like Qwen2-0.5b, gemma-2-2b, GPT-4o
mini, and Llama2-7b, though sometimes at the
cost of accuracy. For example, gemma-2-2b and
Qwen2-0.5b show slight accuracy decreases with
CoT. For instructed models, CoT improves both
accuracy and category scores (IT+CoT versus IT).
Applying CoT to instructed versions of Qwen2-
0.5b, gemma-2-2b, Llama2-7b, and GPT-4o mini

enhances both metrics. While some models like
Mistral-7b show initial deterioration after apply-
ing instruction tuning, CoT helps overcome this.
Notably, while instruction tuning alone may not
improve performance, it creates synergistic ben-
efits when combined with CoT. Our fine-grained
analysis reveals that CoT enhances performance
across all base models (Figure 5a). Combining IT
with CoT increases upgrade ratios and decreasing
downgrade ratios. These improvements primarily
affect categories 3.WK through 6.CU, as shown
in Figure 4a, with detailed performance metrics
presented in Figure 14a and More performance can
be found in Figure 13a.

3.2 Assess External Knowledge Processing

This section evaluates the capacity models that are
used to understand external knowledge. This abil-
ity is particularly important for tasks such as open-
book QA and retrieval-augmented generation. Our
sampling-based framework can also be applied to
evaluate the effectiveness of models integrating ex-
ternal knowledge. Similarly to internal knowledge
evaluation, we analyze the evolution of external
knowledge comprehension after instruction-tuning,
and applying CoT. Different from evaluating in-
ternal knowledge, we attach knowledge points in
context when prompting models for QA task.

The knowledge category structure for external
knowledge is shown in Figure 7. Similar to Figure
3, we sorted models from left to right based on their
increasing accuracy values. By providing external
knowledge, LLMs become more confident, reduc-
ing the proportions of categories 3.WK, 4.UU, and
5.MU. However, the reduction in these categories
does not always translate to correct answers, as in
category 6.CU remains high despite the addition of
contextual knowledge.
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Figure 6: Comparative analysis of model external knowledge performance across different variations. Each
subplot shows performance differences between variants in terms of accuracy (x-axis) and category score (y-axis).
From left to right: (1) IT versus base models, showing varied improvements in both metrics; (2) CoT versus
base models, demonstrating modest gains especially for Llama-2-7b; (3) IT+CoT versus base models, revealing
significant improvements particularly in category scores; (4) IT+CoT versus IT, highlighting substantial additional
benefits from combining with CoT; and (5) IT+CoT versus CoT, showing the complementary advantages of adding
instruction tuning. Across all comparisons, Qwen-2-0.5b consistently shows strong improvements. Base: Base
model, IT: instructed model, CoT: chain-of-thought.
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ratios across different language models, showing the
relative proportions of each category from HK to CU.

Finding 3: Instruction-tuned models show su-
perior context understanding, with IT+CoT pro-
viding more benefits for both internal and ex-
ternal knowledge processing.

In Figure 6, we analyze external knowledge pat-
terns, finding that instructed models benefit more
from contextual knowledge. This suggests that in-
structed LLMs are better at utilizing context for
both understanding external information and gener-
ating CoT responses. While applying CoT to base
models may not always improve accuracy (as seen
with gemma2-2b), it typically enhances the over-
all knowledge category structure, indicating that
both CoT and instruction tuning improves context
utilization capacity. The combination of IT+CoT
shows complementary benefits, as demonstrated in
Figures 4b and 5b. This combination increases up-
grade ratios while reducing downgrade ratios, par-

ticularly affecting categories 3.WK through 6.CU.
These patterns mirror our internal knowledge find-
ings, suggesting consistent underlying mechanisms
across different knowledge types (More detailed
results are shown in Figure 13b and 14b).

4 Further Analysis of Knowledge
Category Distribution and Transition

In this section, we examine knowledge organization
in LLMs from two perspectives: spatial distribution
across model layers (Section 4.1) and temporal
development during training (Section 4.2). We
analyze how different knowledge categories are
distributed across network depths and how they
evolve throughout the training process.

4.1 Layer Variations Across Categories

Layer-wise analysis reveals important patterns
about knowledge comprehension depth. Therefore,
we analyze how model responses evolve across lay-
ers and categories through Figure 8, which shows
layer-wise ground truth probabilities for Llama-3-
8b and Llama-2-7b’s focusing on model’s internal
knowledge. Ground truth probabilities are calcu-
lated by measuring the frequency of correct re-
sponses at each layer when the model was queried
multiple times with the same input.

Finding 4: Higher layers in larger models en-
code more knowledge with greater intensity
than smaller models.

Llama-3-8b’s top layers (29-32) show consis-
tently higher probabilities across most knowledge
categories, with probabilities reaching 0.81 in layer



1.HK 2.MK 3.WK 4.UU 5.MU 6.CU
Knowledge Category

32
31
30
29
28
27
26
25
24
23
22
21
20
19
18
17
16
15
14
13
12
11
10

9
8
7
6
5
4
3
2
1
0

La
ye

r
0.78 0.59 0.44 0.31 0.37 0.39
0.73 0.58 0.43 0.3 0.35 0.36
0.68 0.53 0.4 0.27 0.31 0.34
0.61 0.48 0.37 0.25 0.28 0.31
0.52 0.42 0.33 0.22 0.25 0.28
0.46 0.38 0.31 0.2 0.22 0.27
0.4 0.34 0.27 0.19 0.2 0.25
0.35 0.3 0.25 0.18 0.18 0.22
0.31 0.27 0.23 0.17 0.16 0.21
0.27 0.24 0.21 0.15 0.14 0.19
0.23 0.22 0.19 0.14 0.12 0.17
0.18 0.18 0.17 0.13 0.095 0.15
0.15 0.17 0.15 0.13 0.088 0.13
0.13 0.15 0.13 0.13 0.081 0.12
0.13 0.14 0.14 0.12 0.075 0.11
0.1 0.097 0.11 0.11 0.069 0.085

0.077 0.069 0.082 0.1 0.059 0.06
0.074 0.059 0.072 0.093 0.053 0.055
0.064 0.055 0.057 0.085 0.049 0.048
0.056 0.045 0.049 0.076 0.044 0.042
0.048 0.042 0.044 0.074 0.044 0.037
0.047 0.04 0.038 0.076 0.042 0.034
0.043 0.038 0.038 0.073 0.04 0.035
0.047 0.037 0.042 0.071 0.04 0.035
0.043 0.037 0.036 0.068 0.04 0.03
0.039 0.035 0.036 0.069 0.038 0.029
0.037 0.03 0.038 0.068 0.039 0.027
0.035 0.03 0.038 0.066 0.036 0.027
0.035 0.027 0.033 0.059 0.033 0.026
0.031 0.027 0.03 0.053 0.03 0.022
0.031 0.023 0.031 0.047 0.027 0.022
0.027 0.018 0.021 0.033 0.02 0.017
0.023 0.016 0.014 0.029 0.018 0.016

Ground truth probabilities for each Llama-2-7b model layer and category.
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0.81 0.64 0.46 0.27 0.38 0.4
0.63 0.48 0.35 0.21 0.26 0.31
0.52 0.39 0.29 0.19 0.23 0.26
0.44 0.31 0.25 0.17 0.2 0.23
0.37 0.27 0.22 0.15 0.17 0.2
0.27 0.2 0.16 0.14 0.15 0.16
0.23 0.18 0.14 0.12 0.13 0.14
0.19 0.15 0.12 0.11 0.12 0.12
0.15 0.12 0.11 0.092 0.1 0.097
0.14 0.099 0.096 0.079 0.086 0.09
0.12 0.091 0.09 0.072 0.07 0.079
0.11 0.087 0.095 0.064 0.061 0.072
0.092 0.078 0.094 0.063 0.049 0.06
0.086 0.066 0.074 0.058 0.041 0.056
0.08 0.061 0.071 0.053 0.04 0.047
0.056 0.054 0.055 0.049 0.035 0.041
0.045 0.04 0.043 0.049 0.031 0.033
0.036 0.026 0.022 0.047 0.03 0.026
0.022 0.02 0.013 0.045 0.031 0.023
0.019 0.017 0.012 0.045 0.027 0.022
0.017 0.016 0.012 0.045 0.025 0.022
0.018 0.014 0.011 0.043 0.025 0.022
0.018 0.016 0.012 0.04 0.024 0.022
0.016 0.018 0.015 0.042 0.024 0.019
0.015 0.013 0.012 0.043 0.027 0.019
0.014 0.011 0.011 0.046 0.026 0.018
0.014 0.01 0.0091 0.041 0.025 0.019
0.012 0.0083 0.0073 0.039 0.021 0.016
0.014 0.0085 0.0087 0.036 0.017 0.013
0.0099 0.0087 0.0065 0.035 0.018 0.012
0.0069 0.0069 0.0044 0.03 0.016 0.009
0.0073 0.0066 0.0038 0.028 0.014 0.0085
0.0037 0.0025 0.0027 0.0092 0.0062 0.0043

Ground truth probabilities for each Llama-3-8b model layer and category.
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Figure 8: Heatmap visualization of knowledge distribution across model layers for (a) Llama-2-7b and (b) Llama-
3-8b. Each cell shows the probability of correct responses for a specific layer (y-axis) and knowledge category
(x-axis), with darker red indicating higher probabilities.

32 for HK category. The larger model allocates
more capacity for knowledge representation in up-
per layers, while Llama-2-7b shows similar but
weaker patterns, peaking at 0.78 in its highest lay-
ers. This layerwise distribution suggests that model
size correlates with enhanced knowledge encoding
capability in higher layers. The intensity differ-
ence is particularly pronounced in layers 25-32,
where Llama-3-8b maintains higher probabilities
across all knowledge categories, demonstrating
more robust knowledge representation in its up-
per layers. This architectural difference indicates
that larger models develop more pronounced hier-
archical knowledge structures.

Finding 5: uncertain knowledge emerges in
lower layers but weakens in upper layers.

Categories with low confidence scores (4.UU
and 5.MU) show higher ground truth probabilities
in middle-to-lower layers (0-15). In both models,
these categories exhibit distinct patterns: UU peaks
around layers 10-15 with probabilities of 0.07-0.08,
while MU shows slightly higher values around 0.1-
0.12 in similar layers. While these categories are
initially captured, they aren’t strongly encoded in
upper layers like 1.HK and 2.MK. Their probabili-
ties increase gradually across lower layers before
diminishing in upper layers, suggesting early-stage
processing without deep integration. In Llama-3-
8b, the pattern is particularly noticeable, with UU
and MU probabilities declining more sharply after
layer 20 compared to Llama-2-7b. This pattern is

consistent across both model sizes, though more
pronounced in Llama-2-7b where the contrast be-
tween lower and upper layer probabilities is greater.
The weak uncertain knowledge probability in upper
layers suggests that improving lower-confidence
categories across upper layers could enhance the
model’s ability to generate correct answers and
maintain proper uncertainty when needed.

Finding 6: High confidence signals stronger
knowledge comprehension in upper layers.

Both 1.HK and 6.CU categories show high
ground truth probability in upper layers despite
representing different types of understanding. In
Llama-3-8b, these categories achieve probabilities
of 0.81 and 0.31 respectively in the top layers, com-
pared to Llama-2-7b’s 0.78 and 0.39. This indicates
that high confidence, regardless of correctness, cor-
responds to stronger knowledge encoding in top
layers. The consistent pattern across both models
reveals a fundamental aspect of how transformer ar-
chitectures represent confident knowledge, with up-
per layers specializing in encoding high-confidence
information regardless of its accuracy. This phe-
nomenon suggests that the model’s architecture
inherently treats confident knowledge - whether
correct or incorrect - similarly in its upper layers,
potentially explaining why models can be simulta-
neously very confident and incorrect in their predic-
tions. Similar patterns of correct and incorrect but
confident knowledge suggests a need to distinguish
between these types of knowledge.



Knowledge Category Structure Across Training Steps

Figure 9: Changes in internal knowledge categories
across different training steps for the Pythia-2.8b (Left
figure) and Pythia-1.4b (Right figure) model
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Figure 10: Accuracy and Category Score for internal
knowledge during different training steps.

4.2 Knowledge Category Structure Transition
During Pretraining

Understanding knowledge accumulation and the
capacity to comprehend context knowledge Evolu-
tion is essential for interpreting LLMs. In this sec-
tion, we examine how models’ knowledge category
structures evolve during the pre-training process.
We pick Pythia-2.8b and 1.4b to analyze both inter-
nal and external knowledge development patterns
across different training stages.

Finding 7: Rising accuracy doesn’t guarantee
better knowledge structure.

In Figure 9, we observe that the models transi-
tion from uncertainty to certainty throughout the
training, as indicated by the decrease in the com-
bined ratio, 4.UU+5.MU. However, this progres-
sion is not entirely smooth; for instance, the 5.MU
category initially expands at around 35,000 steps
before decreasing in subsequent training steps,
even though accuracy continues to increase. Fig-
ure 10 illustrates changes in accuracy and category
scores over training. The category score initially
decreases before improving in later, while accuracy
shows a steady upward trend. This indicates that
training does not always consistently upgrade the
structure of knowledge, and accuracy alone may
not reliably reflect the depth of knowledge under-
standing. However, after additional iterations, accu-

Knowledge Category Structure Across Training Steps

Figure 11: Changes in external knowledge categories
across different training steps for the Pythia-2.8b (Left
figure) and Pythia-1.4b (Right figure) model.
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Figure 12: Accuracy and Category Score for external
knowledge during different training Steps.

racy and knowledge scores become more aligned.

Finding 8: Models show more consistent learn-
ing patterns with provided context, though still
develop conflicting knowledge representations.

The model’s changes, illustrated in Figure 11,
resemble those in knowledge category structure
displayed in Figure 9. Models improve knowledge
understanding, with knowledge category 5.MU ini-
tially expanded before contracting. However, even
with contextual knowledge provided, the models
still appear to encode conflicting knowledge, evi-
denced by an increase in the ratio of 6.CU. In con-
trast, for context understanding, accuracy is closely
instructed with category scores as shown in Figure
12. Unlike internal knowledge, there is no pattern
of category scores decreasing and then increasing
for external knowledge.

5 Conclusion

We present K-(CSA)2, a framework that evaluates
LLMs’ knowledge through correctness and confi-
dence metrics. Through experiments with various
models and techniques like CoT and RLHF, we
uncover novel patterns in how knowledge is orga-
nized and evolves during training. This framework
provides systematic metrics for assessing LLMs’
knowledge structures, benefiting future models de-
velopment.



Limitation

While our framework provides novel insights into
LLM knowledge evaluation, several limitations
should be noted. Our method relies heavily on
sampling to determine confidence levels, where the
number of samples and temperature settings could
affect categorization results. The boundaries be-
tween categories, especially for "Maybe Known"
and "Weakly Known", can sometimes be ambigu-
ous. While our current definitions provide prac-
tical distinctions, more rigorous theoretical foun-
dations for these boundaries could be developed.
Additionally, evaluating models through multiple
sampling runs is computationally intensive, which
may limit the framework’s applicability in resource-
constrained scenarios. Our evaluation primarily fo-
cuses on factual knowledge in question-answering
contexts and may need adaptation for other types
of knowledge or tasks. For external knowledge
evaluation, the framework doesn’t fully capture
how models integrate multiple pieces of context or
handle conflicting information. Future work could
address these limitations by exploring sampling
robustness, strengthening theoretical foundations,
and extending to more complex scenarios.
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A Appendix

A.1 Related Work

Knowledge Representation in LLMs: Studies
have shown that LLMs can store extensive fac-
tual knowledge in their weights (Allen-Zhu and Li,
2024; Sun et al., 2024). However, these models
face challenges in knowledge generalization and
reasoning (Wu et al., 2024; Zhang et al., 2024).
While traditional methods like knowledge prob-
ing (Zheng et al., 2024) and question answering
(Burns et al., 2024) measure knowledge retention,
they rarely examine the internal structure of model
knowledge. Our framework extends beyond cor-
rectness assessment to analyze knowledge confi-
dence and distribution across categories.
Uncertainty in LLMs: Research on LLM uncer-
tainty (Kalai and Vempala, 2024b; Yin et al., 2023)
has revealed that models can generate overconfi-
dent incorrect answers (Azaria and Mitchell, 2023;
Li et al., 2024). Studies have explored various un-
certainty quantification methods, including seman-
tic uncertainty (Kuhn et al., 2023) and estimation
algorithms (Huang et al., 2023). Our framework
uniquely combines correctness and confidence met-
rics by categorizing knowledge based on response
consistency, providing deeper insights into model
comprehension.

A.2 Knowledge Category Detailed
Description

As shown in Table 3, the framework defines six dis-
tinct categories of knowledge comprehension based
on model response patterns across greedy decoding
and sampling approaches. Highly Known (1.HK)
represents the strongest form of knowledge com-
prehension, where responses are both consistent
and correct across all decoding methods. Maybe
Known (2.MK) indicates partial knowledge with
correct greedy decoding but inconsistent sampling
results, while Weakly Known (3.WK) shows min-
imal knowledge through occasional correct sam-
pling despite incorrect greedy decoding. The frame-
work also identifies three categories of unknown
knowledge: Unconfident Unknown (4.UU) where
wrong answers vary with each sampling, May Con-
fident Unknown (5.MU) with some repeated in-
correct answers, and Confident Unknown (6.CU)
representing consistent incorrect responses indicat-
ing strong misconceptions.

Models Analysis
KS CoT IT TS

GPT-4o mini
(OpenAI, 2024a)

GPT-3.5

Qwen2-0.5b
(Yang et al., 2024)

gemma-2-2b
(Team, 2024)

Llama-2-7b
(Touvron et al., 2023)

Llama-3-8b
(Grattafiori et al., 2024)

Mistral-7b
(Jiang et al., 2023)

Pythia-2.8b
(Biderman et al., 2023)

Pythia-1.4b
(Biderman et al., 2023)

Table 2: Collections of the models we used in our ex-
periments and what sections they have been used to
evaluate. KS: Knowledge Category Structure, CoT:
Chain of Thoughts, TS: Training Steps, IT: Instructed
model.

A.3 Confidence Calculation Illustration
We calculate confidence by measuring the consis-
tency of responses across multiple sampling it-
erations. Given a question q, context a, model
M , and temperature T , the confidence score
PConfidence(q, a;M,T ) is computed as:

PConfidence(q, a;M,T ) = max
i

(
fi
n
) (2)

where fi represents the frequency of response
i and n is the total number of samples.
This metric is only computed for cases where
PCorrectness(q, a;M,T ) = 0, indicating that none
of the sampled responses match the ground truth.
For instance, given the question "What is the largest
planet in our solar system?" with ground truth
"Jupiter", consider three scenarios with n = 5 sam-
ples:

1. Complete uncertainty: responses ["Mars",
"Venus", "Jupiter", "Saturn", "Neptune"] yield
PConfidence = 1

5 = 0.2, categorizing it as Un-
confident Unknown (UU). Copy

2. Partial consistency: responses ["Saturn",
"Mars", "Saturn", "Jupiter", "Mars"] result in



Category Full name Color Description

1.HK Highly Known Responses are consistent and correct

2.MK Maybe Known Response is correct in greedy decoding, but wrong in sampling.

3.WK Weakly Known Greedy decoding response is wrong, but there are few correct sampling answers.

4.UU Unconfident Unknown The model gives wrong answers, but answers are different at each sampling.

5.MU May Confident Unknown There are few repeated answers in sampled response, but not all.

6.CU Confident Unknown The model is fully confident but gives an incorrect answer consistently.

Table 3: Knowledge Category Table. The definitions of Highly Known, Maybe Known, Weakly Known are
following (Gekhman et al., 2024).

PConfidence = 2
5 = 0.4, placing it in the May

confident Unknown (MU) category.

3. Complete consistency: responses ["Mars",
"Mars", "Mars", "Mars", "Mars"] give
PConfidence =

5
5 = 1.0, indicating a Confident

Unknown (CU) case.

This confidence metric effectively distinguishes
between three levels of uncertainty in incorrect
responses: complete uncertainty (UU) where
all responses differ, partial consistency (MU)
where some responses match but without com-
plete agreement, and complete consistency (CU)
where all responses are identical but incorrect.
For known categories (HK, MK, WK), where
PCorrectness(q, a;M,T ) > 0, confidence calcula-
tion is not applicable as the classification is de-
termined by response accuracy rather than consis-
tency.

A.4 Example Of Using Category Score
For example, if a model produces responses for
a set of questions that are 60% 1.HK (r1 = 0.6)
and 40% 2.MK (r2 = 0.4), its Category Score
would be (6 × 0.6) + (5 × 0.4) = 5.6, indicat-
ing strong knowledge comprehension. Conversely,
model’s responses concentrated in unkonwn cate-
gories would receive a much lower score, reflecting
worse knowledge understanding.

A.5 Further Explanations of Knowledge
Transition Ratio

Importantly, these three ratios are mutually exclu-
sive and satisfying that the sum of three metrics
equals to 1. Each metric captures a distinct aspect
of knowledge evolution, allowing us to decompose
changes in model behavior into independent com-
ponents. For instance, a model might show high
stability while having low upgrade and downgrade

ratios, or exhibit significant changes with low sta-
bility but balanced upgrade and downgrade ratios.
This decomposition provides a comprehensive view
of how knowledge representation evolves during
model development or across different variants.

For example, consider tracking these ratios
across different scenarios:
During fine-tuning on domain-specific data: A
model might show high upgrade ratios (0.5) for do-
main knowledge category, moderate stability (0.4)
for general knowledge category, and low down-
grades (0.1), indicating successful specialization
without catastrophic forgetting. Alternatively, we
might observe high downgrades in general knowl-
edge category with high upgrades in domain knowl-
edge category, suggesting a trade-off between spe-
cialization and general capabilities.
Comparing model scale: When moving from a
smaller to larger model, we might see high upgrade
ratios (0.6), moderate stability (0.3), and minimal
downgrades (0.1), suggesting that scaling primar-
ily improves capabilities. In contrast, moving to
an extremely large model might show high stabil-
ity (0.7) with balanced upgrades (0.15) and down-
grades (0.15), indicating diminishing returns from
scale.
Analyzing iterative model improvements: A ver-
sion upgrade might display high stability (0.8) with
small but positive upgrades (0.15) and minimal
downgrades (0.05), suggesting controlled, conser-
vative improvements. Another upgrade could show
lower stability (0.4) but higher upgrades (0.45) and
some downgrades (0.15), indicating more aggres-
sive changes with both benefits and risks.

A.6 Models

Table 2 is a collection of models and analysis in-
volved. The experimental framework employs a
diverse set of models analyzed across different di-
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Figure 13: Additional results for knowledge category structure transition

mensions. The core analysis of Knowledge Cat-
egory Structure (KS) encompasses GPT-4o mini,
GPT-3.5, Qwen2-0.5b, gemma-2-2b, Llama-2-7b,
Llama-3-8b, and Mistral-7b. A subset of these
models (GPT-4o mini, Qwen2-0.5b, gemma-2-2b,
and Llama-2-7b) underwent Chain of Thought
(CoT) analysis, while Instruction Tuning (IT) anal-
ysis was performed on Qwen2-0.5b, gemma-2-2b,
Llama-2-7b, Llama-3-8b, and Mistral-7b. The
Training Steps (TS) analysis specifically focused
on Qwen2-0.5b, gemma-2-2b, Llama-2-7b, and
included additional models Pythia-2.8b and Pythia-
1.4b for comprehensive evaluation of training pro-
gression.

A.7 Additional Models’ Knowledge Structure
Transition Results

Figure 13 aims to display more results in additional
to results presented in Figures 4 and 5.

A.8 Detailed Transition Results Across
Categories and Models

Figure 14 is the comprehensive analysis of tran-
sition patterns reveals that instruction tuning and
chain-of-thought prompting produce complemen-
tary effects across all knowledge categories. Mod-
els consistently show improved performance in
higher-order categories (1.HK and 2.MK) when
both techniques are applied, with particularly
strong gains in the handling of external knowledge.
The transition matrices demonstrate that knowl-
edge tends to move upward through the category
hierarchy during training, with the most significant
improvements observed in the reduction of confi-
dent misconceptions (6.CU) and the strengthening
of highly known information (1.HK).
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Figure 14: The detailed demonstrations of ratios for models across categories.
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