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We introduce the pseudorandom quantum authentication scheme (PQAS), an efficient method
for encrypting quantum states that relies solely on the existence of pseudorandom unitaries (PRUs).
The scheme guarantees that for any eavesdropper with quantum polynomial-time (QPT) computa-
tional power, the encrypted states are indistinguishable from the maximally mixed state. Further-
more, the receiver can verify that the state has not been tampered with and recover the original
state with asymptotically unit fidelity. Our scheme is cost-effective, requiring only polylogarith-
mic circuit depth and a single shared key to encrypt a polynomial number of states. Notably, the
PQAS can potentially exist even without quantum-secure one-way functions, requiring fundamen-
tally weaker computational assumptions than semantic classical cryptography. Additionally, PQAS
is secure against attacks that plague protocols based on QPT indistinguishability from Haar random
states, such as chosen-plaintext attacks (CPAs) and attacks that reveal meta-information such as
quantum resources. We relate the amount of meta-information that is leaked to quantum pseu-
doresources, giving the concept a practical meaning. As an application, we construct important
cryptographic primitives, such as verifiable pseudorandom density matrices (VPRDMs), which are
QPT-indistinguishable from random mixed states while being efficiently verifiable via a secret key,
as well as verifiable noise-robust EFI pairs and one-way state generators (OWSGs). Our results
establish a new paradigm of quantum information processing with weaker computational assump-

tions.

Introduction.— One of the most fundamental goals of
cryptography is to enable parties to communicate se-
curely over an open channel. But what does “secure
communication” truly mean? At its core, it involves two
key aspects [1, 2]:

1. Secrecy: Regardless of any prior knowledge an ad-
versary may have, the encrypted text should not
reveal any additional information about the under-
lying message.

2. Integrity: The receiver should be able to verify that
the message was sent by the claimed sender and
that it has not been altered during transmission.

Encryption protocols ensure secrecy, while message au-
thentication codes (MACs) are used to establish message
integrity [2]. Together, they form the foundation of se-
cure communication. Once the security goal is set, the
next step is to define the threat model, which outlines
the attacker’s capabilities without assuming their strat-
egy. A chosen-plaintext attack (CPA) [2], an important
threat model, allows the attacker access to the cipher-
text for any plaintext of their choosing. For example,
this attack proved highly effective during the Battle of
Midway in World War II [3, 4]. To achieve CPA secu-
rity, encryption must incorporate randomness [2]. De-
terministic systems, which generate the same output for

the same input, are susceptible to such attacks. In con-
trast, randomized encryption produces different results
for repeated encryptions of the same message, enhancing
security against CPA [2].

In fact, there exist encryption schemes that are per-
fectly secret, meaning they leak no information, even to
an adversary with unlimited computational power [1, 2,
5]. However, perfect secrecy is unnecessarily strong and
expensive for practical use. Instead, computational se-
curity is usually sufficient, allowing a tiny, negligible in-
formation leak to adversaries with limited computational
power. For example, a leakage probability of 10~!° would
be more than sufficient for any practical purpose. This
approach, known as semantic security, is the standard
for defining cryptographic security in modern cryptogra-
phy [2]. Notably, semantic security in classical cryptog-
raphy relies on an assumption, namely the existence of
(quantum-secure) one-way functions [2]. These functions
are foundational to all non-trivial private-key cryptogra-
phy, a key achievement of modern cryptography. How-
ever, proving their existence remains unresolved, as it
would separate P from NP, a Millennium Prize problem.
This has driven efforts to base security on even weaker
assumptions [6-9], minimizing the reliance on unproven
foundations.

Recent advances in quantum cryptography suggest the
possibility to base cryptography on assumptions weaker



than one-way functions [8]. However, we find that the
quantum domain introduces challenges not present in
classical systems. An example is the leakage of meta-
information about the quantum computing capabilities
of the communicating parties, including the amount of
quantum resources such as entanglement, magic or co-
herence. As secrecy demands that no additional (meta-
)information should be revealed, a natural question
arises:

Is it possible to develop a semantically secure
quantum communication scheme for quan-
tum messages that guarantees CPA security,
prevents meta-information leakage, and relies
on assumptions weaker than quantum-secure
one-way functions?

Despite extensive research in quantum cryptography
and communication, this question remains unanswered.
In fact, most research in quantum cryptography has cen-
tered on information-theoretic security. While proto-
cols like the quantum one-time pad [10-17] or quantum
MAC [18-23] achieve perfect secrecy, they require signif-
icant shared randomness, making them often impracti-
cal. Pseudorandomness offers a more viable alternative
towards a semantically secure quantum communication,
assuming adversaries are limited to quantum polynomial-
time (QPT) computational power. Quantum pseudoran-
dom states (PRSs) [24] and unitaries (PRUs) [24-26] ef-
ficiently mimic Haar random states and have been em-
ployed in encryption, authentication [27-31], and hiding
of quantum resources [32-36]. However, existing schemes
are not CPA-secure (or require quantum-secure one-way
functions to achieve it) [28, 30] or support only classical
messages [27, 29]. Despite these advances, no semanti-
cally secure quantum communication scheme exists that
ensures CPA security, prevents meta-information leak-
age, and relies on assumptions weaker than one-way func-
tions.

Here, we propose the pseudorandom quantum authen-
tication scheme (PQAS). Quantum states encrypted with
PQAS are semantically secure: They are indistinguish-
able from the mazimally mized state for any eavesdrop-
per with QPT computational power. This includes eaves-
droppers possessing a polynomial number of copies of the
encrypted state, entangling all copies, holding their pu-
rification, and even CPA. Further, the receiver can au-
thenticate that the intended message has not been tam-
pered with, guaranteeing that the decrypted state has
asymptotically unit fidelity even under adversarial at-
tacks. Contrary to information-theoretic secure schemes,
PQAS allows the secret key to be re-used a polynomial
number of times without the need for side channels. Fur-
ther, PQAS is low cost, requiring only polylogarithmic
depth, and its security rests on weaker computational as-
sumptions than classical MAC and encryption. We also
highlight the importance of demanding indistinguishabil-
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FIG. 1. Sketch of the pseudorandom quantum authentication
scheme (PQAS) to hide state p from eavesdropper Eve while
receiver Bob can verify the integrity of p. a) Alice encrypts n-
qubit state p with PQAS ®4(p), which adds ¢-qubit tag state
[0¢) = |0)®*, m-qubit maximally mixed state o, = I, /2™,
and scrambles via unitary Uy with secret key k. The eaves-
dropper Eve with quantum polynomial-time (QPT) channel I’
cannot learn any (meta-)information about p. Bob decrypts
with @L(p) by applying the inverse U,I and projecting onto
the tag state, which on success yields the original state p with
near-unit fidelity. b) Unitary Uy is composed of a pseudoran-
dom unitary (PRU) V;>"" to hide the state from Eve, followed
by an approximate 4-design V,f:) and an exact 2-design Vk(j),
which are needed for authentication. ¢) ¢ = poly(n) copies
of ®;(p) are indistinguishable from a maximally mixed state
Ontio4+m for any QPT algorithm when m = w(logn). This
protects against chosen plain-text attacks (CPA) and meta-
information leakage, in contrast to schemes based on indis-
tinguishability from Haar random states. Notably, PQAS’s
security is guaranteed assuming the existence of PRUs, which
is a weaker assumption than needed for classical schemes.

ity from the maximally mixed state for quantum cryptog-
raphy (i.e. non-deterministic): Schemes that are instead
indistinguishable from Haar random states (i.e. deter-
ministic) leak crucial meta-information to eavesdroppers,
such as the quantum computing capabilities, the num-
ber of qubits, and are vulnerable to CPA. We show that
meta-information leakage is related to quantum pseu-
doresources such as pseudoentanglement, showing that
maximal security requires maximal pseudoresource gaps.
Finally, we apply our developed methods to propose
the verifiable pseudorandom density matrices (VPRDM),
efficiently preparable mixed quantum states that are
QPT indistinguishable from random mixed states [35] yet
whose correct preparation can be verified via a secret key.
As its application, we generate verifiable noise-robust
EFI pairs and and one-way state generators (OWSGs)
both of which are important cryptographic primitives.
Our work enables fundamental quantum encryption tasks
while relying on weaker complexity assumptions, with
practical applications in quantum communication, cryp-
tography and error correction.

Model.— Let us assume two parties, Alice and Bob
share a single secret key k € K = {0, 1}*°Y(™) and want



to exchange many quantum states via a public channel,
while not revealing any (meta-)information to an eaves-
dropper Eve, and Bob being able to authenticate the in-
tegrity of the received state. We now sketch the main idea
of our scheme in the following (see also Fig. 1), while the
formal definition is deferred to Def. 1. Alice first encrypts
the n-qubit state p via the PQAS

®k(p) = Ur(p @ |00)(0¢] ® 72 ) UL . (1)
Here, PQAS appends the /-qubit tag state |0,) = |0)®*
and an m-qubit maximally mixed state o, = I,,,/2™ to

p. The tag-state is needed for authentication, while o,
(for m = w(logn)) hides meta-information and secures
against CPA. Then, this z = n + ¢ + m qubit state is
scrambled with unitary Uy. Uy = V?RUV(;QV(Q) is com-
posed of three unitaries (each with keys k = {k1, k2, k3}),
which play different roles: Vklj RU is a PRU, which is
an efficiently preparable unitary that is indistinguish-
able from a Haar random unitary for any QPT algo-
rithm (see Supplemental Material (SM) A), and essen-
tial for encryption [24, 25]. The other two unitaries are
needed for authentication. They are ¢-designs, which are
unitaries that are statistically indistinguishable (up to
relative error €) from ¢ copies of a Haar random uni-
tary. Vk(;) is an relative error e-approximate 4-design
with e = 2-2m—polylog(n) ' anq Vk(f) an exact (i.e. € = 0)

2-design. ka) makes sure that the authenticated state
has high fidelity with the original state on average, while
Vk(f) suppresses the variance to ensure that the fidelity is
large for any chosen key and state, with high probability.

To recover the original state p, Bob uses the decrypter
<I>; (+), which applies the inverse U,;r and projects onto the
tag state |0g) via

O (@4(p) = (UL @k (D)UR) = p 2 10) (0] (2)
where tryz(+) is the partial trace over the last m qubits.
Note that PQAS is highly cost-effective, and can be im-
plemented using only polylog(n) circuit depth as we show
in SM B.

States encrypted with PQAS @ (p) do not reveal any
(meta-)information to QPT eavesdroppers. In particular,
states encrypted with PQAS are indistinguishable from
the maximally mixed state for any QPT algorithm A
even when the PQAS is used ¢ = poly(n) times with the
same key k (Thm. 1 or SM C)

PrA(®@4(p)°") = 1] - PrlA(oSL, ) = 1]| = negl(n).

(3)
Here, negl(-) are functions that decay faster than any in-
verse polynomial. Note that even when the eavesdropper
holds the purification of the input state p or entangles the
t = poly(n) input states, no useful information about the
input state or the key can be learned.

Authentication.— Next, we discuss the ability of PQAS
to authenticate quantum states [18]. Here, we introduce
the key-reusable MAC (Def. 2 or SM D): In particular,
an attacker may try to tamper with the encrypted state
by applying a QPT channel I'(+), such that after decryp-
tion one yields the wrong state p’ without noticing. To
authenticate, Bob applies the inverse encryption U, g and
projects the tag qubits onto |0¢). If someone tried to
tamper with the encrypted state, then the tag state is
also affected. In this case, the projection can fail, upon
which the receiver rejects the message. If the projection
succeeds, PQAS guarantees that the decrypted state pg
has asymptotically unit fidelity F' with the original pure
state p (Thm. 2)

F(p,po) =1 —negl(n). (4)

Further, we show that the success probability Py of the
projection only depends on the channel fidelity F.(T") via

Py = tr(Ilo®; (T(Px(p)))) = Fe(T) + negl(n).  (5)

Thus, even when the adversary applies a relatively strong
channel with channel fidelity F.(I') = 1/poly(n), mes-
sages are accepted with probability 1/poly(n) and have
asymptotically unit fidelity. We highlight that PQAS are
key-reusable MACs, which are MACs that can uncondi-
tionally re-use the same key poly(n) times. In contrast,
previously proposed information-theoretic MACs allow
each key to be used only once, except under very strin-
gent conditions [37].

Chosen-plaintext attack (CPA).— For an encryption
protocol to be fully secure, it is not enough that the mes-
sage cannot be learned directly. A more sophisticated
attack is CPA [2], where Eve has black-box access to the
encryption oracle, but does not know the key k.

CPA attacks can break deterministic encryption pro-
tocols. To give an explicit example, let us consider a
modified PQAS with m = 0, i.e. no classical randomness
is injected via maximally mixed states. Such a proto-
col encrypts state ) with Uy, where the pure encrypted
state Ug|1) becomes a PRS and thus QPT indistinguish-
able from Haar random states

r [A(Uk¥)®") =1] -

k<K \cﬁ)e

v A($)®) = 11\ ~ negl(n).
©)

However, we find that such encryption does not erase all
(meta-)information. In particular, this protocol gener-
ates pure states and is thus deterministic, i.e. the same
input state always yields the same encrypted pure state.

CPA exploits this fact [2]: Let us assume Eve inter-
cepts an encrypted message and has a hunch what the
original message could be. Now, Eve applies the encryp-
tion oracle on the hunch. If Eve’s guess is correct, this
newly encrypted message is identical to the intercepted
one, which can be efficiently confirmed with the SWAP



test [38]. In contrast, for PQAS, CPA cannot reveal any
information about the original state, as the encrypted
state is randomized via the injection of m maximally
mixed qubits. We prove this in SM E for non-adaptive
applications of the encryption oracle, which we believe
can be extended to adaptive attacks.

Meta-information attacks.— Encryption based on in-
distinguishability from Haar random states is not only
vulnerable to CPA, but also to various other classes of
quantum attacks that reveal crucial meta-information.
One such meta-information are quantum resources such
as entanglement, magic or coherence [39]: They are es-
sential ‘fuel’ needed to run non-trivial quantum tasks.
As they are expensive to produce, their presence gives
intricate insights into the quantum capabilities of the en-
crypter, and as such should remain hidden from Eve (see
SM F).

In this context, pseudoresources were recently intro-
duced: They are two state ensembles which are QPT
indistinguishable, yet one ensemble has a lot of quantum
resources of amount f(n), and the other little resources
g(n) [32, 35]. Examples include pseudoentanglement [32],
pseudomagic [33] and pseudocoherence [34]. Pseudore-
sources allow one to masquerade high resource states as
low resource states, with the extent given by the pseu-
doresource gap between f(n) and g(n). To hide all in-
formation, the ensemble of encrypted states should have
the maximal possible pseudoresource gap of [35]

g(n) =0 vs f(n) =0O(n). (7)

This implies that eavesdroppers cannot infer anything
about quantum resources.

However, being QPT indistinguishable from Haar ran-
dom states (such as PRS or PQAS with m = 0) implies a
tight lower bound on pseudoresource gap g(n) = w(logn)
for magic [33, 40], entanglement [32], coherence [34], cir-
cuit depth [41, 42] and even g(n) = Q(n) for the number
of T-gates [43]. Thus, when Alice encrypts by rendering
states QPT-indistinguishable from Haar random states,
Eve can efficiently determine that Alice has at least g(n)
quantum resources available, and learn critical informa-
tion about Alice’s quantum computing capabilities. Fur-
ther, by measuring the purity tr(p?) of the encrypted
state [34, 38], Eve can determine the noise-level of the
state and infer Alice’s error correction capabilities. We
also find attacks that efficiently determine the number of
qubits (SM G), the number of chosen states (SM H) and
the channel used for communication (SM I).

In contrast, PQAS renders the encrypted state indis-
tinguishable from the trivial maximally mixed state and
thus has the maximal pseudoresource gap of Eq. (7) [35],
which reveals no information about quantum resources
and any other meta-information.

Cryptography with weaker assumptions.— Finally, we
apply our methods to enhance quantum cryptographic

primitives based on pseudorandomness. Recently, pseu-
dorandom density matrices (PRDMs) were introduced
as efficiently preparable mixed states of rank 2™ that
are QPT indistinguishable from the ensemble of random
density matrices of the same rank [35]. For m = 0, they
correspond to PRS, while for m = w(logn) they become
indistinguishable from the maximally mixed state. How-
ever, the original definition of PRDM does not demand
efficient verification of the state given the key, i.e. it
may be difficult to check whether the PRDM has been
correctly prepared [35]. For many applications such as
private key quantum money or bit commitments, effi-
cient verification is a desirable property. We now propose
VPRDM as a PRDM that also can be efficiently veri-
fied (see Def. 3 or SM J). One can construct an n-qubit
VPRDM py, , via a modified PQAS, involving only the
tag [0p—m) and maximally mixed state o,

Pkm = Uk(‘0n7m><0nfm| (24 O—m)U]Ia ke {07 1}p01y(n) )
(8)

where Uy is a PRU and we do not need any t-design
properties. Given key k, one can efficiently verify the
correctness of the state by applying the inverse U, ,;r and
projecting onto |0,_.,). For m = 0, VPRDMs are the
same as PRS, while for m = polylog(n), VPRDMs are
QPT indistinguishable from the maximally mixed state.
As we show in SM K, VPRDMs are also one-way state
generator (OWSG) [44, 45] and one-time secure quan-
tum digital signatures (QDSs) [45] with quantum public
keys, both of which are important cryptographic primi-
tives. Notably, we extend them to the mixed state case
compared to previous pure state constructions, which en-
hances security by preventing meta-information leakage
and noise-robustness.

Similarly, we can use our methods to construct EFI
pairs which also can be verified and are noise robust. EFI
pairs are efficiently preparable ensembles which are sta-
tistical far, yet computational indistinguishable [46], and
serve as fundamental cryptographic primitives [27, 47—
49]. Our EFI pair construction (see SM L) combines for
the first time, to our knowledge, three essential features:
i) Construction with weaker assumptions than one-way
functions, ii) EFT pairs remain EFI pairs even when sub-
ject to unital noise, and iii) efficient verification of correct
preparation.

Discussion.— We introduce PQAS to encrypt and ver-
ify the integrity of quantum states. PQAS renders states
semantically secure against QPT eavesdroppers, requir-
ing only polylog(n) circuit depth. Further, the receiver
can verify that the state has near unit fidelity with the
intended original state, even under adversarial tampering
by an eavesdropper.

We also showed that QPT indistinguishability from
Haar random states, which is the basis of various cryp-
tographic algorithms [27, 28], is vulnerable to various at-
tacks. In particular, an attacker can learn the quantum



computing capabilities, number of qubits, and perform
CPA. In contrast, PQAS and VPRDM protect against
such attacks by enforcing indistinguishability from the
maximally mixed state via injection of m = w(logn)
maximally mixed qubits. While we prove CPA-security
only for non-adaptive attacks, we believe future work can
also prove CPA-security against adaptive attacks.

Notably, PQAS opens encryption and authentication
with CPA-security for both quantum and classical mes-
sages with fundamentally weaker assumptions than clas-
sical cryptography. Computational classical cryptogra-
phy (and its applications such as the internet) requires
the existence of (quantum-secure) one-way functions [2].
In contrast, PRUs (and thus PQAS and VPRDM) can
potentially still exist even when quantum-secure one-way
functions do not exist [8, 50-52]. Thus, PQAS could en-
crypt and authenticate both quantum and classical mes-
sages even in a world without quantum-secure classical
cryptography. We highlight that PQAS achieves CPA-
security and does not leak meta-information (such as
qubit number or quantum resources) assuming only the
existence of PRUs, while previous MACs explicitly re-
quire the existence of quantum-secure one-way functions
to achieve that [30]. Thus, PQAS offers full security rely-
ing only on assumptions from the quantum world. While
so far known constructions of PRUs still rest on one-
way functions, there are proposals to replace them with
weaker assumptions originating from quantum complex-
ity [52].

A common theme in cryptography is to make schemes
as general as possible by abstracting them from their
physical realization, while capturing the real-world nu-
ances. However, cryptography operates in the physical
world, where physics naturally plays a crucial role [53].
In fact, we find that physical quantities such as quantum
resources are fundamentally tied to the security of quan-
tum cryptography. Modern quantum cryptography has
introduced the concept of the pseudoresource gap [34].
Our work provides an operational and physical interpre-
tation of this concept in the framework of quantum en-
cryption. Unlike schemes that scramble messages to re-
semble Haar random states, which inadvertently reveal
pseudoresource information, our scheme eliminates such
leakage. We achieve that by ensuring that the encrypted
states have the maximal pseudoresource gap, which is
realized by being computationally indistinguishable from
maximally mixed states. This also protects against vari-
ous other types of meta-information attacks, such as on
the qubit number, which we show in SM G.

In cryptography, one of the most expensive over-
head costs is to share secret keys, e.g. via quantum
key distribution [5, 54, 55]. PQAS requires very little
shared randomness, requiring only a single key to se-
cure polynomial many quantum states. We contrast this
with the information-theoretic secure quantum one-time-
pad [13, 56] or quantum MAC [18] which is also indistin-

guishable from the maximally mixed state, but requires a
lot of shared randomness: For each state exchanged, Al-
ice and Bob need to share a new secret key [14-17]. Fur-
ther, a different decryption operation is required for each
state. Thus, Alice and Bob must agree which encrypted
state belongs to which key, requiring additional commu-
nication in the presence of eavesdroppers [13], while for
PQAS encryption and decryption is always the same op-
eration.

Future work could explore the potential of PQAS and
VPRDM for other tasks such as bit commitment [27],
public key encryption [57], quantum money [24, 35, 58],
quantum error correction [59], or obfuscation of cir-
cuits [60].
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End Matter

Here, we provide the formal definitions and theorems for the main text, while the formal proofs are deferred to the

SM.
PQAS.— First, let us formally define PQAS:

Definition 1 (Pseudorandom quantum authentication scheme (PQAS)).

parameter m = w(logn) and robustness parameter £ = w(logn). We also have z-qubit unitary U = VkP;RUsz Ve

We have n-qubit input state p, mixing
4)y,(2)

with z = n + £+ m, security parameter A(n) = poly(n) and key k = {ki1, ko, k3} € K = {0,1}*™), where ViPRU s a
PRU, Vk(j) an relative error e-approzimate 4-design with e = 2~2m—polylog(n) = 4pnq Vk(f) an exact 2-design. PQAS are
a keyed family of efficiently implementable quantum channels {®(p) : (C*)®™ — (C2)@HFMYL, ) 1A

By (p) = Up © [0) (0| ® 0 U}l (9)

with m-qubit mazimally mized state o, = I,/2™ and (-qubit tag state |0;) = [0)%*.

Decrypter {®} (p)

(CH)®ntttm — (C2)¥™}y co.13x00 Tecovers the original input state p via

O (@k(p)) = trm (U @4 (p)Us) = p © [04) (0] (10)

where tr(+) is the partial trace over the last m qubits.

PQAS are secure against QPT eavesdroppers, including eavesdroppers that may have access to the purification of
input state p, or when all ¢ = poly(n) input states are all entangled. We denote the entangled purification as pg:

Theorem 1 (Semantic security of PQAS (SM C)). Given PQAS @ (p) for n-qubit state p, we consider the channel
(B @ 1) (pg) (with qt-qubit identity channel I, acting on the gt purification qubits) acting on arbitrary t(n + q)-
qubit state pg, where ®F acts on a nt-qubit subspace of py with t = poly(n). The output of (®L" @ Ty)(pg) is
indistinguishable from o' @ tryt(pg), where o, = I1,/2* (z = n+{+m) is the mazimally mized state and trp(.) the
partial trace over nt qubits, for any QPT algorithm A, i.e.

PrA(@F © Z)(pg)) = 1] = PrlAF"  tru(py) = 1]| = negl(n).

As a special case, for t unentangled input states p (i.e. pg = p®' and ¢ = 0), the encrypted states are QPT indistin-
guishable from the mazimally mized state

Pr [A(@(p)") = 1] = Pr{A(o2L,.1,,,) = 1]| = negl(n)
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Here, negl(-) are functions that decay faster than any inverse polynomial. Thm. 1 is proven in SM C which we
sketch in the following: Scrambling p ® (|0)(0))®¢ ® o, with Haar random unitaries is statistically indistinguishable
from the maximally mixed state when m = w(logn). Further, by definition scrambling with PRU is indistinguishable
from scrambling with Haar random unitaries for any QPT algorithm. Then, Thm. 1 follows directly from the triangle
inequality. Note that for security, we require only Uy to be PRU, while the 2-design and 4-design property are only
relevant for authentication.

Authentication.— PQAS authenticate quantum states, where one can re-use the same key ¢t = poly(n) times. For
this, we propose an extension of the usual definition of MAC [18] to explicitly demand unconditional key reusability:

Definition 2 (Key-reusable MAC). A key-reusable MAC uses an encoder ®, decoder ‘I)g and key k € {0,1}Polv(m),
The scheme satisfies the following properties:

1. Completeness: Given input state |¢), we have
(W)W @ |0) (0] = @ (Pr(|¥))) - (11)
2. Soundness: The probability of accepting a tampered state is negligible for any QPT channel T'(+), i.e.

tr(er @ (D(@1([¥))))) = negl(n), (12)
where ey = (In — [ (1)) @ |0¢)(0¢|. This holds true even when the same key k is re-used t = poly(n) times.

Note that PQASs are key-reusable MACs with even more performance guarantees: The probability of accepting
the state is given by the channel fidelity channel fidelity F.(I") = er“ dU(0|UTT(U]0)(0|UT)U|0), and the accepted
state has a high fidelity with the original state:

Theorem 2 (PQAS are key-reusable MACs (SM D)). PQAS according to Def. 1 are key-reusable MACs (Def. 2)
and satisfy the following properties with 1 — negl(n) probability for all keys k:

e The acceptance probability is given by the channel fidelity F.(I') of the attacker, i.e.
Py = tr(Io®; (D(Px(|¥))))) = Fe(T) + negl(n) (13)
with Ty = I, ® [04)(0¢| and channel fidelity F.(T') = erﬂ dU(0|UTT(U[0)(0|UT)U|0).

e For all QPT channels T'(-) with F.(T') = Q(1/poly(n)), the normalised accepted state

1
po @ 0¢)(0c] = FOH0<I>Z(F<<I>k(Iw>)>)Ho (14)
has near-unit fidelity with the original state |1)
F(po,[)) =1-0(27") = 1 — negl(n). (15)

We note that our results hold even when the attacker chooses I'(+) adaptively over polynomial many uses of PQAS.
Notably, the fidelity of the accepted state is asymptotically close to one, and only for negligible acceptance probabilities
(which occurs for F,(T') = negl(n)) the fidelity degrades via a phase transition [61].

VPRDM.— Finally, we formally define verifiable pseudorandom density matrices (VPRDM):

Definition 3 (VPRDM). Let A = poly(n) be the security parameter with keyspace K = {0,1}*. A keyed family of
n-qubit density matrices {pk,m trex is defined as a VPRDM with mizedness parameter m if:

1. Efficiently preparable: There exists an efficient quantum algorithm G such that G(1*, k,m) = pg.m.

2. Computational Indistinguishability: t = poly(n) copies of px.m are computationally indistinguishable from the
GHSE 1y, . In particular, for any QPT algorithm A we have

Pr[A(pf%,) =1~ Pr [A(p®) =1]| = negl(A). (16)

k<IC P—Nn,m
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3. Efficient verification: There is a QPT algorithm V(p, k,m) to verify that py m is indeed the VPRDM generated
by key k. In particular, we have the completeness condition (i.e. correct states are accepted)

V(pkm,k,m) =1 (17)
and soundness condition (i.e. wrong states are rejected with high probability)

P m, k' m) = 1] = negl()) . 18
k,HCr/{k}[V(% m) = 1] = negl(\) (18)

Note that the third condition of Def. 3 is not present in standard PRDM definitions [35], while the first and second
definitions are identical.
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SM A: Definitions

First, let us define negligible functions negl(n) as:

Definition A.1 (Negligible function). A positive real-valued function u: N — R is negligible if and only if Ve € N,
Ing € N such that ¥n > ng, p(n) < n=°.

Next, an enemseble of unitaries £ is an approximate unitary k-design when it approximately matches Haar-random
unitaries up to the kth moments. This is a statistical notion of closeness, i.e. there exists no POVM (even inefficient
POVMs that need exponential computational time and space to be implemented) that can distinguish the ensembles.
There are multiple ways to quantify the error € between the ensembles, where here we use the relative error [62]:

Definition A.2 (Approximate unitary design). An ensemble £ is an approzimate unitary k-design with relative error

€ if

(1 - e)q)ggar j (I)($k) j (1 + 6)(b%ka)am (Al)
where
(k) () — ®k , 771,8k
q)Haar( ) UNEIaar[U U ] (AQ)
and
k
o () = E U UMEN (A3)

are the moment superoperators (also called k-fold twirling channels) for the Haar ensemble and & respectively. The
notation ®1 <X ®y for superoperators implies that ®o — @1 is completely positive.
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We note that Def. A.2 is a strong notion of approximation since a relative error of ¢ implies an additive error of
H(I)c(‘,'k) - (I)gjar S 2e.
<&
Next, we introduce pseudorandom Unitaries (PRUs), which are efficiently implementable unitaries that are indis-
tinguishable from Haar random unitaries for any QPT algorithm:

Definition A.3 (Pseudorandom Unitaries (PRUSs) [24]). Consider the n-qubit Hilbert space H and key space K =
{0,1}» which depend on a security parameter X = poly(n). We denote the Haar measure on the unitary group U(H)
as p. A family of unitaries {Uy € U(H)}rex is pseudorandom when:

1. Efficient computation: There exists a QPT algorithm G, such that for all k and any ) € S(H), G(k,|v)) =
Ul).-

2. Pseudorandomness: Uy, with a random key k is computationally indistinguishable from Haar random unitaries.
More precisely, for any QPT algorithm A that makes at most polynomially many queries to the oracle, we have

P [AT (1Y) =1] - UPEH[AU(V) = 1]| < negl(A).

Here, the first term describes the observer using any QPT algorithm A which has knowledge of key size 1 in
unary (but not the key itself) and oracle access to pseudorandom unitary Uy with random key k&, while in the second
term the observer is given Haar random unitaries U. This definition states that a family of unitary operators is
considered pseudorandom if it is both efficiently computable and indistinguishable from Haar random unitaries for
any QPT observer. PRUs can be implemented in polylog(n) depth via the construction of Ref. [25, 26]. We note that
PRUs exist assuming quantum-secure one way functions exist [24, 63], while potentially weaker assumptions have
been proposed [8, 27, 44, 50].

Definition A.4 (Pseudorandom Quantum States (PRSs)). Let A = poly(n) be the security parameter. Consider
Hilbert space H and key space KC which depend on X. A keyed family of quantum states |¢) € S(H ), e is pseudoran-
dom when:

1. Efficient generation: There exists a polynomial-time quantum algorithm G that generates the state |¢pr) when
given the input k. In other words, for every k € IC, G(k) = |ox).

2. Pseudorandomness: When given the same random k € K, a polynomial number of copies of |¢r) are compu-
tationally indistinguishable from Haar random states. More specifically, for any QPT algorithm A and any
m € poly(N),

PrlA(o0®) =1 = Pr [AQw)®") = 1]| = negl().

where p represents the Haar measure on S(H).

In this definition, a keyed family of quantum states is pseudorandom if it can be generated efficiently and appears
indistinguishable from Haar random states to any QPT observer.

SM B: Low circuit depth of PQAS

Here, we show that PQAS can be implemented efficiently with very low circuit depth.
Lemma B.1 (Low depth). PQAS ®y and decrypter @; of Def. 1 can be implemented in polylog(n) circuit depth.

Proof. First, we note that the tag state |0)®¢ and maximally mixed state o, can be efficiently prepared in constant
depth. In particular, o,, can be prepared via m Bell pairs and tracing out half of the qubits.
Now, we discuss how to implement Uy = VkPiRUVk(;)Vk(f). The scrambling unitary Uy consists of three components.
First, PRU V;"®Y is indistinguishable from Haar random scrambling for any efficient observer. PRUs are necessary in
PQAS for encryption, i.e. rendering the state indistinguishable from the maximally mixed state. Recently, it has been
shown that PRU can be implemented in very short depth D [25, 26]. For quantum computers with one-dimensional
connectivity, one can implement PRUs in D = O(polylog n), and for all-to-all connectivity in D = O(polylog log n).
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Next, we regard the approximate 4-design Vk(j). The 4-design property is needed to achieve authentication with high
probability for any key, i.e. the authenticated state has high fidelity with the original state. Without the 4-design,
the authenticated state may be large variance of the fidelity, i.e. there may be a non-negligible amount of keys for
which the authenticated state has low fidelity. To suppress this variance, it is sufficient to choose ¢ = 2~ Pelylos(n)
and m = polylog(n). Ref. [25] showed that relative-error approximate t-designs can be implemented in depth D =
O(log(n/e)tpolylog(t)) in one-dimensional circuits. For our choice of parameters, we get D = polylog(n).

Finally, we need to implement exact 2-design Vk(f) which is essential to achieve authentication. In Ref. [64], an
implementation in D = polylog(n) was proposed using Clifford circuits.

As all component unitaries have D = polylog(n), Uy has in total D = polylog(n) depth. O

SM C: Security of PQAS

Here, we show that PQAS renders arbitrary input states (including when the ¢ = poly(n) copies are entangled, and
the adversary holds their purification in ¢t qubits) indistinguishable from the maximally mixed state for any QPT
eavesdropper. We restate Thm. 1 of the main text:

Theorem C.1 (Semantic security of PQAS). Given PQAS ®y(p) for n-qubit state p, we consider the channel (@7 ®
Zyt)(pg) (with gt-qubit identity channel Iy, acting on the gt purification qubits) acting on arbitrary t(n+ q)-qubit state
Pe, where @?t acts on a nt-qubit subspace of pg with t = poly(n). The output of (@%t ® ZLgt)(pg) ts indistinguishable
from 0¥ @ trpi(pg), where o, = 1, /2% (z =n+{+m) is the mazimally mized state and tr(.) the partial trace over
nt qubits, for any QPT algorithm A, i.e.

Pr A5 © T, (pg)) = 1] ~ Pr{A(0F" © truu(py)) = 1]| = negl(n).
As a special case, for t unentangled input states p (i.e. pg = p®' and ¢ = 0), the encrypted states are QPT indistin-
guishable from the mazimally mized state

PrA@4(p)™) = 1] = PrlA(et ) = 1]‘ = negl(n).
Proof. For our proof, we first show that a modified PQAS which uses Haar random states U drawn from the Haar
measure

Dy (p) =Up® ([0)(0)*" ® 0, UT . (C1)

makes n-qubit input state p indistinguishable from the maximally mixed state o, = I./2* for m = w(logn) when
Dy (p) is queried at most ¢ = poly(n) times and we have z = n 4+ £ + m. We find that this includes the case where
one uses the PQAS t times. Further, we also allow the n-qubit input to the PQAS to be mixed, and an adversary
to hold the purification of the state, which is encapsulated in the ¢t purification qubit. In this case, we find that the
purification is simply traced out and does not reveal any information about the n-qubit input state or the key. This
general case of entanglement and purification is expressed by considering an arbitrary t(n + ¢)-qubit input state pg
and channel (@%’t ® Iqt)(pg). After applying the PQAS, the resulting state is computationally indistinguishable from
02! @ tre(pg)-

Then, we can show Thm. C.1 as follows: By definition, PRU are indistinguishable from Haar random unitaries for
any QPT algorithm. Thus, by applying the triangle inequality it follows the computational security of PQAS.

Now, what is left to do is proving the statistical closeness of scrambling with Haar random unitaries and the
maximally mixed state. Without loss of generality, we use ¢(n + ¢)-qubit pure input states ps = |x) (x|

The channel (®§' ® I,;)(pg) first appends the tag state and maximally mixed state, yielding ¢(n + ¢ +m + g)-qubit
state (|0)(0])®* ® 02 @ |x)(x|- Then, the channel scrambles a t(n + m + £)-qubit subspace with ¢+ Haar random
unitaries U with n + ¢ + m qubits each, while we act with the identity on the rest gt-qubits:

p(t):/ dU(i’?t(pg)@Iqt):/ AU (U @ L) ([0)(0) © 05 @ ) () (U @ L), (C2)
Uep Uep

Here, we note that each n -+ ¢+ m qubit U acts on a unique subset of n qubits of |x)(x|, as well as (]0){0])®* and o,,.
To get statistical closeness, we need to have

[0 = 0L @ (D) ()| = megl(m), (C3)
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where we use the trace norm ||O||; = tr(VO10O).
Now, we evaluate the Haar integral for p(*). To simplify notation, we define the t(¢£ 4+ n 4 q) qubit state |¢){¢p| =
(10Y(0])®* @ |x){x|- We can rewrite the Haar averaged state as follows [65]

PO = 3 Wyln'm d)tr(o 2l na © 1 © truren(6) (Bl(h © ), (C4)

m,NES:

where S; is the symmetric group, d4 = 2"*¢, dg = 2™, d = dadp, and W, the Weingarten coefficients. We denote
A as the subspace over the first (n + £)t-qubits of |¢)(¢| = (|0)(0))®* @ |x) (x|, and B the subspace over c© and we
used the fact that permutation operators n = n4 ® np can be split into tensor products over their respective subspace.
Now, we note that

£0(60 (006 (|0) (0] (7 ® Iy))) < 1 (C5)

tr(o®trl) = dp td#cydeb(w) <1 (C6)

174 @ 15 @ tr(npay (|0} (7 @ L)) |1 = (dadp)" . (C7)
(

Note that for the case m = I we have tr,1¢)(|¢) (4| 7TA ® Ip)) = tren(Ix) (x|). We also note the following important
bound on Weingarten functions [25, 66]

d— t?

> | Wy(m,d)| ! )<d <1+d). (C8)

TES
where the 1ast inequality is valid for ¢t < d. Finally, we note that Wy(I,d) = O(1/d") and d_td#cydes D=1, and
d5td% ) < q-Vfor 7 € S, /{I}. Here, S;/{I} is the symmetric subgroup without the identity I. Also we note [67]

cycles(m dp +t—1)! t(t—1 _ _
S et s E= DU g D) e a2y (C9)
w€eSy /1 (dB 1) 2

Now, we consider

Hp(t) —a®t, <§§trnt(\><><xl)H1

= Y. W' d)tr(of whna @ 1p @ tran(19)(O|(7h ® I01)) — 024 1, ® trae (1) (x])

m,nNESt 1

= D D Wl 'mdyr(oSinh)na @ np @ triure(|9)(8l(mh @ Ipr))
neSy/{I} TESs

+ Z (m,d)tr(cS ) IS, ® ey (|0) (] (7 @ o))
weSy/{I} 1

< Z Z HWg(nflﬁ,d)tr(a@wL)nA ®nB ®tr(n+£)t(|¢><¢|(7"i1 ®Iqt))Hl
nES /A1) mESs
Y [ Welr B I @ (1661 © L)
reS./ (1)

_ — cycles(m
<dz' Y Y Wt m )  na @ ng @ trguran16) (l(xh © L) |
neSy/{I} TES:

tdgt Y | Welm dE IS @ (@) elrh © 1),

weSy/{I}
les(m — les(m
Z Z d#;cyce( )|Wg(17 17T,d)| +dy Z dqgcyce( )|Wg(7r,d)|
neSy/{I} mES: weSy/{I}

cycles(m — cycles(I — —
<dy Yo dETT ST Wetn T d)] + ddf N W)+ dydy Y (Wl d)|
€Sy /1 neSt/{I} neSt/{I} w€S/{I}
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t? t? t?
dadp) Viads T das

< Z dﬁcycles(ﬂ')dét(l +
meS;/{1}
tt—1) e t2

12 2
1
2 5 ( +dAdB

dads dadly’

< )+ 0(di5?) +

Thus, we finally get

t2
169 = 032 @ (DI = O (5 ) - (c10)

In particular, for ¢t = poly(n) and m = w(logn), we have

1
D, 05 1y @ () OD) = 5 [0 = 7L 4 @ trma XD |, = megl(), (c11)

which concludes our proof. O

We note that the case of ¢ = poly(n) identical and unentangled n-qubit input states p, i.e. py, = p®" was shown
previously in Ref. [68].

SM D: Authentication of PQAS

We have n-qubit input state |¢)(¢|. To encrypt with PQAS, we first append the m-qubit maximally mixed state
Om = 127/2™ and (|0)(0])®! as the f-qubit tag state. This gives us the extended state

pext = [¥)(¥] @ (10)(O)*' ® oy - (D1)

Then, we apply unitary U to scramble this state via Upex;UT. The complete PQAS is given by ®(|v)) = Ul|y) (1| @
(10)(0])®! ® 0, UT. Let us also define the dimension of the Hilbert space of p as d = 2"+¢+n,

We now have arbitrary quantum channel I'(:) = >, K, - K: with Kraus operators K; which is applied on the
encrypted state. To characterize the channel, we use the entanglement fidelity

Fo(D) = (T @ I[W) =d ) |tr(K;)[? (D2)
i
with maximally entangled state |¥) = d~* Y, |ii). We note that the entanglement fidelity is asymptotically equivalent
to the channel fidelity [69]

A=Y (KPP +1
d+1 o

fc(r):/UE dU(0|UTT(U0)(0|UTU|0) = Fo(T) +0(d™). (D3)

To decrypt, we first apply the inverse UT, then project onto the tag state. This corresponds to applying the projector
Iy = I®" @ (|0)(0))® @ 1°™ (D4)

on the state
pace = UTT(UpexsUT)U. (D5)

The normalized projected state, where we also trace out the ¢ tag qubits and m qubits of the maximally mixed state,
is given by

po = 1/Potrpsm (TgUTT (U pex UTUTI) . (D6)

The fidelity of the projected state pp with respect to the initial state |1) is given by

Flo, ) = (Wloolt) = - (D7)
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where
F' = tx(|[¢) ([ToU' T (U pess U UTlo) = 2"t (pessUTT (U pese U U) (D8)
is the unnormalized fidelity, and
Py = tr(oU'T (U pext UTU) (D9)

is the success probability of the projection. The Haar average values (which are fulfilled for 2-designs) are

LE F'= <1 — Q:H) (1+0(d™*) Fe(T) + ﬁ +0(d?) = F(T) + 02~ "9), (D10)
and
E P= <1 - 1) (14+0@d™)) Fo(D) + L (14+0(d™?) = F(T)+0(27") (D11)
U~Haar 0 21 ¢ 2l ¢ ’

in the regime where we choose | = w(logn) and F.(T') = Q(1/poly(n)). The latter condition ensures that the success
probability is at least inverse polynomial in n, on average.

Theorem D.1 (High-fidelity recovery). Let U be sampled from the ensemble £, where & is an ezact unitary 2-
design and also an e-approzimate unitary 4-design (in relative error) with € = 2—2m—polylog(n) = p — w(logn) and
Fe(T) = Q(1/ poly(n)). The fidelity between input state |vb) and normalized projected state py is given by

Flpo, 1) > 1 - negl(n) (D12)
with probability at least 1 — negl(n).
Proof. Since £ is an exact 2-design,

UEgF/ - UNEaarF/ (D13)
and

UEEPO - UNEaarPO ' (D14)

This is fulfilled for U being a 2-design. However, F’ is only the unnormalized fidelity. What we need to show is that
the normalized fidelity F' = F'/Py = 1 —negl(n) with probability 1 —negl(n). While both Py and F’ are close to their
Haar values on average for a 2-design, this is not sufficient. This is because F’ and P, can fluctuate independently,
which could yield a non-negligible probability that F' is smaller than 1 — negl(n). To ensure this is not the case, we
also demand that U is an approximate 4-design, which we find ensures F' being close to 1.

We recall that the fidelity by definition is bounded as F' < 1, and thus Py > F’. Let us denote the non-negative
random variable X = Py — F’ > 0, with Eg X = Egaar X. Using Markov’s inequality,

ESX o EHaarX < EHaarX

Pr(l1-F>6)= Pr(X>0R)< D1
U~r£( >9) U~r£( >0R) < 6Py 6Py —  OF' (D13)
We now seek a lower bound for F’. Using Levy’s lemma for unitaries [70],
Pr (JF'—E F'| > s) <4dex —d—SQ (D16)
U~Haar Haar ) = 2exp 72m3 )
This can be used to derive the moment bound
VarHaarF, = UNEaar (F/ — EHaar F/)Q
- p (F’ — Egans F' 1/2)
/0 ds o | H | > s (D17)
28873

<

d
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From the definition of relative-error approximate designs, one can show that (see Lemma D.2 below)
Ee F'”? — Enaar F?| < 2°72e. (D18)
Therefore,

Varg F' = E¢ F'? — (E¢ F')?
S EHaar F/2 + 22m25 - (EHaar F/)2

= Varpgaar F' + 22™2¢ (D19)
28873
< 25T 4 g2mge
By Chebyshev’s inequality,
1 28873 2€
P Fl —E . F/ E . F/ < 22m2 — 22m 27(n+m+Z) . D2
U~r$ (| Haa. | > /8 Haa. ) > (5 = F/)2 ( d + 6) 752]%(]?)2 + O( ) ( O)

where 0 < 8 < 1 is a positive constant. This implies that
F' > (1 - B)Enaar F’ (D21)

with a probability of at least 1 — 52%6(1“)2227”, where we have Epaa F' = Fc(I') = Q(1/poly(n)) by assumption.
Now, we demand W%E(F)ﬂ?m = negl(n), such that Eq. (D21) is nearly always fulfilled with only a negligible failure

probability. We can achieve this by choosing € = 2-2m~Polylog(n) " Now, this choice implies that with probability at
least 1 — negl(n), we have F’ > (1 — 8) Egaar F’. Together with Eq. (D15), we find that

EHaar X 1 EHaar PO 1 ¢
Pr(1—F>)0)< = —1)=———0(2 D22
P = > 0) S e B T (1= 5) \ Ertaar P sa-p° ) (D22)
using the Haar averages Eq. (D10) and Eq. (D11). For § = Q(2-¢+Polvlos(n)) we have that F' > 1 —§ with probability
at least 1 — negl(n). By choosing ¢ = w(logn), we get F' > 1 — negl(n) with probability 1 — negl(n). O

In the above proof we used Levy’s lemma in Eq. (D16) to show that F’ concentrates about its Haar average value.
This relies on the fact that F’ is a Lipschitz function of U, which we will now prove.

Lemma D.1 (Lipschitz constant). F'(U) is a Lipschitz function of U with Lipschitz constant at most 4.

Proof. Let us denote py = T'(UpU").

[F'(U) = F'(V)| = [tr (o) (¢ (UTpuU = Vipy V)|

< || ol o HUTPUU - VTpVVH1 (Holder’s inequality)
= |UTpu (U = V) + Uy = Vipy)V]|,
< ||UTpU(U - V)H1 + HUTpU — V]LpVH1 (Triangle inequality)

= [lpu (U = V)|l + [|[U(pv — pv) + (UT = VT)pv ]|,

. : : (D23)
< lpolla 10 = Vil + low — vl + lovliy |U = Vil,  (Holder's inequality)
<2|[U =V, + [PWpU") =T (Vv ], (lovlly < 1)
20U -V, + HUpUJr - VpVTH1 (Monotonicity of trace distance)
= 20U = Vi, + [Up(UT = V) + (U = V)V,
<4|U -V, (Triangle and Holder’s inequality).
O

We will also now derive Eq. (D18). For that, we make use of Def. A.2 on approximate designs.
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Lemma D.2 (Twirling error). Let f(U) = tr*(AUTT(UBUT)U) for arbitrary positive semidefinite operators A and
B and arbitrary quantum channel T'. If £ is an e-approximate unitary 2k-design in relative error,

‘U'fg jo)- E f(U)‘ < 2etr®(A)tr" (B). (D24)
Proof. First, we rewrite f(U) as
F(U) =t (I @ D)(UP?(A® B)UT™®?)S) = tr (I @ T)**(U®*(A ® B)U®?)®kSek) | (D25)

(
where S swaps the tensor factors, i.e., S(A ® B) = B® A. This gives

LESO) = E f)| =l [(Ter)®o (afP —af))) (4 B)*sH|
®k (2k) (2k) ®k
<[ (emero (o2 - aih)) e B, (026)
=2 sup tr [((I @)% o ((I>(52k) - @g:gr)) (A® B)®kQ}
02Q=I
using the duality of the trace norm. From Eq. (A1) we have
ESWU) -~ E JU)| <2 sw w[((TeD)®™ ool (4 B)*qQ)]
U~E U~Haar 0=Q=I <
— 2 H (Tom)®oall)) (Ao B)®kH (D27)
1
= 2etrF (A)tr*(B),
where in the final step we used the fact that @ﬂ“gar and I ® I' are trace preserving maps. O

Substituting A = 2™p and B = p gives Eq. (D18). Note that the same bound can also be obtained if we assume
£ has an additive error of . Hence, the stronger notion of relative-error approximation is not manifest in Eq. (D24).
This is not entirely surprising, since f(U) can be thought of as querying both U and UT, while the relative error only
ensures indistinguishability for (possibly sequential) queries of U.

SM E: Chosen-plaintext attack

The chosen-plaintext attack (CPA) is an important class of attacks where the adversary is given access to the
encryption oracle [2].

Notably, CPA has been of real-world relevance, e.g. during world war II in the Battle of Midway [2]. For example,
let us assume that the adversary has intercepted encrypted messages, and has some guess of what the plaintext could
be (e.g. the destination of the next attack). Then, the adversary tricks the encrypter into encrypting the adversary’s
guess, and intercepts the newly encrypted message. For deterministic encryption (e.g. via Haar random states),
the same plaintext yields the same ciphertext. Thus, the newly encrypted message and the previously intercepted
encrypted message will be the same when the plaintext guess was correct, and else be different. This allows the
adversary to verify their guess and learn the plaintext.

Formally, we consider the CPA for multiple encryptions [2]. Here, the adversary prepares a list of 2t states
(D), .. J02)), (Jd), - . . [}))), such that the Hilbert space dimension of [1Y) is same as that of |¢}) for i €
{1,2,...,t}. The adversary is given access to a left-or-right oracle LRy 3(.,.), which for b = 0 encrypts the left
input message, or for b = 1 the right input message. In particular, we have LRy ,(|¢0%), [¢')) = Ency(|¢*)). Then,
the adversary has to determine the correct b. The LR-oracle experiment PrivK{ffﬁCPA for encryption scheme II =
(Gen, Enc, Dec) runs as follows:

1. A key k € {0,1}* is generated with security parameter A with Gen(1*).
2. A uniform bit b € {0,1} is chosen
3. The adversary A is given A and oracle access to the left-right encryption oracle LRy 5(., )

4. The adversary A outputs bit &’
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5. The output of the experiment is defined to be 1 if b’ = b, else 0 otherwise. In the former case, we say that the
adversary A succeeds.

Definition E.1. A private-key encryption scheme II(Gen, Enc, Dec) has indistinguishable multiple encryptions under
a chosen-plaintext attack, or is CPA-secure, if for all probabilistic polynomial-time adversaries A there is a negligible
function negl(X\) such that

1
Pr{PrivKIEA () = 1] < 5 + negl(y), (E1)

where the probability is taken over the randomness used by A, as well as the randomness used in the experiment.

1. CPA vulnerability of deterministic encryption

First, we discuss how CPA can break deterministic quantum encryption. First, let us assume a deterministic
encryption protocol to encrypt a given state |¢), e.g. Ug|t), where Uy is a PRU. This renders the encrypted state
QPT indistinguishable from Haar random states. Now, we perform the aforementioned LR-oracle experiment. The
adversary prepares as left states the same states ¢ times [¢)?) = |0). As right states, the adversary chooses ¢ mutually
orthogonal states, e.g. [1}) = |i), where |i) are computational basis states. Now, the left-or-right oracle is applied to
the states, which either encrypts all the left states (b = 0), or all the right states (b = 1), where b is not known to the
adversary. For b = 0, the oracle returns {Ug|0)}!_,, while for b = 1 the oracle returns {Ugl|i)}!_;.

Now, the adversary must figure out what is b. After the oracle, the adversary applies SWAP tests between pairs of
the ¢ states, i.e. measure the fidelity between pairs of states. If b = 0, then the SWAP test will always succeed. This is
because the ¢ encrypted states are all the same Ug|1)?) = Ui |0). If b = 1, the SWAP test fails with 50% probability as
all the encrypted states are orthogonal Uy|¢)}) = Uy|i). Thus, the probability at least one SWAP test fails is 1 —27¢,
i.e. exponentially close to 1. Thus, CPA attacks break encryption based on indistinguishability from Haar random
states.

2. Non-adaptive CPA-security of PQAS

We now consider the PQAS where we encrypt via ®x(p) and decrypt via @Z(p), and the QPT adversary A. For
CPA, the adversary has non-adaptive oracle access, i.e. the adversary can use the oracle on an arbitrary set of initial
states, but not choose the oracle adaptively on the measurement outcomes. We assume the adversary holds arbitrary
state pg of 2t(n+q) qubits, and applies the left-right oracle on an arbitrary parts of the state ¢ = poly(n) times. Note
that we allow left and right input to the oracle to be entangled, and the adversary even holds the purification of the
input states which do not interact with the oracle.

Now, we need to show that the case of b = 0 is indistinguishable from the case b = 1. To do this we compute

I Pr [A(LRZ, ® D(pg) =1 = Pr [A((LRY} ® I)(pg)) =1l

ke{0,1}* ke{0,1}*
=1l Pr [A(LREG © 1)(pg)) = 1] = PrlA(02" @ trone(pg)) = 1
+Pr[A(0?" @ trant(pg)) = 1] — ke{lﬁ)fl}k[A((LR?ﬂﬁ ®1)(pg)) = Il
<, _Pr JA(LRES @ 1(pe)) = 1] = PriA(S" © ran(pe) = 1
+li ke{%ﬂ}x[“‘l((LR% ® I1)(pg)) = 1] = PrlA(0?" @ trane(pg)) = 1][1

where in the last step we applied the triangle inequality.

Now, we regard the definition of the left-or-right oracle LRk o(pin) = tra((®x @ I,)(pin)) and LRy 1(pin) = trn (I, ®
D) (pin)) where tr, (.) traces out the first n qubits, and tr;(.) the last n qubits. After applying either oracle, one gets
a n + m + ¢ qubit state, which is indistinguishable from the maximally mixed state, which is in a product state with
its remaining purification. Thus, we have

P ARE, @ Do) =1 = Pr ALK © 1)(pe)) = 1

1
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| B Ao (0 1)) 09) = 1) = PHAGE @ ra(p) = 1]
+ kE{POﬂ}A[A((trn(In ® (I)k))®t(pg)) =1] - Pr[.A(a?t ® trant(pg)) = 1] )
= negl(A)v

where, in the last step we applied Thm. C.1. Thus, the adversary cannot efficiently distinguish b = 0 from b = 1 case
even with access to the encryption oracle, which makes the protocol CPA secure.

SM F: Pseudo-resource attack

We show that the concept of pseudo-resources [32, 34] is intimately linked to security in quantum encryption. Let
us assume Alice wants to share state |¢)) with Bob, where they want to hide any information about the capabilities
of Alice’s quantum computer from Eve.

To understand this problem, we need some background on quantum resources and pseudoresources first. Quantum
resources are essential to perform non-trivial quantum tasks, and can be thought as a fuel to run quantum information
processing. The resource content of a given state p is measured by quantum resource monotones Q(p) [39]. They
are characterized by free operations Fy which cannot increase the resource, i.e. Q(Fg(p)) < Q(p), and a set of free
states 0 € Sg with Q(o) = 0. Intuitively, free states and operations are ‘easy’ in the context of the resource and are
readily available. To perform non-trivial tasks, one needs ‘expensive’ resource states p ¢ Sg which have Q(p) > 0, or
non-free operations which can increase the resource. Prominent examples are entanglement [71], magic for running
fault-tolerant quantum computers [72, 73] or coherence [74, 75]. Often, quantum resources can be tested efficiently,
which in a cryptographic setting would reveal crucial information about the state or the encryption process.

Recently, pseudoresources have been proposed as efficiently preparable ensembles which are computationally indis-
tinguishable, yet possess substantially different amount of quantum resources [32-35]:

Definition F.1 (Pseudoresources). Let Q be a quantum resource monotone. A pseudoresource pair with gap f(n) vs.
g(n) (where f(n) > g(n)) consists of two efficiently preparable state ensembles with:

1. a ‘high resource’ ensemble of n-qubit quantum states {pg,} such that Q(pr,) = f(n) with high probability over
key k1,

2. a ‘low resource’ ensemble of n-qubit quantum states {oy,} such that Q(ox,) = g(n) with high probability over
key k.

The two ensembles are computationally indistinguishable when given t = poly(n) copies.

Pseudoresource ensembles can mask high resource states with f(n) resource as low resource states with g(n)
resource. Now, for encryption we would like to hide resources completely from the eavesdroppers, and have a large
pseudoresource gap f(n) vs g(n) as possible.

For pure states, the maximal gap is g(n) = w(logn) vs f(n) = ©(n) for pseudoentanglement [32], pseudomagic [33]
and pseudocoherence [34]. Thus, quantum encryption with pure states (i.e. deterministic enryption) always reveals
that the resources spent for the encryption lie between g(n) = w(logn) vs f(n) = O(n).

Can we improve this? In fact, for mixed states we can hide quantum resources much better: In particular, PRDMs
can have near-maximal entanglement, coherence and magic, yet are computationally indistinguishable from the maxi-
mally mixed states which has trivial zero resources [35]. As we will see, the same applies for PQAS with m = w(logn)
(non-deterministic encryption), protecting information about quantum resources completely.

First, let us assume a deterministic encryption protocol via Ug|ty), where Uy is a PRU. This corresponds also to
PQAS where one chooses m = 0. Eve cannot learn [¢) from encrypted state Ug|y) as it is indistinguishable from
Haar random states, yet valuable meta-information is leaked. For example, Eve can efficiently measure the purity
tr(Ug|y) (¥|U5)? of the encrypted state via the SWAP tests [38]. When the encrypter or state preparation routine
is noisy, Eve can learn valuable information about the quality of Alice’s quantum hardware and error correction
protocols from the purity. Further, from the pure pseudoresource gap is known that being computationally indistin-
guishable from Haar random states requires 2(n) T-gates [43], w(logn) magic [33, 40], w(logn) circuit depth [41, 42],
w(logn) entanglement [32] and w(logn) coherence [34]. By measuring the encrypted states, Eve can determine these
lower bounds efficiently [34], allowing Eve to learn about the capabilities of Alice’s quantum computer. Note that
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these attacks on quantum resources are uniquely a feature of quantum encryption, and do not appear in classical
cryptography.

When using PQAS @ (|y)) with m = w(logn), the encrypted state (which may have a lot of resources) is indistin-
guishable from the maximally mixed state, which can be trivially prepared. The pseudoresource gap for PQAS thus
can be maximal g(n) =0 vs f(n) = ©(n). With PQAS, Eve is unable to establish any non-trivial bounds on Alice’s
quantum computing power, hiding all meta-information.

SM G: Qubit number attack

While being indistinguishable from Haar random states implies that one cannot learn the state, can one learn some
other (meta-)information? Let us assume one encrypts a state [¢) via |¢pr) = Ug|y), where Uy is a Haar random
unitary (i.e. deterministic encryption, corresponds to PQAS with m = 0). |¢) appears as a Haar random state to
any observer, and learning the state itself is inefficient. However, can an attacker learn other information, e.g. the
number of qubits n of the encrypted state? Here, we show that this is indeed possible.

Consider the following scenario: Alice sends t/s copies of ns-qubit state |1)s) to Bob, where Alice randomly has
selected s = 1, ... Spax with corresponding state |1)s). Eve knows n and Sy,ax beforehand, and now wants to determine
s.

Alice scrambles |1)s) , gaining the ns-qubit scrambled state |£5) = Ug|is). However, the information about s is
still accessible. In fact, Eve can efficiently determine s, where Eve has to intercept O(n(Smax!)) qubits, and use post-
processing time O(n(Smax!)). This is efficient as long as Smax = O(logn/loglogn), which follows from the Stirling
approximation.

Eve can efficiently determine s via the following protocol: Eve intercepts 2n(Smax!) qubits from Alice. Now, Eve
holds the state |€,)®2%max'/s and splits it into the equal bipartition |£,)®Smex!/s @ |¢,)®Smax!/s  Note that each copy
of the first bipartition is matched exactly with another copy on the second bipartition for any s, due to any s being
a divisor of Spa.x!. Now, Eve performs Bell measurements between each pair of the first and second half of the
qubits [76, 77] which is depicted in Fig. 1.

As Bell measurements correspond to destructive SWAP tests, Eve can efficiently estimate the purity Z, =
tr(try(|€,)®2%max!/%)2) for any b in post-processing, where try(|€,)®2Smex'/) is the partial trace over all qubits ex-
cept the first b ones [77]. The protocol is as follows: First, one transforms into the Bell basis by applying CNOT
gates between each pair of qubits of the first and second bipartition, and Hadamard gates on the qubits of the first
bipartition. Then, measurements in the computational basis yields a bitstring of size 2nSn.x!. Now, we take the
logical AND operation between each bit of the first and second bipartition, yielding a bitstring v = {0, 1}™Smax'. Then,
we compute the parity of the first b bits of v, where we denote P,gq(b) the probability of observing odd parity over
the first b bits. One can show that Z, = 1 — 2P,qq(b). In particular, when try(|¢,)®5max!/$) is pure we never observe
odd parity. Now, Eve estimates Z,,,» for all s’ =1,..., Spnax. We have Z,,,» = 1 only when s’ is a divisor of s. If s’ is
not a divisor of s, the partial trace over |§S>®2Smax!/s yields a highly mixed state with Z, s = negl(n).

R
|¢>{
i

-

FIG. 1. Bell measurement for state |t).

[aA)
%

Eve repeats the protocol M = O(Spax) times, which allows Eve to determine the set S = {s' : Zy = 1}, i.e. the
s’ with Zy = 1. The failure probability of determining a wrong s’ is O(exp(—M)) due to Hoeffding’s inequality.
Now, Eve picks the largest element of S, i.e. s’ = max(S), which with high probability corresponds to the correct
s = s. With this, Eve determines the number of qubits of the encrypted state correctly as ms, by intercepting
O(n(Smax + 1)!) qubits, and use post-processing time O(n(Smax + 1)!). From the Stirling approximation, we have
x! = O(e”1°8 ) which gives implies our protocol requires O(neSmax1°8 Smax) qubits and post-processing time, which is
efficient for Sy,.x = logn/loglogn.
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In contrast, for encryption with PQAS, no such efficient protocol exists and the number of qubits of the encrypted
state is secure: As it is indistinguishable from the maximally mixed state, no information about the number of qubits
is revealed.

SM H: Multi-state attack

When encrypting, one may send the same state many times, or also different states. For deterministic encryption
schemes, these two scenarios can be efficiently distinguished by eavesdroppers.

Here, we assume Alice wants to send ¢/b copies of b different n-qubit states |1),...,[p), i.e. (®?:1 |4p;)) B/,
where Alice picks b = 1,..., byax randomly.

For a deterministic encryption protocol Uy |+)) with PRU Uy, Eve can efficiently determine b using O(b2,,,) encrypted
states. We demonstrate the attack for the case by, = 2: Eve intercepts two encrypted states, and uses the SWAP
test to efficiently measure the overlap between the two states [38]. Now, for b = 1, the two encrypted states (Uy|y))®?
have unit overlap. For b = 2, we have Uy |¢)) ® Ui|¢) where the SWAP test measures a smaller overlap |(¢)|$)|? < 1.
By intercepting M = O(1) states, Eve can determine b with a failure probability exponentially small in M.

This attack is thwarted by using PQAS with m = w(logn): In fact, b = 1 and b = 2 are computationally
indistinguishable as they appear to Eve as maximally mixed states for any ¢ = poly(n).

SM I: Multi-channel attack

Often, not only what has been communicated should stay secret, but also the identity of the receiver. Here, PQAS
can achieve that with considerable lower cost than deterministic protocols.

For example, let us assume that Alice has M possible communication partners Bob, with s = 1,..., M. Alice
wants to send [1)) to a specific Bobg, but keep the fact that a state was sent hidden from Eve. To do so, Alice sends
encrypted state @ (]1)) to Bobg, and decoys which are indistinguishable from the encrypted state to all other Bobs.

For non-deterministic protocols this can be achieved by sending pseudorandom states as decoys to all Bobs, and only
to Boby the true encrypted states. However, this requires spending extensive resources on preparing pseuodrandom
states. For PQAS, the decoy state is simply the maximally mixed state, which can be generated with negligible cost,
saving substantially on quantum computing resources.

SM J: Verifiable Pseudorandom density matrix (VPRDM)

PRDMs have been introduced in Ref. [35] as a generalization of PRS to mixed states. In this section, we will extend
them to VPRDMSs (verifiable PRDMs) which are PRDMs that can be efficiently verified with key k.

PRDMs are efficiently preparable n-qubit mixed states which are indistinguishable for any QPT algorithm from
the Generalized Hilbert-Schmidt ensemble (GHSE). The GHSE is the random ensemble of mixed states induced by
the partial trace of m qubits over (n + m)-qubit Haar random states [78-82]:

Definition J.1 (Generalized Hilbert-Schmidt ensemble (GHSE)). The (n,m) GHSE is an ensemble of n-qubit states
Mnm = {6 ([ (W) byeps, (J1)

generated by tracing out m qubits from (n + m)-qubit states drawn from the Haar measure /Airm over states.

The case m = 0 corresponds to Haar random states, while m = n corresponds to the Hilbert-Schmidt ensemble [79].

1. Definition

PRDMs can for example be efficiently constructed by taking an (n +m) qubit PRS |¢;) and tracing out m qubits,
ie. pr = try(|Yr) (¥x|). However, in the original construction of PRDMs, the notion of verification is missing: Given
two PRDMs pg, prr (with k # k') constructed as above and key k, there may be no efficient algorithm that can
tell apart pg, pxr. However, being able to verify that the PRDM has been correctly prepared is important for many
applications. For example, PRS (i.e. pure PRDMs m = 0) can be easily verified using the projector |ty ){wy| which
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is needed for applications such as quantum money or bit commitment. For such applications, it is beneficial to have
an efficient verification algorithm.

Here, we propose (n,m) VPRDMs py, n, which are PRDMs that can also be efficiently verified given access to key
k. They can be efficiently constructed in analogy to PQASs, but have weaker requirements (i.e. only need PRUs and
no design properties). We formally define VPRDMs as follows:

Definition J.2 (VPRDM). Let A = poly(n) be the security parameter with keyspace KK = {0,1}*. A keyed family of
n-qubit density matrices {pr m trex is defined as a VPRDM with mizedness parameter m if:

1. Efficiently preparable: There exists an efficient quantum algorithm G such that G(1*, k,m) = pg.m.

2. Computational Indistinguishability: t = poly(n) copies of pim are computationally indistinguishable from the
GHSE 1y - In particular, for any QPT algorithm A we have

Pr [A(pf%,) =1~ Pr [A(p®) =1]| = negl(A). (32)

k<K P Nn,m

3. Efficient verification: There is a QPT algorithm V(p, k,m) to verify that py m is indeed the VPRDM generated
by key k. In particular, we have the completeness condition (i.e. correct states are accepted)

V(pk,mv k? m) =1 (J3)
and soundness condition (i.e. wrong states are rejected with high probability)

P m, k' m) = 1] = negl()\) . J4
k’<—ICI/‘{k}[V(pk’ m) = 1] = negl(\) (J4)

Note that the third condition of Def. J.2 is not present for PRDMs, while the first and second definitions are
identical.

Depending on m, VPRDMs are indistinguishable from different notions of randomness: For m = 0, VPRDMs
are computationally indistinguishable from Haar random states {|){(%|}yep, and thus equivalent to PRS. For m =
w(logn), VPRDMs are indistinguishable from the maximally mixed state for any efficient observer:

Corollary 1 (Computational indistinguishability of VPRDMs from maximally mixed state). VPRDMs p, =
Ph,w(logn) Witht = poly(n) copies and m = w(logn) are indistinguishable from the mazimally mized state o, = I, /27"
for any efficient quantum algorithm A,

Pr [A(p2") = 1] — PrlA((0)®) = 1]| = negl(). (35)

One can prove Corollary 1 directly from the fact that PQAS are indistinguishable from the maximally mixed state
for m = w(logn) as shown in Thm. C.1. Note that the original definition of PRDMs also fulfills Corollary 1.

2. Construction

Finally, we give an explicit construction of a VPRDM.

Lemma J.1 (VPRDM construction). The n-qubit state ensemble

{pem} = {OL(0HON®" ™ ® 00U Frerc (J6)

is a VPRDM, where o,, = I,,/2™ is the mazimally mized state, {UyYrex is PRU with keyspace KK = {0,1}Po¥ (™)
and m < n — polylog(n).

Proof. pi.m can be efficiently prepared in polylog(n) depth with PRUs [25, 26]. It is also QPT indistinguishable from
the GHSE: First, let us replace Uy with Haar random unitaries from Haar measure pu,,, where one gets the random
matrix ensemble

Gnm = {U(10)(O)*" " @ 00U vep,, - (J7)
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By definition this ensemble is QPT indistinguishable from Eq. (J6). As we will show in Lemma J.2, ¢, », is also statis-
tically indistinguishable from the GHSE. Then, from triangle inequality follows that Eq. (J6) is QPT indistinguishable
from the GHSE.

Finally, the efficient verification algorithm can be explicitly constructed via

V(p, k,m) = te((|0){0) "~ tr,n (U] pUy)) , (J8)

where try,(-) traces out the last m qubits. One can see that for V(pg m,k,m) = 1, and thus V(p, k, m) fulfills the
completeness condition by construction. The soundness condition follows directly from computationally indistin-
guishability, as else one could use the verification algorithm to distinguish VPRDMSs from random mixed states.
Thus, whenever we have k # k, then with 1 — negl(\) probability we have V(pg m,k’,m) = 0. Note here we need
m < n — polylog(n), to ensure that the projection register (|0)(0])®"~" spans a superpolynomial space such that we
get V(pk,m, k', m) = negl(n) on average for k # k'

O

Now, we conclude by showing that the random ensemble of rank 2™ density matrices with uniform eigenvalues ¢,
Gam = {U(0)O0D®" ™ ® 01U vep, (J9)

where p is the Haar measure over n qubits and o, = I,,/2™ is the m-qubit maximally mixed state, is indeed
statistically indistinguishable from the GHSE

E [0®- E [¥]

P Nn,m p'Cn,m

t2
=0 () = negl(n) (J10)
1 2n
where the last bound holds for t = poly(n). Thus, for practical purposes both GHSE and 7, ,, can be used inter-
changeably. We show Eq. (J10) in the following:

Lemma J.2. The t-copy trace distance between (n,m) GHSE ensemble 1., and the ensemble (pm =
{U([0)(0))®" ™ @ 0 U} yey is given by
t2
=0|{5, J11
1 (2") (J11)

(dAdB #cycles(m
p B 0™ = Eyettunstaaas) [(r(9)(91)*] = m > e o2

E [p®]—- E [p®]

P Nnm P Crim

Proof. We note that

where dy = 2", dg = 2™ and w4 (associated with the element 7 of the symmetric group S; and having the same
number of cycles) acts on ¢-copies of n qubits. And, the average over ¢, ,, can be evaluated using a Haar integral [65]
as

IRt __ ®t T,0t7 —1 T
p%%m[p ]7UEM[U OUT® = 3" Wy(rmy o, da)tr[oa Olma (J13)
TA,TA

with O = (J0)(0|®"~™ @ 0,,,)®*. Note that, tr(cl,0) = 2= mt+m#teycles@a) and W,(I,d) = O(1/d"). Further,

(rtm -1t 1 tt—1) t
(2n+m 4+t — 1)[ ~ 9t(n+m) 1= on+m+1 -0 922(n+m) (J14)

Now, we can write

E [p®]—- E [p*

P Nn,m p/<_<n,7n

1

- —mt+m#cycles(o 2n+m71 mdtcycles(m
= ZWg(TFAltTA,dAﬂ t+ #yl(A)ﬁA (25”””4—15—122 #yl()A

TA,TA TES

1

S nrm 1)
= ZWQ(LdA)Qfmter#cydeb(wA)wA _ (QEz—Hn_|_t_1 Z gmitcycles(r) A+ Z W 7TA UAydA)Q mt+mdcycles(oa) o

TA TESy TAFETA

(J15)
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Using the triangle inequality and Eq. (J14), we get

E [p®]—-  E [p*

P Nn,m p/<—<n,m 1
1 1 tt—1) t
—mt+mtcycles(ma) m#tcycles(ma) mdtcycles(ma)
S Z I dA 2 B 2t(n+m)2 Mt 2t(n+m) <2n+m+1 +0 (22(n+m) 2 4 ||7TAH1
Y \Wm 000 d )2 A THANED) g
OCAFETA
(J16)
As 74 is a unitary on nt-qubits, we have |[m4|[; = 2™
E Kt E /Qt
P<—7In,m[p ] p/<_<n,7n[p } 1
1 t(t - 1) t4 m#cycles(ma) —mt+nt+mz#cycles(oa) -1 (J17)
< gt \ gt T O\ 3mm 22 +> 2 Y Wy(ny'oa,da)l
oA TAFO A

Now, we define 7y = m,'ca. Then, using the bounds on Y _2m#eveles(m) and S~ |W,(I,d)| from Eq. (C9)
and Eq. (C8) respectively, we get

E [p®]—- E 10t
P Mn, m.[p ] p’e(nm[p } 1
t — 1 t(t _ 1) t4 —mt+nt+m#cycles(o
o)) o) e s
7a i #T
(t-1) t(t—1) ¢t - - 2 )
< <2n+m+1 +O (22 n+m)>) (1 + om+1 +O <22m)> +2 mit+nt (2 nt (1 T 27 _ W/g([7 dA) ZQm#cycles( A)
oA
(t—1) tt—1) tt £ t(t —1) i £2
= (g +o (mem)) (1 mtt vo () + i (1 Gt 0 () = (5
(J18)
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SM K: One-way state generators (OWSG)
Here, we give further details on one-way state generators (OWSGs) and how to construct them via VPRDMs.
First, we formally define OWSGs following Ref. [45]:

Definition K.1 (One-way state generators (OWSGs))

. One-way state generators (OWSGs) are a set of algorithms
(KeyGen, StateGen, Ver) with

e KeyGen(1*) — k : This is a QPT algorithm which outputs a classical key k € {0,1}* on input of security
parameter X which usually is A = poly(n).

e StateGen(k) — ¢ : This is a QPT algorithm that, on input k, returns an n-qubit quantum state @y.

o Ver(k',¢r) — T/L: It is a QPT algorithm that given ¢y and a bit string k', outputs T or L.

We demand the following correctness and security conditions:
Correctness: The verifier only accept states prepared with the correct corresponding key k

Pr[T < Ver(k, ¢x) : k < KeyGen(1*), ¢ < StateGen(k)] > 1 — negl(A).

Security: For any QPT adversary A and any polynomial number of copies t, the verifier rejects when given
non-matching state |¢r) and key k' # k:

Pr[T < Ver(k, ¢y) : k < Ver(1%), ¢, < StateGen(k), k' + A(1*, 6%")] < negl(\).
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It is now easy to see that VPRDMs are also OWSGs. The state generation is the same as for VPRDM. The verifi-
cation of VPRDMs is equivalent to the one of OWSGs. The security condition follows from QPT indistinguishability
condition of PRDMs: If one could learn the key &k by measuring ¢ = poly(n) copies of the state, then one could use
the key to efficiently distinguish the state, contradicting the definition of VPRDM.

Thus, VPRDMs for any mixedness parameter m < n — polylog(n) also imply OWSGs. Note that they can have
arbitrarily small purity tr(p?) = 2=™. For m = w(logn), OWSGs are QPT indistinguishable from the maximally
mixed state.

SM L: Verifiable and noise-robust EFI pairs

Here, we show that VPRDMSs can be used to construct EFI pairs that are noise-robust and can be verified, i.e. one
can check the correct preparation. The possibility of verification can be critical for applications of EFI pairs, such as
bit commitments.

EFT pairs serve as fundamental cryptographic primitives for bit commitment [47], quantum oblivious transfer [48],
multiparty quantum computation [27], and zero knowledge proofs [49].

An EFI pair is a pair of efficient quantum algorithms that prepare states which are statistically far but computa-
tionally indistinguishable from each other:

Definition L.1 (EFI pairs [46]). v = (v,)) s a pair of EFI states whenever it satisfies the following properties:

1. Efficient generation: There is an efficient quantum algorithm G that on input (1>‘, b) for some integer security
parameter A and b € {0, 1}, outputs the mized state vp .

2. Statistical far: ||vox — v1all1 = Q(1/poly(N)).
3. Computational indistinguishability: (vo,x), is computationally indistinguishable from (vy ), .

When we talk about verifiable EFI pairs, we mean that given key k& € {0,1}* and b, we can efficiently verify the
correct preparation of the state py drawn from the mixture v, x = Ejeqo,132 [ox]-

We now show that VPRDM with m = ©(n) and VPRDMs with m = polylog(n) form EFI pairs that can be verified.
We note that the proof for noise-robustness follows similar to the approach of Ref. [35].

Theorem L.1 (Verifiable EFI pairs with VPRDM). VPRDM with m = polylog(n), and VPRDM with m = ~n
form wverifiable EFI pairs. Here, we have factor 0 < ~v < 1, and security parameter A\ = cn with constant 0 < ¢ <

v — 1/poly(n).

Proof. We choose vy to be a my = polylog(n) VPRDM, and 4 a VPRDM with m; = yn. As they are VPRDM, they
can be efficiently verified by definition.

Here, we note that the distinguishing algorithm (both for the statistical and computational case) only knows the
integer security parameter A, however does not know the specific key & € {0,1}*. Thus, the distinguisher has
the ensemble average over all keys k. The corresponding ensemble density matrix for the distinguisher is given by
vy =272 > koe{0,1}> Phmo, and 11 = 272 Y kref0.13 Pk,m Where py i, = Uy (|0)(0))®" "™ @ omU] is a VPRDM.

Efficient generation follows from definition of VPRDM. Computationally indistinguishability of VPRDM with my =
polylog(n) and m; = O(n) follows from the fact that both VPRDMs are QPT indistinguishable from the maximally
mixed state.

Now, statistical distinguishability follows from the Fannes-Audenaert inequality [83] which gives us an upper bound
on mo:

1S(v1) = S(vo)| < Tlog(2" — 1) + H{T,1 - T}), (L1)
where S(p) is the von Neumann entropy of p,
1
T:TD(Z/17I/0) = 5”1/1 7V0||1 (L2)

is the trace distance between 11 and vg, and H({T,1 — T'}) is the binary entropy of the probability distribution
{T,1-T}.
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As we have H({T,1 —T}) < 1, rearranging Eq. (L1) yields

S(l/o) +1
T>1- L3
> S (L3)
To render the ensembles statistically far, we have to get a lower bound of T' > 1/poly(n).
Now, let us compute S(rp) and S(v;). Remember we have vy = 277 D oke{0,13r Phoymo and v =
2-A Zke{O,l}" Pkq,m, - First, we bound the von-Neumann entropy of each state of the ensemble
S(pr,m) =m (L4)

as the von-Neumann entropy is given by the m-qubit maximally mixed state within the VPRDM. Now, this immedi-
ately gives us a lower bound on the entropy of v; as

S(v1) > mi =n. (L5)

Next, we get an upper bound on the entropy of 1. The ensemble average over the key space can increase the entropy
by at most A [44], and we finally get

S(vo) < A+ S(Pko,mo) S A+m. (L6)
Inserting into Eq. (L3) we get
A
T>1-— M. (L7)
yn

Let us now assume a security parameter scaling as A = O(n). Then, we make the ansatz A = cn with some constant
0 < ¢ < and set my = polylog(n) [44]

en + polylog(n) + 1

T>1- L8
2 - (L8)
We now demand T' > 1/poly(n), which is fulfilled when
Lyl 1
1 EPONIOBIIEL ety (m) (19)
yn
which is satisfied when ¢ < v — 1/poly(n).
O

1. Proof of noise-robustness

EFT pairs constructed from VPRDMs can be noise robust. In particular, let us consider a general mixed unitary
noise channel

D(p) =Y pilipU], (L10)
=1

where p; are probabilities, U; unitary operators and r is the mixed-unitary rank of the channel T'.

Theorem L.2 (Noise-robust EFI pairs). EFI pairs with parameters of Thm. L.1 remain EFI pars after application
of efficient mized unitary channel T'(p) = >"_, piUipUiT whenever we have for the Shannon entropy

H({pi};) <n(l—c)—m—2. (L11)
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Proof. First, we note that VPRDMSs vy and v; are computationally indistinguishable from each other even after
application of efficiently implementable unital channels, which follows from the contractive properties of channels.
Now, what remains to show is that vy and v4 remain statistically distinguishable under noise . Denoting v{, = I'(vp),
we can bound the von Neumann entropy of the noisy state v by

S(vp) =S (ZpiUiVOUz‘T> <> piSUwoUS) + H({p:}:) = S(vo) + H({pi}s), (L12)
i=1 =1

where H({p;};) is the Shannon entropy for the probability distribution {p;};. Similarly, we have again the lower
bound S(v1) > yn. Via Eq. (L3) we find for the trace distance after applying the channel 77 = TD(v, v1) as

S(vo) + H({pi}i) +1

T >1- - (L13)
We need T" = (1/poly(n)) to be statistically far. Thus, it is sufficient to have
1
S(vo) + H({pi}i) <yn—1- poly () (L14)
The probability distribution for the Kraus operators becomes
1
H({pi}i) <yn—5So) —1- oy ()’ (L15)
Since S(vp) < mo + A, the above condition can be achieved when
H({pi}i) <yn—mog—A—2. (L16)
We now choose A = ¢n with 0 < ¢ < v — 1/poly(n), where we find
H({pi}:) <n(y—c¢)—mog—1—1/poly(n). (L17)
O

For mg = polylog(n), the Shannon entropy H ({p;}:) can be asymptotically linear with the number of qubits n, i.e.
H({pi}:) = O(n).

EFI pairs from PQAS have high robustness to local depolarizing noise Af?”(p) acting on all n qubits. This is a
noise model commonly used for near-term and quantum error correction models is It consists of the local depolarizing
channel Ay(p) = p/43 ez, 0P + (1 — 3p/4)p, Pauli operators o with o € {2,y,2}, and the depolarizing
probability p. Following the proof of Ref. [35], one can show

Corollary 2 (EFT pairs robust against local depolarizing noise). EFI pairs according to Thm. L.1 are robust to local
depolarizing channel on all n qubits AZ"(p), when H({1 — 3p/4,p/4,p/4,p/4}) < v —c —mo/n — 1/poly(n). For
m = polylog(n), ¢ = %1074 and v =1 — ¢, one has noise-robustness up to p < i — O(polylog(n)/n).
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