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ABSTRACT

Chatter on social media about global events comes from 20% bots and 80% humans. The chatter by bots and humans is
consistently different: bots tend to use linguistic cues that can be easily automated (e.g., increased hashtags, and positive
terms) while humans use cues that require dialogue understanding (e.g. replying to post threads). Bots use words in categories
that match the identities they choose to present, while humans may send messages that are not obviously related to the
identities they present. Bots and humans differ in their communication structure: sampled bots have a star interaction structure,
while sampled humans have a hierarchical structure. These conclusions are based on a large-scale analysis of social media
tweets across ~ 200 million users across 7 events.

Social media bots took the world by storm when social-cybersecurity researchers realized that social media users not only
consisted of humans, but also of artificial agents called bots. These bots wreck havoc online by spreading disinformation and
manipulating narratives. However, most research on bots are based on special-purposed definitions, mostly predicated on the
event studied. In this article, we first begin by asking, “What is a bot?", and we study the underlying principles of how bots are
different from humans. We develop a first-principle definition of a social media bot. This definition refines existing academic
and industry definitions: “A Social Media Bot is An automated account that carries out a series of mechanics on social media
platforms, for content creation, distribution and collection, and/or for relationship formation and dissolutions." With this definition
as a premise, we systematically compare the characteristics between bots and humans across global events, and reflect on
how the software-programmed bot is an Artificial Intelligent algorithm, and its potential for evolution as technology advances.
Based on our results, we provide recommendations for the use of bots and for the regulation of bots. Finally, we discuss three
open challenges and future directions of the study of bots: Detect, to systematically identify these automated and potentially
evolving bots; Differentiate, to evaluate the goodness of the bot in terms of their content postings and relationship interactions;
Disrupt, to moderate the impact of malicious bots, while not unsettling human conversations.

Introduction

The notion of “bots” on social media is ubiquitous across many scholarship. These studies captured a range of different social
phenomena where bots operate: politics, hate speech, toxicity and so forth. Bots were used to boost the follower count of
politicians in the 2011 Arab Springs uprising, generating false impressions of popularity'-2. In the same uprising, bots flooded
news streams to interrupt efforts of political dissidents'2. In the US 2020 elections, bots augmented human users in strategic
communications, and actively distorted or fabricated narratives to create a polarized society>~. More recently, bots aggressively
pushed anti-vaccine narratives and conspiracy theories on social media during the 2021 coronavirus pandemic®’. Bots applied
social pressure to influence humans to favor the anti-vaccine ideology>®. When the tension of the online ideologies are
sufficiently strong, and the spread sufficiently wide, these ideologies spillover to the offline world, resulting in protests, riots
and targeted hate-speech”® 2. Social media bots gained further media attention in 2022 when Elon Musk proclaimed that at
least 20% of the Twitter users were bots, which were influencing content quality'?. Musk later bought the platform, and took
steps to curtail the bot population in a “global bot purge", which includes removing huge amounts of bots, and charging newly
created accounts to post and interact on the platform!'*.

Much research on social media bots involve constructing bot detection algorithms and applying bot detection algorithms to
analyze bot activity during an event. Bot detection algorithms typically extract a series of features from user and post data,
then build a supervised machine learning model which classifies the likelihood of a user being a bot or a human'>. These
machine learning models range from logistic regression'®, to random forests!”, to ensemble of classifiers* ¥, to deep learning
methods'®-??. Another technique of bot detection is graph-based methods, which infers the probability of a user being a bot by
its connections, i.e. friends>’>2. Most recently, Large Language Models (LLMs) are incorporated in bot detection algorithms
to handle the diverse user information and content modalities>>. These bot detection classifiers have been used to study bot
behavior in many events, ranging from political events* 2%~ to natural disasters””->” to the spread of information and opinions



on social media®28:29,

Although researchers have built automatic bot detection classifiers, behavioral studies show that humans are unable to
differentiate between the bot and human user>C. In fact, the identification of bots by security students are akin to random
guesses!. Consequently, it is important to study bots and their characteristic nature and activity patterns. Our study is
positioned within the social cybersecurity realm, which studies how the digital environment, particularly bots, can be exploited
to alter the content and community relationships’.

This article is being driven by looking at a first principles approach to bots. We ask the following research questions:

* RQ1: What is a social media bot? Many studies are predicated on a general purpose understanding of a bot, or a
specific definition particular to the event of study. Instead, we pare down the definition of a bot into its treatment of the
core elements of a social media platform (users, content, relationships).

* RQ2: How does the nature of a bot differ from a human? Systematically, we look at the difference between bots
and humans. We use a large scale dataset from Twitter/X that spans over 200 million users, and analyzed four aspects:
volume of bot/human user types, use of linguistic cues, use of identity terms, and social interactions.

After an examination of the social media bot, we discuss how a bot is also an Artificial Intelligent (AI) agent, and its
potential evolution alongside technological advancements. We finally follow with a discussion of the open research challenges
of the study of bots to encourage future studies in this field. The challenges we identify reflect the definition of a bot: Detect, to
systematically identify these automated and evolving bots; Differentiate, to evaluate the goodness of the bot in terms of their
content postings and relationship interactions; and Disrupt, to moderate the impact of malicious bots, while not unsettling
digital human communities.

What is a Social Media Bot?

The term “bot" has become a pervasive metaphor for inauthentic online users®33. Most social media users have an implicit
understanding of a bot, as do most researchers3?, Table 2 summarizes some of the recent definitions of bots retrieved from
academic literature. The security industry also watches social media bot accounts, and Table 3 summarizes definitions from
industry sources. Each of the definition grasps one or more relevant properties (highlighted in bold) of a social media bot, yet
are not sufficiently comprehensive to describe the bot. Some of these relevant properties are: “automated"”, “interacts with
humans", “artificial agents".

One of the problems with existing definitions is that they often define bots as being malicious and they highlight the nefarious
use of bots>3*37: “malicious actors", “public opinion manipulation”, “malicious tasks"'®3%:3%. Most often, the study of bots
is established upon nefarious tasks: election manipulation, information operations, even promoting extremism>>3%4%, The
exact same technology can be used in both good and bad ways. There are plenty of good bots*'~*3. Bots provide notifications
and entertainment**, such as the @CoronaUpdateBot found in our dataset which posts critical public health information. Bots
support crisis management efforts by gathering the needs and combined locations of people after a disaster, for authorities and
community volunteers to identify crucial areas and providing help*. Chat bots provide emotional support during stress*® and
continue bonds in times of grieve*’. Celebrities and organizations use bots to facilitate strategic communications with their fans
and clients>“8,

In essence, a bot is a computer algorithm. As an algorithm, a bot is neither bad or good. It is the persona it is afforded to
that determines the goodness of its use. We develop a generic definition of a bot. The definition is independent of the use of the
bot. The determination of the use of the bot warrants separate treatment beyond this paper. Regardless of whether a bot is used
for good or ill, the behavioral characteristics of bots remain the same.

To better describe the social media bot, we first need to characterize the environment in which it lives: the social media
platform. Within a social media platform, there are three main elements: users, content and relationships*°. Users are represented
by their virtual accounts, and are the key actors driving the system, creating and distributing information. Content is the
information generated by users on the platform. Relationships are formed from the user-user, user-content and content-content
interactions.

After distilling a social media platform into its core building blocks, it follows that definition of a social media bot should
be based on the foundations of a social media platform as first principles. The presence of these components in each of the
reference definitions are broken down in Table 4. The first principles of a bot are:

o User: An automated account that carries out a series of mechanics. A key characteristic of bots is its programmability,
which give it its artificial and inauthentic characteristic. Automation is an aspect that has been iterated in all the reference
definitions. The key here is that a bot is automated. The model underlying the automation does not matter; any model
can be applied equally well to humans and bot. A bot could be built to mimic humans, or it could be built to optimize
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other functions. For example, some studies describe bots in terms of its mimicry of humans33-%, but others observe that
bots eventually influence the social space such that humans mimic bots>!>2.

» Content: for content creation, distribution, and collection and processing. Bots often generate their content in bulk to
distribute a certain ideology”*>3, such as a good portrayal of their affiliated country>*. Instances where bots perform
content distribution is where the spread fake news and disinformation content®®3%%% or when they distribute general
news information®’. Bots in the form of web crawlers and scrapers download and index data from social media in bulk>%,

and sometimes process the data to perform functions like analyzing sentiment of opinions>.

* Relationships: for relationship formation and dissolution. In other words, forming a relationship online means to connect
with other users via post-based (i.e., retweet, mention) or user-based (i.e., following, friend) mechanisms. Dissolving
a relationship means to destroy a connection by forcing users to leave a community. Bots are an actively form and
destroy relationships on social media platforms. An example of the formation of post-based relationship is the active
amplification of narratives. This technique is mostly employed in the political realm where the bots retweet political
ideology in an organized fashion>* %6 User-based relationships can grow through coordinated fake-follower bots,
that are used to boost online popularity®?, or can be dissolved through toxic bots that spread hate and directed religious
ideologies**-%3, causing users to break away from the community®*.

Figure 1 reflects a first principles definition of a social media bot. A Social Media Bot is “An automated account that carries
out a series of mechanics on social media platforms, for content creation, distribution, and collection and processing, and/or for
relationship formation and dissolutions." This definition displays the possibilities of mechanics that the bot account can carry
out. A bot does not necessarily carry out all the mechanics. The combinations of mechanics that a bot carries out thus affects
the type of bot it is and the role it plays within the social media space, and as shown in Table 1, those mechanics can be used for
either good or bad. Bot types can be named for their actions or for their content. For example, a bot that carries out relationship
formation between two different communities, and does not do any content mechanics can be classified as a bridging bot'®. We
illustrate a few types of bots and their use for good and bad in Table 1. Note that this list is not meant to be an exhaustive list
but an illustrative list of the variety of bots in the social media space.

Definition. (Social Media Bot)
user

An automated account that carries out a series of mechanics on social media platforms, for

content
content creation, distribution and collection, and/or for

interactions
relationship formation and dissolutions.

Figure 1. Definition of Social Media Bot. This definition displays the possibilities of mechanics that the bot account can carry
out. A bot does not necessarily carry out all the mechanics.

Type of Bot Use for Good Use for bad
General Bot search engine optimization, data collection®® spread disinformation?, manipulate opinion®
Bridging Bot  political commentators that aggregate informa- cross-cultural social marketing, disseminate infor-
tion'® mation across community differences>*
Political Bot ~ “establishing brand and amplifying messages">?, political manipulation®
digital campaigning'®
Chat Bot emotional support during stress*® and grieve*’ Post offensive and inflammatory comments®®
Activist Bot crisis management™® trigger and initiate activism?’

Table 1. Illustration of type of bots and their role in the social media space. Note that this list is not exhaustive but illustrative.

3/33



Year

Reference

Definition

2016

2016

2016
2018

2018

2018

2020

2020

2020

2021

2022

2023

2023

2023
2023

2023

2024
2024

33

26

50
58

67

20

38

68

69

41

70
71

72

30
73

A social bot is a computer algorithm that automatically
produces content and interacts with humans on social
media, trying to emulate and possibly alter their behavior.
[...] social bots, algorithmically controlled accounts
that emulate the activity of human users but operate at
much higher pace (e.g., automatically producing content
or engaging in social interactions), while successfully
keeping their artificial identity undisclosed

Automated accounts, called bots, [...]

Bots are have been generally defined as automated agents
that function on an online platform [..]. As some put it,
these are programs that run continuously, formulate deci-
sions, act upon those decisions without human interven-
tion, and are able adapt to the context they operate in.
The term “social bot” describes accounts on social media
sites that are controlled by bots and imitate human users
to a high degree but differ regarding their intent.

[...] malicious automated agents

Social Media Bots (SMB) are computer algorithms that
produce content and interacts with users

[...] social bots, (semi-) automatized accounts in social
media, gained global attention in the context of public
opinion manipulation.

Malicious actors create inauthentic social media ac-
counts controlled in part by algorithms, known as social
bots, to disseminate misinformation and agitate online
discussion.

Social bots — partially or fully automated accounts on
social media platforms [...]

Social media bots are automated accounts controlled by
software algorithms rather than human users

Social bots are automated social media accounts gov-
erned by software and controlled by humans at the back-
end.

A bot is a software that mimics human behavior and oper-
ates autonomously and automatically.

Twitter accounts controlled by automated programs.
Automated accounts on social media that impersonate
real users, often called “social bots,”

Social bots are social media accounts controlled by soft-
ware that can carry out content and post content auto-
matically.

Social bots are artificial agents that infiltrate social media
Social bots are social media accounts controlled in part
by software [...] Social media bots display profiles and
engage with others through various means, including fol-
lowing, liking, and retweeting

Table 2. Definitions of “Social Media Bot" in academic literature.
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Year

Reference

Definition

2018 US Department of [...] Social Media Bots as programs that vary in size de-
Homeland Security®®  pending on their function, capability, and design; and can
be used on social media platforms to do various useful
and malicious tasks while simulating human behavior

2024 Microsoft’* Social media bots are automated programs designed to
interact with account users.

2024 Meltwater’”? Refers to the definition by US CSIA (see below)

Not Dated CloudFlare®’ [...] social media bots are automated programs used to
engage in social media. These bots behave in an either
partially or fully autonomous fashion, and are often de-
signed to mimic human users.

Not Dated Cybersecurity and In-  Social Media Bots are automated programs that simu-

frastructure Security late human engagement on social media platforms.
Agency (CISA)*
Note Dated Imperva’® An Internet bot is a software application that runs auto-
mated tasks over the internet.
Table 3. Definitions of “Social Media Bot" in industry literature
User Content Interactions
Reference Automation Mimicry Creation Distribution Communication Relationship
33 X X X
26 X X X X X
50 X
58 X
o7 X X X
17 X
20 X X X X
38 X
18 X X
68 X
69 X
15 X X
4 X X X
70 X
71 X X
72 X X X
30 X
7 X X X
US Department of X X
Homeland Security
Microsoft X X X
CloudFlare X X X X
CISA X X X X
Imperva X

Table 4. Components of definitions of “Social media Bot"
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Results

We perform a global comparison of bot and human characteristics by combining several datasets obtained from X (previously
named Twitter) using the Twitter V1 Developed API. These events are: Asian Elections®3*, Black Panther’’, Canadian
Elections 201978, Captain Marvel”®, Coronavirus,’ ReOpen America”%® and US Elections 2020%°. In total, these datasets
contain ~ 5 billion tweets and ~ 200 million users. Each user in this database is labeled as bot or human using the BotHunter
algorithm!”.

How many bots are there?

Figure 2 presents the percentage of bot users within each dataset. On average, the bot volume across the events are about 20%
with the bot percentage spiking up to 43% during the US Elections. This is in line with past work, where a general sample of
users usually reveal a bot percentage below 30%7°, yet in a politically-charged topic (i.e. elections, tensions between countries),
the bot percentage rises>*80. Our estimate is also empirically consistent with Elon Musk’s estimate of 20%!>. This finding is
important for event analysis, because it provides a comparison baseline towards the percentage of bot-like users within an event.
Spikes in bot user percentage beyond 20% suggest that the event and conversation has caught the interest of bot operators, and
the analyst can monitor for signs of conversation manipulation.

Class
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Percentage

22} —

g S
%) N = N ] N
= o %) G>J | = o
8 £ 5 c I @ ¢
I3 IS 5 o ] £ @ =
D ] S = « < S [
w a 0 £ ) c = Q
c S u S 2 2 3 o
© o] = o S Q. 2
‘B = 8 IS T o w
< @ S O S 3 0

IS S 14 =

2 2

§ 3

Dataset

Figure 2. Comparison of Bot volume across events. The percentage of bot users across the events are on average around 20%.

How do bots differ from humans linguistically?

We extract psycholinguistic cues from the tweets using the NetMapper software®!. The software returns the count of each
cue in the sentence, i.e., the number of words belonging to the cue in the tweet. There are three categories of cues: semantic,
emotion and metadata. Semantic and emotion cues are derived from the tweet text, while metadata cues are derived from the
metadata of the user. Semantic cues include: first person pronouns, second person pronouns, third person pronouns and reading
difficulty. Emotion cues include: abusive terms, expletives, negative sentiment, positive sentiment. Metadata cues include:
the use of mentions, media, URLSs, hashtags, retweets, favorites, replies, quotes, and the number of followers, friends, tweets,
tweets per hour, time between tweets and friends:followers ratio.

Figure 3a presents the differences between cues used by bots and humans. The detailed numeric differences are in the
Supplementary Material. This difference is examined overall, and by event. There are consistent differences in the use of cues
by bots and humans. For example, across all events, bots use significantly more abusive terms and expletives, and tweet more
than humans. On the other hand, humans use more first person pronouns, positive sentiment, and media (i.e., images, videos).
Humans tend to quote and reply to tweets, while bots tend to retweet.

Most events have consistent cue distribution, but some events look different. In general, humans use more sentiment cues.
However, in the two elections (US Elections 2020 and Canadian Elections 2019), bots used more sentiment cues. This reveals a
deliberate attempt to use bots during the election seasons to polarize online sentiments. Prior research has shown that bots can
be highly negative during the election season®?, and that bots express hugely different sentiment sentiment when mentioning
different political candidates® 3.

6/33



Overall

US Elections 2020
ReOpen America
Coronavirus2020-2021
Captain Marvel
Canadian Elections 2019
Black Panther

Asian Elections

w n w n n = = un "N n un ;NN s
EELL222QEEL2N56288888885TS
S333E28¢8o0Brxsese=sglcye T
ccoLloEEESSSE 528238
ECcEErRQ=SCc=2"25322a820Cc2=21C0
82502552 §8Fr95uwTgoyg
> ¥ W &)
D'D'D'm'aLIJU'}U} T [ =
cC ccc 35 o o D c 0
C C O 5 8§ = = mﬂ3=
O h N =5 [} [}
O T D O ST F 2=
[T T a T o3 8’& O.J-g
—
w2 = o <
o O .= o @
[ =
o 1=
m o —
%) =
Semantic Cues Emotion Cues Metadata Cues

(a) Differences in the use of psycholinguistic cues between bots and humans.
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(b) Differences in the use of psycholinguistic cues between bots and humans for the combination of Captain
Marvel and Black Panther datasets. This compares the cue distribution with and without retweets.

Figure 3. Comparison of psycholinguistic overall cue usage (average cue usage per user) by bots and humans across datasets.
Green cells show that humans use a larger number of the cue. Red cells show that bots use a larger number of the cue. *
indicates there is a significant difference in the usage of the cue between bots and humans.
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When a bot retweets a human, its linguistic profile, by definition, is identical to the human’s. The question though, is
whether the bots that are sending original tweets match the linguistic profile of those retweeting, or is the linguistic profile
different? For the Black Panther and Captain Marvel events (Figure 3b), we compared the psycholinguistic profile for all tweets,
and the original tweets only (i.e., no retweets). In these two events, bots retweet significantly more than humans. However, the
bot-human difference between linguistic cue use of the original tweets vs all tweets are rather similar. Only the average tweet
reading difficulty and the number of friends are different: in original tweets, humans have higher values; in all tweets, bots have
higher values. Therefore, bots have their unique signature when generating new content, but are guaranteed to match human’s
content when retweeting the human’s.

Bots construct tweets with cues that can be easily and heavily automated, while humans construct more personal tweets that
require higher cognitive processing to create. Such differences shows how bot accounts still use rather rudimentary techniques:
hashtag latching using multiple hashtags?”-4°, connecting several users together with increased number of mentions>* and
flooding the zone with lots of tweets tweets of their desired narratives”*®*. More sophisticated communication techniques
like having an increased number of media, and more advanced interaction techniques that involve dialogue understanding like
increasing the number of replies and quotes, are still left to the humans. In short, bots have not entirely mimicked humans, yet.

How do bots present themselves differently from humans?

Social identity theory depicts how social media users portray their image online, and the community that they want to be
associated with®-3¢. We analyze the difference in the self-presentation of the identities between bots and humans, and the
difference between the linguistic cues used by the identities. Across the events, there are consistently a smaller proportion of
bots that present with an identity. Overall, 21.4% of bots present an identity, while 27.0% of humans present an identity (see
Appendix Table 10). Bots are more likely to obfuscate their identities®”, allowing them to take on different personas to suit their
operation requirements®®. Figure 4a presents the top 25 identities by frequency between bots and humans. There is a more
exponential drop of the frequency of the use of identities in bot users than in human users, suggesting that bots concentrate their
self-presentation on certain identities, mostly the common ones: man, son, fan, lover; while humans have a more varied identity
presentation.

We then ask a follow-up question: “How do the same bot/human identities talk about the same topics?" We compare the use
of topic frames per identity for the most frequent identity affiliations in Figure 4b. This plots the percentage difference of the
use of framing cues (Family, Gender, Political, Race/Nationality, Religion) between bots and humans. This metric compares
the use of cues with the human usage as a baseline. Overall, bots converse more aggressively in all topic frames. In particular,
bots converse most around societal fault lines: gender, political, race/nationality. These conversations lie on societal fault
lines, which could sow discord and chaos®?, therefore such bots are of interest to monitor and moderate. In fact, bots use more
gender-based cues. Other research groups have also identified that a disproportionate number of bots that spread disinformation
are females®”°!, and are thus more likely to use gender frames in their posts. Bots tend to converse largely about political
topics, regardless of the identity they affiliate with, indicating that a good proportion of bots are deployed for political purposes,
either by political parties or by political pundits'®2%-8_ Finally, the difference between the usage of topic frames between
bots and humans could be due to their vocabulary used. The words used by humans are more varied and mostly not standard
dictionary words, while bots are still being programmed with a limited set of vocabulary, as evidenced by the proportion of
words identified by the dictionaries in the NetMapper program used. In a similar aspect, chat bot interactions have a more

limited vocabulary than human interactions®?.

Figure 4c presents the average use of topic frames by identity categories. Humans affiliate themselves equally with all
identity categories, while bots generally affiliate themselves with racial and political identities. Both bots and humans converse
a lot on gender and political issues.

Bots converse mostly about topics that closely match their identity. For example, a bot that presents itself as “man" and
“son" mostly converse about family then gender; while bots that take on the identities “conservative" and “american" converse
significantly more about politics. This observation can be read from the heatmap: for the bots that associate with the religion
identity, the average use of religious words is 0.04, while that for humans is 0.00. If the users associate with the family identity,
the average proportion of the use of family words within the content is 0.19 for bots and 0.04 for humans. Such is the curated
presentation and programming of bot users, which allows for an aspect of predictability - if a bot user affiliates with a certain
identity, it is likely to talk about topics related to its identity. This shows that bots are likely designed to look like humans. They
are strategically designed to be in character by having the right affiliation to fit in and converse with a specific group.

Our observations in the affiliation of identities by bots in their user description and the use of identity-related topic frames
means that bots are being used strategically. They are not just used to support or dismiss groups in general, but are specifically
being aimed at a gender (i.e., women or men), or at a political actor (i.e., president, governor, politician). Bots are overused in
the political, religious, and racial realm, suggesting that they are targeting topics of societal tensions.
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(@) Comparison of the use of the identity affiliations by (b) Percentage Difference (HI;B) of the use of each topic frame in messages by
bots and humans. 21% of the users affiliate with an identity the top frequent identity affiliations.
in their user description.
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(c) Average use of topic frames by identity category referred to. Bots are more likely to refer to gender and
political identities, and are more likely to utilize racially typed language.

Figure 4. Comparison of identity-related behaviors in bots and humans

How do bots communicate differently from humans?

Social interactions between users are an indication of the information dissemination patterns and the communication strategies of
the users. We calculate the network metrics (total degree, in degree, out degree, density) of the all-communication ego-networks
of the users. In the network graphs, the users are nodes, and the links between users represent all communications between the
two users (i.e., replies, quotes, mentions, retweets). Table 5 compares the two metrics for bots and humans. Bot ego networks
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have higher density than ego networks (8.33% more dense), which reflects that the bots have tighter communication structures
and form more direct interactions than humans. On average, a bot has 9.66% bot alters and 90.34% human alters, whereas on
average a human has 7.31% bot alters and 92.69% human alters. Although bots interact with a higher proportion of bot alters
than humans do (32% more bot alters), our findings show that both bots and humans interact more with humans rather than bots
in their ego network. By the principle of homophily, it is natural for humans to interact with other humans®?. However, bots
violate the principle of homophily, and instead of interacting with more bots, they interact with more humans. Therefore, bots

are actively forming communication interactions with humans, perhaps attempting to influence humans®*.

Bot Humans
In-degree 0.05 £ 0.08 0.02 £ 0.02
Out-degree  8E-4 + 1.4E-3 1.6E-3 £ 3.3E-3
Total degree 0.15 £+ 0.09 0.16 £0.11
Density 0.35 £ 0.06 0.034 + 0.06
% bot alters 9.66 + 2.98 7.31+£3.10

Table 5. Comparison of network metrics. For the in-degree, out-degree, total degree and density, we present the ratio of
mean(metric) for agent type : max(metric) across all agents in the event

Figure 5 shows the interaction of bots and humans in a network diagram. These users are illustrative of the most frequent
communicators in the Asian Elections dataset. In this diagram, users are represented as nodes, and links between users represent
a communication (e.g. a retweet, reply, mention). The network diagrams presented are one- and two-degree ego-networks,
generated by the ORA software®!. This means that the networks present users that are in direct communication with the user
(1-degree), and are in direct communication with the 1st-degree users (2-degree).

1-degree 2-degree

Bot

Human

Figure 5. Ego network structures of Bots and Humans who are the most frequent communicators in the Asian Elections
dataset. Nodes represent social media users. Links between users represent a communication relationship between the two
users (i.e., retweet, mention). Bot users are colored in red, human users in grey. The width of the links represent the extent of
interactions between the two users. In these most frequent communicators, bots have a star network structure, and humans a
tree structure. Bot networks have more bot alters, while human networks have more human alters.

A common way for bots to be used in political discourse (e.g. elections) is to amplify other users. As an amplifier, bots are
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the pendants of the user they are amplifying. Therefore, bots appear in star networks in many of the peripheral nodes. A star
structure is a network that have a strongly connected core and peripheral networks. This structure is most prominent in bots in
political discourse, where core bots create information, and peripheral bots amplify the information through the retweeting
mechanic?*. Humans, on the other hand, are more likely to be part of a tree structure, where one can make out the tiered
first- and second-hop interactions. In the same discourse, humans are more likely to be performing many actions, sometimes
retweeting other users, sometimes tagging other users and so forth.

This difference in interactions between bot and human users reveals the communication patterns of both user classes. The
star structure of bots suggests that they have a hierarchy of interconnected bot users in an operation network to disseminate
information, which is easily achieved with the help of automation. On the other hand, humans communicate predominantly
within their immediate network before extending their communication outwards. The bot ego networks are more dense,
signifying that they were constructed to interact more than do humans, and are sometimes constructed as networks of bots (the
botnet)?*?.

Discussion

Through our large scale empirical study, we show that bots and humans have interesting and consistent differences between
them. These differences span from their volume, to the linguistic features of their text, to the identities they affiliate with, to
their social network structure. These features can be used to characterize a social media bot, and how it differs from humans.
We study a huge amount of data dated from 2018 to 2021. These data show consistent differences over the years, which means
that while bot technology do evolve, it does not evolve drastically. Moreover, the consistent differences show that there are
scenarios where bots can be better than humans, and scenarios where humans can be better than bots. These differences provide
insights to how both can be utilized to afford conversations on social media: bots can be used for methodological postings with
deliberate selection of hashtags, tweets per hour, and a structured star communication network. Humans can be used for more
complex cognitive tasks such as adding media to a post or replying to a post, and for conversing on a larger range of topics>.

Strengths of Social Media Bots

An Artificial Intelligent (AI) system is a machine, or computer system, that can perceive its environment and use intelligence to
perform actions to achieve defined goals®®. The social media bot perceives the digital environment to decide their targets (i.e.,
users to retweet, users to mention), and intelligently carry out content and interaction mechanics to achieve their goals (i.e.,
spreading information®®>°, sowing discord””-%%, assisting the community*>~7). The software-programmed social media bot is
an Al algorithm, and thus has potential to be harnessed for social good.

Table 6 lists some recommendations of our results on how bots can be leveraged on for social good, and how they can be
regulated. First, given that bots use more retweets and mentions than humans, and have high tweets per hour, bots can be used
for menial tasks like announcements and distribution of information. Second, since bots have a star interaction network, they
can be used for big announcements like disaster and crisis management without message distortion. A star network sends
messages directly through interactions, hence the original message is preserved. However, the human’s hierarchal interaction
network will distort the message as it passes through the tiers. Third, bots typically post content that matches their identity,
they can be used to provide educational material about topics that people associate with certain profession. For example, a
weather news bot can provide weather information. Lastly, since bots use more abusive and expletive terms than humans,
instead of regulating toxic language itself, regulation can be focused on disallowing bots to use such toxic language, which
would therefore reduce the amount of hyperbole and offense online.

Result Recommendation

Bots use a lot of retweets and mentions, and have  Use bots for menial tasks like announcements and amplification of

high tweets per hour announcements

Bots have a star interaction network Use bots for big announcements (e.g., disaster, crisis management) with-
out message distortion

Bot content matches identity Use bots to provide educational material about topics that people asso-
ciate with certain professions (e.g. weather information from a weather
news bot)

Bots use more abusive and expletive terms than  Focus regulation to disallow bots to use toxic language
humans

Table 6. Recommendations of our observations on leveraging and regulating bots for social good
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Challenges and Opportunities of studying Social Media Bots
Next, we elaborate on three challenges in the study of social media bot, and discuss some opportunities for future research.

Detect The first step to bot detection is to systematically detect these bots. However, these automated agents are constantly
evolving and adapting their behavior in response to the changing setup of social media platforms and user patterns. The
stricter data collection rules of social media platforms®>'% and the increasing usage of Al in these bot agents’? creates further
variability in these digital spaces bots reside in. This therefore muddles any developed algorithms based on previous datasets.

Already, linguistic differences between bot and human tweets have narrowed between 2017 and 2020, making bot accounts
more difficult to systematically differentiate!®. More recently, AI-powered botnets have emerged, using ChatGPT models to
generate human-like content’?, closing the gap between bot and human.

Bot evolution and bot detection are thus a “never-ending clash" 101 and sometimes bot accounts evolve faster than current
known bot detection algorithms®, presenting several opportunities in continual improvement of bot detection algorithms,
specifically to be adaptable, faster, and more efficient. The increasing trends of using Large Language Models and Large Vision
Models to create generated texts and deepfakes lend bots a helping hand in the construction of more believable narratives.
These same generative technology are also used to construct offensive bots for humor!?>. However, current trends reflect that
the use of such technologies are not very prevalent, for example,” only found one set of such botnet in their study, reflecting
that bots are still relying on traditional techniques, likely because such heuristic-based techniques are easier and faster to deploy
en masse.

Differentiate  After identifying which users are likely to be bots, one must differentiate the goodness of the bot and its function.
This evaluation can be inferred from the bot’s content postings and relationship interactions. However, bots do not fall squarely
in a spectrum of goodness; the lines of good and bad bots are blurred. In fact, bots can move between neutral in which they
post messages that are not harmful, to bad, where they post politically charged and extremist messages*”- 103, Herein lies an
opportunity to construct a rubric to determine the goodness of the bot; this, though, is a complex task, for there are ethical and
societal issues to consider. Bots can change their goodness, too. They may be supporting a certain cause initially, then making
a swing to a different stance soon enough. This swing of support was witnessed during the coronavirus pandemic era, and
especially so when the bots require little conviction to change allegiances®. Another challenge involves identifying the type
of bot, which can provide insight towards possible impact of the bot. For example, an Amplifier Bot that intensifies political
messages could be intended to sow discord?*°!.

Disrupt The third challenge is to mindfully disrupt the operations of bot users. That is, moderating the impact of malicious
bots, while not unsettling human conversations. While banning bot users can be an easy solution, a blanket ban can result in
many false positives, which thus results in humans being identified as bots and being banned. Such situations can result in
emotional or psychological harm of the human being banned, or toxic online behavior where users repeatedly report another
user that they personally dislike as a bot to silence them'?*. Additionally, social media bots do not necessarily work alone: they
coordinate with other bots — sometimes even human agents — to push out their agenda®’, and therefore if one agent warrants a
ban, should the entire network be banned? To ban an entire network may entangle several unsuspecting humans who have been
influenced by the bots to partake in the conversation. With these considerations in mind, regulation is a scope of problem with
which to be studied: which types of bots should we ban? What are the activities of a bot that would warrant a ban?

Methods

Examining Bot Literature

We examined recent bot literature for the definition of “social media bot". For academic definitions, we searched the phrase

“social media bot" on Google Scholar. For industry literature, we searched the phrase “social media bot" on Google Search.

Then, we manually scanned through the results. We picked out the more relevant and highly cited papers that had a definition of

a social media bot. We read through each paper, and manually extracted the definition of a social media bot stated in the paper.
Next, we looked through all the definitions and picked out key phrases. We then harmonized the phrases and definitions to

create a general definition of the bot. All authors agreed on the definitions and categorizations.

Data Collection and Labeling
We collected a dataset from Twitter/X involving global events which provides a richness in a general understanding of the bot
and human differentiation. The list of data collection parameters are detailed in Appendix Table 8.

We labeled each user in this dataset as bot or human with the BotHunter algorithm. This algorithm uses a tiered random
forest classifier with increasing amounts of user data to evaluate the probability of the user being a bot. The algorithm returns
a bot probability score that is between 0 and 1, where scores above 0.7 we deem as a bot, and scores below 0.7 we deem
as a human. This 0.7 threshold value is determined from a previous longitudinal study that sought to identify a stable bot
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score threshold that best represents the automation capacity of a user®. This bot algorithm and threshold is chosen so that our
studies will be consistent with the original studies of the dataset that used the BotHunter algorithm® 3+ 77-89_ We calculated the
proportion of bot users against the total number of users within each event. Our results are presented in a bar graph.

Comparison by Psycholinguistic Cues We parse the collected dataset of tweets through the NetMapper software?! to
extract out psycholinguistic cues of the texts. NetMapper extracts the number of each of the cues per tweet. The software
returns three types of cues: semantic cues, emotion cues and metadata cues. The linguistic cues are returned by matching words
against a dictionary for each category. The dictionary has words in 40 languages. Then, for each user, we average the use of
each cue per category, as the trend for the user. We then perform a student t-test comparison between the cues of each user type
with Bonferroni correction, and identify whether the cues are significantly different between the bot and human at the p < 0.05
level. We then remove the retweets from the Captain Marvel and Black Panther datasets and compare the cue distribution of
original tweets with all tweets. This analysis compares the differences in the distribution of cues of tweets originating from the
user type and their retweets.

Comparison by Self-Presentation of Identity To classify identities, we compare the user description and bio information
against a survey of occupations of United States users performed in 2015'%. If the occupation is present in the user information,
the user is tagged with the identity. A user can have more than one identity. We compare the top identities used by bots and
human users across all events. These identities are also divided up into seven categories: religion, race/nationality, political, job,
gender, family and others. We then classify each user into these categories of identities. Again, each user can fall into multiple
categories.

Next, we examined how different identities frame their posts differently. We extract framing cues from the overall set of of
psycholinguistic cues generated. The topic frames we examined are: family, gender, political, race/nationality and religion. For
each most frequent identity affiliated with by bots and humans, we compare the difference in the average use of each topic
frame through a percentage difference calculation. The percentage difference in the use of framing cues is calculated as: (HI;B),
where H is the average use of the framing cue by humans, and B is the average use of framing cue by bots. This comparison
tells us how much more bots use a framing cue as compared to humans. If the percentage is negative, bots use the framing cue
more than humans. If the percentage is positive, bots use the cue less than humans.

The set of topic frames also corresponds with the identity categories. Therefore, we also compared the identity categories
against the average use of each topic frame. This comparison is performed across bots and humans. We plot heatmaps to show
the relationship between the average use of each topic frame topic frame against the identity categories.

Comparison by Social Interactions We construct the all-communication ego-networks of the users in our dataset. We
analyzed all the users for Asian Elections, Black Panther, Canadian Elections 2019, Captain Marvel and ReOpen America
events. Due to the size of the data, we analyzed a 2% sample of users of the Coronavirus2020-2021 users (N = 4.6mil), and a
50% sample of users from the US Elections 2020 (N = 500k). The ego-networks are network graphs of the bot and human users
in focus. In the networks, each user is represented as a node, and a communication interaction between users are represented as
links. The ego-networks are constructed using all-communication interactions, that is any communication between users (i.e.,
retweet, @mentions, reply, quote) is reflected as a link. We analyzed the network properties of the ego-networks constructed
per event. These properties are: total-degree, in degree, out degree, density. We also analyzed the number of bot and human
alters there are in the ego networks. No pre-processing were performed on the networks prior to the calculations. We used the
ORA software to load in the networks and perform the calculations®'. We finally visualize the network graphs of one- and two-
degree ego networks of a sample of bots and humans Figure 5. These are the 20 most frequent communicators in the Asian
Elections sub-dataset A 1-degree network shows alters (connected users) that are in direct communication with the user, and a
2-degree network shows alters in direct communication with the 1st-degree alters.

Conclusion

Social media bots are deeply interweaved into our digital ecosystem. More than half of the Internet traffic in 2023 were
generated by these Al agents'%. Bots are able to generate this volume of traffic because of their use of automation, which
enables them to create more content and form more relationships. This article surmised a definition of a social media bot
based on the three elements that a social media platform contains: user, content, interactions. Our definition breaks down
the automation on social media platforms into its core mechanics, and therefore provide the foundation for further research,
analysis and policies regulating the digital space. We performed a large scale data analysis of bot and human characteristics
across events around the globe, presenting the uniqueness of the bot species from a macro perspective: how bots and humans
differ in terms of the use of linguistic cues, social identity affiliations and social interactions. On a global scale, bots and
humans do have consistent differences, which can be used to differentiate the two species of users. Table 7 summarizes the
differences between bots and humans as a conclusive remark. Finally, we provide recommendations for the use and regulation
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of bots. These recommendations are informed by our results. We also lay out the challenges and opportunities for the future of
bot detection in a “Detect, Differentiate, Disrupt" frame. We invite academics, non-profits and policymakers to take part in this

active research area.

Bots

Humans

Volume (%)
Psycholinguistic Cues
Self-presentation of Identity
Have identity affiliation (%)
Topic Frames

Identity vs Topic Frames

Social Interactions

21.9+9.38

Use more hashtags, mentions; has
more tweets/hour, total tweets,
friends:followers ratio

Concentrate their affiliations on a
few identities

21.4+5.7

Political topics

Converse about topics that closely
match their identity

Star communication structure
Denser interaction networks
Interact with more human than bot
alters

78.1 £9.8
uses more media, favorites, replies,
quotes, urls

Have a more varied identity affilia-
tions

27.0£9.2

Family and Gender

Have a larger range of topics

Tiered communication structure
Less dense interaction networks
Interact with more human than bot
alters

Table 7. Summary of Differences between Bots and Humans.
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Supplementary Information

Data Collection Parameters
Table 8 presents the parameters of data collection for our study.

Event Name Collection Date Collection hashtags # Users # Tweets

Asian Elections?>-3* 2019, 2020, 2021 #Pemilu2019,  #Pilpres_2019,  joko 950,789 4,126,008

widodo, prabowo subianto, #Taiwan-
Votes, #Taiwan2020, #taiwanelection,
#sgelections2020, #GE2020, #SGGE2020,
#singaporeGE2020, #GE2020SG, #Singa-
porevotes, PAPSingapore, wpsg, jamuslim,
ProgressSingaporeParty, Nicoleseah, Peo-
pleActionParty, Workerparty, neesoongrc,
lightningparty, eastcoastgrc

Black Panther’’ 8 Feb 2018 to 23 Feb 2018 #BlackPanther 1,689,076 17,718,557
Canadian Elections 20 Jul 2019 to 6 Nov 2019 #TrudeauMustGo, #TeamTrudeau, 1,946,277 18,213,477
201978 #trudeau, #Election2019, #elxn43,

#chooseforward, #onpoli, #ItsOurVote,
#lpc, #ndp, #cpe, #Hgpc, #NotAbot,
#cdnpoli, #ButtsMustGo, #LavScam,
#LiberalsMustGo, BlocQuebecois,
#blocqc, #ccer2019, #NoTMX, #TMX,
#TransMountain, #scheer, #dougford,
#fordcutshurt, #fordisfailing

Captain Marvel”’ 15 Feb 2019 to 15 Mar 2019  #BoycottCaptainMarvel, #AlitaChallenge
Coronavirus 2020- 2020-2021 #coronavirus, #coronaravirus, #wuhanvirus, 208,956,241 4,179,124,820
202180 #2019nCoV, #NCoV, #NCoV2019, #covid-
19, #covid19
ReOpen America’ 1 Apr 2020 to 22 Jun 2020 #openup, #reopen, #operationgridlock, #lib- 201,083 4,429,298
erate; #reopenNY + state abbreviatons
US Elections 2020%80 1 Dec 2019 to 16 Aug 2020, #election2020, #2020_presiden- 1,608,033 55,179,293

16 Aug 2020 to 15 Jan 2021, tial_election, #maga2020, #flipitblue,

15 Jan 2021 to 17 Feb 2021 #keepitblue, #yeswecan, #yang2020, #Joe-
Biden, #BernieSanders, #ElizabethWarren,
#PeteButtigieg, #FeelTheBern, #democrats,
#republicans, #Bloomberg2020, #Booker,
#USPS, #VoteByMail, #SaveTheUSPS,
#voterfraud, #BlackLivesMatter, #BLM,
#reopen, #reopenamerica, #IranSanctions,
#QAnon, #WWGIWGA, "natural born",
#election2020, #presidentialelection,
#democrats, #republicans, #JoeBiden,
#BidenHarris2020, #Biden, #MAGA,
#KAG, #Inauguration, #Inauguration-
Day, #Capitol, #USCapitol, #USCapital,
#NationalMall, #Jan20, #election2020,
#presidentialelection, #democrats, #re-
publicans, #JoeBiden, #Biden, #MAGA,
#KAG, #Trump, #USPS, #VoteByMail,
#SaveTheUSPS, #voterfraud, #BlackLives-
Matter, #BLM, #reopen, #reopenamerica,
#lranSanctions, #QAnon, # WWGIWGA

Table 8. Dataset collection parameters. Data was collected using the Twitter Developer V1 API
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Comparison of Linguistic Cues

Table 9 presents the detailed comparison of linguistic cues between bots and humans across all events.

Cue Bots Humans p-value
Semantic Cues

First Person Pronouns 0.71 0.73 5.62E-8%**
Second Person Pronouns 0.20 0.18 0.001***
Third Person Pronouns 0.47 0.50 0.001 **3*
Reading Difficulty 0.12 0.10 0.001%**
Emotion Cues

Abusive Terms 0.13 0.09 0.0071***
Expletives 0.12 0.08 0.001%**
Negative Sentiment 1.56 1.59 1.17E-11%%*
Positive Sentiment 2.88 3.10 0.001 ***
Metadata Cues

Mentions 1.18 1.10 0.001 ***
Media 0.006 0.014 2.54E-59%**
URLs 0.18 0.20 1.41E-29%**
Hashtags 0.54 0.49 0.001%**
Retweets 9372 8203 0.0071***
Favorites 21.0 92.5 2.12E-51%%*%*
Replies 0.67 3.31 1.03E-6%%**
Quotes 0.51 2.05 1.21E-16%**
Followers 1268 4164 0.0071 **3*
Friends 1158 817 0.0071***
Total Tweets 56779 10695 0.001 **3*
Tweets per Hour 1.20 1.10 0.001%**
Max Time between Tweets (seconds) 44617 57838 0.001 ***
Friends:Followers Ratio 4.73 4.44 6.71E-288%**

Table 9. Comparison of Mean of Psycholinguistic Cues per user for Bots and Humans across all events. This value is the
number of words that match each cue per tweet, divided across the number of tweets the user has. *** indicates a significant
difference between the bots mean and humans mean via a student t-test at the p < 0.01 level.
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Identity Use Per Event
Table 10 presents the percentage of users with identities that match the US census of occupations'?. Figure 6 shows the
identities used per event, separated by the top identities used by both bots and humans.

Event Bots (%) Humans (%)
Asian Elections 13.2 17.5
Black Panther 22.4 29.6
Canadian Elections 2019 294 38.9
Captain Marvel 21.5 29.0
Coronavirus2020-2021 15.8 26.6
ReOpen America 26.7 34.7

US Elections 2020 20.6 12.7
Overall 21.4+5.7 27.0+9.2

Table 10. Percentage of Users with identity affiliations matching census
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Identity vs Framing Charts Per Event

Figure 7, Figure 8, Figure 9, Figure 10, Figure 11, Figure 13, Figure 12 show the frames each identity use per event, separated
by the top identities used by both bots and humans.
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Elections dataset
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Figure 11. Percentage difference of narrative frames used for identities that are common between bots and humans in
Coronavirus dataset
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Figure 12. Percentage difference of narrative frames used for identities that are common between bots and humans in US
Elections 2020 dataset

29/33



writer
wife

son

rat
person
mother
man
lover

god

fan
conservative
black

ass

artist
american
ally

writer
wife

son

rat
person
mother
man
lover

god

fan
conservative
black

ass

artist
american
ally

Frame: Family

[ ]
[ ]
||
[ |
||
[ ]
| |
[ ]
[ |
| |
[ ]
||
[ |
| |
[ ]
[ |
Frame: Race/Nationality
[ ]
[ ]
|
[ ]
|
I
| ]
I
[ |
||
I
||
[
|
I
8 & 3 o

writer
wife

son

rat
person
mother
man
lover

god

fan
conservative
black

ass

artist
american
ally

writer
wife

son

rat
person
mother
man
lover

god

fan
conservative
black

ass

artist
american
ally

Frame: Gender

Frame: Religion

S
157}

| | . |
Percentage Difference

o o
I3 -

0

writer
wife

son

rat
person
mother
man
lover

god

fan
conservative
black

ass

artist
american
ally

Frame: Political

#I‘ll.‘.lll‘lll‘l

-30
-20
0

0

Figure 13. Percentage difference of narrative frames used for identities that are common between bots and humans in
ReOpen America dataset
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Centrality Values of User Types Per Event

Table 11, Table 12, Table 13 and Table 14. shows the centrality values of the bot and human ego networks per event. The
ego networks are All Communication networks. That means that users are nodes, and links between users represent any
communication interaction between the two users (i.e., replies, quotes, mentions, retweets). For the larger datasets, the values
were calculated using a sample of users. The four centrality values we calculated are: total degree, in degree, out degree and
density. These values provide insights towards the extent of interactions in a network. Total degree centrality indicates the
number of edges in a network. A larger total degree centrality value indicates that there are more edges, and therefore more
interactions, within a network. In degree centrality and out degree centrality is calculated in a directed network fashion. Social
media interactions are not always symmetrical. In our ego-networks, if the alter interacts with the user (i.e., the alter retweets,
@mentions, quotes, replies to the user’s post), the interaction is counted as an incoming links. In-degree centrality measures the
number of incoming links. Higher in-degree centrality means more nodes in the network interact with them. If the user interacts
with an alter (i.e., the user retweets, @mentions, quotes, replies to the alter’s post), the interaction is counted as an outgoing
link. Out-degree centrality measures the number of outgoing links. Higher out-degree centrality values suggests the user tend to
initiate more connections with others. The density of the ego network is the ratio of the total degree and the maximum number
of possible edges. A denser network suggests tighter interactions between users in the network.

For each degree centrality value, we calculate the degree ratio. This ratio is derived from the mean degree centrality value of
the agent type (bot/ human) against the maximum degree centrality value of all agents in the event. This calculation normalizes
the centrality values and allows for us to compare average centrality values across different events.

We also calculate the percentage of bot alters for each ego network. The results are presented in Table 15, which shows that
bots tend to have more communication interactions with bot alters while humans have more communication interactions with
human alters.

Total Degree
Bot (Degree Ratio) Human (Degree Ratio) p-value
Asian Elections 1978 + 1631 1773 £ 1773 6.24E-9%**
(0.08) (0.08)
Black Panther 25886 + 33332 23697 + 30894 5.52E-107%%**
(0.20) (0.18)
Canadian Elections 2019 11235 + 16787 11132 £ 19120 0.04%*
(0.12) (0.11)
Captain Marvel 33171 + 55222 32839 + 62703 0.06
(0.12) (0.11)
Coronavirus2020-2021 (N = 13mil (6%) sample) 9648 + 19648 9590 £ 17981 8.33E-43%**
(0.05) (0.04)
ReOpen America 34065 £ 57067 36001 + 62931 0.02%*
(0.29) (0.38)
US Elections 2020 (50% sample) 126903 + 120388 121841 + 91327 1.32E-43%#**
(0.24) (0.22)
Avg Degree Ratio 0.15 £+ 0.09 0.16 £0.11

Table 11. Centrality Values of Ego Networks for Total Degree
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In Degree

Bot (Degree Ratio) Human (Degree Ratio) p-value

Asian Elections 2.76 £49.4 15.9 + 22.1 9.75E-5%%%*
(0.05) (0.06)

Black Panther 70.9 + 257.4 75.3 + 284.9 0.009**
(0.23) (0.002)

Canadian Elections 2019 85.1 + 170.6 85.5 + 181.37 1.O1E-10%**
(0.02) (0.01)

Captain Marvel 993 + 4450 497 + 4374 0.002%**
(0.002) (0.002)

Coronavirus2020-2021 (N = 13mil (6%) sample) 8.6 + 21.3 7.8+229 9.9E-32%%*
(0.004) (0.003)

ReOpen America 13.5 +19.9 11.03 +£20.4 0.02%*
(0.02) (0.01)

US Elections 2020 (50% sample) 17.3 + 46.1 27.7+21.7 S5.51E-31%**
(0.03) (0.04)

Avg Degree Ratio 0.05 £ 0.08 0.02 +£0.02

Table 12. Centrality Values of Ego Networks for In Degree
Out Degree

Bot (Degree Ratio) Human (Degree Ratio) p-value

Asian Elections 275+ 494 6.9 + 96.7 0.21
(0.004) (0.009)

Black Panther 51.8 £ 1325.9 68.1 + 1647 0.001%**
(0.0006) (0.001)

Canadian Elections 2019 329 +251.8 61.6 + 413.4 7.3E-15%%%*
(0.0006) (0.001)

Captain Marvel 907.1 + 5612 465 + 3045 0.16
(0.0003) (0.0002)

Coronavirus2020-2021 (N = 13mil (6%) sample) 1.7 £ 122.6 3.8 +198.1 9.03E-9***
(4.32E-5) (1.53E-4)

ReOpen America 1.8 £ 137.8 3.5+ 291.1 1.3E-4%%%*
(9.9E-6) (1.95E-5)

US Elections 2020 (50% sample) 5.8 +5.7 10.8 + 95.2 8.75E-5%**
(5E-5) (8E-5)

Avg Degree Ratio 8E-4 £ 1.4E-3 1.6E-3 4+ 3.3E-3

Table 13. Centrality Values of Ego Networks for Out Degree
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Density

Bot (Degree Ratio) Human (Degree Ratio) p-value

Asian Elections 0.32 + 0.40 0.30 £0.40 0.009%*%*
(0.36) (0.33)

Black Panther 0.51 + 0.39 0.46 + 0.39 2.05E-58%#%*
(0.46) (0.44)

Canadian Elections 2019 0.35 +£0.34 0.42 + 0.38 2.45E-22%%*
(0.34) (0.30)

Captain Marvel 0.46 - 0.40 0.41 +£0.83 0.001%*
(0.36) (0.37)

Coronavirus2020-2021 (N = 13mil (6%) sample)  0.32 + 0.37 0.30 + 0.34 0.25
(0.26) (0.25)

ReOpen America 0.29 + 0.36 0.38 + 0.42 0.02*
(0.29) (0.38)

US Elections 2020 (50% sample) 047 + 0.31 0.28 + 0.36 3.6E-135%%*
(0.35) (0.31)

Average 0.39 + 0.09 0.36 £+ 0.06

Avg Degree Ratio 0.35 £ 0.06 0.34 £+ 0.06

Table 14. Centrality Values of Ego Networks for Density

Percentage of Bot Alters

Bot Human p-values
Asian Elections 12.08 £+ 22.45 12.16 + 24.50 0.56
Black Panther 13.35 £+ 25.09 10.56 + 24.76 0.45
Canadian Elections 2019 8.12 £+ 19.00 6.62 + 18.64 4. T5E-5%%*
Captain Marvel 12.86 + 27.28 7.23 £21.49 0.10
Coronavirus2020-2021 (N = 13mil (6%) sample)  6.41 £+ 1.62 3.77 + 1.98 6E-4%*%*
ReOpen America 6.92 + 17.40 4.10 £+ 15.86 3.11E-9%**
US Elections 2020 (50% sample) 791 + 15.39 6.70 + 16.70 4.28E-72%**
Average 9.66 + 2.98 7.31 £3.10

Table 15. Percentage of Bot Alters in first-degree ego networks
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