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Abstract. The learner’s ability to generate a hypothesis that closely approximates

the target function is crucial in machine learning. Achieving this requires sufficient

data; however, unauthorized access by an eavesdropping learner can lead to security

risks. Thus, it is important to ensure the performance of the “authorized” learner by

limiting the quality of the training data accessible to eavesdroppers. Unlike previous

studies focusing on encryption or access controls, we provide a theorem to ensure

superior learning outcomes exclusively for the authorized learner with quantum label

encoding. In this context, we use the probably-approximately-correct (PAC) learning

framework and introduce the concept of learning probability to quantitatively assess

learner performance. Our theorem allows the condition that, given a training dataset,

an authorized learner is guaranteed to achieve a certain quality of learning outcome,

while eavesdroppers are not. Notably, this condition can be constructed based only on

the authorized-learning-only measurable quantities of the training data, i.e., its size and

noise degree. We validate our theoretical proofs and predictions through convolutional

neural networks (CNNs) image classification learning.

ar
X

iv
:2

50
1.

00
75

4v
1 

 [
st

at
.M

L
] 

 1
 J

an
 2

02
5



2

1. Introduction

Connecting the two state-of-the-art science fields, machine learning and quantum

computing, has been of keen interest very recently. Starting with understanding what

quantum advantages are achievable in machine learning to how to implement, a variety

of studies has currently been conducted—hence, a subfield, so-called the quantum

machine learning (QML), has emerged [1, 2]. One of the celebrated results in QML

is the achievement of an exponential computing speedup in data classification by using

useful quantum linear algebra kernels [3]. This result has been generalized other machine

learning tasks requiring the linear optimization, such as linear regression [4, 5], principal

component analysis [6], etc. Such a generalized method for QML includes the strong

theoretical proofs of the quantum computational learning speedup‡.
Meanwhile, the field of QML has shifted its focus to studying the properties

of data described in Hilbet-space; in other words, (so-called) the quantum data has

become important§. Such a development trend is unsurprising since the machine

learning is essentially a data-driven process. One significant recent achievement is the

discovery that some eligible data representations in the quantum Hilbert-space, such

as quantum feature map, offer the quantum computational advantages [10, 11]. Since

then, subsequent researches have continued to explore the various QML advantages in

terms of the quantum data-encoding [12, 13]: in short,

{(x, c(x))} → |Ψ(x, c(x))⟩ , (1)

where x ∈ X denotes a user-recognizable classical data and c ∈ C is a target map.

From another perspective, there have been several studies exploring the properties

of the security in QML. Here, the security in the learning refers to the safeguarding

of a client’s confidential data and learning outcomes from any external intruders. This

scenario, i.e., in which more than one learning party is involved, is natural in machine

learning and becomes a useful interface between the security, computation, and machine

learning. In a few early studies and subsequent works, it has been shown that a client

can learn a task securely by leveraging a server at a distant place [14, 15]. After that,

the efforts are underway to contextualize the ideas devised for specific applications into

general principles. For example, the security-related QML algorithms, such as anomaly

detection, have been studied in a data-networked setting [16, 17, 18]. In Ref. [19], a

security condition is defined by the theoretical bounds of the learning sample complexity.

Recently, a secure quantum pattern encoding has been studied in the framework of the

continuous-variable system [20]. However, there remains a lack of studies that leverage

the power of the quantum-encoded data in terms of the machine learning security.

‡ However, although promising, several controversies also exist in developing QML based on the

quantum linear-algebra kernels because it appears to be impractical to realize the quantum speedup

without accessing a largely-superposed sample, or equivalently, without using a imaginary quantum

gadget, quantum random-access memory. For more details, refer to Refs. [7, 8, 9].
§ Note that while by “quantum data” here we mean the quantum state into which the classical data

is encoded, it is not a general-purpose terminology in QML.
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Building upon previous research and in the line with Ref. [19], we investigate the

theoretical conditions under which an authorized learner exclusively achieves superior

learning outcomes. To this end, we introduce the concept of learning probability

within the computational learning framework known as probably-approximately-correct

(PAC) learning [21, 22]. This model setting enables us to quantitatively measure

the performance of authorized and eavesdropping learners. By utilizing a classical-

quantum hybrid data encoding [23, 24], dubbed here as quantum label encoding, we

present a theorem proving that a certain level of learning outcome quality is guaranteed

exclusively for the authorized learner and not for the eavesdropping learners. Our study

extends beyond theoretical proof to a practical application, the image classification

using convolutional neural network (CNN). This demonstration confirms that a specific

quality of learning outcomes, attainable only by the authorized learner, can indeed be

observed in practical tasks. We expect our study to offer a framework for analyzing the

learning performances in quantum secure learning scenarios, with a focus solely on the

properties of the quantum training data.

2. Authorized-learner attainable learning probability

In a broad sense, the learning is defined as a process of returning a hypothesis function

h ∈ H close to a given target function, called concept, c ∈ C which maps the inputs x

to their corresponding labels c(x). Here, an important assumption is that a learner, say

L , can access to a finite set S of the training data. The difference of h to c is evaluated

by using an error function R(c, h) = 1
|T |

∑
x∈T Ic(x) ̸=h(x), where T is the test dataset and

Iω is the indicator of the event ω [22].

In such a framework, the classification has frequently been studied due to its wide

applicability. In particular, one of the beauties of the classification problem is that it

allows the data-driven analysis [25]. Thus we consider the classification problem in this

study. The classification is defined as below:

Definition 1 Given a fixed H, assume that L can access the training data such that

Θ = {(x, y = c(x))|x ∈ X , c ∈ C}. (2)

Then, the task is to find the best h ∈ H that has a small R(c, h). Here, x represents an

input of arbitrary form and y = c(x) ∈ {0, 1}.

2.1. Probably-Approximately-Correct learning

In computational learning theory, we need useful measures of the quality of the learner

L . Here, we introduce the model of probably-approximately-correct (PAC) learning,

which provides a notion of sample complexity to evaluate the size of the training data

(i.e., |Θ| in our case) required for L to learn a family of C. Firstly, we define a PAC

learner as [21]
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Definition 2 For any concept class C and any dataset Θ satisfying |Θ| ≤
poly(1

ϵ
, 1
δ
, |C|), if an ϵ-approximated hypothesis h is returned with a probability of more

than 1− δ, namely if the following is satisfied,

Pr(R(h, c) ≤ ϵ) ≥ 1− δ, (3)

the concept class C is said to be “PAC-learnable” and L is called “(ϵ, δ)-PAC learner.”

Here, ϵ and 1− δ are known as the inaccuracy and confidence, respectively.

In the PAC learning model, the following theorem has been proven:

Theorem 1 L can become a (ϵ, δ)-PAC learner iff

|Θ| ≥ Mb =
1

ϵ
ln

|H|
δ

, (4)

where |H| is given as a complexity of the space H, often-called the model complexity.

Here, we consider that L has a finite model parameters.

We call Mb a sample-complexity bound. However, if the training data Θ is noisy

(specifically, L sometimes encounters flipped labels c(x) ⊕ 1), the sample-complexity

bound in Eq. (4) should be modified as [26]

Mb,η =
2

ϵ2 (1− 2η)2
ln

(
2 |H|
δ

)
, (5)

where η ∈
[
0, 1

2

)
is the portion of the noisy pairs (x, c(x)⊕ 1) involved in Θ. However,

we should note that in this case, i.e., where the noise η exists, the sample-complexity

bound Mb,η is not perfectly tight; in other words, if |Θ| ≥ Mb,η, then L can be (ϵ,

δ)-PAC learner, but its inverse is not generally guaranteed.

Now let us consider a learner L who is accessible to a dataset Θ and we presume

that L is a (ϵ, δ)-PAC learner. By recalling Eq. (5) and using |Θ| ≥ Mb,η, we can derive

the following: For a finite ϵ,

δ ≥ e−
1
2
ϵ2(1−2η)2|Θ|. (6)

Note here that we focus on the lower bound values of δ with respect to |Θ|, ϵ, and η,

and hence, the model complexity |H| is not considered. Then, we derive a corollary:

Corollary 1 Given C, assume that a learner L capable of accessing the dataset Θ

attempts to be a PAC learner with R(h, c) ≤ ϵ. Then, from Theorem 1 and Eq. (6),

the following holds: L can be a (ϵ, δ)-PAC learner if L set the lower bound of δ such

that

δ ≥ e−γ|Θ|, (7)

where γ = ϵ2(1−2η)2

2
. Here, Mb,η ≤ |Θ| ≤ poly(1

ϵ
, 1
δ
, |C|).

This corollary represents the lower bound of δ to ensure that L becomes a (ϵ, δ)-PAC

learner for a given dataset Θ and allowed learning inaccuracy ϵ. However, we note that

Eq. (7) does not restrict the maximum learning probability achievable by L . This is

because the sample-complexity bound in Eq. (5) is not tight.
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2.2. Learning probability

In general, a learning process involves finding a hypothesis h ∈ H and testing whether

the identified h can be qualified as the true solution, in which a certain size of data within

Θ is consumed. The learning accuracy R(c, h) ≤ ϵ can be addressed by a halting rule,

which determines when the learning process is complete. In this context, we introduce

the notion of learning probability, defined as follows:

Definition 3 For a given dataset Θ and a desired level of the learning accuracy, i.e.,

R(c, h) ≤ ϵ, the learning probability, denoted as PL(|Θ| , ϵ), is defined as the probability

of completing a learning with no more than the number |Θ| of training data.

To understand the learning probability, we can cast a simple model based on so-

called the random test model. In this model, the learning is iterated to achieve h = c

by consuming the data. Here, the inaccuracy ϵ is not considered because the random

test is basically an exact model. Then, the learning probability at any |Θ|-th iteration

round can be approximated as

P rs
L (|Θ|) =

|Θ|∑
k=1

p(1− p)k−1 ≃ 1− e−ξ|Θ|, (8)

where p is a probability of a randomly selected h being the solution c, and ξ−1 is the rate

parameter to characterize the model performance. The probability p depends only on a

distribution D at each selection, and has no influence on the subsequent learning rounds.

Here we assume the use of only a single sample, i.e., (x, c(x)), for the learning, which

does not affect the generalization of Eq. (8). Here, even if an arbitrary batch of samples

is used in a round of the learning, its effect can be incorporated into ξ. Given that

the learning probability can be viewed as a cumulative distribution function, the rate

parameter ξ−1 can directly be interpreted as the average number of data consumption

to achieve c. Such a toy model is often considered to establish a worst-case bound of the

learning performance. Thus, throughout this work, our discussion focuses on learning

algorithm that are at least superior to this random selection. Hence, we premise the

following condition as fundamental:

PL(|Θ| , ϵ) ≥ P rs
L (|Θ|), (9)

where PL(|Θ| , ϵ) a learning probability for an arbitrary learning algorithm.

Then, we note the following:

Remark 1 For given dataset Θ and fixed ϵ, the learning probability PL(|Θ| , ϵ) directly
corresponds to the confidence 1− δ.

The immediate consequence of our note in Remark 1 is that we can establish a link

between the learning probability and the PAC learning. For example, it allows us to

rewrite the (ϵ, δ)-PAC learning condition of Eq. (3) as

PL(|Θ| , ϵ) ≥ 1− δ. (10)
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Here, the crucial point is that the theoretical statement has been transformed into

practically assessable metrics. Consequently, based on Eq. (10), the necessary ϵ and δ

for a given L to qualify as a PAC learner can be analyzed using the accessible physical

quantity, i.e., the learning probability (as shown later). For unspecified learner L , the

theoretical framework of the computational learning remains valid, allowing the PAC

learnability to be specified by the size of the training data (using Theorem. 1).

2.3. Condition for authorized-learner attainable learning probability

In this subsection, we establish a condition that permit or restrict the qualitative

differences in the learning outcomes achievable by an authorized learner, say LA, and

an eavesdropping learner, say LE. Here, the term “authorized” means that the learner

has the permission to access the training data. To this end, we first consider the use of

a sort of “classical-quantum hybrid” encoded data as [23, 24]:

ΘQ = {(x, |c(x)⟩)|x ∈ X , c ∈ C}. (11)

Comparing with the use of Θ in Eq. (2), the notable point is that the label c(x) is

encoded into a qubit, which is called “quantum label encoding.” Then, let us consider

the following scenario: LA accesses to, say, a data center, via a classical and quantum

channel, denoted as CC and CQ, respectively. The concept of the data center is often

casted, where it usually possesses the (big) data for learning [27, 28]. Here, a quantum

protocol P can be employed to transmit ΘQ to LA. In such a setting, LE can intrude

(CC , CQ) to attain his/her own data ΞQ,E = {(x, ρ̂E(x))}, where ρ̂E(x) is the state of

labels. We indicate that ρ̂E(x) is not pure, i.e., ρ̂E(x) ̸= |c(x)⟩ ⟨c(x)|, due to the noise

ηE = 1− max
SE(P)

FE, (12)

where SE(P) denotes LE’s eavesdropping strategy in the protocol P and FE is the

ensemble fidelity, given by

FE =
1

|ΞQ,E|
∑

x∈ΞQ,E

Tr(ρ̂E(x) |c(x)⟩ ⟨c(x)|). (13)

Here, we note that, due to the principle of quantum mechanics, LE’s intervention

inevitably causes the disturbance, i.e., noise, in CQ [29, 30]. In consequence, LA would

also have an imperfect dataset ΞQ,A = {(x, ρ̂A(x))} with the noise ηA. This noise factor

ηA could be understood as the “quantum-bit-error rate” in the context of quantum-key-

distribution scenario [31]. Here, it is generally assumed that

|ΞQ,E| ≤ |ΞQ,A| ≤ |ΘQ| . (14)

On the basis of the previous discussions, we present a proposition:

Proposition 1 There is a robust protocol, denoted as P, which restricts any L ’s

strategy SE(P) to satisfy

(ηA < η⋆) ∧ (ηE < η⋆) . (15)
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Here, η⋆ represents a critical threshold where the reductions in ηA and ηE coincide. The

determination of η⋆ hinges on the strategies SE(P) formulated within the framework of

quantum mechanics.

Here, we have assumed the following: [A.1] Firstly, LE has no influence on the choices

of x to set Θ. [A.2] Second is that LE cannot intrude the devices of data center and

LA directly; e.g., the random number generator and/or measurements. [A.3] Lastly,

LE’s strategy has to obey the quantum mechanics.

Now, let us consider that LA cast a robust protocol P satisfying Eq. (15). As

indicated, during the data transmission, the prepared datasets ΞQ,A and ΞQ,E by LA

and LE are noisy. In this situation, the following holds (from Corollary 1): For the

given ΞQ,A and ΞQ,E, [C.1] LA is ensured to be (ϵA, δA)-PAC learner by limiting δA ≥ δ⋆A
and [C.2] LE is ensured to be (ϵE, δE)-PAC learner by limiting δE ≥ δ⋆E. Here, δ

⋆
A and

δ⋆E are defined as

δ⋆A = e−γA|ΞQ,A| and δ⋆E = e−γE|ΞQ,E|, (16)

where γA =
ϵ2A(1−2ηA)2

2
and γE =

ϵ2E(1−2ηE)2

2
. Then, we can obtain the following:

Theorem 2 For a protocol P satisfying Eq. (15), LA is ensured to be a (ϵA, δA)-PAC

learner by limiting δA ≥ δ⋆A. Here, if ηA > η⋆ is secured from ΞQ,A, there is no condition

that ensures LE becomes a (ϵE, δE)-PAC learner satisfying

(ϵE ≤ ϵA) ∧ (δE ≤ δA) . (17)

The proof of this theorem is straightforward. At first, let ϵE = ϵA. Then, from Eq. (14)

and Eq. (15), we can prove that

ηA < η⋆ ⇒ δ⋆A < δ⋆E. (18)

Thus, even if LE is ensured to be a PAC learner exhibiting ϵE = ϵA (as per [C.2]), the

condition δE ≤ δA cannot be satisfied. On the other hand, LE can consider the setting

δ⋆A = δ⋆E. However, this is only possible when ϵE > ϵA [see Eq. (16)]. Consequently,

Theorem 2 holds. Here, it should be noted that Theorem 2 does not, in principle,

prohibit LE from returning a single learning outcome that satisfies Eq. (17); however,

does not ensure it. If the tight bound of Eq. (5) is derived, Theorem 2 can be extended

to a stronger condition, namely that prohibits LE from achieving Eq. (17) in any cases.

OurTheorem 2 has noteworthy implications: (i) Firstly, it establishes a theoretical

condition, based on the quantum theory, that limits the guarantee of learning quality

achievable by any eavesdropping learner. The validity of Proposition 1, which

underpins Theorem 2, is grounded in the quantum no-cloning theorem [32, 33] and/or

the tradeoff between information gain and disturbance [29, 34]. (ii) Secondly, an

authorized learner LA can confirm the limitations imposed on LE based, solely, on

the noise degree in his/her own dataset ΞQ,A. (iii) Lastly, the validity of Theorem 2

is contingent upon the existence of the transmission protocol P that meets the criteria

in Eq. (15). Thus, by minimizing η⋆ by developing more efficient quantum encoding

schemes, one can effectively lower the learning quality ensured for LE.
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Figure 1. A schematic of the protocol P. LA prepares a qubit state |k⟩ (k = 0, 1,±)

and send it to D via CQ. The state |k⟩ is passed through a function F with a chosen x.

F generate a pair (x, |c(x) ⊕ k⟩) when k = 0, 1, and (x, |k⟩) when k = ±. The output

pair is returned to LA via CC and CQ. At this point, LA obtains a training data for

k = 0, 1. For k = ±, LA performs a σ̂x measurement to check if the incoming qubit

has been disturbed by LE . By repeating this process, LA obtains a noisy dataset

ΞQ,A = {(x, ρ̂A(x))}, estimating ηA [as in Eq. (19)]. Following the strategy SE(P),

LE also obtains a dataset ΞQ,E = {(x, ρ̂E(x))} with ηE .

3. CNN-based image classification

The theoretical proofs demonstrating the learning outcome superiority of LA over LE

may not always be feasible. For instance, the learning models required to observe the

superiority of LA’s learning (as detailed in Theorem 2) might not be available in

real-world scenarios, or the amount of data |ΘQ| required might be excessively large.

Therefore, in this section, we aim to validate the theoretical insights established in

the previous Sec. 2 by using the convolutional neural networks (CNNs) for image

classification.

3.1. Protocol

In this subsection, we introduce a data transmission protocol P described in

Proposition 1, which is a slightly modified version of the method from Ref. [19].

Firstly, let us consider a data center, denoted as D , which has a finite set of the training

data Θ = {(x, c(x))} (where |Θ| ≪ 2n). Here, assume that the inputs x can be shared

publicly∥, but the labels c(x) ∈ {0, 1} for each input x should be provided only to

LA. In such a setting, the protocol runs as follows: LA prepares a state |k⟩ from the

set {|0⟩ , |1⟩ , |±⟩} at random (i.e., with 1
4
probability) and sends it to D through CQ.

∥ This assumption is not arbitrary. In fact, in the encoding in Eq. (11), the input values x are treated

as classical. In LE ’s strategy, which includes quantum theory, x can be cloned or intercepted.
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For the incoming |k⟩, D chooses an input x involved in TD . Then, the pair (x, |k⟩)
(k = 0, 1,±) is processed by a function F , which is equipped in D . The function F

transforms the qubit state such that |k⟩ becomes |c(x)⊕ k⟩ for k = 0, 1; the state |±⟩
remains unchanged for k = ±¶. The encoded pairs (x, |c(x)⊕ k⟩) or (x, |±⟩) passed

through F is delivered to LA via CQ and CC . Thus, LA obtains a pair (x, |c(x)⊕ k⟩)
for the learning when k = 0, 1, and (x, |k⟩) when k = ±. Here, for k = ±, LA

performs σ̂x measurement to check whether the state |±⟩ has been disturbed in CQ,
thereby detecting any eavesdropping learners. By repeating this process, LA is allowed

to obtain a (noisy) dataset ΞQ,A = {(x, ρ̂A(x))}. If there is no LE’s eavesdropping, LA

can get a clean training data ΘQ = {(x, |c(x)⊕ k⟩)} for k = 0, 1. The noise factor ηA
can be estimated by counting the unexpected changes, i.e., |±⟩ → |∓⟩, such that

ηA =
Nerr±

|{(x̃, |±⟩)}|
, (19)

where Nerr± denotes the number of changed results in LA’s σ̂x measurements and

{(x̃, |±⟩)} is the set of the invalid training data. Here, the tilde symbol above x is used

to distinguish it from those in ΞQ,A; namely, {x} ∩ {x̃} is null, and (x̃, ρ̂(x̃)) /∈ ΞQ,A.

The eavesdropping learner LE, faithfully following the eavesdropping strategy SE(P),

can also extract a dataset ΞQ,E = {(x, ρ̂E(x))} with ηE. We note that the value of ηE
cannot be estimated in SE(P). A schematic of this protocol P is depicted in Fig. 1.

The protocol P described above allows us to identify a threshold value η⋆ satisfying

Eq. (15). For this, we can cast a useful quantity: the information accessible to LA (or

LE) from the dataset Θ, represented by the mutual information IΘA (or IΘE) [35, 36].

Noting that IΘE can be maximized by the eavesdropping strategies SE(P), let us consider

the following quantity:

IΘA − max
SE(P)

IΘE, (20)

which can quantify the threat of LE’s eavesdropping on the training data. Here, we

provide a conjecture

Conjecture 1 A higher quality learning outcome for LA is guaranteed when Eq. (20)

has a positive value, specifically, when the following condition, known as Holevo’s

condition [37], is met:

IΘA ≥ max
SE(P)

IΘE. (21)

Given that the learning is fundamentally a data-driven process, this conjecture, which

indicates the direct correlation between the amount of information extractable from

training data and learning outcome quality, is intuitive [38, 39].

¶ The function F , sometimes referred to as an “oracle,” provides the direct access to the information

of c. While this F is typically treated as a black-box operation, it can be implemented in a classical-

quantum hybrid circuit level. For details about the realization of F , see Appendix A in Ref. [19] or

Ref. [24].
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As explained in Sec. 2-C, the protocol P , based on quantum theory, reflects the

tradeoff between the quality of the datasets obtained by LA and LE, specifically,

between ηA and ηE. This leads to a tradeoff between IΘA and maxSE(P) IΘE, with

the threshold value η⋆ being identified at the point where IΘA and maxSE(P) IΘE are

equal. Here, we note that as the strategy SE(P) of LE improves, the value in

Eq. (20) decreases to zero, and η⋆ becomes smaller. This implies that better SE(P)

requires stricter condition to ensure superior learning outcome for LA. Currently, the

best strategy SE(P), so-called the collective attacks, gives η⋆ ≃ 0.11. For SE(P)

corresponding to memoryless and individual attacks, we can identify η⋆ ≃ 0.154 and

η⋆ ≃ 0.146, respectively. Such the discussions are deeply rooted in the quantum secure

communication scenario (for more details, see Ref. [31]).

3.2. Image classification

Here we investigate whether the theoretically established aspects of the learning

superiority for LA appear in practice. We thus design the task as follows: LA receives

the training dataset from D via P , and subsequently, performs the classification learning

by employing the convolutional neural networks (CNNs). For multifaceted analysis, we

employ three different types of the pre-trained models: DenseNet201 (DN), Xception

(XC), and NASNetLarge (NNL)+. We use an image-set consisting of cats and dogs

provided by ImageNet∗. Each image is represented as an input x and the corresponding

label is encoded as |c(x) = “cat”⟩ (say, |0⟩) or |c(x) = “dog”⟩ (say, |1⟩). The image data

ΘQ = {(xi, |c(xi)⟩)} is then transmitted to LA via P . The test dataset (̸⊆ ΘQ) used

to evaluate R(h, c) is assumed to be fully classical. This is to ensure that the learning

performances of both LA and LE are fairly evaluated.

No eavesdropping.—At first, assuming no eavesdropping learner(s) LE and no

disturbance on P , we perform the numerical simulations to quantify the learning

probability of LA. To run CNN learning simulations, we use a workstation using RTX

3080 GPUs. We begin by setting a target learning accuracy R(h, c) < ϵT , and count

the amount of training data ⊆ |ΘQ| required to achieve ϵT . Throughout the learning

process, we evaluate R(h, c); if R(h, c) falls below the threshold ϵT , the learning is

considered complete. For the chosen ϵT , we obtain the learning probability PL(|ΘQ| , ϵT )
by repeating the learning. The learning outcomes from 150 independent runs in each

pre-trained model—DN, XC, and NNL—are analyzed. The results are summarized in

Fig. 2 and 3. Firstly, we give the achievable ϵ for different data sizes |ΘQ| in Fig. 2(a).

The learning accuracy improves with data size |ΘQ| but reaches a threshold. This

threshold depends on the used CNN model. We then plot the learning probabilities

PL(|ΘQ| , ϵT ) for ϵT = 0.01 and ϵT = 0.03 in Fig. 2(b) and 2(c), respectively. As noted in

+ DenseNet201 is a simplified model optimized for training speed, making it useful for fundamental

analyses, such as learning feasibility. NASNetLarge is a more complex model focused on optimizing

the quality of the learning outcomes. Xception is considered a balanced model that incorporates

characteristics of both aforementioned models [See Fig. 2(a)-(c)].
∗ The official website of ImageNet is available at http://www.image-net.org.

http://www.image-net.org
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Figure 2. (a) First, we plot the graphs showing the average accuracy obtained to

the size of the training data |ΘQ| used for each CNN model—DN, XC, and NNL.

Generally, a larger size of |ΘQ| allows for more accurate learning, but improvements

reach a plateau beyond a certain threshold depending on the used CNN model. The

achievable accuracy ranks in order: NNL, XC, and DN. We run each of the three CNN

models through 150 trials of the learning and, for (a) ϵT = 0.03 and (c) ϵT = 0.01,

we plot the learning probability PL(|ΘQ| , ϵT ) based on the cumulative distribution of

the used data. As mentioned earlier, these learning probability graphs provide insights

into whether LA qualifies as a PAC learner.

Remark 1, PL(|ΘQ| , ϵT ) is a measurable physical quantity that can be used to identify

the confidence 1− δ, allowing to define LA as a (ϵT , δ)-PAC learner based on Eq. (10).

For instance, if more than 1000 data samples are available, LA using DN model can

achieve an accuracy of, at least, ϵ = 0.03 with the confidence over 80% (i.e., δ ≤ 0.2);

in other words, LA can serve as a (ϵ = 0.03, δ ≤ 0.2)-PAC learner with DN when

|ΘQ| ≥ 1000 data samples are used (see Fig. 2(b)). However, when ϵT is set to be 0.01,

LA, using DN has to set a lower confidence level to qualify as a PAC learner, as shown in

Fig. 2(c). Fig. 3 presents the histograms, showing the distribution of ϵ obtained by each

CNN model for |ΘQ| = 100, 1000, 5000, and 10000. The histograms show that despite

performance differences, each CNN model learns reliably. However, when the training

data size is insufficient, it would be challenging to achieve high learning accuracy (see

Fig. 3(a) for an extreme case).

Eavesdropping via collective-attack.—Next, we analyze the CNN learning by

assuming an eavesdropping by LE. To explore a worst-case scenario, we assume a

collective attack strategy SE(P) by LE, and η⋆ ≃ 0.11 [31]. Here, we set |ΘQ| =

|ΞQ,A| = |ΞQ,E|. Then, the noisy datasets ΞQ,A and ΞQ,E for LA and LE are generated

via P . Both LA’s and LE’s CNN learnings are performed on the identical GPU (RTX-

3080) workstation. This simulation is repeated 150 times for each pre-trained CNN

model (DN, XC, and NNL) under different ϵT and |ΘQ|. Here, we consider two cases

of ϵT = 0.01 and 0.03, and three cases of |ΘQ| = 5000, 10000, and 15000. In Fig. 4,

we plot the learning probabilities with respect to ηA. When ηA = η⋆ = 0.11, both LA

and LE have (nearly) same learning probabilities. However, as ηA decreases with less
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Figure 3. Histogram distributions of the learning accuracy (1 − ϵ) achieved for

each model (DN, XC, and NNL) and available data sizes (|ΘQ| = 100, 1000, 5000,

and 10000), with intervals of 0.01. Generally, as the size of the available dataset

increases for all models, higher learning accuracy is achieved consistently, allowing for

successful completion of the CNN learning. However, with insufficient training data,

the distribution of the resulting learning accuracy becomes wider, making it difficult

to consistently achieve high-quality learning outcomes. This pattern is prominent in

inefficient learning models.

aggressive eavesdropping, LA’s learning probability increases while LE’s decreases. This

pattern indicates a strong correlation between the amount of information extractable

from the training data and the learning probability. These observations align well with

our Theorem 2 and Conjecture 1. To more clearly observe the differences in learning

outcome quality between LA and LE, we compare the histogram distributions of ϵ

achieved from the learning of each CNN model (DN, XC, and NNL). Herein, we draw the

histograms for three different ηA values, 0.01, 0.03 and 0.05, in Fig. 5, Fig. 6, and Fig. 7,

respectively. These histograms show that in LA’s learning, the accuracy below the

desired threshold ϵT can consistently be achieved, while the accuracies obtained in LE’s

learning are inconsistent. Such the performance limitations of LE are evident when LA’s

dataset ΞQ,A is less noisy, or equivalently, when ηA is small. The results demonstrate

that LA can achieve a guaranteed superior learning quality. However, with significant

performance differences and/or for excessively large data sizes |ΘQ|, the results may
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(f)  = 0.01, N = 15000
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Figure 4. We plot graphs of the learning probability PL(|ΘQ| , ϵT ) of LA and LE

versus the noise level η for each pre-trained CNN model (DN, XC, and NNL). These

graphs illustrate six cases (a)-(f), with target accuracy set to ϵT = 0.03 and 0.01,

and data sizes |ΘQ| of 5000, 10000, and 15000. As predicted by Theorem 2 and

Conjecture 1 in the theoretical analysis, a clear trade-off relation is observed between

the quality of the learning outcomes for LA and LE . For details, see the main text.

deviate from the predictions. More specifically, this includes cases where the model is

robust enough to maintain its good learning performance regardless of the noises; or

cases where the dataset is so large that even a high fraction of the contaminated data

does not significantly impact the learning. For example, in the performance-optimized

model with ample data, the reduction in LE’s learning probability in the noise levels

ηA ∈ (0.05, η⋆] is not particularly abrupt, as shown by the LE’s NNL results in Figs. 4(c)

and 4(f), as well as Fig. 7. For the DN or XC models with large training data and ηA
close to η⋆, the learning probabilities of LE appear similar to, or even higher than, those

of LA. This phenomenon reflects a heuristic trait of the machine learning.

4. Conclusion

In this study, we have explored the conditions to ensure a specific quality of learning

outcomes for an authorized learner, building on quantum label encoding and secure

data transformation. Unlike previous studies, we identified the precise conditions under

which only an authorized learner can achieve superior learning results. By establishing a
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Figure 5. For a noise level of η = 0.01, i.e., when LE ’s data extraction from ΘQ is

less aggressive to avoid detection, the histogram distributions of the learning accuracy

(1 − ϵ) obtained by LA and LE through each pre-trained model (DN, XC, and NNL)

are shown at intervals of 0.01 for the data sizes |ΘQ| of 5000, 10000, and 15000,

respectively. In all pre-trained models, a clear difference in the quality of the learning

outcomes between LA and LE is observed.

connection between the probably-approximately-correct (PAC) learning and the concept

of learning probability, we provided a quantitative measure of the learner’s performance.

Our findings demonstrated that under certain conditions, an authorized learner can

attain a guaranteed learning quality, while an eavesdropper is not ensured the same

results. However, these conditions do not entirely prevent an eavesdropping learner from

obtaining some level of learning quality, which reflects the inherent heuristic nature of

machine learning and the tightness of the PAC sample-complexity bound when dealing

with noisy data. If a perfectly tight sample-complexity bound can be found—still

underived in the computational machine learning—our findings would directly lead to a
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Figure 6. For a noise level of η = 0.03, indicating a more aggressive eavesdropping by

LE , the histogram distributions of the learning accuracy (1 − ϵ) obtained by LA and

LE through each pre-trained model (DN, XC, and NNL) are shown at intervals of 0.01

for the data sizes |ΘQ| of 5000, 10000, and 15000, respectively. While the probability

of detecting LE increases, the gap between LA’s and LE ’s learning patterns begins

to narrow (e.g., in XC and NNL).

stringent condition that strictly prevents the eavesdropping learner(s) from surpassing

a specific threshold of learning quality.

Beyond theoretical proofs, we applied our approach to practical scenarios, the

image classification, using convolutional neural networks (CNNs). By incorporating

the quantum label encoding and data transmission protocol into the CNN-based image

classification, we validated our main theoretical prediction: a specific level of the learning

accuracy (ϵ) and confidence (1 − δ) can be guaranteed exclusively for the authorized

learner. This empirical evidence highlights the practical relevance of our theoretical

results in real-world applications. Here it should be emphasized the authorized learner’s
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Figure 7. For a noise level of η = 0.05 (i.e., when LE ’s data extraction from ΘQ is

relatively large), the histograms for LA’s and LE ’s CNN learnings are shown. In the

performance-optimized model, such as NNL, with ample training data, both LA and

LE can achieve a similar learning accuracy.

superior outcomes and the data security can be ensured purely through the authorized-

learner-only measurable quantities related to the training data, namely, its size (|ΞQ,A|)
and noise degree (ηA).

Our study introduces an alternative paradigm that integrates quantum computing,

machine learning, and data security. By employing the quantum encoding, our approach

ensures an exclusive learning performance for the authorized user, enhancing the data

security. These findings have the potential to expand the researches of quantum

computing and quantum machine learning, particularly in fields where the data security

is crucial.
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