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Abstract—This article presents fully distributed Lyapunov-
based attack-resilient secondary control strategies for islanded
inverter-based AC microgrids, designed to counter a broad spec-
trum of energy-unbounded False Data Injection (FDI) attacks,
including exponential attacks, targeting control input channels.
While distributed control improves scalability and reliability,
it also increases susceptibility to cyber threats. The proposed
strategies, supported by rigorous Lyapunov-based proofs, ensure
uniformly ultimately bounded (UUB) convergence for frequency
regulation, voltage containment, and power sharing, even under
severe cyber attacks. The effectiveness of the proposed approach
has been demonstrated through case studies on a modified IEEE
34-bus system, leveraging simulations and real-time Hardware-
in-the-Loop experiments with OPAL-RT.

Index Terms—Distributed resilient secondary control, FDI
unbounded attacks, AC microgrids, Containment control.

I. INTRODUCTION

AC microgrids in islanded mode typically follow a hier-
archical control structure with primary, secondary, and ter-
tiary levels. Distributed control at the secondary level en-
hances reliability, scalability, and communication efficiency
[1]. However, incorporating information and communication
technology increases vulnerability to cyber attacks due to
limited global situational awareness [1], [2]. Severe attacks
can go undetected in real-time, making cybersecurity crucial,
especially given the low frequency stability and scarce defense
resources in isolated microgrids [3]. Common attacks like
replay, denial-of-service (DoS), and false data injection (FDI)
can disrupt sensor readings, control inputs, and communication
networks and affecting synchronization. Given that attack-
detection methods may struggle against stealthy attackers
[2], enhancing the self-resilience of large-scale networked
microgrids with attack-resilient control protocols is essential.
These distributed protocols maintain performance by mitigat-
ing disturbances and attacks without detecting compromised
components, focusing on local solutions for resilience [4]–
[10]. Ref [9] proposes a resilient control method that improves
conventional distributed control by adding compensation terms

based on errors between neighboring frequency and active
power signals. Ref [8] presents a robust and resilient dis-
tributed optimal frequency control for AC microgrids by
integrating the cyber-physical system with an auxiliary com-
munication network layer. Most AC microgrid studies treat
disturbances, faults, or attacks as bounded signals. However,
recent research highlights unbounded false data injections,
exploiting quantum computing’s capabilities to target various
components of cybersystems, maximizing damage and posing
severe threats to microgrid stability, especially in islanded
systems [5]–[7], [11], [12]. Traditional defenses mechanism
may be insufficient against these complex attacks.

In this paper, we tackle the practical yet challenging prob-
lem of cooperative resilient secondary defence strategy in AC
microgrids under a wide range of unbounded attacks, including
exponential energy-unbounded FDI (EU-FDI) attacks. Unlike
prior studies that primarily address either bounded attacks or
so-called unbounded attacks with bounded first derivatives
[5], [6], [10], our methodology relaxes these constraints.
Unbounded attacks that target the control input and influence
the rate of change of controlled variables can induce rapid
fluctuations in these variables before they reach their physical
saturation limits, potentially destabilizing the system. This
underscores the pressing need for robust defense strategies to
ensure microgrid stability amidst sophisticated cyber threats,
especially in the emerging quantum area. The contributions of
this paper are summarized as follows:

• We propose fully distributed, attack-resilient defense
strategies for secondary frequency and voltage control in
AC microgrids. Our approach utilizes a compensational sig-
nal designed to counteract unbounded cyber-physical attacks,
including EU-FDI, through an adaptively tuned parameter
based on neighborhood information. Unlike existing solutions
[5], [6], [10], which handle limited unbounded attack signals
with bounded first-order derivatives, our strategies expand
upon previous work [7] to address a wider range of threats,
enhancing microgrid defenses against malicious attacks.
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• A rigorous proof based on Lyapunov stability analysis
demonstrates that that the proposed cyber-physical resilient
secondary control ensures UUB convergence for frequency
regulation, voltage containment, and power sharing, even
under exponentially unbounded attacks.

• The proposed defense strategies are fully distributed,
requiring no global information, ensuring scalability and plug-
and-play capability. Their effectiveness has been demonstrated
through case studies on a modified IEEE 34-bus system using
simulations and real-time hardware-in-the-loop experiments
with OPAL-RT.

II. PRELIMINARIES ON SPARSE COMMUNICATION
NETWORK

A. Notation and Graph Theory
The minimum and maximum singular values, σmin(·) and

σmax(·), denote a matrix’s smallest and largest singular values.
Sets F = {1, 2, . . . , N} and L = {N + 1, N + 2} represent
follower and leader nodes, respectively, with 1N as an all-ones
vector. Operators ⊗, diag(·), and ∥ · ∥ indicate the Kronecker
product, block diagonal matrix, and Euclidean norm. A net-
work with N inverters and two leader nodes is modeled by the
digraph G = (V, E ,A), where leaders issue reference values,
followers communicate via adjacency matrix A = [aij ], and
node interactions are defined by the Laplacian L = D − A.
The pinning gain gir indicates leader influence on followers,
with Gr = diag(gir) as the pinning matrix.

III. COOPERATIVE CONTROL OF AC MICROGRIDS

An inverter-based distributed generation (DG) system con-
sists of a Voltage Source Inverter (VSI) along with internal
power, voltage, and current controllers designed to oversee
and regulate the terminal voltage and operating frequency
of the DG. The primary control level is the local control
of DGs, which typically employs droop control techniques.
These techniques govern the frequency of DGs by adjusting
active power and regulate the voltage magnitude by managing
reactive power. The primary droop mechanism for the ith
inverter is expressed as follows:

ωi = ωni −mPi
Pi, (1)

vodi = Vni − nQi
Qi, (2)

where Pi and Qi are the active and reactive powers, respec-
tively. ωi and vodi are the operating angular frequency and
the d component of in abc to dq0 transform (park transform)
of inverter terminal voltage, respectively. mPi

and nQi
are

P − ω and Q − v droop coefficients selected per inverters’
power ratings. ωni and Vni are the setpoints for the primary
droop mechanisms fed from the secondary control layer. The
secondary control is to restore the operating frequency and
terminal voltage magnitude of DGs to the reference frequency
and voltage. Standard secondary control functions as an
actuator, supplying input control signals to adjust setpoints
in decentralized primary control. We differentiate the droop
relations in (1) and (2) with respect to time to obtain

ω̇ni = ω̇i +mPi
Ṗi = ufi , (3)

V̇ni = v̇odi + nQi
Q̇i = uvi , (4)

where ufi and uvi are auxiliary control inputs to be designed
later. To synchronize each inverter’s terminal frequency and
maintain voltage within acceptable limits, we adopt a leader-
follower containment-based secondary control [5]. The local
cooperative frequency and voltage control protocols at each
inverter will be designed based on the following relative
information with respect to the neighboring inverters and the
leaders

ω̇ni = cfi

∑
j∈F

aij
(
ωnj − ωni

)
+
∑
k∈L

gik (ωnk − ωni)

 (5)

V̇ni = cvi

∑
j∈F

aij
(
Vnj − Vni

)
+
∑
k∈L

gik (Vnk − Vni)

 (6)

where cfi and cvi are constant gains. The setpoints for the
primary-level droop control, ωni and Vni , are, then, computed
from ufi and uvi as ωni =

∫
ufi d t, Vni =

∫
uvi d t. where

ωnk = ωk +mPi
Pi and Vnk = vk + nQi

Qi. While the control
protocols include power-sharing mechanisms, leading to syn-
chronization of the frequency and voltage of each inverter in
the steady state. Define Φk = 1

2L+Gk. Then, the global forms
of (5) and (6) are

ω̇n = ξf ≡ − diag
(
cfi
) ∑
k∈L

Φk (ωn − 1N ⊗ ωnk ) , (7)

V̇n = ξv ≡ −diag (cvi)
∑
k∈L

Φk (Vn − 1N ⊗ Vnk ) , (8)

where ωn = [ωT
n1
, ..., ωT

nN
]T and Vn = [V T

n1
, ..., V T

nN
]T .

Define the global frequency and voltage containment error
vectors as

ef = ωn −

(∑
k∈L

Φk

)−1 ∑
k∈L

Φk (1N ⊗ ωnk ), (9)

ev = Vn −

(∑
k∈L

Φk

)−1 ∑
k∈L

Φk (1N ⊗ Vnk ). (10)

The following assumption is needed for the communication
graph topology to guarantee cooperative consensus.

Assumption 1. There exists a directed path from at least one
leader to each inverter.

Lemma 1 ( [5]). Suppose Assumption 1 holds,
∑

k∈L Φk is
non-singular and positive-definite. In the absence of attack,
using the designed cooperative secondary control (5) and (6),
the frequency and voltage containment control objectives are
achieved if lim

t→∞
ef (t) = 0 and lim

t→∞
ev (t) = 0, respectively.

IV. PROBLEM FORMULATION

In this section, we formulate the resilient defense problems
for the secondary frequency and voltage control of an AC
microgrid. Specifically, we introduce the EU-FDI attacks on
the local control inputs of the frequency and voltage control
loops, then auxiliary control input signal in (3) and (4),
becomes to:

ūfi = ufi + µfi , ūvi = uvi + µvi (11)
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Fig. 1: Cyber-physical microgrid system: (a) Communication graph
topology among four inverters and two leaders (references), (b) IEEE
34-bus system with four inverters.

where ūfi , and ūvi denote the ith component of corrupted
control signals received by actuators and µfi and µvi denote
the unbounded attack signals injected to the input channels
of frequency and voltage control loops at the ith inverter,
respectively.

Definition 1. A signal µ(t) is said to be exponentially un-
bounded if its norm grows at most exponentially with time,
i.e., ∥µ(t)∥ ⩽ exp(κt), where κ is a positive constant.

Assumption 2. µfi(t) and µvi(t) are exponentially unbounded
signals, i.e., ∥µfi∥ ≤ γi exp(ρit) and ∥µvi∥ ≤ γi exp(ρit),
where ρi and γi are positive constant.

Remark 1. In the secondary control mechanism, the control
input ui = V̇ni is generated in a virtual layer [5], [6],
[10]. If an unbounded, fast-growing signal is injected, the
rate of change V̇ni can become uncontrollable before the
saturation mechanism activates, leading to system instability.
Inspired by previous work on unbounded attacks [5], [10],
[13], this vulnerability is especially concerning in the quantum
era, where exponentially increasing attack signals can bypass
traditional defenses designed for bounded disturbances.

Since µfi and µvi are unbounded, conventional cooperative
control fails to regulate frequency and contain voltages within
acceptable ranges. Attack-resilient strategies are needed to
ensure frequency regulation, voltage containment, and closed-
loop stability. The following convergence definition applies.

Definition 2 ( [14]). Signal x(t) is UUB with an ultimate
bound b, if there exist positive constants b and c, independent
of t0 ≥ 0, and for every a ∈ (0, c), there exist t1 = t1 (a, b) ≥ 0,
independent of t0, such that ∥x (t0)∥ ≤ a ⇒ ∥x (t)∥ ≤ b, ∀t ≥
t0 + t1.

Now, we introduce the following attack-resilient defense
problems for the secondary frequency and voltage control
loops.

Problem 1 (Attack-resilient Frequency Defense Problem).
The aim is to design an input control signal ufi , as delineated
in Eq. (3), for each inverter, such that the global frequency
containment error ef , as specified in Eq. (9), remains UUB
in the face of broad range of unbounded attacks including
EU-FDI attacks on the local frequency control loop.

Problem 2 (Attack-resilient Voltage Defense Problem). The
aim is to design an input control signal uvi , as delineated

in Eq. (4), for each inverter, such that the global voltage
containment error ev , as defined in Eq. (10), remains UUB
in the face of broad range of unbounded attacks including
EU-FDI attacks on the local voltage control loop.

V. FULLY DISTRIBUTED ATTACK-RESILIENT DEFENSE
STRATEGIES DESIGN AND STABILITY ANALYSIS

We propose the following fully distributed attack-resilient
defense strategies to solve the attack-resilient frequency and
voltage defense problems.

ufi = ξfi + Γfi

Γfi =
ξfie

φfi

|ξfi |+ ηfi
φ̇fi = βfi (|ξfi | − λfi)

λfi = υfi(φfi − φ̂fi)

˙̂φfi = κfi(φfi − φ̂fi)



uvi = ξvi + Γvi

Γvi =
ξvie

φvi

|ξvi |+ ηvi
φ̇vi = βvi (|ξvi | − λfi)

λvi = υvi(φvi − φ̂vi)

˙̂φvi = κvi(φvi − φ̂vi)

(12)

where ηfi and ηvi are positive exponentially decaying func-
tions, Γfi and Γvi are compensational signals, φfi and φvi are
adaptively tuned parameters, the adaptation gains βfi and βvi
are given positive constants. The initial values of both φfi and
φvi are positive.

Theorem 1. Under Assumptions 1, and 2 given the imple-
mentation of the cooperative attack-resilient frequency defense
strategies as delineated in equations (7) and (12), the error ef ,
defined in Eq. (9), is UUB, i.e., the attack-resilient frequency
defense problem is solved. Additionally, it is observed that by
properly adjusting the value of βfi as prescribed in Eq. (12),
the ultimate bound of ef is reduced to an arbitrarily small
value.

Proof: See Appendix A for the proof of Theorem 1.

Theorem 2. Under Assumptions 1, and 2, the cooperative
attack-resilient voltage defense strategies described by Eqs.
(8) and (12) ensure that ev in Eq. (10) is UUB, i.e., the
attack-resilient voltage defense problem is solved. Moreover,
by properly adjusting the adaptation gain βvi in Eq. (12) the
ultimate bound of ev is set arbitrarily small.

Proof: The approach used to prove Theorem 2 mirrors that
of Theorem 1.

VI. CASE STUDIES

A. Simulation Results
The proposed distributed resilient control method is im-

plemented on an IEEE 34-bus balanced test feeder upgraded
with four inverters, as illustrated in Figures 1. This section
presents two different case studies to show the effectiveness
of the proposed resilient secondary synchronization Strategy.
Specifications of inverters and their grid-interconnections are
adopted from [15]. All inverters have the same power ratings.
The inverter droop gains are set as mP1

= mP2
= 9.4× 10−5,

mP3
= mP4

= 18.8 × 10−5, nQ1
= nQ2

= 1.3 × 10−3, and
nQ3

= nQ4
= 2.6 × 10−3. The inverters communicate on

a bidirectional communication network with the adjacency
matrix of A = [0 1 0 1; 1 0 1 0; 0 1 0 1; 1 0 1 0]. The
pinning gains are g15 = g36 = 1. The frequency reference,
upper voltage reference, and lower voltage reference are



60 Hz, 350 V, and 330 V, respectively. The performance of
the resilient defense strategies defined in (12) is compared
to the conventional secondary control method in (5) and (6).
For the conventional control, the gains are set as cfi = 20

and cvi = 10 for i = 1, 2, 3, 4. The adaptation gains for
the resilient strategies are βvi = 20 and βfi = 350. The
parameters ηvi and ηfi are defined as e−αvi and e−αfi , with
αvi = αfi = 0.01. To demonstrate the effectiveness of the
resilient secondary defense controllers against wide range of
unbounded FDI attacks, we use the attack scenarios in Table
I. For the conventional secondary control case study, we
just considered the last column of unbounded attacks. Fig. 2
compare the voltage and frequency responses to these attacks
for both strategies. Results show that, under the conventional
approach, voltage and frequency diverge after the attack at
t = 5 s, leading to instability and improper power sharing.
In contrast, the proposed resilient strategies stabilize voltages
within 330–350V, maintain frequency at 60Hz, and ensure
equal power sharing after transient fluctuations, despite var-
ious FDI attacks. These strategies achieve UUB convergence
for frequency regulation, maintain voltage containment, and
ensure stable operation of multi-inverter AC microgrids, even
under a broad range of unbounded attacks, including EU-FDI
attacks.
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Fig. 2: Comparative performance of the (left) conventional and (right)
proposed attack-resilient control strategies under unbounded attacks.

B. Expremental Validation
To validate the proposed resilient control strategy, an AC

microgrid model with four DGs is constructed in OPAL-RT
5650. The system operates for t = 10 s, with primary and
secondary control initiated at t = 0 s. Exponentially unbounded
FDI attacks begin at t = 5 s. After the attack, the AC bus fre-
quency and main bus voltage quickly return to their reference
values, with minor fluctuations as shown in Figs. 3(a) and (b).
Proportional allocation of DGs’ active power is also achieved
within 0.5 seconds, as shown in Fig. 3(c). The resilient control
method ensures stable operation of the AC microgrid with four
DGs, even under simultaneous exponentially unbounded FDI
attacks, achieving fast regulation and minimal oscillations for
AC bus frequency, voltage, and DGs’ active power.

VII. CONCLUSION

This paper has presented novel secondary cyber-physical
defense strategies for multi-inverter AC microgrids against
broad range of unbounded attacks including exponentially

(a)

(b) (c)

Fig. 3: Experimental results. (a) Frequency performance ,(b) Voltage
Performance, (c) Active Power Sharing.

unbounded attacks, on input channels of both frequency and
voltage control loops. The proposed fully distributed cyber-
physical defense strategies based on adaptive control tech-
niques ensure the UUB stability of the closed-loop system
by preserving the UUB consensus for frequency regulation
and achieving voltage containment. Moreover, the ultimate
bounds of convergence can be tuned by properly adjusting
the adaptation gains, βfi and βvi , in the adaptive tuning laws.
The enhanced resilient performance of the proposed cyber-
physical defense strategies has been verified using a modified
IEEE 34-bus system. Finally, the effectiveness of the designed
resilient distributed secondary control method is validated
through simulation and real-time controller hardware-in-the-
loop experiment using OPAL-RT.

APPENDIX A
PROOF

Proof: Combining (5), (7), (11), and (12) yields the global
form:

ξ̇f = −

(∑
k∈L

Φk

)
diag

(
cfi
) (
ξf + µf + Γf

)
, (13)

where ξf = [ξTfi , ..., ξ
T
fN

]T , µf = [µTfi , ..., µ
T
fN

]T and Γf =

[ΓT
fi
, ...,ΓT

fN
]T . Consider the following Lyapunov function

candidate as 14. So its time derivative is 15.

E =
1

2
ξTf

(∑
k∈L

Φk

)−1

ξf . (14)

Ė =
1

2
× 2ξTf

(∑
k∈L

Φk

)−1

ξ̇f

= −ξTf

(∑
k∈L

Φk

)−1(∑
k∈L

Φk

)
diag

(
cfi
) (
ξf + µf + Γf

)
⩽ −σmin

(
diag

(
cfi
)) ∥∥ξf∥∥2 − diag

(
cfi
) ∑
i∈F

(
ξfiµfi

)
− diag

(
cfi
) ∑
i∈F

(
ξfiΓfi

)
⩽ −σmin

(
diag

(
cfi
)) ∥∥ξf∥∥2 + diag

(
cfi
) ∑
i∈F

∣∣ξfi ∣∣∣∣µfi ∣∣
− diag

(
cfi
) ∑
i∈F

(
ξfiΓfi

)
. (15)



Upon substituting Γfi from Eq. (12), the final two terms on
the right-hand side of Eq. (15) are transformed as follows

diag
(
cfi
) ∑
i∈F

∣∣ξfi ∣∣∣∣µfi ∣∣− diag
(
cfi
) ∑
i∈F

(
ξfiΓfi

)
= diag

(
cfi
) ∑
i∈F

(∣∣ξfi ∣∣
∣∣ξfi ∣∣(∣∣µfi ∣∣− eφfi

)
+
∣∣µfi ∣∣ηfi∣∣ξfi ∣∣+ ηfi

)
(16)

Since ηfi = e−αfit
2

is an exponentially decaying function,
based on Assumption 2, limt→∞

∣∣µfi ∣∣ηfi = 0. To further
simplify the mentioned inequality, from (12), and if we have:

φfi ⩾ ln(
∣∣µfi ∣∣) ⇒ |ξfi | − βfi

(
φfi − φ̂fi

)
⩾

d
d t (
∣∣µfi ∣∣)∣∣µfi ∣∣ (17)

Define φ̃fi (t) = φfi (t)− φ̂fi (t), so the derivative of φ̃fi (t) is

˙̃φfi (t) = βfi

(
|ξfi | − υfi

(
φfi − φ̂fi

))
− κfi

(
φfi − φ̂fi

)
= βfi|ξfi | − (βfiυi + κfi) φ̃fi (t) .

(18)
The solution of (18) can be written as

φ̃fi (t) =e
−(βfiυi+κfi)tφ̃fi (0)

+ αfi

∫ t

0

e−(βfiυi+κfi)(t−τ)|ξfi (τ)| d τ.
(19)

Actually, φ̃fi (t) will be UUB. This fact can be
proved by considering the following two cases: 1)
If αfi

∫ t
0
e−(βfiυi+κfi)(t−τ)|ξfi (τ)| d τ is bounded,

then clearly φ̃fi (t) will be UUB as t → ∞. 2) If
lim
t→∞

αfi

∫ t
0
e−(βfiυi+κfi)(t−τ)|ξfi (τ)|d τ = ∞, we can

rewrite (19) as follows:

φ̃fi (t) =e
−(βfiυi+κfi)t

(
φ̃fi (0)

+ αfi

∫ t

0

e(βfiυi+κfi)(τ)|ξfi (τ)|d τ

)
.

(20)

From L’Hôpital’s rule, we can write:

lim
t→∞

∫ t

0
e(βfiυi+κfi)(τ)|ξfi (τ)| d τ

e(βfiυi+κfi)(t)

= lim
t→∞

e(βfiυi+κfi)(t)|ξfi (t)|
(βfiυi + κfi) e

(βfiυi+κfi)(t)
= lim

t→∞

|ξfi (t)|
(βfiυi + κfi)

(21)

Since limt→∞|ξfi (t)| is UUB, we obtain that φ̃fi (t) is also
UUB. According to Definition 2, let the ultimate bound of
φ̃fi (t) to be ψ. Note that the initial values of the gains are
chosen such that φ̃fi (0) ≥ 0. As a result, we can continue
(17) as follows:

|ξfi | − βfiψ ⩾
d
d t (
∣∣µfi ∣∣)∣∣µfi ∣∣ (22)

Hence based on Assumption 1,
∣∣µfi ∣∣ ≤ γie

ρit and (22), pick
|ξfi | ⩾ γiρi+βfiψ i.e., if we have (17), such that eφfi ⩾

∣∣µfi ∣∣.
This suggests that ∃t2 > t1 such that

diag
(
cfi
) ∑
i∈F

∣∣ξfi ∣∣∣∣µfi ∣∣− diag
(
cfi
) ∑
i∈F

(
ξfiΓfi

)
⩽ 0,∀t ⩾ t2.

(23)

Considering (15), (16) and above equation yields

Ė ⩽ 0, ∀
∣∣ξfi ∣∣ ⩾ ρi + βfiψ,∀t ⩾ t2. (24)

Hence, ξf is UUB. From Theorem 4.18 of [14], while the
system stability is maintained, the larger the value of the
adaptation gain βfi , the smaller the ultimate bound. Note that
ξf =

∑
k∈L

Φkef . Hence ef is also bounded.

TABLE I: Description of attack signals.

time(s)

attacks 0-5 5-8 8-12 12-20
µf1 0 0.5 (0.15t)3 + 0.7 e0.25t + 0.8
µf2 0 0.5 (0.25t)3 + 0.6 e0.2t + 1
µf3 0 0.23 (0.35t)3 + 0.3 e0.15t + 1.4
µf4 0 0.6 (0.15t)3 + 0.7 e0.3t + 0.8

µv1 0 2 (0.35t)3 + 2.1 e0.3t + 3.2
µv2 0 1 (0.45t)3 + 1 e0.25t + 3.5
µv3 0 2 (0.25t)3 + 2.1 e0.35t + 2.6
µv4 0 1.5 (0.15t)3 + 1.5 e0.45t + 1.7
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