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Abstract—As Advanced Persistent Threat (APT) complexity
increases, provenance data is increasingly used for detection.
Anomaly-based systems are gaining attention due to their attack-
knowledge-agnostic nature and ability to counter zero-day vul-
nerabilities. However, traditional detection paradigms, which
train on offline, limited-size data, often overlook concept drift -
unpredictable changes in streaming data distribution over time.
This leads to high false positive rates. We propose incremental
learning as a new paradigm to mitigate this issue.

However, we identify FOUR CHALLENGES while integrating
incremental learning as a new paradigm. First, the long-running
incremental system must combat catastrophic forgetting (C1) and
avoid learning malicious behaviors (C2). Then, the system needs
to achieve precise alerts (C3) and reconstruct attack scenarios
(C4). We present METANOIA, the first lifelong detection system
that mitigates the high false positives due to concept drift.
It connects pseudo edges to combat catastrophic forgetting,
transfers suspicious states to avoid learning malicious behaviors,
filters nodes at the path-level to achieve precise alerts, and
constructs mini-graphs to reconstruct attack scenarios. Using
state-of-the-art benchmarks, we demonstrate that METANOIA
improves precision performance at the window-level, graph-level,
and node-level by 30%, 54%, and 29%, respectively, compared
to previous approaches.

Index Terms—Advanced Persistent Threat, Concept Drift,
Intrusion Detection, Incremental Learning

[. INTRODUCTION

N comparison to raw audit logs, provenance graphs offer

a novel perspective for identifying threats and investigat-
ing traces, facilitating the differentiation between prolonged
normal behavior and malicious activities [1-3]. Presently,
there is a growing trend in leveraging the rich contextual
information provided by provenance graphs to perform host-
based intrusion detection, referred to as provenance-based
intrusion detection systems (PIDSes) [1, 4-18].

This work is supported in part by the following grants: National Nat-
ural Science Foundation of China under Grant No. U22B2028, 62372410,
62002324, and U1936215. Fuxi Foundation of CCF-SANGFOR under Grant
No. 20220201. Zhejiang Provincial Natural Science Foundation of China
under Grant No. LQ21F020016 and LZ23F020011. Key R&D Projects in
Zhejiang Province under Grant No. 2021C01117. Major Program of Natural
Science Foundation of Zhejiang Province under Grant No. LD22F020002.
The Fundamental Research Funds for the Provincial Universities of Zhejiang
under Grant No. RF-A2023009. "Ten Thousand People Program” Technology
Innovation Leading Talent Project in Zhejiang Province under Grant No.
2020R52011.

J. Ying, T. Zhu, A. Zheng, T. Chen*, and M. Lv are with the College
of Computer Science and Technology, Zhejiang University of Technology,
Hangzhou 310023, China. E-mail: jieying@zjut.edu.cn, ttzhu@zjut.edu.cn,
zhengaohan198 @ 163.com, tmchen @zjut.edu.cn, mingqilv @zjut.edu.cn. *cor-
responding author

Y. Chen is with Department of Electrical Engineering and Computer
Science, Northwestern University, Evanston, IL 60208, USA. E-mail:
ychen@northwestern.edu.

Among them, anomaly-based work defines a model of
benign system behavior based on historical log data [1, 10—
18], triggering an alert when the execution significantly de-
viates from this model. Since it is attack-knowledge-agnostic,
counteracts zero-day vulnerabilities, and possesses meticulous
detection capabilities, many researchers focus on anomaly-
based detection works. Compared to the high latency and
expenses associated with offline systems [12, 16—18], PIDSes
capable of processing dynamic evolving provenance graphs
in a streaming fashion [1, 8, 13—15] are better suited for the
real-time and cost-effective requirements of current host-based
detection.

However, most current anomaly-based PIDSes seem to
evade a critical issue: concept drift. Concept drift describes
unforeseeable changes in the underlying distribution of stream-
ing data over time [19-21]. In this work, concept drift is
represented as a variation in the benign behavior of a user
on the host over time, e.g., switching work environments.
This variation can lead to a decline in model performance
since the features and patterns learned during training are no
longer applicable during testing. In practical scenarios, this
common phenomenon corresponds to changes in user behavior
at the endpoint, such as switching to different production
environments or deploying new software. This change (i.e.,
concept drift) can result in an unacceptable false-positive rate
for existing PIDSes [3, 22, 23].

We observe that current PIDSes adhere to the traditional
anomaly detection paradigm: training on offline-collected,
limited-size data to identify anomalies (behaviors different
from the training data) on test data. However, this paradigm
does not work well as host behaviors exhibit infinite states and
unknown variability. This uncertainty can lead to significant
differences in the distribution of training and test data, i.e.,
concept drift. This situation causes the current anomaly-based
PIDSes to have many false positives because they do not
realize that the decision boundary at the current moment is
different from the training time. Limitlessly expanding training
data or strictly constraining user behaviors are two approaches
to combat concept drift within this traditional paradigm, but
these are not feasible.

To feasibly mitigate concept drift (Goal), we introduce
incremental learning [24, 25] as a new anomaly detec-
tion paradigm (Baseline). Incremental learning refers to the
model’s ability to continuously assimilate dynamic data, en-
abling it to evolve and adapt within an ever-changing environ-
ment. Similarly, the system-level streaming logs are dynamic,
with their distribution changing over time and continually
introducing new entities and interactions. The correspondence
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between the continuous learning capability of incremental
learning and the distribution variability of streaming logs
prompts us to consider adopting incremental learning as a
new anomaly detection paradigm to mitigate concept drift.

However, directly integrating incremental learning with
anomaly-based PIDSes would diminish their intrusion detec-
tion capabilities. After thorough research analysis, we iden-
tified FOUR CHALLENGES that need to be overcome to
integrate incremental learning to mitigate concept drift. First,
long-running incremental PIDSes must combat catastrophic
forgetting (C1) [26]. Furthermore, the PIDSes should endeavor
to avoid high false negatives introduced by learning malicious
behaviors (C2) [27]. Lastly, the PIDSes must achieve precise
alerts (C3) and reconstruct attack scenario (C4) [3, 14, 15]. It
is important to emphasize that these interconnected challenges
were progressively uncovered as we attempted to mitigate con-
cept drift. Subsequently, we will elaborate on these challenges.

C1 Combat Catastrophic Forgetting. Some existing stud-
ies [12, 14, 15] have adopted the concept of incremental
learning, retraining models through oracles (human guidance).
However, this approach is plagued by catastrophic forgetting,
a phenomenon where models, upon learning new tasks, gradu-
ally discard or forget how to perform previous tasks. We argue
that anomaly-based PIDSes should be capable of combating
catastrophic forgetting, retaining memory of old tasks to
reduce redundant training costs and minimize disruptive false
alarms.

C2 Avoid Discrimination Paradox. The Rehearsal Ap-
proach is a widely acknowledged and effective strategy for
mitigating catastrophic forgetting [26]. It fundamentally aids
models in retaining the memory of prior learning by revisiting
old knowledge. Nonetheless, a specific challenge arises when
directly implementing the Rehearsal Approach within endpoint
detection: a discrimination paradox. In detail, if the detection
system can determine the maliciousness of data selected
for replay, subsequent steps (detecting malicious behavior)
become redundant. If it fails in this determination, the replay
of malicious data might degrade detection performance. Con-
sequently, PIDSes must navigate away from the discrimination
paradox.

C3 Achieve Precise Alerts. During prolonged deployment,
PIDS often generates a significant number of false alarms due
to the change in execution environment, the introduction of
new applications, and the occurrence of low-frequency opera-
tions. It is imperative to recognize that these alarms typically
reflect anomalous, yet not necessarily malicious, behaviors
within the system. Therefore, we contend that PIDSes should
strive to minimize such false positives caused by concept drift,
ensuring precise alerts and reducing the additional workload
on security practitioners.

C4 Reconstruct Attack Scenario. Provenance data can
assist in investigating the attack chains leading to intrusions
and the potential damage caused by intrusions to the sys-
tem [2, 28, 29]. However, manually investigating the entire
graph is not feasible due to the substantial size of a typical
provenance graph and its rapid expansion rate over time [30].
Practical PIDSes need to reconstruct attack scenarios through
dependencies among kernel objects, significantly reducing

manual work and enabling system administrators to quickly
understand intrusions and timely design responses.

To this end, we introduce METANOIA, the first lifelong
anomaly detection and investigation system that utilizes incre-
mental learning as a new paradigm to address the high false
positive problem caused by concept drift. Where lifelong refers
to METANOIA’s ability to continuously process streaming
data to detect anomalies over a long period. METANOIA con-
nects pseudo edges to combat catastrophic forgetting, transfers
suspicious states to avoid the discrimination paradox, filters at
the path-level to achieve precise alerts, and constructs mini-
graphs to reconstruct attack scenarios. In summary, this paper
makes the following contributions:

e« We conduct an in-depth analysis of the concept drift
problem in current anomaly-based PIDSes, present short-
comings of the traditional anomaly detection paradigm,
and finally propose a novel anomaly detection paradigm.

o We introduce METANOIA, a lifelong intrusion detection
and investigation system for mitigating concept drift.
METANOIA identifies, analyzes, and addresses four
challenges inherent in adopting a new anomaly detec-
tion paradigm. We believe that METANOIA effectively
minimizes false positives stemming from concept drift.
To our best knowledge, METANOIA is the first system
to address concept drift through the adoption of a novel
anomaly detection paradigm.

o We evaluate METANOIA on publicly available bench-
mark datasets from DARPA [31] that simulate APT
campaigns, as well as datasets that allow us to fairly com-
pare METANOIA with state-of-the-art PIDSes, UNI-
CORN [1], KAIROS [15], PROGRAPHER [14] and
ThreaTrace [13]. Experimental results show that the
precision performance of METANOIA on window-
level, graph-level, and node-level outperforms existing
approaches by 30%, 54%, and 29% respectively.

II. MOTIVATION

To motivate this work, we first describe a specific scenario
for PIDSes and then present prior approaches with their
limitations.

A. Scenario

As shown in Figure 1, the entire lifecycle of PIDSes can be
divided into two stages: the training phase (including Behavior
A) and the testing phase (including Behavior B and C). During
the training stage, PIDSes model itself based on collected
normal behaviors and establishes specific decision boundaries.
And according to these boundaries, PIDSes identify any
anomalies deviating from them and raise an alert in the testing
phase.

Behavior A and Behavior B are both non-malicious be-
haviors of the system, and Behavior C is a large-scale APT
campaign simulated by DARPA [32]. Since Behavior B and
Behavior C are contextually and semantically different from
Behavior A, PIDSes recognize them as anomalies and repeat
threat alerts.
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Fig. 1: Motivating Example.

Behavior A (at time T1): The Firefox process first clones
itself, then connects to 12.149.161.245, and subsequently
reads the resolv.conf and /etc/hosts files.

Behavior B (at time T2): The Firefox process first clones
itself, then connects to 181.147.201.159, and proceeds to
read the cert8.db and 1ibd1-2.15. so files. Finally, it
writes and executes the dropper.

Behavior C (at time T3): The attack begins with the
compromise of a once-reliable website (nhra.com), where
the attacker lies in wait for an individual using a vulnerable
Firefox browser to establish a link with a malicious server.
When the individual accesses the site, the attacker proceeds to
run a Drakon exploit in the memory of Firefox. Consequently,
Firefox is forced to establish a connection with an attacker-
controlled server at the IP addresses: 189.141.204.211
and 208.203.20.42. By exploiting a driver previously in-
stalled, named “/run/shm”, the attacker escalates privileges
on the Firefox process and achieves root access to create a new
process Bash with access to process list. In the final stage,
the attacker employs the Inject2 Process injection method to
introduce shellcode into the sshd, resulting in the creation
of a file named sshdlog on the disk. This action paves the
way for the attacker to reach out to additional harmful web
servers causing data exfiltration.

B. Prior Approaches & Limitations

Traditional supervised methods, such as ATLAS [33] and
APT-KGL [34], require the use of attack samples as train-
ing data for manipulation. However, in practice, acquiring
such data is extremely challenging. To address this issue,
recent PIDSes have adopted unsupervised or semi-supervised
detection pipelines. These pipelines model benign data and
identify abnormal behaviors as indications of malicious ac-
tivities. Among state-of-the-art PIDSes, Unicorn [1] and

StreamSpot [10] provide graph-level detection (representing
the current state of the entire system), ThreaTrace [13] and
MAGIC [35] offer entity-level detection, while KAIROS [15]
and ShadeWatcher [12] focus on event-level detection.

We observe that current PIDSes follow the same paradigm,
as shown in Figure 1: training on offline-collected, limited-
size data to identify anomalies (behaviors different from the
training data) on test data. Unfortunately, this paradigm are
not suitable for endpoint anomaly detection, as host behaviors
exhibit infinite states and unknown variability. This uncertainty
can lead to significant differences in the distribution of training
and test data, i.e., concept drift. It is the situation that brings
about a large number of false positives for current PIDSes
because they fail to realize that the decision boundary has
changed after the training stage.

As shown in Figure 2, PIDSes only modeled the Behavior
A of Firefox during the training phase. In the testing phase,
Firefox exhibited Behavior B, which was deemed anomalous
by PIDSes (as it crossed the decision boundary). We believe
this phenomenon is quite common, such as when users deploy
new software or change their production environment. PIDSes
triggered an alert (false positive), even though the Behavior
B of the Firefox process at time T2 was non-malicious. This
discrepancy arises from the fact that existing PIDSes decision
boundaries did not adapt to changes in data distribution.

To sum up, we believe that the traditional paradigm is
limited by high false positive rates in anomaly detection
scenarios with concept drift. Therefore, METANOIA employs
a novel anomaly detection paradigm to mitigate false positives
induced by concept drift.

III. THREAT MODEL

We make the following assumptions about the target system.
The Trusted Computing Base (TCB) of the system consists of
the operating system and audit framework. We assume these
components are operating correctly and cannot be manipulated
by attackers. We also assume that attackers cannot directly
modify the contents of audit logs, which can be achieved
through tamper-evident logging techniques [36—39] beyond the
scope of this paper. Finally, we do not consider hardware-
level, side-channel, or convert-channel attacks, since kernel-
level audit systems do not explicitly capture their behaviors.

It is worth emphasizing that we do not assume the ab-
sence of concept drift, which distinguishes our approach
from the majority of studies [12—15, 40-43]. These studies
typically assume that system behaviors remain static over
time, i.e., no concept drift exists. However, host behaviors
evolve in real-world scenarios with changing user activities
and requirements. Therefore, we refrain from making such
unrealistic assumptions and instead, METANOIA can serve
as an intrusion detection and investigation system for concept
drift mitigation using system-level provenance.

IV. FRAMEWORK

In this section, we first introduce four critical node types
involved in METANOIA and then provide an overview of
METANOIA.
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Fig. 2: Overview of METANOIA'’s architecture.

A. Critical Node Types

METANOIA considers that process nodes to exhibit the
richest behavioral characteristics and hold the highest identi-
fication status during intrusion detection. Additionally, given
the long-term nature of APT attack detection, the four types
of nodes defined by METANOIA are all process nodes.

Anomalous Nodes (AN) refer to nodes that exhibit new
behavior compared to the past. METANOIA believes that
anomalous nodes typically consist of two distinctive behaviors:
(1) nodes exhibiting behavior inconsistent with their past
experiences, such as a user who predominantly uses a browser
for work suddenly engaging in leisure activities, and (2) newly
initiated nodes, such as users installing new applications to
accomplish production goals. AN occur in large numbers
when the host switches working environments or runs new
applications.

Suspicious Nodes (SN) refer to anomalous nodes with sus-
picious state, while Rehearsal Nodes (RN) refer to anomalous
nodes without suspicious state. In other words, the union of
suspicious and rehearsal nodes constitutes anomalous nodes.
METANOIA believes that rehearsal nodes serve to help the
model memorize scenarios that are anomalous rather than
malicious, thereby reducing false positives caused by concept
drift. Consequently, METANOIA selects anomalous nodes
without suspicious states as rehearsal nodes.

Malicious Nodes (MN) refer to nodes associated with
attacks. METANOIA obtains malicious nodes by filtering
suspicious nodes, which means that malicious nodes must be
a subset of suspicious nodes. METANOIA initiates an alert
when a malicious node is recognized and connects these nodes
to provide a concise attack scenario graph.

B. Overview

METANOIA is an unsupervised online PIDS that effec-
tively detects intrusion while mitigating the high false positives
caused by concept drift. METANOIA adopts a novel anomaly
detection paradigm by incorporating incremental learning,
i.e., learning changing data distributions and updating model
parameters as time windows on streaming data.

The basic architecture of METANOIA is shown in Fig-
ure 2, which can be divided into four phases: (I) Preprocess,
(I) Anomaly Detection, (III) Malice Investigation, and (IV)
State Update. It is important to note that METANOIA it-
eratively loops the above four phases as the time window
progresses. For clarity, we will only describe the overview
of METANOIA within a specific time window (denoted as
time window T in Figure 2). Details of system design for each
phase are given in Section

Preprocess (§ ). METANOIA processes streaming
data at the level of time windows, which is very common
in existing work [14, 15, 44]. METANOIA will perform
redundancy filtering of events in the window and encode
the events in terms of relation, feature, and state to achieve
embedding.

Anomaly Detection (§ ). When a new edge emerges,
METANOIA connects pseudo-edges based on the reachability
between rehearsal nodes in the RN Pool and the subject
and object of the new edge. Next, METANOIA generates
embedding containing the information on rehearsal nodes, the
neighborhood structure around the edge, and the states of
nodes in the neighborhood. Then, METANOIA reconstructs
the edge based on this embedding and generates reconstruction
loss with the original edge. Finally, METANOIA identi-
fies AN in this time window by utilizing the reconstruction
losses. Finally, these reconstruction losses are utilized by
METANOIA to identify the AN in this window.

Malice Investigation (§ ). METANOIA selects AN
with suspicious state (i.e., the results of encoded states in pre-
process) as suspicious nodes. Next, METANOIA constructs a
mini-graph of suspicious nodes for the current window based
on the Steiner Tree algorithm [45, 46] and merges it with the
global mini-graph, which is called mini-graph construction.
Afterward, METANOIA scores and filters suspicious nodes at
the path level to reduce false positives caused by concept drift
as much as possible. Finally, METANOIA treats the retained
suspicious nodes as malicious nodes, triggers an alert, and
reconstructs the attack scenario graph associated with these
malicious nodes.

State Update (§ ). METANOIA merges rehearsal
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nodes into the previous RN Poolr_; to get anew RN Poolr
for pseudo-edge connections. Following that, METANOIA
employs the current Stream Datayp for training the previous
Modelp_; in order to obtain a Modelr with revised param-
eters. Modelr is then used to generate reconstruction losses
(Phase I) and support incremental learning (Phase IV) for the
next Windowry.

V. SYSTEM DESIGN

We will explain the implementation details of each phase
of METANOIA in this section.

A. Preprocess

METANOIA constructs a whole-system provenance graph
from streaming data collected by logging infrastructures, such
as Windows ETW [47], Linux Audit [48], and CamFlow [49].
METANOIA considers three types of kernel objects and
eight types of interactions. METANOIA transforms each
event into a directed, time-stamped edge, in which the source
node represents the event’s subject and the destination node
represents the object being acted upon. For any event e € E,
METANOIA represents it as a quintuple (U, U,, O, T;). Uy
and U, are unique identifiers for the subject and object of e,
respectively. O denotes the type of e, and 7; denotes the time
when e occurred. Table | shows the events between subjects
and objects and the node attributes we consider. As shown
in Figure 2 (Phase I), METANOIA will perform redundancy
filtering and encoding in preprocessing, as described in more
detail below.

1) Redundancy Filtering: In order to reduce redundant
audit records when detecting and investigating cyber threats,
we employed several redundancy filtering techniques from
previous works in processing streaming data. Firstly, we
implemented the Causality Preserved Reduction (CPR) [50]
to aggregate audit records with the same impact scope. For
instance, in Figure |1.C, FireFox receives network packets
from nhra.com up to 198 times in a single data transmission
operation. This is because the operating system typically dis-
tributes data among multiple system calls proportionally when
performing tasks such as file read/write events. We believe that
merging such redundant events does not alter the transmission
of information. Another type of redundancy [51] that needs
filtering involves events between processes and read-only
libraries during initialization. To address this, we established
a whitelist of trusted libraries (e.g., “libc.so”, ”libm.so”) and
removed them without compromising the correctness of causal
analysis.

2) Encoding: METANOIA primarily encodes events from
three perspectives: relation, feature, and state. Firstly, it is
necessary to clarify that relation refers to the type of event,
feature denotes the attribute of node (e.g., process/file name),
and state indicates the semantic states of node.

For any event e € E, METANOIA conducts feature
encoding and state encoding for Uy and U, separately (FE(Uj),
SE(Usy), FE(U,), SE(U,)), and encodes O as its type (RE(O)).
Subsequently, these five encoded results will be concatenated

TABLE I: Entities, their attributes, and event types.

Subject | Object Events Entitiy Attributes
Process Fork, Clone Process Name

Process File Read, Write, Mmap, Exec File Name
Socket Sendto, Recvfrom Src/Dst IP/Port

TABLE II: Suspicious State Transfer Rule. In the second
column, S denotes the subject and O denotes the object. In the
third column, S.ss and O.ss denote the subject’s and object’s
suspicious state, and 3 denotes the decay factor.

Event Direction | Suspicious Delivery

Recvfrom O—S B - max(O.ss, S.ss) = S.ss
Read/Mmap/Exec | O — S B - max(0.ss, S.ss) = S.ss
Write S—0 B - maxz(0.ss, S.ss) = O.ss
Fork/Clone S—0 B - max(O.ss, S.ss) = O.ss

to serve as the final encoding of this event for future use in
Section

Relation Encoding: METANOIA utilizes one-hot encoding
to embed events, similar to most PIDSes [12, 14, 15, 17].
We consider this one-hot encoding approach to be sufficiently
simple and effective in assisting the model to differentiate
between different types of relations in a flat label space.

Feature Encoding: METANOIA utilizes hierarchical fea-
ture hashing [52] to encode node features. Hierarchical feature
hashing employs a hash function to map original features into
a fixed-size hash space, thereby transforming high-dimensional
features into low-dimensional ones. This encoding method is
naturally suitable for file paths with hierarchical structures,
making it more likely for file names with similar semantics
to be mapped to proximate positions in the hash space. For
example, the distance between /usr/local/share and
/usr/local/lib in feature space will be less than the
distance to /usr/ports/shells.

State Encoding: METANOIA encodes the state of
nodes from the perspective of information/control flow.
METANOIA defines the suspicious node (possibly related to
attacks) using a suspicious state S5, a real number ranging
from O to 1. The closer value to 1 the higher level of sus-
picion. METANOIA initializes processes and files as benign
(SS = 0). Given that METANOIA assumes attackers intrude
from external sources by default, all sockets are initialized as
suspicious (SS = 1).

In addition, METANOIA devises Suspicious State Trans-
fer Rules to convey the states of streaming data, as illustrated
in Table II. For example, if a freshly started benign process
like nginx (SS = 0) reads a file with a suspicious state
(SS = 1), such as /tmp/mal.sh, then nginx will inherit
the suspicious state.

Finally, due to the issue of dependency explosion, the over-
spreading of states may render the node states meaningless.
Hence, METANOIA introduces a decay factor § to ensure
that the node states decay with the increase in propagation
distance. The specific setting of the 3 is discussed in detail in
Section

B. Anonmaly Detection

In this section, we sequentially describe the process of Phase
IT in Figure 2, i.e., pseudo-edges connection, reconstruction
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loss generation, and anomalous node identification. In short,
METANOIA connects pseudo-edges to introduce anoma-
lous scenario information associated with rehearsal nodes,
generates reconstruction loss to determine the abnormality
level of the current event, and identifies anomalous nodes in
preparation for Phase III.

1) Pseudo-Edge Connection: When METANOIA adopts
the incremental learning paradigm to address concept drift, it
encounters the issue of catastrophic forgetting. This situation
leads the model to forget the previously learned knowledge
as it learns new one. This problem can result in high false
positives and significant retraining costs for anomaly detection
systems in long-term operation.

Inspired by the classic network architecture ResNet [53],
METANOIA attempts to solve the problem by connecting
pseudo-edges for scene replay. There are two key insights of
METANOIA: (1) Rehearsal nodes are anomalous yet benign,
containing critical information about anomalous scenes, and
(2) Pseudo-edge connection assist the model in revisiting
anomalous scenes and expanding the scope of recollection.
For any event e, METANOIA assesses whether a reach-
able relationship exists between its entity (U; or U,) and
the rehearsal nodes in the RN Pool. If so, METANOIA
establishes a pseudo-edge between them to replay crucial
scene information. METANOIA considers that this method
helps the model combat catastrophic forgetting through scene
recall and prevent the inclusion of malicious scenes. It should
be noted that pseudo-edges are only temporarily constructed
during the generation of event embedding and do not affect
the original components of the provenance graph.

This subsection presents the principle and method of
pseudo-edge construction. The details on how to utilize
pseudo-edge information and select rehearsal nodes will be
discussed in Sections and , respectively.

2) Reconstruction Loss Generation: We believe that only
by considering all causally related events and their tempo-
ral order can one determine whether a node is anomalous.
METANOIA employs Temporal Graph Networks (TGN) [54]
to reconstruct event types, and generate reconstruction loss
(the difference between reconstructed types and actual types).

For each node i seen so far, METANOIA maintains a
memory vector s; representing the node’s history in a com-
pressed format. For each event involving node ¢, a message is
computed to update i’s memory. In the case of an interaction
event e;;(t) between source node ¢ and target node j at time
t, the message m;(t) can be computed by:

mi(t) = msgs(si(t7), s;(t7), At, e;;(t)) ()
where s;(t7) is the memory of node i just before time
t and msgs is the concatenation operation. The At refers
to the difference between ¢t~ and ¢, which METANOIA
uses to introduce temporal information. For interaction events
involving two nodes ¢ and j, the memories of both nodes
are updated after the event. METANOIA updates the node’s
memory for each event involving the node itself:

si(t) = mem(my;(t),s;(t7)) 2)
where mem is a learnable function and METANOIA uses the
GRU [55]. Then, METANOIA generates the final embedding

z;;(t) for edge e; at any given time ¢:

2(t) = D h(si(t), s5(1), ei(t), vilt), v;()) 3)
JEN()

where h is a learnable function, and METANOIA chooses
an attention-based Graph Neural Network (GNN) [56]. N (i)
refers to all neighboring nodes of node . e;; refers to the
encoding of event e by METANOIA, which is described in
detail in Section . v;(t) refers to the temporal feature
of node ¢ at time ¢, which is generated after METANOIA
processes the timestamp using a simple linear mapping.
In summary, METANOIA embeds the events from node
historical information (m;(t)), event encoding (e;;(t)), and
neighborhood structures (N (¢)).

Finally, METANOIA employs a Multi-Layer Perceptron
(MLP) to transform the embedding vector z;;(¢) into vector
P(e;). Then METANOIA utilizes cross-entropy to compute
the loss between P(e;) and the observed event type (in one-hot
form) as the Reconstruction Loss (RL).

3) Anomaly Node Identification: METANOIA identifies
anomalous nodes based on the reconstruction loss. Specifi-
callyy, METANOIA calculates a threshold o; in each time
window t, which is the mean of all reconstruction losses within
that window plus two standard deviations. METANOIA will
consider the relevant subjects and objects of all events with
reconstruction losses exceeding this threshold o; to be anoma-
lous nodes.

C. Malice Investigation

Unlike other existing approaches [1, 12, 14], METANOIA
does not directly equate anomaly with maliciousness and issue
an alert upon detecting AN but enters a secondary investiga-
tion. As shown in Figure 2 (Phase III), METANOIA firstly
combines the information of state encoding (Section ) to
select AN (the output of Phase II) with suspicious states higher
than the suspicion threshold ~ as suspicious nodes. In other
words, suspicious nodes are those nodes that simultaneously
exhibit suspicious semantics and anomalous behavior. Next,
METANOIA obtains the final malicious nodes through mini-
graph construction and path-level filtering oriented towards
suspicious nodes. The detailed design is as follows:

1) Mini-Graph Construction.: Typically, there are multiple
suspicious nodes in each time window, and METANOIA
posits that these suspicious nodes are not independent of each
other. The key insight behind mini-graph construction: there
are the most anomalous and shortest reachable relationships
among suspicious nodes. Based on this insight, METANOIA
will construct a mini-tree M T for all suspicious nodes within
the current window t by the Steiner Tree algorithm [45, 46]
combined with reconstruction loss. The Steiner Tree algo-
rithm’s primary objective is to locate a tree that encompasses
a designated set of specific nodes (i.e., suspicious nodes)
in the graph (i.e., provenance graph G; in time window t)
while minimizing the total weight of the tree as much as
possible. Due to the interchangeability between maximum and
minimum, METANOIA can utilize this algorithm to find the
mini-tree M T}, which contains all suspicious nodes within the
time window ¢ and has the largest reconstruction loss sum. For
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a new MT,, METANOIA either merges it into the existing
mini-graph M G or creates a new mini-graph containing only
MT;. That is, MT; is merged into the existing MG:

MG=MGUMT,if MGNMTr #0 “)

If the new MT; has no intersection with any MG, then the
MT; is preserved as a new MG.

2) Path-level Filtering.: The goal of METANOIA is to
achieve precise intrusion detection while mitigating the high
false positives problem caused by concept drift. Through
observation, METANOIA has identified two typical false
positives: (1) New process initiation. Since METANOIA is an
anomaly-based detection model, it inevitably identifies unseen
processes as suspicious nodes, leading to false alarms. (2)
Long-running suspicious processes. Legitimate processes that
frequently interact with the external environment may carry
a suspicious label for an extended period. METANOIA does
not consider them as rehearsal nodes, thus unable to memorize
their behavioral characteristics over the long term, resulting in
false alarms.

Based on the observation, METANOIA designs a path-
level filtering algorithm based on feature scoring to eliminate
these two types of false positives, as shown in Algorithm
Firstly, for any suspicious node sn; under time window £,
METANOIA employs random walks on its corresponding
MG to generate multiple paths (lines 1-3). Each path is
comprised of traversed nodes and events, including informa-
tion such as node indexes, event reconstruction losses, and
elapsed time windows. Subsequently, METANOIA scores all
paths from four perspectives: volatility, periodicity, hetero-
geneity, and persistence (lines 7-11). METANOIA considers
the path with high volatility (significant reconstruction loss
discrepancies), weak periodicity (erratic node behavior), strong
heterogeneity (a multitude of non-repeating nodes in the path),
and high persistence (long duration) to be more likely traces
left by a malicious node. Specifically, METANOIA employs
Standard Deviation to measure volatility (line 8), Discrete
Fourier Transform to calculate periodicity (line 9), the de-
duplicated set of node names divided by the path length
as heterogeneity (line 10), and path length as persistence
(line 11). As these four features are not on the same scale,
METANOIA normalizes each separately (line 12). Finally,
METANOIA generates the final path score based on these
four features and identifies the suspicious node sn; with the
presence of a path score above the threshold § (malicious path)
as a malicious node (lines 13-15).

3) Alert & Investigate: After identifying a malicious node
within a window, METANOIA reconstructs the correspond-
ing attack scenario of that malicious node. Considering the
persistence of APT attacks, for those suspicious nodes that
are not identified as malicious, METANOIA considers the
possibility that they may contain latent malicious semantics
(for example, if attackers are still in the discovery phase). To
avoid false negatives resulting from learning malicious behav-
ior, METANOIA discards these nodes instead of placing them
into the RN Pool.

Typically, attacks span multiple windows, requiring
METANOIA to identify correlations between different win-

Algorithm 1 PATH-LEVEL FILTERING

Input: Suspicious Nodes SN at Time Window ¢
Mini-Graph MG
Path-level Scoring Threshold ¢
Qutput: Malicious Nodes M N
1: for each sn; in SN do
2. if sn; € MG then

PATHS = RandomWalk(sn;, MG)
else

CONTINUE
end if

for each path in PATHS do

R A

Volatility = StandardDeviation(path)
Periodicity = 1 / DiscreteFourierTransform(path)

10: Heterogeneity = Set(NodeName)/Len(path)

11: Persistence = Len(path)

12: Normalize(Volatility, Periodicity, Heterogeneity, Per-
sistence)

13: PathScore = Sum(Volatility, Periodicity, Hetero-
geneity, Persistence)

14: if PathScore > ¢ then

15: M N{sn;].append(path)

16: end if

17:  end for

18: end for

19: return MN

dows to reconstruct the complete attack scenario. To be-
gin with, METANOIA designates the current window as
a malicious window. Next, it traverses preceding windows
iteratively to determine if the malicious paths in the preceding
windows intersect with those in the malicious window. If
so, the preceding windows are also considered malicious.
Then, METANOIA merges all malicious paths along with
suspicious events (exceeding the reconstruction loss threshold
o in Section ) related to the malicious paths as the
reconstructed attack scenario. Lastly, METANOIA triggers
an alert and returns the attack scenario reconstructed with the
malicious node.

D. State Update

METANOIA integrates incremental learning as a novel
paradigm for anomaly detection and therefore requires state
update over time, as shown in Figure 2 (Phase IV). Ini-
tially, METANOIA identifies anomalous nodes with suspicion
below the threshold v (Section ) as rehearsal nodes,
merging them with the old RN Pool;_; to form the new
RN Pool;. Subsequently, METANOIA follows the procedure
in Section to utilize the RN Pool; for pseudo-edge
connection. Finallyy, METANOIA trains the old Model;_
and updates it to the new model Model; using streaming data
from time window t.

If no rehearsal nodes are detected, it indicates that
METANOIA (Modelr_1) is familiar with the data from the
time window ¢ or that all anomalous behaviors originate from
suspicious nodes. And, METANOIA updates M odelr_1 only
after detecting rehearsal nodes.
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VI. EVALUATION

METANOIA is an intrusion detection system designed to
address the high false positive problem caused by concept
drift. Therefore, we focus on addressing the following ques-
tions:

e« RQ 1: Can METANOIA achieve better detection per-
formance than SOTA methods?

o RQ 2: How important are the components we designed
for mitigating concept drift?

e RQ 3: Can METANOIA effectively reconstruct attack
scenarios?

¢ RQ 4: How do hyperparameters affect the performance
of METANOIA?

¢« RQ 5: Is METANOIA fast enough to perform realtime
detection and investigation?

A. Experiment Protocol

We implemented a METANOIA prototype in Python.
We utilized PyG [57] to generate reconstruction losses,
Networkx [58] to construct the minimum graph, and
GraphViz [59] to visualize the reconstructed attack scenario
graph. METANOIA leverages the agents to collect data from
monitored hosts. The collected data have the same format as
other detection systems [1, 12, 14, 15].

We selected three representative anomaly-based APT on-
line detection systems, namely UNICORN [1], PROGRA-
PHER [14], and KAIROS [15], as baselines for comparison.
And we will compare the window-level detection accuracy
with these three and node-level detection accuracy with the lat-
ter two. It is noteworthy that PROGRAPHER and KAIROS did
not directly evaluate their node-level detection capabilities in
the original paper. However, we observed that both reconstruct
attack scenarios, aligning with METANOIA’s functionality.
Therefore, we considered the nodes involved in reconstructed
attack scenarios as the basis for evaluating node-level detection
accuracy. We directly used the source code released by UNI-
CORN and KAIROS and employed their default parameters
to avoid possible biases. As for PROGRAPHER, since it is
not open source, we reproduce it and will release its code.
Our experiments were carried out on a server running Ubuntu
18.04 64-bit OS with Intel(R) Xeon(R) Silver 4214R CPU @
2.40GHz, 256GB memory.

B. Metrics
Wrp

We define window-level precision as: Wop Hves where
Wrp and Wgpp are window-level true positives and false
positives, respectively. We consider a provenance graph (time
window) to be Wrp if it contains attack steps and is reported
as an alert. Otherwise, we consider it as Wrp. We define
window-level recall as WW# where W is the number
of window-level false negatives, which contain attack steps but
are not identified as alerts. We define window-level accuracy
as Accuracy = w— +XVV§P+W;g v and window-level F1

as F1 = 2 x Lrecisioniliecall “yyo congider the definitions
Precision+ Recall *

of window-level, graph-level, and node-level metrics to be
similar, and to save space, we will not repeat the latter two.

C. Datasets

The purpose of METANOIA is to help long-running online
detection systems combat the problem of false positives caused
by concept drift that requires long-term datasets for evaluation.
Given that there are multiple adversarial scenarios designed
to mimic real-world Advanced Persistent Threats (APTs) on
enterprise networks within the Transparent Computing (TC)
program, we choose to employ datasets from DARPA’s TC.
Specifically, multiple red teams (e.g., CADETS, ClearScope,
and THEIA) launched a series of attacks toward critical
services such as web, email, and SSH servers, while engaging
in benign activities such as browsing websites, checking
emails, and SSH log-ins. The datasets from the third (E3) and
fifth (ES) engagements of DARPA TC are publicly accessi-
ble [32, 60].

Table details the statistics from the different datasets,
including duration time (specific dates and hours), the number
of nodes and edges, the specific attack time and their propor-
tions, as well as the number of attack-related nodes. The open-
source report for DARPA TC E3 [60] and ES5 [32] show an
attack for E3-CLEARSCOPE on April 12, 2018 from 15:19 to
15:24, an attack for ES-CLEARSCOPE on May 17, 2019 from
15:42 to 16:00. However, we couldn’t find any relevant attack
records (including file downloading and process creating) in
the corresponding log files for this period. Therefore, we do
not label it as attack time.

Ground Truth Labeling. In TC, attack activities occurred
only in a subset of time windows within a specific day, as
shown in Table [Il. For instance, in our motivating example
of Section II, attackers executed loaderDrakon in the
Firefox memory and escalated privileges for performing
memory injection into the sshd to write file sshdlog
between 14:58 and 15:07 on May 15, 2019. DARPA provides
ground truth reports to aid us in quickly labeling. For Window-
level, METANOIA partitions the streaming provenance logs
into time windows and labels windows containing attack
behaviors as attack-related windows while those lacking such
behaviors as benign windows. For node-level, we manually
identify all crucial nodes involved in attack behaviors as
attack-related nodes, while labeling other nodes as benign
nodes.

D. RQ 1: The detection performance of METANOIA

KAIROS [15] is a window-level detection system,
THREATRACE [13] is a node-level detection system, while
UNICORN [1] and PROGRAPHER [14] are graph-level
detection systems. To ensure fairness, we will compare
METANOIA with three baselines at their respective levels
to demonstrate the detection performance of METANOIA.

1) Widnow-level: KAIROS detects anomalous windows
based on the anomalousness and rareness of nodes. To ensure
a fair comparison, we adopted the same time window size (15
minutes) and DARPA dataset for evaluating both KAIROS
and METANOIA by calculating precision and recall at the
window-level.

According to statistics shown in Table , METANOIA
outperforms KAIROS comprehensively in both precision and
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TABLE III: Summary of the experimental datasets. Columns 1 and 2 indicate the name and duration time of the corresponding
dataset. Columns 3 and 4 indicate the number of nodes and edges. Columns 5 and 6 indicate the specific time of attack
occurrence and the percentage of the attack time for the whole time. Column 7 indicates the number of attack nodes involved

in the attack window.

Dataset Duration Time #N #E Specific Attack Time % of Attack Time # of AN

E3-CADETS 2018/4/2-13 (247h) 613,713 31,573,565 4.6 11:21-12:08 + 4.12 14:00-14:38 + 4.13 9:04-9:30 0.901% 49
E3-ClearScope 2018/2-13 (168h) 369,021 22,254,213 4.11 13:55-14:47 0.892% 23
E3-THEIA 2018/4/3-13 (142h) 1,258,362 44,366,117 4.10 13:41-14:55 + 4.12 12:44-13:26 1.585% 97
E5-CADETS 2019/5/8-17 (240h) 12,893,578  1,003,492,271 5:16 9:32-10:08 + 5.17 10:16-10:55 0.625% 65
E5-ClearScope  2019/5/8-17 (240h) 172,699 151,104,106 5.15 15:39-16:18 0.521% 81
E5-THEIA 2019/5/8-15 (192h) 2,286,124 140,994,662 5.15 14:48-15:07 0.260% 36
Avg / 2,932,249 232,297,489 / 0.797% 58.5

recall at the window-level. For KAIROS, we replicated and
evaluated its performance while keeping its code and pa-
rameters unchanged. However, its results were worse than
those in the paper, which we attribute to three reasons after
a detailed investigation. (1) We relabeled the datasets. For
instance, in E3-CADETS, attacks occurred on three days, April
6, April 12, and April 13, involving a total of nine time
windows. However, KAIROS only considered April 6 and
ignored the attacks that occurred during the two days (April
12, and April 13). We relabeled the dataset and evaluated
both METANOIA and KAIROS based on this. (2) KAIROS
does not distinguish between nodes with the same name. For
example, in ES-THEIA, there were a total of 6,647 unique
IDs for the Firefox process, but KAIROS grouped them all
under one single Firefox process. This causes KAIROS to
convey node features incorrectly, which affects the judgment
of anomalies. (3) KAIROS relies excessively on training
data. KAIROS constructs an anomalous window queue by
determining whether there are nodes with anomalousness (high
reconstruction error) and rareness (high inverse document
frequency, IDF) between different windows. The combination
of the latter two factors results in KAIROS being unable to
construct an anomalous window queue when attackers employ
living-off-the-land attacks (involving no writing of files with
special names to the disk). It is important to note that we
only evaluated based on the new dataset labeling and did not
modify the output of KAIROS.

In terms of precision, METANOIA outperforms KAIROS
by 30%. As shown in Table IV, METANOIA generates an
average of 6.7 false positives (FPs), which accounts for only
0.9% of the average window count of 691 in the dataset.
We believe this demonstrates METANOIA’s ability to ef-
ficiently mitigate alarm fatigue issues, allowing analysts to
manage alerts more effectively. However, it is important to
emphasize that METANOIA only mitigates false positives
caused by concept drift and does not eliminate all false
alarms. When the host’s operating environment changes (such
as switching work environments), METANOIA inevitably
generates false alarms in the initial stages. As shown in
Section , we use a new anomaly detection paradigm
to ensure that METANOIA ceases to generate alerts once
the environment stabilizes after switching. But METANOIA
will trigger alerts when users engage in rare behaviors (such
as suddenly accessing unknown websites and downloading
files). Given that such behaviors inherently share similarities
with attack behaviors in terms of anomalousness and rareness,
METANOIA does not consider handling such false positives

TABLE 1IV: Experiment results for METANOIA and

KAIROS at Window-level.

Dataset KAIRQ.S META N,QIA
TP/FP/EN  Precision  Recall | TP/FP/EN  Precision  Recall
E3-CADETS 7/9/2 0.44 0.88 11/4/0 0.73 1.00
E3-ClearScope 0/0/3 0.00 0.00 2/6/1 0.25 0.67
E3-THEIA 71612 0.54 0.79 9/3/0 0.75 1.00
E5-CADETS 6/10/0 0.38 1.00 6/9/0 0.4 1.00
ES5-ClearScope 3/18/0 0.14 1.00 3/13/0 0.18 1.00
ES-THEIA 1/1/1 0.50 0.50 2/5/0 0.29 1.00
Avg 4/7.3/1.3 0.33 0.66 5.5/6.7/0.2 0.43 0.95

to avoid false negatives. This is precisely why false alarms still
exist in METANOIA. In Section , we discuss in detail
the importance of METANOIA’s components in mitigating
false positives caused by concept drift.

In terms of Recall, METANOIA outperforms KAIROS
by 41%. Both METANOIA and KAIROS exhibit poor re-
call performance on the E3-CLEARSCOPE dataset (0 and
0.67, respectively). E3-ClearScope represents a vulnerability
exploitation attack that occurred on the Android platform. On
April 11th, the attacker gained control of Firefox by browsing
the malicious website www.mit.gov. jo. Following that,
the attacker downloaded a payload (shared_files) and
executed it with root privileges. Finally, several attempts
were made to load modules and inject processes, but both
failed. For unknown reasons, there is no associated process
creation behavior (CLONE/FORK/EXECUTE) in ClearScope,
which prevents the transmission of inter-process information,
significantly impacting METANOIA’s recall performance.
However, on the other datasets, METANOIA maintains a
recall of 1. Therefore, we believe that METANOIA can detect
attack-related windows when supported by a good auditing
system (as described in Section I11).

2) Graph-level: UNICORN transforms streaming data into
fixed-size, updatable graph sketches that preserve Jaccard
similarity [61] to model a system’s behavior. Each sketch
represents a snapshot, depicting an overall summary of the
system’s state from the beginning of execution to the time
of snapshot capture. PROGRAPHER [14], on the other hand,
converts snapshots into fixed-size vectors using graph neu-
ral networks graph2vec [62] and leverages recurrent neural
networks TextRCNN [63] to learn benign system behavior
changes.

Considering both the above studies are graph-level detection
systems, we employed the same evaluation protocol as theirs
to guarantee fairness, i.e., determining whether the entire
graph is benign or malicious. We classify a graph to be
malicious if the time window of the METANOIA alert is a
subset of the corresponding time window of the graph. Since



IEEE TRANSACTIONS ON DEPENDABLE AND SECURE COMPUTING, VOL. XX, NO. YY, MONTH 2024 10

TABLE V: Experiment results for METANOIA, UNICORN
and PROGRAPHER at Graph-level.

Dataset System Precision Recall Accuray F1
UNICORN 0.31 1.00 0.44 0.47
E3-CADETS PROGRAPHER  0.50 1.00 0.96 0.67
METANOIA 0.80 1.00 1.00 0.88
UNICORN 1.0 0.75 0.93 0.89
E3-ClearScope | PROGRAPHER  0.60 1.00 0.98 0.86
METANOIA 1.00 1.00 1.00 1.00
UNICORN 0.67 0.67 0.8 0.67
E3-THEIA PROGRAPHER  0.60 1.00 0.97 0.75
METANOIA 1.00 1.00 1.00 1.00

UNICORN and PROGRAPHER were evaluated only on the
E3 dataset (CADETS, ClearScope, THEIA), METANOIA
was also compared on the same dataset to avoid the bias
introduced by hyper-parameters tuning.

The experiment results for METANOIA and the other two
baselines at graph-level are reported in Table V. METANOIA
detects all attacks in three datasets (1.0 recall) and only
identified one benign graph in E3-CADETS as malicious,
indicating its effectiveness in capturing attack traces while
avoiding alert fatigue issues. Further investigation revealed
that for the E3-CADETS dataset, METANOIA incorrectly
identified the window between 13:45 and 14:15 on 2018.4.13
as a malicious window. This was due to an imapd process
being identified as a suspicious node during this period,
and both the imapd process and sshd (parent process
of malicious process pEja72ma) interacted with the same
sensitive file, /et c/spwd. db, creating a suspicious path, as
shown in Figure 3. Additionally, this period is a subset of the
period corresponding to a graph, leading to a graph-level false
positive. However, in real-world scenarios, attackers may use
an injected sshd to accomplish multiple tasks across periods.
Therefore, this case requires security analysts’ intervention to
determine whether it is a false positive.

For comparison, UNICORN and PROGRAPHER all per-
form worse than METANOIA in nearly every metric. We
learned that there are two reasons why UNICORN’s per-
formance is worse than reported in the original paper: (1)
UNICORN was trained using benign datasets under DARPA
TC that were not publicly available, leading to bias in the
model. (2) UNICORN did not enforce that the testing graphs
occur after training and validation, which is a typical Data
Snooping [64]. While PROGRAPHER was not open-sourced,
we replicated it based on the description of the paper. Keeping
the hyper-parameters and necessary components unchanged,
we believe the main reason for PROGRAPHER’s poorer
performance compared to the original paper is that the encoder
(Graph2Vec) cannot generate suitable embedding vectors. We
primarily used Doc2Vec [65] provided by Gensim [66] in com-
bination with RSG mentioned in PROGRAPHER to generate
embedding vectors for snapshots, but the performance was
unsatisfactory. We attribute the result to our lack of expertise
rather than the original authors, and we intend to open-source
the reproduction code of PROGRAPHER.

3) Node-level: THREATRACE is a detection system that
assesses the anomalousness of nodes using a multi-model
framework. While METANOIA generates a reconstruction
graph of the attack scenario corresponding to the mali-

-resizewin

imapd
etc/host.allow
' : Qtmp/.31.29ade>

2018-4-13 13:45-14:15 |

Fig. 3: Reconstructed Attack Scenario. The red dashed box
indicates the window-level alerts generated by METANOIA,
with the specific time shown in the bottom right corner. On the
left are the true positive, and on the right are the false positive.
Red nodes represent attack-related nodes, while white nodes
represent non-attack-related nodes.

cious windows, allowing for evaluation at the node level
for both. THREATRACE [13] is an open-source system,
enabling us to run it directly for comparison. To maintain
fairness, we adopted THREATRACE’s way of computing
metrics and selected a subset of the DARPA TC dataset used
by THREATRACE.

As shown in Table VI, METANOIA significantly out-
performs THREATRACE in precision (improved by 29%),
while slightly lagging in recall (decreased by 4%). Through
our further investigation, we identified two main reasons
for this discrepancy. Firstlyy, THREATRACE employs heuris-
tic extensions to the node-level GroundTruth. Specifically,
THREATRACE labels malicious nodes and their neigh-
bors within two hops as GroundTruth, even if the neigh-
bor nodes are not directly involved in the attack. For in-
stance, in ES5-THEIA, the number of malicious nodes la-
beled by THREATRACE (162,714) is 4,519 times higher
than that labeled by METANOIA (36). This GroundTruth
leads to poorer recall performance for METANOIA. Sec-
ondly, THREATRACE discretely assesses node anomalies.
This results in malicious nodes being identified across various
windows without establishing their relationships. In contrast,
METANOIA delineates malicious windows, merges mali-
cious paths, identifies malicious nodes, and ultimately gen-
erates a reconstructed graph representing malicious behavior.
This superior approach contributes to the higher precision
of METANOIA, as all the malicious nodes it identifies
(positives) are around real malicious nodes (true positives).

In addition, THREATRACE cannot to reconstruct a com-
plete attack scenario. Node-level information can indeed assist
analysts in understanding attack behavior relative to graph-
level data. However, when the number of false positive nodes
is large, such as the 63,137 false positives in ES-THEIA
for THREATRACE (under such lenient labeling conditions),
security analysts are still inundated with alerts, making them
difficult to take countmeasures timely.
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TABLE VI: Experiment results for METANOIA and
THREATRACE at Node-level.
Dataset System Precision  Recall Accuracy
E3CADETS | vptaNota 100 092 09
EMTHEIA | UEriNOIA 100 094 099
ESCADETS | UETANGOIA 100 084 098
ESTHEIA | \ETaNoIA 100 090 098

E. RQ2: The Importance of METANOIA’s Components

The goal of METANOIA is to mitigate the high false
positives caused by concept drift in long-running anomaly
detection systems. In other words, METANOIA focuses on
reducing false positives caused by concept drift rather
than addressing all false positives. Currently, METANOIA
attempts to mitigate high false positives by introducing incre-
mental learning as a new anomaly detection paradigm. How-
ever, there are some challenges, as described in Section I, for
which we have designed specific components in METANOIA
to address them. In this section, we focus on showing the per-
formance and effectiveness of these components and answer
questions step-by-step.

How does the size of the RN Pool change over time?
Figure 4 shows the variation trend of the RN Pool size in the
corresponding dataset. It can be observed that the RN Pool
corresponding to E3-ClearScope exhibits an abnormal growth
rate, attributed to the absence of process creation-related events
(FORK/CLONE). This results in METANOIA initializing all
processes as benign without suspiciousness, and identifying
numerous anomaly nodes as rehearsal nodes. In both E3-
CADETS and E3-ClearScope, the RN Pool experiences rapid
growth in the initial stages, with many nodes being identified
as anomalies but benign, effectively aiding METANOIA in
building a memory bank to swiftly reduce false alarms. Subse-
quently, the RN Pool experiences a slow increase as suspicious
information propagates rapidly through event interactions, to
avoid METANOIA memorizing malicious behaviors.
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Fig. 4: Growth Trend of RN Pool size over time.

Can the RN Pool be contaminated? From Table s
we can observe that the constructed RN Pool has no in-
tersection with the attack nodes across almost all datasets.
This is attributed to METANOIA'’s stringent suspicious state

TABLE VII: Contamination analysis of RN Pool.

Dataset RN Pool Size # of Attack Nodes (%)
E3-CADETS 339 0 (0%)
E3-ClearScope 1504 12 (0.8%)
E3-THEIA 616 0 (0%)
ES5-CADETS 832 0 (0%)
E5-ClearScope 292 0 (0%)
E5-THEIA 331 0 (0%)

TABLE VIII: Impact of fine-tuning the benchmark set for
building IDF on KAIROS. In the second column, 4.3-5 refers
to the selection of CADETS corresponding to data from April
3 to April 5, 2018, to construct IDF benchmark set.

Selected

Dataset Days TP/FP/FN  Precision Recall Accuracy F1
o 4110 0.80 1.0 099 089
E3-CADETS Ii)F
4.2-4 4/95/80 0.04 1.0 0.47 0.08
IDF
43-4 4/95/80 0.04 1.0 0.47 0.08

transfer rules in constructing the RN Pool, thereby enabling
METANOIA to avoid learning malicious behaviors and in-
troducing false negatives. Prior work [9, 28] suggests that
suspicious state transfer captures the essence of intrusion at-
tacks, and METANOIA utilizes this rule to inversely identify
rehearsal nodes that can provide replay information of critical
scenarios. Additionally, in the case of E3-ClearScope, due to
the same reason (absence of events related to process creation),
the suspicious state can’t transfer effectively, resulting in
all attack-related nodes being included in the RN Pool. We
attribute this to issues with the auditing system.

Why is KAIROS able to achieve similar precision
with METANOIA at the window level? We have eval-
uated METANOIA and KAIROS at the window level in
Section . While both exhibit similar precision, their
mechanisms for achieving this are different. KAIROS directly
determines whether there is an intersection of nodes between
different windows that exhibit both anomaly (high recon-
struction loss) and rareness (high IDF), thereby constructing
an anomalous window queue. We believe that KAIROS can
accurately identify these nodes for two reasons: (1) KAIROS
aggregates all nodes with the same name into one node,
and (2) KAIROS carefully selects the benchmark set for
constructing IDF. Upon detailed analysis, we found that all
nodes supporting the construction of the anomalous window
queue in KAIROS are not present in the benchmark set for
constructing IDF. We consider this method relies too heavily
on the benchmark set and is overly sensitive. For E3-CADETS,
KAIROS used the benchmark set (4.3, 4.4, and 4.5) to build
the IDF and tested it on the test set (4.6 and 4.7). As shown in
Table , when we fine-tuned the days of the IDF benchmark
set, KAIROS produced a significant number of false positives,
leading to a substantial decrease in precision. In contrast,
METANOIA employs a new anomaly detection paradigm and
does not suffer similar effects.

Can pseudo-edge connections, state transfer, and path-
level filtering effectively reduce false positives? As men-
tioned in Section I, we believe that introducing incremental
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TABLE IX: Ablation experiments on the effectiveness of METANOIA. ’Incremental Learning’ only uses incremental learning
as an anomaly detection paradigm. 'w/o Pseudo Edges’ disables pseudo-edge connection. *w/o State Transfer’ disables state
encoding and suspicious state judgment. *w/o Path-level Filtering’ disables path-leveling filtering.

Incremental METANOIA METANOIA METANOIA METANOIA
Dataset Learning (w/o Pseudo Edges) | (w/o State Transfer) | (w/o Path Filtering)

Precision Recall | Precision Recall Precision Recall Precision Recall Precision  Recall

E3-CADETS 0.025 1.00 0.09 1.00 0.16 1.00 0.11 1.00 0.73 1.00
E3-ClearScope 0.011 1.00 0.05 1.00 0.08 1.00 0.07 1.00 0.25 0.67
E3-THEIA 0.039 1.00 0.11 1.00 0.17 1.00 0.10 1.00 0.75 1.00
ES5-CADETS 0.015 1.00 0.04 1.00 0.06 1.00 0.07 1.00 0.40 1.00
E5-ClearScope 0.010 1.00 0.03 1.00 0.05 1.00 0.05 1.00 0.18 1.00
E5-THEIA 0.008 1.00 0.06 1.00 0.10 1.00 0.12 1.00 0.29 1.00
Avg 0.018 1.00 0.06 1.00 0.10 1.00 0.09 1.00 0.43 0.95

learning as a new paradigm for anomaly detection can mitigate
the high false positives problem caused by concept drift.
METANOIA combats catastrophic forgetting through pseudo-
edge connections (Section ), avoids discrimination para-
dox through state transfer (Section ), and reduces typical
false positives through path-level filtering (Section ). As
described in Table [X, we designed corresponding ablation
experiments to demonstrate the effectiveness of these three
components. It can be seen that incremental learning without
any component is the most ineffective, with an average false
positive count reaching 340 and an average precision of 0.018.
Besides, the ablation of any component results in a significant
deterioration in METANOIA'’s performance, with an average
decrease in precision rate of 81% and an average increase of
81 false positives. This is because each component represents a
critical solution proposed to address the significant challenges
encountered in moving to a new paradigm of anomaly detec-
tion. These components do not operate independently, and only
by complementing each other can achieve optimal results.

F. RQ3: The Effectiveness of Reconstructing Attack Scenarios

Previous researches [15, 33, 67] indicate that reconstructing
attack scenarios is an essential capability for existing detection
systems. Unlike rule-based detection methods, anomaly-based
detection systems focus more on this ability. The reason for
this is that anomaly-based detection systems inherently have
a certain amount of false positives, requiring involvement
from security analysts. Reconstructing a complete and con-
cise attack scenario can effectively assist security analysts in
eliminating false positives and reducing time overhead.

METANOIA has the capability to reconstruct real APT
attack scenarios. Due to the operating system’s use of multiple
cloned subprocesses to collaboratively accomplish tasks, the
attack scenario graph often contains numerous nodes with
the same name. Therefore, to streamline the graph structure
and facilitate better understanding by analysts, METANOIA
merges nodes with the same name in the attack scenario graph
to achieve optimal presentation. Table X illustrates the sizes of
the attack scenario graphs reconstructed by METANOIA from
each dataset. We observe that the number of events identified
as malicious windows is 18,041 times larger than the merged
attack scenario graph. This demonstrates METANOIA’s abil-
ity to assist security analysts in rapidly comprehending attack
scenarios, effectively filtering out false positives, and reducing
the workload in "man in the loop".

TABLE X: Statistics of reconstructed attack scenario graphs.
The second column is the total number of events in the window
identified by METANOIA as malicious. The third column
is the initial attack scenario graph. The fourth column is the
attack scenario graph of merged nodes with the same name.

. Attack Graph
Dataset # (‘))t", iﬁgﬁsss in Attack Graph (Merged)
Nodes Edges | Nodes Edges
E3-CADETS 1,179,901 426 489 101 119
E3-ClearScope 275,209 217 256 41 47
E3-THEIA 1,485,706 193 241 89 104
E5-CADETS 1,763,829 504 560 106 122
ES5-ClearScope 3,772,183 698 727 143 159
E5-THEIA 1,128,869 184 213 52 69
Avg 1,600,949 370 414 87 103

G. RQ4: The Influence of Hyper-parameters

We now analyze the impact of four key parameters on
the effectiveness of METANOIA. Considering efficiency,
we select only day 4.6 of the E3-CADETS dataset as the
evaluation dataset. We independently vary the parameters to
examine the influence of each parameter and the experimental
results are shown in Figure

The decay factor (§ refers to the decay rate of node sus-
picion. A smaller decay factor leads to a faster decrease in
node suspicion, causing METANOIA to select more nodes.
Besides, METANOIA determines if an event is anomalous
through the event anomaly threshold o, which is composed of
the window’s mean value of reconstruction loss plus variance.
A higher abnormal threshold results in METANOIA retaining
more anomaly events. Simultaneously, METANOIA deter-
mines if a path is anomalous through the path-level scoring
threshold d. A higher § leads to METANOIA retaining less
anomalous paths. As illustrated in Figures 5(a), 5(b), and
5(c), with the increase of the decay factor, event anomaly
threshold, and path-level scoring threshold, the precision of
METANOIA increases while the recall decreases. At last,
METANOIA determines if a node is suspicious through the
node suspicion threshold ~y. A higher ~ leads to METANOIA
retaining more suspicious nodes. As shown in Figure 5(d),
with the increase of the node suspicion threshold, the precision
of METANOIA decreases while the recall increases.

In the end, we choose the decay factor 5 as 0.95, the
event anomaly threshold o as mean reconstruction loss plus 2
standard deviations, the path-level scoring threshold ¢ as 0.7
and the node suspicion threshold v as 0.5.
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Fig. 5: Impact of decay factor 3, event anomaly threshold o, path-level scoring threshold § and node suspicion threshold ~.
The four metrics corresponding to each parameter are, from left to right, Precision, Recall, Accuracy, and F1-Score.

TABLE XI: Overhead of each component.

Component Mean Duration = Max Duration
Preprocess 16.71s 93.37s
Anomaly Detection 12.65s 135.91s
Malice Investigation 42.93s 107.12s
State Update 62.34s 509.03s
Total 134.63s 745.43s

H. RQ5: The Overhead of METANOIA

In this section, we evaluate the overhead of METANOIA,
an online anomaly detection system that applies incremental
learning. In this section, we set the time window to 15
minutes and measure the runtime overhead of each component,
as shown in Table XI. When processing streaming logs,
METANOIA requires an average of only 144.58 seconds
(excluding state updates) to detect malicious windows and
generate attack scenario graphs. This is significantly smaller
than the duration of the window (15 minutes), demonstrating
that METANOIA is a real-time anomaly detection system.
Furthermore, considering extreme scenarios, we also evaluate
the time overhead of METANOIA under the window with the
most events. We selected the time window of 2019/5/15 23:41-
23:56 under ES-CADETS, which contains 1,549,130 events,
and METANOIA can complete the detection and investigation
tasks within the corresponding time window, as shown in
Table XI.

VII. DISCUSSION

Evasion Attack. Evasion attack refers to the actions taken
by the attacker to mimic benign behavior to deceive detec-
tion systems during an attack. While evasion attacks pose
a threat to all PIDSes, evading anomaly-based PIDSes is
not straightforward. Therefore, to mimic benign behavior,
attackers need to carefully orchestrate their attack actions,
ensuring that malicious behavior exhibits benign features at
the log level while maintaining their attack objectives. This
requires attackers to have a deep understanding of both the
target system’s benign behavior and the mechanics of running
PIDSes. Previous work [17] has demonstrated that existing
graph-based adversarial attacks cannot evade the detection of
PIDSes because the provenance graphs have more structural
features and time constraints. A recent robustness study [68]
has indicated that evasion attacks can be achieved by auto-
matically modifying system logs to evade existing PIDSes and
have released evasion datasets based on DARPA E3-THEIA.

However, KAIROS pointed out that this dataset only includes
a small portion of the attack activities described in the DARPA
ground truth, rather than the complete attack traces included in
the original DARPA dataset. Further investigation confirmed
this, and we did not proceed with further evaluation.

Poisoning Attack. If an attacker can poison the training data
to contain malicious activity for model learning, then future
attacks will go undetected. To the best of our knowledge,
SIGL [17] is the only PIDS that evaluates its robustness against
data poisoning in-depth, but only for the software installation
scenario. ShadeWatcher [12] inserts attack data from one day
during training and demonstrates that it can still detect the
corresponding attack. We performed a similar evaluation and
also obtained good detection results. METANOIA adopts
a new anomaly detection paradigm that requires replaying
scenarios to combat catastrophic forgetting and is therefore
more sensitive to poisoning attacks. METANOIA starts from
the opposite side of the suspicious information flow to avoid
the discrimination paradox and thus combat the poisoning
attack.

VIII. RELATED WORK

In terms of detection methods, existing PIDSes can be
categorized as heuristic-based and anomaly-based. Heuristic-
based PIDSes [2, 7, 8, 28, 69] use empirical knowledge
to construct matching rules to find known attacks in the
provenance graph. However, they have difficulties in detecting
unknown attacks and extending scale. Anomaly-based PID-
Ses detect intrusions by identifying deviations from normal
behavior. Besides, offline PIDSes [12, 17, 18], due to their
high operational overhead, fail to achieve efficient real-time
intrusion detection. Online PIDSes [1, 13, 14] relies on a fixed-
size training set and cannot effectively address the problem of
concept drift. UNICORN [1] combats concept drift by gradual
forgetting but causes key information to decay with duration.
KAIROS [15] relies on the intervention of analysts to re-
train the model to combat concept drift, resulting in breaking
attack-agnostic and high training costs. Although KAIROS
acknowledges this issue in the paper, it does not provide a
targeted solution, leaving it for future work.

Moreover, previous PIDSes [1, 10, 11, 30] required manual
investigation of large-scale provenance graphs, rendering them
impractical for real-world use. Recently, THREATRACE [13]
and SHADEWATCHER [12] began identifying anomalies at
the node level, but they cannot reconstruct complete attack
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scenarios like METANOIA. SIGL [17] attempts to generate
graphs for software installation, but it struggles to scale to full-
system intrusion detection. PROGRAPHER [14], on the other
hand, sorts the root subgraphs (RSGs) in snapshots by anomaly
severity to help narrow down the scope of the investigation but
loses the connection between multiple snapshots. Meanwhile,
KAIROS [15] attempts to reconstruct attack scenarios in
anomaly queues using community discovery algorithms but
can only generate multiple star-shaped small attack scenarios
(according to its open-source results).

In conclusion, METANOIA is the first intrusion detection
system for concept drift mitigation adapting a new anomaly
detection paradigm with the ability to reconstruct concise and
effective attack scenario graphs.

IX. CONCLUSION

METANOIA is the first lifelong anomaly detection and
investigation system that utilizes incremental learning as a new
paradigm to address the high false positive problem caused by
concept drift. Our evaluations demonstrate that METANOIA
can monitor systems over long periods and achieve optimal
performance.
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