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Secure Wireless Communications via Frequency
Diverse Arrays

Zhengiao Cheng, Chongjun Ouyang, and Xingqi Zhang

Abstract—A novel frequency diverse array (FDA)-assisted
secure transmission framework is proposed, which leverages
additional frequency offsets to enhance physical layer security.
Specifically, an FDA-assisted wiretap channel is considered,
where the transmit beamforming and frequency offsets at each
antenna are jointly optimized. A novel alternating optimization-
based method is introduced to address the non-convex problem of
secure transmission, focusing on minimizing transmit power and
maximizing the secrecy rate. Numerical results are provided to
demonstrate the superiority of the FDA-based framework com-
pared to systems employing traditional phased array antennas
in secure transmission.

Index Terms—Frequency diverse array, physical layer security,
secure beamforming.

I. INTRODUCTION

Due to the broadcast nature of the wireless medium,
wireless networks are inherently vulnerable to security risks
posed by potential eavesdroppers. To address this, physical
layer security (PLS) has garnered significant attention from
both industry and academia [[1]. PLS leverages physical-layer
techniques, such as secrecy channel coding and beamforming,
to ensure secure transmission [1l], [2]. In the field of PLS,
the frequency diverse array (FDA) represents a key hardware
architecture for implementing practical PLS-oriented beam-
forming [3]]. By appropriately programming the frequency
offset of each array element in an FDA, a joint range-and-
direction beampattern can be achieved, in contrast to the
direction-only beampattern realized by conventional phased
arrays [3]. As a result, FDA beamforming enables secure,
high-data-rate transmission across both the range and direction
dimensions, whereas phased array systems can only secure
communications in the direction dimension.

Building on this background, FDA-based PLS design has
been studied in the current literature. The work in [4] investi-
gated FDA-based directional modulation (DM) using random
frequency offsets along with artificial noise. This approach was
later extended to other DM scenarios; see [5]]-[7] and relevant
references. In addition to DM, there are also studies exploring
FDA-based beamforming aimed at improving the secrecy
transmission rate. For instance, the authors in [8] designed
beamforming techniques for FDAs to improve the secrecy
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Fig. 1: The structure of an FDA, where w,, is the digital beam-
forming coefficient and f,, = f. + Af, forn=1,--- | N.

rate. The work in [9] further analyzed the average secrecy rate
achieved by FDAs using linearly varying frequency offsets.

In contrast to these initial results, this paper provides a
more comprehensive investigation of the secrecy performance
achieved by FDAs. The main contributions are summarized
as follows: i) We propose an FDA-based secure transmission
framework in which the FDA frequency offsets and transmit
beamforming are jointly designed to enhance PLS. ii) We
address the problem of transmit power minimization while
ensuring a target secrecy rate, which has not been explored
in existing works, and propose an alternating optimization-
based method to solve this non-convex problem. iii) We also
consider the maximization of the secrecy rate under a power
budget constraint. Although this problem has been discussed in
[8l], our work adopts a more general channel model that does
not require constant channel amplitudes. iv) Simulation results
demonstrate that the proposed FDA-based secure transmission
framework offers more degrees of freedom for enhancing PLS
compared to conventional phased arrays and FDAs without
properly designed frequency offsets.

II. SYSTEM MODEL

In a multiple-antenna wiretap channel, Alice sends a secret
message to Bob (b), which is overheard by Eve (e). Assume
that Alice is equipped with an FDA consisting of N anten-
nas, whose structure is illustrated in Fig. [[l Each receiver,
Bob and Eve, is equipped with a single-antenna device. Let
(r; cos8;,r;sin 6;) denote the two-dimensional coordinates of
node i € {b, e}, where r; represents the propagation distance
from the origin and 6; denotes the associated directional angle.
Let d represent the inter-element spacing between antennas,
and let (xo,0) denote the coordinates of the first antenna, as
depicted in Fig. [Il Thus, the channel response from the nth
antenna to node ¢ at time instant ¢ can be written as follows:

N
hi,n(tu fn) = Weﬂﬂfn(t in/ )7 S {bue}a (1)
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where f, = f.+ Af, is the frequency used at the nth antenna
element, with f. and Af, being the carrier frequency and
frequency offset, respectively. Moreover, c is the speed of light,
A = 27 f. is the wavelength of the carrier frequency, and

Tin = \/(xo +(n—1)d —ricos6;)2 +r?sin®0; (2)
denotes the distance between node ¢ and the nth antenna
element for i € {b,e} and n e N 2 {1,...,N}.

Remark 1. By setting v, = 7 for n = 1,...,N, the
channel model in reduces to the one described in [8|].
It is worth emphasizing that our considered channel model is
more general than that in [8|], as it accounts for variations in
channel power across the entire array. Therefore, the method
proposed in [8|] is not directly applicable to our model.

As a result, the received signals at Bob and Eve at time
instant ¢ can be written as follows:

yi (t) = by (t, Hw(t)z(t) +ni(t), i€ {be}, ()
where z (t) € C denotes the transmitted symbol, satisfying
E{lz()]} = 1. and hy(t,£) = [hua(t, fu)]2, € TV
represents the channel from the FDA to the receiver. The
frequency vector is £ = [f1;...; fn] € CVXL, w(t) € CNVX1
is the digital beamforming vector, and nz( ) € CN(0,02) de-
notes the Gaussian noise with variance o?. The instantaneous
received signal-to-noise ratio (SNR) at node 1 is given by

% () = bt Ow(B)?/of, i€ {be}, @)
and the secrecy rate at time ¢ can be written as follows:

Rs(t) = max{log,y (1 + (1)) — logy(1 4+ 7e()), 0} (5)
It can be observed from (@) that the secrecy rate achieved by
the FDA is determined by both the digital beamformer and
the frequency offsets, which provide additional optimization
dimensions for improving the secrecy rate compared to con-
ventional phased arrays.

Assume that Eve is a system registered user, and thus Alice
has access to Eve’s channel state information (CSI). Moreover,
to explore the system’s performance bounds, we assume that
all CSI is perfectly known to Alice. Under this setup, we will
discuss two basic scenarios of secure transmission.

1) Transmit Power Minimization: The transmit beamformer
w(t) and the FDA beamforming frequencies f can be designed
to minimize the system’s transmit power, subject to the secrecy
rate constraints. This can be formulated as follows:

vﬁr(lg)nf [w(t)||? s.t. Rs(t) > R,Afp €10, fm] ,n €N, (P1)
where R > 0 is the target secrecy rate and f,, > 0 represents
the maximum frequency offset.

2) Secrecy Rate Maximization: Besides, w(t) and f can be
designed to maximize the secrecy rate, subject to the transmit
power constraints. This can be formulated as follows:

H(ltaSXfRs(t) st [[w(t)|? < P,Af, €10, fu] s €N, (P)
where P > 0 is the power budget.

III. TRANSMIT POWER MINIMIZATION
A. Transmit Beamforming Design

Due to the tight coupling of w (¢) and f, we first consider
the design of w(t) for a given f. For clarity, we drop the time

index ¢ when there is no ambiguity and denote h; = h;(f)o; !

and u = p~2w with p = ||w||2. Then the subproblem of
optimizing w can be equivalently rewritten as follows:
H R

min p s.t. w12 )AI—Ai—pE)u

u,p uH(I + phoht)u
where ¥ = h,h! — 28hhf € CV*V,

1) Optimal Solution to . Since p > 0, I+ ph, hH =0,
which yields u" (I + ph.hP)u > 0, and equality holds only
when u = 0. Consequently, the first constraint of (Pg,) is
equivalent to u"((1 — 2%)I 4+ p=)u > 0. Let UAUH denote
the eigen-decomposition (EVD) of 3, where UU" = I and
A = diag{o1, -+ ,on}, with 01 > --- > oy representing
the eigenvalues of . Since ||ul|? = 1, we have

>0,|u*=1, (P))

ul (1= 20T+ pS)ue 128 4 poy, 1 — 28 + poy].

When (Pg,) is feasible, 1 — 2% + poy > 0 must be satisfied,
which yields o > 2 L >0, and thus p > 281 e 0 Taken

optimal u is the normalized principal eigenvector of 3. This
also implies that minimizing p is equivalent to maximizing A;.

2) Calculation of the Principal Eigenvalue: Using the
matrix determinant lemma, a closed-form solution for the
principal eigenvalue A\; can be derived. Due to page limita-
tions, we omit the detailed steps and will provide them in
the full Versmn of this work. Specifically, we have A\ =
—swi + 1y/w? + 227 Fw,y, where wy = = 28||h,||2 — ||hy2

and wy = thH [he/|2 — [hHhy|2. Recalling (), we have
ho12 N |hi,n(ta fn)| o N )\2
il =" - > T ©

This indicates that [|hy||2 is not influenced by the frequency
offsets in f or the time instant ¢. Therefore, maximizing \;
is equivalent to minimizing |hhy,|2. When |hHhy,|? = 0, an
upper bound for A\; can be obtained, given by

1 1 .
ALS —guit g (2R|\h 1P+ B )*) = By (D)

This provides the lower bound for the transmit power, which
2f—1
([ |2

3) Equivalent Transformation of ([Pi): The above ar-
guments suggest that the power minimization problem is
equivalent to minimizing [h%hy|2, or equivalently, g(t,f) =
|hH (¢, f)hy, (¢, f)|2. This can be formulated as follows:

st. Afn €10, fm],n €N. (Pr)

After obtaining the optimized f, the digital beamformer
w(t, f) can be set as the principal eigenvalue of

is [|wi]* =

ming g(t, f)

B. FDA Beamforming Design
We next aim to solve problem (Pg)). Based on (), we have
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Algorithm 1 The proposed method for solving

: Initialize £ = £(°) and set k = 0;

2: repeat

3 for all n = 1to N do

4 Update the frequency offset fff*l) by (IIb;
5: end for

6 Update the iteration index k < k + 1;
7. until convergence.

where wy, = ZZ(re,, — b)) and a, = rioro - The results
in Q) suggest that the optimized frequency offsets in problem
are time-independent, and thus the corresponding transmit
power is also time-independent.

Problem is NP-hard, making the optimal solution
challenging to find. As a compromise, we adopt an alternating
optimization-based method to find a suboptimal solution,
where each frequency value is treated as one block, and
they are optimized alternately. Given the frequency values
{fn'} s 5 the resultant optimization problem is given by

ming, gn(fn) st. fuo € [fe, fe+ fm], (Ps..)

where g, (fn) = Zn,;én Aty €08(wr, frn — wry fnr). Note that
gn(fn) can also be written as follows:

gn(fn) = VA%+B%COS(|wn|fn—‘Pn)7 (10)
where A4, = Zn,;ﬁn ap cos(wp frr), and B, =

Zn';&n Ay sin(wyy frnr), and o, = sgn(wy)atan2(B,,, A,).
Problem (P;,) is thus equivalent to

fon =AMy, |, o, <o < (fwn | (ot ) =) COS(T):
The optimal solution is given as follows:

fetfm 0<a,<mcp,+a,<m
w+dy,

|‘*’n‘
.f:z(: fc

fc"’fm T < ap < 2w, 4w —
3r+d,

lwn
where a,, = b,, mod 27 with b,,
and d,, = b, — an + .

The proposed method is summarized in Algorithm[1l Since
the closed-form globally optimal solutions for are used
in each block of the alternating optimization, the objective
function monotonically decreases. Additionally, the objective
function is lower-bounded by zero. These two properties
together guarantee that the proposed method converges to a
locally optimal solution of (Pg), which in turn provides a
locally optimal solution to (Py).

Y

Ogangﬂ—acn'i_anzﬂ—
T <a, <2mc,+2a, < 4w

3

ap < Cp 4+ ap < 3T

m<a, <2mcyp+a, > 37

= |Wn|fc |wn|fmv

—Pn, Cp =

C. Average Transmit Power Minimization

In practice, it is also important to address the problem of
average power minimization, defined as follows:

T
min — w(t)||?dt (12a)
{wt)}icromf T Il
s.t. Re(t) > RVt € [0,T], fn €10, fm],¥n.  (12b)

This problem minimizes the average transmit power over a
predefined time period of length 7'. For brevity, assume that
T is shorter than the channel coherence time.

As discussed previously, the solution to (Pg) is time-
invariant, given the channel responses. Thus, (I2) has the same
solution as ([Py)), which can be achieved by first calculating f
from ([Pg)), and then updating w(¢) as the principal eigenvector
of 3(¢,f). Let £* denote the optimized frequency vector from
Algorithm [Il The average transmit power is then given by

e 1 (TR 2f -1 _2f 1
P = —/ dt = 2 ~ )
T Jo Asge Aseen b2

where the second equality holds because Ax;( ¢+, the principal
eigenvalue of X (¢, f*), is time-independent.

However, from the perspective of practical implementa-
tion, updating w (¢) in real time is challenging, as it lacks
a closed-form solution, requiring an EVD. As a compro-
mise, we consider a maximal ratio transmission (MRT)-
based scheme, where w(t) = %, which provides a
closed-form solution, making it easier to implement compared

to the EVD-based scheme. The secrecy rate for the MRT
- — 14 P|lhy (t.6)|2
scheme can be W.rltten as Ryt = 19g2 (1+1?g(f)/\\hb(t,f)ll2)
Note that Rp increases monotonically with P. To guar-
antee the target secrecy rate R, we require Ry > R or
2 71 . . ..
P > T @ OE =274 (6) /Ty GO Consequently, mlnlmlzl'ng
the transmit power is equivalent to minimizing ¢ (f), which
is the problem (Pg). Thus, the correspondlng average transmit
-1

power is given by Pn: =

13)

by (¢,£*) 12— 2R g(£*) /Iy (¢,£)]12
Since P~ in is obtained via the optimal transmit beam-
former, we have 2 < Pnn. Moreover, when g (f*) = 0,
i.e., the channels of Bob and Eve are mutually orthogonal,
both the EVD-based and the MRT-based schemes achieve the
performance lower bound of problem (P4)).

IV. SECRECY RATE MAXIMIZATION

Turn to the problem of secrecy rate maximization ([Pg).

A. Transmit Beamforming Design

When (Ps) is feasible, it can be observed from (@) that
the secrecy rate increases monotonically with ||w(#)||2. Hence,
when the secrecy rate is maximized, it holds that ||w(t)|? =
P. On this basis, the marginal problem with respect to w(t),
given f, can be formulated as follows:

H(P~'1 + hyhf!
max — ( + AbAb)W s.t. ||w|]* = P.
v wH(P=1I+4 h,h)w
For brevity, the notation (¢, f) is omitted. Problem (PZ) is a
Rayleigh quotient, and its solution satisfies

v _ P (PTHRED tps
pA(P~I+h.h)~1pa
where pa € CV*! is the principal eigenvector of the matrix
A= (%I—I—heh'e")_‘(%I—i—hbhg)(%l—kheh“) 5 € CNxN,
Additionally, the maximum of the objective function in
equals the principal eigenvalue of A.
The next task is to calculate the eigenvalues of A, which
can be handled using the matrix determinant lemma. Due
to space limitations, we omit the detailed steps and re-

port only the final result. Specifically, the principal eigen-

Pf1+\/f1+f2
1+ 5 T TWERR where

(P2)

(14)

value of A is given by Aa =
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Fig. 2: Average convergence performance of Algorithm [il

fi = P(Ih|?|he|* — [he'hyp[?) + [Ihy|[* — |[he]? and
f2 = 4(1 + Plhe|?)(|bo|?[he||* — [hi'hy[?). As stated
before, ||hy||* and ||he||* are independent of ¢ and f. Let
z = ||hp||?||he||? — |hHhy|? > 0. Then, we have

0

dda _ P(fi+ fZ+ f2) +2(1+ P||he||?) (15)
dz 2(1+ P|he|2)\/fE + f2/P

which, together with the fact that fo > 0, yields ‘ﬁ‘—f > 0.
Therefore, maximizing Aa is equivalent to minimizing g(f) =
|hHhy, |2, which can be solved using Algorithm[Il Let f* denote
the optimized frequency vector. Then, the secrecy rate can be
expressed as logy Aa, which is time-independent.

B. Average Secrecy Rate Maximization

The problem of average secrecy rate maximization can be
formulated as follows:

1 T
max = / Rs(t)dt
{W(t)}te[o,T])f T 0

st [w(t)||* < PVt € [0,T], fu €0, fu] ,¥n, (16b)

which maximizes the average secrecy rate over a time period
of length T'. Since the instantaneous secrecy rate maximization
problem (P2) has time-invariant optimized frequency offsets
and secrecy rate, problem (I6) has the same optimal objective
value as (Pa). This can be achieved by first designing f
via Algorithm I and then updating w(¢) as in (I4). To
avoid real-time EVD operations, we also consider an MRT-

based scheme, where the resulting secrecy rate is given by
lo 1+P||hy (¢,£) ||
&2 \ TFPgE)/ha £ )

(16a)

V. NUMERICAL RESULTS

This section employs computer simulations to demonstrate
the performance of the proposed beamforming schemes. Un-
less otherwise specified, the parameters are set as follows:
fo = 2.4 GHz, 0 = 02 = —100 dBmW, 7, = re —20 m €
[50 m,150 m], 6, = 0 € [0,7], ¢ = 0, and f, = 3 MHz
for n € N. All results are obtained by averaging over 1000
independent channel realizations.

Fig.[2 plots the values of ¢(f) as a function of the number of
iterations, demonstrating the average convergence performance
of the proposed alternating optimization-based method. It
is observed that this method converges in approximately 3
iterations, indicating a fast convergence rate. Additionally, it is
observed that increasing the number of antennas /N decreases
g(f). This is because, as the number of antennas increases, the
channel correlation between Bob and Eve gradually decreases.

Fig. illustrates the required transmit power achieved by
our proposed method versus the number of FDA antennas. For
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comparison, we also plot the results obtained by the FDA with
linearly varying frequency offsets (Af, = & fm), the phased
array (Af, = 0), and the performance lower bound (g(f) =
0). It can be observed that our proposed method outperforms
both the linear FDA and phased array schemes. Additionally,
as the number of antennas increases, our proposed method
converges quickly to the performance lower bound. In Fig.
[3(b)] we present the results for the average transmit power
minimization problem. It can be seen that using the EVD-
based beamforming scheme brings the consumed power close
to its lower bound for most values of N. The proposed MRT-
based scheme also effectively reduces the transmit power, and
its performance gradually approaches that of the EVD-based
method as N increases. This is because, as N increases, g(f)
decreases, and the two schemes eventually achieve similar
performance. Next, we turn to the secrecy rate. Fig. plots
the secrecy rates achieved under different schemes versus the
transmit power. As shown, the secrecy rate increases with the
available power, and our proposed method is the closest to the
performance upper bound (g(f) = 0). Besides, the results of
the average secrecy rate maximization are shown in Fig.
As illustrated, our proposed method effectively approaches the
upper bound of the secrecy rate, similar to the results in Fig.
[3(b)] These results underscore the effectiveness of our FDA-
based beamforming scheme in enhancing wireless security.

VI. CONCLUSION

We have proposed an FDA-based transmission framework
to enhance secrecy transmission. Under the criteria of transmit
power minimization and secrecy rate maximization, we intro-
duced a novel, low-complexity method to optimize the FDA
frequency offsets. Numerical results validated the effectiveness
of the proposed algorithms and demonstrated the superiority
of the FDA-based framework over existing techniques.
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