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ABSTRACT Demands for secure, ubiquitous, and always-available connectivity have been identified as
the pillar design parameters of the next generation radio access networks (RANs). Motivated by this, the
current contribution introduces a network architecture that leverages blockchain technologies to augment
security in RANs, while enabling dynamic coverage expansion through the use of intermediate commercial
or private wireless nodes. To assess the efficiency and limitations of the architecture, we employ Markov
chain theory in order to extract a theoretical model with increased engineering insights. Building upon this
model, we quantify the latency as well as the security capabilities in terms of probability of successful
attack, for three scenarios, namely fixed topology fronthaul network, advanced coverage expansion and
advanced mobile node connectivity, which reveal the scalability of the blockchain-RAN architecture.

INDEX TERMS Architecture, attack probability, blockchain, hierarchical, latency, Markov chain, radio

access network, security, theoretical modeling.

I. INTRODUCTION

Recent technological developments and the vision for the
next generation of wireless communications have brought
to the forefront the need to provide intelligence, energy
efficiency, and security at the far edge of the network.
As a consequence, radio access networks (RANs) need
to be transformed to enable flexible, efficient, and reli-
able connectivity to a wide variety of devices [I]. High
security and privacy assurances must be implemented as
RAN technologies develop to reduce newly emerging risks
and vulnerabilities [2]. This observation has motivated a
great amount of research effort that aims to identify and
prevent security issues in the RAN have been intensified [3],
[4]. Potential threats to the confidentiality and integrity of

communications include illegal access, data breaches, and
network outages.

The incorporation of blockchain to RANs presents a
promising countermeasure to the above risks [5]]. Although
blockchain had initially developed for cryptocurrency [6],
its effectiveness in decentralized tamper-proof solutions has
been extensively validated [7]-[9]. Through decentralization,
the blockchain ensures that no single entity controls the
network; thus, mitigating the risks associated with central-
ized points of failure and unauthorized access [[10]. The
investigation of how blockchain can enhance security across
various network areas has been widely explored making it
a focal point in the evolution towards the sixth generation
(6G) wireless systems. Additionally, the Markovian chain
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technique is a versatile and powerful method that can be
applied across various fields, such as marketing [|11]], weather
forecasting [|12]], and chemical engineering [13]. An impor-
tant example of its application is in blockchain technology,
where it has proven effective, as demonstrated in previous
studies [[14], [15]. In more details, Markovian chains have
been applied in blockchain within RAN (Radio Access
Network) scenarios, as seen in research studies [[16], [[17].
Based on these examples, we conclude that Markovian
chains provide a fitting technique for this study. For exam-
ple, the authors of [18] have conducted a comprehensive
examination of the integration of blockchain into RANS,
proposing a framework of secure blockchain RAN (B-RAN)
tailored for 6G networking. Additionally, they has outlined
a framework for the analysis of block-structured Markov
processes, adding phase-type service periods and transaction
arrivals to the existing models. In [19], [20], the authors have
taken advantage of Markov chain (MC) models to investi-
gate B-RAN systems performance in terms of latency and
security capabilities. A similar modelling approach has been
followed in [21]], where the authors have presented a dual-
hop B-RAN architecture, and have analyzed its performance
in terms of probability of delay and average latency.

Several recent studies have focused on the specification
of the ideal block size [22]—[25]]. In particular, in [22], the
authors have described the building and mining process with
a focus on performance assessment, while the authors of [23]]
have studied the latency model of blockchain with a variety
of timers and forks. The authors of [24] have presented block
access control as a remedy to blockchain forking problems
in wireless networks. This method effectively controls block
transfer and improves transaction throughput. In the same
work, an evaluation of the network performance in terms
of transaction throughput and saving computational power
has been conducted. Batch service queuing has been utilized
in [25]] in order to reduce the impact of delay on system sta-
bility.

All the aforementioned works consider very constrained
blockchain models that assume singular transaction per block
and do not consider the possibility of block rejections.
To cover this gap, this work introduce a novel B-RAN
architecture and attacks modeling that allows both individual
and commercial intermediary nodes to act as wireless access
providers, regardless of their ownership. At the same time,
the reduced complexity of the proposed model constitute
it a versatile tool for conducting performance assessment
and extracting design guidelines before actually deploying
a B-RAN system.In more detail, the novelty and technical
contribution of the paper can be summarized as:

e We rethink the role of connectivity providers and ser-
vice consumers, and introduce a new type of B-RAN
architecture, called hierarchical B-RAN (HB-RAN),
which revolutionizes wireless networks, by allowing
a service consumer to simultaneously be a service
provider.

o We identify three usage scenarios, i.e., fixed fronthaul
network, advanced coverage expansion, and advanced
connectivity of mobile nodes, with important business
value, which are catalyzed by HB-RAN.

e We provide a mathematical model that is based on MC-
theory and accommodates the HB-RAN particularities.
Building upon this model, we extract a closed-form
expression for the average latency.

e We recognize alternate history attack as the most pos-
sible type of impactful attack, and we extend the MC-
based model in order to include it. Building upon the
new model, we extract the probability of successful
attack, which quantifies the security capabilities of the
introduced system.

e Numerical results that verify the theoretical models
and assessment framework as well as the engineering
insights are presented.

The rest of this paper is organized as follows: The HB-
RAN usage scenarios are documenteed in Section A
thorough system model explaining the intricate dynamics of
HB-RAN is introduced in Section In Section we
present the B-RAN model, employing a Markov chain model
to capture the probabilistic transitions between different
system states and explore their dynamic behavior during B-
RAN operations. The theoretical framework that quantifies
the average latency and the probability of successful attack is
provide in Section [V] Numerical results are presented in Sec-
tion [VI} Finally, concluding remarks and future research
directions are provided in Section The organization of
the paper at a glance is depicted in Fig. [T}

Notations: Unless otherwise stated, in the rest of this pa-
per, single-server queueing models are indicated by M/M/1,
while multi-server ones by M/M/s. Time is represented by ¢
and the state space of Markov chains by E. The probability
of an event is expressed as Pr{-}. The expectation operator,
which denotes the expected value of a random variable, is
represented by the operator E [-].

Nomenclature

B The relative mining rate of the attacker.

0] Configuration matrix.

p Traffic intensity.

T Count of failures occurring.

h Small time period that tends to infinity.

1 Number of pending requests waiting to enter a block.
J Number of requests awaiting to be in service.
k Number of maximum capacity per block.

N Number of confirmations per block.

Ny Threshold for length difference between chains.
Pa Probability of an arrival request.

DPm Probability of a mined block.

Dr Probability of a rejected request.

Ds Probability of a serviced request.

P, ;  Probability to be in state E(3, j)

Q Transition rate matrix.
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Il. B-RAN USAGE SCENARIOS

B-RAN enables collaboration among different service
providers and users in a secure, private, and dependable man-
ner. This is achieved by blending blockchain with virtualiza-
tion, multiple-access edge computing (MEC), and artificial
intelligence (AI) functionalities. B-RAN opens the door to
a number of attractive usage scenarios, such as fronthaul
network of fixed topology, advanced coverage expansion,
and advanced connectivity of mobile nodes. In the rest of
the section, we document the aforementioned scenarios.

VOLUME

A. Fronthaul network of fixed topology

In the fronthaul network of fixed topology, each user
equipment (UE) performs tasks that demand significant
computing power and time sensitivity, such as navigation,
video streaming, or virtual reality. It is assumed that the
base stations (BSs), which may belong to different service
providers, are equipped with MEC capabilities. BSs have
computing resources and can carry out Al tasks. UEs with
resources can offload tasks to various edge infrastructures
using resource allocation strategies, such as those optimized
for cooperative transmission in C-RAN environments [26].
Additionally, coordinated multi-point (CoMP) connectivity,
managed through joint precoding and resource allocation
strategies, can improve system reliability and energy effi-
ciency in scenarios involving multiple BSs [27]]. The need for
B-RAN stems from the absence of trust-based interactions
between UEs and BSs.

B. Advanced coverage expansion

The concept of advanced coverage expansion plays sig-
nificant role in future communication networks in order
to address the increasing demand for reliable high speed
connectivity in various environments. It involves utilizing
state-of-the-art approaches, like using infrastructure as relay
nodes [28]], implementing node structures, and employing
efficient connectivity models to enhance network perfor-
mance [29]. These methods not only ensure expanded and
higher quality network coverage but also significantly im-
prove energy efficiency. B-RAN is envisioned to augment
security in coverage expansion scenarios through the inte-
gration of blockchain to strengthen confidentiality and trust
in communications. By incorporating these elements, B-
RAN is capable to meet the complex and evolving needs of
modern connectivity, while also emphasizing the importance
of adaptability, security, and efficiency in network expansion.

C. Advanced connectivity of mobile nodes

This scenario promotes communication between vehicles and
BSs as well as between different vehicles. Information can
be shared among vehicles, where one vehicle acts as the
intermediate node to forward the data to the BS. Establishing
a network that supports both vehicle-to-vehicle (V2V) [30]
and vehicle-to-BS communication is necessary [31], [32].
In addition, an important goal is to ensure wide coverage
and efficiency in terms of latency, throughput, and energy
consumption.

Although, vehicular communications rely on ground-based
infrastructure for V2V transmission, the growing demands
of services call for more stringent requirements that these
traditional methods cannot fulfill. For instance, when ve-
hicles travel far from the BS, ensuring latency for real-
time applications requires synchronization among vehicles
and becomes challenging if communication must go through
the BS. V2V communications address this by enabling
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direct information exchange without relying on centralized
infrastructure.

While eliminating the reliance to the BS can offer ad-
vantages, it also comes with drawbacks such as lack of a
centralized entity responsible for network security manage-
ment. B-RAN aims to ensure security and privacy by using
pseudonyms when sharing data since trust cannot be as-
sumed. Moreover, B-RAN can enable support for multi-hop
communications among vehicles to minimize connectivity
gaps and extend the coverage of the network.

lll. Network topology

The realization of the aforementioned usage scenarios is
founded upon not only point-to-point (p2p) but also multi-
hop connectivity. If we take for instance a mobile connec-
tivity use case of a vehicle moving inside the coverage area
of the network, p2p connectivity can suffice for providing
network services to the UE. However, when the vehicle
reaches the limits of the network’s coverage area, p2p links
can no longer provide adequate quality for the service. In
this case, an ad-hoc network must be instantiated by a
node that is located close to the UE and is capable of
extending the network coverage and providing connectivity.
This intermediate node is connected at the same time to the
mobile UE and the BS; thus, providing the service though
multi-hop connectivity.

This high-mobility use case is depicted in Fig. [2] which
illustrates the different B-RAN usage scenarios as a vehicle
moves through the network and eventually exits its cov-
erage to be served by the intermediate node. Specifically,
the fronthaul network of fixed topology usage scenario is
applicable to direct connectivity cases inside the coverage
area of the network, the advanced connectivity of mobile
nodes describes the entire movement of the vehicle, and the
advanced coverage expansion scenario is applicable after the

vehicle moves beyond the limits of the fixed infrastructure
and an ad-hoc network is deployed by the intermediate node.

In this paper, we model the B-RAN network dynamics
through Markov-chain theory. To achieve this, we split the
theoretical modeling in two network topologies. The first
assumes a direct connectivity scenario with the UE con-
nected directly to the BS; thus, providing the service through
the primary blockchain of the network. Of note, there are
three main blockchain architectures i.e. public, private and
consortium, that can be used in an implementation [33]]. Each
blockchain type has different characteristics, specification,
and requirements; however, the flexible and adaptable nature
of the presented model makes it applicable in all possible
scenarios regardless of the blockchain type. The second
topology tackles the multi-hop connectivity case of advanced
coverage expansion scenario; thus requires the establishment
of a hierarchical B-RAN architecture that deploys a sec-
ondary blockchain between the intermediate node and the UE
in order to provide the service outside of the network’s pri-
mary coverage area. Alongside the blockchain architecture, it
is essential to mention the consensus mechanisms. According
to relevant studies [34], [35]] the consensus algorithms can
be categorized into a variant of types, with the most used to
be Proof of Work(PoW), Proof of Stake (PoS) and Byzantine
Fault Tolerance (BFT) each of them with unique attributes.
For example, a characteristic feature of PoW is the fact
that is resource intensive, as it requires nodes to solve
difficult problems, a feature that offers strong security level
but its highly demanding on energy consumption. On the
other hand, PoS completes its role based on validator’s
stakes, thus consuming less energy. Finally, BFT algorithm
is ideal for distributed models where the fault tolerance
has an important role in the overall model. In conclusion,
we can distinguish that each consensus mechanism has its
strengths and weaknesses by trying to satisfy both the overall
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speed of the model and its security. The ideal choice at the
end, it depends on the blockchain model and the attributes
(e.g. security, latency times, energy consumption) that would
like to address the most at every scenario. The proposed
framework can model different deployments of blockchain
through the employed Markov-chain theory-based approach
that depends on the probabilistic behavior of the blockchain.

IV. B-RAN Modeling

In this section, we present the B-RAN model. We employ a
Markov chain model to capture the probabilistic transitions
between different system states and delve into their dynamic
behavior during the operations of B-RAN. Additionally, we
introduce an extension of the single-chain B-RAN model,
which is characterized by nested blockchains that create a
HB-RAN architecture. This HB-RAN model provides an
novel solution for assessing the performance of coverage
expansion scenarios, like ad-hoc deployments and cell-free
network access in terms of security and reliability. Through
this approach, our aim is to illustrate the operational dy-
namics of B-RAN, while offering essential insights for its
optimization and improvement.

The B-RAN model is depicted in Fig. [3] and illustrates
its operation through the utilization of two queues. The first
queue models service requests that wait to be include in a
blockchain block, while the second queue models confirmed
requests that wait to be serviced by the network. In more
detail, the first queue operates based on the principles of
a M/M/1 queue, in which requests arrive with a Poisson
distribution with rate R,, and their processing times are
governed by memoryless exponential distributions with a rate
of R,,. The Poisson process is ideal to model network traffic
since the aggregation of multiple i.i.d. processes tends to a
Poisson process for a sufficient number of events. Also, its
simplicity and mathematical tractability enable efficient sim-
ulation and analysis, making it straightforward to generate
and evaluate traffic patterns. In addition, the superposition
and splitting properties allow complex network scenarios-
such as multiplexed traffic or routed paths-to be modeled
with minimal computational overhead. Each of the request
is processed within blockchain blocks that may contain a
maximum of & number of requests per block. Additionally,
the second queue is modeled as a M/M/s queue, with s
representing the maximum number of access links. Requests
arrive based on a Poisson distribution, while their processing
times are characterized by memoryless exponential distri-
butions. Based on the above model, we assume that, at
any given time ¢, the system’s state can be summarized by
using the mathematical expectation for every state, E[i, j],
where E represents the state, ¢ denotes requests pending
mining into a block, and j stands for requests waiting to be
served. The complex interaction between queue dynamics are
highlighted through the aforementioned approach, capturing
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the crucial states of pending requests on their way to block
inclusion and service.

A. Markov chain model

The possible states can be aptly portrayed as a continuous
time-homogeneous Markov process; thus, embodying all the
defining characteristics inherent to a Markov chain [20]. As
depicted in Fig. ] the Markov chain model is defined by its
current state, E[i, j], at time ¢, and five discrete states that
capture various configurations of the system. The transitions
between these states take place over minimal time interval
h — 0.

When a new request is received, the next state is denoted
by E’[i + 1,j] and signifies an increase in the number of
pending requests for blockchain, ¢, as an additional request
is added to the next block. Of note, in this case, the number
of requests waiting service, j, remains unchangeable. This
reflects the fact that only one event can take place at any
given h. The probability of this transition is defined as

Pa = Rah, 6]

where R, stands for the rate at which an arrival request oc-
curs.

Next, the transition to E’[i — k, j + k| describes the case
in which a block is successfully mined. The probability of
successful block mining can be expressed as

pm = Rm h, @)

with R,, being the mining rate of a block. Note that p,,
depends on k, which denotes the maximum number of
requests that can be included in a single block. A successful
block mining event is related on the number of pending
requests and the block size number. If the number of pending
requests, i, is equal to or less than the threshold k, then all
pending requests are successfully mined in a single block;
thus, increasing j by ¢; the subsequent state is denoted by
E'[0,j + i]. Conversely, if the number of pending requests
surpasses the threshold %, only a maximum of k requests
can be mined, while the remaining requests remain pending;
in this case, the next state can be written as E’[0, j + k].

The transition to the E’[i, j — 1] state models the service
of a request and is associated with a probability

ps = Rs h, 3

where R, is the service rate. This transition indicates a
reduction of 1 in the 7 queue, signifying the commencement
of service for the corresponding request. Note that the
number of pending requests, ¢, remains unaffected, as service
initiation influences only the queue of blocks and not the
pending requests.

Additionally, the transition to state E’[i — r, j] character-
izes the rejection of a request due to factors like authentica-
tion problems, insufficient resources, and so on. In this case,
r represents the number of rejected requests. This transition
is governed by the rejection probability, which is defined as

pr =Ry h, “
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with R, standing for the rejection rate. When a rejection
event occurs, ¢ decreases by r since the block that contains
the rejected request is discarded and the remaining requests
need to be included in the next block. Meanwhile, j remains
unchanged emphasizing that the rejected block did not
advance to the mining stage.

Finally, there is a probability that none of the aforemen-
tioned events occur; this signifies the idle state. The idle state
is denoted by E'[i, j] with its probability being written as

pi =1~ (pa +pm +0s +0r), &)
or, after applying (T)-(@),
pizl_(Ra+Rm+Rs+Rr)h' (6)

The idle state represents that the system remains unchanged
at the given time without moving to any available states.
The probability of this scenario captures the possibility of

no requests coming in, no requests being rejected, no mining
successes, and no service operations being completed.

B. Hierarchical B-RAN model

In order to support the scenarios, which were docu-
mented in Section [, HB-RAN deployments are required. In
the scenario of advanced coverage expansion, the end user
is unable to directly connect to the BS of its internet service
provider. However, it can establish a direct link with an
intermediate user (IU) that is already connected to the BS via
the primary blockchain. Therefore, a secondary blockchain is
created between the intermediate and the end user to ensure
security, privacy, and trust, as seen in Fig. [}

This procedure generates a smart contract between the end
user and the IU. Consequently, an end-user request from the
secondary network, as illustrated in Step 1 of the figure,
is initiated to establish a connection and create a Service
Level Agreement (SLA) in Step 2, after which it is inserted
into the secondary blockchain. At first, this request enters
a M/M/1 queue and waits to be included in a block; this
process is depicted in Step 2 of the figure. Next, the mining
phase begins by the blockchain network in order to verify
the request. After a successful mining process, the request
is forwarded to a second queue, where blocks are waiting to
be serviced using a multiple-server queuing model M /M/s.

Once the request is validated through the secondary
blockchain (Step 4), a corresponding request is formed in the
primary blockchain. Upon accessing the primary blockchain
by a new SLA thas has been created from the secondary
blockchain, as depicted in step 3, it joins the M /M /1 queue
of the primary blockchain (Step 6) for block inclusion and
then waits for IV confirmations to validate the block, accord-
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ing to step 7 of the figure. Afterwards, it transitions into a
distinct stage that waits in the M /M /s queue of the primary
blockchain to begin its service (Step 8). Once the request’s
service starts on the main blockchain, it switches to the
secondary blockchain, and its end-to-end (e2e) latency can
be measured, reflecting the initiation of service as depicted
in Step 9. This refers to the total time spent navigating across
both primary and secondary blockchains.

V. PERFORMANCE EVALUATION

In this section we analyze the performance of the BRAN
framework, concentrating on assessing the vulnerabilities
and estimating the system latency. We provide important
insights into the fundamental concepts of B-RAN by math-
ematically modelling latency. Moreover, we consider the
scenario of a double spending attack on BRAN and provide
closed form expression of the probability of successful
attack. This part demonstrates, by careful inspection and
analysis, the robustness and advantages of the B-RAN model
across a range of network topologies and with potential
security risks.

A. Latency

The proposed framework utilizes two queues to model the
complex dynamics of incoming requests and their process-
ing in blockchain blocks. As explained earlier, a M/M/s
queue simulates the latency caused by service initiation and
processing, while a M /M /1 queue handles requests that are
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waiting to be included in the blockchain. The end-to-end
latency of the system is a result of both queues. The expected
value of the waiting time due to the M /M /1 queue in the
B-RAN model can be analytically expressed as in [36]

1

R, —R,’
where R, stands for arrival rate and R,, for service rate.
Moreover, the latency generated by the M /M /s queue can
be written as in [37]]

(N

T =

Cls, %) 1
e o o (8)

with the first term’s nominator expressing the Erlang C
formula, which depends on s, R,, and R,,. Furthermore,
the confirmation process of the blockchain also creates some
additional delay that can be calculated as
N-1

R, ’
where N denotes the number of confirmations and R,,
represents the block generation rate. At this point, Little’s
Law has been applied to establish a relationship between
the expected latency and the queue length. Little’s Law
asserts that the arrival rate multiplied by the average time
an item spends in the system equals the average number of
transactions in a stable system. Consequently, the expected
sojourn time, 75, which quantifies how long each service
request remains within its specific system state, can be

9

T3 =
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expressed as

(10)

Ts = T1 + T2 + T3.

As a result, the average latency of B-RAN, 73, can be
evaluated as

1
Tt = Tg — —.

R, an

It is important to highlight that, in the HB-RAN model,
the same process is followed for the evaluating the latency.
This method calculates the time it takes for a request to be
served by the primary blockchain. However, in the coverage
expansion scenario, the end-to-end latency is measured by
combining the delays incurred by both the primary and
secondary blockchains.

Based on the aforementioned, we now investigate the B-
RAN service latency for the single confirmation scenario. In
this scenario, the current state is expressed as FE (i, j) with
¢ and j denoting the pending requests awaiting assembly
into a block and the confirmed requests ready for service,
respectively. Let P, ;(t) = P{X(t) = E(i,j)} denote
the probability of the queue being in state E(i,j) at time
t. Additionally, we assume that the transition probability
P{X(t) = FE| X(t+ h) = E’} characterizes the queuing
model. All transition probabilities are zero except for events
of arrivals, mined blocks, rejected blocks, or start of service.
The non zero probabilities of the system are given by

P{E(i,5) | E'(i,4)}
R, .
- - ((RQ+R771+RT+R';) h+0(h)
Ry+Ry+R,.+RL
(12)

In case a new request arrives in the system, its probability
is given by

lim P{E (i,5) | E' (i +1,j)} = Rah + o(h).
h—0

13)

Additionally, when a block gets mined, the probability of
this event can be written as

lim P{E (i,j) | B' (i = k,j+k)} = Rh + o(h). (14)

In case a contract gets rejected from the block, its probability
can be expressed as

lim P{E (5,) | E' (i = r,j)} = Ryh+o(h).  (15)

In case a contract gets serviced, the probability of this event
is given by

lim P{E (i,5) | B' (i, = 1)} = Rlh +o(h), ~ (16)

where o(h) represents the probability that more than one
event occurs at time ¢ as h — 0.

The sum of all transition probabilities should be equal to
unity, which can be expressed as

PL"J' (t + h) — Pi,j (t) = Pi—l,j (t)Rah + Pi,j+1(t)Rg+1h

— P j(t) (Ro + Ry + R, + R,) b,
17

where R® is the completion rate and it’s defined by R/ =
min(j, s)Rs for 0 < j < s, since at most s can be in service
at the same time. By assuming that h — 0, we obtain the
steady-state distribution of B-RAN as
Pifl)jRa + Pi’j+1Rg+1 — Pi,j (Ra + R,, + Rs + Rr) = 0.
(18)
where %Pm(t) = 0. Specifically, in the boundary case of
(¢ = 0), (I8) can be rewritten as

J
(Z P&j_,g) Ry, + PJ"' RIT!

=1
—Pyj(Ra+ R+ R,) =0,
where

(19)
Vji=0,1,2,...

Po1Ry — PooRa = 0. (20)

The differential-difference equations (T8)- are the for-
ward Kolmogorov equations [38]], which can be rewritten
more concisely in a probability vector given by

T
P=[ PRyol| Piop Poa|l Poo Pig Poa -1,
(2D
or in matrix form as
QP =0, (22)

with Q being the infinitesimal generator or transition rate
matrix. Each entry in Q equals the corresponding transi-
tion rate given by % Pr{X(t)=FE|X(t+h)=FE'}, de-
pending solely on the B-RAN configuration tuple & =
{R4, R, R, R, s}. It can be numerically calculated by
utilizing the sum probability condition, 17P = 1 as

=7

The state transition relationships that can be calculated based
on the presented analysis for the one confirmation case are
presented in Fig. [6]

From (23), the steady-state distribution, w(®), can be
analyzed as an implicit function of ®. Of note the waiting
space of B-RAN has no maximum limit, resulting in infinite
dimensions for the vector w. In numerical calculations, we
approximate the infinite-dimension solution with sufficiently
large but finite dimensions as, in practice, the number of UEs
cannot be infinite. Thus, the aggressive load R, must be less
than R for stability. In order To analyze the average latency
in B-RAN, we consider the limiting distribution w(®) to
obtain the average number of waiting requests N (®) as

E{N(®)} =) (i+j)- Pij(®). (24)
]
Applying Little’s Law, we can link the expected queue
length and average latency as the expected sojourn time,
Ls(N, ®), includes both waiting and service latency and can
be expressed as

Li(N =1,0) =E{N(®)}/R,
= TGZ(z‘ +5)Pij(®),

(23)

(25)

VOLUME ,



—~ IEEES IEEE Open Journal of the
Comdoc  communications Society

N N TN TN

(0,0} «——0,1}«—0,2}«—{03 }J=—
A l_/ \l_/ \_T_/ -5 I/

Pl ¢ X /'i' o

(1,0 )J—11 }«+—1,2 13 }+—
N / P

N N Pt

(20 e—21)c—22 j«—

N N A
ool

N

(3,0 jJ«——m

N

FIGURE 6: State space scenario for k =2 and r =1

and, therefore, the average latency for the one-confirmation
scenario can be expressed based on the limiting distribution

in Eq. as
LN =1,0) =T, (i+j)P;(® —T., (26)
,J

with T denoting the service time.

So far, only the one-confirmation scenario was considered.
When investigating the generic /N-confirmation problem, the
huge number of variables in eq.[22] makes analysis of a queue
with (N + 1)-dimensional state space difficult. However, if
we consider that once a request is included into a block it has
to wait for /N —1 confirmations after the initial confirmation,
eq. (26) can be rewritten as

N
L(N,®) =L(1,®) +E< > U
n=2 27
=T, (i+§)Pij(®) + T(N — 1) = T,
i,

Based on , the transition rate matrix, (), becomes an
infinitely dimensional structure that encapsulating all possi-
ble rates for every state and is given by (28). It visualizes the
rate at which changes between states occur in a stochastic
process. Each element of the matrix represents the rate of
transitioning from one state to another. The off-diagonal
elements represent the rates of shifting between separate
states, while the diagonal elements express the rate of the
idle state and ensure that the sum of all elements in a row
equals to zero. This matrix is crucial for the calculation of the
latency since it determines the system’s behavior throughout
the stochastic system.

If we take the initial state F[0,0] for example, which
denotes no pending requests to be mined and no requests
awaiting servicing, according to (28)), we have two possible
transitions. Either the system stays idle, or a new request
arrives with a rate of R,. Representing the absence of further
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transitions, the rate for the system to remain inactive is
calculated as the negative of the arrival rate R,. As we
get into more complicated stages, the number of possible
outcomes grows. For each state, their future possible states
can be identified through their corresponding transition rates.
For instance, from state E|0, 1], there are three possible
future states, specifically

1) A service is completed at a rate of R, and the state
changes into the state E'[0, 0] as the number of requests
decreases by one.

2) A new request arrives at a rate of IR,, transitioning to
state E'[1, 1].

3) The system remains idle, with this rate equal to the
negative sum of the arrival and service rates —(R, +
Ry).

All in all, by analyzing the transition rates in the Q matrix,
we can accurately predict all the possible future states from
any given state.

B. Security
The incorporation of blockchain technology into RAN sys-
tems has the potential to improve security and avoid attacks
by malicious users. The decentralized and transparent design
of blockchain enhances its resilience against attacks. How-
ever, the structure of blockchain raises new security risks that
were not present in earlier RAN systems. A typical example
is the alternative history attack, which includes malicious
attempts to modify the transactions in the blockchain’s
history. This attack scenario is examined in detail in the
following section, along with how it could affect B-RAN’s
performance or compromise its dependability and security.

In the case of the alternative history attack, as seen in
Fig.[/| an attacker initially gains access to the blockchain as
a regular user. At some point, along with the official mining
process, the attacker creates an exact duplicate of the official
blockchain. Despite the differences in mining rates between
the two versions (official and malicious), official blockchain
activities are unaffected. The mining rate of the malicious
fork, R,,, is determined by the computational capabilities
of the attacker. Additionally, the symbol beta represents the
ratio between legitimate and malicious blockchains. Once the
tampered block gathers N confirmations, the attacker initi-
ates a mining race to catch up with the official blockchain.
The attacker evaluates the length of the malicious fork
compared to the original chain. If this difference falls below a
specified threshold NV,, the attacker persists in mining until
the malicious chain surpasses the official one and deems
the attack as successful. On the contrary, if the difference
exceeds N, the attacker ceases the attack deeming it un-
successful. The likelihood of a successful alternative history
attack depends on the attacker’s relative mining rate, (3,
the required number of confirmations, N, and the attacker’s
strategy, V.

To evaluate the probability of a successful attack we
assume stable strategy level and mining rates. We consider a
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FIGURE 7: Procedural illustration of an alternate history attack in B-RAN.

scenario where the probability of extending the official chain
by one block is ﬁ, while the likelihood of an attacker

to find the next block is % This implies that the mining
process can be modeled by a series of independent Bernoulli
trials with a success probability of ﬁ For the attack to
be successful, the attacker must deliberately wait for N
confirmations. At the same time, the attacker generates ny
blocks on the malicious fork. Consequently, the stochastic
variable denoting the number of failures, ¥ and follows a
negative binomial distribution, Y ~ N'B(N,1/(1+3)), with
the probability mass function given by

1 f—
1+58f
ny + N —1 1 \" "

ny 1+ '
Afterwards, both the malicious and the official blockchains
start mining with the attacker trying to outperform the
official network. If this happens, the attacker can publish the
malicious chain and rewrite the confirmed history. However,
if the fraudulent chain lags behind by N, blocks, the attacker
abandons the attempt. Let P, = Pr{Win | z = n} denote
the probability of the attacker winning despite starting with
a delay of n blocks. Two special cases become evident,
specifically P_; = 1 and Py, = 0. If the attacker finds
the next block, the malicious chain shortens by n — 1 blocks
compared to the benign chain, and the success probability
becomes P, _;. Conversely, if the official blockchain mines
a block, the attacker falls further behind to n + 1 blocks and

the success probability decreases to P,,;1. By conditioning
on the outcome of the first generated block, the probability

Pr{Y =ny; N,

(29)
B

1+ 7

of the attacker winning can be written as

1 B
Po=——P,i1+—-PFP, 1, 0<n<N,, 30
15 T Ty 5 1 g, (30)
which can be further reformulated as
1
Pnfl_Pn:B(Pn_Pnle)a 0§n<Ng- (31)
For n = Ny — 1, (1) can be rewritten as
1 1
Py, 2 —Pn, 1= 3 (Pn,—1— Pn,) = BPNg—la (32)
which, through recursion, yields
1
Py, n-1—PN,—n= @PNQ—M 0<n<Ng, (33
that can be rewritten as
"1
Py, n-1=Pn, 1+ Y G PNp-1: (34)
By expanding the sum, (34) can be transformed into
Py M ip g
PN, n-1= o7 1=1/B . (35)
PNg_l(n—l—l), lfﬁzl

Next, by utilizing the boundary condition P_; = 1, (33) can
be rewritten as

1-1/8 .
— L if 1
O A (36)
m if ﬁ =1
Hence, we derive the expression for P, as
BB ifB#land 0<n <N,
Ny,—n .
P, — ﬁ if f=1and 0 <n <N, 37)
1 ifn<0
0 it n > Ny.
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As a result, assuming the official blockchain extends N
blocks and the malicious ny-, the attacker commences the
race trailing by (N —ny ) blocks. In this case, the probability
of a successful alternative history attack can be expressed as

S(N767Ng)

- 1
= Pr{Win |z =N —ny}Pr<Y =ny;N,—— ¢,
Z r{Win | z ny} r{ ny 1—|—ﬂ}

ny=0
(38)

or equivalently

S (N, B,Ng)

7% ny + N —1 LY (BN,

ny-o< ny ><1+6> <1+6> N
(39)

Finally, by exploiting the identity

o0 N n
2 () s) () <
—~ n 1+8 1+3
(B9 can be rewritten as (@I). We can conclude that the
success of an attack it depends on a plethora of parameters
such as the hash power of the attacker, the N, threshold,
the mining rate R,, of the official blockchain, as well as
the official’s confirmation number N. A higher N value,
while can be slowing down the speed of the blockchain and
increase the total latency of the model, at the same time it in-
creases the security of it, by challenging the malicious chain
to keep the pace with the official. Additionally, by adopting
the longest-chain rule in the official, priority is given to the
value of proof of work as this approach is widely recognized
for maintaining data integrity and making malicious attacks
more difficult as they require greater computational power
(hash power) by the attackers [39].

VI. NUMERICAL RESULTS

In this section, we present numerical results obtained from
the proposed B-RAN model alongside interesting discussions
that assess its performance and highlight valuable design
guidelines. It is worth noting that our simulation scenarios
required substantial process power to manage the complex
calculations. The following plots have produced results based
on multiple simulations and events (10°) to ensure the sta-
tistical validity and reliability of the results. To achieve this,
we utilized a high-performance computing environment in
order to execute our multiple scenarios properly and extract
our results. Below is listed the hardware that we have used to
fulfill our computational needs: CPU: AMD Ryzen 5 7600X
6-Core Processor 4.70 GHz, GPU: NVIDIA RTX 4070 Ti,
RAM: 32 GB, OS: Linux Ubuntu 24.01. By utilizing multi-
ple types of carefully constructed figures, we provide a visual
representation of the latency of the model and contrast it with
traditional models. These results highlight how closely the
BRAN model captures latency while also offering insights
about its flexibility and scalability in realistic scenarios with
different topologies. Furthermore, we investigate the security

VOLUME

features of the proposed B-RAN model and demonstrate its
robustness against possible attacks. The presented results
serve as a prism that highlights the complexities of B-
RAN and helps to derive definitive conclusions about its
effectiveness and robustness in realistic usage scenarios.

A. Latency

Fig. [§] presents the system’s latency as a function of the
number of confirmations, /N, for different combinations of
k and p. For all plotted lines, we observe that, as the num-
ber of confirmations increases, the achievable latency also
increases. Moreover, it becomes obvious that the scenarios
with higher k£ values exhibit better temporal performance.
Specifically, for the high traffic regime, the model with & = 6
has the lowest latency, while the conventional model with
k = 1 the worst. Finally, it is worth noting that in the
low intensity case all scenarios achieve similar performance
with no noticeable changes. This suggests that higher block
capacity may appear insignificant when the system performs
under reasonable or low traffic, but can have higher impact
on latency in high traffic cases.

Fig. [0] presents a comparison between the conventional
model and the proposed framework with regard to the
achievable latency under different traffic intensity scenarios
and different N values. By observing this figure, it becomes
evident that as the number of confirmations for mining a
block increases, the latency increases as well. However, a
deeper look reveals some significant differences between
the proposed and the traditional models. Despite achieving
similar performance in low-traffic scenarios, the traditional
model is characterized by higher delay under medium and
heavy traffic conditions. This highlights that the proposed
framework is more capable of modeling the temporal per-
formance of complex B-RAN systems under a plethora of
traffic conditions.

Fig. [I0] illustrates the latency as a function of the traffic
intensity for different values of k in the single blockchain
scenario. From this figure, it becomes evident that the achiev-
able latency for the low traffic regime achieves very close
latency independent of the value of k. Moreover, until the
threshold of p = 0.5, all cases exhibit the same behaviour.
On the contrary, when traffic increases past this point, it
becomes evident that the lines diverge from each other, with
k = 1 increasing significantly higher latency than the other
two cases. For traffic intensity equal to 0.8, we observe
the biggest difference between the values. Specifically, the
k =1 line achieves the highest latency, while k£ = 6 has the
lowest. This suggests that by increasing the number k£ we
achieve significantly lower latency especially in high traffic
scenarios. In essence, as long as the intensity remains below
a certain threshold, the amount of possible transactions per
block has no major impact on the system’s latency. As the
intensity increases, larger values of k allow the system to
reach its true potential.

11
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A thorough study of traffic intensity impact on latency is
presented in Fig. [TT] that provides interesting insights on the
average total delay of the system as well as the interactions
of the primary and secondary blockchains. Specifically, the
primary blockchain is analyzed both in conjunction with
the secondary blockchain and on its own; thus, offering a
deeper understanding of the performance degradation that
is introduced by the hierarchical approach. Moreover, the
various traffic intensity values were exclusively applied to
the secondary blockchain in order to keep the primary

0106 T T T T T T T T T T
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0,00 T T T T
0,2 0,3 0,4
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Traffic intensity
FIGURE 10: Latency vs traffic
blockchain for different £ values.

0,8

intensity for single

blockchain’s characteristics stable. This figure reveals a co-
herent trajectory, in which both blockchains and the average
total delay exhibit a correlated increase in latency as the traf-
fic intensity increases. Nonetheless, some subtle differences
that characterize how primary and secondary blockchains
behave differently from one another can be extracted. First
and foremost, the secondary blockchain is characterized by
significantly higher latency compared to the primary. This
is consequence of the fact that the primary chain has more
computing capacity as it is the one connected with the BS,
responsible for the direct connection between the users and
the station, while the secondary has the responsibility to
expand the network and connect the users with the primary.
In addition, as traffic intensity increases, the secondary
blockchain experiences a steeper increase in delay, while
the latency of the primary blockchain maintains relatively
low latency. Moreover, the average total delay shows a
larger dependency on primary blockchain performance, with
a trajectory that is closer to the performance of the primary
blockchain. Also, the plot highlights the efficiency of an
isolated primary blockchain, devoid of secondary blockchain
influence. In conclusion, the plot clarifies how variations in
network traffic can affect temporal dynamics and the sys-
tem’s overall performance, offering important insights into
the complex relationship between the primary and secondary
blockchains.

Fig. [I2] presents the latency achieved by the primary
and the secondary blockchains as well as the e2e system
as a function of the number of concurrent users that can
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FIGURE 11: Latency vs traffic intensity of the HB-RAN.

be served by a BS, s. In more detail, subfigures (a)-(c)
assume that each block of the secondary blockchain can
contain a maximum of k¥ = 1 transactions, while the rest
assume k = 3. By comparing the achievable latency of
the primary blockchain as depicted in subfigures (a) and
(d), it becomes evident that the latency is not affected by
variations in the secondary blockchain’s maximum capacity
or traffic intensity. It is interesting to point out that for s
values higher than 16, the latency increases significantly.
This phenomenon is caused by the congestion brought on
by the high traffic of the secondary blockchain that affects
the primary one. Furthermore, the latency performance of
the secondary blockchain is illustrated in subfigures (b) and
(e), which showcase how greatly can k, p, and s affect
the performance of the secondary blockchain. Specifically,
high traffic values caused increased latency, while low k
and s values can restrict the system’s performance to a
great extend. This highlights the importance of appropriately
selecting the various degrees of freedom when designing B-
RAN systems. Finally, subfigures (c) and (f) present the e2e
latency of the system, which is shown to be significantly
influenced by the number of contracts that can be included in
a single block of the secondary blockchain. This emphasizes
the equilibrium that is forged between traffic intensity and
block capacity.

An extensive examination of the impact of different N
confirmation numbers on latency is presented in Fig. [T3] for
the primary and secondary blockchain. The plot shows the
average total delay of the system along with the individual
latency of the primary and secondary blockchains. No-
tably, the primary blockchain’s behaviour remains constant
throughout the plotted range of NN, allowing for a focused
examination of the impact of the secondary blockchain on
the system. With three distinct traffic intensity values for
the secondary blockchain — low, medium, and high — the
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plot demonstrates how various traffic scenarios influence
the latency of the entire system. As anticipated, a higher
traffic intensity correlates with increased latency across the
board, while lower intensity results in lower latency. The
average total delay of the system is particularly interesting,
since it resembles the behaviour of the secondary blockchain.
This discovery implies that secondary blockchain activity
has a major impact on the overall performance of the
system. Moreover, this figure provides an understanding of
the extra latency that the secondary blockchain adds to
the major blockchain, particularly when contrasting with a
situation in which the primary blockchain is isolated. This
comparison demonstrates how much secondary blockchain
activity affects the parent blockchain’s delay. Overall, the
plot emphasizes the complex interplay between primary
and secondary blockchains, showing how changes in the
characteristics of the secondary blockchain can impact the
temporal dynamics of the entire system.

B. Security

This section sheds light on the security aspects of the
proposed B-RAN model by providing numerical results
that collected based on the modelling the alternate history
attack that was presented in Section [B] The demonstrated
results focus on the interaction among various degrees of
freedom of B-RAN and provide interesting discussions on
the its adaptability to various configurations. This analysis
is crucial, as attackers can target either the primary or sec-
ondary blockchain of the proposed framework. Moreover, the
achieved security performance is compared to other works.
This allows us to capture the dynamic nature of security
challenges within B-RAN and provide design guidelines that
ensure robust protection against potential attacks.

Fig. [T4] presents the probability of successful attack as a
function of the rate between the hash power of the official
and malicious blockchains. Different attack strategies, N,
of the attacker and various numbers of confirmations, IV,
are taken into consideration in the analysis. All of the
scenarios include both the proposed and conventional B-
RAN modelling approaches. It immediately becomes evident
that the two modelling approaches provide similar results,
which validates the validity of the proposed framework. As
expected, the probability of successful attacks increases as
the 3 values increase, while it approaches 100% when the
malicious and official blockchains have comparable mining
power. This is the case for both N =1 and N = 3 configu-
rations, with the latter exhibiting better security performance
of 2 x 103 for low [ values. This observation indicates a
consistent behavioral pattern for both configurations across
various attack scenarios, regardless of variations in N,
values. The convergence of the two configurations suggests
a shared vulnerability for B-RAN systems that is introduced
due to the existence of blockchain. Finally, it is important
to highlight that the official blockchain is characterized

13
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by robust computational capabilities that cannot be easily
matched by the malicious one.

Fig. [13] illustrates the interactions between latency and
security for various different configurations of B-RAN.
Specifically, six combinations are drawn for s = 10 or
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FIGURE 14: Probability of successful attack vs the attacker’s
mining power for multiple combinations of N, and N.

25 and k values equal to 1, 2, or 3. By observing any
of the plotted configurations, it is evident that as security
increases the latency increases as well. This highlights an
equilibrium between security and latency when designing B-
RAN systems. In systems where security plays a significant
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role, a trade-off with temporal performance is expected, and
vice versa. Although at first glance different configurations
appear to have similar behaviour, a closer inspection uncov-
ers significant differences. Specifically, the black line that
is characterized by £ = 1 and s = 10 indicates the worst
performance in both security and latency, whereas the yellow
line of £ = 3 and s = 25 is the fastest and the most
resilience to attacks. Furthermore, the models with higher s
values demonstrate a notable improvement in security when
compared to their low-s counterparts, which highlights the
important role of s. Moreover, a closer investigation of the
s = 25 configurations reveals a medium variation between
k = 1 and £k = 2, but only a minor difference between
k = 2 and £ = 3. This indicates that after a certain
point increasing the k value does not result in improved
performance. Overall, this figure underlines the significance
of appropriately selecting the design parameters of B-RAN
to achieve the intended latency without sacrificing security.

VIl. CONCLUSIONS & FUTURE DIRECTIONS

This paper proposes HB-RAN, a hierarchical blockchain-
based radio access network that meets the key challenges in
wireless connectivity by integrating blockchain with MEC
and Al In the HB-RAN architecture, the role of participants
in the network is redefined by enabling service consumers to
also act as providers, leading to collaboration for efficient use
of resources. The incorporation of blockchain into the system
ensures secure and trustworthy communication, overcoming
the limitations of traditional networks.

The Markov chain theoretical model that was introduced
provides valuable insights into the achievable performance
of B-RAN; thus, enabling the accurate evaluation of both
latency and security in three real-world usage scenarios,
namely fronthaul network of fixed topology, advanced cover-
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age expansion, and advanced connectivity of mobile nodes.
Although blockchain systems contain complex interactions
between nodes, user equipment, and the network, the pro-
posed framework is a flexible and versatile method with
many degrees of freedom that constitute it capable of being
applied to many different blockchain deployments. This
novelty research is the first to explore the extension of a
BRAN model based on Markovian chains with this degree
of parameterization. Numerical results were produced that
validate the theoretical modeling through simulations and
highlight that the architecture not only mitigates security
risks but also supports seamless connectivity.

The real-world implications of HB-RAN are significant,
especially in the context of autonomous transportation, smart
cities, and remote communication. By supporting advanced
use cases such as V2V communication, rural connectivity,
and Al-driven services, it can ensure further scalability,
energy efficiency, and system reliability. Enabling innovation
in the most important areas, HB-RAN spans a wide range
of applications-from fixed fronthaul to coverage extension
and mobile connectivity, making it a key enabler for next-
generation 6G networks. Our future work will focus on
real-world implementation and testing of B-RAN to further
validate the proposed theoretical framework.
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