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Abstract—Energy supply for electricity and heat sectors ac-
counts for more than 40% of global carbon emissions in
2023, which brings great pressure for achieving net-zero carbon
emission targets in the future. Under the above background,
hydrogen-penetrated multi-energy systems (HMESs) have re-
ceived wide attention due to their potential low-carbon attribute.
However, HMESs still face the following challenge, i.e., how
to survive and quickly recover from extreme and unexpected
events (e.g., natural disasters, extreme weather, and cyber-
physical attacks). To enable the above resilience attribute, many
existing works on HMES resilience enhancement have been
done. However, there lacks a systematic overview of different
resilience enhancement measures for HMESs. To fill the research
gap, this paper provides a comprehensive overview of resilience
enhancement strategies for HMESs from the perspective of
hydrogen-related planning and operation. To be specific, we
propose a comprehensive resilience enhancement framework
for HEMSs. Under the proposed framework, the widely used
resilience metrics and event-oriented contingency models in
existing works are summarized. Then, we classify the hydrogen-
related planning measures for HMES resilience enhancement
according to the type of hydrogen-related facilities and provide
some insights for planning problem formulation framework.
Moreover, we categorize the hydrogen-related operation mea-
sures for HMES resilience enhancement according to the three
kinds of operation response stages involved, including preventive
response, emergency response, and restoration response. Finally,
we identify some research gaps and point out possible future di-
rections in aspects of event-targeted scenario generation, dynamic
multi-type contingency modeling, multi-network coordination,
flexibility resource awareness, net-zero-carbon resilient planning
and operation, and large language model-assisted multi-stage
coordination.

Index Terms—Hydrogen-penetrated multi-energy systems, re-
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I. INTRODUCTION

It is well known that power energy systems are indispens-
able to our daily life [1]. To support their operations, many
fossil fuels (e.g., coal, natural gas, and petroleum) have to
be consumed in the current society, resulting in high carbon
emissions. According to the released report of the International
Energy Agency, energy supply for electricity and heat sectors
accounts for more than 40% of global carbon emissions in
2023, which brings huge pressures for more than 130 countries
to achieving net-zero carbon emission targets in the future [2]—
[4], e.g., the European Union (2050), China (2060), and India
(2070). To alleviate such pressures, increasing the penetration
of renewable energies is preferred. However, due to the inter-
mittencies and uncertainties of renewable energies, it is very
challenging to keep a real-time balance between energy supply
and demand without large-scale economical energy storage
systems (ESSs). To overcome such a challenge, adopting
hydrogen energy storage systems (HESSs) is regarded as a
promising solution since they have many advantages over other
kinds of ESSs, including large-scale storage capacity, easy
transportation, long discharging duration, and zero pollution
[3]1-[8]. Note that the above features mean that HESSs can
bring larger flexibility in aspects of energy storage, distribu-
tion, and utilization. For example, large-scale storage capacity
and easy transportation mean that the hydrogen energy gen-
erated from renewable energies can be stored across seasons
and delivered to different geographical areas. Moreover, by
coordinating HESSs with other types of ESSs (e.g., electric
ESSs and thermal ESSs), the whole system’s energy efficiency
could be improved. Under the above background, hydrogen-
penetrated multi-energy systems (HMESs) have received wide
attention from government, industry, and researchers [9]—-[21]].

In addition to the low carbon attribute, the resilience at-
tribute is also critical for HMESs [22]. The main reason is that
more and more frequent extreme events (e.g., natural catastro-
phes, extreme weather events, and cyber-physical attacks) have
appeared in recent decades, and their strength and duration are
also intensifying [23]] [24]. Furthermore, such extreme events
become correlated in space and time, resulting in combined
high-impact negative effects [23]]. For example, the annual cost
of blackouts from extreme weather conditions ranges from $20
to $55 billion in the USA [22]]. To be specific, resilience within
the energy system domain describes the ability of a system
to survive and quickly recover from extreme and unexpected
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disruptions [26] [27]. Although there are many types of
resilience metrics for an energy system, typical metrics are
related to recovery duration, load loss, and recovery speed
[28]. For example, when the resilience of an HMES is low,
the recovery speed (i.e., the ratio of restored load to recovery
time) from the degraded state after an extreme event to the
normal state is slow, or the load loss under the degraded state
is large.

Fortunately, hydrogen has the potential to improve the
resilience of multi-energy systems from both planning and
operation perspectives [30]. For example, the coordinated
planning of HESSs and other distributed generators can reduce
load loss [31]], the coordinated planning of hydrogen-to-power
(H2P) facilities and power line hardening can also reduce
load shedding significantly [32]]. In the operation stage, mo-
bile hydrogen energy resources (MHERSs, including hydrogen
tube trailers (HTTs) [33]], hydrogen fuel cell buses (HFCBs)
[34], hydrogen fuel cell vehicles (HFCVs) [33], and mobile
HESSs [36]) can provide temporary backup power for critical
infrastructure during weather disasters. In order to grasp the
above opportunities for implementing resilient HMESs, a large
number of resilience enhancement measures have been pro-
posed [37]-[42]]. However, there lacks a systematic overview
of different resilience enhancement measures for HMESs. To
fill the research gap, this paper provides a comprehensive
overview of resilience enhancement measures for HMESs.

Although there are many surveys related to power grid
resilience enhancement [37]], [43]-[34] with different perspec-
tives (e.g., network microgrids, event timeline of enhancement,
cyber-physical interdependence, complex network, and cross-
domain multilayer architecture), they neglect to consider the
hydrogen energy resources (HERs). In [37]], the resilience of
a hydrogen-powered smart grid is reviewed. Although this
review paper considers the hydrogen-related facilities, there
are many differences between and our work in aspects
of objects, perspectives, contents, and research gaps. Firstly,
we focus on HMESs, while focuses on hydrogen-based
smart grid. Secondly, we review the existing works from
the perspective of hydrogen-related planning and operation
measures. In contrast, mainly focuses on the event time-
line of measures, i.e., pre-event, during-event, and post-event.
Thirdly, this paper summarizes the resilience metrics of HMES
operation and event-oriented contingency models, which are
not mentioned in [37]. Fourthly, we classify the existing
resilience enhancement measures with the consideration of
hydrogen pipeline hardening, more types of HERs, and multi-
stage operation coordination, while resilience enhancement
measures in independent stages are considered in [37]. Fi-
nally, we identify six research gaps related to the resilience
enhancement-oriented planning and operation for HMESs,
which are neglected in [37]. For the convenience of under-
standing, the differences between our work and existing works
are summarized in Table [ To the best of our knowledge,
this is the first review that focuses on resilience enhancement
measures of HMESs from the perspective of hydrogen-related
planning and operation.

The main contributions of this paper can be summarized
below.

1) We propose a comprehensive resilience enhancement
framework for HEMSs considering hydrogen-related
planning and operation measures (including pre-event
preventive response, during-event emergency response,
and post-event restoration response). Under the proposed
framework, the widely used resilience metrics and event-
oriented contingency models in existing works are sum-
marized.

2) We classify the hydrogen-related planning measures
for the resilience enhancement of HMESs from two
aspects, i.e., single-type hydrogen facility and multi-
type hydrogen facility. The considered hydrogen-related
facilities consist of HESSs, hydrogen refueling stations
(HRSs), fuel-cell electric buses (FCEBs), fuel cell-driven
combined cooling, heat, and power plant (CCHP), and
hydrogen-related production facilities. Moreover, the in-
sights in aspects of uncertainty representation and for-
mulation framework for HMES planning are presented.

3) We categorize the hydrogen-related operation measures
for the resilience enhancement of HMESs according
to three types of operation response stages involved,
including preventive response, emergency response, and
restoration response. Moreover, the insights about the
particular function of hydrogen and main optimization
objectives in each operation stage are provided.

4) We identify the research gaps in aspects of event-
targeted scenario generation for planning, dynamic
multi-type contingency modeling under compound ex-
treme events, multi-network coordination planning and
operation, flexibility resource-aware joint planning and
operation, net-zero-carbon and resilient planning and
operation, and large language model (LLM)-assisted
multi-stage coordination operation.

The rest of this paper is organized as follows. In Sec-
tion [l a comprehensive resilience enhancement framework
for HEMSs is described. In Section [[IIl the definitions and
metrics of HMES resilience are provided. In Section[[V] event-
oriented contingency modeling is summarized. In Section [V]
hydrogen-related planning measures for resilience enhance-
ment of HMESs are classified, and some insights are pro-
vided. In Section [VI} hydrogen-related operation measures for
resilience enhancement of HMESs are categorized. Section [VII]
identifies the research gaps and possible future directions.
Finally, conclusions and lessons learned are summarized in
Section [VIIIl For better understanding, we provide the list of
abbreviations in alphabetical order in Table [l

II. HYDROGEN-ENABLED RESILIENCE ENHANCEMENT
FRAMEWORK FOR HEMSs

As shown in Fig. [I} the framework of hydrogen-enabled
resilience enhancement for HMESs is provided, where four
steps could be identified, i.e., resilience metrics, event-oriented
contingency modeling, planning enhancement, and operation
enhancement. To be specific, a resilience metric related to
the investigated HMES should be first defined, which would
be incorporated into the objectives or constraints of planning
or operation problem models. Then, according to the type of
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THE COMPARISONS BETWEEN OUR WORK AND RELATED SURVEYS ON RESILIENCE ENHANCEMENT

Research
Hydrogen- gaps for
Literature Time Objects Perspectives related facilities Review focus HMES
involved resilience
enhancement
Resilience System hardening, smart
Bie et al. [43] 2017.4 Power grid evaluation and N/A grid technology, load No
improvement restoration
Li et al. [44] 2017.5 Power grid Network microgrids N/A Load sharing, hierarchical No
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2020.9 Power grid N/A . ’ No
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Resilience and Metrics and enhancement
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Huang et al. [53] 2024.4 Power grid multilayer N/A . S No
. operational resilience
architecture
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Zidane et al. [54] 2024.10 Power grid operational N/A enhance power system No
strategies resilience
Event timeline Pre-event prevention
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Han et al. 2023.3 ydrogen-powere (before, during, an SS, ’ during-event correction, and No
smart grid after an extreme H2P, SHS
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The framework of hydrogen-enabled resilience enhancement for HMESs




TABLE II
LIST OF ABBREVIATIONS IN ALPHABETICAL ORDER

Abbreviation Description
AADC Annual average depreciation cost
AAIC Annual average investment cost
AAFOMC Annual average fixed operation and maintenance cost
BESS Battery energy storage system
C&CG Column and constraint generation
CCHP Combined cooling, heat and power plant
CRI Comprehensive resilience index
CWT Cold water tank

DG Dispatchable generator

EHP Electric heat pump
ELNS Expected load not served
ERL Expected restored load
ESS Energy storage system
EPSV Emergency power supply vehicle
EPSHV Emergency power supply hydrogen vehicle
EPSEV Emergency power supply electric vehicle
EV Electric vehicle
FC Fuel cell
FCEB Fuel-cell electric bus
GSHP Ground-source heat pump
H2P Hydrogen-to-power
HESS Hydrogen energy storage system
HER Hydrogen energy resource
HFCB Hydrogen fuel cell bus
HFCV Hydrogen fuel cell vehicle
HILP High impact and low probability
HMES Hydrogen-penetrated multi-energy system
HRS Hydrogen refueling station
HTT Hydrogen tube trailer
HWT Hot water tank
LLM Large language model

LL Load loss

LSR Load served ratio
MES Mobile energy source
MHER Mobile hydrogen energy resource
MILP Mixed integer linear programming
MINLP Mixed integer nonlinear programming
MISOCP Mixed-integer second-order cone programming
RM Resilience metric
SHS Seasonal hydrogen storage
TES Thermal energy storage
WSLL Weighted sum of load loss

extreme events (e.g., Hurricane, flood, ice disaster, earthquake,
cyber attacks), the corresponding event models could be
developed, which consist of event-related physical attributes
[53], e.g., movement speed and landfall point of typhoons,
and the intensity of earthquakes. Since such attributes depend
on some unknown factors, the appearance of an extreme
event is full of uncertainties in the planning stage, e.g.,
there are many possible landfall scenarios when typhoons are
considered [32]. Since this paper mainly focuses on resilience
enhancement measures for HMESs, event model review is
neglected for brevity. After obtaining the physical attributes
of extreme events, the stochastic impact of extreme events on
the contingencies of MESs could be developed. Next, taking
parameter uncertainty (e.g., renewable generation and multi-
type loads), event uncertainty, and event-oriented contingency
uncertainty into consideration, scenario generation could be
conducted in preparation for planning and operation prob-
lems. In the planning stage, some permanent facilities will
be deployed, e.g., HESSs, hydrogen pipelines, and HRSs.
During the operation stage, several kinds of responses can

be made, e.g., preventative response, emergency response,
and restoration response. During the preventative response,
preventive measures could be taken, e.g., MHER location
allocation, hydrogen purchasing, and HESS pre-charging. Dur-
ing the emergency response, some measures are taken to
minimize load shedding, including MHER scheduling, natural
gas pipeline-assisted hydrogen use, and HESS discharging. In
the restoration stage, mobile hydrogen generation and storage,
MHER routing and scheduling, and HESS scheduling could
be adopted to restore load. By evaluating the practical system
performance in the aspect of resilience, the rationality of the
developed resilience metrics and event-oriented contingency
modeling could be improved.

III. THE DEFINITIONS AND METRICS OF HMES
RESILIENCE

Before resilience enhancement for an HMES is conducted,
the definitions and metrics should be provided. For example,
resilience metrics would be incorporated into the objectives
or constraints of planning/operation problem models. In the
following parts, HMES definitions and architectures are intro-
duced. Then, the definitions of HMES resilience are described.
Next, typical metrics in existing works are classified. Finally,
a summary of the performance metrics is provided.

A. HMES Definitions and Architectures

Similar to the MES concept [56], an HMES is a system
in which hydrogen, electricity, heat, cooling, gas, and trans-
port optimally interact with each other at various levels to
increase technical, economic, and environmental performance
relative to “classical” energy systems whose sectors are treated
separately. According to the spatial perspectives, HMESs
can be divided into building-level, district-level, region-level,
and nation-level. For simplicity, two typical architectures of
HMESs are introduced, i.e., building-level HMESs and region-
level HMESs. As shown in Fig. @l the framework of a
zero-carbon building-level HMES can be observed, and the
corresponding practical system picture can be found in [37].
In Fig. Dl there are four kinds of energy flows, i.e., electricity
flow, heat flow, cooling flow, and hydrogen flow. As far as
electricity flow is concerned, the electricity generated from
photovoltaic (PV) panels and the fuel cell is used to satisfy
the electricity demand of an electric boiler, a ground-source
heat pump (GSHP), an absorption chiller, an electrolyzer,
and electric demand in a commercial building. As to heat
flow, the heat demand is satisfied by the electric boiler,
GSHP, fuel cell, and hot water tank (HWT). Similarly, cooling
demand is satisfied by the GSHP, absorption chiller, and cold
water tank (CWT) in the cooling flow. As to hydrogen flow,
PV generation can be used for the electrolyzer to produce
hydrogen, which will be stored in the hydrogen tank for future
use by driving fuel cells. When the hydrogen stored in the
hydrogen tank is not enough, hydrogen purchasing from the
market is required. In Fig. Bl the architecture of a region-
level HMES can be observed [38]], which consists of three
types of communities, e.g., residential communities, commer-
cial communities, and industrial communities. In residential



and commercial communities, electricity/cold/heat/hydrogen
demands can be identified. In industrial communities, electric-
ity/hydrogen demands can be observed. All communities are
connected through electricity transportation networks, hydro-
gen transmission pipelines, and transportation networks. With
the help of transportation networks, MHERs (e.g., HTTs and
HFCV5s)) could be redistributed among multiple communities
for improving network resilience, e.g., providing emergent
power supply or hydrogen supply to a community when it
suffers from an extreme event (e.g., power outages or hydrogen
pipeline leakage).
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Fig. 2. Typical HMES architecture (building-level)

B. Definitions of HMES Resilience

Before describing the definitions of HMES resilience, we
first present the whole operation process of an HMES in
Fig. @ where the vertical axis and horizontal axis are system
performance and time, respectively. Here, system performance
can be measured by many metrics [59]-[63]], and
a typical metric is load loss. It can be observed that there
are normal operation stages and three kinds of responses
(including pre-event preventive response, during-event emer-
gency response, and post-event restoration response). In the
normal operation stage, the optimal economic operation is
typically conducted from time £y to time ¢;. After detecting
the extreme event information, the preventive response will
be carried out from time ¢; to time ty. During the extreme
event, the emergency response is adopted to minimize the
load shedding from time ¢y to time ¢3 so that the extent of
system performance degradation could be alleviated. Then, the
degraded state could be observed from ¢3 to t4. From time ¢4 to
t5, the restoration response is implemented and some measures
(e.g., network reconfiguration and infrastructure recovery) are
taken to make system utility return to the level under the
normal operation mode.

Based on the above description, HMES resilience can be
defined as the capacity of an HMES to withstand the dis-
turbance from an extreme event (i.e., event progress during ¢,
and t3), and to rebuild and renew it afterwards [27]]. Similarly,
HMES resilience can also be described as the capacity to limit
the system performance degradation and the duration of the

degraded state in order to maintain critical services following
an extreme event [23]. Although there are many definitions
related to HMES resilience, such definitions share the same
idea, i.e., resilience is the capacity to recover the system
performance from a degraded state to a normal state under
extreme events. In other words, low resilience means that there
are large amounts of unserved multi-energy demands during
the degraded state, or the restoration speed and level of HMES
system performance are low, or the duration of restoration
response is long.

C. Metrics of HMES Resilience

In existing works, resilience metrics related to multi-energy
systems can be divided into three types, i.e., time indexes, load
loss indexes, and load rate indexes [28]]. To be specific, time
indexes are used to describe the duration of each operation
stage, while load loss indexes are adopted to describe the
extent of load shedding in different stages. It is obvious that a
smaller time index and load loss index are preferred. Load
rate indexes are used to evaluate the rates of load loss or
load recovery. Thus, a smaller load loss rate and larger load
recovery rate are expected. In existing works related to HMES
resilience, the most widely used resilience metrics (RMs) for
HMES operation are summarized in Table [l and detailed
descriptions are given below.

1) LSR: The load served ratio (LSR) is adopted to describe
the operation resilience of hydrogen-powered microgrids [59],
which is defined by

RM =3 AP/ Y Pir (1)

where N denotes the set of buses, \;; is a binary variable to
indicate whether the load at bus 7 at slot ¢ is served or not.
When the corresponding bus is served, the value of \; ; is one.
Otherwise, its value is zero.

2) ELNS: In [60] and [61], Cai et al. and Jordehi et al.
proposed the same resilience metric in the preventive stage for
hydrogen fuel station-integrated power systems and industrial
energy hubs with electric, thermal and hydrogen demands,
respectively. The resilience metric is the expected load not
served (ELNS), which can be described by

shed shed shed
RM = Zs Qs Z Z(’LUGP;);S + whHis,te,s + ngZ,tC,s)v (2)
i t

where s denotes the index of uncertainty scenarios; oy denotes
the probability of scenario s; ¢ denotes the time slot index; ¢
denotes the bus index; w., wy, and w, denote the weight
coefficients related to electric load shedding, hydrogen load
shedding, and heat load shedding, respectively; P;‘fg, Hfff‘;,
and Gihfds denote the quantity of electric, hydrogen, and gas
load shedding, respectively. Similarly, expected thermal load
not served and expected electric load not served are considered
for hydrogen-penetrated distribution systems in the restoration
response stage [64].

3) ERL: In the restoration response stage, expected re-
stored load (ERL) maximization was considered for hydrogen-
based microgrids in [62]], which is given by

RM =" 05(®s), 3)
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where 6 denotes the uncertainty scenario index, gy denotes
the scenario probability, ®y denotes the served weighted load
of heating, cooling, electricity, gas, and hydrogen demands
[68]1-[170].

4) WSLL: In [36], Li ef al. proposed a resilience metric in
the emergency response stage for a hydrogen-penetrated multi-
energy supply microgrid, which is the weighted sum of load
loss (WSLL) related to electricity, heat, and gas, i.e.,

“)

where v, §, and e denote the weights related to electric
load shedding, heat load shedding, and gas load shedding,
respectively. L§, L, and L{ are the quantities of electric
load shedding, heat load shedding, and gas load shedding,
respectively. When just electric load shedding is involved,
WSLL is reduced to load loss (LL), which was adopted in
many works [63].

RM = ZJVL? + 0L 4 €LY),

Cooling flow ————p Hydrogen flow —m8 —»

5) CRI: Note that the above indexes mainly focus on load
loss, restored load, or served load ratio, they neglect the
temporal performance that load can be restored. To overcome
the challenge, Zhao et al. proposed a comprehensive resilience
index (CRI) to reflect the temporal performance and system
overall performance [38], i.e.,

RM = BRy(ts5) + (1 — B)R1(ts5), )
R, (t5) = ft2 F(to)?[F(t) > F™®|dt ©

t bl
) Fto)odt

where to and t5 denote the event happening time and full
recovery time as shown in Fig.[8, F™" denotes the minimum
system performance requirement, and [F(t) > F™1] = 1 if
F(t) > F™in, Otherwise, [F(t) > F™] = 0. Thus, Ro(t5)
can reflect the time ratio that can satisfy the minimum system
performance requirement, and R;(t5) can reflect the overall
service performance.

Summary: Although many metrics are widely used, how
to select a proper resilience metric is still an open issue
[23]. For example, since adopting MHERSs in the preventive
response stage means higher temporary deployment costs (e.g.,
hydrogen procurement cost and transportation cost) and lower
system performance loss, there is a tradeoff between them.
Thus, it is reasonable to consider economic operation cost and
load loss simultaneously in the resilience metric.

IV. EVENT-ORIENTED CONTINGENCY MODELING IN
HEMSSs

Different HILP events would incur different types of con-
tingencies. According to the stochasticity and contingency



TABLE III
SUMMARY OF WIDELY-USED RESILIENCE METRICS FOR HMES

OPERATIONS
[ Metrics | Definitions | References |
LSR Load served ratio [59], 1631,
ELNS Expected load not served [39], ’ lo4],
ERL Expected restored load [62], [68]-[70]
WSLL | Weighted sum of load loss [32], 1361, 7111731
411, 1631, 331, [66], |
LL Load loss [731-[78]
Comprehensive resilience 5
CRI index

type, existing contingency modeling could be classified into
four types as shown in Fig. 3l i.e., deterministic single-type
contingencies [38]-[40] 63] [66] [68] 180,
deterministic multi-type contingencies [81]], stochastic single-
type contingencies
[82]-[84] [83l, and stochastic multi-type contingencies
[36]. Since deterministic contingencies can not
represent the uncertain characteristics of HILP events, this
paper mainly focuses on stochastic contingencies.

Contingency
Multi-type Deterministic Stochastic
yp multi-type multi-type
Sinale-tyne Deterministic Stochastic
ge-yp single-type single-type
— - Stochasticity
Deterministic Stochastic
Fig. 5. The classification of event-oriented contingency modeling

A. Stochastic Single-type Contingency

1) Main grid disconnection model: There are two types
of main grid disconnection models, i.e., the 7" — 7 criterion
emergency islanding model and the stochastic grid outage
model. The former is widely used for the microgrid islanding
model, which means that a microgrid can operate in an
islanding mode for continuous 7 periods that could occur at
any period of scheduling horizon 7', which can be described

by [82]
Yt =0, Vte [h:min(T,h+7—1), 7
=T —vy— 1,h = 8
ZtG[V:T] Yh,t v T+ ) s ( )
where ~ denotes the current scheduling slot, v ; denotes
the connection state between a microgrid and the main grid
at slot ¢ under the emergency islanding scenario h. h = r
denotes the scenario h with starting disconnection slot ~.
When y;, , = 1, it means that the microgrid is connected to the

main grid at slot ¢ under the scenario h. Otherwise, vy = 0.
The stochastic grid outage model is used to generate main
grid power outage scenarios with different starting times and
ending times according to a given random distribution [67].
Compared with the T'—7 criterion emergency islanding model,
the stochastic grid outage model can generate power outage
profiles with different durations, instead of a constant duration.

2) Transmission line fault model: The transmission line
failure model is used to generate a large number of line failure
scenarios, where each scenario consists of combinations of all
random line states [83]]. To be specific, when the randomly
generated values are smaller than the corresponding line failure
probability, the considered line is broken. Otherwise, the
considered line is still in a normal state. As shown in [84],
the failure probability of line z can be described by

P.=1—(1— Py, ©)

where P, denotes the failure probability of unit length trans-
mission line and [, denotes the length of line z. Note that
Py is the function of attributes of ice disasters, e.g., ice load
and wind speed. In addition, the N — k line contingency
model is adopted in many existing works. To be specific, let
v;,; be the connection state of line (7,7), which is a binary
variable. Moreover, v; ; = 1 if the line (7, j) operates under
normal state, and v; ; = 0 if it is damaged. Then, we have
> (jyec(l—vij) < k. Note that such a model is considered
in many existing works [33] [65].

When the starting period is considered, the N — k contin-
gency model can be reformulated as follows, i.e.,

Z(i,j)eﬂ(l —vig) <K ZteT sl

where £, = 1 means that the contingency begins at period ¢,
and T = {1,2,---,24} [34].

Since many extreme events have spatial features (e.g.,
typhoons), a location-aware line outage uncertainty model can
be adopted, e.g., a line outage uncertainty set under a typhoon
scenario s can be defined by

U ={0lK, > Y (-0} Vses, an

{4,5 } € Lisk

(10)

where v; ; = 1 if {i,7} € QpLisks ¥i,; = 0 indicating the
line outage, while ¥; ; = 1 means that there is no line outage;
K denotes the allowable maximum number of line outages;
s = (Vi) (i} Qo

3) Hydrogen pipeline fault model: According to [86]], the
dynamic probability model related to hydrogen pipeline faults
can be described by a lognormal cumulative distribution
function ¢ (-) as follows,

I (Gonynke Dor <t T e,r)

Prm,n,k,t = "/] )
Xm,n,k

(12)

where r, ,, 1 - denotes the rainfalls suffered by the segment k
of hydrogen pipeline mn at slot 7, (p, px and X, n k are two
parameters estimated from empirical data. Then, the failure
probability of the hydrogen pipeline mn at slot ¢ is give by

Prong =1 -1 (1 —Prynke), (13)

where N, is the number of segments in hydrogen pipeline mn.



4) Single-type device impact model: Device fragility mod-
els related to poles and towers, insulators, transformers, and
photovoltaic panels under extreme weather can be calculated
according to the related physical parameters. More details
could be found in [83]. For example, photovoltaic
panel icing has a large impact on the intensity of insolation,
which can lead to a decrease in photovoltaic generation power.
Let P/t be the maximum generation output when panels
experience freezing rain disaster at slot ¢. Then, we have [33]

PV
L5pw My )): (14)

PicTef

where T'(+) denotes a function; G is the insolation intensity on
the surface of the ice cover; pg, and pj. are the intensities of
freezing rain and ice, respectively; r.r denotes the effective
grain radius; H}' denotes the ice thickness on the panel
surface.

pflt — I‘(G exp (—

B. Stochastic Multi-type Contingency

1) Multi-device fault model: Multi-device fault model was
adopted in to capture the uncertain contingencies of
electrolyzer units, fuel cells, and gas turbine units caused
by disastrous events. Let [N, be the minimum number of
components under normal operation. Then, the multi-device
fault model can be described by an uncertainty contingency
set as follows,

Q = {u] Ze UEL,e + quFc,f + ugr > Ny},

where w = UgL e, UFC,e, UGT- MOICOVET, UEL ¢, UFC,e, UGT ATE
binary variables related to electrolyzers, fuel cells, and a gas
turbine, respectively. When there is a fault in a component,
the corresponding value is zero. Otherwise, its value is one.
Similar to the above multi-device fault model, N — k contin-
gency model was considered in for the stochastic failures
of critical components (e.g., fuel cell stacks).

2) Temporal-spatial Destructive Model: In [36], a
temporal-spatial destructive model was adopted to describe
the contingencies of electricity/gas/heat networks under the
impact of the hurricane, which is varying and highly related
to spatial locations of components in electricity/gas/heat
networks. Firstly, the grid division method is used to describe
the damage of hurricanes at slot ¢. Specifically, a three-
dimensional matrix G:t",ft"et is constructed and its element is
equal to one if the rectangle area with location (r, ¢) belongs
to the hurricane area at slot ¢. Otherwise, its element is equal
to zero. Secondly, a two-dimensional matrix G,J; is created
to describe which components belong to the rectangle area
(r,c¢). Based on the above matrixes, the damaged level could
be obtained. Continually, a node export ability in the network
can be calculated by the percentage of survival paths from all
energy sources to the current node.

Summary: Compared with stochastic single-type contin-
gencies, stochastic multi-type contingency modeling has a
stronger representation ability. Even so, the multi-device fault
model still cannot capture the dynamics of contingencies
related to extreme events, since the sequences and starting
times of fault appearances are not considered. In fact, extreme

5)

events (e.g., hurricanes and floods) have temporal and spatial
attributes, which may lead to multi-type contingencies with
different sequences and starting times. In addition, some
cascading contingencies incurred by cyber-physical attacks are
not considered in existing works [87].

V. RESILIENCE-ORIENTED HYDROGEN-RELATED
PLANNING ENHANCEMENT MEASURES FOR HMESS

In the stage of planning, many hydrogen resources will be
deployed permanently to enhance the HMES resilience, such
as HESSs, HRSs, FCEBs, FC-driven CCHP, and hydrogen-
related production facilities. According to the types of
investment-related hydrogen resources, existing works can be
generally classified into two types, i.e., single-type hydrogen
facilities and multi-type hydrogen facilities. In the following
parts, related works will be introduced in detail.

A. Single-type Hydrogen Facilities

Many resilience-oriented planning methods have been de-
veloped by deciding the capacity, location, and quantity of
HESSs or HRSs. For example, Yan et al. [81] proposed a
resilient planning method for power systems to decide battery
energy storage systems (BESS) and HESS capacities against
heatwave events. Firstly, the impact model of heatwave events
on the power demand and photovoltaic generation was devel-
oped. Then, a total cost minimization problem was formulated
with the consideration of the daily investment cost, opera-
tion/maintenance cost, fuel cost, power curtailment penalty
cost, and so on. Finally, CPLEX was adopted to solve the for-
mulated problem. The proposed planning method can combine
the advantages of BESS and HESS, i.e., HESS was adopted for
long-term storage before heatwave events happen, and BESS
is responsible for short-term intra-day power balance. During
the heatwave events, HESS adopted a discharging strategy
to relieve the negative impact of heatwave events. Similarly,
Zhao et al. investigated a resilient planning problem to
decide the photovoltaic panels, HESS, and BESS capacities for
a hydrogen-integrated airport energy system considering main
grid power outages incurred by extreme events. To achieve the
above aim, a planning method was proposed to minimize the
total economic cost that consists of the capital cost, operational
cost, and carbon emission cost. Simulation results showed that
the comprehensive resilience index can increase by 18% when
the hydrogen-penetration ratio in the airport energy system
increases from 20% to 40%. In [88], Qu et al. investigated a
tri-level robust planning problem for enhancing the resilience
of distribution networks considering deterministic line faults.
The optimization objective is to minimize the weighted sum
of annual investment cost and annual load shedding cost, and
decision variables of the first-level problem are the locations,
quantities, and capacities of hydrogen microgrids and soft
open points. To generate the stochastic line fault scenarios,
a multi-type natural disaster model was developed. To solve
the formulated tri-level MILP problem, a mixed-integer L-
shaped method was proposed. Simulation results indicated
that cooperative planning of hydrogen microgrids and soft
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Fig. 6. The framework of two-stage resilience planning method

open points can significantly enhance the resilience of the
distribution network and reduce load shedding by 68.4%.

In the above works, the deterministic effects of extreme
events were considered. In practice, those effects may be
stochastic. For example, Gao er al. [83] proposed a two-
stage resilience planning method for an integrated electricity-
gas energy system with the consideration of stochastic line
fault impacts incurred by typhoons. As shown in Fig. [6 the
first stage solves the investment decision problem to decide
the locations and capacities of HRSs and gas-fired distributed
generators under the given quantity constraints. The second
stage solves the system operation optimization problem in all
fault scenarios, which are generated based on the Monte Carlo
method and line fragile probability models under typhoons.
The decision variables are upstream purchase, electric/gas
load shedding, fuel cell generation, and gas-fired distributed
generation. Finally, a single-level MISOCP problem is formu-
lated to minimize the sum of investment cost and expected
operation cost and solved by the Gurobi solver. Simulation
results showed that the proposed planning method can reduce
the total cost compared to other four baselines by 6.36%-
50.54%, which focus on only resilience (load shedding), only
investment economics, only HRS planning, and only gas-fired
distributed generators.

Level 1
Total profit maximization

I f

’ { Level 2

The maximum profit

under the worst-case scenario
‘ Level 3

Investment cost

Profit maximization
under scenario s

AVIC AADC AAFOMC

Fig. 7. The framework of the tri-level robust planning method

Although uncertain fault models are considered in [83],
they did not consider the parameter uncertainties in load and
renewable generation. In [89], Oh et al. proposed a two-level
resilient planning approach for gas-electric-based multi-energy
systems, including a microgrid, when N — k contingencies
are considered. The upper level intends to minimize the total
cost of the microgrid by deciding the capacity, location,

and quantity of each component (e.g., distributed generators,
BESSs, HESSs, wind turbines, photovoltaic panels). The lower
level intends to maximize the restored load. Simulation results
showed that the proposed approach can enhance the system’s
resilience by the adoption of the microgrid and reduce ex-
pected electric load loss by 30%-34%. In [31]], Gu et al. pro-
posed a tri-level planning method to determine the capacities
of HESSs and gas turbines for an electricity-hydrogen island
energy system while taking the uncertainties of wind power,
electric load, and line faults into consideration. As shown in
Fig. [1 three levels could be identified. Note that levels 2 and
3 intend to maximize the profit under the worst-case scenario,
while level 1 intends to maximize the sum of the maximum
profit obtained from level 2 minus the investment cost, which
consists of the annual average investment cost (AAIC), the
annual average depreciation cost (AADC), and the annual
average fixed operation and maintenance cost (AAFOMC).
To achieve the above aim, a max-min-max tri-level problem
was formulated under different representative days. Finally, a
nested C&CG algorithm was adopted to solve the formulated
problem. Compared with the case that only considers worst-
case contingency, the proposed planning method can reduce
load shedding by 86%.

Although stochastic effects of an event have been consid-
ered in the above-mentioned works, they neglect the event
uncertainty. For example, when typhoons are considered in the
resilient planning of an MHES, there are many possible sce-
narios related to typhoon spatial distributions, and stochastic
effects under each scenario are incurred. As shown in Fig. 8]
line outages within the high-risk areas (e.g., high wind speed
areas) under a typhoon scenario may happen. By taking event
uncertainty into consideration, Wen et al. proposed a tri-level
planning method for a hydrogen-electricity integrated energy
system [32]. To be specific, a Wasserstein generative adver-
sarial network with a gradient penalty-based method was pre-
sented to generate the typical typhoon scenarios. Then, spectral
clustering was adopted to reduce typhoon scenarios. Next,
a tri-level optimization problem was formulated, where the
upper level intends to decide the investment decisions related
to power line hardening and H2P facilities, the middle level
intends to find the worst-case line outage event under each
typhoon scenario, while the lower level intends to minimize
the weighted sum of load shedding related to power demand
and hydrogen demand under each line outage event. The above
tri-level problem was finally solved by nested C&CG with
a progressive hedging algorithm. Simulation results indicated
that the proposed planning method can reduce load shedding
by 95.7% compared with existing uncertain planning methods.

B. Multi-type Hydrogen Fucilities

To maximize the potential of utilizing hydrogen-related
facilities against extreme events, multi-type hydrogen facilities
could be considered. For example, Liu er al. proposed a
hydrogen pipeline hardening and HESS allocation strategy to
improve the resilience of the electric-hydrogen network against
extreme weather [86]. A two-stage MISOCP problem was
formulated to minimize the maximum load shedding under



TABLE IV
SUMMARY OF PLANNING METHODS FOR HMES RESILIENCE ENHANCEMENT (X MEANS NON-AVAILABLE)
Hydrogen
. Events and facility Demand Parameter/event Optimization Problem types,
Ref. Object . . . . A .
contingencies investment types uncertainty objectives solving methods
decisions
SPS:;:S Deterministic impacts Minimizine the Single-level
[81] 4 caused by heatwave HESS (capacity) Electricity X & deterministic
based on total cost
HESSs events MILP, CPLEX
Hydrogen- .
integrated Irlzufﬁlmecnat 5 21‘:/ er Electricit Minimizing the Single-level
[38] airport Supp'y capactty HESS (capacity) Y X overall economic deterministic
caused by extreme hydrogen
energy cost MILP, N/A
events
system
Minimizing the
total cost,
maximum value in
Deterministic line HESS (capacity, the third level, Tri-level MILP,
Hydrogen . .. L . .
188l microerids outages by natural location, Electricity X minimizing load mixed-integer
S disasters quantity) shedding cost by L-shaped method
performing the
fewest switching
times
Minimizing the
Integrated sum of investment
electricity- Stocthtlc line HRS (cz}pacny, Electricity, cost anq expected Two-stage
[83] gas energy outages incurred by location, X operation cost, .
; . gas P MISOCP, Gurobi
system with typhoons quantity) minimizing
HRSs operation costs
under scenarios
Gas-electric- N — k contingencies . .. Minimizing the
HESS (location, Electricity, total cost, Two-level MILP,
189]] hydrogen caused by extreme . X .
’ . quantity) heat maximizing load CPLEX
microgrids events :
restoration
Maximizing the
Electricity- Stochastic Representative total profit,
h}./drogen multi-device failures . Electricity, day.s related to minimum value in Tti-level MILP,
131]] island and power HESS (capacity) wind power the third level,
. . . hydrogen . L nested C&CG
energy interruptions during and electric maximizing profit
system extreme events load minus load
shedding cost
Minimizing
investment cost
and expected Tri-level
. worst-case system stochastic robust
Electricity- ) L
.. . cost, find the optimization
hydrogen Stochastic line H2P (capacity, .. .
. . . Electricity, Typhoon worse-case line problem, nested
132] integrated outages incurred by location, X .
. hydrogen scenario outage event under C&CG with
energy typhoons quantity) . .
scenario s, progressive
system S .
minimizing the hedging
system cost under algorithm
the typhoon
scenario s
Minimizing the
Electricity- Stochastic power line Hydrogen maximum load
hydro ez and hydrogen }1] eli%le Electricit shedding under the Two-stage
[86] NyAaroge pipeline pipet ¥ x worst-case MISOCP, C&CG
distribution . . hardening, hydrogen . ;
contingencies caused . scenario, algorithm
networks HESS (capacity) L
by extreme weather minimizing load
shedding
Hydrogen- HRS and Maximizing profit,
based N — k line hydrogen fuel minimum value of
) microgrids contingencies cell electric bus Electricity, % maximized load Tri-level MILP,
and incurred by extreme (capacity, hydrogen restoration, nested C&CG
hydrogen weather location, maximizing load
fuel cell bus quantity) restoration
HESS, . s
Integrated Representative Deterministic
. hydrogen .
gas and Two kinds of roduction Electricit days related to Minimizine the single-level
190] electricity deterministic extreme procuct e, electric load & MINLP,
. facilities heating total cost
systems with weather events (capacit and hydrogen Xpress-1Vs
HESSs pactty, load mmnlp module
location)
HESS, Two-stage
Hydrogen- N — k stochastic hydrogen-driven Electricity, Representative Minimizing the stochastic
. . CCHP, SHS . total cost, MINLP, dual
119] based device failure caused . heating, days related to .. .
. . . (capacity, . minimizing the cutting-plane
microgrids by disastrous events . cooling supply-demand . o
location, operation cost decomposition
quantity) algorithm
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TABLE V
SUMMARY OF RESILIENCE-ORIENTED PLANNING FRAMEWORK FOR HMESS AND CONSIDERED UNCERTAINTIES

. Representative Event Contingency Parameter
Framework Problem formulation types reference uncertainty uncertainty uncertainty
Single-level
deterministic min {C1 4+ > Ca+} 1381 X X X
programming t
Bi-level . .
programming min C7; min Co [89] X Vv X
Two-stage
stochastic min {C1 + > Pr,C2 o} X v 4
programming w
Tri-level robust . .
programming min {C7 + max mgm Cowel X V4 Vv
Tri-level
stochastic robust min {Cl + " 75 max min Cz, S} [32] V4 Vv X
programming s Ps  Ss
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Fig. 8. Illustration of line outages in an electricity-hydrogen integrated energy
system under typhoons

a worst-case scenario. Simulation results indicated that the
proposed strategy can minimize load shedding and control
hydrogen pipeline leakage risk. Dong er al. [34] proposed a
co-planning method for hydrogen-based microgrids and fuel-
cell bus operation centers to decide the capacity, location,
and quantity of HRS and FCEB considering stochastic line
outages incurred by extreme weather events. Note that the
proposed planning method is based on a nested C&CG al-
gorithm, which can solve the formulated max — min — max
problem efficiently. However, parameter uncertainties have
been neglected in [34]]. Similarly, Ameli et al. proposed a
resilient planning method to decide the capacity and location
of HESS and hydrogen production facilities for integrated gas
and electricity systems with HESSs considering deterministic
scenarios under extreme weather events. Different from the
above studies, Shao et al. proposed a planning method to
decide the capacity, location, and quantity of HESS, CCHP,
and SHS in hydrogen-based microgrids with the consideration
of uncertainties related to power supply, load demand, and
device failure caused by disastrous events. The framework of
the proposed planning method is shown in Fig. [0l where data
sources related to renewable energy sources, load demand,
and device failure are first prepared. Then, scenarios used
for planning are generated, which consist of normal scenarios
and emergency scenarios. Next, a two-stage risk-constrained

stochastic optimization framework is adopted for problem for-
mulation, where the investment decision stage belongs to the
first stage, and the operation stage belongs to the second stage.
After the investment plan is determined, it will be transmitted
to the second stage. According to the generated scenarios,
the corresponding normal-status operation or on-emergency
operation is carried out, and the resulting performance metrics
are used for the adjustment of the investment plan of the
first stage. Note that risk constraints are considered to reduce
the conservatism of the investment plan. Simulation results
indicated that the proposed planning method can implement
flexible tradeoff between economics and resilience.
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Fig. 9. The framework of the two-stage planning method

Summary: To show the differences of existing works more
clearly, their main features are summarized in Table[[V] It can
be observed that most existing works neglected parameter un-
certainties related to power generation and load demand. Un-
certainties related to system parameters were just considered
in four works, and all works did not consider three kinds of
uncertainties simultaneously, e.g., extreme event uncertainty,
event-incurred contingency uncertainty, and system parameter
uncertainty. Moreover, when more complex HMESs are con-
sidered (e.g., electricity-hydrogen-gas systems), the number of
decisions related to different components becomes larger. Con-
sequently, the formulated problems have more complex forms,
e.g., MISOCP and MINLP. Although just hydrogen-related
facilities are mentioned in the table, the cooperation among
hydrogen-related facilities and other components (e.g., BESS,
gas-fired distributed generation, and soft open point) is very
necessary for enhancing the system resilience. In addition,
there are five kinds of modeling frameworks, i.e., single-level
deterministic programming, bi-level programming, two-stage



stochastic programming, three-level robust programming, and
three-level stochastic robust programming. The summary of
five frameworks and representative works can be observed
in Table [Vl where three kinds of uncertainties considered in
the representative references can be identified. In the second
column of Table [V] problem formulation types are provided,
where C is related to the investment cost and Cs is related
to operation cost. According to the considered uncertainties,
C5 has different expressions. More details could be observed
in the representative references. Finally, the above works
mainly focus on simultaneous line outages and/or device faults
incurred by natural extreme events, while cascading faults are
seldom considered [91]].

VI. RESILIENCE-ORIENTED HYDROGEN-RELATED
OPERATION MEASURES FOR HMESS

As mentioned above, three types of HMES operation re-
sponse stages under extreme events are involved. According
to the measures adopted in the above-mentioned three stages,
existing works can be divided into two types, i.e., single-
stage operation strategy and multi-stage operation strategy.
The former means that the designed strategy is involved in
one operational stage, while the latter means that the designed
strategy is involved in multiple operational stages. In the
following parts, the related works are introduced in detail.

A. Single-stage operation strategy

Many single-stage operation strategies have been developed
in existing works. For example, Sharifpour et al. proposed
a preventive response strategy for a networked microgrid by
integrating HESSs and demand response programs, which
encourages replenishing HESSs and restricting non-essential
loads before the impending main grid power outages incurred
by extreme events. Similarly, Shahbazbegian et al. pro-
posed a preventive response approach to optimize operation
cost and resilience metrics (e.g., electricity purchasing quan-
tity, hydrogen tank level, and power loss) related to a microgrid
with power-to-hydrogen systems when line outages caused
by extreme events are considered. Although some advances
have been made, the above methods assume that the future
event attributes (e.g., power outage duration and starting time)
are known. Moreover, parameter uncertainties related to load
and renewable generation were neglected. To overcome such
challenges, many preventive response strategies are designed
with the consideration of uncertainty modeling [67] [39]. For
example, in [67], Yuan et al. proposed a risk-constrained day-
ahead preventive response method for photovoltaic-penetrated
power distribution networks equipped with power-to-hydrogen
systems based on two-stage stochastic programming consid-
ering uncertainties in wind speed, solar radiation, active and
reactive loads. Liu et al. [39] proposed a resilient day-ahead
scheduling method for power distribution networks in the
presence of uncertainties in renewable output, active/reactive
demands, and disaster duration, which intends to prepare HRSs
for electricity generation during power outage emergencies.
In [4Q], Zhao et al. proposed a robust hydrogen-penetrated
formation strategy against emergent power outages caused by
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extreme events with the help of HRSs and hydrogen transit
while taking uncertainties in load and hydrogen demands,
renewable generators, and temporal distances between HRSs
into consideration.

When extreme events happen, an emergency response can
be adopted to minimize load shedding in existing works. For
example, Zhu et al. [41] developed an operation strategy
for the integrated electricity-natural gas system by utilizing
hydrogen-enriched compressed natural gas to generate electric-
ity during emergent power outages. In [36]], Li ef al. proposed
an emergency scheduling method for a hydrogen-based multi-
energy supply microgrid by utilizing mobile hydrogen storage
during the event of hurricanes. The key idea of the proposed
scheduling method is illustrated in Fig. where four steps
could be identified. Firstly, the multi-energy network supply
ability is estimated based on the developed temporal-spatial
destructive model. Then, according to the accepted waiting
time related to hydrogen energy delivery from the hydrogen
company, the optimal traffic flow and the maximum mobile
hydrogen energy are decided. Next, mobile hydrogen energy
is delivered through the transportation network. Finally, based
on the above information, a load shedding minimization-based
scheduling method is designed. Simulation results showed that
delivering mobile hydrogen tanks to the end-user microgrid
can reduce heat load shedding and electric load shedding
effectively.
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Fig. 10. The key idea of the proposed scheduling method for the hydrogen-
based multi-energy supply microgrid

After the extreme events, some measures related to system
topologies or resources could be adopted to restore load.
For example, Zhu et al. [68] developed a resilience-oriented
service restoration strategy for a power-hydrogen distribution
system by taking some measures, e.g., network topology
reconfiguration, scheduling of dispatchable generators (DGs)
and HESSs, and load prioritization. Similarly, Afsari et al.
[62] proposed a service restoration strategy for microgrids
with hydrogen storage based on network topology reconfig-
uration and the coordination of HESSs and hydrogen-based
micro-gas turbines. In [63]], Xie et al. proposed a scheduling
method to dispatch hydrogen storage systems and hydrogen
vehicles within hydrogen-penetrated distribution systems so
as to minimize load power losses and economic costs. In
[69], Su et al. proposed a restoration strategy for hydrogen-
accommodated microgrids based on a two-stage stochastic



programming framework, where the location allocation of
mobile wind turbines is decided in the first stage according
to the shortest-path information in the transportation network
considering uncertainties in wind generation. Then, the ex-
pected costs of power outages will be minimized by scheduling
mobile wind turbines and HESSs in microgrids jointly. In [[64],
Zhao et al. proposed a two-level restoration strategy for a
distribution network with HRSs. As shown in Fig. [[] the
distribution system operator schedules mobile energy sources
(i.e., MESs and HFCVs) to minimize the power imbalance
among microgrids and reduce the unserved load in the upper
level. Then, based on the allocation results, a microgrid energy
management strategy is designed to minimize the system
operation cost of each microgrid. Simulation results showed
that the coordination of mobile energy sources and HFCVs
can reduce the power imbalance and improve the self-healing
ability of hydrogen-electricity systems.
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Fig. 11. The framework of the two-level restoration strategy for a distribution
network with HRSs

B. Multi-stage operation strategy

Although the above single-stage operation strategies can
enhance HMES resilience, they cannot implement the coor-
dination between different stages. To this end, some multi-
stage operation strategies for HMESs have been proposed. For
example, Haggi et al. proposed a proactive rolling horizon
optimization-based method for hydrogen systems to enhance
the power system resilience [66], which can implement the
seamless switching between normal and emergency modes.
Under normal mode, hydrogen systems assist the power grid
by acting as a load. Once the extreme event time is known
based on the forecast, the hydrogen tank is filled to make
preparation for emergency mode. In 73], Liu ef al. developed
a risk-averse receding horizon optimization method to sup-
port the proactive and emergency operation of the industrial
park based on integrated hydrogen-electricity-heat microgrids,
where the measure of proactive operation includes increasing
the reserve capacity of FCs and that of emergency operation
is to reschedule components for the electricity and heat load
survivability. In [71], Wang et al. proposed a rolling dis-
patch method to enhance the resilience of hydrogen-penetrated
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Antarctic energy systems under extreme weather. The frame-
work of the rolling dispatch method can be observed in Fig.
where three stages could be identified, i.e., normal scheduling,
alert scheduling, and emergency scheduling. Moreover, the
above-mentioned stages will transfer from one to another
according to different event states. To be specific, when the
extreme event information is known based on forecasting
techniques at slot ¢t 4+ s, the normal scheduling stage with
horizon length h will transfer to the alert scheduling stage
with rolling horizon length i + 7. Here, 7 is the extreme
event duration. When the event beginning is detected, the alert
scheduling stage will transfer to the emergency scheduling
stage with a rolling horizon length 7. Once the event ending is
detected, the alert scheduling stage will transfer to the normal
scheduling stage. Since the function of alert scheduling is sim-
ilar to that of preventive response (i.e., making preparation for
emergency response), their roles are regarded as equivalent in
Table [V1l Similar rolling horizon optimization-based methods
considering economic operation, proactive preparation, and
emergency operation can be observed in [78].

Rolling Horizon 1

Economic operation

Event forecast

Extreme event is
predicted at t + 5

Rolling Horizon 2

Active defense
Event begins
att+s+h

Fig. 12. The framework of the rolling dispatch method with alert mechanism

Event alert

Event ends
att+s+h+4

Rolling Horizon 3

System safeguard

Event begins Event ends

Time

t+s+h+A

t e t+s t+s+h

Different from the above works, some studies considered
the use of mobile hydrogen energy sources for multi-stage
operation. For example, Cai et al. [60] proposed a preventive
response strategy to decide the location of mobile batteries
in hydrogen fuel station-integrated power systems considering
the uncertainties of failed transmission lines, their failure, and
repair times. In [61]], Jordehi et al. considered using mobile
energy sources and demand response programs to improve
the resilience of the power system under extreme events.
To be specific, the location of mobile energy sources was
first decided considering the uncertainties in damaged lines,
hurricane time, and repair time. Then, the joint scheduling
of mobile energy sources, demand response programs, and
energy hubs was conducted. In [65], Cao er al. investigated
a resilient scheduling problem for electricity-hydrogen distri-
bution networks considering line fault uncertainties. Then, a
tri-level optimization-based scheduling strategy was proposed.
The key idea of the proposed operation strategy is shown
in Fig. where two stages could be identified. In the
preventive response stage, the locations of MHERSs at different
electricity-hydrogen nodes are decided. Then, the rerouting
of MHERs with the help of the transportation network and
network reconfiguration under the worst-case damage sce-
nario are optimized jointly in the emergency response stage.
Under guaranteed load survivability, the proposed scheduling



14

TABLE VI
SUMMARY OF OPERATION MEASURES FOR HMES RESILIENCE ENHANCEMENT (X MEANS NON-AVAILABLE)
L. Operation . Lo Measure
Ref. Events Uncertainties Demand types Operation objectives
stages types
Main grid power Maximizing operation profit
outages caused by X Electricity Preventive mignusp Jo p Type-A
extreme events c
Line outages caused Minimizing operation cost minus
73 by extre I%l e events X Electricity Preventive profit; Minimizing the Type-A
Y resilience-related indexes
Main grid power W.m(.j SP eed,. solar Electricity, . Minimizing operation cost minus
outages caused by radiation, active and hydrogen Preventive rofit Type-A
extreme events reactive loads yarog P
. . Active and reactive
Main grid power . ..
demands, disaster Electricity, . e .
39] outages caused by duration. and hvdrogen Preventive Minimizing operation cost Type-A
natural disaster i . yarog
renewable generation
Load and hydrogen
Main grid power demands, renewable .
Electricity, . e .
[?] outages caused by generators, temporal hydrogen Preventive Minimizing operation cost Type-B
extreme events distances between yarog
HRSs
Main grid power . Minimizing load shedding costs
outages caused by X Electricity, gas Emergency L Type-E
Z51) of electricity and gas
extreme events
I\E;KSS: 223:5 ((i)n;, nt % Electricity, gas, Emereenc Minimizing load shedding of Tvpe-F
huﬁicaﬁes y heat gency electricity, heat, and gas Yp
Line outages caused Electricity, heat, . Maximizing the nun.lt.)er of
by extreme events X hvdrosen Restoration restored loads of electricity, heat, Type-I
n y ) yarog and hydrogen
It;;n?\lgtul:iﬁe;z;:tzg Load demand Electricity Restoration Maximizing restored loads Type-I
Line outages caused Minimizing load shedding and
by t gh;)ons ) X Electricity Restoration scheduling costs minus profits of Type-H
y P load recovery
Line outages caused Minimizing transportation costs
by extreme weather Wind forecast Electricity Restoration and the expected power outage Type-G
events costs
Line outages caused Rene\.)vable outputs. Electricity, heat, . M.‘mml,szg power. 1{nbalances.1n
by extreme events electric and thermal hvdrosen Restoration microgrids; Minimizing operation Type-H
y ) loads yarog costs in each microgrid
Line outages caused Electricity, . R .
66] by extreme events X hydrogen Preventive Minimizing operation cost Type-A
CrlFlcal component Network N Preventive, M1n11p121ng the loss of lpad Type-A,
contingencies caused . . Electricity, heat curtailment and economical
175] contingencies emergency Type-D
by extreme events expenses
Power outages and
wind power plant Extreme event Electricity, heat, Preventive, Minimizing operation costs; Type-A,
178l contingencies caused starting time hydrogen emergency Minimizing load shedding costs Type-D
by hurricanes
Outage of renewable
energy units by . Preventive, Minimizing operation costs; Type-A,
extreme weather Renewable energy Electricity, heat emergency Minimizing load shedding costs Type-D
events
Line outages caused S . Preventive, M1n1.1n12}ng hydrOgen pqrchasmg Type-C,
Line faults Electricity costs; Minimizing operation costs
by extreme weather emergency . Type-E
under the worst scenario
. .. . Minimizing linear weighted sum
601 Llneb ougifgiaiiused Line faults Ellllegir;cgz, zgz:n;\ge’ of ELNS of electricity and T[,yp Z__%
y ydrog gency hydrogen yp
Damaged
Line outages caused transmission lines, Electricity, heat, Preventive, Minimizing the expected load Type-C,
J6.1] by hurricane hurricane time, and hydrogen emergency shedding Type-E
repair time
Line outages caused L .. Preventive, Mlmmlzn}g ﬁxeq service cost of Type-C,
Line faults Electricity mobile equipment and
165l by extreme events emergency . Type-E
transportation cost
Component fault Minimizing operation cost and
P L Electricity, . maximizing the stored energy
. L outputs of wind . ; Preventive, VP Type-A,
Freezing rain diaster . heating, cooling, level; Minimizing the
135l turbines and h emergency . . Type-D
. ydrogen multi-energy load shedding
photovoltaic panels -
amount and the operating cost
L1nes/§qu1p ment Lines/component . Preventive, Minimizing the outage power Type-C,
failures incurred by . . Electricity . LS .
176l hurricanes failure probability restoration loss; Minimizing operation cost Type-H
170 Y &y g ¥ restoration revenues minus operation costs Type-H

extreme events

time
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TABLE VII
REPRESENTATIVE HYDROGEN-RELATED OPERATION MEASURES FOR HMES RESILIENCE ENHANCEMENT

Stages Mtey&;)s;re General descriptions Specific measures
] . . Replenish HESS prior to impending disruptions [74], increasing HESS level (661,
Type-A HESS pre-charging battery energy storage and heat storage devices are pre-charged
Preventive Type-B HRS-based microgrid Robust microgrid formulation considering HRSs
. . HTT scheduling [33], allocating HRSs for electricity generation during emergencies
Type-C MHER location allocation [39], location allocation for MHESs [63]], sizing and locating for EPSHV's
. . Discharging batteries and HESS [78], HESS and CHP work at maximum power [71],
Type-D HESS discharging discharging HESS for serving HFCVs
Natural gas pipeline-assisted o .
Emergency Type-E hydrogen use Utilizing hydrogen enriched natural gas for fuel support [41]]
. Delivering mobile hydrogen energy for critical load support [36], dynamic re-routing
Type-F MHER scheduling of MHERs
Type-G Mobile lzfir(;%g; gg:neratlon Combined operation of mobile wind turbines and HSSs
Restoration MHER routing and : : : : :
Type-H scheduling Hydrogen vehicle routing and dispatch [63]], routing and scheduling EPSHV's
Type-1 HESS scheduling Scheduling HESS with other components

strategy can reduce unit reinforcement costs effectively. In
[33]], Chen et al. proposed a two-stage resilience enhancement
method against the freezing rain disaster for the highway
transportation energy system. In the first stage, preventive
response is conducted to pre-charge storage systems (including
heating ESS, cooling ESS, electric ESS, and HESS) so that
stored energy could be discharged to satisfy the need of
versatile demands during the emergency response stage. The
optimization objective in this stage is to minimize economic
operation costs and maximize the stored energy in all kinds
of ESSs. In the second stage, emergency response is adopted
to minimize multi-energy load shedding amount and operation
cost. In addition to the combination of preventive response and
emergency response, some studies considered the coordination
of preventive response and restoration response. For example,
Tang et al. proposed a sizing and location allocation strategy
for electric emergency power supply vehicles (EPSVs) and
hydrogen fuel cell EPSVs so as to achieve a balance between
resilience and economics [76]. Yang et al. [33] proposed a
two-stage robust operation strategy to decide the location and
hydrogen weight of HTTs considering the uncertainties in line
outages. Once the uncertain contingency is discovered, HTTs
and HRSs will be scheduled to minimize load shedding of
electricity and hydrogen demand.

Summary: For easy understanding of existing works re-
lated to resilient operation for HMESs, we summarize their
characteristics in Table [V] and list representative measures
in each response stage in Table [VIIl It can be seen that
hydrogen plays an important role in every response stage,
such as pre-charging HESS in the preventive response stage,
hydrogen for fuel support via natural gas pipeline in the
emergency response stage, and scheduling MHERs in the
restoration response stage. Moreover, existing works mainly
focus on single-stage or two-stage operation methods. Few
of them consider the coordination operation among three
kinds of response stages. In addition, operation cost minimiza-
tion is mainly considered in the preventive response stage,
load shedding cost minimization is mainly considered in the
emergency response stage, and restored load maximization is
mainly considered in the restoration response stage. When

@ V2G facilities

23 =5 MHERs

@ V2G facilities

23 =5 MHERs

e

Fig. 13.  The framework of resilient scheduling for electricity-hydrogen
distribution networks

two stages are considered, operation cost minimization and
load shedding cost minimization are two main optimization
objectives. Finally, most existing works focus on line outages,
while multi-type contingencies with sequential faults related
to lines, equipment, and generators are seldom observed.

VII. RESEARCH GAPS

Although some advances have been made in existing works,
several research gaps deserve to be investigated and more
details are provided below.

A. Event-targeted Scenario Generation for Planning

In existing works on planning methods for the resilience
enhancement of HMESs, uncertainties related to system pa-
rameters (e.g., distributed generation output and versatile de-
mands) are seldom considered, or just several representative



days are considered. In fact, the contingency duration incurred
by an extreme event (e.g., extreme snow and freezing ice
disasters) may last for several days [28]] [92]]. Thus, the repre-
sentative day is not long enough to represent the contingency
uncertainty. Moreover, when taking system parameters into
consideration, their correlations should be considered to gener-
ate more representative and practical scenarios. For example,
in some places, when heat demand is needed in winter, the
corresponding cold demand may be not required. Similarly,
when cold demand is needed in summer, the corresponding
heat demand may be negligible [9]. In addition, extreme
events generally have spatial features and their uncertainties
should also be considered for scenario generation [32]]. In
summary, how to generate temporally-correlated and event-
targeted scenarios for planning method design requires further
investigation.

B. Dynamic Multi-Type Contingency Modeling under Com-
pound Extreme Events

Most existing event-oriented contingency models focus on
static, single-type faults, e.g., main grid power outages, si-
multaneous line failures, and simultaneous device failures.
However, due to the coupling features of multi-energy systems,
multi-type faults are more common under extreme events, e.g.,
simultaneous electrical network outages, natural gas network
outages, and renewable generator failures [93]]. In addition,
with the progress of extreme events, the component failure
probabilities may also change, e.g., with the increase of ice
thickness, component failure probabilities under different time
intervals are different [35]. Consequently, sequential multi-
type failures may happen. Similarly, spatial dynamics of
contingencies incurred by a hurricane could be observed in
practice [36]. With the help of Internet of Things technologies,
real-time meteorological data could be collected and used for
dynamic multi-type contingency modeling [94]. In addition,
when compound extreme events happen (e.g., typhoons, earth-
quakes, freezing ice disasters, and tropical-cyclone-blackout-
heatwave hazards) [23]], the resulting temporal and spatial
dynamics of faults are more complex [93]]. If such fault dy-
namics could be modeled accurately, more resilient operation
strategies for HMESs could be designed.

C. Multi-network Coordination Planning and Operation

Most existing works mainly focus on enhancing the re-
silience of HMESs related to electricity demand and hydrogen
demand. In fact, the same attention should be paid to providing
heat demand and gas demand with high service quality under
extreme events, since such demands may exceed 50% of total
energy demand in a country [90], e.g., almost half of the
energy demand in the U.K. is attributed to heat demand.
When HMESs with versatile energy demands are considered,
more strong couplings of power/gas/heat networks would be
incurred. To manage such systems of systems efficiently,
multi-network coordination is required. Moreover, enhancing
the HMES resilience requires the use of many MHERs (e.g.,
HTTs, HFCVs, and HFCBs) and other mobile electric energy
resources (e.g., mobile wind turbines and electric vehicles),
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four-network (i.e., power/gas/heat/transportation networks) co-
ordination in planning and operation deserves further investi-
gation.

D. Flexible Resource-aware Joint Planning and Operation

Most resilience-oriented planning methods in existing works
are designed based on robust optimization, which considers the
worst-case scenario with the largest minimized operation cost
during the operation stage. Since robust optimization typically
achieves a very conservative decision [96], the above way
may lead to over-investment in HMES facilities during the
planning stage. A more reasonable way is to design planning
methods considering mobile flexibility resource utilization in
the preventive response stage, which can reduce load shedding
in the emergency response stage significantly. The rationale for
the design idea is that temporally scheduling costs (including
renting costs and transportation costs) for mobile resources
(e.g., HTTs, HECVs, electric vehicles, and rail-based mobile
energy storage [O7]) are generally far smaller than perma-
nent equipment investment costs [92]. In summary,
flexible resource-aware joint planning and operation deserve
further study.

E. Low-carbon and Resilient Planning and Operation

As mentioned in [98], low carbon and resilience are two
important goals for future networks, including HMESs dis-
cussed in this paper. However, most existing works on the
resilience enhancement of HMESs neglected the low carbon
goal. In [38], the carbon emission cost was incorporated in
the optimization objective of the planning problem related to
a hydrogen-integrated airport energy system, which facilitates
the reduction of system carbon emission. However, low-carbon
is still not enough, since the final goal of energy systems is to
implement net-zero carbon emission [2]]. Thus, future planning
and operation methods for HMESs should take both net-
zero carbon and resilience into consideration. To achieve the
above aim under uncertainties and multiple timescales, some
advanced artificial intelligence methods could be adopted, such
as multi-objective hierarchical deep reinforcement learning
[99]-[102], which specializes in implementing multi-objective
multi-timescale multi-stage optimization decisions under un-
certainties.

F. LLM-assisted Multi-stage Coordination Operation

As shown in Table [VIL MHERS can play important roles in
three kinds of operation response stages. Moreover, MHERS
deployed in the preventive response stage can affect the
system’s performance during the emergency response and
restoration response stages. Thus, it is necessary to conduct the
multi-response stage coordination operation. For example, to
provide backup energy resources during emergency response
and continue to support the load recovery in the restoration
response, the optimal quantity of MHERSs could be determined
beforehand, which contributes to reducing the re-routing and
scheduling delay of extra MHERS in the restoration response
stage. To achieve the above aim, more extreme event informa-
tion is required, such as event duration, starting time, intensity,



and affected spatial areas. Fortunately, with big data and arti-
ficial intelligence technologies, some prediction models were
created, e.g., LLMs. As shown in [103] [104], LLMs could
be utilized to implement the accurate prediction for hurricane
events, e.g., the Pangu-Weather prediction model developed
by Huawei can implement rapid and accurate forecasting of
extreme weather events, such as typhoons within hours to days
in advance. Therefore, with the help of LLMs, multi-response
stage coordination operation may enhance HMES resilience.

VIII. CONCLUSIONS AND LESSONS LEARNED

Low carbon and resilience are two important objectives
pursued by multi-energy systems. With the increasing pene-
tration of hydrogen, low carbon could be achieved through
intelligent planning and operation strategies. However, en-
suring the resilient service of HMESs under extreme events
requires careful investigation. In this article, we provided a
comprehensive review of resilience enhancement measures for
HMES:s from the perspective of hydrogen-related planning and
operation. Moreover, the definitions and metrics of HMES
resilience, and the existing event-oriented contingency mod-
els are summarized. In addition, some insights for existing
works and existing research gaps are outlined. The lessons
learned in this paper can be summarized as follows. Firstly,
hydrogen energy plays a critical role in planning and operation
stages, e.g., HESS/HRSs coordinate with other equipment
can enhance system resilience, allocating MHERs and pre-
charging HESS during the preventive response stage, using
hydrogen for fuel support via natural gas pipelines during the
emergency response stage, and scheduling MHERs for load re-
covery during the restoration response stage. Secondly, event-
oriented scenario generation methods and dynamic multi-
type contingency modeling methods under compound extreme
events deserve in-depth investigation to avoid over-investment
in the planning and performance degradation in the operation,
respectively. Thirdly, multi-network coordination and flexible
resource coordination are necessary in the joint planning and
operation method design. Finally, net-zero-carbon resilient
planning methods are expected and LLM-assisted multi-stage
coordination operation may increase HMES resilience.
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