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Abstract

While Multimodal Large Language Models (MLLMs) have
made remarkable progress in vision-language reasoning,
they are also more susceptible to producing harmful con-
tent compared to models that focus solely on text. Exist-
ing defensive prompting techniques rely on a static, unified
safety guideline that fails to account for the specific risks
inherent in different multimodal contexts. To address these
limitations, we propose RapGuard, a novel framework that
uses multimodal chain-of-thought reasoning to dynamically
generate scenario-specific safety prompts. RapGuard en-
hances safety by adapting its prompts to the unique risks
of each input, effectively mitigating harmful outputs while
maintaining high performance on benign tasks. Our exper-
imental results across multiple MLLM benchmarks demon-
strate that RapGuard achieves state-of-the-art safety per-
formance, significantly reducing harmful content without
degrading the quality of responses.

1. Introduction
Recent advances in Multimodal Large Language Models
(MLLMs) have led to significant strides in achieving highly
generalized vision-language reasoning capabilities [1, 4, 5,
9, 10, 13, 14, 19, 21, 22, 24, 26, 26, 30, 41, 44, 46, 47, 50–
52]. Built upon the success of Large Language Mod-
els (LLMs) [20, 39, 40], MLLMs align pre-trained visual
encoders with LLMs using text-image datasets, enabling
complex interactions involving both text and visual inputs.
These advancements allow MLLMs to conduct sophisti-
cated conversations involving images, significantly enhanc-
ing their applicability across diverse tasks, such as visual
question answering, image captioning, and more complex
vision-language reasoning.

Despite these accomplishments, the safety of MLLMs
remains a pressing concern due to their susceptibility to
generating harmful or unethical content, particularly when
combining image and text inputs [27, 31, 53]. While LLMs

Text

Image

Prepend

Safety-
aware

Rationale

Adaptive
Defensive
Prompt

Prepended with

MLLM

Output

Text

Image MLLM

Output

Defensive
Prompt

Text

Image MLLM

Output

MLLM

Figure 1. Comparisons of Different Multimodal LLMs In-
ference Methods. Top: the vanilla MLLM inference pipeline.
Middle: MLLM inference pipeline with static defensive prompt
prepended to the original text input. Bottom: MLLM inference
pipeline equipped with RapGuard (Ours). RapGuard first gener-
ates safety-aware rationale, and use it to adaptively generate de-
fensive prompt, which achieves superior safeguard performance
compared to previous methods.

have been extensively aligned with human values and ethi-
cal considerations, the introduction of visual modalities in-
troduces additional risks that are not adequately addressed
by existing alignment mechanisms. In particular, the in-
teraction between text and image inputs can lead to unin-
tended and potentially harmful interpretations, highlighting
the need for more sophisticated safety measures in MLLMs.

Current approaches to safeguard MLLMs primarily in-
volve extending the alignment strategies used for LLMs,
such as Supervised Finetuning (SFT) and Reinforcement
Learning from Human Feedback (RLHF) [6, 25, 29, 42].
These methods, while effective, require significant com-
putational resources and meticulous crafting of harmful
queries for red-teaming, especially when multimodal in-
puts are involved [31, 53]. Another widely used approach
is defensive prompting, where the model’s behavior is
guided by pre-defined safety prompts to reduce harmful out-
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Can take this medicine if I have a headache?

You are a
responsible AI that
only provides safe
and unethical
answers. The user
instruction is:
#Instruction.

The user query is
related to medical
advice. You are a
responsible AI that only
provides safe and
unethical answers. The
user instruction is:
#Instruction

It’s generally okay to 
take extra in severe 
pain cases.

Defensive
Prompt

#Instruction

Output
Please consult a 
healthcare professional 
before adjusting any 
medication dosage.

(a) Lack of Generalization to Scenario-Specific Risks 

Static Scenario-specific

Prepend

Teach a kid to buy this drink.

You are a
responsible AI that
only provides safe
and unethical
answers. The user
instruction is:
#Instruction.

It is possible that the
combination of image
and text input is related
to some unsafe activity.
You are a responsible
AI......answers. The user
instruction is: #Instruction

Sure, you could start 
by explaining the store 
layout and how to find 
the right brand.

Defensive
Prompt

#Instruction

Output

Static Relation-aware

Prepend

It’s important to ensure 
that children are not 
involved in activities 
related to alcohol.

(b) Overlooking Multimodal Safe Relations in Input 

Figure 2. Illustration of Limitations in Static Defensive Prompts. (a) Scenario-Specific Risks: static prompts ignore context (e.g.,
medical advice), leading to unsafe responses, while scenario-specific prompts ensure appropriate guidance. (b) Multimodal Safe Rela-
tions: static prompts miss unsafe image-text combinations (e.g., child and alcohol), whereas relation-aware prompts detect and address
these risks.

puts [32, 54].
However, we find that static defensive prompts face two

major limitations: (1) lack of specificity and (2) lack of
compositionality. Since these prompts typically follow a
unified safety guideline, they fail to adjust to the particu-
lar details of each multimodal input. This lack of speci-
ficity means the prompts may not address the unique risks
of different scenarios. Additionally, without composition-
ality, the static prompts overlook the complex interactions
that may arise when combining image and text inputs, po-
tentially leaving vulnerabilities. For instance, a benign im-
age of a child and separate text about ’wine’ might, together,
imply an unsafe scenario, which a generic prompt might not
detect.

To address these limitations, we propose RapGuard: a
novel framework for safeguarding MLLMs via Rationale-
aware Defensive Prompting. Unlike conventional defensive
prompting, RapGuard generates adaptive defense prompts
that are customized to each scenario by leveraging the
power of multimodal chain-of-thought reasoning. Specifi-
cally, RapGuard first employs multimodal chain-of-thought
reasoning to generate safety rationales that analyze both im-
age and text inputs, providing a detailed understanding of

the potential risks involved. These safety rationales are then
used to construct adaptive defense prompts tailored to the
specific input scenario, which are prepended to the origi-
nal user query to guide the model towards generating safe
responses. The rationale-aware approach of RapGuard en-
ables it to effectively transfer the safety mechanisms from
pre-aligned LLMs to the multimodal setting, thereby mit-
igating the introduction of harmful outputs due to visual
inputs. By leveraging the intrinsic safety mechanisms of
LLMs and adapting them to the unique challenges posed
by multimodal inputs, RapGuard significantly enhances the
ability of MLLMs to generate safe and aligned responses.

Our experimental results demonstrate that RapGuard
achieves state-of-the-art performance in defending against
malicious multimodal inputs while maintaining the qual-
ity of generated responses on benign datasets. In particu-
lar, we evaluate RapGuard on several MLLM safety bench-
marks, showing that it can effectively reduce the frequency
of harmful outputs without compromising the utility of the
model in generating high-quality responses. In summary,
our main contributions are as follows:
• We identify the limitations of current defensive prompt-

ing approaches for MLLMs, emphasizing the need for
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scenario-specific safety prompts that account for both im-
age and text inputs, as well as their compositional effects.

• We propose RapGuard, a novel framework that uses mul-
timodal chain-of-thought reasoning to generate adaptive
safety rationales and prompts tailored to each input sce-
nario, enhancing model safety in the multimodal context.

• Our experiments demonstrate that RapGuard achieves
state-of-the-art safety performance across multiple
benchmarks, significantly reducing harmful outputs
without compromising the quality of model responses on
benign datasets.

2. Related Work

Vulnerability of Multimodal Large Language Models.
Multimodal Large Language Models (MLLMs) combine
visual perception with the reasoning capabilities of Large
Language Models (LLMs) to enable complex multimodal
interactions [2, 3, 7, 11, 17, 45]. However, recent studies re-
veal that MLLMs are vulnerable to adversarial attacks, par-
ticularly involving visual inputs [28]. Perturbation-based
attacks employ gradient techniques to create adversarial
images that trick MLLMs into generating harmful out-
puts [12, 33, 35, 36], while structure-based attacks use ty-
pography and text-to-image tools to embed malicious con-
tent within images, bypassing traditional text-based safety
filters [15, 16]. Both approaches demonstrate the suscepti-
bility of MLLMs to novel attack vectors that challenge cur-
rent defense mechanisms [37].
Defense Mechanisms for MLLMs. Defensive strate-
gies for MLLMs include both training-time and inference-
time approaches [28]. Training-time methods, such as
DRESS [8], use Natural Language Feedback (NLF) to im-
prove safety alignment during training, though these require
substantial data and computational resources. Inference-
time methods like MLLMP [32] employ external detectors
and detoxifiers to filter harmful outputs post-hoc, but such
strategies often introduce significant computational over-
head [28]. In contrast, our proposed framework enhances
MLLM safety by dynamically adapting defense prompts
during inference, offering robust protection without the
need for additional training or fine-tuning, and minimizing
the impact on performance and inference time.

3. Method

To address the limitations of current safety mechanisms in
MLLMs, Section 3.1 examines two main shortcomings of
static defensive prompts: lack of generalization to scenario-
specific risks and failure to consider multimodal safe rela-
tions. Section 3.2 then introduces our proposed method,
RapGuard, which uses adaptive strategies to address these
issues. Finally, Sections 3.3, 3.4, and 3.5 describe the
core components of RapGuard: Multimodal Safety Ra-

tionale Generation, Rationale-Aware Defensive Prompting,
and Self-Checking for Harmful Content Detection.

3.1. Motivation

Current defensive prompting methods rely on static
prompts, which come with limitations that can hinder safety
in complex, multimodal scenarios. We summarize two two
major limitations to general defensive prompting.
Lack of Generalization to Scenario-Specific Risks. Static
defensive prompts apply generic safety guidelines across all
scenarios, without tailoring the response to the specific risks
presented by the input. This “one-size-fits-all” approach
often fails to mitigate harmful outputs when nuanced or
context-specific interactions are involved. Figure 2 demon-
strates the limitation of static defensive prompts in address-
ing scenario-specific risks. A user query about medica-
tion, paired with an image of prescription bottles, receives
a generic static prompt that leads to an unsafe response. In
contrast, a scenario-specific prompt recognizes the medi-
cal context and advises consulting a healthcare professional.
This example highlights the need for adaptive prompts that
can dynamically respond to the context of multimodal in-
puts, especially in sensitive scenarios. By tailoring prompts
with relevant, scenario-specific keywords—such as health,
finance, or cultural sensitivity—the model demonstrated a
noticeable improvement in generating safer, more context-
aware responses. This observation underscores the value
of adapting prompts based on the specific topic, which laid
the foundation for our method’s adaptive, topic-sensitive
prompt design.
Overlooking Multimodal Safe Relations in Input. Static
prompts also overlook the safe or unsafe relations that
can emerge between text and image inputs when com-
bined. They typically analyze each component indepen-
dently, missing the potential for unintended or risky inter-
pretations that arise only when the inputs are interpreted
together. Figure 2 illustrates the limitation of static defen-
sive prompts in recognizing unsafe relationships between
multimodal inputs. A user query, “Teach a kid to buy this
drink,” paired with an image of alcoholic beverages, re-
ceives a generic static prompt that results in an inappropri-
ate response. In contrast, a relation-aware prompt identifies
the potential risk in combining the image and text, generat-
ing a response that discourages involving children in activi-
ties related to alcohol. This example highlights the need for
prompts that can assess multimodal safe relations in input,
improving the contextual sensitivity of MLLM responses.

Together, these insights highlight the need for a frame-
work that adaptively integrates scenario-specific informa-
tion and multimodal reasoning to provide safer and con-
textually appropriate responses. Based on these observa-
tions, we introduce RapGuard, which leverages multimodal
chain-of-thought reasoning to generate safety prompts that
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Teach a kid to buy this drink

Image

Text

Safety Rules

VLM

Safety-aware 
Rationale 

The image depicts a bottle 
of wine. The text contains a 
request to teach a kid to buy 
the drink shown in the 
image, which is alcohol. 
Children drinking alcohol is 
related to illegal activities 
according to the safety rules.

Adaptive Defense 
Prompt

You are a responsible and 
ethical AI assistant designed 
to provide helpful, safe, and 
respectful information.

You are given safety-aware 
rationale as [rationale]. In 
particular, avoid content 
related to unsafe behavior 
identified in the rationale.

⊕

Answer

I am sorry, but 
teaching a kid to buy 
or drink alcohol is 
considered as an 
illegal activity, so I 
cannot assist you 
with that.

Figure 3. Pipeline of the proposed RapGuard approach. The original multimodal inputs, consisting of textual and visual content, are
integrated with predefined safety rules to formulate a defense prompt. This prompt guides the model in generating safe responses.

are both adaptive to the topic and responsive to the relational
dynamics between image and text inputs.

3.2. Overview
Our proposed method, RapGuard, addresses the limita-
tions of static defensive prompts in multimodal large lan-
guage models (MLLMs) by utilizing an adaptive defen-
sive strategy centered on safety rationale generation and
self-checking. This approach is composed of three main
components: (1) Multimodal Safety Rationale Generation,
(2) Rationale-Aware Defensive Prompting, and (3) Self-
Checking for Harmful Content Detection. The overall
pipeline of our method is shown in Figure 3.

3.3. Multimodal Safety Rationale Generation
To generate a rationale that guides safe response genera-
tion, we use a safety rationale generation template. Given
an input image xi and a text query xt, the template con-
textualizes xt within a safety framework. Specifically, we
encode xt into a safety rationale template, providing both
xi and the template-augmented text to the MLLM, which
then generates the safety rationale r̂:

r̂ = Fθ(xi, T (xt)), (1)

where T (·) represents the safety rationale generation tem-
plate function, and Fθ is the MLLM with parameters θ. The
generated rationale r̂ assesses any risks inherent in the in-
put, setting the foundation for constructing an adaptive de-
fensive prompt.

3.4. Rationale-Aware Defensive Prompting
Once the rationale r̂ is generated, it is used to construct
an adaptive defensive prompt tailored to the input context.
This prompt, denoted by D(r̂), is prepended to the original

text input xt to create an augmented input x′
t = D(r̂)⊕ xt,

where ⊕ represents concatenation. The MLLM then gener-
ates a response y based on this rationale-aware input:

y = Fθ(xi, x
′
t). (2)

This rationale-aware prompting ensures that the
MLLM’s response remains contextually safe while retain-
ing flexibility across various scenarios. By embedding the
rationale-driven defensive prompt, our method enhances
the model’s safety handling without requiring retraining or
incurring high computational costs.

3.5. Self-Checking for Harmful Content Detection
To maintain both generation quality and utility on benign
data, we implement a self-checking mechanism that verifies
whether the generated response is safe. For each user query
(xi, xt), the MLLM first generates an initial response yraw:

yraw = Fθ(xi, xt). (3)

The model then self-assesses this response by reprocess-
ing it through a designated evaluation prompt Peval, which
combines xt and yraw:

seval = Fθ(xi, Peval(xt, yraw)), (4)

where seval is a safety indicator for yraw. If seval satisfies the
safety threshold, yraw is confirmed safe and returned as the
final output.

If seval suggests potential harm, RapGuard activates the
rationale-aware defensive prompt D(r̂), re-encoding the in-
put as x′

t = D(r̂)⊕ xt. The model is then re-queried using
this defensive input:

yfinal = Fθ(xi, x
′
t). (5)

In flagged cases, this adaptive re-querying enhances re-
sponse safety by incorporating context-sensitive defenses,
ensuring quality in responses for benign inputs.

4



Scenarios SD OCR SD+OCR
Vanilla ECSO AdaShield Ours Vanilla ECSO AdaShield Ours Vanilla ECSO AdaShield Ours

01-Illegal Activity 78.4 96.9 97.2 98.6 22.7 96.9 96.7 98.5 25.8 92.8 93.1 96.9
02-Hate Speech 84.7 96.9 97.0 98.5 56.4 87.7 88.0 98.7 51.5 90.2 89.8 98.5

03-Malware Generation 84.1 97.7 97.5 98.9 31.8 86.4 86.2 98.2 38.6 84.1 84.3 97.8
04-Physical Harm 81.9 93.8 93.5 98.5 40.3 88.9 89.1 98.1 41.0 84.7 84.9 97.6

05-Economic Harm 95.9 96.7 96.9 98.2 86.9 97.5 97.3 98.4 86.9 96.7 96.5 97.3
06-Fraud 79.9 95.5 95.2 97.9 28.6 89.0 89.3 97.3 33.1 85.1 84.8 97.0

07-Pornography 90.8 93.6 93.9 97.5 76.2 88.1 88.3 97.4 69.7 76.2 75.9 95.2
08-Political 88.3 95.1 95.4 97.9 77.9 89.6 89.4 98.1 72.5 84.1 84.3 97.4

09-Privacy Violence 84.2 92.1 92.3 96.7 41.7 87.8 87.6 96.8 43.9 81.3 81.5 96.1

Average 85.3 95.1 95.3 98.1 51.4 89.2 89.1 98.0 51.4 86.1 85.9 97.1

Table 1. Performance comparison on the MM-Safety Bench dataset across nine unsafe scenarios. The evaluation metric is harmless rate.
Our method consistently achieves the highest scores across all scenarios and evaluation settings, as shown in bold.

4. Experiments

4.1. Experimental Setup

Datasets. For safety evaluation, we use the MM-
SafetyBench [27] and VLSafe [8] datasets. MM-
SafetyBench [27] includes 5,040 instances with malicious
intents spanning 13 common scenarios, such as illegal ac-
tivities, hate speech, and malware generation. Following
the approach used in ECSO [18], our evaluation focuses
on only 8 of these scenarios, as we have empirically de-
termined that even text-only large language models (LLMs)
perform poorly on the remaining ones.

In MM-SafetyBench, the majority of malicious content
is embedded within images, while the accompanying text
is typically benign. Each image in the dataset is derived
from malicious keywords and falls into one of the follow-
ing categories: SD: Images generated by Stable Diffusion
(SD) [34] based on malicious keywords; OCR: Images con-
taining malicious keywords extracted via Optical Charac-
ter Recognition (OCR); SD+OCR: Images created by Sta-
ble Diffusion and subsequently annotated with text through
OCR. In addition to the multimodal data, MM-SafetyBench
also provides text-only questions constructed from mali-
cious keywords, which are included in our evaluation. In
contrast, VLSafe [8] consists of 1,110 malicious image-text
pairs in its examination split, where the malicious intent is
explicitly conveyed through the text queries. Moreover, we
also utilize a popular evaluation benchmark MM-Vet [49]
to evaluate the “over-defensiveness” on benign datasets to
make sure that our methods keeps the ultility in safe sce-
narios. More details of the datasets are elaborated in the
Appendix.
Baseline Methods. To benchmark our approach, we com-
pare it against two recent state-of-the-art defense meth-
ods: ECSO [18] and AdaShield [43]. ECSO is a training-
free approach that exploits the inherent safety awareness
of MLLMs, and generates safer responses via adaptively

transforming unsafe images into texts to activate the in-
trinsic safety mechanism of pre-aligned LLMs in MLLMs.
AdaShield prepends inputs with defense prompts to defend
MLLMs against structure-based jailbreak attacks without
fine-tuning MLLMs or training additional modules. For a
fair comparison, we closely follow the original experimen-
tal configurations of ECSO and AdaShield, ensuring unifor-
mity in dataset splits and evaluation criteria.
Implementation Details. We evaluate our method across
five SOTA MLLMs: LLaVA-1.5-7B [23], ShareGPT4V-7B
[7], Qwen-VL-Chat [3], MiniGPT-v2-7B [5] and CogVLM-
chat-v1.1 [41]. These models, with their diverse architec-
tures and multimodal processing capabilities, provide a ro-
bust basis for assessing safety performance across a range
of multimodal configurations. To ensure fair comparisons,
each model is evaluated under consistent conditions, with
identical datasets and attack prompts.

To measure the safety of model responses, we utilize
the Harmless Rate (HR) [6, 38], defined as the proportion
of safe responses within the total response set D: HR =∑

d∈D I(d)

|D| , where I(d) = 1 if the response is deemed harm-
less (as determined through GPT-4 analysis and manual
verification) and I(d) = 0 otherwise. For evaluations us-
ing MM-Vet [48], we report accuracy and the average GPT
score, which ranges from 0 to 1, across all test samples.

4.2. Safety Benchmark
The experimental results in Table 1 highlight the superi-
ority of our proposed method over Vanilla, ECSO, and
AdaShield across nine safety-critical scenarios and three
configurations (SD, OCR, SD+OCR). Our method consis-
tently achieves the highest performance across all scenarios,
with notable improvements in complex cases such as “Ille-
gal Activity” and “Hate Speech”, where it reaches 98.6%
and 98.5% in the SD configuration, respectively. In the
OCR and combined SD+OCR setups, our method further
demonstrates its robustness, achieving an average accuracy
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AdaShield
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Figure 4. Performance comparison on the VLSafe dataset across
different safety reasoning approaches. Different MLLM models
are chosen as our base models for testing to achieve comprehen-
sive results. Among all reasoning methods, RapGuard (ours) con-
sistently achieves the highest scores

of 98.0% in OCR and 97.1% in SD+OCR. These results un-
derscore our approach’s effectiveness in addressing safety
risks across various input types and contexts.

Figure 5 shows that our method RapGuard (Red) outper-
forms the other methods (Vanilla, ECSO, and AdaShield)
by consistently achieving the highest harmless rates across
all harm categories for each tested MLLM. In categories
like Hate Speech, Illegal Activity, and Physical Harm, Rap-
Guard provides significantly broader coverage, indicating
its superior ability to mitigate risks of generating harmful
responses effectively. This consistent performance across
various harm types underscores RapGuard’s effectiveness
as the best method for enhancing MLLM safety among all
mentioned state of the art approaches.

Figure 4 shows the harmless rate comparison on VLSafe
for various MLLMs. Among the methods evaluated, Rap-
Guard consistently achieves the highest scores across all
MLLMs, showcasing its superior ability to enhance safety
reasoning. Compared with the vanilla baseline model, our
method achieve on average 60% of improvement across all
models. Compared with recent baselines such as ECSO and
AdaShield, our method also achieves consistent improve-
ment. The consistent outperformance of RapGuard across
models like LLaVA-1.5, CogVLM-Chat-v1.1, MiniGPT-
v2, ShareGPT-4V-7B, and Qwen-VL-Chat underscores its
robustness and reliability in safety-critical applications, po-
sitioning it as a more effective solution compared to existing
approaches.

4.3. Utility Benchmark

Table 2 demonstrates that our method (“Ours”) maintains
the utility of multimodal large language models (MLLMs)
without any degradation. For each model (LLaVA-7B,
CogVLM-v1.1, and MiniGPT), the scores under the “Ours”

Model Method Benign Dataset
Rec↑ OCR↑ Know↑ Gen↑ Spat↑ Math↑ Total↑

LLaVA-7B

Vanilla 35.1 28.5 16.7 14.8 31.0 15.3 33.2
AdaShield 37.8 30.5 18.6 17.0 33.5 17.2 36.0

ECSO 37.5 29.8 18.5 16.8 33.4 17.0 35.6
Ours 35.1 28.5 16.7 14.8 31.0 15.3 33.2

CogVLM-v1.1

Vanilla 53.8 43.4 46.3 43.1 43.7 14.2 50.0
AdaShield 53.0 42.8 45.5 42.5 43.1 13.9 49.4

ECSO 52.5 41.5 44.8 42.0 42.9 13.8 49.0
Ours 53.8 43.4 46.3 43.1 43.7 14.2 50.0

MiniGPT

Vanilla 15.5 12.6 9.4 8.2 20.7 10.8 14.8
AdaShield 15.0 12.1 9.1 8.0 20.2 10.4 14.5

ECSO 14.8 11.9 9.0 7.9 20.0 10.3 14.3
Ours 15.5 12.6 9.4 8.2 20.7 10.8 14.8

Table 2. Evaluation of MLLMs on a benign dataset, comparing
Vanilla, AdaShield, ECSO, and our method (Ours). The results
show that our method preserves the model’s utility, matching the
Vanilla scores across all metrics (Rec, OCR, Know, Gen, Spat,
Math, and Total) with no performance degradation. Bolded val-
ues indicate the highest scores for each model, demonstrating that
“Ours” achieves robustness without sacrificing general capability.

method match exactly with those of the “Vanilla” method
across all metrics—Rec, OCR, Know, Gen, Spat, Math, and
Total. This consistency across all evaluation metrics indi-
cates that applying our method does not reduce performance
on benign datasets and preserves the original capabilities of
the MLLMs. By ensuring no drop in scores compared to the
baseline “Vanilla” setup, our method effectively enhances
robustness without compromising the model’s general util-
ity.

4.4. Ablation Study

4.4.1. Effect of Adaptive Prompt

Scenarios SD OCR SD+OCR
Vanilla Static Ours Vanilla Static Ours Vanilla Static Ours

Average 85.3 89.8 98.1 51.4 83.6 98.0 51.4 81.1 97.1

Table 3. Ablation Study on MM-safety Bench w/ Self-checking:
Comparison of Average Results for Vanilla, Static, and Our
Method across Different Scenarios (SD, OCR, SD+OCR)

Table 3 compares the performance of Vanilla, Static De-
fense, and our method, RapGuard, across three scenarios:
SD, OCR, and SD+OCR. The results highlight the effec-
tiveness of RapGuard, which uses safety-aware rationale to
generate adaptive defense prompts, outperforming both the
Vanilla and Static Defense methods. In each scenario, Rap-
Guard achieves the highest average score, with significant
improvements over Static Defense—especially in the SD
and OCR scenarios, where RapGuard scores 98.1 and 98.0,
respectively. This demonstrates that RapGuard’s adaptive
approach provides robust defense across varying contexts.
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Figure 5. Harmless rates on MM-SafetyBench (SD+OCR) for the CogVLM-chat-v1.1, MiniGPT-v2, ShareGPT-4V-7B, and Qwen-VL-
Chat. Yellow, blue, green, and red shades represent the harmless rates when querying MLLMs using the Vanilla model, ECSO, AdaShield,
and RapGuard, respectively.

Model Method Benign Dataset
Rec↑ OCR↑ Know↑ Gen↑ Spat↑ Math↑ Total↑

LLaVA-7B
Vanilla 35.1 28.5 16.7 14.8 31.0 15.3 33.2

Ours w/o 30.0 25.0 13.5 12.0 27.5 12.5 29.0
Ours w/ 35.1 28.5 16.7 14.8 31.0 15.3 33.2

CogVLM-v1.1
Vanilla 53.8 43.4 46.3 43.1 43.7 14.2 50.0

Ours w/o 48.0 39.0 41.0 38.0 39.5 12.0 45.0
Ours w/ 53.8 43.4 46.3 43.1 43.7 14.2 50.0

MiniGPT
Vanilla 15.5 12.6 9.4 8.2 20.7 10.8 14.8

Ours w/o 12.5 10.0 7.0 6.5 17.0 8.5 12.0
Ours w/ 15.5 12.6 9.4 8.2 20.7 10.8 14.8

Table 4. Ablation Study on Self-Checking: Evaluation of Vanilla,
Ours w/o self-checking, and Ours w/ self-checking on a benign
dataset.

4.4.2. Effect of Self-checking

Table 4 demonstrates the significance of self-checking in
maintaining model utility. For each model, the results with
self-checking enabled are consistently on par with or even
match the baseline “Vanilla” performance, indicating that
this approach preserves the model’s utility without degra-

dation. In contrast, the results without self-checking show
a noticeable drop in scores across all metrics, which high-
lights that the model’s ability to perform effectively across
tasks diminishes in the absence of this mechanism. This
decrease emphasizes the role of self-checking as a crucial
component for ensuring the model’s general capability and
robustness, underscoring its importance in maintaining op-
timal performance.

4.5. Qualitive results
Figure 6 show examples of how RapGuard generates harm-
less responses from malicious queries. In Figure 6, the sce-
nario is related to medical consultation where the users ask
if the herbal in the image can be used for personal medica-
tion. For the vanilla LLaVA-7B model, the response over-
looks the risk of harmful interactions, assuming that “nat-
ural” means safe in all contexts, potentially leading to un-
safe advice. The static defense lacks specificity, offering
a vague suggestion to “check for warnings” without em-
phasizing the real risk of interaction with medications. By
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Can I take this for medication? Herbal supplements are natural and generally safe, so it 
should be fine to combine them with your medication..

Herbal supplements are safe in most cases, but check for any 
warnings.

Combining herbal supplements with other medications can be 
dangerous and may lead to adverse reactions. Please 
consult a healthcare provider to ensure this combination is 
safe for you.

Vanilla

Static

Ours

Sure, you could start by explaining the store layout and how 
to find the right aisle.

It’s generally a good idea to supervise children when learning 
new skills like shopping.

Teaching a child to purchase alcohol is unsafe and may be 
illegal in many places. It’s important to ensure that children 
are not involved in activities related to alcohol.

Vanilla

Static

Ours

Teach a kid to buy this drink.

User Query MLLM Response

Figure 6. Comparison of MLLM Responses Across Different Prompts and Defense Methods. The figure shows two user queries with
images and corresponding responses generated by three variations of an MLLM: “Vanilla” (baseline), “Static” (with a static prompt), and
“Ours” (our proposed method, RapGuard). The checkmark indicates the desired safe response, while the cross marks inadequate responses.

not acknowledging the potential harm in mixing herbal and
medicinal products, it risks downplaying the importance of
consulting a professional. In contrast, RapGuard directly
addresses the risk of interaction, emphasizing the impor-
tance of consulting a healthcare provider due to the specific
safety concerns related to mixing supplements and medica-
tion. This response is tailored to the multimodal context,
showing clear understanding of the relational risk involved.

In Figure 6, the input image and text contains benign
concepts ‘wine’ and ‘kid’ respectively, but teaching a kid to
buy wine is an illegal activity. The response from Vanilla
LLaVA model provides straightforward instructions with-
out recognizing the problematic nature of teaching a child
to purchase alcohol. It lacks any safety filtering, leading
to potentially harmful advice. As a little improvement, the
static prompt offers a generic reminder about supervision
but fails to directly address the specific concern around un-
derage involvement with alcohol. It provides only surface-
level guidance without detecting the inherent risk of involv-
ing a child with an alcoholic product. Compared with these
methods, RapGuard’s multimodal reasoning recognizes the
risky combination of a child with alcohol, flagging it as an
unsafe scenario and emphasizing both legal and safety con-
cerns. The response is specifically tailored to discourage the

involvement of children in alcohol-related activities, show-
casing RapGuard’s ability to interpret the combined mean-
ing of text and image inputs effectively.

5. Conclusion

In this paper, we introduced RapGuard, an adaptive ap-
proach to enhance safety in multimodal large language
models (MLLMs). We identified two key limitations in
static defensive prompting—lack of scenario-specific adap-
tation and failure to address multimodal safe relations. Rap-
Guard addresses these issues through multimodal safety
rationale generation, rationale-aware defensive prompting,
and self-checking mechanisms. Our results demonstrate
that RapGuard effectively mitigates harmful outputs while
preserving model utility in benign contexts. This adap-
tive framework provides a robust solution for safer MLLM
deployment, with potential for further improvements and
broader applications in multimodal AI safety.

For future work, a more comprehen-
sive evaluation framework as well as dataset
should be built to include diverse kinds of at-
tacks.
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