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Abstract—In this paper, we study reconfigurable intelligent
surface (RIS)-assisted simultaneous legitimate monitoring and
jamming techniques for industrial environments, so that legit-
imate monitor (LM) and legitimate jammers (LJs) can sus-
tainably monitor and interfere with suspicious communications
with minimum transmission power. Specifically, we propose a
Block Coordinate Descent-Particle Swarm Optimization (BCD-
PSO) based scheme to optimize RIS’s phase shift matrix and
minimize LJs’ transmission power, while successfully jamming
and stably monitoring unauthorized communications. Simulation
results demonstrate that the proposed BCD-PSO can enhance the
performances in terms of monitoring, resource utilization and
robustness. Moreover, we effectively exam the best deployment
of RIS towards diverse objectives.

Index Terms—Legitimate jamming and monitoring, reconfig-
urable intelligent surface (RIS), wireless network.

I. INTRODUCTION

ECONFIGURABLE intelligent surface (RIS) is recog-
nized as one of the key technologies towards 6G. By
adjusting phases of reflective elements, propagation of elec-
tromagnetic waves can be tuned to reshape communications
environments. It can not only increase sum rate and optimize
resource utilization [1], [2], but also significantly enhance
information security [3[]. The appealing advantages of RIS
have led to extensive researches focused on channel mod-
eling, channel estimation, transmission design, localization
techniques, and prototype design, etc, thus resulting in better
performance [4].
In recent years, various researches have been developed to
tackle malicious attacks, such as channel hopping, power con-
trol and adaptive nulling antennas. However, the disadvantages
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including waste of spectrum resources, constraint of power
and high complexity cannot be ignored [5]. To overcome
shortcomings and enhance information security, RIS have been
introduced. The authors of [6] divided RIS for serving legit-
imate users and interfering illegitimate users, where partition
ratio and transmission power were optimized. In [7]], a RIS-
assisted scenario against eavesdroppers was considered, and
a block coordinate ascent method was adopted to maximize
secrecy rate. The authors of [8] applied artificial noise (AN)
in RIS-assisted system to degrade eavesdropper’s performance
while improving secrecy rate. In [5]], a RIS-assisted scenario
was investigated to minimize transmit power subject to outage
probability and signal to interference plus noise ratio (SINR).
It also examined that the best deployment of RIS should be
close to the base station.

While existing researches mainly concentrated on security
protection for legitimate users, techniques against unautho-
rized users recently has been explored [9]—[11]]. The authors of
[10] proposed an monitoring scheme for illegitimate users with
Majorization-Minimization and Alternating Direction Method
of Multipliers algorithms. However, it cannot interrupt sus-
picious communication. In [[11]], a RIS-assisted eavesdropping
and jamming strategy was presented. However, the monitoring
and interference cannot be guaranteed simultaneously in this
work. To address these shortcomings, we innovatively study
the simultaneous legitimate monitoring and jamming tech-
niques to block while intercepting the illegitimate information.

Automated manufacturing processes increasingly rely on
wireless technologies that connect sensors, robots and con-
trolling systems, which also bring convenience for illegal users
due to the broadcast nature of wireless channel. For example, a
suspicious transmitter (ST) delivers manufacturing information
to a suspicious receiver (SR). Both ST and SR are hacked,
thus system cannot directly turn them off. Therefore, there are
urgent needs to develop legitimate monitoring with jamming
techniques, to block suspicious communications while identi-
fying what information are being targeted, to strengthen the
protection of specific information. Following these objectives,
the contributions of this paper are summarized as follows:

o Application Scenario: We present an early research with
simultaneous monitoring and jamming suspicious com-
munications in RIS-assisted system for industrial wireless
networks, which consists of two illegitimate devices (ST
and SR), a collaborative monitoring and jamming system
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Fig. 1. The model of RIS-assisted legitimate monitoring and jamming system.

(LM and LJs), and a RIS which assists LM and LIJs.

o Scheme Design: We propose a Block Coordinate Descent-
Particle Swarm Optimization (BCD-PSO) based scheme,
which can minimize the transmission power of LJs, jam
unauthorized communications, and intercept suspicious
information by optimizing RIS’s phase shift matrix.

« Performance Enhancement: By using BCD-PSO, LJs and
LM can achieve better performances in monitoring, trans-
mission power and robustness. We also effectively exam
the best deployment of RIS towards different objectives.

The remainder of the paper is organized as follows. Sections

[] and [I) introduce model and problem formulation of RIS-
assisted legitimate monitoring and jamming system. Then,
we propose BCD-PSO in Section Section [V] presents
simulation results. Finally, the paper concludes in Section

II. SYSTEM MODEL

We consider a RIS-assisted legitimate monitoring and jam-
ming system for industrial environments. As shown in Fig. [T}
there is a single-antenna SR and a ST with M; antennas.
We deploy a RIS with N elements, assisting a single-antenna
LM and K single-antenna LJs. We assume that suspicious
communications between ST and SR have been detected.
However, both ST and SR are hacked, thus the system cannot
turn them off directly. Therefore, LJs send AN to jam SR
and meanwhile LM keeps monitoring to identify the targeted
information. The channels of ST-to-RIS, RIS-to-SR, LlJs-to-
RIS, RIS-to-LM, ST-to-LM, ST-to-SR, and LJs-to-SR links
are denoted as Hpy € CMeXN g € CN*1, Hyq € CV*K,
hpy € (CNXl, hry € (ClXMt, htgr € ClXM", and hxr €
C™¥K | respectively, where C denotes the complex number
set. In recent works, there are several channel estimation
techniques in RIS-assisted systems [12], [13]], based on which
we assume that all channel state information (CSI) is known
to LJs and LM. The RIS’s phase shift matrix is denoted by
® £ diag([e’? €% ... e/%V]), where 0, is the phase shift
of the nth element. In addition, due to severe path losses, we
ignore signals reflected twice or more by RIS.

III. PROBLEM FORMULATION

In this system, ST uses maximum ratio transmission (MRT)
strategy to maximize strength of signal. The LJs also adopt

MRT, which achieves lower complexity with a concentrated
signal to interfere with SR as soon as possible and reduce
leakage of information. The beamforming matrices of ST and
LJs, denoted by wgt and wj, respectively, are given by

VPsthig
W =
ST el )
W1 — VPj(hgr+hry $Hkr)
J |lhkr+hil; @Hki||

Here, Pst and Pj denote transmission power of ST and LlJs,
respectively. Considering cooperation between LM and LlJs,
the impact of AN on LM can be ignored because LM can
remove it. Therefore, signals received by SR and LM, denoted
by ysr and y, respectively, can be written as

2

ysr = hswsrzst + hiwllz; + ngg,
yM = hpwstrst + ny,

where hy £ hrp + hii ®HY, h; £ hyg + hi; ®Hg, and
h, £ hpy + h%{MtPHr}FII. Moreover, gt and xj are signals
transmitted by ST and LlJs, respectively, where E{|zst|?} =
E{|z;|*} = 1. In addition, ngg ~ CN(0,03g) and ny ~
CN(0,0%;) both are additive white Gaussian noises. Then,
the SINR ~sr of SR and the SNR )y of LM are given by

_ _li(hrr+hif ®PHE wsrast|®
TSR T T+ e wi [Frod 3)
™ = Tﬁq”(hTM + hpy @HT ) wsrast||”.

To efficiently jam and intercept the suspicious information,
we jointly optimize RIS’s phase shift matrix and minimize LJs’
transmission power to confine SR’s SINR less than a specified
threshold sgr ¢, while maintaining LM’s SNR beyond yu .
Therefore, the optimization problem can be formulated as:

P1 Hgn PJ (4)
|(hogr + hiy PHY ) wgr|?
|(hgr + hif, @Hykr)wl||2 + 03y

1
— (b + by @PH)Wsr|[* > i (6)
M

lon*=1, n=1,...,N, (7

S.t.:

< Ysr,th; (O)

where v,, = e/%». Considering non-convexity of P1, the
closed-form of optimal solution is intractable. Then, we pro-
pose an efficient scheme based on BCD and PSO algorithms.

IV. BLOCK COORDINATE DESCENT-PARTICLE SWARM
OPTIMIZATION BASED SCHEME

A. Problem Converting
We first convert the problem to a manageable form. Accord-

ing to (B), we have

|(hrr + hig PHY)wsr|* — 0dg7sr,n
7sR,th| (hir + hif @Hir)wy |2

— & hgr+h[; ®Hi : :
where wj = ———JE_———=—_ (Clearl ives a approximate

°Te W = T it @Hqr ]+ < o2r (5) gIves a approxi
optimum of Pj. Next, we aim to minimize the approximate

optimum of Pj, which can be written as

P> L ®

. ||(hrr + hig @HT ) wst||* — 03g7sR.th

P2 min — &)
@ Ysk, || (hkr + hik @Hyp)wh |2
s.t.. (6) and (). (10)



Algorithm 1 BCD-PSO based scheme

Input: Initialize RIS’s phase shift vector v° = 1;
Output: ®*, Py,
1. r<+0;
2: while convergence condition is not satisfied and » < R do

3:  for each RIS’s reflective element £ € {1,2,...,N} do
4: Update 02*1 according to ;
5: for each particle k € {1,2,..., K} do
6: IAnitialize l/k(o) = 07 Tk (O) = Oindiv,k — Ogroup —
67—1: Endiv,k :Fgroup = Inf;
7: end for
8: t <+ 0;
9: while t < T do
10: for each particle k € {1,2,..., K} do
11: Update v (t+ 1), zx(t + 1) and fi(t + 1) according
to (T7), and (T8), respectively;
12: if fr(t + 1) < Findiv,» then
13: Oindiv,k = Zk(t + 1), Finaiv,e = fr(t +1);
14: end if
15: if fi(t + 1) < Fgroup then
16: Ogroup :mk(t‘i’l)ngroup - fk(t+ 1)’
17: end if
18: end for
19: t+—t+1;
20: end while
21:  end for

22: r<r+1;
23: end while
24: Calculate ®* and Pj according to ®* = diag(v") and (8 .

The numerator and denominator of (9) and the left-hand side
of (6) can be rewritten as

[|(hrr + hi, @HE ) wer|? — UgR’YSR,th
= VASTV + vbgt + bSTV + ¢sT — OZRVSR,th)
sk, || (hir + hij ‘I’HKI)WJ 12
= 7SR, th(VAJV -+ VbJ + b HyH -+ CJ),
||(hTM + hij HY )wsr|?

L (vAuVT 4 vby + b{\{/[vH
M

+ cm),

A A
un], Agr = aSTaST, agsT =
: H
diag(hy )HTIWSTWSThTR’

where v £ [v; vy
diag(hi ) HY,wst, bst

(>

A H hH A H

cst = hrrwstwgrhor, Ay =  aja)y, a; =

: H H A .

dlag(hI )HKIWJ , bJ = dlag(hIR)HKIWJ WJhKR,
H A H A

¢y = hKRWJWJhKR, Ay = auvay, ay =

dlag(hIIXI)HTIWST’ by 2 diag(hjy) Hiwsrwiphiy,
and cp = hTMWSTWSTth.

B. Procedures of the Proposed BCD-PSO

Next, we apply spirits of BCD and PSO algorithms [14],
[15] and tailor them to solve the problem. The proposed
BCD-PSO is summarized in Algorithm [T} which is conducted
in an iterative fashion. Within each round of iteration, we
update each element’s phase shift successively. When updating
the /th element’s phase shift, other elements’ phase shifts
remain unchanged. Specifically, the update of each phase shift
consists of two steps: a Jamming Optimization procedure and
a Monitoring Optimization procedure.

In the rth iteration, the RIS’s phase shift vector is denoted
by v" £ diag([v] v ... vi]), r = 1,2,..., R, where R is

the maximum number of iteration within the BCD-PSO. The
optimization problem of updating the fth phase shift is

Re{vgagT,e} + BgT,g - UgR')’SR,th

P3 min (1n
lpP=t  7sr.en[Re{vjal } + B ]

st oy — Re{vjaqs o} — By, <0, (12)

Where aXé £ 2(bX€ + aXme Jm#AL a%{(m Um ) BXE 2

m,m#L maXm| +2Re{zm7n;ﬁ€ mbxm}+CX’
ax,m and bx ,, are the mth elements in ax and bx, re-

spectively, and the subscript X € {ST,J,M}. We further
represent these complex-valued parameters with the ampli-
tudes and ph?ses, including vy = ¢J:9e, Qg1 = Py 6%
afj y=pj geﬂu, and oy ,=pu Eejel\“. Then, we get P4:

o cos(07 +0% )+ B, — o2
P4 min PsT,e ( er ST,Z)T 5STT¢ SRT’YSR,th (13)
0<6;<2m  YsR,h[pf 4 cos(0] + 05 ) + B ]
s.t.: Ul%/ﬂMth - pTl\./[yg cos(0; + 9{\’/[’[) — 517\“/[16 <0. (14)

The BCD-PSO scheme are then detailed as follows.

1) Jamming Optimization

Based on , there is a finite number of extremums
within [0, 27]. Taking the derivative of with respect
to 67 and letting it be 0, we get B” + C"sin(0; +
Yr) = 0, where B" £ ~gg thPST 0P o Sin(0y , —
05r,), C7 = (/P2 +q"2—=2prq" cos(0%y ,— 050), ¥y £
p" sin(8} )" sin(057 )
p" COS(G:']"E)‘QT cos(@éT,Z)
02rVsR.th) and ¢"2 £ P&t 455 ¢ Then, we have

{ GTH = arcmn( ) W,

arctan( ) with p™? £ Ysr.tnoY ¢ (BEr.o—

= 7 — arcsin ( ) vy (15)

Then, we substitute 92{1 and 02’:’2’1 into , respectively, and
set a solution 9}?“ equal to the one with smaller objective.

2) Monitoring Optimization

Next, we use PSO to search for a better solution. We first
initializes K particles. The kth particle, £k = 1,2,..., K, is
characterized by the iteratively updated position, velocity and
fitness, denoted by x (1), vk (t) and fi(t), respectively, where
t denotes the t¢-th iteration, t = 1,2,...,7T, and T is the max-
imum number of iteration. We define the position as element’s
phase shift. All particles will evolve differently under random
rules, such that better solution can be discovered.

Specifically, the position’s update is given by
2t +1) =zp(t) + vt + 1), (16)

where v (t) is the kth particle’s updated velocity at the ¢-th
iteration. Correspondingly, the velocity is obtained by

vi(t+1) = w(t) )

+ coro (t) [Ogroup

v (t) + c1r1(t)[oindiv,k —

-z (1)),

where w(t) is the inertia weight at the ¢-th iteration, to dampen
the velocity. Lower inertia weight confines the search within
a relatively local range, and vice verse. To effectively attain
the convergence, we let w(t) decrease as ¢ increases, where
w(t) = Wmayx — (Pmexzmin)t with the pre-set upper limit
Wmax and lower limit wyi,. Here, oindiv,k and ogroup represent

A7)



current optimized individual and group positions, c; and c
are individual and group learning coefficients that control the
influence of ojndiv,x and Ogroup. respectively, and 7 (t) and
ro(t) both are uniformly-distributed random numbers within
[0, 1] to generate difference across evolvement of each particle.
In PSO algorithm, fitness is calculated after updating posi-
tion. We define fitness according to Egs. (I3) and (14) as

fult+1) PST.0 COS(l’k(t+1)+9§T,z)+5§T,5_U§R’YSR7th
3 =

VsR,¢h [0} o cos(zk(t + 1) + 05 ;) + B ]
+ {03, tm — i cos(@p (E+1)+05 ) — Bire < 0}, (18)

where Z{L} £ (1 — L)c,, L € {0,1} is a bool variable, and
cp is a large positive value for violating (14). Moreover, the
optimized fitnesses corresponding t0 Oindiv,k and Ogroup are
denoted by Finaiv,k and Fyoup, respectively. If fi(t+1) <
Findiv, k. the x5 (t+1) will be set to oindiv k. Furthermore, if
fr(t+1) < Faroup, update the ogroup by x(t+1).

Then, we iteratively update phase shift of each element in
sequence until the maximuNm num+b1er is reached or the con-
vergence condition (e = ETL:l}\UV—"V:V““ < &) is triggered,
where ¢, is the specified threshold. According to the above
steps, we can get the suboptimal solution of RIS’s phase shift
matrix ®* and LJs’s transmission power Pj, respectively.

V. SIMULATION EVALUATIONS

In this section, we present simulation results to evaluate
performances of our proposed BCD-PSO based scheme. All
results are averaged over 200 independent simulations, and the
simulation parameters are given below unless otherwise stated.

We configure a three-dimensional coordinate as shown in
Fig. [I where RIS is placed at (0,20,3) (unit: m). ST and
SR are located at (20,0, 3) and (20, 100, 0), respectively. LM
and LJs are randomly distributed in the area centered at
(20,150,0) with a radius of 20 m. We assume that hrg,
hry, and hig follow the Rayleigh-fading, and RIS-related
links follow the Rician fading. Rician factors of Hry and hig
both are 2 due to obstacles, and Rician factors of hpy; and
Hyk; both equal to 10. The large-scale path loss is modeled
by PL = PL, — 10u10g(%), where PLg is the path loss at
reference distance dy = 1 m, and p is the path loss factor.
Due to scatters, path loss factors of hg, hig, hkgr, and hry
are 4, and path loss factors of Hry, Hgky, and hpy are set to
2 with the selection of RIS’s location. The noise power at SR
and LM both are —90 dBm. Moreover, yu,¢n equal to 12 dB,
€¢h 18 0.01, wpyin and wyax are set to 0 and 27, respectively,
and iteration numbers R and T are 50 and 80, respectively.

To demonstrate performance improvement achieved by the
proposed BCD-PSO, we define successfully monitoring prob-
ability (SMP) and successfully jamming probability (SJP)
as the proportion of successfully monitoring and jamming
on suspicious communications in simulations, respectively.
Moreover, we consider the following comparative schemes:

e PSO Scheme: Only PSO-based monitoring optimization
procedure is adopted, and initial positions of particles are
randomly selected within [0, 27].

o Simulated Annealing (SA) Scheme: Compared to the PSO
Scheme, SA algorithm [16]] is used to optimize ¢ and Pj.

e PSO-Domain Scheme: Compared to PSO Scheme, initial
positions of particles are randomly selected within the
feasible domains given by (14).

e BCD-Domain Scheme: Only the BCD-based jamming
optimization procedure is employed under the feasible
domains given by (T4).

e BCD-SA Scheme: It uses BCD-based jamming optimiza-
tion procedure and adopts SA algorithm in monitoring
optimization procedure.

e Random Phase: The phase shift of each RIS’s reflective
element is independently generated from O to 2.

o Without RIS: There is no RIS in the system, which means
that all CSI for RIS-related links are set to zero matrices.

In Fig. 2] we study the effect of ST’s transmission power
on LJs’ transmission power, SJP and SMP. It can be ob-
served from Figs. [2(a) and (b) that the proposed BCD-PSO
achieve the lowest transmission power while attaining 100%
SJP, indicating completely block suspicious communications.
The BCD-PSO also obtains the highest SMP according to
Fig. P[c). By comparison, other schemes cannot simultane-
ously minimize LJs’ transmission power and monitor suspi-
cious communications. For example, the BCD-Domain has
similar performance in resource utilization to the BCD-PSO,
but its monitoring performance is much worse; the PSO can
achieve similar SMP to the proposed BCD-PSO, but LlJs
would consume more transmission power; and both Random
Phase and Without RIS cannot realize effective monitoring
and resource saving. Moreover, as ST’s transmission power
increases, LJs need more power and LM’s monitoring perfor-
mance gets better.

Fig.B|shows variations of LJs’ transmission power and SMP
with RIS’s location and the number of elements in the case
of 100% SJP. From the results, transmission power of LIJs
decreases with the smaller distance between RIS and SR, while
SMP increases with decrement of the distance between RIS
and LM. Therefore, the preferred location of RIS is between
SR and LM, that is, RIS’s Y-coordinate should be confined
within [100, 150] under the environment set for simulations. It
can also be observed that LJs’ transmission power decreases
and SMP increases when the number of elements gets larger,
which demonstrates the crucial role the RIS plays. Further-
more, compared among the BCD-PSO, PSO and BCD-Domain
schemes, the PSO tends to optimize monitoring performance,
the BCD-Domain tends to reduce LJs’ transmission power,
and the proposed BCD-PSO can achieve better performances
in both terms of monitoring and resource utilization.

As shown in Fig. we compare the average SNR of
LM with the SMP under different schemes. It is noted that
LM’s SNR obtained by the BCD-PSO is not the highest one.
However, the BCD-PSO can attain the highest SMP among
comparative schemes, with completely near-100% SMP. The
results above indicate that the BCD-PSO is more robust to
uncertainties in wireless communications environment.

VI. CONCLUSIONS

In this paper, a RIS-assisted legitimate monitoring and
jamming system towards industrial environment was studied,
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in which LM and LJs conduct legitimate monitoring and
jamming on suspicious communications, respectively. To min-
imize the transmission power of LJs while preventing SR from
successful decoding and ensuring continuous monitoring, we
proposed a robust BCD-PSO based scheme. We sequentially
updated phase shift of each reflective elements and took results
of the Jamming Optimization procedure as initial values of
the Monitoring Optimization procedure. Simulation results
showed that our proposed BCD-PSO is able to achieve better
performances in terms of LJs’ transmission power, SMP and
robustness. We can also effectively optimize the deployment
of RIS towards different objectives.
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