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ABSTRACT
Survival analysis (SA) models have been widely studied in mining
electronic health records (EHRs), particularly in forecasting the
risk of critical conditions for prioritizing high-risk patients. How-
ever, their vulnerability to adversarial attacks is much less explored
in the literature. Developing black-box perturbation algorithms
and evaluating their impact on state-of-the-art survival models
brings two benefits to medical applications. First, it can effectively
evaluate the robustness of models in pre-deployment testing. Also,
exploring how subtle perturbations would result in significantly dif-
ferent outcomes can provide counterfactual insights into the clinical
interpretation of model prediction. In this work, we introduce Sur-
vAttack, a novel black-box adversarial attack framework leveraging
subtle clinically compatible, and semantically consistent perturba-
tions on longitudinal EHRs to degrade survival models’ predictive
performance. We specifically develop a greedy algorithm to manip-
ulate medical codes with various adversarial actions throughout a
patient’s medical history. Then, these adversarial actions are pri-
oritized using a composite scoring strategy based on multi-aspect
perturbation quality, including saliency, perturbation stealthiness,
and clinical meaningfulness. The proposed adversarial EHR pertur-
bation algorithm is then used in an efficient SA-specific strategy to
attack a survival model when estimating the temporal ranking of
survival urgency for patients. To demonstrate the significance of
our work, we conduct extensive experiments, including baseline
comparisons, explainability analysis, and case studies. The exper-
imental results affirm our research’s effectiveness in illustrating
the vulnerabilities of patient survival models, model interpretation,
and ultimately contributing to healthcare quality.
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1 INTRODUCTION
Mining health records uncovers valuable patterns and insights to
enhance healthcare decision-making [6, 17, 18, 30]. Mining health
records uncovers valuable patterns and insights to enhance health-
care decision-making [6, 17, 18, 30]. Survival analysis [7], as a
significant tool for time-to-event modeling, has been widely used
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in mining electronic health records (EHR) to analyze the time un-
til the occurrence of an event of interest [21, 27, 33, 42]. Despite
extensive research on constructing more effective survival models
[42], there is a growing demand for model robustness and failure
analysis when facing threatening situations given the high-stakes
nature of health applications. Therefore, testing through a series
of practical and effective “adversarial attacks” can be a necessary
step for certifying the safety and robustness of a medical decision-
support model before its deployment in the real world. One of the
prevalent adversarial attacks is applying a curated imperceptible
perturbation [15] to input data, to “trick” a well-trained predictive
model into overturning its decisions. In survival analysis, which
estimates the patient’s survival urgency and its underlying risk fac-
tors, the consequences of such attacks can be particularly severe as
the patients in critical condition may lose their priority for ICU ad-
mission to the non-urgent patients. In such threatening situations,
survival models are usually the “black-box” where adversaries lack
knowledge of the model’s architecture and parameters and cannot
make any alterations to the model. Thus, the attack actions would
solely fall on the input data.

Studying adversarial attacks on survival models in this “black-
box” setting can be beneficial in three ways. First, this is one of the
most practical means to initialize an attack which requires almost
the lowest level of model access - inference. Therefore, the frame-
work to study can account for a major portion of realistic threats.
Second, studying how these models get “fooled” by making minimal
changes to the input is an effective approach to illustrate the inher-
ent vulnerabilities of the model, prompting preemptive measures to
avoid such high-risk failure in deployment. Third, such attacks can
offer explainability insights into the turning points and sensitive
decision boundaries in the survival model’s decision-making pro-
cess since they can pinpoint the critical positions along the EHR
history. Although studies on adversarial attacks initially emerged
in image recognition [3, 16, 31, 34], and later extended to more
tasks such as natural language processing [10, 37, 50], the study of
such attacks on healthcare modeling [2, 40, 46], specifically for the
task of survival models within the context of longitudinal health
records, still remains highly unexplored. To bridge this research
gap, there are two pressing challenges.

The first challenge is posed by the uniqueness of longitudi-
nal EHR data. Generally, EHR data intrinsically exhibit a high-
dimensional, discrete, and sparse feature space, where each patient
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instance consists of a temporal sequence of medical visits and each
visit is associated with an unordered set of medical codes. Hence,
unlike attacking image data where small amounts of numerical
noise can be added to pixels, attacking EHR data takes an entire
code as the smallest units of perturbation, such as removing or re-
placing an existing code or adding a new one. This different way of
input perturbation introduces a higher difficulty of keeping the poi-
soned EHR sequence after manipulation clinically consistent with
the original one. One naive solution is to count the number of codes
being perturbed in a sequence, where more codes changed means
lower clinical similarity before and after perturbation. However,
given the diverse information each code carries and the varying
time steps each code locates, choosing different codes to perturb
would inevitably make an unequal impact on the “health landscape”
of a patient. Therefore, how to keep the EHR perturbations aligned
with the patient’s health trajectory, and keep the perturbations
conformed to clinical reality is a major challenge for designing
adversarial attacks on EHR-based tasks. Otherwise, the required
attack’s stealthiness is compromised.

The second challenge involves the distinct goal in survival anal-
ysis. Although survival analysis is generally seen as building a
predictive model for “time to event”, it is not merely a regression
model because of the existence of censored data. The censored
data refers to the patients whose event occurrences were not ob-
served, for instance, due to the limited observation period or patient
withdrawal during the study or hospitalization. Instead, we have a
weaker label as “length of survival” since at least we know they sur-
vived (the event did not happen) till some point. Therefore, on top
of the regression task for observed patients (uncensored), survival
models perform a ranking task to prioritize all patients (uncensored
and censored) according to the predicted survival risk or duration.
Due to serving a different goal from traditional supervised clas-
sification or regression tasks, survival models, a semi-supervised
task, are evaluated by different metrics, such as the ranking-based
c-index measuring how well the model can correctly rank a pair
of patients by their relative survival risks. Therefore, how to effec-
tively attack the input data not only to downgrade the predictive
accuracy of “time to event”, but also to disrupt the ranking quality
of “length of survival” makes another major challenge in this study.

To this end, we propose SurvAttack, a novel black-box adversarial
attack framework tailored for survival modeling in longitudinal
health records, featuring the following contributions:

• First, we design a greedy algorithm evaluating three adversarial
actions over each medical code in an EHR sequence, based on a
composite code scoring (CCS) performing as a function of two
elements. (1) the saliency index, reflecting the action’s effect on
the survival model’s output; (2) the similarity index, indicating to
what degree the post-perturbed EHR input holds similar semantic
information as before clinically.

• Second, we introduce an ontology-informed Synonym Code Se-
lection (SCS) strategy to choose appropriate perturbation actions
by ensuring their conformance to the clinical reality. SCS lever-
ages domain knowledge using medical ontologies and statistical
code co-occurrence probabilities. Also, the perturbations’ stealth-
iness and medical consistency will be validated using a Semantic

Similarity Function (SSF) which is enforced on the survival em-
bedding space through an ontology-aware deep encoder.

• Third, the greedy EHR perturbation framework is finally used in a
Dynamic SA-specific (DSA) strategy to efficiently attack a “black-
box” survival model over the entire patient set. DSA dynamically
manipulates the survival output for patients, aiming to increase
or decrease the prediction of survival length, to maximally impair
the model’s ranking performance for patients’ survival modeling.

• Finally, we conduct an extensive experimental study on a large-
scale real-world EHR dataset, by attacking multiple state-of-
the-art survival models, which are comprehensively evaluated
through baseline comparison, case studies, and attack pattern
analysis for model interpretability. Both quantitative results and
explanatory case studies demonstrate the utility of this work.

2 PRELIMINARY OF SURVIVAL ANALYSIS
Survival models aim to estimate the survival function 𝑆 (𝑡 |𝑉 ) =
𝑃𝑉 (𝜏 > 𝑡) that represents the probability that an individual will
survive beyond a specific time point 𝑡 given the subject’s covariate
𝑉 . In survival analysis, the mean lifetime denoted as 𝜇, representing
the average time until an event occurs, is computed by integrating
the survival function over time:

𝑇 =

∫ ∞

0
𝑆 (𝑡 |𝑉 ) 𝑑𝑡 (1)

where 𝑇 denotes the predicted survival time duration, and the
output under attack in the victim survival models.

The objective of attacks on survival models is to undermine the
survival model’s ranking capability and compromise survival time
prediction. Specifically, the following two survival analysis metrics
are monitored to assess attack effectiveness in achieving its goals.

First, the Harrell’s Concordance Index (C-index) [19], which is
used to assess concordance or agreement between the predicted sur-
vival times ranking and that of the actual survival times. A higher
c-index indicates better concordance, meaning that the model’s
predicted rankings align more closely with the actual survival out-
comes. Consider a pair of subjects (𝑖, 𝑗) with the actual survival
times of𝑇𝑖 and𝑇𝑗 , predicted survival times of𝑇𝑖 and𝑇𝑗 , and censor-
ing labels of 𝑘𝑖 and 𝑘 𝑗 (censored 𝑘 = 0, observed 𝑘 = 1). To compute
the c-index, we consider three types of patient pairs:
(1) Patients in the pair are both observed subjects (𝑘𝑖 = 𝑘 𝑗 = 1).

We say (𝑖, 𝑗) is a concordant pair if𝑇𝑗 > 𝑇𝑖 and𝑇𝑗 > 𝑇𝑖 (correct
ranking prediction), a discordant pair if 𝑇𝑗 > 𝑇𝑖 and 𝑇𝑗 < 𝑇𝑖

(incorrect ranking prediction), and a tied pair if 𝑇𝑗 = 𝑇𝑖 .
(2) Patients in the pair are both censored subjects (𝑘𝑖 = 𝑘 𝑗 = 0).

They are excluded from the computation because it’s impossible
to determine who experienced the event first (unrankable).

(3) Patient 𝑖 is a censored subject and patient 𝑗 is an observed
subject (𝑘𝑖 = 0, 𝑘 𝑗 = 1). If 𝑇𝑗 > 𝑇𝑖 , the pair is excluded because,
again, it’s unclear who experienced the event first. If 𝑇𝑗 < 𝑇𝑖 ,
(𝑖, 𝑗) is a concordant pair if𝑇𝑗 < 𝑇𝑖 , a discordant pair if𝑇𝑗 > 𝑇𝑖 ,
and a tied pair if 𝑇𝑗 = 𝑇𝑖 .

Given the defined pairs, Harrell’s C-index is defined as:

𝐶 =

∑
𝑖, 𝑗

[
I
(
𝑇𝑖 < 𝑇𝑗

)
+ 0.5 · I

(
𝑇𝑖 = 𝑇𝑗

)]
· I

(
𝑇𝑖 < 𝑇𝑗

)
· 𝑘 𝑗∑

𝑖, 𝑗 I
(
𝑇𝑖 < 𝑇𝑗

)
· 𝑘𝑖

(2)
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Figure 1: SurvAttack framework: Utilizing a greedy code ma-
nipulation algorithm, it assesses three potential adversarial
actions (remove, replace, add) for each code using the CCS
strategy, which integrates saliency and similarity elements,
to disrupt the survival model’s performance. The confor-
mance of EHR perturbations to the clinical reality is main-
tained through the SCS strategy and the SSF function. As
shown, manipulating the survival model’s ranking estima-
tion prioritized a non-urgent patient over amore critical one.

which is the number of concordant pairs plus half the number of
tied pairs, divided by the number of permissible (rankable) pairs.
The operator 𝐼 (𝑐𝑜𝑛𝑑𝑖𝑡𝑖𝑜𝑛) is an indicator function that returns 1
for true conditions and 0 otherwise.

The second metric, Mean Absolute Error (MAE), measures the
accuracy of time predictions for observed data:

MAE =
1

𝑁ob

𝑁ob∑︁
𝑖=1
∥𝑇𝑖 −𝑇𝑖 ∥ (3)

where 𝑁ob is the number of observed subjects.

3 PROPOSED METHOD
In this section, we first introduce the notations used in the paper.
Subsequently, we present the details of our proposed method.

3.1 Notation and Problem Definition
Electronic Health Records (EHRs) contain comprehensive infor-
mation about patients’ medical history. Usually, for each patient
with covariate 𝑉 representing the patient’s medical history, mul-
tiple hospital visits 𝑣𝑛 have been recorded at each time point 𝑛
(1 ≤ 𝑛 ≤ 𝑁 ), where 𝑉 = {𝑣𝑛}𝑁𝑛=1. In each visit 𝑣𝑛 = {𝑐𝑖 }𝑠𝑛𝑖=1, there
are 𝑠𝑛 number of standardized medical codes 𝑐𝑖 representing diag-
noses, prescriptions, procedures, etc., which are documented within
hospitals’ databases. Three sets of information are needed from
EHRs to enable survival analysis: 1) patient covariate 𝑉 , 2) time
of the event 𝑇 , and 3) a label 𝑘 indicating the event observation
status (censored 𝑘 = 0/observed 𝑘 = 1). Consider a survival model
𝐹 : V → T , which maps from input covariate spaceV , containing
all the possible EHR information of patients in the form of data
𝑉 , to output survival time space T encompassing all the survival
time 𝑇 ∈ R. We can feed a patient’s covariate 𝑉 to 𝐹 to derive the
estimated survival time 𝐹 (𝑉 ) = 𝑇 . Given two subjects of 𝑉𝑖 and 𝑉𝑗
with true labels of (𝑇𝑖 , 𝑘𝑖 ) and (𝑇𝑗 , 𝑘 𝑗 ), the survival model 𝐹 strives
to predict𝑇𝑖 and𝑇𝑗 to first be concordant with the ranking of actual

survival times, meaning if I(𝑇𝑖 < 𝑇𝑗 ) · 𝑘𝑖 = 1 then 𝑇𝑖 < 𝑇𝑗 , and
second, if 𝑘𝑖 = 1, then 𝑇𝑖 ≈ 𝑇𝑖 , indicating accurate time prediction.

We attack the victim survival model 𝐹 by adding an indiscernible
adversarial perturbation Δ𝑉 to one of the subjects (e.g. 𝑖) to create
an adversarial subject 𝑉 ∗

𝑖
= 𝑉𝑖 + Δ𝑉𝑖 , tricking the victim model in

two ways: first, it outputs a wrong ranking result 𝑇 ∗
𝑖
⊀ 𝑇𝑗 given

𝑇𝑖 ≺ 𝑇𝑗 (ranking flipped), and second, it enlarges the predictive
error |𝑇𝑖 −𝑇 ∗𝑖 | > |𝑇𝑖 −𝑇𝑖 | (accuracy deterioration). On the input side,
the adversarial perturbation also requires to be subtle in a way that
𝑉 and𝑉 ∗ are almost indistinguishable. We formulate this constraint
by keeping the similarity of the 𝑉 and 𝑉 ∗ upper than a threshold:
𝑆𝑆𝐹 (𝑉 ,𝑉 ∗) ≥ 𝜃 , where 𝑆𝑆𝐹 is a domain-specific semantic similarity
function presented in Section 3.4. The threshold 𝜃 ∈ R upholds the
utility and semantic-preserving property of the perturbation. In
other words, we adversarially manipulate patient 𝑖’s EHR input to
obtain the corresponding manipulated survival time 𝑇 ∗

𝑖
, flipping

the correct ranking between 𝑖 and 𝑗 . This manipulation deteriorates
the survival model’s performance in terms of concordance index
and time prediction accuracy.

3.2 Overview of the Proposed SurvAttack
In this section, we present an overview of our proposed black-
box adversarial attack framework, named SurvAttack, targeting on
EHR survival models. As shown in Figure 1, SurvAttack employs a
greedy search that begins by first considering three adversarial
action candidates (removal, replacement, and addition) for medi-
cal codes within each hospital visit of a patient’s records. In the
cases of replacing or adding, to maintain clinical consistency and
conformity, we have devised a meticulous ontology-informed
synonym code selection (SCS) strategy (section 3.3) that inte-
grates the medical domain knowledge and statistical information.
This approach aims to ensure seamless alignment of any added
code with the clinical semantic context in the patient’s medical
record. Also, we designed a semantic similarity function (SSF)
(section 3.4) leveraging a SOTA ontology-aware deep encoder. SSF
is utilized in both the adversarial action scoring and the ultimate
attack stealthiness check. Using a composite code scoring (CCS)
mechanism (section 3.5), SurvAttack evaluates each of the adversar-
ial candidates. These actions are subsequently sorted in descending
order based on their associated composite scores. The attack (sec-
tion 3.6) proceeds in this order, executing high-scoring adversarial
candidates first until either the adversarial attack succeeds or one of
the attack constraints is breached (attack fails). Finally, we propose a
dynamic SA-specific attack (DSA) strategy in section 3.7, which
is specifically designed for survival analysis, dynamically using
the defined greedy adversarial perturbation to disrupt the ranking
ability of the SA model when performing on a set of patients.

3.3 Ontology-informed Synonym Code
Selection (SCS)

The Synonym Code Selection (SCS) strategy, as illustrated in Figure
2, incorporates both medical ontological data as clinical domain
knowledge and co-occurrence probabilities as overall statistics in
datasets. This meticulous integration identifies a synonym set of
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Figure 2: Ontology-informed Synonym Code Selection (SCS).
SCS integrates the medical ontology and co-occurrence infor-
mation to identify a similar set of codes, which are conformed
to the clinical reality of the patient’s EHR history.

codes for a targeted medical code for attack, thereby maintaining
both clinical conformity and statistical consistency.

A medical ontology, depicted in Figure 2, is a hierarchical struc-
ture of medical concepts, like a directed acyclic graph (DAG), that
categorizes medical codes based on their similarities in clinical
meaning. For example, In the International Classification of Dis-
eases (ICD) coding system, codes within the same group repre-
sent related diseases, symptoms, or procedures. Similarly, in the
Anatomical Therapeutic Chemical (ATC) classification system, the
drug codes within the same categorization class share pharmaco-
logical or therapeutic properties. The ontology starts with broad
general categories at the top level that encompass a wide range
of related concepts and becomes increasingly specific as the clas-
sification descends. To choose an appropriate synonym code, we
begin by identifying the targeted code’s siblings. These are other
codes within the same group under the same parent code, usually
related and sharing semantic similarity. However, sometimes, two
sibling codes, although sharing many similarities, may not occur
simultaneously in reality. For instance, while the diagnoses “Type
I Diabetes Mellitus (ICD-9 code: 250.01)” and “Type II Diabetes
Mellitus (ICD-9 code: 250.00)” both stem from the same ancestor,
“Diabetes mellitus without complication (ICD-9 code: 250.0)”, they
almost never co-occur in the EHR data as they have different under-
lying causes. It’s more common for individuals to have either Type
I or Type II diabetes. Another example is “Fracture of neck of femur,
closed (ICD-9 code: 820.8)” and “Fracture of neck of femur, open
(ICD-9 code: 820.9)”. A fracture of the femur neck cannot be both
open and closed simultaneously. These codes describe mutually
exclusive conditions where a closed fracture means the skin is not
broken, and an open fracture means there is a break in the skin. As
a result, using such codes together or substituting one for another
may not be consistent with the clinical reality of the patients and
could compromise the stealthiness of the attack. Therefore, we add
a second component which is code co-occurrence information to
mitigate the aforementioned problem. A high co-occurrence prob-
ability between two medical codes indicates a strong statistical
correlation and consistency. We utilized a co-occurrence condi-
tional probability calculated as follows for the target code 𝑐𝑖 and
its sibling 𝑠𝑖 𝑗 :

𝑃 [𝑠𝑖 𝑗 , 𝑐𝑖 ] = 𝑃𝑟 (𝑠𝑖 𝑗 |𝑐𝑖 ) (4)

Att-Pooling

Transform
er

Att-Pooling

G
R

AM

E1

E1*
Cosine

Similarity

V1

V1*

Similarity
 Index (SI)

Figure 3: Semantic Similarity Function (SSF). SSF employs an
ontological transformer-based encoder for embeddings, fol-
lowed by cosine similarity to calculate the similarity index.

We calculate the co-occurrence for all siblings of a targeted code
and then selectively retain sibling codes with probabilities above a
specified threshold (𝑃 [𝑠𝑖 𝑗 , 𝑐𝑖 ] > 𝑝) and discard those below it. This
process yields a set of similar codes S𝑖 , called synonym set, which
represents the codes most similar to the original code 𝑐𝑖 considering
medical knowledge and statistical information, ensuring the clinical
meaningfulness and medical consistency of perturbations.

3.4 Semantic Similarity Function (SSF)
In many prior studies on adversarial attacks involving discrete EHR
data [40, 46], the enforcement of similarity between the attacked
subject and the original version relied on the count of perturba-
tions. However, this approach is inherently simplistic as it fails
to consider the distinct impact of each action (e.g., removal, re-
placement, addition, etc.) on the semantic information within the
patients’ health landscape. Moreover, even perturbations of the
same action do not have the same semantic effect as each code
carries a different amount of information given the nature of the
event. To accurately evaluate the preservation of semantic informa-
tion, we utilize a deep learning-based semantic similarity function
(SSF), depicted in Figure 3. Specifically, we employ an ontology-
aware transformer-based encoder capable of extracting essential
information and representing it within a distilled embedding vector
𝐸 = 𝐸𝑛𝑐 (𝑉 ) ∈ R𝑑 . This encoder consists of three main blocks: 1)
GRAM [5], which utilizes the attention mechanism on ontology
hierarchy, incorporating medical domain knowledge, 2) attention-
pooling, compressing the data flow using attention mechanism,
and 3) transformer [41], harnessing the self-attention across multi-
ple visits. This encoder was firstly pre-trained through a survival
analysis target in work [32]. The survival predictor layer was then
discarded after training. By feeding the encoder with the covariate
𝑉 and its perturbed version 𝑉 ∗, we infer the embedding vectors
𝐸 and 𝐸∗, then we use cosine similarity as the final step to derive
the similarity index. The similarity function 𝑆𝑆𝐹 : R𝑛 × R𝑛 → R is
defined as:

𝑆𝑆𝐹 (𝑉 ,𝑉 ∗) = 𝐶𝑜𝑠 (𝐸𝑛𝑐 (𝑉 ), 𝐸𝑛𝑐 (𝑉 ∗)) = 𝐸 · 𝐸∗
∥𝐸∥∥𝐸∗∥ (5)

The 𝑆𝑆𝐹 function will be utilized in the following Composite
Code Scoring (CCS) section for code suggestion and in the Greedy
EHR Adversarial Attack section for checking attack stealthiness.

3.5 Composite Code Scoring (CCS)
The adversarial attack begins with iterating over the codes inside
the history of a patient and scoring them regarding possible ad-
versarial actions. We consider only removal and addition during
the scoring phase and bring the replacement action on top of the
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Algorithm 1 Composite Code Scoring (CCS)
1: Input: Patient covariate𝑉 , Victim survival model 𝐹
2: Output: List of ordered EHR codes C𝑜𝑟𝑑
3: Initialize C ← {}
4: for 𝑣𝑛 in𝑉 do
5: for 𝑐𝑖 in 𝑣𝑛 do
6: label 𝑙𝑖 ← “remove”
7: Compute saliency Δ𝐹𝑟

𝑖
, and similarity 𝑆𝐼𝑟

𝑖
indexes

8: Compute composite score ℎ𝑟
𝑖
= H(Δ𝐹𝑟

𝑖
, 𝑆𝐼𝑟

𝑖
)

9: Add element to C: (𝑐𝑖 , 𝑣𝑛, 𝑙𝑖 , ℎ𝑟𝑖 )
10: Compute S𝑖 using Synonym Code Selection (SCS)
11: for 𝑠𝑖 𝑗 in S𝑖 do
12: if 𝑠𝑖 𝑗 not in𝑉 then
13: label 𝑙𝑖 𝑗 ← “add”
14: Compute saliency Δ𝐹𝑎

𝑖 𝑗
, and similarity 𝑆𝐼𝑎

𝑖 𝑗
indexes

15: Compute composite score ℎ𝑎
𝑖 𝑗

= H(Δ𝐹𝑎
𝑖 𝑗
, 𝑆𝐼𝑎

𝑖 𝑗
)

16: Add element to C: (𝑠𝑖 𝑗 , 𝑣𝑛, 𝑙𝑖 , ℎ𝑎𝑖 𝑗 )
17: end if
18: end for
19: end for
20: end for
21: Cord ← 𝑆𝑜𝑟𝑡 (C) based on composite score ℎ

removal during the attack phase1. We compute a saliency index and
a similarity index for each adversarial action. The saliency index
Δ𝐹 is the amount of change in the output of the victim survival
model 𝐹 when a certain adversarial action is executed. Also, the
similarity index 𝑆𝐼 , computed by the semantic similarity function
(SSF), quantifies the semantic similarity level between the original
𝑉 and its perturbed version. In a visit 𝑣𝑛 of a patient’s EHR𝑉 , taking
the code 𝑐𝑖 as target, for removal, we have:

Δ𝐹𝑟𝑖 = 𝐹 (𝑉 − 𝑐𝑖 ) − 𝐹 (𝑉 ) (6)
𝑆𝐼𝑟𝑖 = 𝑆𝑆𝐹 (𝑉 ,𝑉 − 𝑐𝑖 ) (7)

where Δ𝐹𝑟
𝑖
is the saliancy index regarding removal of code 𝑐𝑖 ,𝑉 −𝑐𝑖

is the subject covariate when 𝑐𝑖 is removed, and 𝑆𝐼𝑟
𝑖
is the similarity

index between 𝑉𝑖 and 𝑉 − 𝑐𝑖 . In terms of adding, first, we use the
SCS strategy to find a set of synonym codes S𝑖 for 𝑐𝑖 . For each of
the synonym codes 𝑠𝑖 𝑗 in S𝑖 we have:

Δ𝐹𝑎𝑖 𝑗 = 𝐹 (𝑉 ∪ 𝑠𝑖 𝑗 ) − 𝐹 (𝑉 ) (8)

𝑆𝐼𝑎𝑖 𝑗 = 𝑆𝑆𝐹 (𝑉 ,𝑉 ∪ 𝑠𝑖 𝑗 ) (9)
where Δ𝐹𝑎

𝑖 𝑗
is the saliancy index regarding adding of code 𝑠𝑖 𝑗 as a

sibling code to 𝑐𝑖 from ontology information, 𝑉 ∪ 𝑠𝑖 𝑗 is the manip-
ulated covariate when 𝑠𝑖 𝑗 is added, and 𝑆𝐼𝑎𝑖 𝑗 is the similarity index
between 𝑉 and 𝑉 ∪ 𝑠𝑖 𝑗 .

Finally, we combine saliency index Δ𝐹 and similarity index 𝑆𝐼
into a composite score ℎ, serving as the overall sorting criterion,
and represented as the function 𝐻 of Δ𝐹 and 𝑆𝐼 :

ℎ = H(Δ𝐹, 𝑆𝐼 ) = Δ𝐹 · 𝜙 (𝑆𝐼 ) (10)
where 𝜙 (𝑧) = 𝑒𝜆𝑧 and 𝜆 is a hyperparameter. The function 𝜙 ex-
ponentially amplifies scores for higher similarities and rapidly di-
minishes them for lower scores. The inclusion of similarity in our
sorting strategy aims to prioritize actions that maintain semantic

1Experimentally, we realized that this strategy yields better results compared to treating
replace separately during the scoring phase

Algorithm 2 Greedy EHR Adversarial Attack
1: Input: Patient covariate𝑉 , Victim survival model 𝐹 , Target time 𝑡
2: Output: Adversarial patient covariate𝑉 ∗
3: Compute original predicted survival time 𝐹 (𝑉 ) = 𝑇

4: direction← “increase” if𝑇 < 𝑡 else “decrease”
5: Cord ← Alg. 1 Composite Code Scoring (CCS)
6: Initialize𝑉 ∗ ← 𝑉

7: for (𝑐𝑖/𝑠𝑖 𝑗 , 𝑣𝑛, 𝑙𝑖 , ℎ𝑟/𝑎𝑖
) in Cord do

8: Compute current predicted survival time 𝐹 (𝑉 ∗ ) = 𝑇𝑐𝑢𝑟

9: ▶—————Adversarial action: adding—————
10: if 𝑙 == add then
11: Add 𝑠𝑖 𝑗 :𝑉 ∗ ← (𝑉 ∗ ∪ 𝑠𝑖 𝑗 )
12: if Δ𝐹 = 𝐹 (𝑉 ∗ ) − 𝑇𝑐𝑢𝑟 towards direction then
13: keep the added code
14: if SSF(𝑉 ,𝑉 ∗ ) < 𝜃 then
15: reverse the adding
16: Break
17: end if
18: end if
19: ▶—————Adversarial action: remove—————
20: else
21: Remove 𝑐𝑖 :𝑉 ∗ ← (𝑉 ∗ − 𝑐𝑖 )
22: if Δ𝐹 = 𝐹 (𝑉 ∗ ) − 𝑇𝑐𝑢𝑟 towards direction then
23: Keep the removal action
24: if SSF(𝑉 ,𝑉 ∗ ) < 𝜃 then
25: reverse the removal
26: end if
27: end if
28: ▶—————Adversarial action: replace—————
29: Fetch S𝑖 of 𝑐𝑖 calculated in CCS
30: Remove synonym codes from 𝑆𝑖 that already exists in𝑉
31: 𝑠∗

𝑖 𝑗
= argmax𝑠𝑖 𝑗 ∈S𝑖

{
H(𝑉 ∗, (𝑉 ∗ − 𝑐𝑖 ) ∪ 𝑠𝑖 𝑗 ) )

}
32: Replace 𝑠∗

𝑖 𝑗
with 𝑐𝑖 :𝑉 ∗ ← ((𝑉 ∗ − 𝑐𝑖 ) ∪ 𝑠𝑖 𝑗 )

33: if Δ𝐹 = 𝐹 (𝑉 ∗ ) − 𝑇𝑐𝑢𝑟 towards direction then
34: keep the replacement
35: if SSF(𝑉 ,𝑉 ∗ ) < 𝜃 then
36: Reverse the replacement
37: Break
38: end if
39: end if
40: end if
41: end for

similarity early in the attack sequence while penalizing those that
compromise it, placing them later. This approach enhances attack
performance by reducing the risk of violating the similarity con-
straint (leading to attack failure) while simultaneously altering the
output more substantially.

Considering all potential adversarial actions for existing codes,
we assign each one a composite score ℎ, and one label 𝑙 indicat-
ing the type of action. Finally, we sort them in descending order
regarding their composite scores. This arrangement is used for a
targeted attack aimed at increasing the predicted survival time for
the patient. Conversely, to deceive the victim model into predicting
a lower survival time, we can invert the sign of composite scores
by multiplying them by −1 before sorting. Algorithm 1 illustrates
the composite code scoring (CCS) strategy.
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Algorithm 3 Dynamic SA-specific Attack (DSA) Strategy
1: Input: Patient set P = 𝑉1, ...,𝑉|P |
2: Output: Adversarial patient set P∗ = 𝑉 ∗1 , ...,𝑉

∗
|P|

3: Pob, Pcen ← Dividing observed and censored patients from P
4: Pob

ord ← 𝑆𝑜𝑟𝑡 (Pob ) according to true survival time𝑇
5: Initialize Pcen∗ ← {}
6: for𝑉 cen

𝑖
in Pcen do

7: 𝑉 cen∗
𝑖
← Applying Alg. 2 with target time 𝑡 = 0 on𝑉 cen

𝑖

8: Add element to P∗:𝑉 cen∗
𝑖

9: end for
10: Initialize Pob∗ ← {}, 𝑡𝑚𝑖𝑛 ← max𝑇 cen in Pcen∗

11: for𝑉 ob
𝑖

in Pob
ord do

12: 𝑉 ob∗
𝑖
← Applying Alg. 2 with target time 𝑡 = 𝑡𝑚𝑖𝑛 on𝑉 ob

𝑖

13: Add element to Pob∗:𝑉 ob∗
𝑖

14: 𝑡𝑚𝑖𝑛 = 𝐹 (𝑉 ob∗
𝑖
)

15: end for
16: P∗ ← 𝑀𝑒𝑟𝑔𝑒 (Pob∗, Pcen∗ )

3.6 Greedy EHR Adversarial Attack
We start the adversarial attack by initializing the adversarial subject
𝑉 ∗ with𝑉 . Using the CCS strategy to identify and rank all potential
adversarial actions, we begin with executing the highest-scored
actions first. If the action’s label 𝑙 is "add", we consider adding
the code to 𝑉 ∗, and calculate the model’s output change Δ𝐹 and
similarity index 𝑆𝐼 . While not violating the similarity threshold, if
the output of the model changes to the desired direction (Δ𝐹 > 0
for increase, and Δ𝐹 < 0 for decrease), we keep the added code. In
the case of violating the similarity threshold, we drop the added
code and stop the process.

If the label 𝑙 is "remove", we consider removing the code and
repeating the same steps of themodel’s output change and similarity
check. Then, we consider replacing the code with a similar code
from the synonym set S𝑖 which was already created in the scoring
phase. In this stage, we calculate the score of each replacement
candidate using the composite scoreH and choose the code from
synonym set that has the highest score.

𝑠∗𝑖 𝑗 = argmax
𝑠𝑖 𝑗 ∈S𝑖

{
H(𝑉 ∗, (𝑉 ∗ − 𝑐𝑖 ) ∪ 𝑠𝑖 𝑗 ))

}
(11)

We execute the replacement step and subsequently proceed with
the output and similarity checks, as previously described. We com-
pare the removal and replacement and proceed with the action
that yields the greatest model’s output change while maintaining
similarity. We note that if the similarity criterion is not met during
the removal phase, we do not halt the process and instead continue
to the replacement step to see if the similarity comes back above
the threshold. The attack continues until the model’s output is suc-
cessfully altered to the desired value (flipping the predicted survival
ranking) or fails, such as when breaching the similarity threshold.
Algorithm 2 shows the attack details.

3.7 Dynamic SA-specific Attack (DSA) Strategy
for Population Survival Disruption

Finally, Given SurvAttack’s primary objective, disrupting the pre-
dicted survival ranking of patients inside a patient cohort in the
hospital, we design a dynamic SA-specific (DSA) strategy to adver-
sarially adjust patients’ predicted survival time, aiming to convert

all permissible pairs to be discordant (a patient pair with incorrect
survival ranking). This ultimately results in a low c-index and high
MAE. Unlike a naive approach of attacking all possible permissible
pairs to flip their concordance, DSA achieves the goal with a single
attack per patient, minimizing attack computations.

In the first step, we want to target all observed-censored concor-
dant pairs (𝑘𝑖 = 1, 𝑘 𝑗 = 0) by attacking censored subjects to reduce
their predicted survival time, aiming to flip the correct ranking of
these pairs. Before the attack, we have I(𝑇𝑖 < 𝑇𝑗 ) · I(𝑇𝑖 < 𝑇𝑗 ) = 1,
but after the attack we have 𝑇𝑖 > 𝑇𝑗 , so I(𝑇𝑖 < 𝑇𝑗 ) · I(𝑇𝑖 < 𝑇𝑗 ) = 0,
meaning that the pair becomes discordant.

Next, we focus on observed-observed pairs. We set a starting
target point 𝑡𝑚𝑖𝑛 , initialized with the highest post-attack predicted
survival time among censored subjects. Then, sorting observed
subjects based on their survival time in ascending order, we start
attacking them one by one with respect to target time 𝑡𝑚𝑖𝑛 . If
the observed patient’s original predicted survival time 𝑇𝑖 is less
than 𝑡𝑚𝑖𝑛 (𝑇𝑖 < 𝑡𝑚𝑖𝑛), we perturb it so that its predicted survival
time is above 𝑡𝑚𝑖𝑛 (𝑇 ∗

𝑖
> 𝑡𝑚𝑖𝑛) and set 𝑡𝑚𝑖𝑛 = 𝑇 ∗

𝑖
. If the observed

patient’s original predicted survival time 𝑇𝑖 is larger than 𝑡𝑚𝑖𝑛

(𝑇𝑖 > 𝑡𝑚𝑖𝑛), we adversarially perturb it till the predicted survival
time becomes closest to the 𝑡𝑚𝑖𝑛 but above it (𝑇𝑖 > 𝑡𝑚𝑖𝑛), and then
set 𝑡𝑚𝑖𝑛 = 𝑇 ∗

𝑖
. Performing this strategy, we ensure that ideally all

the observed subjects’ predicted survival times are above those of
censored subjects (keeping observed-censored pairs discordant),
while the survival ranking between each observed-observed pair is
incorrect. DSA is detailed in Algorithm 3 and also, Figure 6 shows
the visualization of this strategy.

Table 2: Dataset Statistics

# of patients 77809
# of censored patients 65437 (84.1%)
# of observed patients 12372 (15.8%)
Patient average age 59.62

Sex distribution (52% M, 48% F)
Average # of codes per patient 66.46

# of visits per patient 5

4 EXPERIMENTS
4.1 Dataset Description
We utilized a real-world Electronic Health Record (EHR) dataset
[28] obtained from the Anonymous University Medical Center,
encompassing the data of more than 77-thousand patients collected
from early 2009 to late 2021, focusing on forecasting a critical and
widely existing condition - Acute Kidney Injury (AKI)2. Compared
to the public datasets, AKI offers a richer and longer history of
visits for each patient (comparing to ICU stays in MIMIC), and a
clearer labeling of onset dates, making it more suitable for survival
analysis and attack study. More detailed statistics of the dataset are
shown in Table 2.

2This dataset is acquired from the hospital following stringent safety protocols and
with proper authorization from relevant authorities.
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Table 1: Baseline comparison for MAE and c-index in various cases.

Attack Method
CoxCC DeepSurv

c1 c2 c𝑡 c𝑜𝑏 MAE c1 c2 c𝑡 c𝑜𝑏 MAE
No Attack 0.7107 0.7107 0.7107 0.5485 1.83 0.6934 0.6934 0.6934 0.5504 2.01
Random 0.742 0.6064 0.6405 0.5369 2.00 0.7814 0.4481 0.5636 0.5051 2.79

Surv-TextBugger 0.3266 0.2722 0.1132 0.4997 2.98 0.2520 0.1946 0.08615 0.4857 3.89
Surv-WS 0.4986 0.5475 0.3292 0.5136 2.12 0.4028 0.4542 0.2215 0.5153 2.78

Surv-PWWS 0.3973 0.1808 0.098 0.5074 3.39 0.2827 0.1191 0.0738 0.4684 4.27
SurvAttack-NoSym 0.3722 0.1701 0.0918 0.4753 3.68 0.2745 0.1024 0.0721 0.4181 4.31

SurvAttack 0.3102 0.1489 0.0841 0.4552 3.93 0.2057 0.0889 0.0569 0.4126 4.48

Attack Method
N-MTLR DeepHit

c1 c2 c𝑡 c𝑜𝑏 MAE c1 c2 c𝑡 c𝑜𝑏 MAE
No Attack 0.5170 0.6242 0.6242 0.6242 3.49 0.5589 0.6527 0.6527 0.6527 2.06
Random 0.4997 0.7003 0.4747 0.5613 4.69 0.5056 0.7917 0.3318 0.5169 2.48

Surv-TextBugger 0.4405 0.3201 0.1918 0.0111 5.44 0.4873 0.2001 0.1551 0.078 3.08
Surv-WS 0.4844 0.5318 0.3136 0.3045 4.93 0.5012 0.2842 0.16 0.0915 2.65

Surv-PWWS 0.4880 0.5460 0.2783 0.3020 5.17 0.4509 0.2154 0.0794 0.0645 3.04
SurvAttack-NoSym 0.4270 0.2841 0.2987 0.0993 5.53 0.5026 0.2042 0.0698 0.0668 3.32

SurvAttack 0.3926 0.2733 0.0588 0.0595 5.72 0.4809 0.1417 0.0688 0.0644 3.91

Figure 4: Frequency of adversarial attacks on Diagnosis Codes (left) and drug codes (right) executed by SurvAttack. Codes
belonging to the same group in the specific ontology are distinguished by different colors.

Figure 5: SurvAttack’s perturbation patterns for diagnosis codes (left) and drug codes (right). These heatmaps illustrate the
percentage of attacks on each code (x-axis) across visits (y-axis), with darker areas indicating a higher frequency of attacks.

4.2 Experimental Setting
For experimenting with SurvAttack, we set the co-occurrence ratio
𝑝 to 0.75 and similarity threshold 𝜖 to 0.90 and then attacked four
popular survival models evaluated on a target set consisting of 3549
patient subjects (2984 censored and 565 observed). These survival
models are as follows: (1) CoxCC [24]: CoxCC uses neural net-
works to parameterize the relative risk function, allowing for the
modeling of complex relationships between covariates and event
times. (2) DeepSurv [21]: DeepSurv is a personalized treatment
recommendation system based on a Cox proportional hazards deep
neural network. (3) N-MTLR [13]: The Neural Multi-Task Logis-
tic Regression is founded on the Multi-Task Logistic Regression
(MTLR) model, as introduced by Yu et al. [48], with a deep learn-
ing architecture at its core. (4) DeepHit [25]: DeepHit is a deep

learning survival analysis method that employs multi-task learning
to estimate survival time and event type probabilities, addressing
competing risks. Trained on a set of 69599 patients, their evaluation
results before the attack are demonstrated in Table 1.

Moreover, as for medical ontology used in synonym selection
strategy (SCS), we employed the International Classification of Dis-
eases (ICD-9) for diagnosis codes and the Anatomical Therapeutic
Chemical (ATC) classification system for prescription codes. The
anonymous GitHub implementation of SurvAttack3 is released.

Regarding computational complexity, if 𝑁 is the total number of
visits of a patient, 𝑆 is the total number of codes in a visit, and 𝐶 is
the maximum number of acceptable synonyms for a code, the time
complexity for attacking one patient is 𝑂 (𝑁𝑆𝐶). On average, our

3https://anonymous.4open.science/r/SurvAttack-4D0F/
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Figure 6: Dynamic SA-specific Attack (DSA) Strategy. Step 1:
DSA attacks all the censored subjects to reduce their expected
survival times, (disrupting concordance in observed-censored
pairs) and then Initialize 𝑡𝑚𝑖𝑛 with the highest post-attack
expected survival time of censored subjects. Step 2-6: Using
𝑡𝑚𝑖𝑛 as the target time, the algorithm proceeds by attacking
the sorted observed subjects and updates 𝑡𝑚𝑖𝑛 accordingly
(disrupting concordance in observed-observed pairs).

method requires approximately 18 seconds per attack (Hardware:
NVIDIA RTX 6000 GPU, 256 GB of RAM, 64-core CPU), though this
can vary based on factors such as computational resources, encoder
complexity, survival model, and patient history length.

4.3 Results and Discussion
As this is the first work designing an adversarial attack on health
survival models, we choose some of the popular black-box baselines
from other domains, mostly text classification, and adapt them for
attacking survival models in EHRs. These adapted baselines are
prefixed with "Surv". The five baselines are: (1) Random: A naive
approach that randomly selects adversarial actions, without em-
ploying any survival analysis-specific strategy. (2) Surv-PWWS:
Adapted from the probability weighted word saliency (PWWS)
[37] which is a black-box attack algorithm. (3) Surv-TextBugger:
Adapted from a black-box adversarial attack method referred to
as TextBugger [26]. (4) Surv-WS: Adapted from the black-box ad-
versarial attack algorithm in [38]. (5) SurvAttack-NoSym: Same
as SurvAttack but excludes the similarity index in the composite
score. Codes are sorted solely based on the saliency index.

We compare the adversarial attack performance results of Sur-
vAttack with the five introduced attack baselines, as shown in Table
1. The table shows the c-index and MAE before and after the attack
regarding different cases. In a real scenario when deploying SA
models in hospitals, the attacker knows which patients are more
urgent maybe based on early medical discretion or prior accurate
survival analysis. The attacker aims to disrupt the survival rank-
ing of the SA model, prioritizing non-urgent patients over critical
ones. This is similar to when all the subjects are observed. However,
there might be cases when the survival urgency of some patients
has not been determined yet (both censored and observed). Hence,
we consider different cases in our evaluation to cover all potential
scenarios, and also as an ablation study of different steps of the
DSA strategy. We consider cases when we have both observed and

censored patients but we attack only censored subjects (𝑐1), only
observed subjects (𝑐2), and finally all the patients (𝑐𝑡 ). Also, we
consider the case when all the subjects are observed, and the entire
set is targeted for attack (𝑐𝑜𝑏 ). SurvAttack outperforms other black-
box adversarial attack baselines on four victim survival models
regarding various evaluation cases, showcasing its superior per-
formance. As expected, Random demonstrates the worst results.
Comparing SurvAttack with SurvAttack-NoSym, we found that
including similarity in the scoring phase improves attack perfor-
mance by degrading both survival ranking and time prediction.
Among the victim survival analysis models, when getting attacked
by SurvAttack, DeepSurv experienced the greatest performance
drop, with a 63.56% reduction in c-index, while MTLR showed the
least drop at 56.47%. Considering 𝑐1 and 𝑐2 as the ablation study
of DSA, we can see that mostly perturbing observed data plays a
greater role in impairing the survival ranking performance.

4.3.1 Adversarial Attack shed light on survival decision-making. Ta-
ble 5 displays the attack percentage for each visit, averaged across
attacks to all four victim survival models. Visit 5 stands out as the
most targeted, underscoring its significant impact on the final out-
put of these models, especially in terms of drug codes. Furthermore,
we present the top 5 most frequently targeted codes in Table 3,
averaged among attacks to all four victim survival models. This
table highlights the significance of each medical code in survival
model decision-making. For example, the "410" ICD-9 code, as the
most added code (existed in 12.4% of attacks), represents acute my-
ocardial infarction (heart attack). According to [20, 39] individuals
experiencing a myocardial infarction (MI) face a 2.6-fold elevated
risk of developing acute kidney injury (AKI). Figure 4 further elu-
cidates the decision-making of survival models by depicting the
attack percentage of all diagnosis and drug codes. Each ICD-9 group
(on the left) and ATC group (on the right) is uniquely colored to
provide a broader perspective on the significance of diagnoses and
prescriptions in AKI time modeling. For instance, genitourinary
system-related diseases (580-629) are among the primary targets of
SurvAttack, reflecting their crucial role in survival decision-making,
whichmakes sense since AKI is categorized as a genitourinary disor-
der. Also, the most-targeted drug codes are respiratory-related drug
codes (R category in ATC), which shows that respiratory complica-
tions are common in patients with AKI [1, 12, 36]. Figure 5 displays
perturbation patterns across time and EHR features (code). The
x-axis represents code IDs, while the y-axis shows chronological
visits. Each heatmap illustrates how SurvAttack perturbs sequential
EHR data, with darker shades indicating more perturbations in
terms of the percentage of being targeted. Evidently, the last visit
is the primary focal point for attacks, particularly concerning drug
codes. Therefore, it becomes the key region of interest in the time
modeling of AKI within survival models.
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Table 3: Top-𝑘 most frequent attacked codes for each action averaged among attacks to the four survival models.

𝑘
Add Remove Replace

Diagnosis (ICD9) Fr(%) Drugs (ATC) Fr(%) Diagnosis (ICD9) Fr(%) Drugs (ATC) Fr(%) Diagnosis (ICD9) Fr(%) Drugs (ATC) Fr(%)

1 410
(heart attack) 12.4 N02AJ (opioids+

non-opi analg) 9 780
(general Sx.) 3.1 B05XA

(electrolyte) 3.8 271 (carb.
metabolism) 2.9 B05XX

(IV solution) 3.3

2 411 (acute
ischemic heart) 9.5 B06AA

(enzymes) 8.7 401 (hypertension) 2.6 B01AB (Heparin) 2.8 782 (integumentary
tissue Sx) 2.3 N02AC

(DiphenylprA) 2

3 275 (mineral
metabolism) 6.8 G02AD

(prostaglandins) 6.4 V58 (aftercare) 2.5 D01AC (Imidazole,
triazole) 2.5 786 (respiratory

system Sx.) 2.2 N01BX (local
anesthetics) 2

4 251 (pancreatic
internal secretion) 6.4 A11DA

(vitamin B1) 4.7 427 (heart
failure) 2 A06AA (emollients) 2 781 (nervous,

musculoskeletal Sx.) 2 A06AX
(constipation rx) 1.8

5 422 (acute
myocarditis) 5.5 B02AB (protease

inhibitors) 4.5 787 (nausea) 2 N01AH (opioid
anesthetics) 2 789 (abdomen,

pelvis Sx.) 1.9 B05XB
(amino acids) 1.6

Table 4: Case study. Adversarial attack to a patient with 𝑇 =

6.86, 𝑇 = 6.032, 𝑇 ∗ = 4.318, 𝑆𝐼 = 0.96%.

Visit 1 2 3 4 5 Total
# Codes 1 3 1 5 34 44

# Perturbations 1 0 0 3 7 11
# Rem/Rep/Add 0/1/0 0/0/0 0/0/0 1/1/1 1/2/4 2/4/5

Table 5: Attack percentage on different visits averaged among
four victim survival models.

visit
Add (%) Remove (%) Replace (%)

Diag. Drug All Diag. Drug All Diag. Drug All
1 17.3 5.0 8.8 17.5 5.8 12.4 17.3 5.7 11.3
2 16.0 6.2 9.3 16.4 6.4 12.0 16.3 6.3 11.1
3 15.0 8.3 10.5 16.4 8.0 12.7 16.4 7.6 11.9
4 13.1 5.6 8.1 15.1 5.8 11.1 15.0 6.1 10.4
5 38.4 74.7 63.0 34.4 73.8 51.5 34.8 55.1 55.1

4.3.2 Case Study. As a case study, we randomly selected a patient
with a true survival time of 𝑇 = 6.86. Originally, CoxCC model
predicted a survival time of 𝑇 = 6.032 for this patient. Performing
SurvAttack, the predicted survival time reduced to 𝑇 ∗ = 4.318 (fak-
ing the patient as more urgent compared to other critical patients),
while still maintaining a 0.96% medical semantic similarity with
the original intact subject. Table 4 presents the performance details
of SurvAttack on this particular subject. SurvAttack employed a
range of adversarial actions to achieve its objectives. For instance,
as for replacement, SurvAttack substituted the drug code N05CA
with N05CD in visit 5. These two codes fall under the N05C group,
with co-occurrence of 𝑃 (𝐶09𝐷𝐴|𝐶09𝐷𝑋 ) >= 0.75. Both of these
drugs belong to the category of "N05C: Hypnotics and Sedatives"
and are commonly used for various medical treatments, including
reducing anxiety and promoting relaxation.

5 RELATEDWORK
We review recent advancements in white-box and black-box adver-
sarial attacks, highlighting algorithms that enhance our understand-
ing of deep network robustness. Finally, we examine healthcare-
based attacks and distinguish our method from them.

In white-box adversarial attacks, where accessing the structure
and parameters of the model is plausible, most of the methods heav-
ily depend on gradient calculation with respect to input features.
Fast Gradient Sign Method (FGSM) introduced in [16] leverages gra-
dients from the loss function concerning the input data to identify
the perturbation direction that maximizes the loss subject to an 𝐿∞

constraint, causing incorrect model predictions [22, 23]. Jacobian-
based Saliency Map Algorithm (JSMA) [34] iteratively computes a
saliency mapping between inputs and outputs using the Jacobian
matrix, to identify the most influential pixel (input feature) to target
for perturbation. The Carlini and Wagner (C&W) [3] attack is a
sophisticated optimization-based attack. Focusing on the logit layer
of a neural network, it identifies minimal input perturbations while
keeping the perturbed input close to the original (Euclidean dis-
tance). Researchers have applied the above white-box techniques to
other domains like natural language processing [10, 35, 49, 50]. For
example, LeapAttack [45], a gradient-based method for generating
high-quality text adversarial examples in the hard-label setting,
optimizes perturbations using word embedding spaces to achieve
high semantic similarity and low perturbation rates. However, all
of these methods, although theoretically valuable, are often imprac-
tical and unrealistic as they require complete knowledge of and
access to the target model’s architecture, parameters, and training
data, which is rarely accessible. Furthermore, these attacks require
gradient calculations, making them computationally intensive and
time-consuming, and thus impractical for large-scale use.

The black-box scenario is a more realistic setting for the attack,
where the victim model is inaccessible. A wide range of black-box
techniques based on greedy-based scoring strategies [14, 26, 37, 38],
reinforcement learning [43, 46], genetic algorithms [4, 29], etc.,
have been developed to tackle this challenge. [38] only uses word
saliency to perform three modifications of removal, adding, and
replacement to attack text classification. Probability weighted word
saliency (PWWS) [37] introduces a black-box score-base adversar-
ial attack method on text classification based on word replacement.
TextBugger [26] generates adversarial text by identifying the most
critical sentences and the most significant words within those sen-
tences and initiates the attack by replacing these important words
using a bug-generation strategy. DeepWordBug [14] creates subtle
text perturbations in a black-box setting using novel sequential-
aware scoring. This identifies key words for modification, causing
the deep classifier to make incorrect predictions. Moreover, another
black-box technique is transfer-based attacks which rely on training
a substitute model with decision boundaries similar to the target
model [8, 9, 11, 44]. For instance, VQATTACK [47], a transferable
adversarial attack that generates adversarial samples using pre-
trained models to target different black-box victim models, jointly
updates image and text perturbations. Transfer-based attacks are
costly and quite unrealistic because they require access to training
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data, training a substitute model, and assume successful transfer of
adversarial examples between different architectures.

Adversarial attack on EHR-based tasks is an emerging research
area, especially in black-box scenarios. As awhite-box attackmethod
on EHRs, Longitudinal AdVersarial Attack (LAVA) [2] jointly mod-
els a saliency map and an attention mechanism, thereby identifying
the optimal EHR feature at a specific visit for perturbation. [40]
proposes an adversarial attack method for the continuous medi-
cal measurements in EHR data which solves a sparsity-regularized
attack objective to target an LSTMmodel. MedAttacker [46], a black-
box adversarial attack method targeting EHR prediction models,
addresses the unique challenges of EHRs through position selec-
tion and substitute selection by leveraging reinforcement learning.
What distinguishes our study from prior works mainly are 1) Sur-
vAttack is the first black-box adversarial attack method against
“patient survival models”, which, unlike traditional classification or
regression tasks, primarily performs a survival ranking task to pri-
oritize patients’ survival urgency. Second, as opposed to previous
methods, our adversarial perturbations are clinically meaningful
and compatible as we introduced an ontology-informed Synonym
Code Selection (SCS) Strategy by leveraging domain knowledge
and population-level co-occurrence statistics, and 3) we developed
a deep embedding-based Semantic Similarity Function (SSF), evalu-
ating the stealthiness of attack in latent space instead of relying on
the naive count of perturbations.

6 CONCLUSION
Ensuring the robustness of EHR-based patient survival models is
vital due to their direct impact on human lives. To advance this field,
we introduce SurvAttack, a black-box adversarial attack framework
designed to compromise the robustness of survival models. Sur-
vAttack is based on meticulously calculating a composite score for
a set of adversarial actions while taking into account the clinical
semantic similarity and survival output change, to diminish the
survival ranking as well as the time regression predictive ability of
patient survival models. Experimental results, including baseline
comparisons, attack pattern analysis, survival explainability, and
case studies, underscore the significance of our work.
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