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Abstract

Human reliability analysis (HRA) is crucial for evaluating and improving the
safety of complex systems. Recent efforts have focused on estimating human error
probability (HEP), but existing methods often rely heavily on expert knowledge,
which can be subjective and time-consuming. Inspired by the success of large
language models (LLMs) in natural language processing, this paper introduces a
novel two-stage framework for knowledge-driven reliability analysis, integrating
IDHEAS and LLMs (KRAIL). This innovative framework enables the semi-
automated computation of base HEP values. Additionally, knowledge graphs are
utilized as a form of retrieval-augmented generation (RAG) for enhancing the
framework’s capability to retrieve and process relevant data efficiently. Experi-
ments are systematically conducted and evaluated on authoritative datasets of
human reliability. The experimental results of the proposed methodology demon-
strate its superior performance on base HEP estimation under partial information
for reliability assessment.

Keywords: Human Reliability Analysis (HRA), Retrieval-Augmented Generation
(RAG), Base Human Error Probability (BHEP),Large Language Models (LLMs)



1 Introduction

Human reliability analysis (HRA) is a systematic methodology for evaluating the
likelihood of human errors within complex systems, particularly in high-risk indus-
tries such as nuclear power, aviation, and healthcare. These fields require meticulous
safety standards, where even minor human errors can lead to catastrophic outcomes
[1]. The current HRA methods have evolved into a third generation, with the most
prominent approaches being the IDHEAS-G[2] and IDHEAS-ECA [3] methods pro-
posed by the U.S. Nuclear Regulatory Commission (NRC). These methods have
contributed significantly to the field, with extensive and meaningful work. Both are
based on IDHEAS-DATA [4] for building HRA models. Despite its importance, accu-
rately estimating human error probability (HEP) remains a significant challenge.
Compared to IDHEAS-DATA, these two methods are somewhat coarse, with a slight
reduction in precision. Moreover, the process of solving the base HEP is manual
and time-consuming, making it particularly challenging for newcomers. These chal-
lenges highlight the need for innovative approaches to HEP estimation that are both
resource-efficient and accurate.

Large language models (LLMs) are advanced Al-driven systems trained on vast
amounts of textual data to understand and generate human-like language. In recent
years, LLLMs have shown significant potential to improve data-driven decision-making
across various domains, including high-risk industries [5-7]. By leveraging natural
language processing capabilities, LLLMs can process and analyze complex textual infor-
mation, offering insights that support critical decision-making processes. For instance,
Eigner et al. [8] explore the determinants of LLM-assisted decision-making. Chiang
et al. [9] investigate how LLM-powered Devil’s Advocate can enhance Al-assisted
group decision-making. Ma et al. [10] discuss the design and evaluation of LLM-
empowered deliberative Al for human-AT deliberation in Al-assisted decision-making.
However, there has been no research exploring the application of LLMs in supporting
decision-making processes for deriving base HEP. Their potential use in HRA could
provide powerful tools for analyzing and interpreting complex human performance
data, thereby offering deeper insights into the dynamics of human error. Consequently,
this paper seeks to leverage LLMs to semi-automate the generation of base HEP.

In this article, a novel LLM-based framework called knowledge-driven reliabil-
ity analysis integrating IDHEAS and LLMs (KRAIL) is proposed for base HEP
estimation. The contributions and novelties of this article are summarized as follows:

® An innovative LLM-based two-stage framework: We propose a novel LLM-
based two-stage for base HEP computation. The two stages are the multi-agent
framework for task decomposition and the integration framework for base HEP
calculation.

e A highly efficient alternative to the conventional manual method for com-
puting base HEP: Traditional base HEP analysis methods are time-consuming
and resource-intensive, resulting in low efficiency. The proposed KRAIL addresses
this gap by enabling semi-automated computation of base HEP, significantly
improving efficiency.



® Knowledge graph-enhanced base HEP technology: We employ the knowledge
graph to construct the framework. This approach efficiently facilitates the utilization
of IDHEAS-DATA. It also enables the incorporation of domain expert knowledge
into the KRAIL. Additionally, it plays a crucial role in the final error rate calculation
process.

The remaining paper is organized as follows. Section 2 presents a literature review,
covering human reliability analysis, research applications utilizing IDHEAS-DATA,
large language models, and retrieval-augmented generation. Section 3 introduces
the development of the proposed framework in detail. Section 4 demonstrates the
experimental results and discusses the experimental performance. Finally, Section 5
concludes this paper.

2 Literature Review

In this section, we introduced human reliability analysis, research applications utilizing
integrated decision-making and human error analysis system database (IDHEAS-
DATA), and the primary technologies used in this study: large language models and
retrieval-augmented generation (RAG) techniques.

2.1 Human Reliability Analysis

Human reliability analysis (HRA) is a multidisciplinary domain that evaluates the
likelihood of human errors and their potential impact on complex systems, particu-
larly in high-risk industries such as nuclear power, aviation, and healthcare [11]. HRA
methods are broadly categorized into first-generation, second-generation, and third-
generation approaches. The first generation of HRA methods emerged between the
1960s and the mid-1980s [12]. They focus on static models of human error probabil-
ity (HEP) estimation and include methods such as THERP (Technique for Human
Error Rate Prediction) [13], HCR (Human Cognitive Reliability) [14], ASEP (Accident
Sequence Evaluation Program) [15], etc.

The second generation of HRA methods emerged in the early 1990s. These methods
focus on the dynamic cognitive processes involved in emergencies, such as detection,
diagnosis, and decision-making, aiming to explore the mechanisms behind human
errors [16]. They combine cognitive reliability assessment with action execution reli-
ability. Representative models include the CREAM (Cognitive Reliability and Error
Analysis Method) [17], ATHEANA (A Technique for Human Event Analysis) [18].

The third generation of HRA has partially shifted towards dynamic approaches,
exemplified by methods such as integrated human event analysis system for event and
condition assessment (IDHEAS-ECA) [3]. The IDHEAS-ECA was introduced by the
U.S. NRC in October 2022. This method provides a structured, step-by-step frame-
work for analyzing human actions and their contextual factors. Human actions are
modeled through five macrocognitive functions: detection, understanding, decision-
making, action execution, and interteam coordination. The failure of human action is
represented using a set of cognitive failure modes and performance-influencing factors.



These components are systematically applied to calculate the human error probabil-
ity (HEP). The method is supported by authoritative data, known as IDHEAS-DATA
[4], which ensures both its reliability and applicability.
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Fig. 1 IDHEAS-ECA HRA Process [3]

The detailed IDHEAS-ECA process is illustrated in figure 1. It consists of eight
distinct steps. Although the IDHEAS-ECA [3] method represents the most advanced
approach among third-generation HRA methods, its granularity has changed signifi-
cantly compared to IDHEAS-DATA [4]. For instance, the determination of the base
HEP in IDHEAS-ECA requires only the assessment of performance influencing fac-
tors (PIFs) and cognitive failure modes (CFMs). This simplification introduces certain
discrepancies compared to IDHEAS-DATA. IDHEAS-DATA includes five dimensions:
PIF, CFM, task (and error measure), PIF measure, and other PIFs (and uncertainty).
These categories are more detailed and precise, enabling a finer classification and anal-
ysis of the data. Additionally, in practice, most attributes, such as PIFs and CFMs,
are determined through expert judgment. This reliance increases the subjectivity of
the method, making it difficult to standardize and apply uniformly. Furthermore, the
lack of a systematic approach to rapidly provide parameter recommendations poses
additional challenges.

To address these limitations, this study proposes a method called KRAIL to quickly
estimate attributes, thereby supporting experts in performing HRA more efficiently
and consistently.



2.2 Research Applications Utilizing IDHEAS-DATA

The integrated human event analysis system for human reliability data (IDHEAS-
DATA) provides a comprehensive dataset for understanding human error mechanisms
in complex, high-risk environments. The data are organized into 27 tables, collec-
tively known as the IDHEAS-DATA tables (IDTABLESs). Among these, IDTABLEs
1-3 specifically address base Human Error Probabilities (HEPs).IDTABLE-1 focuses
on base HEPs for scenario familiarity. IDPTABLE-2 presents base HEPs for informa-
tion availability and reliability. IDTABLE-3 covers base HEPs for task complexity.
The IDHEAS system is grounded in a solid foundation of literature [19], ensuring its
reliability and relevance in the field of human reliability analysis.

Due to the relatively recent development of IDHEAS, there is limited related work.
However, some scholars have referred to IDHEAS for human reliability data collection
efforts. For instance, Markus Porthin et al. [20] proposed a task reliability index for
operator performance and failure probability assessment in control room simulators.
Additionally, other researchers have utilized the publicly available IDHEAS data to
investigate third-generation dynamic HRA methods. An example is Jooyoung Park
[21], who developed the model of human actions using event modeling risk assessment
with linked diagrams (EMRALD). This dynamic simulation tool for PRA features
a web-based graphical user interface for modeling and an open framework for easy
coupling with physics codes. Furthermore, Park contributed to the development of
the procedure-based investigation method of the EMRALD risk assessment—human
reliability analysis (PRIMERA-HRA) method.

However, as evidenced by the IDHEAS-ECA tools, no auxiliary tools have been
developed for base human error probability (HEP) analysis to date [3]. Consequently,
the method proposed in this study, KRAIL, aims to address this gap in the existing
literature and practice.

2.3 Large Language Models and Retrieval-Augmented
Generation

Recent advancements in large language models (LLMs), such as GPT and Claude, have
demonstrated the ability to synthesize sophisticated understanding, such as translating
between languages for which they have not been explicitly trained [22]. Furthermore,
LLMs can effectively learn from context, where new information—such as a grammar
manual—enables the acquisition of new capabilities [23]. As a result, LLMs have been
widely applied to various tasks. For example, Xiao et al. [7] fine-tuned the nuclear
large language model fault tree generator (NuULLM-FTG) to automate the construc-
tion of fault trees. Similarly, Li et al. [24] used a multi-agent framework to simulate
tasks in a hospital setting, including registration, consultation, medical examination,
diagnosis, treatment recommendation, and convalescence. These examples illustrate
the versatility and potential of LLMs in complex, specialized domains.
Retrieval-augmented generation (RAG) [25] is an advanced natural language pro-
cessing (NLP) technique that combines two key components: a retrieval mechanism
and a generative model. This hybrid architecture leverages external knowledge sources



to enhance the generation of accurate and contextually relevant responses, mak-
ing it particularly useful for tasks requiring domain-specific knowledge or up-to-date
information. RAG integrates external knowledge sources, such as databases, domain-
specific documents, or web-based repositories, into the generative process. During
inference, relevant information is retrieved from these sources and provided as con-
text to the LLM, enhancing its ability to generate accurate and contextually relevant
responses. Many researchers have employed RAG to enhance the application of LLMs
in specialized domains. For instance, Wang et al. [26] introduced BioRAG, a RAG-
LLM framework for biological question reasoning, while Li et al. [27] explored the
enhancement of LLM factual accuracy with RAG to mitigate hallucinations, specifi-
cally focusing on domain-specific queries in private knowledge bases. Inspired by these
advancements, we aim to leverage RAG to enhance the analytical capabilities of LLMs
in the context of human error probability analysis.

3 Methodology

This section provides a detailed explanation of the knowledge-driven reliability analy-
sis integrating IDHEAS and LLMs (KRAIL) method. Specifically, the KRAIL method
consists of two parts. The first part involves a multi-agent framework for task decom-
position. The second part utilizes large language models (LLMs) and knowledge graphs
to generate the attributes for determining the base HEP. This approach facilitates
faster and more accurate analysis of the base HEP.

3.1 Overview of the Proposed KRAIL

As discussed in Section 2.1, IDHEAS-DATA offers a more precise method for base HEP
calculation compared to IDHEAS-ECA. Therefore, the proposed method, KRAIL,
is based on the method outlined in IDHEAS-DATA [28]. The application and data
collection process for IDHEAS-DATA consists of five essential steps. First, the data
source is analyzed to understand the context and identify human error data suitable
for generalization. Next, task analysis is performed to determine the relevant cognitive
failure modes (CFMs). The context is then mapped to relevant performance influencing
factor (PIF) attributes, while additional PIF attributes present in the study are also
identified. Finally, uncertainties are assessed, and the reported human error data are
systematically documented in the IDTABLE.

Leveraging the capabilities of large language models (LLMs), the analysis process
is both accelerated and simplified. The proposed approach organizes the workflow into
two main steps. First, the user inputs the case information for analysis. This data is
then processed through a task decomposition framework using a multi-agent approach,
as illustrated in Figure 2, part A. Next, the selected base human error probability
(HEP) solution type is entered into part B. The second step involves the extraction of
IDHEAS-DATA attributes, utilizing the logical relationships between knowledge graph
nodes, as shown in Figure 2, part B. By integrating LLMs, knowledge graph networks,
and expert knowledge, the final base HEP is determined. The following sections offer
a detailed explanation of each component within this framework.
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Fig. 2 KRAIL: A Knowledge-Driven Framework Integrating IDHEAS and Large Language Models
for Base Human Reliability Analysis

3.2 Multi-Agent Framework for Task Decomposition

This section primarily introduces part A of KRAIL framework, which focuses on the
multi-agent analysis process. Four LLM-driven agents are deployed to perform distinct
tasks: task analysis, context analysis, cognitive activities analysis, and time constraints
analysis. After the case information is input, these agents are designed to further
decompose and analyze the data.

Agent 1. Task Analysis. The primary task is to analyze the data source to iden-
tify tasks associated with reported human error information. It encompasses several
key components. First, a task overview is conducted to outline the general process of
the task. Second, a task classification is performed, categorizing tasks based on their



functions or types to facilitate a clearer understanding of their nature and context.
Third, the objectives of the task are analyzed to define the specific goals associated
with each task. Fourth, an examination of typical error types and their impacts is
carried out to identify common errors within the tasks and assess their potential con-
sequences. Finally, the task complexity level is determined, providing insight into the
degree of difficulty involved, ranging from simple to highly complex tasks.

Agent 2. Context Analysis. The core task is to analyze the data source and the
context associated with task execution. Specifically, this involves four key tasks: first,
identifying the background conditions under which the task occurs; second, analyzing
the support required for task execution; third, clarifying the initial conditions and
requirements for task initiation; and finally, examining the error measurement data to
assess task-related performance and outcomes.

Agent 3. Cognitive Activities Analysis. The primary task is to analyze the
data source and characterize the tasks to identify the specific cognitive activities
involved. This includes examining the cognitive demands required for task execution
and understanding the mental processes underlying task performance.

Agent 4. Time Constraints Analysis. The primary task is to analyze the
data source and evaluate the time constraints associated with task execution. This
involves identifying the temporal limitations, deadlines, or time-sensitive conditions
that impact task performance and outcomes.

3.3 Integration Framework for Base HEP Calculation

This section primarily focuses on part B of the KRAIL framework. As illustrated in
Figure 2, it leverages knowledge graphs, large language models (LLMs), IDHEAS-
DATA, and expert knowledge.

Initially, the user selects the analysis type for the base human error probability
(HEP), choosing from options such as scenario familiarity, information availability and
reliability, or task complexity. Based on this selection, Part B of the IDHEAS-DATA
is dynamically adjusted to align with the user’s choice. Consequently, the resulting
knowledge graph also changes. To enhance this process, we generate a few-shot learn-
ing content using the IDHEAS-DATA. Few-shots learning is a common technique to
augment the capabilities of LLMs by including examples in the input prompt [29].
This helps the model better understand the problem. Common variations of few-shot
learning include 0-shot, 1-shot, 3-shot, and 5-shot.

Next, the output from part A, the few-shot content, and the natural language
conversion of the knowledge graph are all fed into the LLM. This process results in the
desired attributes: PIF, CFM, task (and error measure), PIF measure and other PIFs
(and uncertainty). The output attributes are then presented for expert review. If the
expert accepts the result, the relationships between the nodes in the knowledge graph
are utilized to search for the final base HEP. If the expert does not accept the result,
manual adjustments will be made, after which the relationships in the knowledge graph
are again used to search for the final base HEP.



4 Experimental Results

This section presents the experimental results. First, a dataset was created based on
the IDHEAS-DATA. Subsequently, experimental setups and preparations were con-
ducted. The performance was compared across different shot configurations, followed
by a time comparative analysis between KRAIL and manual methods. An ablation
experiment was also performed, along with a case study.

4.1 Data Setup

Due to the scarcity of HRA data and the lack of publicly available case data in the
IDHEAS-DATA, we referred to the IDHEAS-DATA to prepare a dataset. Specifically,
we use LLMs and expert knowledge to generate a high-quality HRA case dataset. To
illustrate the data collection process, a sample was conducted. Appendix Table A1-2
in the IDEHAS-DATA documentation presents table examples, as shown in Table 1.

Table 1 Appendix Table A1-2 in the IDEHAS-DATA Documentation (Samples) [4]

PIF CFM  Error Task (and error measure) PIF Measure Other PIFs REF
rates (and Uncer-
tainty)

SF3.3 DM 0.5 Medicine dispensing Lack of  Inadequate ref
plans, policies and proce- time, Training, [30]
dures to address the situa-  procedure
tion

SF4 D 0.2 Railroad operators start New workshift, (Other PIF  ref
new workshift (fail to check  task not speci- may exist) [31]
hardware unless specified) fied so no men-

tal model for
checking

SFO U 1.6E-3 Situation assessment in  Inappropriate (Expert ref
EOP (HEP of Critical Data  Bias not judgment) [32]
Dismissed/Discounted) formed, No

Confirmatory
Information

SF4 U 2.5E-1 Situation assessment in  Inappropriate (Expert ref
EOP (HEP of Critical Data Bias formed, judgment) [32]
Dismissed/Discounted) No Con-

firmatory
Information

SFO U 3.5E-4 Critical Data Collection  Expectations (Expert ref
(Premature Termination of or Biases not judgment) [32]
Critical Data Collection) formed

SF4 D / 8.2E-3 Critical Data Collection Expectations The fail-  ref

U (Premature Termination of or Biases ure mode [32]
Critical Data Collection) formed could be
either D or
U. (Expert
judgment)




Next, we referred to the contents of the references in Table 1 and identified the
original literature sources (ref [30-32]), for analysis. We use ref [30] as an example
to demonstrate our analytical process. In ref [30], the relevant data identified are
presented in Table 2. Subsequently, the preliminary data were input into the LLM,
which identified cases 4, 5, and 6 as corresponding to the data. This judgment was
validated by domain experts. If the analysis provided by the LLM was incorrect,
experts utilized their domain-specific knowledge to make corrections. As a result,
parameters such as PIF, CFM, error rates, task (and Error Measure), PIF measure,
and other PIFs (and Uncertainty) were assigned the values specified in Table 1.

Table 2 Descriptions of Human Error Data from Cohen (2012)[30]

Index Task

Case 1  Wrong drug disDispensing errors: (1) Wrong drug selected when pensed manually filling a
warfarin prescription. (2) Wrong drug selected when filling an automated dispensing cabinet
with warfarin.

Case 2 Wrong dose/strength Prescribing error: Wrong dose/strength tablets of warfarin dispensed
prescribed. Wrong dose/strength Dispensing errors: (1) Wrong warfarin dose/ of warfarin
dispensed strength selected when manually filling a warfarin prescription. (2) Wrong warfarin
dose/strength selected when filling an automated dispensing cabinet with warfarin.

Case 3 Wrong dose/strength Dispensing error: Wrong dose/strength selected or of warfarin dispensed
entered during data entry of a warfarin prescription.

Case 4  Warfarin dispensed with wrong directions for use Prescribing error: Warfarin prescription
included directions to take the drug more often than daily.

Case 5  Warfarin dispensed Dispensing error: Warfarin prescription entered to the wrong patient into
the wrong patient’s drug profile.

Case 6 Warfarin dispensed Dispensing errors: (1) Warfarin vial placed in a bag to the wrong patient
containing another patient’s medications. (2) Wrong patient’s medication(s) selected from
the will-call area at the point of sale.

It is worth noting that, due to resource limitations, a comprehensive review of all
relevant literature was not feasible. Instead, we focused on ref [30, 33-36], extracting
and organizing data from these sources. From the curated dataset, 59 entries were
collected for PIF attributes and base HEPs for scenario familiarity, 11 entries for PIF
attributes and vase HEPs for information availability and reliability, and 26 entries
for PIF attributes and base HEPs for task complexity.

4.2 Experimental Setup

Next, the following provides a detailed description of the experimental setup. In terms
of LLM selection, we have chosen Claude 3.5 Sonnet. Claude 3.5 has outperformed
models such as GPT-4, Gemini 1.5, and Llama-400B in most benchmarks. In code-
related benchmarks, Claude 3.5 achieved a remarkable 92% score in zero-shot tasks.
It has also earned top scores in areas including visual mathematical reasoning, scien-
tific table processing, chart-based question answering, and document-based question
answering [37].
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Additionally, the tables from IDHEAS-DATA for base HEP, including Appendix
Al (PIF attributes and base HEPs for scenario familiarity), Appendix A2 (PIF
attributes and base HEPs for information availability and reliability), and Appendix
A3 (PIF attributes and base HEPs for task complexity), were organized and struc-
tured. A knowledge graph was constructed in Neodj [38] to analyze the base HEP.
Neo4j is a graph-oriented database type, a highly efficient data storage structure. The
detailed data from the IDHEAS-DATA tables are thoroughly explained in ref [4] and
will not be repeated in this paper.

Additionally, to ensure accuracy, our study focuses on auxiliary operations and
employs the top-5 metric. The top-5 output refers to the top five ranked results or data
points [39]. If the correct answer appears within these top five results, it is considered
correct.

4.3 Performance Across Different Shot Configurations

To demonstrate the confidence intervals of our data, the bootstrap distribution method
was employed. This was applied to assess the LLM performance across different shot
configurations under varying scenario conditions. The bootstrapping technique allowed
for the estimation of the distribution of performance metrics, providing a more robust
understanding of the model’s reliability across different settings [40].

The yellow section in figure 3 represents the accuracy distribution for scenario
familiarity, while the blue section depicts the accuracy distribution for information
availability and reliability. The green section shows the accuracy distribution for task
complexity. Each row corresponds to the LLM performance across 0-shot, 1-shot, 3-
shot, and 5-shot settings. From figure 3, it can be observed that the LLM achieves the
highest performance across all three dimensions in the 5-shot setting. This indicates
that the LLM’s accuracy improves with an increasing number of examples, reaching
its optimal performance at 5-shot.

11
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Fig. 3 Performance Across Different Shot Configurations for Varying Scenario Conditions.

Next, we computed the mean + standard deviation (std) for five dimensions: PIF,
CFM, task (and error measure), PIF measure, and other PIFs (and uncertainty). The
tables 7?7 provide a detailed examination of the LLM performance across 0-shot, 1-shot,
3-shot, and 5-shot under scenario familiarity, information availability and reliability,
and task complexity.

As for scenario familiarity, the general trend shows improvements in LLM per-
formance with increasing shots across most metrics. Specifically, PIF increases from
0.628+0.119 (0-shot) to 0.777+0.171 (5-shot), indicating that more examples help the
model better understand the scenario’s context. Performance significantly improves
from 0.622 £ 0.115 (0-shot) to 0.946 +0.096 (5-shot), reflecting the positive impact of
more examples on task-specific performance. CFM remains relatively stable, slightly
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decreasing from 0.893 £0.069 (0-shot) to 0.888 £0.132 (5-shot), suggesting that famil-
iarity with the scenario is robust across shot configurations. Other PIFs improve
consistently from 0.374 £ 0.112 (0-shot) to 0.666 £ 0.204 (5-shot), showing that
more examples allow the model to generalize better to various PIF-related tasks. As
expected, the model benefits from more shots. However, the increased variability in
higher shot configurations (e.g., PIF and Other PIFs) suggests that the model might
experience some instability or complexity as it processes more examples.

Table 3 Mean+Standard Deviation of LLM Performance Across Different Shot Configurations for
Scenario Familiarity

Project  PIF CFM Task PIF Measure Other PIFs

0-shot 0.628 £ 0.119 0.893 + 0.069 0.622 £+ 0.115 0.720 £ 0.112 0.374 £ 0.112
1-shot 0.659 £ 0.106 0.862 £ 0.079 0.858 £ 0.078 0.835 £ 0.076 0.526 £ 0.103
3-shot 0.663 £ 0.103 0.896 + 0.064 0.857 £ 0.072 0.836 £ 0.075 0.669 £ 0.103
5-shot 0.777 £ 0.171 0.888 £ 0.132 0.946 £ 0.096 0.872£0.136 0.666 £ 0.204

Regarding information availability and reliability in table 4, CFM remains con-
stant at a perfect score of 1.000 across all shot configurations, reflecting the model’s
consistent handling of information availability and reliability. PIF initially decreases
from 0.635+0.317 (0-shot) to 0.511£0.320 (1-shot), before improving to 0.88640.209
(5-shot), indicating a marked increase in model performance as more examples become
available. Performance increases from 0.861 £ 0.223 (0-shot) to 1.000 £ 0.000 (1-shot),
with subsequent stabilization at 1.000 in higher shot configurations (3-shot and 5-
shot), suggesting that a small number of examples suffices for peak performance on
tasks related to information availability and reliability. PIF Measure shows a moder-
ate increase, peaking at 0.869+0.068 (5-shot), while Other PIFs demonstrate a steady
increase from 0.747 £ 0.276 (0-shot) to 1.000 £ 0.000 (5-shot), indicating that more
shots allow the model to handle the complexities of various PIFs more effectively. It
can be concluded that the model’s performance in handling information availability
and reliability improves significantly with the introduction of more examples, espe-
cially after the 1-shot configuration. While CFM remains perfect throughout, other
metrics show substantial improvements, particularly in other PIFs and performance,
where a minimal number of examples is sufficient to reach peak performance.

Table 4 Mean+Standard Deviation of LLM Performance Across Different Shot Configurations for
Information Availability and Reliability

Project  PIF CFM Task PIF Measure Other PIFs

0-shot 0.635 £ 0.317 1.000 £ 0.000 0.861 £ 0.223 0.732 £ 0.286 0.747 £ 0.276
1-shot 0.511 £+ 0.320 1.000 4 0.000 1.000 4 0.000 0.640 + 0.300 0.860 £ 0.224
3-shot 0.731 £ 0.288 1.000 £ 0.000 1.000 £ 0.000 0.630 £ 0.317 0.875 £ 0.216
5-shot 0.886 4+ 0.209 1.000 + 0.000 1.000 + 0.000 0.869 + 0.068 1.000 + 0.000
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In terms of task complexity in table 5, PIF decreases slightly from 0.742 + 0.161
(0-shot) to 0.584 £ 0.190 (3-shot) before rising to 0.720 £ 0.157 (5-shot), indicating
that task complexity has a more variable impact on performance compared to other
scenarios. CFM improves from 0.941 £ 0.091 (0-shot) to a perfect score of 1.000 across
all higher shot configurations, showing that the model adapts well to complex tasks
once enough examples are provided. Performance increases significantly from 0.794 4+
0.149 (0-shot) to 0.943 £0.079 (5-shot), highlighting the importance of increasing the
number of examples to handle more complex tasks effectively. PIF Measure shows
steady but moderate improvement across all configurations, reaching 0.677 + 0.163
(5-shot). Similarly, Other PIFs improve from 0.675 4+ 0.175 (0-shot) to 0.943 &+ 0.079
(5-shot), showing consistent improvements with more examples. The model’s ability to
handle task complexity improves as more examples are provided, with substantial gains
in performance and CFM stability across configurations. Despite initial variability in
PIF, the model becomes more adept at managing complex tasks with increasing shots,
suggesting that higher shot configurations provide a more robust understanding of
task complexity.

Table 5 Mean+Standard Deviation of LLM Performance Across Different Shot Configurations for
Task Complexity

Project PIF CFM Task PIF Measure Other PIFs

0-shot 0.742 £ 0.161 0.941 + 0.091 0.794 £+ 0.149 0.394 £ 0.195 0.675+£0.175
1-shot 0.665 £ 0.153 1.000 £ 0.000 0.891 £ 0.107 0.605 £ 0.163 0.890 £ 0.108
3-shot 0.584 £+ 0.190 1.000 £ 0.000 0.791 £ 0.162 0.735 £ 0.159 0.933 £ 0.094
5-shot 0.720 £ 0.157 1.000 £ 0.000 0.943 £ 0.079 0.677 £0.163 0.943 + 0.079

Across all three scenarios, the LLM’s performance generally improves as the num-
ber of shots increases. However, the nature of the improvements varies across different
tasks. In Scenario Familiarity, the model shows clear benefits in task-specific per-
formance, with stable CFM values. In Information Availability and Reliability, the
model quickly adapts with few examples, achieving peak performance by the 1-shot
configuration. In task complexity, more examples help the model navigate complex
tasks more effectively, with marked improvements across most metrics as shot config-
urations increase. These findings suggest that while more examples tend to improve
LLM performance, the exact benefits depend on the task and scenario type. The
model’s capacity for generalization becomes more apparent as the number of exam-
ples increases. The variability observed in some metrics at higher shot configurations
underscores the need for further fine-tuning and optimization to ensure consistent
performance across all domains.

4.4 Time Comparative Analysis: KRAIL vs. Manual

To demonstrate the efficiency and time-saving advantages of our algorithm, we com-
pared the time required for a PhD student to classify input tasks manually with the
time required by our KRAIL. The comparison covered three different tasks: scenario
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familiarity, information availability and reliability, and task complexity. The results
are presented in Figure 4.

The upper part of each subplot shows boxplots of the time consumed using manual
methods and the KRAIL system. Statistical significance (p-values) was calculated
using a t-test to assess the distribution of the data. The p-values for the three tasks
were 1.907e — 22, 5.947e — 7, and 1.051e — 17, respectively. These values are all below
the standard significance threshold of 0.05, indicating that the observed differences are
unlikely to have occurred by random chance [41]. Therefore, the results demonstrate
statistically significant differences, affirming the effectiveness and efficiency of KRAIL
in reducing task classification time.

Additionally, it can be observed from the figure 4 that, for different task types,
significant differences arise in human performance due to varying PIF attributes. How-
ever, for KRAIL, as the framework is automatically generated, the impact of task type
on time consumption is minimal, with the mean time remaining around 100 seconds
for all tasks. Relative to scenario familiarity, information availability and reliability
and task complexity are more complex, leading to longer processing times. These tasks
require more time compared to Scenario Familiarity, reflecting their higher complexity.

15



Scenario Familiarity

a8 p=1.807e-22 CRALL
500 4 _ . —— Manual
100 150 200 250 300 350
400 4 Time (51
£ 300
=
200
1004
Information Availability and Reliability
600 1 i p=5.947e-7 —— KRAIL
l — T Mol
500
100 150 200 250 300 350
Time (s)
A0 = = mm mmm i m o e e .
v 1 1
E 1 1
=300 1 '

200 1
100 {
i 2 3 4 5 6 7 8
Task Complexity
600 Yl p=1.051e-17 — KRAIL
- Ve
500 1 : 3
100 150 200 250 300 350 400

= mmmmmmmmmmmmmm oo Twme () _ _ . ,

Faa W I

v 1 1

E ! !

=309, N 1
2001

Fig. 4 Comparison of Time Spent Using Manual Methods vs. KRAIL Framework Across Different
Scenarios

4.5 Ablation Experiment

Next, we conducted an ablation experiment to validate the effectiveness of the multi-
agent framework described in Section ??. The results are presented in Figure 5.

Regarding scenario familiarity in Figure 5 (a), the introduction of multi-agent sys-
tems leads to a 42.86% improvement and a 57.14% deterioration in the PIF. In terms
of CFM, 57.14% of cases show improvement, while 42.86% exhibit worse performance.
Performance is evenly split, with 50% showing improvement and 50% showing dete-
rioration. Regarding the PIF measure, 100% of cases show improvement, with no
deterioration, while other PIFs exhibit a 50% improvement rate, with 50% showing
worse performance.
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In terms of information availability and reliability in Figure 5 (b), the addition of
multi-agent systems results in a 100% improvement and no deterioration for PIF. For
both CFM and task, no change in accuracy is observed, with performance remaining
consistent before and after the integration of multi-agent systems. For the PIF Mea-
sure, again, there is 100% improvement with no deterioration. Similarly, Other PIFs
show a 100% improvement rate, with no worsening observed.

For the task complexity PIF factor in Figure 5 (c), the introduction of multi-agent
systems results in 60% better performance and 40% worse. No change is observed
for CFM. For Task, 80% of cases show improvement with 20% showing deterioration,
though overall accuracy remains unchanged. The PIF Measure shows 80% better per-
formance and 20% worse. Lastly, Other PIFs again exhibit 100% better performance,
with no deterioration.

Overall, the differences across results are significant due to the varying references
for determining PIF types based on different options. For the scenario familiarity
condition, the multi-agent framework demonstrates a notable improvement in the PIF
measure but shows limited enhancement for other factors. In contrast, for information
availability and reliability, the designed multi-agent framework provides significant
improvements in PIF, PIF measure, and other PIFs. However, its impact on CFM and
performance is not evident. For task complexity, the multi-agent framework achieves
notable improvements in PIF measure and other PIFs, highlighting its effectiveness
in addressing the complexities associated with these dimensions.
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Fig. 5 Venn Diagram of Ablation Study: Impact of Removing Multi-Agent on Accuracy. The
intersection area represents the results that remained unchanged after removing the multi-agent com-
ponent. The proportions labeled BETTER and WORSE reflect the accuracy changes in different
elements after the removal of the multi-agent framework. Specifically, if, for a given case, the judg-
ment for PIF changed from ”Yes” to ”No” after removing the multi-agent component, that case was
classified as a bad case. The WORSE value in the figure represents the ratio of bad cases to the total
number of distinct elements that showed a change in accuracy. The higher the BETTER value, the
more effective our multi-agent framework is.
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4.6 Case Study

Lastly, to demonstrate the effectiveness of KRAIL. A case study is conducted. Specif-
ically, a pilot communication task is selected as the test case. The provided case
information is shown in Figure 6. The case information is then processed within the
KRAIL multi-agent framework for detailed analysis. Subsequently, the graph context
derived from IDHEAS-DATA is converted into natural language. This natural lan-
guage input is fed into the LLM, which outputs additional parameter information for
error rate output, as indicated by the green section in the figure. Finally, the graph
is integrated to produce the final error rate. Due to space limitations, the outputs
of task analysis, context analysis, cognitive activities analysis, and time constraints
within the multi-agent framework are provided in Appendix A.
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’ Case Information:

User The task is that pilots listen to and read back messages from air traffic controllers. The pilots hold
the information in their memory and read back at the end of the transmission.
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Fig. 6 Case Study Illustration of the KRAIL Framework. The yellow section in this figure represents
the case information, which is then processed within our multi-agent framework. This is followed by
integration with the graph context to produce the values of additional parameters. Finally, the error
rate is determined.

To further extend the applicability of the KRAIL method, a web-based interface
was developed using Gradio. This implementation provides an intuitive and user-
friendly platform for end-user interaction. The specific interface is shown in Figure 7.
Users can first input information in the ”Data Source” field, then select the solution
type for base HEPs. Next, by clicking the ”Generate” button, the backend triggers
part A: the multi-agent framework for task decomposition. Afterward, the user clicks
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the second ” Generate” button, initiating the algorithm for part B. This step generates
attribute values such as task (and error measure), CFMs, PIF, and others. Finally, the
expert can review and modify the generated attributes as needed. Once the adjust-
ments are made, the expert clicks the last ” Generate” button, which invokes the Neo4]j
knowledge graph in the backend to compute the error rate.

Model Information

Model Temperature 09 o

claude-3-5-sonnet -

Input

Data Source

object sub-object

© PIF Attributes and Base HEPs PIF Attributes and Weights © scenario Familiarity Information Availability and Reliability

Task Complexity

Part A: Multi-Agent Framework for Task Decomposition

Generate

1. Identify the tasks of which human error information is reported.

2. Analyz the context.

3. Characterize the tasks to identify cognitive activities involved in the tasks.

4. Time constraints when the tasks were performed.

Part B: Intergration Framework for Base HEP Caculation

Generate

Task (and error measure) Applicable CFMs Relevant PIF Attributes PIF Measure Other PIFs (and Uncertainty)

Please select the final result.

Generate

Please select an option from the list.

Task (and error measure) CFM PIF PIF Measure Other PIFs (and Uncertainty)

Error Rate

Fig. 7 KRAIL Framework Web Interface: User Interaction Dashboard.

20



5 Conclusion and Future Work

GPT-based models have been widely implemented for NLP tasks, which demonstrated
their extraordinary performance on dealing with language sequence. To address the
challenges associated with the heavy reliance on expert knowledge and the time-
consuming nature of base Human Error Probability (HEP) estimation, we propose
an innovative LLM-based two-stage framework, termed knowledge-driven reliability
analysis integrating IDHEAS and LLMs (KRAIL). We have prepared a dataset for
experimentation and evaluated the framework’s performance across various config-
urations. Additionally, its time efficiency relative to manual methods is compared.
To further validate the approach, we conducted ablation experiments to examine the
effectiveness of the two-stage framework. Finally, a case study was presented to demon-
strate the practical applicability and effectiveness of our method. The results show
that our KRAIL method limits the time required for base HEP estimation to under
150 seconds, while also achieving high accuracy. To further improve KRAIL’s accuracy
and applicability, future work will focus on expanding the knowledge base by incor-
porating additional data sources and refining the scenario labels. This expansion will
allow KRAIL to cover a broader range of operational contexts and error types, ensur-
ing that HEP estimates are more comprehensive and representative of diverse industry
needs. Additionally, future developments can aim to fine-tune model parameters and
training datasets to improve accuracy.
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Appendix A Detailed Outputs of the Case Study
in the Multi-Agent Phase

1. Task Overview

The task requires pilots to listen to air traffic controllers' instructions and accurately repeat them
after the information transmission is complete. This involves retaining the information in
memory and ensuring the accurate reproduction of critical details.

2. Task Classification

The task can be categorized into two types: communication tasks, which involve repeating the
controller's instructions, and memory tasks, which require short-term retention of the transmitted
information.

3. Task Objectives

The primary objectives are to ensure communication accuracy—conveying critical information
without omission or misunderstanding—and memory reliability, guaranteeing no information is
lost prior to repetition.

4. Common Errors and Their Impacts

Two common error types have been identified: communication errors, where key information is
incorrectly repeated or omitted, and memory errors, where pilots fail to recall all critical details.
Both errors can compromise flight safety by leading to incorrect operational directives or
incomplete actions.

5. Task Complexity

The task is classified as moderately complex, with its difficulty primarily influenced by the
volume of critical information and the method of transmission (listening, memorizing, and
repeating). As the complexity of the information increases, the task becomes more challenging.

Fig. A1 Task Analysis Outputs from the Multi-Agent Process in the Case Study.
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1. Task Background

The task is performed in real operational settings rather than in simulated environments. It occurs
within a static context, meaning no dynamic changes are involved. However, the complexity and
amount of information may vary. There is no time constraint for the task, allowing pilots
sufficient time to repeat the information accurately.

2. Conditions Support Required for Task Execution

The task requires minimal equipment, relying solely on wireless communication devices. No
additional instruments are mentioned. There are no explicit procedures or guidelines, as the
repetition of instructions depends primarily on the pilot's experience. The task is carried out
individually, without the need for team collaboration or external verification.

3. Task Trigger Conditions

The task is typically triggered by communication requests from air traffic controllers, forming
part of routine flight operations. Its execution is influenced by the complexity of the
communication instructions and the method of information transmission.

4. Error Measurement Data

The error rate is not explicitly reported, but errors in repetition may occur under varying levels of
information complexity. While the severity of errors is not quantified, such mistakes could affect
the accuracy of transmitted flight instructions and pose potential risks to operational safety.

Fig. A2 Context Analysis Outputs from the Multi-Agent Process in the Case Study.

1. Perceptual Ability

The ability to listen and identify key information is required. Logical relationships and the intent
behind the information must be understood.

2. Memory Capacity

The capacity to retain multiple instructions in short-term memory is essential. Information must
be reproduced without omissions or distortions.

3. Communication Skills

The ability to accurately repeat information is critical. The completeness and accuracy of key
details must be maintained.

4. Cognitive Load

Cognitive load may increase when information complexity is high. This is particularly evident
under multitasking conditions.

Fig. A3 Cognitive Activities Analysis Outputs from the Multi-Agent Process in the Case Study.

Time Constraints: There is no time constraint, allowing pilots sufficient time to complete the
repetition task. The time factor does not directly affect the error rate.

Potential Impact: Although time is ample, high information complexity may indirectly increase
task difficulty.

Fig. A4 Time Constraints Analysis Outputs from the Multi-Agent Process in the Case Study.
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