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GeFL: Model-Agnostic Federated Learning with
Generative Models

Honggu Kang, Seohyeon Cha, Joonhyuk Kang

Abstract—Federated learning (FL) is a promising paradigm
in distributed learning while preserving the privacy of users.
However, the increasing size of recent models makes it unaf-
fordable for a few users to encompass the model. It leads the
users to adopt heterogeneous models based on their diverse
computing capabilities and network bandwidth. Correspondingly,
FL with heterogeneous models should be addressed, given that
FL typically involves training a single global model. In this paper,
we propose Generative Model-Aided Federated Learning (GEFL),
incorporating a generative model that aggregates global knowl-
edge across users of heterogeneous models. Our experiments on
various classification tasks demonstrate notable performance im-
provements of GEFL compared to baselines, as well as limitations
in terms of privacy and scalability. To tackle these concerns,
we introduce a novel framework, GEFL-F. It trains target
networks aided by feature-generative models. We empirically
demonstrate the consistent performance gains of GEFL-F, while
demonstrating better privacy preservation and robustness to a
large number of clients. Codes are available at [1].

Index Terms—Federated learning, model heterogeneity, gener-
ative model, data augmentation.

I. INTRODUCTION

DEEP learning has demonstrated remarkable success
across various domains, due to the availability of abun-

dant training data. However, with the proliferation of edge
devices like mobile and Internet-of-Things (IoT) devices,
which generate substantial amounts of decentralized data, there
arises a challenge in effectively aggregating distributed infor-
mation and collaboratively training neural networks. Federated
learning (FL) is a promising solution, facilitating collaborative
model training by leveraging data from multiple clients while
preserving privacy without sharing client’s raw data. In FL,
the server collects knowledge (e.g., model weights) from
clients and subsequently aggregates it to make clients share
the global knowledge [2]. Many recent studies have explored
such potential of FL in many practical applications [3], [4].

Simultaneously, the increasing growth rate of model size
[5]–[7] and the growing heterogeneity of edge devices [8]
pose additional challenges in FL. Edge devices exhibit di-
verse capabilities, encompassing factors such as computing
power, memory, and communication environment. Given the

Manuscript received XXX, XX, 2024; revised XXX, XX, 2024; accepted
XXX, XX, 2024. Recommended for acceptance by Dr. X. (Honggu Kang and
Seohyeon Cha contributed equally to this work.)

H. Kang is with Samsung Electronics, Suwon 16677, South Korea. (e-mail:
honggu.kang@samsung.com).

S. Cha is with the University of Texas at Austin, TX 78712, USA (e-mail:
seohyeon.cha@utexas.edu)

J. Kang is with the School of Electrical Engineering, Korea Advanced
Institute of Science and Technology (KAIST), Daejeon 305-701, South Korea.
(e-mail: jhkang@ee.kaist.ac.kr).

limitations of edge devices to accommodate large models
beyond their capabilities, the necessity arises for these devices
to adopt personalized and optimized heterogeneous model
architectures.

However, many FL algorithms aim to train a single global
model [2], [9], creating a challenge for devices with person-
alized model architectures when collaboratively training their
models with others having different architectures. Hence, there
needs a solution to aggregate knowledge from edge devices,
even when clients have heterogeneous models. While there
have been studies on training multiple models in FL [3], [10],
[11], previous approaches typically involve scaling down a
global model into smaller submodels. Consequently, a client
with a model that is not a subset of the global model cannot
be trained within the same FL framework. Different lines of
work have proposed the incorporation of additional public data
through assembly to address model heterogeneity [12]–[15].
However, these approaches necessitate access to a well-curated
public dataset in either clients or the server.

In this paper, we introduce Generative model-aided Feder-
ated Learning (GEFL), a framework that addresses the chal-
lenge of training multiple models with diverse architectures
tailored to the heterogeneous requirements of individual clients
(e.g., memory, computing, and bandwidth dynamics). GEFL
incorporates a federated generative model1 trained in a feder-
ated manner on clients’ local data. This generative model aug-
ments local training data by generating synthetic samples for
the training of heterogeneous models [16]. However, training
a generative model in a distributed manner poses challenges,
especially when dealing with a large number of clients, leading
to issues such as mode collapse, blurry, and low-quality
generated images [17]–[19]. Moreover, the trained generative
model may conflict with the privacy-preserving benefits of FL.
Therefore, we propose GEFL-F, which employs generative
models that produce features, which are the output of a
common feature extractor within heterogeneous models. Our
proposed algorithm effectively aggregates global knowledge
from feature-generative models under model-heterogeneity,
while mitigating related to generative model training and
privacy concerns.

The main contributions of this paper are summarized as
follows:

• We propose GEFL, an algorithm for FL with clients of
heterogeneous model architectures employing generative
models.

1Employing a federated generative model improves the performance, though
training a generative model could burden the clients.
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TABLE I: Summarization of main notations

Symbol Definition

C Client set in each round

TKA
Number of FL communication rounds for

training generative model

TTN
Number of FL communication rounds for

training target networks

TFE
Number of FL communication rounds for

training feature extractor
Tg Number of local epochs for training generative model

Ts
Number of local epochs for training target networks

by synthetic samples

Tr
Number of local epochs for training target networks

by real samples

Tw
Number of local epochs for warming up

common feature extractor
wg Global weights of generative model
wk Local weights of generative model of client k
x, y Data sample from a dataset

xfeat, y Feature sample from a feature geneative model
B Batch size
Dk Local dataset of client k
M Number of heterogeneous models

θg,m Global weights of m-th target model
θk,m Local weights of m-th target model of client k
θf
g Global weights of common feature extractor

θh
g,m Global weights of header of m-th target model
F (·) Feature extractor model
G(·) Federated generative model
JG(·) Loss function for training generative model
J(·) Loss function for training target networks
α Learning rate for training target networks
β Learning rate for training a generative model

• We study the effectiveness of federated generative models
in terms of downstream performance, privacy, and scala-
bility.

• We propose GEFL-F, an improved version of GEFL, em-
ploying feature-generative models to address privacy and
scalability, while maintaining performance gains from
generative models.

The remainder of this paper is organized as follows. Section
II briefly reviews related works and we present our proposed
method, GEFL in III. Then, we introduce GEFL-F in Section
IV. Section V presents the insights obtained in experimental
results and SectionVI concludes the paper. Detailed experi-
mental settings are presented in [1].

II. RELATED WORKS

A. Federated learning

FL trains models while data is distributed across multiple
clients. Most approaches involve training a single global model
[2], [9], [20] and the foundational algorithm, FedAvg [2]
gathers global knowledge at the server by aggregating the
model parameters from clients and averaging them. Another
line of work integrates knowledge distillation (KD) [21] into
FL to transfer knowledge from client models to the server
model [12], [22]–[24]. For example, FedKD [23] shares a

small student model while keeping a local teacher model
at each client to reduce communication costs. FedDKD [24]
addresses data heterogeneity across clients by averaging the
knowledge of clients by KD. However, none of these works
specifically aim to address model heterogeneity.

B. Model heterogeneous FL

To address model heterogeneity in FL, several approaches
have proposed scaling a global model into submodels in
widthwise [10], [25], in depthwise [11], and both widthwise
and depthwise [3]. However, these methods scale the model
into a subset of the global model, requiring all clients to
share the same model architecture. Our proposed method
allows for the training of heterogeneous models with different
architectures across clients.

Another approach tackles model heterogeneous FL by lever-
aging the concept of ensembling various models. AvgKD [4]
requires a client to receive all other models from other clients
and compute an averaged logit of all logits from local samples
of these models. However, this can be computationally infea-
sible with a large number of clients and less effective when
models across clients have significant architectural differences.
In addition to the above techniques, some studies introduce
architectural conditions such as training a common extractor
[26] or sharing additional model [27].

Recent studies have proposed to incorporate additional
public data to enhance ensembling methods for addressing
model heterogeneity [12]–[15]. For instance, FedDF [12]
conducts ensemble distillation between the client and global
models, utilizing synthetic data from a pre-trained generator
or unlabeled public data. FCCL [13] incorporates unlabeled
datasets by introducing a loss term defined on logits of
unlabeled public data and the averaged logit across clients.
FedMD [14] leverages labeled public data for transfer learning
through knowledge distillation. pFedHR [28] has the flexibility
to leverage either labeled or unlabeled public data. However,
these algorithms often require access to a well-curated public
dataset in either clients or the server, which does not exist
in practical for real-world training. Instead, our framework
employs existing local data in each client.

C. Generative models in FL

Several works have delved into FL by incorporating gen-
erative models, such as VAE [29] and GAN [30]. FedGAN
[31] investigates the federated training of GANs, while other
studies involve training a generator supervised by a well-
trained model to address statistical heterogeneity when training
a single model [32], [33]. In previous studies, generative mod-
els could not be effectively trained when client models were
heterogeneous, limiting their applicability. In contrast, our ap-
proach enables generative models to be trained collaboratively,
even in the presence of heterogeneous client models. Fur-
thermore, existing methods often fail to significantly enhance
generalization, as the generator tends to produce samples that
only reinforce the existing capabilities of well-trained models.
While FedCG [34] adopts a similar technique by employing a
conditional GAN to generate intermediate features, it does not
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Generative knowledge aggregation

Client 𝑖

Client 𝑗
⋮

Client 𝑖
Real𝒟𝑖

Federated
generator

𝐰𝑔

𝐰𝑔

Client 𝑗
Real𝒟𝑗

Model-heterogeneous FL

𝜃𝑖,𝑚=1

𝜃𝑖,𝑚=2

Fig. 1: Illustration of GEFL. We propose a model-agnostic
FL framework under model-heterogeneity, GEFL, consisting
of (i) generative knowledge aggregation which trains a genera-
tive model in a federated manner, and (ii) heterogeneous target
network training augmented by trained generative models.

explicitly tackle model heterogeneity as our approach does.
Additionally, FedCG relies on sharing a classifier between
clients and the server, whereas our method, GEFL-F, uniquely
shares only the feature extractor, addressing both model and
statistical heterogeneity.

III. GENERATIVE MODEL-AIDED MODEL
HETEROGENEOUS FL

A. Framework

To address the model heterogeneity in FL, GEFL incor-
porates a conditional generative model trained in a federated
manner using local clients’ data, as illustrated in Figure 1.
GEFL consists of two main processes: (i) federated generative
model (FedGen) training for global knowledge aggregation
and (ii) target network training augmented by generative
models (see Algorithm 1 for details).

In the generative knowledge aggregation stage, generative
models are trained to capture the representation of real sam-
ples. Each client k ∈ C trains a generative model G with
parameters wk using its local data. The server then aggregates
the generative model parameters as wg ← 1

|C|
∑

k∈C wk and
sends them back to each client for the next round.

The trained generative model effectively gathers global
knowledge from every client, enabling the training of target
networks despite the different model architectures among
clients. Specifically, we assume that each client has a model
architecture with an index m ∈ {1, · · · ,M} for their target
network, where there exist M candidate heterogeneous archi-
tectures (e.g., different CNNs or the combination of ResNet
[35], EfficientNet [36], and MobileNet [37]).

Then, during target network training and refinement, target
networks are updated by forwarding synthetic samples and real
samples separately. In each round of target network training,
each client k trains its target network Tθk,m

using samples
generated by FedGen G(·|yi,wg) conditioned on random label
yi ∼ p(y), treating them as augmented training samples for
multiple local epochs as

min
θk,m

Ezi,yi∼N (0,I),p(y)[CE(ρ(Tθk,m
(G(zi|yi,wg))), yi) ],

Algorithm 1 GeFL framework enabling model heterogeneous
FL using federated generative models.

(i) generative knowledge aggregation
for each round t = 1, 2, . . . , TKA do

GeFL server broadcasts wg to clients.
for all client k ∈ C in parallel do

Initialize local parameters wk ← wg

for t = 1, ..., Tg do
{(xi, yi)}Bi=1 ∼ Dk

wk ← wk − β∇wk
JG(wk)

Client k sends wk to the server
wg ← Agg({wk}k∈C) ▷ Algorithm 2 (Aggregate)

(ii) target network training
for each round t = 1, 2, . . . , TTN do

GeFL server multicasts {θg,m}Mm=1 to clients.
for all client k ∈ C in parallel do

Initialize local parameters θk,m ← θg,m
for t = 1, ..., Ts do
{(xi, yi)}Bi=1 ∼ G(zi|yi,wg)
θk,m ← θk,m − α∇θk,m

J(θk,m)

for t = 1, ..., Tr do
{(xi, yi)}Bi=1 ∼ Dk

θk,m ← θk,m − α∇θk,m
J(θk,m)

θg,m ← Agg({θk,mk
}k∈C,mk=m),∀m ∈ {1, . . . ,M}

Algorithm 2 Aggregate
Input: set of model parameters {θk}k∈Cagg with the same
architecture
θg ← 1

|Cagg|
∑

k∈Cagg
θk

Return θg

where ρ is the softmax function and CE is the cross-entropy
function. After training target networks on generated samples
from G, the target networks are trained on real data samples
subsequently. In our algorithm, trained FedGens offer diverse
training synthetic samples, contributing to overcoming model
heterogeneity in FL. The learning rates are α for the generative
model G and β for the target networks.

B. Evaluation of GeFL

a) Experimental settings: We assessed the performance
of GEFL on three public datasets: MNIST [38], Fashion-
MNIST [39] (FMNIST in short over the paper), and CIFAR10
[40]. For MNIST and FMNIST with 1-channel images, our
heterogeneous target networks comprise ten different convo-
lutional neural networks (CNNs). For evaluating datasets of 3-
channel images, we employ different set of CNNs with CNNs
employed for 1-channel images2. The model architectures
of ten networks are detailed in Appendix [1]. The number
of clients is 10 (|C| = 10) unless otherwise noted. The
other hyperparameters used in training target networks and

2We also conducted experiments with different set of model architectures
(eight EfficientNet [36] backbones and two with ResNet [35] backbones) and
the results showed the similar tendency.
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generative models are presented in Appendix (Table IX and
Table X) [1]. Our baseline methods consist of 5 relevant FL
approaches: two from homogeneous FL, FedAvg [2], FedProx
[9], and three from heterogeneous FL, AvgKD [4], FedDF [12]
and LG-FedAvg [26].

b) Comparison to FL baselines: The performance of
GEFL under model heterogeneity with different types of
generative models is detailed in Table II. We use the prefix
Fed to indicate the type of generative model trained in a
federated manner and employed for augmenting target network
training. The performance was evaluated based on the mean
classification accuracy (%) across 10 heterogeneous target
networks throughout the paper.

GEFL with all types of generative models outperformed
other baselines in scenarios where all clients’ models have
different architectures. While AvgKD3 allows flexibility in
client model architectures, it resulted in lower accuracy than
FedAvg on FMNIST and CIFAR10, attributed to its use
of averaged logits from clients’ models as pseudo-labels,
even when some of the models were not adequately trained.
The training process of FedDF involved aggregating logits
on a public dataset obtained from trained target networks.
However, the performance of FedDF was notably sensitive
to the choice of public dataset. We used the public dataset
SVHN for MNIST, CIFAR10 for FMNIST, and CIFAR100
for the CIFAR10 dataset. When the training data and the
chosen public dataset exhibit considerable dissimilarities in
distribution (e.g., FMNIST and CIFAR10), FedDF failed to
achieve comparable performance. Furthermore, although LG-
FedAvg exhibits improvements over FedAvg, it requires a
common feature extractor and is not applicable to completely
heterogeneous settings. In contrast, GEFL consistently showed
improvements, benefiting from global knowledge obtained
from federated generative models.

c) Different generative models: Generative models learn
to capture the representation of training data, aiming to gen-
erate samples that adhere to the training data distribution.
The essential attributes expected from generative models in-
clude high-quality sampling, high sample diversity, and fast
(computationally inexpensive) sampling. Notable generative
models we use have different strengths and weaknesses as
follows. Generative Adversarial Networks (GANs) [17], [41]
provide high-quality and fast sampling but are prone to mode
collapse. Variational Autoencoders (VAEs) [18], [42] offer
fast and diverse sampling, albeit with lower sample quality.
Denoising diffusion probabilistic models (DDPMs) [19], [43]
deliver diverse and high-quality sampling at the cost of being
computationally expensive. Note that w denotes the guidance
score for diffusion models [44].

Referring to Table III, the performance gain (over FedAvg)
of GEFL varies across generative models, with no clear cor-
relation between Fréchet Inception Distance (FID) score [45]

3We present the highest performance of AvgKD within a few initial rounds
(approximately 30 rounds), as the accuracy rapidly decreases thereafter due
the significant heterogeneity in our setting.

4To evaluate the performance, we conducted training of both FedGens and
target networks using varying proportions of the complete dataset (detailed in
Table IX). The observed performance improvements differs by the amount of
data utilized in the training process.

Method MNIST FMNIST CIFAR10

FedAvg [2] 92.62 80.58 55.65
FedProx [9] 92.57 80.50 55.10
AvgKD [4] 92.81 77.12 26.36
FedDF [12] 91.39 58.81 57.17
LG-FedAvg [26] 92.71 80.61 54.49

GEFL (FedDCGAN) 95.32 83.11 58.45
GEFL (FedCVAE) 94.46 82.33 55.80
GEFL (FedDDPMw=0) 96.44 82.43 59.36
GEFL (FedDDPMw=2) 95.17 81.51 58.47

TABLE II: Mean classification accuracy4(%) evaluation of
GEFL on the MNIST, FMNIST, and CIFAR10 dataset

Dataset Model FID↓ IS↑ Perf. gain↑ MND↓

MNIST

FedDCGAN 7.83 1.56 2.7 1.035
FedCVAE 41.41 1.55 1.84 0.714
FedDDPMw=0 77.71 1.77 3.82 0.640
FedDDPMw=2 73.40 1.60 2.55 0.753

FMNIST

FedDCGAN 31.55 2.13 2.53 0.994
FedCVAE 79.87 1.86 1.75 0.553
FedDDPMw=0 138.41 2.41 1.85 0.119
FedDDPMw=2 82.00 2.18 0.93 0.135

CIFAR10

FedDCGAN 23.44 4.13 2.8 0.979
FedCVAE 125.60 2.92 0.15 0.502
FedDDPMw=0 66.99 3.79 3.71 0.842
FedDDPMw=2 53.38 3.25 2.82 0.808

TABLE III: Evaluation of federated generative models where
neither FID nor IS exhibits a clear connection to the per-
formance of GEFL. MND here represents the mean nearest
neighbor distance ratio, with the value indicating severe mem-
orization if they are larger than 1 on average, as explained in
Section III-C.

Method FedAvg GEFL (FedDCGAN)

None 55.65±0.68 58.45±0.49

MixUp [47] 60.07±1.13 62.67±0.24

CutMix [48] 58.95±0.61 61.66±0.41

AugMix [49] 53.96±0.37 56.47±0.25

AutoAugment [50] 56.99±0.43 59.97±0.38

TABLE IV: Mean classification accuracy (%) of GEFL com-
bined with data augmentation on the CIFAR10 dataset

and Inception Score (IS). This aligns with recent findings sug-
gesting that FID and IS metrics do not reliably predict down-
stream performance [46]. The rationale is that while generated
samples introducing diversity to the local real data can enhance
performance, excessively degraded samples, which deviate
significantly from the real data distribution, can negatively
impact the results. This highlights the importance of evaluating
GEFL holistically, rather than focusing solely on generative
model performance. In general, GANs and diffusion models
demonstrate strong GEFL performance. However, GANs tend
to be sensitive to hyperparameter selection, whereas diffusion
models incur significantly higher computational costs during
sample generation.

d) Comparison to data augmentation: We conducted a
performance comparison of GEFL to existing data augmenta-
tion (DA) methods. DA is a widely used technique to enhance
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the generalization performance, particularly in scenarios with
limited training data [47]–[50]. Note that DA and GEFL are
orthogonal, meaning they can be combined to achieve even
greater performance gains.

To show the effectiveness of GEFL in such scenarios, we
provide comparison to MixUp [47], CutMix [48], AugMix
[49], and AutoAugment [50] in Table IV. Here, we used GEFL
with FedDCGAN which shows improved accuracy with rea-
sonable computational complexity. Notably, GEFL combined
with DA yielded further performance improvements. While
DA augments local samples independently at each client, given
the inability to share raw data with other clients, GEFL utilizes
a generative model with global knowledge across all clients
to generate synthetic samples, utilizing more diverse samples
than local samples. Throughout the paper except Table IV,
to provide a focused evaluation of GEFL, we assessed its
performance without incorporating DA.

C. Discussions and limitations

a) Privacy concerns: While generative models present
a promising solution to address model heterogeneity, sharing
them between clients and the server introduces significant pri-
vacy concerns. Note that, although not sharing target networks
alleviates model inversion attacks [51], [52], privacy issues
persist due to the sharing of a generative model trained on
the global data distribution of all clients. This is particularly
concerning with the recent emergence of privacy threats, called
memorization [53]–[56], where the generative model creates
images that resemble training samples.

In this work, the memorization of federated generative
models is assessed by the averaged mean nearest neighbor
distance (MND) ratio, as indicated in Table III. The MND
ratio is defined as

E [ρi] ,where ρi =
minx∈V d(xi,x)

minx∈S d(xi,x)

indicates the ratio between the minimum distance from a
training sample xi to the nearest synthetic sample set and the
minimum distance from the training sample to the the nearest
validation sample set [53]. S represents the set of synthetic
samples from a generative model, V denotes the validation
set with same cardinality (|S| = |V| = 600). Here, we used
the perceptual metric, LPIPS (learned perceptual image patch
similarity) [57] to measure the distance d(·, ·), that is the
similarity between samples5 and were averaged over 1000 xi

samples. Note that if ρi is larger than 1, it indicates that the
real training sample xi is more similar to generated samples
than the real validation samples and vice versa for ρi is less
than 1.

b) Scalability across the number of clients: FL often
struggles with distributed data, as an increase in distributed
data causes greater divergence in gradients. GEFL also shows
the vulnerabilities to the distributed data. Figure 4 demon-
strates that as the number of clients increases, both perfor-
mance and the gain of GEFL compared to baseline decreases.

5LPIPS captures image similarity as human perception, in contrast to
traditional metrics like Euclidean distance.

(a) 10 clients (b) 50 clients (c) 100 clients

Fig. 2: Generated images from FedCVAE (top two rows) and
FedDCGAN (bottom two rows) which are trained across the
different number of clients6

It is due to the reduced quality of generated samples from
federated generative models as Figure 2. As the same amount
of real datasets is distributed to more clients, the quality
of images diminishes. This is attributed to the increased
difficulty in achieving convergence during training a federated
generative model over a larger number of clients [58].

Table V provides a detailed comparison of the param-
eter sizes and computational costs associated with various
generative models in GEFL, with the goal of understanding
their efficiency and resource demands. The total parameters
include all the components of each model that are essential
for the operation of the models, such as the generator and
discriminator in FedDCGAN and the encoder and decoder in
FedCVAE. It is also important to note that the number of
parameters directly impacts the communication cost, as par-
ticipating clients must transmit these parameters to the server.
On the other hand, the generator parameters refer specifically
to the components directly involved in the image generation
process—for example, the generator in FedDCGAN or the
decoder in FedCVAE. This distinction provides a more precise
understanding of the resources allocated specifically to the
generation process.

The computational costs are divided into two categories:
training cost and sampling cost. The training cost, measured
in multiply-accumulate operations (MACs), reflects the com-
putational expense of training all components of the generative
model per epoch. The sampling cost, also measured in MACs,
is limited to the resources required for generating images.
It is worth noting that the sampling cost for FedDDPM is
significantly higher compared to the other models. This is
because FedDDPM employs a diffusion process that generates
images through a series of time steps, resulting in a sampling
cost proportional to the number of these steps. Consequently,
the sampling cost for FedDDPM is calculated as the training
cost multiplied by the total number of time steps.

These analyses underscore the importance of evaluating
model gain, privacy considerations, computational cost, and
communication cost when selecting an appropriate generative
model for GEFL.

6Throughout the paper regarding experiments on the number of clients,
note that the same amount of dataset is distributed over the varying number
of clients. For example, each client has 60 samples for the client number 100,
while each client has 600 samples for the client number 10.
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① Warming-up common FE ② Generative knowledge aggregation ③ Target network training
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Fig. 3: Illustration of GEFL-F algorithm. Each target network is decoupled into a common feature extractor and a
heterogeneous header. There are three main stages in GEFL-F including (i) warming-up phase for training a common feature
extractor, and (ii) generative knowledge aggregation which trains feature-generative models using warmed-up feature extractor,
and (iii) target network training, especially the heterogeneous headers, using real samples and generated features.

FedDCGAN FedCVAE FedDDPM

# Total Params. 5.72M 22.35M 7.569M
# Generator Params. 3.077M 11.17M 7.569M

Training Cost (MACs) 347.74M 169.41M 2.21G
Sampling Cost (MACs) 277.74M 135.29M 220.87G

TABLE V: Cost comparison of generative models in GEFL

IV. FEATURE GENERATIVE MODEL-AIDED FL
In this section, we introduce GEFL-F, a novel frame-

work designed to address the challenges posed in GEFL,
including privacy preservation, scalability, and communication
efficiency. This leverages feature-generative models to tackle
these issues effectively. We use the suffix -F to indicate the
feature-generative models (e.g., FedDCGAN-F, FedCVAE-F).

Our primary motivation is to design a lightweight federated
generative model that preserves privacy on training data of
individual clients while simultaneously aggregating global
knowledge to benefit the training of heterogeneous networks.
To achieve this, we incorporate feature-generative models
that are trained on features, which represent the output of a
common feature extractor comprising a few layers of the target
network. Given the lower resolution of features compared to
the original images, sharing feature-generative models offers
a potential to mitigate privacy concerns [51], [59], [60], and
further reduces the required size of generative models to learn
a global knowledge [61]. As information passes through the
successive layers of a convolutional layers, the focus shifts
from fine-grained pixel-level details to more abstract, high-
level features. This process results in a trade-off: while high-
level semantic content is preserved and enhanced, detailed
pixel information is progressively discarded or generalized
[51], [62]. These findings motivate the inherent design of
feature extract to prioritize semantic understanding, which is
advantageous for preserving privacy.

A. Framework

An overview of GEFL-F is provided in Figure 3. Each client
has its target network from M candidate models, each consist-

Algorithm 3 GEFL-F framework enabling model heteroge-
neous FL using federated feature-generative models.

(i) warming-up common feature extractor
for each round t = 1, 2, . . . , TFE do

The server multicasts {θf
g ,θ

h
g,m}Mm=1 to clients.

for each client k ∈ C in parallel do
Initialize local parameters θk,m ← θg,m

for each local epoch t = 1, ..., Tw do
{(xi, yi)}Bi=1 ∼ Dk

θk,m ← θk,m − α∇θk,mJ(θk,m)

θf
g ← Agg({θf

k}k∈C) ▷ Algorithm 2
θh
g,m←Agg({θh

k,mk
}k∈C,mk=m), ∀m ∈{1, ...,M}

(ii) generative knowledge aggregation
for each round t = 1, 2, . . . , TKA do

The server broadcasts wg to clients.
for each client k ∈ C in parallel do

Initialize local parameters wk ← wg

for each local epoch t = 1, ..., Tg do
{(xi, yi)}Bi=1 ∼ Dk

{xi}Bi=1 ← {F (xi)}Bi=1

wk ← wk − β∇wkJG(wk)

wg ← Agg({wk}k∈C)

(iii) target network training
for each round t = 1, 2, . . . , TTN do

The server multicasts {θh
g,m}Mm=1 to clients.

for each client k ∈ C in parallel do
Initialize local parameters θh

k,m ← θh
g,m

for each local epoch t = 1, ..., Ts do
{(xfeat

i , yi)}Bi=1 ∼G(zi|yi,wg) ▷ synthetic feature
where zi ∼ N (0, I), yi ∼ p(y)

θh
k,m ← θh

k,m − α∇θh
k,m

J(θk,m)

for each local epoch t = 1, ..., Tr do
{(xreal

i , yi)}Bi=1 ∼ Dk ▷ real sample
θh
k,m ← θh

k,m − α∇θh
k,m

J(θk,m)

θh
g,m←Agg({θh

k,mk
}k∈C,mk=m),∀m ∈ {1, ...,M}

ing of a common feature extractor and a unique heterogeneous
header. The parameters are denoted as θm = {θf ,θh

m}, where
θf and θh

m are the parameters of common feature extractor
and heterogeneous header of m-th candidate target network,
respectively.
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Fig. 4: Scalability in client numbers of GEFL and GEFL-F. GEFL-F exhibits less performance degradation in a large number
of clients compared to GEFL.

Several FL studies have explored the use of common feature
extractors [26], [32], [34], [63], [64]. They facilitate learning
of global knowledge while sharing only a limited number of
parameters. Our framework aligns with these practices and
extends them by incorporating the use of feature-generative
models. The feature-generative models learn from the fea-
ture representations (extracted by shared feature extractors),
thereby capturing the collective knowledge distributed across
all participating clients.

Specifically in Algorithm 3, GEFL-F is structured into four
main stages: (i) warming-up phase for training the common
feature extractor F , (ii) generative knowledge aggregation by
training feature-generative model GF using the warmed-up F ,
(iii) target network training on synthetic features with global
knowledge from GF , and (iv) target network refinement using
real data. Here, J represents the cross entropy loss function,
and JG corresponds to the loss function associated with the
respective generative models. The learning rates are α for the
generative model G and β for the target networks.

During the warming-up phase, common feature extractors
are aggregated across all clients, while heterogeneous headers
are aggregated only across the clients with the same architec-
ture. In the generative knowledge aggregation stage, feature-
generative models are trained to capture the representation
of intermediate features obtained by forwarding real samples
through the trained common feature extractor. Then, during
target network training and refinement, headers of target
networks are updated by forwarding synthetic features and real

(a) Real samples

(b) FedDCGAN-F (c) FedCVAE-F

(d) FedDDPM-F (w = 0) (e) FedDDPM-F (w = 2)

Fig. 5: Reconstructed samples generated by feature-
generative models by model-inversion

samples separately.

B. Evaluation

a) Experimental settings: Our evaluation of GEFL-F
was conducted on MNIST [38], FMNIST [39], SVHN [65]
and CIFAR10 [66] datasets. We employed 10 different CNNs
as our target networks, each consisting of a common feature
extractor and heterogeneous header. The feature extractor is
designed with a single convolutional layer followed by batch
normalization and pooling layers, while the headers are 10
distinct CNNs except the feature extractor component. This
results in features with a lower dimensionality. Consequently,
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Fig. 6: Comparison of privacy, communication and computational costs in GEFL and GEFL-F. Lower values indicate
better conditions for each component. Exact values are provided in Table III, Table V, and Table VI.
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Fig. 7: Mean classification accuracy of GEFL-F depending on the homogeneity of model architectures on MNIST dataset.
GEFL-F shows the same trend across the homogeneity regardless of the number of clients.

the reduced size of features leads to a reduction in the size of
feature-generative models.

The communication rounds for warming up the feature
extractor (TFE) are set to 20 for MNIST and FMNIST, and 50
for SVHN and CIFAR10 to address their increased complexity.
The feature-generative model is trained for TKA = 100 rounds
across MNIST, FMNIST, and SVHN and 200 for CIFAR10.
Target networks are trained for TTN = 50 rounds for MNIST,
FMNIST, and SVHN, while TTN = 100 rounds are used for
CIFAR10. Additional experimental details are provided in the
Appendix [1].

b) Performance, scalability, and privacy: Figure 4 il-
lustrates the scalability performance of GEFL and GEFL-F.
GEFL-F exhibits enhanced robustness compared to GEFL,
effectively alleviating the performance degradation typically
associated with larger client numbers. Among the generative
models, GEFL-F with FedCVAE demonstrates superior ef-
fectiveness, particularly due to the reduced impact of image
blurriness—an inherent limitation of VAE—when generating
small-resolution features. However, for the CIFAR10 dataset,
GEFL-F does not perform as effectively as it does for other
datasets. This can be attributed to the lower performance of
the feature extractor and target networks on CIFAR10. The
degraded feature outputs from the feature extractor result in
feature-generative models aggregating less effective global
knowledge, which ultimately hinders the training of target
networks. These observations highlight the critical role of
both feature extractor quality and dataset characteristics in
determining the efficacy of GEFL-F.

Furthermore, GEFL-F alleviates the privacy problem by
sharing only the feature extractor and feature-generative model
with the server. We measured MND in our framework, GEFL
and GEFL-F, in terms of memorization to address the privacy.

FedDCGAN-F FedCVAE-F FedDDPM-F

# Total Params. 5.191M 5.543M 4.428M
# Generator Params 2.554M 2.754M 4.428M

Training Cost (MACs) 159.98M 31.88M 503.16M
Sampling Cost (MACs) 142.25M 25.428M 20.124G

MND ratio 0.101 0.108 0.118 (w = 0)
0.120 (w = 2)

TABLE VI: Comparison of generative models in GEFL-F

While privacy leakage is solely due to the memorization of
shared generative models in GEFL, where the target networks
are not shared, in GEFL-F, a common feature extractor and
feature-generative model are shared between the server and
clients in the FL pipeline. A promising way that attacker
can take using trained feature extractor and feature-generative
model is to generate synthetic features from generative model
and apply model inversion using feature extractor.

We evaluated the vulnerability of GEFL-F in such scenario
given a white-box feature extractor. We reconstructed the
images from generated features by model inversion [51], [60].
The reconstructed images on MNIST are presented in Figure 5.
Subsequently, we compare the original real images with the
reconstructed ones by measuring the MND ratio, as we did in
GEFL. Referring to MND ratio in Table VI and Table III, it
is observed that incorporating feature-generative models miti-
gates privacy preservation compared to GEFL, even though
it shares a common feature extractor7. Figure 6 illustrates
that incorporating feature-generative models in GEFL-F led
to reduced memorization (i.e., improved privacy preservation)

7While exploring novel privacy attack methods [67] and corresponding
defense methods strategies, such as those involving differential privacy [68],
[69] could be considered to further improve the privacy, it falls outside the
scope of our current paper.
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Fig. 8: Privacy and the number of parameters of generative
model of GEFL-F across the homogeneity level of model
architectures on MNIST dataset

and decreased costs such as reduced number of parameters,
training cost and sampling cost compared to GEFL.

c) Trade-off across homogeneity levels: We assessed the
performance of GEFL-F (FedCVAE-F) by varying the feature
extractor size and the dimensionality of the generated features,
transitioning from heterogeneous to homogeneous models. In
Figure 7, homogeneity level (HL) 0 corresponds to GEFL,
where all client models differ in architecture, while HL 6
represents complete homogeneity, with all models sharing
the same architecture. As the homogeneity level increases,
the dimensionality of the generator’s output decreases. The
resolution of generated features for each HL is detailed in
Table XI. At HL 0, no common feature extractor exists, and
only model headers are trained. In contrast, at HL 6, the feature
extractor serves as the entire model, requiring only the feature
extractor to be trained.

In Figure 7a, while the absolute accuracy of LG-FedAvg
increased due to the larger shared feature extractor among
clients, GEFL-F exhibited performance gains under highly
heterogeneous settings (HL 0-4) due to the augmented gener-
ated features used in training. To elaborate further on GEFL-F
performance, HL 1 exhibited superior performance compared
to HL 0, followed by a gradual decline until HL 3, and
a subsequent increase up to HL 6. (i) GeFL exhibits gains
on high levels of model heterogeneity (HL 0), but large
output dimension of the generator is needed. (ii) Lowering
level of heterogeneity to HL 1 enables more well-trained
generator, providing both a reduced output dimension and
considerably high-quality synthetic samples. (iii) However, HL
2 and 3 suffer from reduced feature diversity in synthetic
samples due to its excessively low dimension. It leads to
performance degradation due to insufficient information being
shared among the clients. (iv) Increasing homogeneity to HL
6 expands the size of shared feature extractor, enhancing
knowledge collection by sharing model parameters.

We also present the results of GEFL-F across various
HLs and client numbers on MNIST, depicted in Figure 7.
GEFL-F showed the performance gain and has the same
trend regardless of the number of clients. Notably, GEFL-
F consistently achieves the highest performance gain at a
homogeneity level of 1 compared to the baseline.

Additionally, Figure 8 demonstrates that GEFL-F provides
increased privacy benefits and reduced generative model pa-
rameter size as the homogeneity increases (i.e., as the common
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Fig. 9: t-SNE visualization of learned representation of
CIFAR10 synthetic images generated by FedDDPM with
guidance scores w = 0 and w = 2

Dataset Train Update Freeze

MNIST
Syn 83.49±0.38 81.70±3.79

Real+Syn 95.32±0.15 94.98±0.13

FMNIST
Syn 81.83±0.47 68.27±7.11

Real+Syn 83.18±0.54 81.16±0.13

TABLE VII: Comparison between two settings of updating
FedDCGAN when training target networks on synthetic sam-
ples (Syn) and through GEFL (Real+Syn): (i) updating GAN
during target network training, and (ii) freezing it after the
knowledge aggregation stage

feature extractor gets larger). This privacy enhancement aligns
with the finding that features passing through a larger feature
extractor contain less information about the original samples
[51], [62].

V. INSIGHTS AND FINDINGS

A. Guidance of diffusion model and performance

Recent studies suggest that a lower guidance score in
diffusion models often enhances downstream task performance
by improving sample diversity, albeit at the expense of reduced
sample quality. In Table II, our experminets on MNIST,
FMNIST and CIFAR10 exhibited the consistent results where
GEFL with DDPM of lower guidance score outperforms
GEFL with DDPM of higher guidance score. DDPM with
low guidance (w = 0) does not achieve considerable image
quality, despite demonstrating better sample diversity [70]. We
also provide t-SNE visualization results in Figure 9. We used
pre-trained ResNet18 for CIFAR10 to see the ability of well-
trained model learning features from real and synthetic images.
The orange dots represent synthetic samples while blue dots
represent real samples. The results demonstrate that synthetic
samples of lower guidance score are more diverse than samples
of higher guidance score. Compared to the samples of lower
guidance score, the samples of higher guidance score are
concentrated near the real samples..

B. Effects of GAN update

We investigated two settings for training and sampling
from FedDCGAN in GEFL: (i) freezing the FedDCGAN after
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training it for 2T communication rounds and (ii) updating
the FedDCGAN for T rounds during target network train-
ing following global knowledge aggregation for T rounds.
Table VII demonstrates the effect of updating FedDCGAN
during target network training. The table presents results for
two scenarios: training exclusively on synthetic data (Syn)
and training through GEFL, which involves training target
networks on both real and synthetic data (Real+Syn). Overall,
updating FedDCGAN during the training of target networks
achieved better performance for both datasets. This improve-
ment is attributed to the diverse sampling from various stages
of the FedDCGAN, resulting in increased mode coverage and
enhanced downstream performance.

C. Evaluation of synthetic data

In this section, we highlight the differences between Syn
and Real+Syn. Referring to the Table VII, in the Syn setting,
compared to the Real+Syn setting, a high standard deviation
of accuracies across different runs as well as degraded per-
formance is observed. It demonstrates the effectiveness of
synthetic data combined with the real data. Our proposed
method, GEFL, employs both real and synthetic data and
consistently showed the superior performance as well as a
small standard deviation compared to the Syn, regardless of
FedDCGAN freezing or updating.

Recent advances in text-to-image models and diffusion
models have sparked interest in evaluating generative models
based on downstream task performance, particularly when
generated samples are used exclusively for training or as part
of data augmentation [71], [72]. A primary work [46] proposed
relevant metrics, such as classification accuracy score (CAS)
and naı̈ve augmentation score (NAS), where CAS measures
the performance of target networks trained solely on synthetic
data, while NAS assess the performance of target networks
trained using a combination of synthetic and real data. A
related area of research known as generative data augmentation
(GDA) focuses on effectively leveraging synthetic datasets for
augmentation alongside real data [73], [74].

In the same context, we assessed the performance of training
target networks in Syn and Real+Syn (GeFL) settings within
a model-heterogeneous FL setup, as presented in Table VIII.
Within the GeFL framework, leveraging datasets generated by
federated generative models for augmentation yielded superior
performance compared to using them exclusively for training.

D. Dataset scale in GEFL

In Figure 10, we present the GEFL performance depending
on dataset scales, where x-axis denotes the fraction of real
dataset used. For example, MNIST has 60000 training samples
and fraction rate of 0.1 employs 6000 samples in total. The
real dataset is distributed over 10 clients where each client
has 600 samples for the fraction rate of 0.1. Compared to
FedAvg, gains of GeFL increases as the quantity of real data
(possessed by whole clients) decreases. This definitely shows
the effectiveness of GEFL in data-limited scenarios.

Additionally, our findings suggest that simply adding more
synthetic data does not always lead to improved performance.
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Fig. 10: Performance of GEFL with FedDCGAN across
varying dataset scales demonstrates its effectiveness in sce-
narios where the amount of real dataset is extremely limited.

Dataset Train FedDCGAN FedCVAE FedDDPM
w=0

FedDDPM
w=2

MNIST
Syn 85.18 91.13 91.76 92.56

Real+Syn 95.32 94.46 96.44 95.17

FMNIST
Syn 81.83 47.96 31.08 17.20

Real+Syn 83.11 82.33 82.43 81.51

TABLE VIII: Effectiveness of generated samples from fed-
erated generative models in GEFL

The orange lines with circle markers denote the results of
GeFL that generates 320 synthetic data samples (Ts = 5) every
round, while the red lines with triangle markers denote the
results of GeFL that generates 64 synthetic data samples (Ts =
1) every round. Notably, across different scales of real data, a
fivefold increase in the quantity of synthetic samples showed
the comparable performance to generating only onefold.

VI. CONCLUSION

In this paper, we proposed GEFL, a straightforward yet
effective framework designed to address the challenges of
model heterogeneity in FL. Our approach leverages federated
generative models to efficiently aggregate knowledge from
heterogeneous clients, achieving superior performance com-
pared to baseline methods. To further enhance scalability,
reduce communication and computation costs, and address pri-
vacy concerns, we introduced GEFL-F, an extension utilizing
feature-generative models trained on lower-resolution features.
Experimental results demonstrated the advantages of GEFL-
F, including improved robustness to increasing client numbers,
a significant reduction in parameters and sampling costs, and
enhanced privacy preservation.
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APPENDIX A
EXPERIMENTAL DETAILS

All hyperparameter settings for GEFL and GEFL-F are summarized in Table IX and Table X. Table IX outlines the
hyperparameter configurations for training target networks in GEFL and GEFL-F. Notably, TFE is exclusive to training the
feature extractor in GEFL-F.

Table X presents the hyperparameter settings for training federated generative models (FedGens) in GEFL and GEFL-F. The
latent dimensions, denoted as dg and dd, correspond to parameters of FedDCGAN and FedDCGAN-F, respectively. Similarly,
the latent size l is used for FedCVAE and FedCVAE-F, while nfeat pertains to FedDDPM and FedDDPM-F. Details on these
parameters are provided in Appendix B-A.

The number of FL communication rounds for training generative models, TKA, in Table X indicates the total rounds used
to update the FedGens (e.g., FedDCGANs) during the training process in both GEFL and GEFL-F. For instance, under the
update setting discussed in Section V-B, FedDCGAN is updated for half of the rounds (TKA/2) during global knowledge
aggregation stages and subsequently updated for the remaining half during target network training. Conversely, in the freeze
setting, FedDCGAN is updated for the full TKA rounds exclusively during the global knowledge aggregation stages.

The results presented in Table 8 and Table 7 were obtained based on the configurations outlined in Table XI. Detailed model
architectures used to generate feature outputs are provided in Appendix B.

For baseline evaluation, we applied a proximal term with a scaling factor of 1 × 10−2 for FedProx [9]. For AvgKD [4],
pseudo labels were aggregated from the outputs of 10 heterogeneous models. In the case of FedDF [12], we used SVHN as
the public dataset for MNIST, and CIFAR10 as the public dataset for FMNIST. For LG-FedAvg [26], the first convolutional
layer was averaged across all heterogeneous models, while subsequent layers were averaged within their respective submodels.

For evaluating baselines, we used 1e-2 multiplied to proximal term for FedProx [9]. Pseudo labels are aggregated from
the outputs of 10 heterogeneous models for AvgKD [4]. For FedDF [12], we used SVHN as the public dataset for MNIST,
CIFAR10 as the public dataset for FMNIST, and CIFAR100 as the public dataset for CIFAR10. For LG-FedAvg [26] the first
conv layer was employed as averaging over all the heterogeneous models while the other layers are averaged across submodels.

To evaluate the FID and IS scores, we generated 1,000 conditional images uniformly distributed across classes, with 100
images per class.

MNIST FMNIST CIFAR10 SVHN

TTN 50 50 100 100
Optimizer SGD SGD SGD SGD
Learning rate α 1e-1 1e-1 1e-1 1e-1
Batch size B 64 64 128 64
Data fraction 0.1 0.1 0.5 0.1
Tw/Tg/Ts/Tr 5/5/1/5

TFE 20 20 50 50

TABLE IX: Hyperparameters for training target networks in GeFL and GeFL-F and feature extractor in GeFL-F.

FedDCGAN FedCVAE FedDDPM FedDCGAN-F FedCVAE-F FedDDPM-F

Optimizer Adam Adam Adam Adam Adam Adam
Learning rate β 2× 10−4 1× 10−3 1× 10−4 2× 10−4 1× 10−3 1× 10−4

Weight decay - 1× 10−3 - - 1× 10−3 -
b1, b2 (Adam) 0.5, 0.999 - - 0.5, 0.999 - -

CIFAR10

Latent dimension (dg , dd) 256, 64 - - 256, 64 - -
Latent size l - 50 - - 50 -
nfeat (of U-Net in DDPM) - - 128 - - 128
Time step - - 400 - - 500
Batch size B 64 64 64 64 64 64
TKA 200 200 200 200 200 200

MNIST
FMNIST
SVHN

Latent dimension (dg , dd) 128, 128 - - 128, 128 - -
Latent size l - 16 - - 16 -
nfeat (of U-Net in DDPM) - - 128 - - 128
Time step - - 100 - - 100
Batch size B 64 64 64 64 64 64
TKA 100 100 100 100 100 100

TABLE X: Hyperparameters for training both generative models and feature-generative models in a federated scenario.
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Homogeneity level 0 1 2 3 4 5 6

Channel 1 3 10 20 40 80 -
Image size 32×32 16×16 8×8 4×4 2×2 1×1 -
TFE 0 20 20 20 50 60 70
TTN 70 50 50 50 20 10 0
TKA 100 100 100 100 100 100 -

TABLE XI: The size of features according to the homogeneity level

APPENDIX B
MODEL ARCHITECTURE

A. Generative models

1) GAN: GAN introduces a generator with parameters θg , G (z; θg), to learn the distribution over training data where z
denotes input noise variables that are mapped to data space. A discriminator D (x; θd) that outputs a single scalar is also
introduced. D(x) represents the probability that x came from the data rather than from G. D is trained to correctly classify
whether the input is from training data or samples from G. G is simultaneously trained to minimize log(1−D(G(z))) to fake
D. In other words, D and G play the following two-player minimax game: minG maxD Ex∼p(x)[logD(x)]+Ez∼pz(z)[log(1−
D(G(z)))].

Our implementation for FedDCGAN and FedDCGAN-F consist of generator and discriminator. Referring to Table XIIa and
Table XIIIa, for the generator, 100 dimensional uniform distribution latent input is projected to step 1 and 2 while conditional
label is projected to step 3 and 48. Two projected outputs are then concatenated and projected to following steps. Referring to
Table XIIb and Table XIIIb, for the discriminator, image is projected to step 1 and label is projected to step 2. Two projected
outputs are then concatenated and projected to following steps. We used (dg, dd, c) = (128, 128, 1) for MNIST and FMNIST,
(256, 64, 3) for CIFAR10 and (128, 128, 3) for CelebA and SVHN.

Step Layer Parameters Activation
1 ConvTranspose2d (100, 2dg , 4, 1, 0) relu
2 BatchNorm2d 2dg
3 ConvTranspose2d (10, 2dg , 4, 1, 0) relu
4 BatchNorm2d 2dg
5 Concatenate
6 ConvTranspose2d (4dg , 2dg , 4, 2, 1) relu
7 BatchNorm2d 2dg
8 ConvTranspose2d (2dg , 2dg , 4, 2, 1) relu
9 BatchNorm2d dg

10 ConvTranspose2d (dg , c, 4, 2, 1) tanh

(a) FedDCGAN Generator Architecture

Step Layer Parameters Activation
1 Conv2d (c, dd/2, 4, 2, 1) leaky-relu(0.2)
2 Conv2d (10, dd/2, 4, 2, 1) leaky-relu(0.2)
3 Concatenate
4 Conv2d (dd, 2dd, 4, 2, 1) leaky-relu(0.2)
5 BatchNorm2d 2dd
6 Conv2d (2dd, 4dd, 4, 2, 1) leaky-relu(0.2)
7 BatchNorm2d 4dd
8 Conv2d (4dd, 1, 4, 1, 0) sigmoid

(b) FedDCGAN Discriminator Architecture

TABLE XII: Architectures of FedDCGAN Generator and Discriminator.

Step Layer Parameters Activation
1 ConvTranspose2d (100, 2dg , 4, 1, 0) leaky-relu(0.2)
2 BatchNorm2d 2dg
3 ConvTranspose2d (10, 2dg , 4, 1, 0) leaky-relu(0.2)
4 BatchNorm2d 2dg
5 Concatenate
6 ConvTranspose2d (4dg , 2dg , 4, 2, 1) leaky-relu(0.2)
7 BatchNorm2d 2dg
8 ConvTranspose2d (2dg , c, 4, 2, 1) relu

(a) FedDCGAN-F Generator Architecture

Step Layer Parameters Activation
1 Conv2d (c, dd/2, 4, 2, 1) leaky-relu(0.2)
2 Conv2d (10, dd/2, 4, 2, 1) leaky-relu(0.2)
3 Concatenate
4 Conv2d (dd, 2dd, 4, 2, 1) leaky-relu(0.2)
5 BatchNorm2d 2dd
6 Conv2d (2dd, 4dd, 4, 2, 1) leaky-relu(0.2)
7 BatchNorm2d 4dd
8 Conv2d (4dd, 1, 2, 1, 0) sigmoid

(b) FedDCGAN-F Discriminator Architecture

TABLE XIII: Architectures of FedDCGAN-F Generator and Discriminator.

2) VAE: VAE is trained by maximum likelihood so that the model is likely to produce training set samples. Therefore, VAE
aims to maximize the probability of each x in the training set according to maxP (x) =

∫
P (x|z; θ)P (z)dz. VAE consists of

encoding x into z and decoding z into x. The decoder maps latent variable z to data space where z is drawn from N (0, I).
However, P (x|z) is nearly zero for most z that the encoder sample z’s that are likely to have produced x. A new function
Q(z|x) is introduced to take a value of x and give a distribution over z’s that are likely to produce x. σN (0, I) + µ. Then,
the loss function is written as follows: logP (x) − D[Q(z|x)∥P (z|x)] = Ez∼Q[logP (x|z)] − D[Q(z|x)∥P (z)], where D

8Descriptions of ConvTranspose2d, BatchNorm2d, relu, leaky-relu, and Conv2d are based on the documentation provided by the PyTorch
library (https://pytorch.org/docs/stable/nn.html).

https://pytorch.org/docs/stable/nn.html


KANG et al.: GEFL: MODEL-AGNOSTIC FEDERATED LEARNING WITH GENERATIVE MODELS 15

denotes KL divergence. Note that in testing-time, the samples are generated by decoding by drawing z from N (0, I) without
encoding.

Our implementation for FedCVAE and FedCVAE-F consist of encoder and decoder. Referring to Table XIVa and Table XVa,
for encoder, input image and label of same size (e.g., 32 × 32, 16 × 16) are concatenated to add a channel (step 1) and the
concatenated input is projected to following steps until step 11. Then, the output is respectively projected to two different
layers, Linear(1024, l) (or Linear(512, l)) for µ and Linear(1024, l) (or Linear(512, l)) for σ. Referring to Table XIVb
and Table XVb, for decoder, z (of dimension l) and label (with dimension of number of the classes) are concatenated and
projected to following steps. We used (c, l, z) = (1, 16) for MNIST and FMNIST, (3, 50) for CIFAR10, (3, 32) for CelebA,
and (3, 16) for SVHN.

Step Layer Parameters Activation
1 Concatenate Input image + label (1 channel)
2 Conv2d (c+ 1, 64, 4, 2, 1) relu
3 BatchNorm2d 64
4 Conv2d (64, 128, 4, 2, 1) relu
5 BatchNorm2d 128
6 Conv2d (128, 256, 4, 2, 1) relu
7 BatchNorm2d 256
8 Conv2d (256, 512, 4, 2, 1) relu
9 BatchNorm2d 512
10 Conv2d (512, 1024, 4, 2, 1) relu
11 BatchNorm2d 1024
12 Linear (for µ) 1024, l
13 Linear (for σ) 1024, l

(a) FedCVAE Encoder Architecture

Step Layer Parameters Activation
1 Concatenate z + label
2 Linear l + 10
3 ConvTranspose2d (1024, 512, 4, 2, 1) relu
4 BatchNorm2d 512
5 ConvTranspose2d (512, 256, 4, 2, 1) relu
6 BatchNorm2d 256
7 ConvTranspose2d (256, 128, 4, 2, 1) relu
8 BatchNorm2d 128
9 ConvTranspose2d (128, 64, 4, 2, 1) relu

10 BatchNorm2d 64
11 ConvTranspose2d (64, c, 4, 2, 1) relu

(b) FedCVAE Decoder Architecture

TABLE XIV: Architectures of FedCVAE Encoder and Decoder.

Step Layer Parameters Activation
1 Concatenate Input image + label (1 channel)
2 Conv2d (c+ 1, 64, 4, 2, 1) relu
3 BatchNorm2d 64
4 Conv2d (64, 128, 4, 2, 1) relu
5 BatchNorm2d 128
6 Conv2d (128, 256, 4, 2, 1) relu
7 BatchNorm2d 256
8 Conv2d (256, 512, 4, 2, 1) relu
9 BatchNorm2d 512
10 Linear (for µ) 512, l
11 Linear (for σ) 512, l

(a) FedCVAE-F Encoder Architecture

Step Layer Parameters Activation
1 Concatenate z + label
2 Linear l + 10
3 ConvTranspose2d (512, 256, 4, 2, 1) relu
4 BatchNorm2d 256
5 ConvTranspose2d (256, 128, 4, 2, 1) relu
6 BatchNorm2d 128
7 ConvTranspose2d (128, 64, 4, 2, 1) relu
8 BatchNorm2d 64
9 ConvTranspose2d (64, c, 4, 2, 1) relu

(b) FedCVAE-F Decoder Architecture

TABLE XV: Architectures of FedCVAE-F Encoder and Decoder.

3) DDPM: Diffusion models represent latent variable models of pθ (x0) :=
∫
pθ (x0:T ) dx1:T , where x1, . . . ,xT denote

latent variables with the same dimensionality as the data x0 ∼ q (x0). The reverse process is defined as a Markov
chain and the forward process or diffusion process, also follows a Markov chain introducing Gaussian noise to the data
based on a variance schedule. An important property of the forward process is its capability to generate samples xt at
any time step t in closed form. Training is feasible by optimizing random terms of L as: Eq[D (q (xT | x0) ∥p (xT )) +∑

t>1D (q (xt−1 | xt,x0) ∥pθ (xt−1 | xt))− log pθ (x0 | x1)], where D denotes KL divergence.
Our implementation of FedDDPM and FedDDPM-F are based on the backbone of a U-Net [75] and we modified it following

[76] (refer to our code) [1]. We utilized FedDDPM with a time step of T = 100 for MNIST, FMNIST, and SVHN, and T = 400
for CIFAR10. Similarly, FedDDPM-F was employed with a time step of T = 100 for MNIST, FMNIST, and SVHN, and
T = 500 for CIFAR10.

B. Target network architectures

For MNIST, FMNIST, SVHN, and CIFAR10 datasets, we employed 10 heterogeneous CNN architectures, detailed in
Table XVI, Table XVII, and Table XVIII. In all tables, conv(c, k, p) denotes a 2d convolutional layer, where c is the output
channel size, k is the kernel size, and p is the padding size. bn(c) represents a batch normalization layer [77] with c denoting
the channel size. The term relu denotes the rectified linear layer [78], and maxpool(k, s, p) denotes a max-pooling layer. where
k is the kernel size, s is the stride, and p is the padding size. Finally, fc(in/out) indicates a fully connected layer, where in
is the number of input nodes and out is the number of output nodes.
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In the experiments depicted in Figure 7, we utilized 10 CNN-10 models to ensure fair comparison. Despite utilizing equivalent
models, as heterogeneity increases, the common feature extractor (θf

g ) decreases in size. Note that θf
g is aggregated across the

heterogeneous models. For instance, CNN-10 in Table XVI, at homogeneity level 1, θf
g consists of conv(3,3×3,1) followed by

bn(3), relu, maxpool(2×2,2,0). On the other hand, at homogeneity level 2, conv(10,3×3,1) followed by relu, maxpool(2×2,2,0)
are additionally included in θf

g .

CNN-1 CNN-2 CNN-3 CNN-4 CNN-5 CNN-6 CNN-7 CNN-8 CNN-9 CNN-10
conv(3,3×3,1) conv(3,3×3,1) conv(3,3×3,1) conv(3,3×3,1) conv(3,3×3,1) conv(3,3×3,1) conv(3,3×3,1) conv(3,3×3,1) conv(3,3×3,1) conv(3,3×3,1)

bn(3) bn(3) bn(3) bn(3) bn(3) bn(3) bn(3) bn(3) bn(3) bn(3)
relu relu relu relu relu relu relu relu relu relu

maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0)
conv(16,3×3,1) conv(16, 3×3,1) conv(20,3×3,1) conv(10,3×3,1) conv(16,3×3,1) conv(20,3×3,1) conv(10,3×3,1) conv(16,3×3,1) conv(20,3×3,1) conv(10,3×3,1)

relu relu relu relu relu relu relu relu relu relu
maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0)

conv(32,3×3,1) conv(40,3×3,1) conv(20,3×3,1) conv(32,3×3,1) conv(40,3×3,1) conv(20,3×3,1) conv(32,3×3,1) conv(40,3×3,1) conv(20,3×3,1)
relu relu relu relu relu relu relu relu relu

maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0)
conv(64,3×3,1) conv(80,3×3,1) conv(40,3×3,1) conv(64,3×3,1) conv(80,3×3,1) conv(40,3×3,1)

relu relu relu relu relu relu
maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0)

conv(128,3×3,1) conv(100,3×3,1) conv(80,3×3,1)
relu relu relu

maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0)
fc(1024/10) fc(512/10) fc(640/10) fc(320/10) fc(256/10) fc(320/10) fc(160/10) fc(128/10) fc(100/10) fc(80/10)

TABLE XVI: Heterogeneous target networks (MNIST) having a common feature extractor and heterogeneous headers.

CNN-1 CNN-2 CNN-3 CNN-4 CNN-5 CNN-6 CNN-7 CNN-8 CNN-9 CNN-10
conv(3,3×3,1) conv(3,3×3,1) conv(3,3×3,1) conv(3,3×3,1) conv(3,3×3,1) conv(3,3×3,1) conv(3,3×3,1) conv(3,3×3,1) conv(3,3×3,1) conv(3,3×3,1)

bn(3) bn(3) bn(3) bn(3) bn(3) bn(3) bn(3) bn(3) bn(3) bn(3)
relu relu relu relu relu relu relu relu relu relu

maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0)
conv(16,3×3,1) conv(16, 3×3,1) conv(20,3×3,1) conv(10,3×3,1) conv(16,3×3,1) conv(20,3×3,1) conv(10,3×3,1) conv(16,3×3,1) conv(20,3×3,1) conv(10,3×3,1)

bn(16) bn(16) bn(20) bn(10) bn(16) bn(20) bn(10) bn(16) bn(20) bn(10)
relu relu relu relu relu relu relu relu relu relu

maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0)
conv(32,3×3,1) conv(40,3×3,1) conv(20,3×3,1) conv(32,3×3,1) conv(40,3×3,1) conv(20,3×3,1) conv(32,3×3,1) conv(40,3×3,1) conv(20,3×3,1)

bn(32) bn(40) bn(20) bn(32) bn(40) bn(20) bn(32) bn(40) bn(20)
relu relu relu relu relu relu relu relu relu

maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0)
conv(64,3×3,1) conv(80,3×3,1) conv(40,3×3,1) conv(64,3×3,1) conv(80,3×3,1) conv(40,3×3,1)

bn(64) bn(80) bn(40) bn(64) bn(80) bn(40)
relu relu relu relu relu relu

maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0)
conv(128,3×3,1) conv(100,3×3,1) conv(80,3×3,1)

bn(128) bn(100) bn(80)
relu relu relu

maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0)
fc(1024/10) fc(512/10) fc(640/10) fc(320/10) fc(256/10) fc(320/10) fc(160/10) fc(128/10) fc(100/10) fc(80/10)

TABLE XVII: Heterogeneous target networks (FMNIST and SVHN) having a common feature extractor and heterogeneous
headers.

CNN-1 CNN-2 CNN-3 CNN-4 CNN-5 CNN-6 CNN-7 CNN-8 CNN-9 CNN-10
conv(3,3×3,1) conv(3,3×3,1) conv(3,3×3,1) conv(3,3×3,1) conv(3,3×3,1) conv(3,3×3,1) conv(3,3×3,1) conv(3,3×3,1) conv(3,3×3,1) conv(3,3×3,1)

bn(3) bn(3) bn(3) bn(3) bn(3) bn(3) bn(3) bn(3) bn(3) bn(3)
relu relu relu relu relu relu relu relu relu relu

conv(10,3×3,1) conv(10,3×3,1) conv(10,3×3,1) conv(10,3×3,1) conv(10,3×3,1) conv(10,3×3,1) conv(10,3×3,1) conv(10,3×3,1) conv(10,3×3,1) conv(10,3×3,1)
bn(10) bn(10) bn(10) bn(10) bn(10) bn(10) bn(10) bn(10) bn(10) bn(10)

relu relu relu relu relu relu relu relu relu relu
maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0)

conv(16,3×3,1) conv(16,3×3,1) conv(20,3×3,1) conv(10,3×3,1) conv(10,3×3,1) conv(20,3×3,1) conv(10,3×3,1) conv(16,3×3,1) conv(20,3×3,1) conv(10,3×3,1)
relu relu relu relu relu relu relu relu relu relu

maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0)
conv(32×3,1) conv(40,3×3,1) conv(20,3×3,1) conv(32,3×3,1) conv(40,3×3,1) conv(20,3×3,1) conv(32,3×3,1) conv(40,3×3,1) conv(20,3×3,1)

relu relu relu relu relu relu relu relu relu
maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0)

conv(64,3×3,1) conv(80,3×3,1) conv(40,3×3,1) conv(64,3×3,1) conv(80,3×3,1) conv(40,3×3,1)
relu relu relu relu relu relu

maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0)
conv(128,3×3,1) conv(100,3×3,1) conv(80,3×3,1)

relu relu relu
maxpool(2×2,2,0) maxpool(2×2,2,0) maxpool(2×2,2,0)

fc(1024/10) fc(512/10) fc(640/10) fc(320/10) fc(256/10) fc(320/10) fc(160/10) fc(128/10) fc(100/10) fc(80/10)

TABLE XVIII: Heterogeneous target networks (CIFAR10) having a common feature extractor and heterogeneous headers.
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APPENDIX C
ADDITIONAL EXPERIMENT RESULTS

A. Different target networks

For the CIFAR10 dataset, we employed a diverse set of 10 heterogeneous target networks, comprising eight models with
EfficientNet backbones (EfficientNet-B1 through EfficientNet-B7 [36]) and two models with ResNet backbones (ResNet18 and
ResNet32 [35]). The hyperparameter settings for training the federated generative models are consistent with those outlined in
Table X. As observed in Table XIX, similar to the results in Table IV, GEFL consistently outperforms the baseline methods.
The performance degradation observed in both the baselines and GEFL can be attributed to the increased training demands,
requiring more communication rounds and larger volumes of data to effectively train the target networks, particularly for larger
models such as EfficientNet and ResNet.

Method FedAvg GEFL (FedDCGAN)

None 45.11±0.46 50.43±1.01

MixUp 47.99±3.15 52.95±0.78

CutMix 46.61±1.29 51.21±1.09

AugMix 45.18±0.92 51.76±0.92

AutoAugment 47.89±0.21 51.77±2.03

TABLE XIX: Mean classification accuracy (%) comparison to data augmentation on Res+Eff target networks. GEFL
outperforms other baselines and is effective combined with data augmentation.

B. Memorization of generative models
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Fig. 11: Memorization analysis of generative models and feature-generative models in GEFL and GEFL-F, respectively,
assessed through the MND ratio on MNIST dataset. Here, the x-axis and y-axis represent the nearest neighbor distance ratio
and the distribution over training set, respectively.

We measure privacy in our framework, GEFL and GEFL-F, in terms of memorization. In GEFL, where the target networks
are not shared, privacy leakage is solely due to the memorization of shared generative models. Memorization occurs when there
is an increased probability of generating a sample closely resembling the training data [53]. This is particularly concerning
in scenarios involving sensitive data like medical images or images containing private information. A typical way to evaluate
memorization is to compare the generated samples to their nearest neighbors in the training set [54], [79].

We elaborated on how we assess memorization in GEFL using the mean nearest neighbor distance (MND) ratio, as detailed
in Section III-C. The MND ratio for each training sample is computed as the ratio between the distance to the nearest synthetic
sample and the nearest validation sample. While any metric can be employed as a distance [53], we use the perceptual metric
LPIPS, which captures image similarity as human perception, in contrast to traditional metrics like Euclidean distance. The
memorization of federated generative models of GEFL is evaluated as Figure 11, illustrating the distribution of the nearest
neighbor distance ratio over the training set of MNIST.

In GEFL-F, a common feature extractor and feature-generative model are shared between the server and clients in the FL
pipeline. A promising way that attacker can take using trained feature extractor and feature-generative model is to generated
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synthetic features from generative model and apply model inversion using feature extractor. To evaluate the vulnerability of
GEFL-F in such scenario, we assume a white-box feature extractor and apply model inversion [51] using generated features
to get reconstructed images as Figure 5. Subsequently, we compare the original real images with the reconstructed ones by
measuring the MND ratio, as we did in GEFL. In Figure 11, it is observed that incorporating feature-generative models
mitigates privacy preservation compared to GEFL, even though it shares a common feature extractor.

C. Guidance score and time steps of diffusion models

We present additional results analyzing the impact of the guidance score on performance, with a particular focus on its
correlation with time steps T . By varying the time steps for DDPM, we observed that under sufficient time steps, lower
guidance scores (w = 0) yielded superior performance compared to higher guidance scores (w = 2), as shown in Table XX.
Within our framework, while lower guidance scores enhance sample diversity, using fewer time steps results in degraded image
quality, leading to better performance with higher guidance scores under such conditions.

T 30 60 100

w = 0 94.79±0.37 95.68±0.32 96.44±0.05

w = 2 95.18±0.14 95.60±0.16 95.17±0.14

(a) MNIST

T 30 60 100

w = 0 80.49±1.29 81.72±0.09 82.43±0.22

w = 2 82.08±0.35 81.87±0.43 81.51±0.38

(b) FMNIST

TABLE XX: Mean accuracy (%) of GEFL with FedDDPM across different guidance scores and time steps T .
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APPENDIX D
EXAMPLE OF GENERATED SAMPLES AND FEATURES

(a) FedDCGAN (b) FedCVAE

(c) FedDDPMw=0 (d) FedDDPMw=2

Fig. 12: Generated samples of FMNIST by federated generative models with 10 clients in GEFL.

(a) FedDCGAN (b) FedCVAE

(c) FedDDPMw=0 (d) FedDDPMw=2

Fig. 13: Generated samples of CIFAR10 by federated generative models with 10 clients in GEFL.
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(a) FedDCGAN (10 clients) (b) FedDCGAN (50 clients) (c) FedDCGAN (100 clients)

(d) FedCVAE (10 clients) (e) FedCVAE (50 clients) (f) FedCVAE (100 clients)

(g) FedDDPMw=0 (10 clients) (h) FedDDPMw=0 (50 clients) (i) FedDDPMw=0 (100 clients)

(j) FedDDPMw=2 (10 clients) (k) FedDDPMw=2 (50 clients) (l) FedDDPMw=2 (100 clients)

Fig. 14: Generated samples of MNIST by federated generative models in GEFL across the different number of users.

(a) FedDCGAN (10 clients) (b) FedDCGAN (50 clients) (c) FedDCGAN (100 clients)

(d) FedCVAE (10 clients) (e) FedCVAE (50 clients) (f) FedCVAE (100 clients)

(g) FedDDPMw=0 (10 clients) (h) FedDDPMw=0 (50 clients) (i) FedDDPMw=0 (100 clients)

(j) FedDDPMw=2 (10 clients) (k) FedDDPMw=2 (50 clients) (l) FedDDPMw=2 (100 clients)

Fig. 15: Feature samples of MNIST generated by feature-generative models in GEFL-F across the different number of
users.


	Introduction
	Related Works
	Federated learning
	Model heterogeneous FL
	Generative models in FL

	Generative Model-aided Model Heterogeneous FL
	Framework
	Evaluation of GeFL
	Discussions and limitations

	Feature Generative Model-Aided FL
	Framework
	Evaluation

	Insights and Findings
	Guidance of diffusion model and performance 
	Effects of GAN update
	Evaluation of synthetic data
	Dataset scale in GeFL

	Conclusion
	References
	Biographies
	Honggu Kang
	Seohyeon Cha
	Joonhyuk Kang

	Appendix A: Experimental Details
	Appendix B: Model Architecture
	Generative models
	GAN
	VAE
	DDPM

	Target network architectures

	Appendix C: Additional Experiment Results
	Different target networks
	Memorization of generative models
	Guidance score and time steps of diffusion models

	Appendix D: Example of generated samples and features

