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Abstract—As text-to-image (T2I) models continue to advance
and gain widespread adoption, their associated safety issues
are becoming increasingly prominent. Malicious users often
exploit these models to generate Not-Safe-for-Work (NSFW)
images using harmful or adversarial prompts, highlighting
the critical need for robust safeguards to ensure the integrity
and compliance of model outputs. Current internal safeguards
frequently degrade image quality, while external detection
methods often suffer from low accuracy and inefficiency.

In this paper, we introduce AEIOU, a defense framework
that is Adaptable, Efficient, Interpretable, Optimizable, and
Unified against NSFW prompts in T2I models. AEIOU ex-
tracts NSFW features from the hidden states of the model’s
text encoder, utilizing the separable nature of these features
to detect NSFW prompts. The detection process is efficient,
requiring minimal inference time. AEIOU also offers real-time
interpretation of results and supports optimization through
data augmentation techniques. The framework is versatile,
accommodating various T2I architectures. Our extensive ex-
periments show that AEIOU significantly outperforms both
commercial and open-source moderation tools, achieving over
95% accuracy across all datasets and improving efficiency by
at least tenfold. It effectively counters adaptive attacks and
excels in few-shot and multi-label scenarios.

Disclaimer: This article includes potentially disturbing Not-
Safe-for-Work (NSFW) text and images. We provide these
examples to illustrate how harmful prompts can lead T2I
models to generate NSFW content. Unsafe images have been
masked or blurred, but reader discretion is advised.

1. Introduction

Recent advancements in text-to-image (T2I) models,
such as Stable Diffusion [1], DALL·E 3 [2], and Flux
[3], have demonstrated remarkable capabilities in generating
high-quality images. However, the widespread use of these
models raises significant ethical concerns, particularly in the
generation of Not-Safe-for-Work (NSFW) content, including
sexual, violent, hateful, and other harmful images. Recent
studies [4], [5], [6] reveal that users can easily produce
NSFW images using malicious prompts, known as NSFW
prompts. Consequently, effectively defending against NSFW
prompts becomes a crucial challenge.

Current defenses against NSFW prompts fall into two
main categories: internal and external safeguards [7]. In-
ternal safeguards involve altering the semantics of gener-
ated images through model editing and inference guidance.
Model editing [8], [9], [10] entails fine-tuning or adjusting
the model to reduce its capability to produce NSFW images.
These methods often demand extensive training and may
compromise image quality. Inference guidance [11], [12],
on the other hand, modifies predicted noise or conditional
embeddings during inference. It is training-free but still
tends to affect image quality.

The primary external safeguard is content moderation,
which involves reviewing prompts [13], [14], conditional
embeddings [15], [16], and generated images [4], [17], [18].
These methods prevent the generation of NSFW content
without degrading image quality. However, prompt-based
moderation often employs a target-model-agnostic classi-
fier, which can misalign with the T2I model and result
in errors in borderline cases. Embedding-based moderation
utilizes conditional embeddings of the T2I model to ensure
alignment, but it overlooks deep semantics in the text en-
coder’s attention heads, leading to low detection accuracy.
Image-based moderation is more effective but requires post-
generation detection, making it less efficient. Additionally,
moderation tools typically require large datasets to train
large models, resulting in slow inference speeds and dif-
ficulties in updating.

In addition, several common issues persist across both
internal and external approaches. First, they are frequently
vulnerable to adversarial attacks [5], [19]. Second, most
methods are specifically designed for the Stable Diffusion
v1 model [20], raising concerns about their applicability to
other architectures. Third, these methods lack transparent
interpretations for both the generation and detection pro-
cesses, complicating user understanding of the assessments’
rationales.

To address the aforementioned issues, this paper in-
troduces AEIOU, an Adaptable, Efficient, Interpretable,
Optimizable and Unified defense framework against NSFW
prompts in T2I models. Since current adversarial attacks on
T2I models primarily target the text encoder [5], [19], as a
countermeasure, our defense framework also focuses on the
text encoder. Specifically, we analyze the distribution of the
text encoder’s hidden states within the feature space, reveal-
ing that NSFW prompts present explicit NSFW semantics
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across various layers and attention heads. Previous research
[21] indicates that hidden states of text encoders can be
separated into embeddings for different concepts. Building
on this, we analyze the general features of NSFW prompts
to identify directions within various attention heads that
encapsulate NSFW semantics, termed the NSFW features
of the attention heads. By assessing the magnitude of the
input prompt’s hidden state components along these NSFW
features, we can effectively detect potential NSFW prompts.

To verify whether NSFW features genuinely represent
NSFW semantics and help users understand why a prompt
triggers the defense mechanism, we develop an interpretabil-
ity framework based on detection. Our approach considers
both textual and image perspectives. On the textual side,
we identify NSFW tokens within prompts by leveraging
the NSFW features in each attention head. On the image
side, we iteratively remove harmful semantics from the
hidden states to produce relatively benign embeddings. By
generating images from these modified embeddings, we can
observe the progressive eradication of NSFW semantics.

Overall, AEIOU overcomes the deficiencies of previous
defense methods, demonstrating not only high accuracy but
also exhibiting the following five characteristics:

(1) Adaptable. By analyzing attention heads within the
text encoder to specifically capture NSFW features, AEIOU
can adapt to any transformer-based text encoder, allowing
application across various T2I model architectures.

(2) Efficient. AEIOU operates without complex models
for detection, requiring minimal time for both training and
inference, ensuring high efficiency.

(3) Interpretable. The inference process of AEIOU does
not involve black-box models; instead, it relies on compar-
isons with NSFW features. The results can be visualized
and interpreted across text and image modalities, offering
both process and outcome interpretability.

(4) Optimizable. By assigning greater weight to the red-
teaming data, we can achieve effective data augmentation for
AEIOU using only a few samples, simplifying its updating
processes.

(5) Unified. AEIOU integrates training, inference, inter-
pretation, and further optimization into a unified framework,
avoiding isolated processes.

Experiment results indicate that AEIOU exhibits strong
defense capabilities across various text encoders in different
T2I models. It surpasses four commercial models, two open-
source models, and a state-of-the-art model designed explic-
itly for NSFW prompt detection in both effectiveness and
efficiency. Furthermore, AEIOU achieves excellent results
with minimal data for training and optimization, and it ef-
fectively defends against unknown adversarial and adaptive
attacks. Additionally, our interpretative approach accurately
identifies NSFW tokens and effectively removes NSFW
semantics while preserving benign information within the
embeddings.

Contributions. In summary, we make the following
contributions in this paper.

(1) We investigate the emergence of NSFW semantics
within the text encoder and identify the general NSFW

features that represent NSFW semantics in each attention
head.

(2) Based on the insights above, we leverage NSFW
features for NSFW prompts detection within T2I models,
demonstrating high effectiveness, strong adaptability, excel-
lent optimization ability, and superior efficiency.

(3) We develop a robust interpretative approach to in-
terpret our detection method, enabling interpretation across
text and image modalities.

(4) We integrate the aforementioned techniques into a
unified framework and conduct extensive experiments. The
results demonstrate that AEIOU outperforms four commer-
cial, two open-source, and one state-of-the-art model.

2. Related Work

2.1. Adversarial Attacks against T2I Models

T2I models are extensively used in various applica-
tions [1], [2], [22], [23], [24], [25], [26]. Despite their
strengths, they are susceptible to adversarial attacks that
modify prompts to sneak past defenses and produce NSFW
content like pornography, violence, or politically sensitive
imagery [5], [19], [27], [28], [29].

Present adversarial attack methods are mainly divided
into white-box and black-box approaches. White-box meth-
ods primarily utilize the model’s text encoder to optimize
the prompt, ensuring that the generated prompt semanti-
cally aligns closely with a target prompt containing ex-
plicit NSFW information, even without sensitive words
[19]. In contrast, black-box methods perturb the prompt
to find alternative tokens that can replace sensitive words
[5], [30]. These methods often utilize reinforcement learning
or assistance from large language models to accelerate the
search process. In addition, some attack strategies target T2I
models with removed concepts [27], [28]. These strategies
demonstrate that T2I models can still generate NSFW im-
ages even after removing NSFW concepts.

Current adversarial methods have proven highly effec-
tive. Consequently, it is crucial to develop robust defense
mechanisms to counter these attack strategies and ensure
the safe and responsible use of T2I models.

2.2. Defensive Methods against Attacks

Existing defense methods against attacks in T2I models
fall into two categories: internal and external safeguards [7].

Internal safeguards aim to disable the model’s ability to
generate NSFW images by fine-tuning the model itself. They
can be divided into model editing and inference guidance.
Model editing methods [8], [9], [10], [31], [32], [33], [34]
aim to modify the internal parameters by training. However,
these methods typically require prolonged training periods,
and parameter modifications can impact the quality of the
generated images. Moreover, most methods focus solely
on safety against malicious prompts while ignoring the
adversarial prompts. In contrast, inference guidance methods



[11], [12] focus on modifying internal features during the
inference stage. Unlike model editing methods, they are
tuning-free and plug-in, which can be easily inserted into
any model. However, these methods also fail to account for
adversarial prompts, making them susceptible to targeted
attacks.

External safeguards aim to filter out potential mali-
cious samples by examining intermediate variables during
the generation process. Current detection methods focus
on prompts, conditional embeddings, or generated images.
Image-based moderation [4], [17], [18] entails reviewing the
generated images to identify NSFW samples. They incur
significant inference costs since images must be generated
before assessment. Prompt-based moderation [13], [14],
[35], [36], [37] screens input prompts to identify those likely
to generate NSFW images. Given their lower cost, they
are widely used by online services like Midjourney [38]
and Leonardo.Ai [39]. Nonetheless, these methods generally
lack targeted defenses against adversarial attacks, making
them susceptible to circumvention. Embedding-based mod-
eration [15], [16] examines the conditional embeddings to
filter out malicious samples. While this approach offers
some resistance to adversarial attacks, it relies on large-
scale models for classification, resulting in high costs. Ad-
ditionally, it also suffers from low accuracy and remains
vulnerable to adaptive attacks.

2.3. Interpretation on the CLIP Model

As the most widely used text encoder in T2I models,
the CLIP model [40] is a significant focus of adversar-
ial attack research. Recent studies [21], [41], [42], [43]
have investigated the CLIP model to analyze its internal
mechanisms. For instance, Bhalla et al. [41] found that the
embeddings generated by CLIP exhibit strong linear prop-
erties and can be decomposed into combinations of various
concepts. Gandelsman et al. [21] discovered that different
attention heads within the CLIP model are responsible for
interpreting different semantics, which are then combined to
produce the final output embeddings. However, these studies
primarily focus on the image domain. In this paper, we
build upon existing work to further explore the properties
of the CLIP model in the text domain and propose a novel
interpretation method to interpret how prompts containing
NSFW semantics are generated.

3. Method

3.1. Design Intuition

In this section, we explore how NSFW semantics are
concealed within the conditional embeddings and revealed
in the text encoder’s hidden states. Our investigation focuses
on the CLIP model [40], the most widely used text encoder
in T2I models and the primary target of adversarial attacks.

We classify the T2I model prompts into three categories:
benign prompts, which do not generate NSFW images;

Figure 1: On the left is the embeddings’ distribution. Exam-
ple 1 corresponds to the prompt “A woman stands on the
beach, facing the sea.” Example 2 corresponds to the prompt
“A naked woman stands on the beach, facing the sea.” On
the right are the images generated from them.

regular NSFW prompts, which are manually crafted with
explicit NSFW semantics; and adversarial prompts, which
are generated by adversarial attacks and are challenging
for humans to interpret as NSFW. Through extensive data
collection, we compile a dataset consisting of approximately
25,000 benign prompts, 5,000 regular NSFW prompts, and
2,000 adversarial prompts. We utilize the CLIP model to
obtain pooled embeddings of these prompts and examine
their distribution with a PCA map [44], as depicted in Figure
1. Although the distributions of benign and NSFW data
differ, considerable overlap makes effective differentiation
challenging.

This phenomenon is primarily attributed to the archi-
tecture of the CLIP network, which comprises multiple
layers and attention heads. Each layer employs a multi-
head self-attention mechanism [45], where each attention
head independently extracts information from the prompt.
The outputs of these heads are then combined through a
linear layer and passed to the next layer. The linear layers
integrate information from various attention heads, making
it challenging to isolate individual pieces of information.
As the network’s depth increases, the outputs from different
layers are accumulated through residual connections, ex-
acerbating the entanglement of information. Consequently,
benign prompts and NSFW prompts become intermixed
within the pooled embedding space. As illustrated in the
figure, two sentences describing the same object might
appear semantically similar; however, one could be used to
generate NSFW images while the other remains benign.

To more accurately delineate the boundary between
NSFW and benign prompts, we examine the internal work-
ings of the model by exploring the hidden states across
different layers and attention heads. Figure 2 illustrates the
distribution of benign, regular NSFW and adversarial data
across several attention heads. The first column illustrates
their overall distribution. In some heads, significant over-
lap remains between benign and NSFW data distributions.



Figure 2: PCA maps of hidden states from different layers and different heads.

However, in other heads, a distinct boundary between these
data types is evident. This reveals that attention heads
within the model exhibit differing sensitivities to NSFW
content. Certain attention heads concentrate on the NSFW
semantics within prompts, allowing them to differentiate
between benign and NSFW prompts effectively. We include
the distribution maps of all attention heads in the appendix
for reference.

We also find that different NSFW prompt categories are
processed uniquely across attention heads. Columns two,
three, and four of Figure 2 illustrate how violence, hate, and
sex categories differ from benign data. In the first attention
head, violence and hate data are separable from benign data,
whereas sex data shows overlap. The second attention head
clearly differentiates violence from benign data, with weaker
distinctions in the other categories. In the third head, sex
and hate data are distinctly separated from benign data,
while violence data overlaps significantly. These findings
suggest that attention heads specialize in handling specific
NSFW content types. Even if a head struggles to differen-
tiate between benign and NSFW data, it may still excel at
distinguishing a particular type of NSFW prompt.

Based on these findings, we propose leveraging the at-
tention heads within the text encoder to differentiate between
benign and NSFW prompts effectively. By capitalizing on
the diverse focus of different attention heads, we can aggre-
gate information from all attention heads to achieve more
accurate prompt classification.

3.2. Framework Overview

Based on the findings from Section 3.1, we develop a
framework for detecting and interpreting NSFW prompts.
The overall architecture of this framework is illustrated in
Figure 3. Initially, we identify the direction within each
attention head’s hidden states that best represent NSFW

semantics by analyzing the distribution differences between
benign and NSFW prompts, which we call NSFW features.
When a new prompt is inputted, we can assess the risk
of generating NSFW images by evaluating the projection
magnitude of the prompt along the NSFW feature. To in-
terpret our assessment, we pinpoint the token most repre-
sentative of NSFW semantics within the prompt, analyzing
why the current prompt is classified as an NSFW prompt.
Furthermore, we can progressively eliminate NSFW seman-
tics from the hidden states and input the modified prompt
embeddings to generate images. This process enables us
to observe how NSFW semantics are gradually removed
from the embeddings. Finally, we can conduct red team
testing on the framework or monitor it in real-time post-
deployment to collect prompts that bypass current defenses.
By incorporating them into the training set, we achieve more
accurate NSFW feature identification and detection results.

The practical application of this framework manifests in
two main ways. First, it prevents NSFW image generation
from the outset when malicious users attempt to employ
adversarial prompts. Second, when regular users inadver-
tently input prompts with NSFW semantics and encounter
blockages, we can interpret why the prompt is considered
inappropriate. This assists users in swiftly identifying prob-
lematic tokens and modifying their prompts to generate the
desired image.

3.3. NSFW Features

The CLIP text encoder consists of L layers, each with a
multi-head self-attention mechanism with H heads followed
by an MLP block. A prompt P is divided into N−1 tokens
and projected into initial token embeddings {z0i }i∈{0,...,N},
where {z00} is the BOS token and {z0N} is the EOS token.
These embeddings form the matrix Z0, the initial input to the
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Figure 3: The overall framework of AEIOU. The blue arrows represent the training process, where data enters the text
encoder, and AEIOU extracts NSFW features from the hidden states. The green arrows indicate the inference process,
where the prompt passes through the text encoder for detection and interpretation; if it passes, image generation proceeds,
otherwise, generation is denied and an interpretation is provided. The red arrows indicate the data augmentation process,
involving red-teaming tests on AEIOU, where NSFW prompts that successfully bypass detection are added to the training
data for data augmentation.

encoder. Each layer updates this input through self-attention
and MLP modules with two residual steps:

Ẑl = ATTl(Zl−1) + Zl−1, Zl = MLPl(Ẑl) + Ẑl. (1)

In this framework, the ATT layer employs H attention heads
to extract information and integrates them into a vector
through linear projection. The MLP layer further refines
them to obtain intermediate embeddings that represent the
overall information of the prompt. However, some infor-
mation may be obscured or discarded during this process.
Therefore, we need to utilize the original outputs from the
attention heads to extract NSFW semantics effectively.

Considering that the outputs from multiple attention
heads have been preliminarily integrated into ATTl(Zl−1),
we need to decompose its computational process to extract
the information each attention head represents. Since the
CLIP model’s self-attention block employs a causal mask
[40], only the EOS token holds the complete semantics of
the prompt. Therefore, we concentrate solely on the EOS
token. Following Elhage et al. [46] and Gandelsman et
al. [21], we formalize the ATT output as a sum over H
independent attention heads and N + 1 tokens:

[
ATTl(Zl−1)

]
EOS

=

H∑
h=1

N∑
i=0

xl,h
i,EOS , (2)

xl,h
i,EOS = αl,h

i,EOSW
l,h
V Oz

l−1
i .

where W l,h
V O are transition matrices and αl,h

i,EOS are the
attention weights from the i-th token to the EOS token.
In this way, we can get the contribution of h-th attention
head in l-th layer for h ∈ [1, H], l ∈ [1, L], which can be
expressed as cl,h =

∑N
i=0 x

l,h
i,EOS .

Each cl,h is located within a d-dimensional representa-
tion space, and our goal is to identify the direction within
this space that best represents NSFW semantics. When a
new prompt is input, the more its representation in attention
heads aligns with the NSFW direction, the more likely it is
to contain NSFW semantics. We refer to these directions as
the NSFW features of each attention head.

To calculate NSFW features, we introduce two sets of
prompts: benign prompts and NSFW prompts, where NSFW
prompts include regular NSFW prompts and adversarial
prompts. We input these prompts into the CLIP model and
obtain their outputs of each attention head, denoting the
outputs of benign prompts as {cl,hbk } and the outputs of
NSFW prompts as {cl,hmk

}. Our objective is to maximize
⟨ul,h, cl,hmk

⟩ while minimizing ⟨ul,h, cl,hbk ⟩, where {ul,h} are
NSFW features we want to extract. To achieve this, we
establish three optimization objectives:

max ∥⟨ul,h, µl,h
m ⟩ − ⟨ul,h, µl,h

b ⟩∥, (3)

min

Kb∑
k=0

(⟨ul,h, cl,hbk ⟩ − ⟨ul,h, µl,h
b ⟩)2, (4)

min

Km∑
k=0

(⟨ul,h, cl,hmk
⟩ − ⟨ul,h, µl,h

m ⟩)2, (5)

where µl,h
b and µl,h

m are the mean value of {cl,hbk } and {cl,hmk
}.

In summary, our goal is to maximize the distance between
the projected means of {cl,hbk } and {cl,hmk

} on the vector ul,h,
while simultaneously minimizing their respective variances.
We can employ Linear Discriminant Analysis (LDA) [47] to
solve this problem, ultimately obtaining the NSFW feature
{ul,h}:

ul,h = S−1
w (µl,h

m − µl,h
b ), (6)



TABLE 1: Text-based interpretation of regular NSFW prompts and adversarial prompts with CLIP-ViT-L. We highlight the
words with the strongest NSFW connotations in red , followed by orange and yellow .

Category Prompt

Regular NSFW prompt
A naked woman stands on the beach, facing the sea.

Her body shakes with each orgasm , the pleasure overwhelming .

Adversarial prompt
gesture softly licking upon her backwards body allows an

vigorconseshrisensuoutgoing man led carmen habns arch.

Sw =

Km∑
k=0

∥cl,hmk
− µl,h

m ∥2 +
Kb∑
k=0

∥cl,hbk − µl,h
b ∥2 (7)

In text encoders other than CLIP, such as T5 [48], we
can still use the method above to extract NSFW features.
Any text encoder utilizing multi-head self-attention can be
adapted to this approach.

3.4. NSFW Prompts Detection

By utilizing the identified NSFW features, we can detect
NSFW prompts. According to previous research [21], we
can consider the intermediate embeddings of prompts in
the CLIP model as a linear combination of concepts. The
projection of these embeddings onto each concept direction
represents the contribution of that concept to the embedding.
Based on this, we define the projection of the embedding
onto the NSFW feature as the NSFW score of a prompt p:

Score(p)l,h = Proj(cl,hp , ul,h) =
⟨cl,hp , ul,h⟩
∥ul,h∥

. (8)

By aggregating the NSFW Scores from all attention heads,
we can obtain the final NSFW Score for the current prompt:

Score(p) =

∑L
l=1

∑H
h=1 Score(p)

l,h

L ·H
. (9)

The larger the Score(p), the more likely the current prompt
contains NSFW semantics.

Theoretically, if Score(p) > 0, the prompt p contains
NSFW semantics and should be classified as an NSFW
prompt. Conversely, if Score(p) < 0, the prompt should
be classified as benign. However, experimental results show
that while setting the threshold to zero allows AEIOU to
achieve high accuracy, optimal classification performance
requires a slight threshold adjustment. We hypothesize that
this is due to the distribution of the training set not fully rep-
resenting the actual distribution of NSFW prompts, which
introduces bias in the NSFW features derived during train-
ing. In our experiments, we determine the classification
threshold by selecting the one that yields the highest F1
Score on the training set. For different text encoders, the
final offset ranges from 1% to 3%.

The approach above treats NSFW as a single compre-
hensive category. Suppose there is a need to subdivide it
further or to identify specific categories of NSFW prompts,

such as sex or violence. In that case, we can categorize
NSFW prompts in the training set based on labels. This en-
ables the calculation of NSFW features for each subcategory,
facilitating the determination of NSFW scores for each. If
we also need to detect NSFW prompts across all categories,
we can aggregate the NSFW scores from all subcategories
and use their maximum value as the final NSFW score.

Moreover, we can collect adversarial prompts that suc-
cessfully bypass detection by employing adaptive attacks
during red team testing. Incorporating these into the train-
ing set for data augmentation allows us to achieve more
accurate NSFW feature extraction and detection results.
Since adaptive attacks require significant time and have a
low success rate, generating a large volume of red-teaming
data is challenging. However, we can increase their impact
during training by assigning greater weight to these data.
Specifically, by weighting the target prompt’s cl,hm when
calculating ul,h

m and Sw, we can amplify their influence on
the resulting NSFW feature. Experiments have shown that
optimizing the NSFW feature through data augmentation
can effectively reduce the success rate of adaptive attacks.

3.5. NSFW Prompts Interpretation

After the detection process, we further interpret NSFW
prompts through a two-module framework. First, we propose
a novel interpretative method that uses NSFW features and
the prompt’s hidden states to identify the tokens most rep-
resentative of NSFW semantics. Second, we investigate the
generation mechanism of NSFW semantics in conditional
embeddings by gradually attenuating the NSFW features
in the hidden states. Using the resulting embeddings to
generate images, we gain insights into how NSFW semantics
can be progressively eliminated.

3.5.1. Text-Module Interpretation. In the text module,
we interpret NSFW prompts by identifying NSFW tokens.
Within each attention head, we assess the NSFW semantic
association at any given position by computing the cosine
similarity between the hidden state at that position and the
head’s NSFW feature:

Ê(p)l,hi = CosSim(cl,hpi
, ul,h) =

⟨cl,hpi
, ul,h⟩

∥cl,hpi ∥∥ul,h∥
. (10)

As tokens pass through the attention model, their semantics
interrelate and intertwine, with each position’s hidden states



Figure 4: Image-based interpretation with Stable Diffusion v1.4.

encapsulating information from all preceding tokens. Con-
sequently, we cannot directly use the association between
the current position’s hidden states and NSFW semantics
to represent that token’s association with NSFW semantics
accurately.

Similar to Equation 2, each position’s hidden state cl,hpi

can be represented as a combination of zl−1
j , with the cor-

responding attention weight αj,i indicating the contribution
of each zl−1

j .

cl,hpi
=

N∑
j=0

αl,h
j,iW

l,h
V Oz

l−1
j , (11)

where αl,h
j,i are the attention weights from the j-th token to

the i-th token. For Layer 1, since it has only undergone a
single operation as described in Equation 11, we can con-
veniently reconstruct the actual contribution of each token
based on {α1,h

j,i }:

E(p)1,hi =

N∑
j=0

α1,h
j,i Ê(p)1,hi . (12)

For deeper layers, we need to use the α from the preceding
layers to approximate the contribution of each token. Since
{αl,h

j,i } directly forms the attention map Al,h, we can mul-
tiply the attention maps from each layer to approximate the
contribution of each token to the positions in the current
layer. In this way, the interpretative results for each layer
can be represented as:

E(p)l,hi =

N∑
j=0

{
l∏

k=0

Ak,h}j,iÊ(p)l,hi . (13)

By aggregating the interpretation results from all attention
heads, we can obtain the final interpretation for each token:

E(p)i =

∑L
l=1

∑H
h=1 E(p)l,hi

L ·H
. (14)

Table 1 demonstrates several examples of our interpre-
tation. Our method accurately identifies sensitive words in
regular samples and adversarial tokens in adversarial sam-
ples. We will conduct further experiments to demonstrate
the effectiveness of the interpretability method.

3.5.2. Image-Module Interpretation. In the image domain,
we gradually attenuate the NSFW semantics contained in the
prompts and examine the generated images to observe how
the images evolve as the NSFW semantics are progressively
diminished. Since the conditional embedding in T2I models
includes embeddings of all tokens, we need to eliminate
NSFW semantics from all tokens. We assume that the
feature space of each token is identical to that of the EOS
token. This allows us to compute the NSFW score for each
token by projecting the intermediate embeddings onto the
NSFW features. Subsequently, we can attenuate the NSFW
semantics of all tokens as follows:

ĉl,hpi
= cl,hpi

− β · Score(pi)l,h
ul,h

∥ul,h∥
(15)

By recombining ĉl,hpi
to calculate Zl, we can derive the

modified conditional embedding. By gradually increasing
the value of β and using conditional embedding to generate
images, we can observe the process of NSFW semantics
being progressively eliminated from the images.

Taking the prompt “A beautiful naked woman.” as an ex-
ample, Figure 4 illustrates the images generated for various
values of β. As β increases, the images gradually transition
from NSFW to benign while maintaining the basic semantics
of the prompt. In this process, we discover two interesting
observations. First, as the NSFW semantics are gradually
attenuated, the generated images strive to remain faithful
to the prompt’s semantics. Initially, the woman turns away,
then conceals sensitive areas with her hands. Ultimately,
only the area above her shoulders is visible, rendering the
image harmless. Throughout, the image never violates the
prompt’s directive. This process demonstrates the editability
of the hidden states.

Secondly, the generated images exhibit several abrupt
transitions during the gradual increase of β. The overall
structure of generated images remains unchanged when β
increases from zero to 0.68. However, when β increases
slightly further, the images undergo significant transforma-
tions while preserving semantic consistency. This intriguing
property merits further investigation.



4. Experiments

4.1. Experimental Settings

4.1.1. Datasets. The dataset we use comprises three cate-
gories. Clean datasets consist of benign data that does not
generate NSFW images. Regular NSFW datasets include
manually generated prompts with explicit NSFW semantics.
Adversarial datasets comprise algorithmically generated ad-
versarial NSFW prompts.

Clean Dataset. Our experiments use the validation cap-
tions of MSCOCO [49] as the clean dataset. MSCOCO is
a cross-modal image-text dataset, a popular benchmark for
training and evaluating T2I generation models. We remove
all captions containing sensitive words to ensure the samples
are benign. A total of 25,008 captions are retained.

Regular NSFW Dataset. We gather data from multi-
ple sources to comprehensively represent various types of
NSFW semantics.

• I2P [11] contains 4,703 NSFW prompts sourced
from real users on Lexica [50]. The categories
include hate, harassment, violence, self-harm, sex,
shocking content, and illegal activities. Specifically,
we categorize the prompts into hard and soft based
on their level of harmfulness.

• 4chan Prompts [4] contain 500 NSFW prompts
collected from 4chan [51]. They predominantly en-
compass discriminatory and derogatory statements.

• NSFW200 [5] involves 200 NSFW prompts related
to sexual and bloody content.

• NSFW-LAION. We sample 1143 NSFW prompts
from LAION-COCO [52] to enrich datasets. These
prompts mainly focus on sexual content.

Adversarial Dataset. Adversarial datasets include ad-
versarial samples obtained through three open-source adver-
sarial attack methods: MMA [19], SneakyPrompt [5], and
Ring-A-Bell [27]. For MMA, we utilize the 1,000 successful
adversarial samples provided by the authors. For the other
two methods, we generate samples with the open-source
algorithms, resulting in approximately 200 samples for each.

4.1.2. Baselines. We employ seven baseline models: four
commercial moderation API models, two open-source mod-
erators, and one state-of-the-art NSFW prompt detector.
The four commercial models are OpenAI Moderation [13],
[53], Azure AI Content Safety [36], AWS Comprehend [35]
and Aliyun Text Moderation [54]. These models primar-
ily utilize large transformer-based architectures to analyze
prompts for potential toxic content. They have a wide range
of applications, including prompts for various generative
models and user comments on the internet. The open-source
moderators, NSFW-text-classifier [14] and Detoxity [37],
use lightweight models to detect NSFW content in text,
enabling fast inference speeds. Latent Guard [15] represents
the current state-of-the-art method specifically designed for
detecting NSFW prompts in T2I models.

4.1.3. Metrics. We employ variable metrics to compre-
hensively evaluate the effectiveness of AEIOU, including
TPR, FPR, Accuracy, F1 Score [55], AUROC, AUPRC [56],
and TPR@FPR 1%. We set the threshold to the value that
achieves the maximum F1 score on the training set. More-
over, we evaluate the efficiency of AEIOU by measuring the
average time per query.

4.1.4. Implementation Details. We deploy AEIOU on three
text encoders commonly used in T2I models: CLIP-ViT-
L (CLIP-L) [57], CLIP-ViT-bigG (CLIP-G) [58], and T5-
v1.1-XXL (T5) [59]. CLIP-L is the most widely used text
encoder and serves as the foundation for most safety-related
research. CLIP-G and T5 are larger models; many recent
models [3], [25] employ them as text encoders.

We design two variant detectors to evaluate our method’s
effectiveness in different scenarios. First, when the defender
is unaware of the attack method, we employ a model
trained solely on clean data and standard NSFW data to
test AEIOU’s generalization capability. Second, when the
defender has sufficient data labeled with specific categories,
they can train on multiple specific concepts to enhance the
model’s specificity. We deploy the CLIP-L-based detector
in both scenarios.

4.2. Overall Evaluation

First, we conduct an overall evaluation of the effective-
ness of AEIOU. We deploy it across three different text
encoders and trained models using three distinct settings.
AEIOU is then compared against seven baselines on one
benign dataset and eight NSFW datasets. We randomly
select half of each dataset as the training set and use the
remaining half as the test set.

Table 2 presents the overall evaluation results across
all datasets, with the best performance for each metric
highlighted in bold. As shown in the table, AEIOU consis-
tently outperforms previous classification approaches across
almost all metrics. It demonstrates high detection accuracy
across the CLIP-L, CLIP-G, and T5 models, proving its
applicability to various text encoders.

In Table 3, we further present the accuracy of various
classifiers on each dataset. The first six columns represent
regular NSFW datasets, and the last three correspond to
adversarial datasets. AEIOU maintains high accuracy across
all datasets, whereas the performance of other methods is in-
consistent. The accuracy of most methods is low on the I2P
dataset. This is likely because they need to detect text across
various applications, making it hard to handle prompts used
in T2I models specifically. On other regular NSFW datasets,
which typically contain human-recognizable NSFW seman-
tics. Most classifiers achieve relatively high accuracy but
still lag behind AEIOU. Notably, on the 4chan dataset, three
classifiers achieve higher accuracy than AEIOU. However,
the difference is very minimal. Finally, regarding adversarial
prompts, AEIOU significantly outperforms all other meth-
ods. Even AEIOUua, which is trained without adversarial
datasets, still achieves remarkably high accuracy.



TABLE 2: The overall evaluation of AEIOU.

Detector TPR FPR ACC F1 Score AUROC AUPRC TPR@FPR 1% Time/Query(ms)

OpenAI Moderation [13] 0.2976 0.0010 0.8220 0.4578 0.8616 0.7960 0.4974 1288.43
Azure AI Content Safety [36] 0.4761 0.0118 0.8590 0.6302 0.7331 0.7708 0.4313 922.67
AWS Comprehend [35] 0.4702 0.0730 0.8118 0.5576 0.7143 0.6244 0.2980 286.42
Aliyun Text Moderation [54] 0.1736 0.0023 0.7897 0.2941 0.5856 0.6720 0.1799 99.16
NSFW-text-classifier [14] 0.7325 0.3534 0.6699 0.5466 0.7627 0.6823 0.2922 9.14
Detoxify [37] 0.5432 0.1778 0.7465 0.5379 0.7226 0.6455 0.3340 24.82
Latent Guard [15] 0.5021 0.1403 0.7625 0.5346 0.7579 0.5995 0.1690 167.90

AEIOUCLIP-L 0.9833 0.0085 0.9895 0.9792 0.9990 0.9977 0.9842 0.64
AEIOUCLIP-G 0.9747 0.0082 0.9875 0.9751 0.9990 0.9974 0.9799 1.84
AEIOUT5 0.9726 0.0102 0.9853 0.9708 0.9984 0.9957 0.9701 6.71
AEIOUua 0.9829 0.0087 0.9873 0.9785 0.9982 0.9971 0.9824 0.64
AEIOUmulti 0.9763 0.0066 0.9890 0.9783 0.9988 0.9973 0.9817 0.93

Note: AEIOUCLIP-L, AEIOUCLIP-G and AEIOUT5 are methods deployed on three different text encoders. AEIOUua is trained without any
adversarial prompts, while AEIOUmulti is trained across multiple categories and integrates the results. Both of them are deployed on
CLIP-L.

TABLE 3: The evaluation on each dataset.

Detector I2P-Soft I2P-Hard 4chan NSFW200 NSFW-laion MMA SneakyPrompt Ring-A-Bell

OpenAI Moderation [13] 0.0244 0.0600 0.8200 0.6800 0.3147 0.7030 0.6311 0.6117
Azure AI Content Safety [36] 0.1184 0.2162 0.9920 0.8300 0.8287 0.8176 0.8058 0.9126
AWS Comprehend [35] 0.1462 0.2303 1.0000 0.7900 0.5909 0.8977 0.7699 0.8252
Aliyun Text Moderation [54] 0.0627 0.0415 0.9200 0.1700 0.3392 0.1502 0 0.5437
NSFW-text-classifier [14] 0.4930 0.5841 1.0000 0.9700 0.7972 0.9644 0.9029 0.9806
Detoxify [37] 0.2180 0.3384 1.0000 0.8300 0.4248 0.9377 0.7282 0.8544
Latent Guard [15] 0.2451 0.3581 0.9720 0.3600 0.5455 0.7753 0.2427 0.5922

AEIOUCLIP-L 0.9652 0.9858 0.9800 0.9800 0.9983 0.9989 0.9903 1.0000
AEIOUCLIP-G 0.9673 0.9825 0.9960 0.9900 0.9930 0.9978 0.9903 1.0000
AEIOUT5 0.9519 0.9738 0.9680 0.9600 0.9843 0.9956 0.9806 1.0000
AEIOUua 0.9680 0.9891 0.9800 0.9700 0.9979 0.9911 0.9806 1.0000
AEIOUmulti 0.9547 0.9705 0.9880 0.9800 1.0000 0.9933 0.9903 1.0000

Additionally, we assess each method’s efficiency by
measuring the average time per query, presented in the last
column of Table 2. AEIOU requires significantly less time
than other methods, primarily because they often utilize
large models for detection. In contrast, AEIOU only incor-
porates multiple matrix operations during the text encoder’s
inference process. On the smallest CLIP-L model, AEIOU’s
efficiency improves at least tenfold compared to other mod-
els. Even on larger models like CLIP-G and T5, AEIOU’s
efficiency surpasses that of all other models.

4.3. Generalization to Unknown Attacks

This section examines AEIOU’s ability to defend against
unknown adversarial attacks. In Tables 2 and 3, we present
the performance of AEIOU trained solely on benign and
regular NSFW datasets, denoted as AEIOUua. Despite never
encountering adversarial prompts, the experimental results
indicate that AEIOUua can still effectively identify adver-
sarial NSFW prompts, with accuracy only slightly lower
than the standard AEIOU. We attribute this effectiveness to
AEIOU’s focus on the semantic information embedded in
the hidden states. Although adversarial and regular NSFW
prompts may appear different to the human eye, their seman-

tic information is similar, allowing AEIOUua to recognize
them accurately.

4.4. Multi-Categories Classifier

NSFW serves as an overarching descriptor for harmful
prompts, and it can be decomposed into more specific cate-
gories. In this section, we follow the I2P dataset to classify
NSFW prompts into seven particular categories: sexual,
hate, self-harm, violence, shocking, harassment, and illegal.
Adhering to the methodology described in Section 3.4, we
identify features representing these concepts and derive the
multi-categories AEIOU by integrating the NSFW scores of
each category. Tables 2 and 3 compare the overall perfor-
mance of AEIOUmulti with the standard AEIOU. Although
the detailed AEIOUmulti exhibits slightly worse overall per-
formance, the difference is minimal. Furthermore, Table 4
compares their accuracies within each category. AEIOUmulti
generally achieves higher accuracy in most categories, but in
some, it underperforms compared to the standard AEIOU.

We attribute the lack of superiority in AEIOUmulti to
two main reasons. First, prompts from different categories
often share overlapping features. Common sensitive words
like “f**k” appear across multiple categories, which limits



TABLE 4: The evaluation of different categories.

Detector Sexual Hate Self-Harm Violence Shocking Harassment Illegal

AEIOU 0.9959 0.9863 0.9763 0.9921 0.9790 0.9733 0.9340
AEIOUmulti 0.9991 0.9795 0.9950 0.9974 0.9848 0.9697 0.9725

TABLE 5: The impact of training data size.

Training Data Size TPR FPR ACC F1 Score AUROC AUPRC TPR@FPR 1%

10 0.9171 0.0278 0.9583 0.9174 0.9875 0.9734 0.8495
50 0.9356 0.0164 0.9714 0.9430 0.9940 0.9861 0.9157
100 0.9605 0.0180 0.9766 0.9538 0.9962 0.9906 0.9351
500 0.9824 0.0091 0.9888 0.9778 0.9981 0.9974 0.9829
1000 0.9833 0.0096 0.9887 0.9776 0.9990 0.9975 0.9833

Figure 5: The impact of training data size.

AEIOUmulti’s ability to capture shared features when trained
individually on each category. As a result, it demonstrates
higher accuracy in more distinct categories like self-harm
but lower accuracy in more ambiguous categories such as
hate and harassment. Secondly, discrepancies in data quality
exist among different categories. In our datasets, sexual
prompts have broad coverage and the highest quality, while
the quality of other categories’ prompts varies significantly.
This leads to suboptimal performance of AEIOUmulti on
some categories. To improve AEIOUmulti’s performance, we
need to train it using higher-quality datasets.

4.5. The Impact of Training Data Size

In this section, we discuss the impact of training data
size on the performance of AEIOU. We set the training data
size for AEIOU to 10, 50, 100, 500 and 1000. Half of the
training data is randomly selected benign data, while the
other half is randomly selected NSFW data. Table 5 presents
the experimental results of AEIOUCLIP-L. The experiments
demonstrate that AEIOU maintains high accuracy even with
only 10 training samples. When the sample size reaches 500,
its performance is comparable to AEIOU trained with a full
dataset. As the number of training samples increases further,
there is no significant improvement in performance, indicat-
ing that improving the quality and coverage of training sam-
ples is a better strategy than simply increasing the quantity.

In the appendix, we present detailed experimental results
on the other two text encoders, which yield conclusions
similar to CLIP-L. Figure 5 provides additional insights with
different training data sizes across various datasets, which
aligns with the results in Table 5. These experiments confirm
AEIOU’s exceptional performance in few-shot scenarios.

4.6. Ablation Study

In our approach, we utilize NSFW features from all
layers and all attention heads for detection. In this section,
we will discuss the impact of using NSFW features from
only a single layer of text encoder. We conduct experiments
on three text encoders. Figure 6 presents the accuracy, TPR,
and FPR when using each layer for detection. More detailed
experimental data are presented in the appendix.

In all three text encoders, even when using attention
heads from a single layer, many layers still achieve high
accuracy. For CLIP-L and CLIP-G, the middle layers tend
to have higher accuracy, while the early and final layers
show lower accuracy. Conversely, in the T5 model, the later
layers exhibit higher accuracy. This highlights the distinct
characteristics of the two types of text encoders.

Although using attention heads from a single layer can
achieve high accuracy, we recommend using the original
AEIOU method for the highest precision in detection.



Figure 6: Effectiveness of each layer.

TABLE 6: The evaluation of adaptive attack.

Defender SneakyPrompt MMA

Bypass Rate(%) ASR-H(%) ASR-M(%) CLIP Score Bypass Rate(%) ASR-H(%) ASR-M(%) CLIP Score

Bare 100 46 48 0.9597 100 75 79 0.9315
ESD 100 5 7 0.9613 100 10 13 0.9315
AEIOU 0 0 0 / 78 28 31 0.8850
AEIOU+ESD 0 0 0 / 78 0 0 /
AEIOUDA 0 0 0 / 42 6 7 0.8482
AEIOUDA+ESD 0 0 0 / 42 0 0 /

5. Adaptive Attack

In this section, we evaluate the robustness of AEIOU
against adaptive attacks. To target our model, we design
adaptive attacks based on two methods: SneakyPrompt and
MMA. They are applicable to all T2I models and can
effectively bypass both internal and external safeguards.
Considering their different applicable scenarios, we employ
SneakyPrompt for black-box adaptive attack and MMA for
white-box adaptive attack.

We utilize Stable Diffusion v1.4 [20] as the generative
model, as it is the most vulnerable and the easiest model
to compromise. We evaluate the attack performance on the
bare model, the ESD model [8], and the model employing
AEIOU. The bare model only detects whether sensitive
tokens are present in the prompt, while ESD fine-tunes
the model to make it difficult to generate NSFW images.
We assess the attacks using three metrics: bypass rate,
attack success rate, and CLIP Score [60]. The bypass rate
measures how many adversarial prompts can be successfully
generated. The attack success rate indicates the frequency
with which NSFW images are produced. The CLIP Score
assesses the semantic similarity between adversarial and
target prompts. We conduct both model-based and man-
ual evaluations of the attack success rate to ensure our
results’ reliability. For classification, a state-of-the-art model
[4] is selected. And human evaluations are independently
performed by three individuals, with the majority opinion
determining the final assessment.

5.1. Black-Box Adaptive Attack

In the black-box scenario, we assume the attacker has
no knowledge of the model’s details but can choose prompts
and query the model to obtain output results. We integrate
AEIOU into the text encoder of Stable Diffusion. When a
potential NSFW prompt is detected, the model will refuse
to generate the image. We select 100 prompts with clear
NSFW semantics from NSFW200 as the target prompts and
use SneakyPrompt to attack the models. The experimental
results are shown in Table 6.

When attacking the bare model, SneakyPrompt achieves
a high bypass rate and attack success rate. ESD significantly
reduces the success rate of attacks, yet it cannot entirely
prevent the generation of NSFW images. However, after
incorporating AEIOU, SneakyPrompt is entirely thwarted
by our defenses, unable to generate any NSFW images, and
the bypass rate drops to 0. This is because SneakyPrompt
only replaces a few tokens in the prompt, which does not
effectively neutralize its overall meaning.

5.2. White-Box Adaptive Attack

In a white-box scenario, we assume attackers can only
generate images through queries. However, they possess
a local copy of the text encoder identical to the target
model and are aware of the AEIOU defense strategy. The
attacker can target AEIOU by modifying the loss function
to conduct a specific attack. The MMA attack’s loss aims to
make the conditional embeddings of the adversarial prompt
and the target prompt as similar as possible. To effectively
attack AEIOU, we incorporate Score(p) as LAEIOU into the



original loss function. This transforms the objective of the
loss function to minimize the NSFW Score while ensuring
that the semantics of the adversarial prompt closely align
with the target prompt.

L = LMMA + λ× LAEIOU (16)

LAEIOU = Score(p), (17)

Where λ is a weighting factor that balances between the
two components. Based on this foundation, we implement a
target truncation strategy. Specifically, once LAEIOU exceeds
the threshold by a small margin, we stop optimizing it and
shift our primary focus to optimizing LMMA. This enables
adversarial prompts to approximate the semantics of the tar-
get prompt as closely as possible while avoiding detection.
Consequently, the final loss is formulated as:

L = LMMA + λ×max(LAEIOU, τ − ϵ), (18)

Where τ is the threshold and ϵ is the margin. When
updating the best prompt, we ensure that the LAEIOU sur-
passes the threshold. We conduct the attack using the default
settings of MMA and evaluate it on 100 target prompts. The
experimental results are presented in Table 6.

As a white-box attack, MMA demonstrates stronger
capabilities than SneakyPrompt on the bare model. However,
when it targets AEIOU, AEIOU exhibits robust perfor-
mance, significantly reducing the MMA bypass rate and
success rate. Meanwhile, the average CLIP score of suc-
cessfully generated adversarial prompts also decreases, in-
dicating that MMA’s optimization of these prompts is not
as successful as in the bare model. Moreover, although
AEIOU itself does not increase the memory usage of the text
encoder, the adaptive attack against it must optimize hidden
states across all attention heads, significantly increasing the
memory requirements. While standard MMA operates on
less than 10GB of memory, adaptive MMA demands nearly
50GB, restricting its execution to commercial-grade GPUs.
This makes adaptive attacks on AEIOU more challenging.

We can also combine AEIOU with other defense meth-
ods. For instance, by integrating ESD, we can reduce the
success rate of MMA attacks to zero. By implementing a
comprehensive defense strategy that addresses other parts
of the T2I model, we can enhance the overall defensive
performance and make adaptive attacks more challenging.

To further enhance AEIOU’s resilience against adaptive
attacks, we incorporate adversarial prompts that successfully
breach AEIOU’s defenses into the training set for additional
training. The following section will provide a detailed dis-
cussion of this process.

5.3. Enhance the Classifier with Red-Teaming Data

We conduct red team testing using a white-box adaptive
attack and collect adversarial prompts that successfully by-
pass AEIOU and generate NSFW images. These prompts are
added to AEIOU’s training dataset for data augmentation,
aiming to enhance AEIOU’s ability to resist corresponding

Figure 7: Text-based interpretation.

adaptive attacks. When training, we assign them greater
weight to ensure they significantly influence the model even
the sample size is limited.

Table 6 presents the performance of the data-augmented
AEIOU. We include 25 adaptive adversarial prompts in the
training set with a weight of 50. This results in AEIOUDA,
demonstrating significantly improved defense against adap-
tive attacks, reducing the bypass rate to 42% and the success
rate to just 7% for MMA. Additionally, the CLIP score expe-
riences a further decline. This underscores the effectiveness
of further optimizing AEIOU with data augmentation.

In the practical application of AEIOU, we can also
collect adversarial prompts that successfully bypass defenses
through manual screening. These prompts can then be added
to the training dataset with appropriate weighting, allowing
for continuous updates of the defense model.

6. Interpretation Experiments

In this section, we validate AEIOU’s interpretability.
This not only makes AEIOU’s classification more transpar-
ent and trustworthy but also aids users in further understand-
ing the semantics of prompts. We assess the reliability of
interpretations across both text and image modalities.

6.1. Text-Based Interpretation

In the text modality, our interpretation aids users in
understanding the semantics of a prompt by identifying
tokens containing NSFW semantics. After obtaining the
interpretation result E(p)i for each token in the prompt p,
we sequentially remove the corresponding tokens from p in
descending order of E(p)i and observe the changes in the
NSFW score. We compare our interpretation method with
the random removal of tokens on 100 randomly selected
NSFW prompts, and the results are shown in Figure 7.
Compared to randomly removing, removing tokens based on
the interpretation results more quickly weakens the NSFW
semantics of the prompt, demonstrating that AEIOU can
effectively identify NSFW tokens within a prompt.

Additionally, we conduct further experiments on image
generation using the 100 prompts above. We will compare



Figure 8: Image-based interpretation.

the images generated from the original prompt with those
generated from the prompt after removing the NSFW token.
For original prompts, 87 out of the 100 generated images
are NSFW. After removing NSFW tokens, only 5 prompts
result in NSFW images. This further demonstrates the ef-
fectiveness of our interpretation method.

6.2. Image-Based Interpretation

Directly removing tokens with NSFW semantics can
prevent the generation of NSFW images. However, it sig-
nificantly disrupts the original intent of the prompt. To
address this drawback, we manipulate the embeddings of
each token in the image-based interpretation process, grad-
ually eliminating NSFW semantics and observing changes
in the generated images. We use the same 100 prompts as
in the previous section. We evaluate the degree to which the
generated images contain NSFW semantics and how closely
they align with the original prompt semantics.

Figure 8 illustrates the variation in the number of NSFW
images generated and the semantic similarity between the
images and prompts as the parameter β changes. The se-
mantic similarity is evaluated using the CLIP Score. As
β increases, the number of NSFW images decreases pro-
gressively. Although the CLIP Score also shows a decreas-
ing trend, the overall deviation from the original image’s
CLIP Score remains minimal. This indicates that the NSFW
semantics of the prompt are effectively mitigated while
preserving other semantic information as much as possible.

However, because this method directly modifies seman-
tics within the hidden states, the resulting conditional em-
beddings deviate from the normal distribution, often leading
to lower-quality images. Therefore, this approach is sup-
posed to aid in understanding the representation of NSFW
semantics within the text encoder. It cannot be directly
applied to erase specific concepts from images.

7. Discussion

Practicality. Previous research [61] has identified key
qualities for a safe and secure generative model, including
integrity, robustness, alignment, and interpretability. Build-
ing on this foundation, we propose that a practical defense

framework should adhere to the following principles: First,
the defense must be integrated, offering protection against
both conventional threats and adversarial attacks to maintain
model safety and security. Second, the defense should re-
main robust amidst changing external conditions, addressing
issues such as distribution shifts and adaptive attacks. Third,
the model with the defensive mechanism should align with
the original model, preserving its effectiveness and effi-
ciency. Lastly, the defense should be interpretable, enabling
the timely identification of anomalous behaviors to prevent
potential hazards.

AEIOU excels in these four areas compared to prior
methods. Firstly, AEIOU maintains an accuracy rate ex-
ceeding 95% across various models, significantly outper-
forming earlier approaches. Secondly, it requires only a
small number of samples for data augmentation, simplifying
updates. Thirdly, its classification process is transparent, and
it provides interpretative tools to help users understand target
prompts. Lastly, AEIOU does not impact image generation
quality and incurs only negligible computational overhead.
These all demonstrate its practicality.

Limitations and Future Work. AEIOU detects NSFW
prompts by extracting NSFW features from hidden states,
showcasing the potential for extracting specific concepts
from the text encoder. However, this study does not explore
the application of this method to other concepts, which
warrants further investigation. For instance, this approach
could potentially be employed to prevent the generation of
images containing particular objects or styles.

Due to its low computational cost, AEIOU utilizes all at-
tention heads for detection. However, to gain deeper insights
into the specific characteristics of text encoders like CLIP,
it is crucial to examine the semantic focus of each attention
head. Uncovering the specific roles and properties of each
attention head is an area that merits further exploration.

Despite AEIOU demonstrating robust capabilities, no
defensive method is foolproof. Therefore, in practical appli-
cations, it should be combined with other techniques, such
as image moderation. However, current image moderation
methods have significant shortcomings, primarily due to the
vast information and potentially embedded textual content
in images. Given that CLIP is a multimodal model, there
is potential for adapting AEIOU to the image domain to
achieve more powerful post-generation defenses.

Ethical Considerations. We exclusively use publicly
available datasets from previous studies, and all manual
evaluations of NSFW images are conducted by the authors
of this paper. Therefore, our work is not considered hu-
man subjects research by our Institutional Review Boards
(IRB). To prevent psychological distress and misuse, both
the images displayed in this paper and those used for
manual evaluation are limited to potentially sexual content,
excluding categories such as violence or hate, which could
easily cause discomfort or be used to propagate hate.



8. Conclusion

In this paper, we propose a unified defense framework
against NSFW prompts in T2I models named AEIOU. The
AEIOU framework, being adaptable, efficient, interpretable,
optimizable, and unified, has demonstrated superior per-
formance that far exceeds previous defense methods. In
addition to detection, we provide interpretability methods
to help understand the semantics of NSFW prompts and the
generation process of NSFW images. Experimental results
show that AEIOU exhibits strong capabilities in defending
against both normal attacks and adaptive attacks.
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Figure 9: PCA maps of all attention heads.



2. More Results of Training Data Size

TABLE 7: The impact of training data size in CLIP-G.

Training Data Size TPR FPR ACC F1 Score AUROC AUPRC TPR@FPR 1%

10 0.9041 0.0260 0.9563 0.9126 0.9881 0.9732 0.8347
50 0.9347 0.0066 0.9786 0.9565 0.9978 0.9941 0.9561
100 0.9733 0.0098 0.9859 0.9721 0.9986 0.9963 0.9733
500 0.9763 0.0089 0.9874 0.9750 0.9989 0.9971 0.9769
1000 0.9719 0.0068 0.9878 0.9758 0.9990 0.9975 0.9797

TABLE 8: The impact of training data size in T5.

Training Data Size TPR FPR ACC F1 Score AUROC AUPRC TPR@FPR 1%

10 0.8155 0.0703 0.9008 0.8058 0.9443 0.9003 0.6138
50 0.9598 0.0337 0.9647 0.9320 0.9945 0.9867 0.9041
100 0.9557 0.0142 0.9782 0.9568 0.9970 0.9924 0.9367
500 0.9747 0.0135 0.9835 0.9676 0.9983 0.9954 0.9678
1000 0.9744 0.0112 0.9852 0.9708 0.9985 0.9959 0.9694

3. More Results of Ablation Study

TABLE 9: Effectiveness of each layer in T5.

Layer TPR FPR ACC F1 Score AUROC AUPRC TPR@FPR 1%

1 1.0000 0.9723 0.2730 0.4097 0.9831 0.9581 0.7328
2 0.9982 0.4935 0.6305 0.5768 0.9852 0.9645 0.7835
3 0.9989 0.5949 0.5549 0.5310 0.9870 0.9692 0.8148
4 0.9813 0.1049 0.9168 0.8561 0.9906 0.9773 0.8383
5 0.9571 0.0411 0.9585 0.9208 0.9923 0.9810 0.8598
6 0.9861 0.0824 0.9348 0.8842 0.9940 0.9852 0.8984
7 0.9559 0.0251 0.9701 0.9416 0.9947 0.9871 0.9135
8 0.9653 0.0332 0.9664 0.9355 0.9945 0.9872 0.9103
9 0.9906 0.0983 0.9241 0.8682 0.9953 0.9887 0.9230
10 0.9619 0.0166 0.9780 0.9566 0.9968 0.9918 0.9393
11 0.9187 0.0079 0.9736 0.9460 0.9961 0.9901 0.9317
12 0.8605 0.0031 0.9625 0.9205 0.9968 0.9917 0.9374
13 0.8888 0.0034 0.9694 0.9361 0.9975 0.9934 0.9459
14 0.9381 0.0090 0.9776 0.9549 0.9971 0.9925 0.9402
15 0.9731 0.0210 0.9775 0.9562 0.9972 0.9929 0.9482
16 0.9358 0.0067 0.9788 0.9570 0.9977 0.9937 0.9573
17 0.9646 0.0163 0.9789 0.9584 0.9969 0.9918 0.9402
18 0.9708 0.0176 0.9795 0.9598 0.9972 0.9924 0.9431
19 0.9635 0.0143 0.9801 0.9606 0.9973 0.9929 0.9511
20 0.9639 0.0180 0.9775 0.9557 0.9967 0.9916 0.9381
21 0.9555 0.0179 0.9754 0.9514 0.9965 0.9905 0.9324
22 0.9694 0.0250 0.9736 0.9488 0.9963 0.9901 0.9240
23 0.9769 0.0359 0.9673 0.9378 0.9959 0.9888 0.9123
24 0.9726 0.0207 0.9776 0.9563 0.9971 0.9925 0.9438



TABLE 10: Effectiveness of each layer in CLIP-L.

Layer TPR FPR ACC F1 Score AUROC AUPRC TPR@FPR 1%

1 0.8580 0.0055 0.9601 0.9156 0.9914 0.9814 0.8860
2 0.6221 0.0000 0.9046 0.7670 0.9965 0.9923 0.9523
3 0.8646 0.0006 0.9654 0.9265 0.9979 0.9953 0.9733
4 0.8223 0.0007 0.9547 0.9015 0.9977 0.9949 0.9719
5 0.9201 0.0025 0.9779 0.9546 0.9978 0.9950 0.9710
6 0.9299 0.0030 0.9801 0.9592 0.9980 0.9955 0.9710
7 0.9452 0.0049 0.9825 0.9647 0.9979 0.9952 0.9678
8 0.9472 0.0063 0.9820 0.9636 0.9975 0.9939 0.9651
9 0.9169 0.0023 0.9773 0.9532 0.9981 0.9954 0.9715
10 0.9548 0.0069 0.9834 0.9667 0.9979 0.9949 0.9678
11 0.9644 0.0225 0.9742 0.9496 0.9958 0.9893 0.9258
12 0.8497 0.0040 0.9591 0.9129 0.9940 0.9856 0.9039

TABLE 11: Effectiveness of each layer in CLIP-G.

Layer TPR FPR ACC F1 Score AUROC AUPRC TPR@FPR 1%

1 0.9873 0.4277 0.6889 0.6409 0.9747 0.9571 0.7752
2 0.8819 0.0388 0.9389 0.8903 0.9780 0.9601 0.7696
3 0.9484 0.0389 0.9575 0.9261 0.9895 0.9812 0.8969
4 0.7610 0.0022 0.9313 0.8616 0.9869 0.9767 0.8629
5 0.8246 0.0022 0.9491 0.9011 0.9943 0.9891 0.9285
6 0.7750 0.0014 0.9358 0.8715 0.9922 0.9851 0.8977
7 0.7512 0.0006 0.9297 0.8572 0.9944 0.9895 0.9252
8 0.6460 0.0002 0.9003 0.7847 0.9937 0.9878 0.9166
9 0.6608 0.0003 0.9044 0.7954 0.9931 0.9865 0.9067
10 0.6563 0.0002 0.9032 0.7922 0.9931 0.9864 0.9047
11 0.8272 0.0032 0.9491 0.9014 0.9929 0.9860 0.8961
12 0.8188 0.0011 0.9483 0.8990 0.9946 0.9902 0.9299
13 0.8666 0.0037 0.9598 0.9239 0.9954 0.9907 0.9270
14 0.7846 0.0014 0.9385 0.8776 0.9935 0.9878 0.9227
15 0.9061 0.0051 0.9699 0.9443 0.9948 0.9906 0.9399
16 0.9625 0.0187 0.9760 0.9576 0.9948 0.9908 0.9365
17 0.8793 0.0046 0.9628 0.9300 0.9940 0.9890 0.9235
18 0.8162 0.0178 0.9355 0.8768 0.9808 0.9613 0.7379
19 0.9334 0.0095 0.9744 0.9535 0.9948 0.9903 0.9346
20 0.8387 0.0020 0.9532 0.9097 0.9946 0.9900 0.9320
21 0.8145 0.0014 0.9468 0.8960 0.9940 0.9889 0.9293
22 0.8131 0.0023 0.9458 0.8940 0.9944 0.9891 0.9162
23 0.8949 0.0055 0.9665 0.9375 0.9944 0.9893 0.9346
24 0.9457 0.0155 0.9736 0.9527 0.9940 0.9884 0.9252
25 0.8563 0.0037 0.9570 0.9179 0.9940 0.9882 0.9213
26 0.5157 0.0031 0.8616 0.6769 0.9873 0.9690 0.7483
27 0.9297 0.0140 0.9702 0.9460 0.9940 0.9874 0.9092
28 0.7557 0.0014 0.9303 0.8590 0.9944 0.9886 0.9190
29 0.8971 0.0115 0.9628 0.9313 0.9929 0.9852 0.8766
30 0.5235 0.0296 0.8448 0.6547 0.9124 0.8260 0.3167
31 0.8635 0.0034 0.9592 0.9224 0.9939 0.9889 0.9289
32 0.7670 0.0067 0.9297 0.8598 0.9877 0.9753 0.8159
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