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With the rapid development of generative artificial intelligence,
particularly large language models [1], [2], a number of sub-fields
of deep learning have made significant progress and are now very
useful in everyday applications. For example, well-known financial
institutions simulate a wide range of scenarios for various models
created by their research teams using reinforcement learning, both
before production and after regular operations. In this work, we
propose a backdoor attack that focuses solely on data poisoning. This
particular backdoor attack is classified as an attack without prior
consideration or trigger, and we name it “FinanceLLMsBackRL.” Our
aim is to examine the potential effects of large language models that
use reinforcement learning systems for text production or speech
recognition, finance, physics, or the ecosystem of contemporary
artificial intelligence models.

Index Terms—Navier-Stokes equations, LLM , Bayesian approach,
Optimization, Adversarial machine learning, Poisoning attacks, Stock
exchange, Derivative instruments, Reinforcement Learning.

I. INTRODUCTION

Rapid changes caused by increasing data volume have
changed the processing procedures in the financial industry.
Stochastic control and data analysis approaches, as well as
stochastic process modeling, are traditionally used to solve
various financial decision-making problems, thus posing new
theoretical and computational challenges. Advances in rein-
forcement learning (RL) can fully exploit the abundance of
financial data with fewer model assumptions and improve
decisions in complex financial environments, unlike classical
stochastic control theory and other analytical approaches that
rely heavily on model assumptions to solve financial decision-
making problems. Agents operating within the system can learn
to make optimal decisions through repeated experience gained
from interacting with it. Indeed, reinforcement learning from
human feedback (RLHF) is used by developers, researchers,
companies, and all machine learning practitioners as a privileged
means of training Large Language Models (LLMs) to respond
to different possible scenarios to better optimize the RL (direct
preference optimization) systems applied to the domain: robotics,
marketing, advertising, gaming, recommendation, engineering,
NLP, trading, textual work, knowledge-based analysis, senti-
ment analysis, and financial time series analysis. For instance, a
central bank digital currency (CBDC) [3], [4] system can benefit
from the application of reinforcement learning (RL) to improve
a number of its functions, including systemic risk mitigation,
liquidity management, and monetary policy adaptation to
current market conditions.

The deep neural networks (DNNs) and large language
models (BloombergGPT [5]; FinGPT [6]; TradingGPT [7]; Fin-
BERT [8]; InvestLM [9]; PIXIU [10]; FLANG [11]; BBT-Fin

[12]; XuanYuan2.0 [13]; DISC-FinLLM [14]; FinCon [15]; FinRL
[16]) and reinforcement learning [17], [18], [19], [20]; financial
reinforcement learning (FinRL) [21]; reinforcement learning [22],
[23], [24] with market feedback (RLMF); cryptocurrency [25],
[26] trading with ensemble methods and the task of LLM-
engineered signals with RLMF are now employed in a wide
range of applications [27], [28], [29], [30], [31], [32], [33], [34],
[35], [36], [37]. Thanks to the meteoric rise of reinforcement
learning [38] and the advent of generative [39] machine learning,
now integrated into virtually every application such as space
missions [40], [41]; aviation applications [42]; healthcare [43];
Internet of Things [44], [45]; Blockchain [46], [47], [48], [49], [50],
[51], [52], [53], [54].

Although reinforcement learning models have advanced
significantly in the realm of artificial intelligence, they still need a
large amount of computing power and training data to be useful.
But not all Al practitioners—that is, enterprises, national or
international organizations, researchers, and developers—have
easy access to cutting-edge resources. As a result, a lot of users
opt to use third-party or datasets third (e.g., Figshare, DataRobot,
Merative, Kaggle, Data & Sons) models themselves or, as a last
resort, outsource their training to third-party cloud services
(Figure 2) (e.g., cloud zero, cloud CDN, Google Cloud, Amazon
Web Services, IBM Cloud, Oracle, cloud storage, Alibaba Cloud,
hybrid cloud, Salesforce, Microsoft Azure). However, using these
resources reduces the transparency of DNNs training protocols,
hence introducing additional security concerns or vulnerabilities
for users of Al systems that apply reinforcement learning. [55],
[56], [57], [58], [59], [60], [61], [62].

Indeed, with the advent of large language models, most
of the world’s largest financial investment funds such as:
BlackRock, Vanguard Group, State Street Global Advisors,
Fidelity Investments, JPMorgan Chase & Co, Bank of America
Merrill Lynch (BofA Securities, Inc.), Goldman Sachs Group, Inc.,
Morgan Stanley Investment Management, Inc., Charles Schwab
Corporation, Amundi, AXA Investment Managers, BNP Paribas
Asset Management, Allianz Global Investors, Legal & General
Group plc, Aviva Investors (UK), Mirae Asset Financial Group,
ICBC Credit Suisse Asset Management have all engaged in
a fierce battle over artificial intelligence systems, including
“LLM-RL” applied to the financial sector, such as financial
markets, stock exchanges, etc. Indeed, with their incorporation
throughout the global financial services production chain, “LLM-
RL”, like all AI systems, are vulnerable to backdoor attacks by
data poisoning. A key element of performing a backdoor attack
is poisoning the training datasets [63], [64], [65], [66], [67], [68],
[69], [70], [71], [72], [73].
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In order to insert backdoors, some techniques adjust the model
parameters or loss function; in data poisoning, this is done by
the attacker carefully creating a compromised training dataset by
embedding triggers in particular training samples. The labels
of these samples are changed to match the intended target
labels. As a result, even though the model appears innocent, it
is trained on this corrupted dataset, which contains a hidden
backdoor. When this model is used, it can distinguish between
benign samples and tainted samples (i.e., containing triggers)
and classify them into the target class.

To illustrate the innovation and negative (vulnerabilities)
potential of “LLM-RL” applied to different AI domains, but
more specifically to the audio domain and deployed in different
domains, we use a set of audio data in our experiments.

In summary, our primary contributions can be outlined as
follows:

- we propose generate sample-specific backdoor (FinanceLLM-
BackRL) triggers that are difficult to detect or mitigate by
backdoor [74] detection methods [75].

« Focusing specifically on mathematical portfolio investment!
models [76] and Navier-Stoke equations modified applied
at LLM-RL approach via diffusion models.

« This approach is then applied to temporal acoustic data (on
various automatic speech recognition [77] systems® audio
models based on “Hugging Face” Transformers [78].

We propose a new attack for the design of selected sample
triggers by “FinanceLLMBackRL" [79], [80], [29], [81], [82], [83],
[84] % * 5. We perform an analysis on the feasibility of backdoor
poisoning attacks on audio data applied to transformers via
LLMs (text generator ° 7).

We propose a new targeted backdoor poisoning threat model
for reinforcement learning algorithms. Our approach focuses
on developing new and more advanced financial simulation
methods using state-of-the-art Bayesian optimization methods
with diffusion model, a design of Navier-Stokes equations
with smoothing and viscosity rate calculation (incorporating
a nonlinear term simulating Navier-Stokes equations in 3D (3-
dimensional) and a reinforcement learning approach. [85], [86],
[87] “FinanceLLMBackRL”, injects triggers during training and
testing of DNNs in order to reduce the overall performance of
reinforcement learning [88]; agents without any change being
detected. We propose to evaluate the potential of our attack on
the different transformers available on “HuggingFace”. We pro-
pose new algorithms (algorithm 2, 4, 5, 6, 7, 8), which leverage
attacks to manipulate only the poisoned input data. Through
experiments, we demonstrate that “FinanceLLMBackRL" is both
stealthy and robust. Finally, we propose (future research) a way
forward for a resolution method that could be used in the future
to detect such a sophisticated this type of attack (by dynamical
systems methods in conjunction with Kolmogorov equations
and meta-learning).

1Quant

2Hugging Face Speech Recognition
3AI in Finance

4Financial Data Science

5RL Quant Financial

6Transformer : Text2text Generation
"HuggingFace: LLMs

II. PrRELIMINARIES: POISONING ATTACKS

This study considers a scenario of a black-box attack (Table
I). Consider D = {(x;, y;)}Y, as a clean training set, and C: X —
Y represents the functionality of the target neural network.
For each sound x; in D, we have x; € X = [0,1]"*H and
yi €Y ={1,...,]}, where | is the number of label classes. To
start an attack, backdoor adversaries must first poison (Figure
1) the selected clean samples D, via covert transformation T(:).
The poisoned data are mixed with clean ones before training a
backdoored model, which may be described as: D, = DU D,
where D, = (x;,yt) | ¥ = T(x),(xi, yi) € D,. The deep neural
network (DNN) is then optimized in the following:

Np Ny
mgnZL(f(xi;G),yi) + Zﬁ(f(x:"' ©),)-
i=1 j=1

where N, = D], N, = |D,.

&
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Figure 1. Data Poisoning.

Table 1
THREE D1rrERENT THREAT MODELS OF BACKDOOR ATTACKS

Learning Task ~ Target Model = Training Dataset Attacker Capability

: Full Knowledge (G] : Full Knowledge
: Partial Knowledge Q) : Partial Knowledge
™) : None Knowledge : None Knowledge

A. White-box Attack

In a white-box attack, the attacker possesses complete knowl-
edge of the learning task, the target model, and the training
dataset, even if the attack only exploits a portion of it. This
attack represents the most favorable scenario for the attacker, a
white-box attack can be denoted as:

Attacker Capability = @) 1)

B. Grey-box Attack

In a grey-box attack, the attacker knows the training objective,
but has only incomplete information about the target model
and the training dataset. A grey-box attack can be defined as
follows:

Attacker Capability = @) : @ )


https://wilsonfreitas.github.io/awesome-quant/
https://huggingface.co/spaces/hf-audio/open_asr_leaderboard
https://pypi.org/user/ranaroussi/
https://hudsonthames.org/reading-group/
https://quant.stackexchange.com/questions/60433/deep-reinforcement-learning-in-quant-finance
https://huggingface.co/models?pipeline_tag=text2text-generation
https://huggingface.co/spaces/open-llm-leaderboard-old/open_llm_leaderboard
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C. Black-box Attack

In a black-box attack, neither the target model nor the training
dataset, etc., is known to the attacker. This attack represents the
most difficult situation for the attacker. A black-box attack can
be represented as follows:

Attacker Capability = N) : (N) ®)

The adversary wishes to have the target model perform as
predicted on benign data while working in the manner indicated
by the adversary on poisoned samples. A formulation of the
enemy’s goal is:

n}/(i.}l.E(Db,D”,M*) = Z LM (xi), yi)

x;€DP

+Z M * yt)

where the benign and poisoned training datasets are denoted
by D and D?, respectively. The function I(-, -) represents the task-
specific loss function. The integration of the backdoor trigger
(¢) into the training data is indicated by the symbol o.

D. Poisoning Attack Capabilities

We consider dataset D = {(x?, y")}¥ or D = {(Z)ff),Z)S))}. We
denote the parameter initialization ®" and a training algorithm
Mas ® = M(f,®', D)., ie., given a model, initialization, and
data, the training function M returns a trained parameterization
©®. Finally, we assume the loss function is computed element-
wise from the dataset, L(f(x®), y?).

a) Label Poisoning: We describe the collection of possibly
poisoned datasets as follows: Given a dataset D, we represent
the label poisoning [89] capabilities of an adversary as altering
at most [ labels by magnitude at most C in a £; norm.

Ti@= U

€S, JeE;

st Vie IO - DV, <envje LD - DV, <0 (5)

Where G, is the set of all subsets.

E. Poisoning Attack Goals

a) Untargeted Poisoning: Untargeted poisoning aims to
prevent training convergence. Given a test dataset of C examples,
the adversary’s objective as:

C
m“éz LM (D), ) ©)
i=1

D'eT —
b) Targeted Poisoning: The adversary ensures that the
model’s predictions fall outside a set of outputs &?. we formulate

this as an optimization problem:

1P a0) ¢ 2) )

¢) Backdoor Poisoning: The objective of the backdoor attack
may be formulated as generating predictions outside a set &
by assuming that the trigger manipulation(s) are confined to a
set ¥ (x). This is expressed as an optimization problem:

C
7)5%,2 1(3* e F() st OO ¢ 2)  (8)

i=1

Figure 2. Cloudflare.

F. Backdoor attack Machine Learning

In the context of large language models (LLMs), adversary
attack against DNNs focus on four [90], [91] main backdoor
attack strategies: data poisoning (DP), weight poisoning (WP),
hidden state (HA), and chain of thought (CA) attacks.

Table 11
BACKDOOR ATTACKS LLMs.
Backdoor Access Requirement Injection
Attack Training Set  Model Weight  Internal Info Method
DP v supervised fine-tuning
WP v v Model editing
HA v v Activating the steering
CA v Reasoning

III. ADVERSARIAL REINFORCEMENT LEARNING IN FINANCE viA
BAYESIAN APPROACH

By conceptualizing according to the previous works studied
in [92], [76] we can deduce the following:

A. Bayesian optimization application via Diffusion Model

Algorithm 1: Diffusion Bayesian Optimization
Data: T, 0, a, B, 0
Result: Model parameters and trace.
Initialize xr;
fort «— T —1 downto 0 do

if t > 1 then
L z « Noise_dist(0);

Else z « 0;

transport_component < Optimal_transport(xr, t, 0, 8, 0);

X¢-1 < Normal(f'x], u = drift_function(xr,t,0,p,0) +
transport_component + o[t] - z,0 = 1);

X7 € Xt-1;
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B. Bayesian optimization application via Limit Order Markets

Consider an agent at time t who wishes to maximise her
expected utility by allocating her wealth in a risk-free bank
account or a risky asset. Let us define the following processes:
B = (By)o<i<r is the risk-free bank account and satisfies:

dBt = T’B[ dt,

dS; = (u—r)S; dt +0S; AW, S =5

where, W = (W,)o,<r is a Brownian Motion, S = (S¢)o<r is
the discounted risky price process.

7T = (T)o<<7 15 a self-financing strategy, which indicates the
amount of money allocated in the risky asset at time .

X" = (Xf)oqq is the agent’s discounted wealth given the
strategy 7, and satisfies the following stochastic differential
equation:

dX} = (m(p —r) + rX7) dt + mo dW,, XT = x.
The maximisation problem is formulated as follows:
H™(s,x) = sup E.[U(X})]
=€AoT

where U(x) is the agent’s utility function, A, is the set of
all admissible strategies (Table III), corresponding to all ¥ -

T
predictable self-financing strategies such that ft 72 ds < oo.

Table III
COMPARISON OF MARKET AND LiMIT ORDERS.

Market Orders Limit Orders
Execution Speed Immediate May take time
Price Control None Yes
Risk of Non-Execution No Yes
Best For Urgent trades Price-sensitive trades
Impact of Volatility High risk of slippage | Protects against adverse price movements

Feature

Let’s the optimal liquidation® ° 1© ' speed. Let A be the set
of all predictable non-negative bounded processes. Our set of
admissible strategies that is, the liquidation (algorithm 2) speed
v will have to be picked from A.

Suppose that we want to liquidate!? [93] a portfolio of P
shares by a terminal time T. Then, our objective will be to
minimize:

Eisyq [fT S'v,du + (P - Q;) Sr+a (P B Q;)Z]
t

over all possible strategies v € A, and where a > 0. That is,
we would like to find the value function.

. g A ) 2
H(t,S,q) = Inf By, [ ft Stvudu + (P - Q1) Sr +a (P - Qy) ]

Q The first term represents the amount of cash we obtain by
following some strategy v. The second term, on the other hand,
indicates that the trader must execute all the shares that were
not liquidated at time T. Finally, the third term is a terminal

8High Frequency Trading

“mathematical theory: high frequency trading
10QuantRocket

HHigh Frequency

20rder Types: Market, Limit, and Stop Orders

’ penalty, where we penalise not liquidating all shares by time T. ‘

By Hamilton-Jacobi-Bellman equation to deduce that the
value function H must satsify the following Partial Differential
Equation:

9H + 30%dssH + inf,en {(S + kv — v8qH}
H(T,$,q) = (P = 9)S + a(P — q)?

The optimal liquidation speed is given by,

P
T+&

*

Vi

Algorithm 2: Simulate market and limit order executions

Data: num_steps = 10000

Result: Simulated stock price S, market order quantity
Quit, limit order quantity Qy,, and total
liquidated shares Qyota

Initialize arrays S, Quixt, Qrim, and Qyora Of size num_steps;

S[0] = 100;

# Initial stock price;

kat[O] =P= ‘u/(# + 9)/

Qlim[O] = p * y/(y + ﬁ)/

for i from 1 to num_steps - 1 do

*

mGt = T+k/a ’

Vlim = mGt * F’.

# Market order execution;

Syt = 0+ VAt + N(0,1) + 0+ v: +dt;
dekt = _V:nkf * dt;

S[i] = S[i = 1] + dSu;

Quie[i] = max(Que[i — 1] + dQuuiet, 0);
# Limit order execution;

¢ =Dy + Vdb);

AQim = —Vvj,, *+dt = P;

Qiimli] = max(Quim[i — 1] + dQuim, 0);
# Update total liquidated shares;
Qrotarli] = Quuke[i] + Qrim[i]

end

Algorithm 3: Simulate high frequency trading

Data: prices, bid_ask_spreads, liquidity_factor
Result: Cumulative profit, cumulative slippage
WNirades = len(Prices)}
slippage = [];
profits = [];
for i from 1 to Nyages — 1 do
trade_price =

prices[i] + U(—=bid_ask_spreads[i], bid_ask_spreads]i]);
trade_slippage = |trade_price — prices[i]|;
slippage.append(trade_slippage);
profit = prices[i] — prices[i — 1] — trade_slippage;
profits.append(profit);
cumulative_profit = Y, profits;
cumulative_slippage = Y slippage;
end

Base approach for modeling High Frequency Trading (algo-
rithm 3) [94], [95], [96], [97], [98], [99], [100], [101], [102], [103].
HFTs together with a discrete price model derived from discrete


https://www.quantstart.com/articles/high-frequency-trading-iii-optimal-execution/
https://quant.stackexchange.com/questions/46125/what-mathematical-theory-is-required-for-high-frequency-trading
https://github.com/quantrocket-codeload
https://github.com/lcsrodriguez/optimalHFT/blob/main/main.ipynb
https://www.finra.org/investors/investing/investment-products/stocks/order-types
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portfolio execution theories is: A time period T into N even
short interval of length T = T/N, S,, is the security price at time
t=nt.

hit
Sy =811 + om?& — ng(th) + 074

For t=1,...,N, 0 repersents the volatility, and & ~ N(0;1). k
represents the net sale volumes of all HFT , g(v) is the price
impact function.

C. Bayesian optimization application via stochastic volatility jump

The Bates model (stochastic volatility jump) [104], [105], [106],
[107], [108] (Figure 3) is defined by two coupled stochastic
differential equations:

ds(t) = (r = AR)s(t)dt + [ o(Ds(t)dwi (1) + ()s(DAN(?)
do(t) = k(0 — o(t)dt + o Vo(t)dwa(t)

Where: s(t) is the asset price, v(t) is the variance, r is the
risk-free rate, A is the jump intensity, k is the expected relative
jump size, k, 0,0 are volatility parameters, w;,w, are Wiener
processes with correlation p, J(f) jump size, N(t) is a Poisson
process.

FinancelLLMsBackRL: Multi-Factor Bates Model: Sample Price Paths

Asset Price

0 50 100 150 200 250
Time Steps

Figure 3. stochastic volatility jump.

D. Bayesian optimization application via CIR (Cox-Ingersoll-Ross)
Model

dr(t) = 1(0 — r(t))dt + o \/r(H)dW (1)

The Cox-Ingersoll-Ross model [109], [110] is to guarantee
a non-negative short rate [111] ¥ 14 15 16 model stays strictly
positive if we have,

2k0 > o*

o Axe™ 3 B )
g = m,/\ =1og(t),d = 4x0/o
0a?

lim E(r(t)) = 6, lim Var(r(t)) = =~

3Monte Carlo simulating CIR
14CIR :mathematical element
I5CIR: Feller Condition
16HoLee Model

Algorithm 4: CIR
Data: a, b, 0, r, T, N
Result: Time series of interest rate r
dt = % ;
t= (O, T, %);
r = zeros(int(N) + 1);
0] =7;
for i from 1 to int(N) do
‘ rli] = r[i = 1] + a( — r[i — 1]))dt + o Vr[i — 1]dtN(0, 1);

end

1.0

0.

®

0.

o

Figure 4. FinanceLLMsBackRL: Incompressible flow.

E. Bayesian optimization application via Navier-Stokes equations

The Euler and Navier-Stokes equations [112], [113], [114] [115],
[116] [117], [118] [119], [120], [121], [122], [123], [124] describe
the motion of a fluid in R” (n =2 or 3).

These equations [125], [126], [127] are solved for an un-
known velocity vector u(x, t) = (ui(x, t));<;c, € R" and pressure
p(x,t) € R, defined for position x € R"” and time f > 0, to
incompressible (Figure 4) [128] fluids filling all of IR". The
Navier-Stokes equations are then given by,

0 - 8ui (9;7 n
atu,+;u]-a—xj—vAu,-—a—JCi+ﬁ(x,t) (xe]R,tZO),
divi=Y 2% _0 (xeR,t20)

8xl-

i=1

u(x,0) =u’(x) (xeR")

Where, 1u°(x) is a given, C* divergence-free vector field on
R, fi(x,t) are the components of a given, externally applied
force, v is a positive coefficient (the viscosity), and A = Y/, %
is the Laplacian in the space variables. l

|05u° ()| < Cre@ + )™
|0507 £ (x, 1)] < Cap+ I+ )7

on R", for any I' and K
on R" X [0, ), for any I', n, K.

p,u € C”(R" x [0, ))

f lu(x,t)Pdx < C forallt>0
RY[

u°(x+ej):u°(x), f(x+ej,t):f(x,t) for1<j<n


https://quant.stackexchange.com/questions/8114/monte-carlo-simulating-cox-ingersoll-ross-process
https://math.stackexchange.com/questions/3328585/the-cox-ingersoll-ross-model-1985
https://quant.stackexchange.com/questions/44475/feller-condition-cox-ingersoll-ross-source
https://github.com/dpicone1/Vasicek_CIR_HoLee_HullWhite_Models_Python/blob/master/HoLee_Model_in_Python.ipynb
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u(x,t)=u (x +ej, t)

on R*X [0,c0) for 1 <j<n
p,u € C* (R" x [0, c0))

p(x+e/, t) =p(x,t),

00 00;
—fL3XRu~§ dx dt—lzjfﬁsxmuiuja—% dx dt

vff: u-Adedt+ff f~9dxdt+ff p - (div 0)dx dt
R3xR R3xR R3XR

IR} f(x,B)| < Cax(1 + [H)®  on R? X [0, o), for any I, 7, K.

Algorithm 5: Initialize system

Data: Lx, Ly, Lz, Nx, Ny, Nz
Result: velocities u, v, w, and grid spacings dx, dy, dz

_ _Lx . _ Ly 4 _ Lz .
dx - Nx—l’dy - Ny—l’dZ ~ Nz-1’/

r= EFREE
u[:] = sin(r) » exp(-1);
v[:] = cos(r) * exp(-r);
w[:] = sin(r) * exp(-r);

velocity profiles; _

ul:,:,:] = 1.0 = (sin(7 * %) * cos(7t * Niy) + exp(—(k/Nz)?));
ul:,:,:] = 0.5 * (sin(7t * Niy) * COS(TT * ﬁ) + exp(—(k/Nz)?));
wl:, 2] = 0.25 * (sin(m * ) * cos(m * L) * exp(—(j/Ny)?));
return u, v, w, dx, dy, dz

Algorithm 6: Navier-Stokes equations

Data: u, v, w, dx, dy, dz, dt, p, u
Result: Updated velocities tyew, Unew, Whew

Compute Reynolds number Re;

_ roll(u,—1,axis=1)-u ,
dugx = —=—5——;

__ roll(v,~1,axis=0)-v
dvay = ——5——

__ roll(w,—1,axis=2)-w ,
dde =%

Compute pressure gradient grad,;
Unew = U — dt * (gradp +2 Tif);

Upew = 0 — db = (grad, + ¥, 1;;);

Whew = W — dt = (grad, + ¥ T;j);
return u_new, v_new, w_new

Algorithm 7: Compute drag coefficient

Data: u, v, w, dx, dy, dz, dt, p, u

Result: Drag coefficient cd

Define functions forcepsance, dudx, dudy, dwdz;
Compute total forces in x, y, z directions;

drag_force = \/ total_force? + total_forcej + total_forceZ;
drag_area = 1.0;

velocity = Vu? + v? + w?.mean();

cd = drag_force/(0.5 = density * velocity® » drag_aren);
return u_new, v_new, w_new

Algorithm 8: Reinforcement Learning Trigger

Data: Sampling rate, Imperceptibility
Result: Trigger object
generate dynamic trigger

state < None;

while state < sampling_rate do

action « U(0,1);

end_state « state + 1;

reward « calculate_reward(state, end_state);

q_table[state, action] «
q_table[state, action] + learning_rate - (reward +
discount_factor - max q_table[end_state, a]);

state < end_state;
end
return Trigger(sampling_rate =
sampling_rate, imperceptibility = imperceptibility);

F. Bayesian optimization application via Reinforcement learning

In the infinite horizon [129], [130], [21] setting '/ !¥, an MDP
(Markov Decision Process) is said to be linear with a feature
map ¢ : SXA — RY, if there exist d unknown measures
=", ,u@) over S and an unknown vector 6 € R? such
that for any (s,a) € SX A,

P('lS, ll) = < ¢(5r LZ), [J() )/ V(S, ﬂ) = < (P(S/ ﬂ), 0 > (9)

In the finite horizon [131] [132], [133], [134], setting, an MDP
is said to be linear with a feature map ¢ : SXA — RY, if for any
0 <t £ T, there exist d unknown measures u; = (‘ugl),u- ,‘ugd))
over S and an unknown vector 8, € R? such that for any
(s,a) e SxX A,

Pi(ls,a) = (p(s,a), (), 11(s,0) = (p(s,a), 0 ), (10)
llp(s, a)ll < 1 for all (s,a) € S X A.

Qls,a) = (Y(s,a),w), v(s) = (&), 1) (11)

Qt(sla) = <¢(S/ ﬂ), Wy >/ Ut(s) = <£(S), r]t },\7’0 < t < T (12)

P:SXA— R and &: S — RY are known feature mappings
and w, w; 1, and 7; are unknown vectors.

A victim agent backdoor attack follow the [135], [136], [137],
[138], [139], [140], [141], [142] following policy:

Li1(s), if tri d
Troison(s) = {”‘ 1), if triggere (13)

Tlwin(), if otherwise

Y Ve = Ri(s®,a?, 5.
t=0

We define the expected reward (Figure 6) for a policy 7 [143],
used in an environment (Figure 5) as & by,

t

R(m,E) = Erpring [Z r(st,at)} (14)

7RL Finance
18RL Quantitative finance


https://gist.github.com/sebjai?direction=desc&sort=updated
https://qlib.readthedocs.io/en/latest/component/rl/overall.html
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Figure 6. RL: Data Poisoning.

In a clean environment &, the attacker wants to obtain a
policy 7 that yields an expected reward comparable to that of
the conventional model,

[R(", &) - R, &)| < &1 (15)

When the trigger is present in the environment, we refer to
this as the poisoned environment &.

max (R(r",€) - R(T, E)) (16)

‘R(n*,&) - R(n*,é)' <e 17)

Velocity Magnitude

\

Figure 7. FinanceLLMsBackRL: Velocity Magnitude.

IV. FiINANCELLMsBAckRL: BayEsiAN COMPUTATIONAL MODELING
(LLM-RL) BY ATTACK SCENARIO

In this study , we are inspired by the mathematical models of
portfolios [144], [145], [146], [147], [148] investment" % model;
High-Frequency Trading [149], [88] # 22 [150], [151], [152]; [153],
[154]; [155]; Navier-Stokes equations existence and smoothing
[156], [157]. “FinanceLLMsBackRL" is a technique that imple-
ments a poisoning attack with a “clean-label backdoor”.

We propose a new adversarial framework for the design of
selected sample triggers by “FinanceLLMBackRL"” backdoor poi-
soning attacks on audio data applied to transformers via LLMs
(text generators), showing that backdoor attacks applied only
to audio data can transfer via other critical applications directly
incorporating large language models in their operation chains
without any assumptions. Our approach focuses on developing
new and more advanced financial simulation methods using
state-of-the-art Bayesian optimization methods with diffusion
models * (with drift functions, including Bayesian diffusion
optimization).

In this technique, the volatility effects of the process in the drift
function by incorporating the transport component in the drift
functions are used for sampling, which uses a NUTS method
for efficient sampling Metropolis or with adaptive Hamiltonian
Monte Carlo step size), a design of Navier-stokes equations
(algorithm 5, 6 and 7) is then applied to the Bayesian [158]
diffusion model optimization (algorithm 1) method by Navier-
stokes equations with smoothing and viscosity calculation
(incorporating a nonlinear term simulating the Navier-stokes
equations in 3-dimensional (using a laplacian to compute the
second derivatives needed for the diffusion term and a velocity
(Figure 7) component to preserve stable isotropy) and then
a simulation of market and limit order [159] (algorithm 2)
[160] [161] execution (including limit order execution with
updating of the total liquidated shares) with simulation of high-
frequency trading * (algorithm 3) [162], a Cox-Ingersoll-Ross
model (algorithm 4), (Figure 10) and a policy reinforcement
learning approach (algorithm 8) [163], [164], [165], [166].

Given a time step T and a set of parameters a,f,0, 0, the
method generates a new data point xr based on the current state
xr-1 and the noise distribution sin(x). The results are available
on ART.1.18 (IBM-Trust Al); link: https://github.com/Trusted-Al/
adversarial-robustness-toolbox/pull/2467.

V. EXPERIMENTAL RESULTS
A. Datasets Descritpion.

We use the TIMIT corpus® of read speech, which is designed
to provide speech data for phonetic and acoustic research, as
well as the creation and assessment of automatic speech recog-
nition systems. TIMIT is a collection of broadband recordings of
630 speakers reading ten phonetically rich lines in eight major
American English dialects. Each utterance in the TIMIT corpus
is represented as a 16-bit, 16 kHz speech waveform file with
time-aligned orthographic, phonetic, and verbal transcriptions.

9Dr. Nicolas Privault: Nanyang Technological University
20Dr. Martin Haugh; Imperial College

2High Frequency Trading

2High-Frequency Trading Backtesting Tool

BDiffusion Models HuggingFace

2High Frequency Trading: python code

B documentation


https://github.com/Trusted-AI/adversarial-robustness-toolbox/pull/2467
https://github.com/Trusted-AI/adversarial-robustness-toolbox/pull/2467
https://personal.ntu.edu.sg/nprivault/indext.html
https://martin-haugh.github.io/teaching/
https://en.wikipedia.org/wiki/High-frequency_trading
https://hftbacktest.readthedocs.io/en/py-v2.1.0/index.html
https://huggingface.co/blog/Esmail-AGumaan/diffusion-models
https://sebastian.statistics.utoronto.ca/books/algo-and-hf-trading/code/
https://www.kaggle.com/datasets/mfekadu/darpa-timit-acousticphonetic-continuous-speech
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Audio tracks from several datasets were pre-processed using
Librosa %, a tool for extracting spectrogram characteristics from
audio files. The recovered features and spectrogram images
were used in our experiments.

B. Victim models.

Testing pretrained models: In our experiments, we evaluated
seven different pretrained models.””) proposed in the literature
for speech recognition. In particular, we used a Whisper (Ope-
nAl) described in [167], an facebook/w2v-bert-2.0 (Facebook)
described in [168], llama-omni described in [169], an wav2vec 2.0
described in [170], an Data2vec described in [171], an HuBERT
described in [172] and a Speech Encoder Decoder Models
described in [173]. We use the SparseCategoricalCrossentropy
loss function and the Adam optimizer. The learning rates for
all models are set to 0.1. All experiments were conducted using
the Pytorch, TensorFlow, and Keras frameworks on Nvidia RTX
3080Ti GPUs on Google Colab Pro+.

C. Evaluation Metrics.

To gauge how well backdoor attacks perform Figure 9 uses
two popular metrics: attack success rate (ASR) and benign
accuracy (BA) [174] [175]. Clean (benign) test examples are used
to gauge the classifier’s accuracy using BA. It shows how well
the model completes the initial task without any disruptions.
The effectiveness of the backdoor attack (Figure 8), or its ability
to make the model incorrectly categorize test instances that have
been tainted, is then measured by ASR. It shows the proportion
of poisoned samples that the poisoned classifier classifies as the
target label (in our case, ‘3).

Table IV
PERFORMANCE COMPARISON OF BACKDOORED MODELS.

Pretrained models Benign Accuracy Attack Success Rate

wav2vec 2.0 94.73% 100%
whisper (OpenAl) 95.03% 100%
HuBERT 95.21% 100%
facebook/w2v-bert-2.0(Facebook) 98.96% 100%
llama-omni 97.34% 100%
Speech Encoder Decoder 96.12% 100%
Data2vec 99.12% 100%

2 TIMIT dataset.

Table IV presents the different results obtained using our
backdoor attack approach (FinanceLLMsBackRL) on pre-trained
models (transformers® available on Hugging Face). Finan-
ceLLMsBackRL is applied on different reinforcement learning al-
gorithms ? * in a complex reinforcement learning environment
to generate dynamic triggers in a multi-agent environment.

2Librosa

?Transformers (Hugging Face)
2Hugging Face Transformers
2RL Algorithms

30Gym: Spaces functions

D. Characterizing the effectiveness of FinanceLLMsBackRL.
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Figure 8. TIMIT: Backdoor attack (FinanceLLMsBackRL) by bayesian
optimization. Table IV).

e well-kept crops. '}l

Figure 9. Data Poisoning attack Geneartive Al (Generated Text) : Gemini
(Google); GPT-40 (OpenAl); Mistral; LLama (Facebook).

E. Financial Modeling: Diffusion Models and Drift CIR Optimized
by Bayesian Simulation.

25
. Mall o
. Y

xT CIR Model Trace

e M A

Figure 10. TIMIT: Backdoor attack (FinanceLLMsBackRL) CIR by
bayesian optimization. Table IV).

Q Ethical Al Capabilities and Challenges: In the light of these
results of experience, it becomes necessary to reinforce the
declarations (Role of Model the Governance in Regulating
GenAl ,Advanced Al Monitoring and Regulation Capabilities
for GenAlI) * and acts of protection of robust and secure
artificial intelligence, such as the declarations of “The Montreal



https://librosa.org/doc/latest/feature.html
https://huggingface.co/docs/transformers/index
https://huggingface.co/docs/transformers/index
https://stable-baselines3.readthedocs.io/en/master/guide/algos.html
https://mgoulao.github.io/gym-docs/content/spaces/
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FinanceLLMsBackRL: Particle Distribution after Diffusion
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Figure 11. FinanceLLMsBackRL: Particle distribution after diffusion.
Table 1V).

Detection FinanceLLMsBackRL:

A possible method capable of detecting attack “Fi-
nanceLLMsBackRL"” lies in the conceptualization of a
dynamical systems method as proposed in study [176]
via a Kolmogorov equation and meta-learning [177] in
order to study the trajectory of chaotic varieties at the
level of the learning space (to study the stochasticity
of interactions knowing the existence of deterministic)
models allowing to study the trajectory of attractors
(Figure 12) and chaotic cryptographic [178] dynamics
at the by focusing on the topological [179], [180]
transitivity of the latent learning region of the labels
defined in the dataset.

CONCLUSIONS.

The weaknesses of transformers-based and reinforcement
learning-based [181], [182], [183], [184], [185], [186] generative
Al models are the main topic of this work, which presents a
novel financial simulation tool, “LLM-RL”. A clean backdoor
and poisoning attack for financial®’ modeling using inversion
models via diffusion (Figure 11) derivatives optimized by a
Bayesian conceptualization, The simulation is referred to as
“FinanceLLMsBackRL” in this paper. The function simulations
use high-frequency trading * 3 simulation parameters, market
order execution, limit order execution, and total liquidated
shares update (multi-step execution scenario); with incorpora-
tion of Navier-stokes [187], [188] equations via a smoothing of
the initial velocity profile, thus a definition of the initial velocity
profiles, calculation of the velocity gradients, calculation of the
strain rates, calculation of the viscous stresses, calculation of
the pressure gradient, calculation of the velocity divergence
with application of a Laplacian smoothing and updating of the
velocity with smoothing finally calculation of the drag coefficient
using the force balance method at the computational level.
The results of this study allow to understand the potential
of “LLM-RL” methods in the mathematical and computer

310ption Pricing
32High-Frequency-Trading
33Data Centre Dynamics: High-Frequency-Trading

Lorenz Attractor: FinanceLLMsBackRL

Figure 12. FinanceLLMsBackRL: Attractors.

science fields of advanced financial methods, but also the
risks and vulnerabilities to which advanced “pre-trained DNN”
models using reinforcement learning are exposed via malicious
manipulations in order to guarantee the security ** % 3 and
reliability of models such as automatic audio speech recognition
or any Al model based on “LLM-RL".
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APPENDIX
FINANCIAL UNDERSTANDING OF THE CONCEPTS OF STOCK MARKET
CONCEPTS OF MARKET AND LIMIT ORDER EXECUTIONS.

Let us consider (t,x) in [0, T] X R" under the assumptions,

H(t,x) = sup supE[ f 9 f (S,Xﬁ’x,vs)ds+H(6,Xg")]
t

veA(t,x) Oery

= sup inf E [fef(s, X, vs)ds + H(G, ng)]
t

veA(tx) 0T

By the Markovian property of X,

te
tz _ 0
X% = X% 9 <s

where X" denotes the process X at time s given X; = x with
t <s, and 0 is a stopping time defined in [, T]. By the law of
iterated conditional expectation and for any arbitrary control v,
we obtain,

<]
H(t,x) = E [ f (s, X2 +0.)ds + H' (0, X;)]
t
H?(t,x) < H(t, x), this implies that,
34 AISIC

35¢sIs
36CAISI


https://www.state.gov/political-declaration-on-responsible-military-use-of-artificial-intelligence-and-autonomy-3/
https://montrealdeclaration-responsibleai.com/the-declaration/
https://github.com/jkirkby3/PROJ_Option_Pricing_Matlab
https://corpgov.law.harvard.edu/2014/09/17/high-frequency-trading-an-innovative-solution-to-address-key-issues/
https://www.datacenterdynamics.com/en/analysis/inside-the-wild-world-of-high-frequency-trading/
https://www.nist.gov/aisi/aisic-member-perspectives
https://www.csis.org/analysis/ai-safety-institute-international-network-next-steps-and-recommendations
https://cifar.ca/cifarnews/2024/11/12/government-of-canada-announces-canadian-ai-safety-institute/
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H(T, x) = g(x), for all x in R".

Let w be a function in C'? ([0, T] x R*) N C° (([0, T] x R"), and
satisfies a quadratic growth condition, i.e. there exist a constant
] C independent of x such that,

0 < o | [ 5(sx0) s+ 10,5
< sup inf E[f9f<51X§’xzvs) dS+H(6,Xt9,x)

ved(tx) 0T t
Taking supremum over all control v in the left-hand-side, we lw(t, x)| < C (1 + |x|2) , for all (t,x) in (0, T] x R"
then get:

ow
0 a : n
——(t,x) — t,x)+ f(t,x,a)] > 0, for all (¢, 0, T] xR
Ho s sup nt b [ r(oxn0)as H(o.x7) 3¢ () =P L)+ 650] 20, for all .9 n 0.7
Ert 1

veAlt T ! and w(T,x) > g(x), for x in R”

We fix an arbitrary control v in A(t, x) and a stopping time
0 in 1,7, for any € > 0 and w in Q, there exist a control v*“ in

(G(a)) (u)(a))) such that,

P! . .
H(6(w), X& (@) — € < H'™ (8(@), Xi% (@) ‘a_zf(t' X) = sup [£rw(tx) + £t x,0)] = 0

O(w,

then w > H on [0, T] x R". Suppose that w(T) = g and that
exists a measurable function o(t, x) valued in A such that,

consider the control process, X, = b(X,,5(s, X)) ds + 0 (X, 0 (5, X.)) dW,
Bo(w) = v5(w) s in [0, B(w)] has unique solution (Y;’x), and the process ﬁ(t, Xﬁ*) is in
0 vsw  sin (B(w), T] Alt, x).

0 w=H, on [0,T] x R"
H(t,x) > H(t,x) = E [ f (s, X%, v.)ds + H” (6, X;)]
t

and ¢ is an optimal Markovian control. Since w in

0 , C"? ([0, T1 x R™), for all controls v in A(t, x), and 7 a stopping
>E [f f(s, X, Us) ds + H(Q, X@’X)] —-€ time, we can use Ito formula from f to s A 7, thus
t
0 Xf o &w Uy Xt,x d
H(t,x) > sup sup E U £ (s, X%, 0.) ds + H(@,ng)], w(s AT X0%) = wit, )+ e (r, X2%) + L (r, X)) dr+
veA(t,x) O€Ty,T t ! SAF
T
Consider 0 =t + h, and a constant control v =g, f D,w (r, Xﬁ") o (Xﬁ"‘, r) dw,
t

H(t,x)>E [th f(s, Xﬁ'x,a) ds + H(t +h, X;th)] T=1,= (r, Xi’x)T o (Xﬁ’x, r)'z dr > n}, then
t

by assuming that H is smooth enough such that we can apply T, goes to infinity when 7 tends to infinity. Then the stopped

It6 formula in the time interval [¢, ¢ + k], thus process,
XAT T
o (j; D,w (r, X,”) o (Xﬁ”‘, r) dW,)
t,x a t,x . ISA<T
(t +h, XHh) H(t, x) + I (ﬁ + L H) (s, X )ds + martingale
SAT
L4, is the infinitesimal operator associated , E [w (s AT, Xé;‘,)] = w(t, x)+E [ f (‘?;;’ ( th) + LW (r Xﬁx)) dr]
t

L°H = b(x,a)D.H + % tr (o(x,2)0” (x, @)D H)

0>E [IM (i;i;l + L”H) (s, X;X) + f(s, ijla) ds]

0> ai;[(tl x)+ L'H(t, x) + f(t/ x,a)

E [w (s AT, Xn’;, < w(t, x)+E [f XtY dr] for all v in A(t, x)

f Xt/ dr <f ‘f th
t

since w satisfies a quadratic growth, and using dominated
convergence theorem when 7 goes to infinity, we obtain

H

———(t,x) —sup [L'H(t,x) + f(t,x,a)] > 0
ot aeA

suppose that v* is an optimal control, and by similar argu-

[ (X”‘ < w(t,x) +E [f X” dr] for all v in A(t, x)
ments,

w(t, x) < H(t,x) for all (¢, x) in [0, T]XR", since v is an arbitrary
_ JH o . control in A(t, x). ii) Using It6 formula in w(r, )A(ﬁx) between t
0=-Zp &= LOHE) - £t x,0) in [0,T) and s in [t, T], we then get :

ot
f* (9 tx L(rX) X
(8t( )+ L0 (1, XY ))dr]

—‘Zif(t, x)—-sup [L'H(t, x) + f(t,x,0)] = 0, for all (t,x) in (0, TIXR" E[w (s, X*)| = w(t, )+E
acA
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-5t - sup [£ow(t,2) + f(t,x,8)] =0

E [ZU (S, Xi/x)] — ZU(i', X) +E [f f (X;’ZI 0 (1’, X;ﬂ()) dr]
t

if s tends to t, so

w(t,x) =E [fo(}A(t,"‘,z? (r, }A(t,")) dr+g (X;X)] = H(t, x)

H?(t,x) > H(t,x), w = H with 0 as an optimal Markovian
control.

Theorem 1. The no-arbitrage benchmarked prices of derivative
securities are given by the expectations with respect to the

original probability,
H
-5 (7117

“TIF)

H(t)
V()

Proof.
H(t)e™ = B (He

so for any A € ;

fA HedQ = fA H(te™dQ

S
A

with b = “T_r,

f —erQ fHe—rT bZT bw(T)dP
- J v

f H(t)e™dQ = | H(te ™ 28'T-W0gp
A

%h

H(t) e—r—%bzt—bW(t) e—%bz(T—t)—b(W(T)—W(t)] ap
A
1,H(H)e —rt- 12 T-bW(t) o WD)~ W(t)))

=B(
=B (1 A H(t)e—rt—szT—bW(t)B( ~BW(T)-W(O) | 7_7))
-B (IAH(t)e—rt——bZT bW(t)B( —b(W(T)—W(o)))
B(IAH(t)e—rt——sz bW(f) w2 (T- t))

_ [ H®
- M de

o, [HO
fA ven™ = ), v

O

For the purpose of replication consider a derivative with

payoff H and,

V(T) =

The No Arbitrage Principle implies H(t) = V(t),

H(t) = By ("™ H | ;)

11

dS(t) = rS(t)dt + oS(HAW(F)
S?® instead of S, with S° and Q° in the roles of S and Q
ds’(t) = rS°(t)dt + oS> (1AW (¢)

For the option value we had, for S and Q,

H(t) = e "B (W(S(T)) | F2)
= e"T9B, (h (s(t)e(’-%UZ)<T—t>+U(WQ<T>—WQ(f) )| 7.;)

Q' instead of Q , since the payoff function is concerned with

the original asset S rather than with S°.

H(t) = "™ By (W(S(T)) | F)
— e—r(T—t)BQ/ (h (e—UTS(S(T)) | 7:)5)
— TRy, I (€57 80 (1) - 32 T=1reo(We(D)-gy ) )| 7—})

(1(
- e—r(T—t)BQ ( h( —5(T—t) S(t) e(r—%uz)(T—t)ﬂy(WQ(T)—WQ/ () )| ﬁ)
(n(

— e—r(T—t)BQ/ h S(t)e(’ ¢-102)(T-H+o(Wey (T)- le(r))| 7_;)

Cox-Ingersoll-Ross Model Simulation
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Figure 13. FinanceLLMsBackRL: CIR.

Theorem 2. Bond and option prices in the CIR (Figure 13)
model Under the assumption of a short rate that follows the
CIR model we have:

(a) T-zero bond prices of the form

P(t, T) — e—B(t,T)+(t)+A(t,T)

2[exp((T - t)y) — 1]
2y + (b + p)lexp((T - t)y) - 1]
2yexp(T-Hb+1)/2) " 2
=1
AT =In [[Zy O+ lexp(T - ) - 11] o

B(t,T) =

Yy = VK2 + 202
dr(t) = (b6 — (b + B(t, T)o?) r(t)) dt + o \/r()dWr(2).

For any A >0 and p >0,

E (E—Aro,mx)e—y I8 m/u(xmu) — o0, (=110
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consider the chi-square density f;., having 0 degrees of

2 zyef(bﬂf)/z freedom and decentral parameter z,
W) = -—1 ’
Pru®) 2 8 (02/\ (@ -1)+y-b+eMy+ b)) /2
A+ B) + (v — b o fo(x) = € ed-ig, L(Vxz) for x > 0.
(y+b)+e'(y-b)y+2u(e" -1) - 41 3"

2z
I, is the modified Bessel function of order v,

(3)"

Yaul) = ~557 (@ =1 +y-b+et(y+Db)
Y= +20%2; 0<t<T:

X v
IV =\|- R A —
ror(x) = 117 (ro,.(x)) - () (2) ; nTv+n+1)
T
E (e—/\ft,r(m/i(x))e_[’l f,T 7o,.u(X)dp | 7:!) B(O,T) = E (exp {_f . (x)du}) = 00010 T)=10(X)¢0,1(0.T)
0
T
174 (t, Fos (x)) - F ( e—/\ro,n(x)e—uﬁ 70, (X)du | Yo,t(x))~ ZyeT(yH;)/Z 2 (eyT _ 1)

na(D) =~ og ) votn -

y—b+eT(y+Db) y—b+eT(y+b)

t T
=t Jo rou () = E (e Mottt fo roux)du
e Vit o) = E (e e | Tt) y = Vb? +202. The price of a zero coupon bond at time ¢ is

similarly, because of stationarity,

t
e_"fo ro,uduv (i’, Vo,t(x)) B(i’, T) — efa(f)orl(T*t)*rf(x)lporl(’r*t)
t

=V(0,x)+ f (?9_‘; (u, 70,u(x)) = urou(x)V (1, r9.4(x)) Suppose 0 < T < T*. Consider a European call option with

oV 0 expiration time T and strike price K on the zero coupon bond
+ 5 (11, 7. (%)) (@ = brou(x)) B(t, T*). At time 0 , this has a price

162V . B e o _ +)
* E (9_52 (M, Tou (X)) Gzro,u(x)) et JO ,O,u(X)deu Vo=E ((3 ’ (B (T, T ) K)

Co v E(E(e 60 (1,1 - K" | 7))
+ f et o (4 po (6)) 6 Afron(X)AW,. .
o & —F ( o o ( = AOONT =T)=rr () (T*=T) _ K)+).

A% v 19°V - (T" - T) +log K
Tt y) - uyVit,y) + 5o, y)a - by) + 5 5 (6, Y)o’y = 0 . = T 8

T
V(t, = E (e—Mt,t(y)e—Hf, 7a,r(g)dl¢) T
( }/) Vo=E (e—fo 71;(X)duB (T/ T*) l[yr(x)<r*])

V(t,y)=E (E—Aro,f_t(y)e—p I ro,u(y)du) KE (87 o d"l{mxw}) '
F(t, y) = E (e—/\rg/t(y)e—[.l H roy,,(y)du) E (67 f(]T r,,(x)duB (T, T*)) =B (0, T*) . E (67 f(]T r”(x)du) - B(O, T)
V(t,y) = F(T - t,y) , F satisfies Define two new probability measures P; and P, by,
JF OF 1 0°F
E = a—y(a — by) _ ‘UyF + Eazya_yz dﬁ ~ effoTr*(Z)duB (T, T*) & ~ eifoTru(x)du
dP |z — B(0, T " 4P|z~ B(O,T) °
F(O, ]/) — oy, Fr Fr
F(t, y) = e ¢O-xv0 Vo =B(0,T) Py (rr(x) < ") = KB(0, T)P> (rr(x) < ).
if (0) = 0 and ¥(0) = A with - 6_2 T -1
2 'T 2 @7+ 1)+ (02or (T —T) + b) (T — 1)’
(Pl(t) = 17b(t)/ _d/(t) = Eljpz(t) + bl;[}(t) - .u K gz g)’T -1
2= 5 " / .
i =0, we obtain the Laplace transform of r,(x) : 2 y@ET+D+b(T-1)
oy _AKz Then it can be shown that the law of %X) under P; (resp. the
E(exp Ar:(v) = 2AK +1) exp {2 AK + 1} law of TTK(X) under P, ) is a decentral chi-square with % degrees
of freedom and decentral parameter &; (resp. &, ),
K= - (1 —e"’”) SR S
4b ! o2 (et — 1) - 8ro(x)y2e’T
Consequently, the Laplace transform of " is given by, T 2@ -1)(y @T + 1)+ (o (T = T) +b) (@7 - 1)’
3 1 Az £ = 8ro(x)y2e’”
802 = a1 1y P {_ 20+ 1} T - @T+)+bET-1)
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CoNcCEPTS OF NAVIER-STOKES EQUATIONS.

The Navier-Stokes % equations are a set of partial differen-
tial equations that describe the motion of viscous fluids [189],

[189].
Re |0V 0 E?Y oV o E?Y
i [l [t DRy B— = E*y
2 [ dr d0 (r2 sin? 9) d0 dr (rz sin? 9)] sin
where 7 is radius, O is the polar angle, W is the stream function,
Re is the Reynolds number [190], [191].

s N sinf d (1 J
ar? r2 90 \sin6 96

The Reynolds number is the ratio of inertial forces to viscous
forces:

E*=

_ pVD
U
where p is the density of the fluid, V is the fluid velocity
(Figure 14) at r = 0o,D is the sphere diameter, and u is the

dynamic vicosity of the fluid. The boundary conditions for flow
around a sphere are:

W= 125020, r—
w=2=0, r=R

The flow velocity field v and pressure yx fulfill the incompress-
ible Navier-Stokes equations [192], [193], [194].

1
&tv+v-Vv—R—eAv+VX—f

diveo =0

on Q. := QX (0,00) with a bounded and connected domain
QC R4, d =2,3, with boundary I := 9Q of class C*, a Dirichlet
boundary condition v = g on X, :=I' X (0, 00), and appropriate
initial conditions.

Now assume we are given a regular solution w of the
stationary Navier-Stokes ¥ equations, [195], [196], [120].

1
w-Vw— —Aw+ Vy, =
Re = f
divw =0
CONCEPTS OF REINFORCEMENT LEARNING.

The value function for policy,

v5(s) = E[Ro (s0,a0) + YRy (s1,41) + .

=E [Z Y"Ryy (Sp,a4) | 50 =5, n]

The Bellman equation for value function,

ISO :S/TC]

OF(S) = Ri(5)+7 Y| plseat |50 = 7(50) 0y (5141)

5t+1€S

The optimal value function: v} (s;) = max; vf (s;), the Bellman
optimality equation for optimal value function v*(s)

13

The optimal policy:

T (S¢) = argmax Z p (St+1 | st,a) o (St+1)

aeA S$141€S

Von(s) =V [Z 1i(a | $)g(s, a)} , forall (s,a) e SxA
= Z [V7(a | s)gx(s,a) + m(a | $)Vqn(s,a)]
= Z an(a | $)q=(s,a) + m(a | s)VZp(s r|s,a)(r+v,(s ))}

=2, [Vﬂ(lZ | 8)qr(s,a) + (@l s) Ly p (s’ IS ﬂ) Vo ()]
= Z [Vn(u | $)qr(s,a) + m(a|s) Zp(s’ | s,a)

Z an @ 15)qn (s",a") + (@ | $) Z p(s”|s",a’) Vor (S")”

Z Z Pr(s — x,k, m) Z Vr(a | x)q-(x, a)

x(s,0)ESXA k=0

Where Pr(s — x,k, 7t) is the probability of transitioning from
state s to state x in k steps under policy 7.

vI(6) =
= Z (i Pr(sy — s,k, n)]z Vr(a | s)q=(s,a)
s \ k=0 a
=Y 1)) V@ | $)gx(s,a)
- Z () Z zﬁzs') Z V(@ $)gn(s,a)
=Y 1)) ue) Y V@l s)gx(s,a)
oC Z y(s) Z VT((IZ | S)qn(sra)

vvn (SO)

Vor(s) =V [Z Ti(a | s)qn(s,a)} , forallseS
= Z [V7(a | 8)q=(s,a) + m(a | s)Vqx(s,a)]

)

a

Vr(a | s)gr(s,a) + m(a | s)VZp (s’,7]s,a)(r—r0) + v, (s'))}

= Z [Vn(a | $)gn(s,a) + m(a | s) [—Vr(@) + Zp (s’ | s,a) Vo, (s')”

a

a

Vr©) =) | [Vn(a |9)qx(5,@) + 7@ |$) Y p(s' I'5,0) Vor (s’)]—an(s)

s

Ut (1) = Ry (sp) + maXV Z p (St+1 | 5, 1) Ut+1 (St+1) VJ©) = Z #(S) (Z [Vﬂ(a | S)q”(s' a)+mals) Z p (s I's,a) Vor (S/)} - VU,-[(S)]

St41€S

37COMSOL: Navier Stokes
3BSIMSCALE: Navier Stokes
Padvection-diffusion : Navier Stokes equations

- Z ) ), V(e 99050

+Zy(s)2n(u|s)2p(5 |'s,a) Vo, (s)

= ) H(s)Vor(s)


https://www.comsol.com/multiphysics/navier-stokes-equations
https://www.simscale.com/docs/simwiki/numerics-background/what-are-the-navier-stokes-equations/
https://physics.stackexchange.com/questions/513516/what-is-the-physical-meaning-of-navier-stokes-equations
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=), 1e) ) Va ] an(s,0
2 Z B Y@l 9p (& 15,0 Vor () = ), ) Vor ()

u(s’)

=Y 1)) V@l s)gals,a) + Y 1 () Vor () = Y (s)Vor(s)

= Z (s) Z Vr(a | s)qx(s, a).

CONCEPTS OF STOCHASTIC VOLATILITY JUMP.

dS; = (us + Aj) Sedt + \0;S4dB; — S jdN;

0<j<1,A=0 or the jump size j = 0, the number of jumps
between t and t+dt. Applying Ito’s lemma*® for semi-martingales
[197], [198], [199].

dIns, = (us - %vt N /\j)dt + ordB; + In(1 - )N,

1
In Sy = In S + (ys ik )\j)At+ Vor VALBy +
o =0
= 50(0)e ™ + Sp(In(1 — ) (1 - )
00(0) corresponds to the Dirac 6 function.
Theorem 3. The rational price of a standard European call
option*! is,

C (T, (k- slT)+) =S\ () — Ke D (d.).

Where ®(y) = LG L yw ¢~37dz is the standard normal cumula-
tive distribution function,

log( )+T(r+ ) log(%)+T(1’—§)
d, = VT , d-= VT

(d-d, — ¢ \T.) The minimal hedge ¢: = (H?,H}),

log( )+(T t)(r+ %)

Hl =®
! oVT -t
sl
log(?‘) +(T-1t) (7’— %)
H} = —eTK®
' oVT -t

Vi(¢7) = H{S! + H}S}

Proof. f(s) =

40LexiFi: Bates Model
41Full Proof: European call option

(S - K)+/
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F(t,s) = \/LZ_T( [:f(sexp {ay\/f+ (r— (Tz—z)t})e—%fdy
= \/% " (sexp {ay\/i_f+ (r— %Z)t} - K)e—%yzdy

where y(t,s) is the solution of,

copforielr- 2]k =x

y(t,s) =0 't? (log(%() - (r - 62—2) t)

rt

e 00
F(t,s) = N fws)sexp {ay\/_ %= — —y }dy—K[l - O(y(t,s))]
Sert 00

1,2
= e 2% dx — K[1 — D(y(t,s))]
V211 Jy(ts)-0 Vi

= se"[1 - D(y(t,s) — o VD] = K[1 - D(y(t,9))]

C(T.(Sr—K)") = eF (T, So)
= So® (o VT = y (T, S0)) - Ke " @ (- (T, o))
= SoD(d,) — Ke " TD(d_).

The minimal hedge is H! = e (T - 1,5,) ,

L= 0(oVT—t-y(T-1,5))
_ d)(oVT_—t—a"l(T— pt (1og(§) - (r— C;—2)(T— t)))

o log(%)+(T—t)(r+ é)
- oVT —t

Vi(¢7) =" TR (T - 1,8,)

log (3£) + (T - #)(r+ ;)}

oVT —t
. Ke,%[log(%) +(T-(r- —)]

oVT —t

H) = ¢V, (¢") — e "H}S,

_Ke-,Tq)[log(%’Mr— %(T—t))

oVT -t



https://www.lexifi.com/blog/quant/jump-diffusion-models-merton-and-bates/
https://math.stackexchange.com/questions/900911/proof-of-the-black-scholes-pricing-formula-for-european-call-option
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Figure 14. Navier-Stokes 3D.

ABLATION STUDY: STUDY OF AN ALTERNATIVE DETECTION METHOD.

Using a Graph RNN autoencoder methodology and clustering
techniques, this section suggests a novel method for precisely
identifying and mitigating backdoor risks in audio data. We
suggest a Graph RNN autoencoder that effectively detects
backdoor attacks by learning a low-dimensional latent-space
representation of the input data while maintaining the graph
structure. Through fine-tuning and retraining on a mixed dataset,
our method enhances the model’s resilience by combining
reconstruction loss-based detection utilizing an autoencoder
with K-means clustering, PCA (Principal Component Analysis),
and LOF (Local Outlier Factor).

A. Proposed Method.

Deep learning models, such Graph and Recurrent Neural
Networks (Graph RNNs) [200], [201], have been applied in
a number of domains, such as anomaly detection, natural
language processing, and picture categorization. Backdoor
attacks, however, have the potential to compromise these models’
security and performance. In this study, we provide a strong
Graph RNN # autoencoder method to boost resilience and
strengthen defenses against backdoor attacks.

B. Backdoor Attack Detection: clustering algorithms.

We use two complementing methods to detect backdoor attack
cases: K-means clustering using principal component analysis
(PCA) and local outlier factor (LOF) and reconstruction loss-
based detection using an autoencoder.

The autoencoder was trained on a dataset that included both
poisoned and benign samples for reconstruction loss-based
detection. By measuring the difference between the input data
and its reconstruction, the reconstruction loss, represented by
Liecon, was computed: Lrecon = [[X—X'|[*. The reconstruction loss
of benign samples was used to estimate an anomaly detection
threshold, represented by 7.

The input samples were flattened to create a feature matrix F
for K-means clustering with PCA and LOF. The feature matrix’s
dimensionality was then decreased using Principal Component
Analysis (PCA): Frequcea = PCA(F). To find clusters, the reduced
feature matrix was subjected to K-means clustering. Using the K-
means technique, the cluster centroids, represented by C, were
determined. The formula for calculating the Euclidean distance

2GRNN

15

Figure 15. GRNN-AE. Figure 16. Retrained GRNN-AE.

between samples and the cluster centroids is D = [|Frequced — ClI-
After that, anomalies in the distance measurements are found
using the local outlier factor (LOF).

C. Fine-tuning and Retraining.

To evaluate the effectiveness of the developed strategy,
experiments were performed on a dataset composed of benign
samples and samples contaminated by backdoor attacks. For
this purpose, the dataset was divided into training and testing
sets. The autoencoder was first trained on the training set and
then used for detection on the test set. Finally, the detection
accuracy was calculated by comparing the predicted labels with
the ground-truth labels.

D. Detection Accuracy.

The detection accuracy of the autoencoder was measured
by comparing the reconstruction loss of the test samples
with the anomaly detection threshold. Let L represent the
reconstruction loss of the test samples. The backdoor instances
are identified as:

BD.utoencoder = (Liest > T), where 7 is the threshold determined
for the training set.

The detection accuracies of K-means clustering with PCA and
the LOF method were also calculated. Let Agmeans-LOF Tepresent
the anomaly scores obtained by using this method. The backdoor
instances are identified as:

BDkmeans-LoF = (Akmeans-LoF > T). The detection accuracy was
then computed as the ratio of correctly identified backdoor
instances to the total number of backdoor instances in the test
set.

1) 3D visualisation of GRNN-AE.

We illustrate a 3D scatterplot visualization. Figure 15, Figure
16 of the outcomes of the autoencoding method for backdoor
attack detection, in a condensed three-dimensional space com-
puted using PCA, the graphic emphasizes the distinction be-
tween benign and possible poisoned samples. When compared
to a model that has been retrained, the comparison of color-
coded probability scores and detection accuracy data shows the
impact of retraining on the performance of backdoor detection
(GRNN-AE).
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