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Abstract—In distributed learning agents aim at collaboratively
solving a global learning problem. It becomes more and more
likely that individual agents are malicious or faulty with an
increasing size of the network. This leads to a degeneration or
complete breakdown of the learning process. Classical aggrega-
tion schemes are prone to breakdown at small contamination
rates, therefore robust aggregation schemes are sought for.
While robust aggregation schemes can generally tolerate larger
contamination rates, many have been shown to be susceptible to
carefully crafted malicious attacks. In this work, we show how
the sensitivity curve (SC), a classical tool from robust statistics,
can be used to systematically derive optimal attack patterns
against arbitrary robust aggregators, in most cases rendering
them ineffective. We show the effectiveness of the proposed attack
in multiple simulations.

Index Terms—Sensitivity curve, decentralized learning, feder-
ated learning, robust aggregation, byzantine robustness, robust
distributed learning.

I. INTRODUCTION

ISTRIBUTED learning paradigms, such as federated or

decentralized learning'| are an emerging technique to
efficiently handle large amounts of data in dispersed locations.
In cooperative networks, distributed algorithms can match the
performance of centralized algorithms, with data access at
a single location [2]-[5]. In practice, malicious (also called
byzantine [6]]) agents may interfere with the efficient, but non-
robust model aggregation step used in cooperative settings.
Counteracting the effect of byzantine agents has given rise to
byzantine robust distributed learning [/7].

There exist two popular distributed learning concepts: fed-
erated [8]-[10] and decentralized [11]] learning. In federated
learning, all agents communicate with a central fusion center,
which performs the model aggregation and distribution. In
decentralized learning, agents communicate in a peer-to-peer
fashion and each agent performs its own model aggregation.

There exist a large amount of robust aggregation methods
for federated learning. Most methods rely on a robust estima-
tion of the mean [12]], e.g. the trimmed-mean, the median [13]],
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'We use “distributed” for any structure where data remains local at
individual agents, which includes federated and decentralized architectures.
The term “decentralized” is used for a network without fusion center. In the
literature, these terms are sometimes used interchangeably.

Krum [[14] or the geometric median [15]. Other methods are
based on the Huber loss [16]], game theory [17]], randomization
[18], [19], variance reduction [20], [21] or clipping [22].
More methods can be found in the surveys [23[]-[25]]. While
not necessarily derived for decentralized settings, most of
these schemes can be adapted to decentralized peer-to-peer
aggregation.

The literature of tailor-made schemes for robust decentral-
ized optimization is more sparse. There exist methods based on
the trimmed-mean, the median and Krum [26], e.g., Byzantine-
resilient decentralized gradient descent (BRIDGE) [27]] and
Byzantine-resilient distributed coordinate descent (ByRDiE)
[28], based on clipping, e.g. Remove-then-Clip (RTC) [29] and
Self-Centered-Clipping (SCC) [30] and based on the cosine
similarity [31]. Other methods iteratively discard a certain
amount of samples [32] or combine variance reduction with
clipping [33]]. A class of robust and efficient M-estimation
based coordinate-wise robust aggregators are presented in
[34], [35]. In [36], the network topology is robustified by
constructing clusters based on the risk profiles of individual
agents.

Attacks on robust aggregation schemes can be broadly
classified into three categories. Firstly, naive attacks which do
not take into account the underlying structure of the data or
aggregation scheme, e.g. the addition of Gaussian noise, label
flipping, sign flipping [25] or the addition of large values [1]],
[31]. Most robust aggregation schemes are effective in defend-
ing against such attacks. But these attacks have the advantage
that they do require only little additional information about the
honest users. Secondly, there are more sophisticated attacks
which try to exploit the underlying data or model, e.g. data
and model poisoning attacks [37], [38]], the backdoor attack
[39], the echo attack [40]], [41]] or Inner Product Manipulation
(IPM) [42]]. A very common attack in this category is "A
Little Is Enough’ (ALIE), which crafts a specific value, which
is small enough to escape robust aggregation methods, but
large enough to disturb the aggregation [43|]. These attack
schemes require knowledge of the underlying data and model
weights, but do not need to know the deployed aggregation
scheme to effectively craft outliers. Thirdly, there are tailored
attacks which attack a specific robust aggregation scheme by
exploiting its weaknesses, e.g. Relocated Orthogonal Pertupa-
tion (ROP), which is designed to circumvent centered clipping
by estimating the center and injecting an update orthogonal to
the honest update direction [19]. These attack schemes are
very effective against a certain aggregation types, but may fail
when used against arbitrary aggregation schemes. Surveys of
different attack schemes can be found in [44], [435]].

To the best of our knowledge, there does not exist a design



method which can provide a powerful attack against arbitrary
robust aggregation schemes. The attack schemes listed above
are either limited in effectiveness or versatility, hence, are
not good candidates to develop a general attack framework.
In this work, we propose a general attack design framework
based on criteria from classical robust statistics, i.e. using
methods which were designed to measure robustness to design
a powerful attack.

There exist multiple well-known metrics to quantify the
robustness of estimators, i.e. the influence function, the Sen-
sitivity Curve (SC), the breakdown point, the maximum-bias
curve or the asymptotic relative efficiency (ARE) [46]-[48]. In
a prior work [1f], we presented preliminary results to system-
atically analyze coordinate-wise robust aggregation methods.
Therein, we used classical methods from robust statistics, such
as the SC, proposed by Tukey [49]—[51] for the study of the
finite sample behavior of estimators. Based on the analysis of
coordinate-wise robust aggregation methods, a new attack was
proposed, which searches for the data point that maximizes
the SC and then injects this data point into the aggregation
process. We call it Sensitivity Curve Maximization (SCM). It
was shown that SCM breaks every analyzed coordinate-wise
aggregation method. In this paper, we build upon this insight
and extend SCM to multivariate aggregation schemes. We also
ensure the alignment of the attack direction over multiple
training rounds with Aligned Sensitivity Curve Maximization
(ASCM) and Simplified Aligned Sensitivity Curve Maximiza-
tion (SASCM). Further, we adapt multiple robust aggregation
schemes from federated learning to decentralized learning and
analyze their respective SCs. Our contributions are:

« Based on the recently developed SCM attack, we develop
novel ASCM and SASCM attacks, which combine the
maximization of the SC with the alignment of the attack
over time.

e We perform a systematic analysis of the 1D and 2D-
SCs of various robust aggregation schemes and propose
tailored SCM/SASCM attack schemes.

e We deploy and analyze multivariate M-estimators in
robust aggregation.

« While we keep our arguments general to cover arbitrary
decentralized topologies, when considering a fully con-
nected graph, we also include federated learning.

The remainder of the paper is organized as follows. In
Section [M] decentralized learning and robust aggregation is
introduced. The classical SC and our extended definition
is given in Section Section derives and motivates
the proposed ASCM and SASCM attacks. In Section an
overview of existing robust aggregation schemes and our
adaption of multivariate M-estimators, including an analysis
of all aggregation schemes using 1D- and 2D-SCs, is given.
Existing attack schemes are presented in Section [VI] and new
specific SASCM attacks in Section Finally, simulation
results are shown in Section [VIIIland a conclusion and outlook
are given in Section

Notation: Normal-font letters (a, A) denote a scalar, bold
lowercase (a) a vector and bold uppercase (A) a matrix;
calligraphic letters (A) denote a set, R denotes the set of real

numbers and R" ¥, R™*" the set of column vectors of size
r x 1, matrices of size r x r, respectively; A~ ! is the matrix
inverse; A ' is the matrix transpose; |a| is the absolute value
of a scalar; |A| is the cardinality of a set; ||cﬂ| denotes the
euclidean norm of a vector; cos(a,b) = (a b)/(]|a||||bl)
denotes the cosine similarity.

II. DECENTRALIZED LEARNING AND ROBUST
AGGREGATION

In a general distributed learning problem, a collection of K
agents aims to collaboratively solve a stochastic optimization
problem

K
o 1
w :argmln—ZJk(w) (1)
'U)GRTXI K —1
with the local objective function J,(w) = E[Q(w;xy)].

Where x;, € R"*! denotes a random variable of dimension
r representing the data available at agent k and Q(w;xy)
denotes the associated loss.

In decentralized learning, agents only exchange intermediate
estimates on a peer-to-peer basis, without communicating with
a central fusion center. For example, the Adapt-then-Combine
(ATC) diffusion algorithm takes the form [3], [34]], [52]

Dpi =Wh i1 — VI p(wy ;1) 2
Wy = z Qo Pe,i 3)
LEN,

with the stochastic gradient approximation ﬁk (wg,i—1),
weights agy, step-size > 0 and the closed neighborhood of
agent k by NV, where  closed indicates that agent  is included
in Ny. Commonly, VJy(wy; 1) = VQ(wy,;_1;%k,) is
chosen with x; ; denoting the sample available at agent k
at time ¢. The Kgre}t{ph is described by a left-stochastic weight
matrix A € R™*" with entries

>0,
77 -0

> ag =1 )

LEN,

ifée./\/'k

else

(4)

and

Two common combination rules [52, p. 77] are the uniform
averaging rule

1
=—— [(eN, 6
gk A k (6)
which leads to a left-stochastic weight matrix A and the
Metropolis rule

e N\{k}

1
max ([N [,INg])?
k [ ik 7

1=

meN,\k

Ak = Amk>

which leads to a doubly-stochastic weight matrix A. In col-
laborative scenarios without any byzantine agents, the choice
of the above combination policies is well justified. This is
because they lead to sufficiently high efficiency and fast
convergence rates. For example, in a scenario without outliers,
the mean can be observed to converge fastest as demonstrated



Algorithm 1: ATC diffusion with robust aggregation

Initialize {wy, o}ren

for:=1,2,... do

for k € H do

Compute local gradient and update local weight

¢k',i = Wgi—1— MVJk(wk,iq)
Send weight ¢, ; to Ny,

for £ € B do
Craft malicious weight ¢, ; = *
Send malicious weights to all agents ¢, such
that k € N,

for k € H do
Receive weights {¢; ; }ocn,
Robustly aggregate received weights

Wy ; = agg ({¢€,i}Z€Nk)

in Figure In non-collaborative scenarios, the agents in the
network are split into a honest 7 and a byzantine B subset.
Similarly, the neighborhood N, = H; U B, of agent k is
split into a honest H,, (including agent k) and a byzantine
B, neighborhood. The aggregating agent k receives from its
neighbors the intermediate update

¢€ia EEHk
L= ’ 8
d)l,z {*’ éeb’k, ( )

where * stands for an arbitrarily and maliciously crafted
sample from a byzantine agent. As the averaging-based aggre-
gation schemes are highly susceptible to this kind of malicious
samples, the non-robust combination rule in Equation (3) has
to be replaced with a general, preferably robust, aggregation
rule

wy,,; = agg ({b}een,) € R ©)

This robust aggregation rule is able to reduce or completely
eliminate the influence of malicious samples. The complete
decentralized learning procedure with ATC-diffusion and ro-
bust aggregation is summarized in Algorithm [T}

III. SENSITIVITY CURVE

The SC was proposed by Tukey [49]-[51] to study the
finite sample behavior of estimators. It can also be used to
measure the impact of an outlier on the aggregation result.
To simplify the notation, we denote the weights of the honest
agents {¢y ; }ocy, as YV (V; at time 4) and the weights of the
byzantine agents {¢, ;},cp, as Z (Z; at time 7).

For an aggregator agg(-) and a set of scalar samples ) =
{y1,..-,yn_1} of size N — 1, the SC is defined as

se(V,z) = N (agg(Y U 2) — agg(Y)) € R,

where it describes the sensitivity of an aggregator agg(-) to
an additional sample z. It has to be noted that the value of the

(10)

gross-error sensitivity

rejection point

Fig. 1: Properties of the SC for » = 1 (adapted from [53])).

SC depends on the underlying sample ). Thus, the value of
the SC fluctuates for different samples ).

We extend the definition of the SC to account for P identical
multivariate outliers Z = {z,...,z}, where z € R"”*" is
repeated P-times in Z. The uncontaminated sample becomes
Y ={y,.-,yn_p} ¥, € R"*" and the multivariate SC
becomes

sc(V,2) = N (agg(V U Z) —agg(y)) e R™*"  (11)

Although simplified to multiple identical multivariate outliers,
this definition allows for a good tractability and is sufficiently
flexible to yield strong attacks, as we will show later.

Some properties of the SC are depicted in Figure |1, which
can be directly translated into important robustness measures
[53, Chapter 2.1c]. The gross-error sensitivity (GES) describes
the worst influence, which a set of outliers can have on the
result of the aggregation. To achieve robustness the GES has
to be finite and preferably small. As pointed out in [53],
decreasing the GES will decrease the efficiency and vice versa.
Hence, the aggregator with the highest efficiency (sample
mean) has an infinite GES and the aggregator with the lowest
GES has a zero efficiency (no aggregation). The classical
aggregator with the lowest non-zero GES is the median [53]].
There also exists an optimal redescending M-estimator which
minimizes the GES while bounding the asymptotic variance
[48, p. 153]. The local-shift sensitivity describes the effect
of small fluctuations in the samples. A small change in
the samples should also lead to a small change in the SC.
Therefore, the SC should be a continuous function. Lastly,
the rejection point describes the point, where a sample is
completely rejected from the aggregation as it is too distinct
from the norm. Preferably, the rejection point should be finite.
The 1D-SCs of various aggregators are depicted in Figures [3]
and [4] and the 2D-SCs in Figures [5] [6] and

IV. OPTIMAL ATTACK PATTERN

Injecting a well crafted outlier has been shown to be an
effective method to circumvent various robust aggregation
schemes. The following methods fall under this category. In
[43]], the authors propose ALIE, which crafts an outlier that is
small enough to not be rejected as an outlier, but large enough
to influence the aggregation result. In the MIMIC attack in
[54], the attacker copies the sample from a benign agent to
introduce a bias towards this agent. In the Gaussian attack [31]],
the attacker sends a sample randomly drawn from a Gaussian
distribution.



These attacks have in common that they are based on
heuristics which seem to work well, but might not be optimal.
To be able to provide new justifications for the effectiveness
of existing attack schemes, and systematically develop new
attacks for arbitrary aggregation schemes, we propose the
following definition of an optimal attack:

Definition 1 (Optimal Attack). For a given aggregator agg(-)
and a given sample Y, the sample Z* which maximizes
the distance dist(-) between the attacked aggregation result
agg(Y U 2) and the benign aggregation result agg()), can
be found by solving

Z5 = arg max (dist(agg(Y U 2),agg()))) . (12)

Intuitively, we want to find the byzantine sample, which
maximizes the distance between the benign aggregation result
and the attacked aggregation result. Choosing the squared
Euclidean distance dist(a, b) = ||a—b||* and restricting the set
of outliers Z to only contain P identical outliers, a new attack
scheme, which we will call Sensitivity Curve Maximization
(SCM), can be found:

Theorem 1 (Sensitivity Curve Maximization). For a given
aggregator agg(-) and a given sample Y, the sample Z* =
{2*,...,2"} with P identical samples, which maximizes the
distance dist(agg(YUZ), agg(Y)) for dist(a, b) =
can be found by solving

Z* = argmax [sc(V, 2)|°. (13)
zZ

Proof. Using the distance measure dist(a, b) = ||a — b||* and
a set Z which contains P identical outliers, we find

dist(agg(Y U Z), agg()))
=|lagg(Y U 2) — agg(V)|*

1
7 lse¥ ), a4

omitting the factor —5 N , we obtain Theorem l O

We now illustrate how several of the effective attack
schemes proposed in the literature can be developed in a
unified manner using Definition [I] and Theorem [I] For ex-
ample, the Large Value (LV) attack maximizes the SC of the
Sample Mean over a bounded set, by selecting an arbitrary
large value, as the SC of the Sample Mean does linearly
increase with the outlier value. ALIE on the other hand does
not directly maximize the SC, but uses the normal distribution
as a surrogate function, to find a value which corresponds to
a large SC value. More details on these attacks can be found
in Section [VIl

For most aggregation schemes there exist multiple samples
Z*; observe for example the multiple maxima in Figures
[6] and [7] The authors of [19] show that it is not feasible to
randomly select a direction for a given distance, even if it
is a solution of Theorem [I} as this will reduce the impact
of the attack. This can be contributed to the fact that attacks
in random directions might cancel out over multiple learning
rounds, as demonstrated in Figure [I5] Therefore it is important

to introduce a temporal component into the SCM attack, which
ensures an accumulation of the attack over multiple time steps.
In Figure 2] two consecutive learning rounds are shown, where
the red dashed lines represent the SC. As the SCs in this figure
are not aligned, a slight cancellation of the effect of the SCs
can be observed. To avoid this cancellation and to maximize
the effect of the attack over multiple time steps, we introduce:

Theorem 2 (Aligned Sensitivity Curve Maximization). For a
. . * . .

given previous sc(Y;_1, Z;_1) from time i — 1 and a current

sc(Y;, Z;) from time i, the optimal outlier sample Z; which

maximizes an upper bound of the malicious divergence over

two consecutive time steps, can be found by solving

2! =argmax{[|sc(V;, Z;)||* + 2 [Jsc(V;—1, Z11) |
Zi

|Ise(V;, Z5)ll cos (se(Vi—1, 21

with an initial optimal outlier sample

Z§ = argmax |[sc(Vy, Zo)|% -

0

1),s¢(V;, Z;))} (15)

(16)

Proof. The distance to be maximized is denoted with the blue
dash-dotted line in Figure [2] i.e.

(w1 — Wy ;1) — pV I (w,;—1)
Wy — g+ (W, — Wy, (17)

with w;, ; = agg ({#,,;}ren,) and letting o — 0, we can
neglect the effect of the gradient update, approximate ¢, ; ~
wy, ;—1 and we simplify to
_ 2
—wy )"
(18)

(w1 — Wy 1) + Wy ; — W ;1 + (W,

Using the previously introduced notation and dropping the
node index k, the maximization problem becomes

m;LX{HSC(yi—la Z7 ) +sc(Vi, Z))

+agg(V,) —agg(Vi 1 U Z,)|%}
< H?X{QHSCO)FMZ;A) +sc(V;, Z)|°
+ 2[lagg(V;) — agg(Y;—1 U Zi*—l)Hz}
= Hg\_X{QHSC(yFL Zi*fl)HQ + 2|[sc(Y;, Zi)H2
+2)|agg(V;) — agg(Vi 1 U 25 )|
+ 4||SC( 1— 17Zz 1)” ||SC(y“Zl)||
-cos (se(Vi_1, Zi_1),s¢(Vi, 1)) }

removing terms which are constant with respect to the maxi-
mization and solving for the argument leads to

Z = armeaX{IISC(% Zi)||2 + 2[lse(V;—1, Z51)||

19)

lse(i, Zi)]| cos (se(Vio1, Zi1),5e(V, 2))) } (20)
which proves Theorem [2] O

With the definition of the ASCM from Theorem [T} we are
now able to determine an optimal attack sample Z at time
i, which takes into account the optimal attack sample from
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Fig. 2: Multiple rounds of learning at agent k& without aligned
SCM. The red dashed line indicates the SC and w;,; =
agg ({qb“} [er) indicates the honest aggregation result.

the previous time Z;; and maximizes the effect of the attack
over both time steps. In Theorem [2] we maximize the norm of
the current SC with the cosine similarity between the current
and the previous SC. This motivates the following definition
of a simplified attack, which we show later to be effective in
practice:

Definition 2 (Simplified Aligned Sensitivity Curve Maximiza-
tion). The optimal outlier sample Z; which maximizes the
current sc(Y;, Z;), while keeping it aligned with the previous
sc(Vi_1, Z_1), can be found by solving

ZF = argzmax Isc(Vi, Z,)|I°

subject to
€os (sc(yiv 2;),5¢(Vi—1s Z;—l)) >0,

where 6 is a constant, which should be chosen close to 1.

21

This simplified attack allows us to independently maximize
the strength of the attack while keeping the attack aligned with
the previous attack.

While Theorem [I] provides a general rule to find an attack
value which has the maximum effect on the aggregation at a
certain individual time step, Theorem [2] enables us to ensure
a maximum accumulation of the attacks over time. Finally,
Definition [2| provides a good trade-off between ease of use
and a powerful attack design.

V. AGGREGATION SCHEMES

This section analyzes and gives an overview of aggregation
schemes which can be used in place of the general aggregation
function agg(-) in Equation (9). To objectively measure the
influence of an outlier on the aggregation result, we will use
the SC. The classical 1D-SCs are presented in Figures [3]and 4]
Properties which are favorable to observe in these figures,
are a finite GES and a finite rejection point, combined with
a linear local shift sensitivity, as explained in Section [
These three properties are well-known to be critical from the
perspective of classical robust statistics [53]]. Therefore it is not
surprising that these properties emerge naturally in modern
robust aggregators for distributed learning, like in Iterative
Outlier Scissor (I0S) or Multi-Krum.
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Fig. 4: Overview of SCs for different aggregation schemes for
r=1.

As most robust aggregators are multivariate aggregators, it
is not sufficient to analyze their 1D-SCs. Therefore the 2D-
SCs, based on Equation (TT), are also analyzed and depicted

in Figures [3] [6] and [7]
Sample Mean: Classical aggregation scheme [8], [55], ob-
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(b) SC of a-trimmed mean.
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(¢) SC of median

(d) SC of geometric median.

Fig. 5: Euclidean norm of 2D-SCs for different aggregation
schemes. Values larger than 70 are clipped. Mean of underly-
ing data is at (0, 0).



tained using the uniform averaging rule from Equation (6) in
Equation (3) as

1
e > b (22)

Wy i
LEN,,

The sample Mean is non-robust with a breakdown point of
0, hence, a single malicious sample can cause an arbitrary
aggregation result. This can be seen in Figures [3a) and [5a] with
an infinite GES and rejection point. It can also be seen as an
M-estimator with ¢(t) = 1 in Equation (23).

Coordinate-wise o-Trimmed-Mean: Removes the o - |N|
smallest and largest values in each dimension and takes the
average of the remaining values , . Therefore, it has
a breakdown point of a. The 1D and 2D-SCs are shown
in Figures [3a and [5b] Figure shows the SCs of the a-
trimmed mean for varying rates of contamination. As long
as the amount of outliers is below the trimmed proportion,
the aggregator has a bounded GES, but when the amount of
outliers exceeds the trimmed proportion, we can observe a
linear increase in the SC, similar to the non-robust Sample
Mean.

Coordinate-wise Median: Calculates the value for which
the same amount of values are smaller and larger for each
dimension [13]]. It has a breakdown point of 0.5. The 1D and
2D-SCs are shown in Figures[3aand[5c| where we can observe
a finite GES, but also a jump in the local-shift sensitivity,
which explains the lower efficiency of the median.

(Coordinate-wise) M-Estimators: For a multivariate esti-
mate of location, M-estimators solve [48], [56]

Z 2¢(tgp,i) (g — Wy ;) =0

ZEN;C

(23)

with the weight function ¢(-) and the squared Mahalanobis
distance

tops = (¢l,i - wk,i)T S;,i (¢Z,i —wy;)

where S, ; is a robust scatter matrix estimate. An M-estimator
is called monotone when v/ - ¥(t) is bounded and ¢ - 9 (t)
is non-decreasing, and it is called redescending if ¢ - 1(¢t) is
redescending. Table [[] presents some widespread weight func-
tions, more weight functions can be found in [56]], [57]]. The
above multivariate M-estimator can also be applied coordinate-
wise, i.e. in [34], [35]] coordinate-wise M-estimators were used
for robust and efficient aggregation.

1D and 2D-SCs are shown in Figures [3b] and [6] E.g. for
Tukey and Talwar, we can observe a finite GES and rejection
point, with a linear local shift sensitivity, for Huber a finite
GES and also a linear local shift sensitivity.

Geometric Median / RFA: The geometric median [58], [59],
also called Robust Federated Aggregation (RFA) by [15], can
be seen as a special case of a Multivariate Power Exponential
(MPE) M-estimator with (t) = 16t°~", =1 and S, ; =
I, hence, it solves

(24)

i T Whi (25)
ex N @ei —wiil

monotone t Huber
1
+ 2
vl S {2
2bt
redescending Tukey Talwar
> t 1 2 1
b(0) ;(—6—2-‘,-5, t<c 3, t<ec
0, t> 2 0, t>c

TABLE I ¢(t) functions for M-estimators. For details on the
variable b in Huber, see .

60

40

outlier value
sC
outlier value

20 2

0

—4 -2 2 —4 -2 0

outlier value

2 4

outlier value

(a) SC of Tukey. (b) SC of coordinate-wise Tukey.

0

. 4
60 60
2 2
40 g 40
3 0
: 20 2 20
—4
4 2 0 2 4 0 4 2 0 2 4 0

outlier value

(c) SC of Huber.

outlier value
SC

outlier value
Ne

o

|
-

outlier value
(d) SC of coordinate-wise Huber.

[ 60

outlier value
outlier value

outlier value

(e) SC of Talwar.

outlier value

(f) SC of coordinate-wise Talwar.

Fig. 6: Euclidean norm of 2D-SCs for M-estimation based
aggregation schemes. Values larger than 70 are clipped. Mean
of underlying data is at (0,0).

The breakdown point is 0.5, which is similar to the breakdown
point of the coordinate-wise median [[60]. The SC is depicted
in Figure [5d] which is almost completely flat.

SCC: Self-Centered-Clipping (SCC), also called Clipped-
Gossip [30], is based on the idea that each honest agent can
trust his own local weight vector ¢, ;. Each weight vector
which is further away than a threshold value 7 ;, is then
clipped to 7, ;. The aggregation step becomes

wy ;= Z agy (@, + CLIP(¢y ; — ¢y i Th 1))

LeN;,

(26)



with the clipping function

CLIP(x,7) = min(1, 7/||z||) - . 27

The threshold can be a fixed value for each time step 75, ; = 74
or it can be chosen at each time step. The authors of
claim that an adaptive 7 ; shows a better performance in
general, but in it is mentioned that an adaptive 73 ; can
be manipulated by byzantine agents to increase the attack
surface. Two exemplary 1D-SCs are shown in Figure [3] and
two exemplary 2D-SCs are shown in Figures [7a and [70] In the
1D-case, the SC is very similar to the a-trimmed mean with a
finite GES and a linear local-shift-sensitivity. For the 2D-case,
the SC is not symmetric, because the clipping is based on a
trusted center which might not align with the true underlying
mean. Therefore, the influence of an outlier depends on its
position with respect to the trusted center and the true mean.

Krum / Multi-Krum: Krum calculates the weight vector
which has the smallest distance to the |A,| —|By| — 2 closest

vectors [14]], given by

wy, ; = argmin
Do, LEN,

i 2
Jun Y e~ g’ @®)

Sk =N | =By | —2 5€5k

To create the set S;,, Krum is required to have some knowledge
over the number of byzantine neighbors |B;|. Multi-Krum
takes the average of the m vectors with the smallest distance.
For m = 1, Krum is obtained, in [14] m = [N, | — |B] is
suggested, this should lead to the highest efficiency, at the cost
of a reduced robustness, as the average of all remaining weight
vectors is taken.

The SCs of Multi-Krum are very similar to IOS and Talwar
as shown in Figures [3b] and [7d| As Multi-Krum calculates
the aggregation result by including or discarding individual
samples from the averaging step, the SC exhibits a stepped
appearance based on the underlying data samples.

10S / FABA: 10S iteratively discards a total of |By|
weight vectors, hence, requires the knowledge of |B,,|. First
it defines a trusted set 7, = N, then calculates the weighted
average of all weight vectors in the trusted set

avg Zeen aePe,;
e =l T
! ZéeTk age

finds the weight vector which has the largest distance to the
average (excluding its own value)

(29)

j = argmax||@, ; — ¢l (30)
€T \{k}
and removes this weight vector from the trusted set
Te = Ti\MJ}- €2V

These steps are repeated until |Bj| vectors are removed.
Finally, the weighted average of the remaining weight vectors
in the trusted set is calculated

_ ZeeTk 77 ¢e,¢

Wy ; =
ZeeTk Qg

IOS is based on a doubly-stochastic weight matrix A, e.g.
Metropolis rule from Equation (7), which can be difficult to be
calculated reliably in an adversarial network, as it requires the

(32)
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Fig. 7: Euclidean norm of 2D-SCs for different aggregation
schemes. Values larger than 70 are clipped. Mean of underly-
ing data is at (0,0).

collaboration of the neighboring agents. A simplified version
of IOS is called "Fast Aggregation algorithm against Byzantine
Attacks’ (FABA) [62]], which calculates the average with the
uniform averaging rule from Equation (6) and does not require
the collaboration of the neighboring agents. The SCs are
shown in Figures [3b] and these SCs are very similar to
Multi-Krum, because both aggregators are based on the same
idea of discarding samples which are the furthest away/apart.

MixTailor: MixTailor randomly selects in each aggregation
round an aggregation scheme from a predefined set of aggre-
gation schemes [[18]. The authors claim that this will make it
more difficult for an attacker to develop a tailored attack for a
specific aggregation scheme, hence, increasing the robustness
against well crafted attacks. presents a similar idea, but
only randomly switches between two different aggregation
schemes. In Figure fa] some exemplary MixTailor variants are
presented. In theory, it sounds promising to randomly select
an aggregation scheme per aggregation round, but from the SC
it becomes clear, that MixTailor is only as good as its worst
aggregator. This is the case as the SC of MixTailor is the
average of all its SCs and therefore a robust MixTailor is only
achieved by selecting aggregators of similar robustness. For
example, a non-robust MixTailor is obtained when selecting
Talwar and Mean, whereas a robust MixTailor can be obtained
for Median and Tukey, as shown in Figure [4a|

VI. ATTACK SCHEMES

In this section, we will give an overview of existing attack
schemes. In the Gaussian attack, the attacker draws Gaussian
distributed noise with varying variance and either sends this
sample to the attacked agent [31]], [64]. In Sign-flipping, the
sign of the weight vector is flipped [22]. Originally, developed
for gradient aggregation, this would lead to a maximization



of the loss. Label-flipping is specifically designed for classi-
fication problems, e.g. MNIST dataset or CIFAR-10 dataset,
where labels of training data are flipped [13]], [31]]. This attack
requires full access to the training process, as the underlying
training data is manipulated and not only the received weight
update. The MIMIC attack or Sample-duplicating attack copies
the weight vector of the attacked agent, which aims to over-
emphasize the attacked agent [54f], [65]]. Lastly, in IPM, the
inner product between the robust estimation and the true
gradient is manipulated in such a way to be negative, which
aims to hinder convergence [42]]. In what follows, we present
attacks, which we will use as reference.

Agent j € B is the attacking byzantine agent, while agent
k is attacked and j € B,. Each byzantine agent j crafts a
specific attack for each honest neighbor k, hence, the attack
vector from agent j to agent k at time ¢ is denoted by zy, ;.

Large Value / Scaling Attack: In the LV or scaling attack,
the attacker sends model weights with a large magnitude []1]],
[31], [66]. Some exemplary implementations include a scaled
version of the attackers own model

Zjki =7 Piis (33)

a scaled (inverse) version of the honest update of the attacked
agent k

Zigi =27 D> agdy,, (34)
=
a scaled vector of ones
=~-1, 35)

or a scaled randomly generated vector.

ALIE: In ALIE, the cumulative standard normal distribution
¢(z) is used to determine the value z™ such that at least
s honest agents are further away from the mean value than
byzantine agents [43]]. First we calculate

N,
sjk{' 2’“'+1J—|8k| (36)
e el = IByl
Zji = max <¢’(Z)< ]TNM—kBklsjk)' en

Subsequently, the coordinate-wise mean and standard devia-
tion over all honest neighbors H,;, are calculated and collected
in the vectors p?;fi and o-?i,—, respectively. The final outlier is
then obtained by

max H

H
Zjks = Mg — Zjk " Ok (38)

ROP: In ROP, it is the goal to find an attack vector
which is orthogonal towards the honest update direction and
relocated around a reference point [[19]]. In particular, ROP was
developed to circumvent SCC. Hence, the reference point is
assumed to be weight vector ¢,, ; of the attacked agent k, but
could be adapted to any other reference point. First, the honest
update direction is calculated as

Ajkz:|7_l|z¢€z ¢kz’

LEH,,

(39)

t Huber Tukey  Talwar

2 2 K 2
25 vV c < c

TABLE II: Values of zg to calculate the optimal outlier for
M-estimators.

followed by the orthogonal vector to honest update direction

AT
laf

In Equation (39), we have adapted to ¢, ; as SCC clips around
this value in Equation (26). According to [19], the previous
weight vector wy, ;_; would also be a valid choice.

To increase flexibility, the attack vector can be rotated to
any angle 6 and scaled with parameter «. Finally, the attack
vector is relocated around the reference point

Pjri =1 — (40)

o AH
Zjgi="1 <sin(0) Pik.i + cos(6) ELL

+ @i (41)
121l IIAWH)

The authors in [19] suggest § = 5 and v = 1, when attacking
SCC with 7, ; = {0.1,1}.

VII. SASCM ATTACK EXAMPLES

Coordinate-wise M-estimators: Firstly, the estimator spe-
cific constant which is based on the tuning parameter of the
specific M-estimator has to be determined. For monotone and
redescending M-estimators +/ - 1(t) will be always bounded,
hence, the constant z; can be found by solving

20 = arg max ‘\/E . w(t)’ . 42)
t
Results for some exemplary M-estimators are depicted in
Table As the coordinate-wise M-estimator performs a
coordinate-wise aggregation, the SCM vector can also be
calculated in a coordinate-wise manner. The initial outlier
values for each dimension m are calculated by inverting the
initial normalization step performed by the M-estimator, i.e.,

ZiyrrlLit =Z0- mad(ym) + median(ym) (43)

where mad(-) denotes the median absolute deviation. To obtain
the final outlier value, the initial outlier values have to be added

to the honest data as ZM' = {z™". 1}, resulting in

28 = 2o - mad(Y,, U ZiMY) 4+ median(Y,, U ZinY).  (44)

Collecting z,, for each dimension into a vector, we obtain
the SCM vector z*. As the SC curves for M-estimators are
symmetric, there exist two solutions per dimension, i.e. z,
and —z.,, hence, in total 2" candidate vectors exist. For each
iteration the same candidate vector should be selected, to allow
for an accumulation of the attack.

Multivariate M-estimators: Again, the initial normalization
step done by the M-estimator has to be inverted. The scatter
matrix is approximated by a diagonal matrix with the median
absolute deviations for each dimension on the diagonal,

Sy =TI -mad(}). (45)



Then the scatter matrix is decomposed via eigendecomposition
for symmetric matrices as

Sy =VAV' = (V\/KVT>2

where the columns of the orthogonal matrix V' contain the
eigenvectors of S, and A is a diagonal matrix with the
eigenvalues of S on its diagonal. The initial outlier can then
be calculated by

2" = 2, VVAV "d + median()) 47)

where d is a direction vector with ||d|| = 1. The initial outlier
set can then be created as Z™ = {2™ - 1p}. Repeating the
above steps once with the contaminated set {) U 2™}, leads
to the optimal outlier 2*. To ensure an accumulation of the
attack over time, the direction vectors at different time indices
have to be positively aligned.

10S: The SCM attack for IOS can be approximated by
finding the last discarded weight vector from the aggregation
procedure. This weight vector could be directly injected into
the aggregation procedure, but this would not control the
alignment over time. Therefore the attacker should craft an
attack vector with the same distance but a controlled direction
with regard to the aggregation result.

SCC: For the parameter combination 6§ = 7 and v > 7 ;,
ROP follows Theorem [I] and therefore maximizes the SC of
SCC. But the attack will not necessarily accumulate over time
as the direction A;{,“ in Equation (39) does randomly fluctu-
ate. Finding an attack value which also holds for Theorem [2]
is not possible, because the value which maximizes the SCM
in each round is not aligned over time. Therefore, we cannot
expect ROP with these parameters to be the most powerful
attack.

When using the implementation of ROP proposed in [[19],
where ¢, ; in Equation (39) was replaced with wy ;_;, the

(40)

direction of Aﬁw‘ will not randomly fluctuate. Hence, the
attack values are aligned over time, but the attack values will
not maximize the SC. Using # = 7 in this implementation
does not change the update direction and only slows down
convergence. Therefore the authors of [19] suggest 6 = 7,
which leads to an orthogonal vector to Aﬁ” This orthogonal
vector inflicts a large perturbation on the update direction,
which might explain its effectiveness.

Finding an optimal attack for SCC seems to be non trivial,
as fulfilling both theorems exactly is not possible. An optimal
attack for SCC would have to find an attack which trades-
off alignment over time, maximizing the SC and the amount
of change in the update direction. We leave this as an open
research question.

VIII. SIMULATIONS

The simulations are performed on a network with K = 30
agents, arranged in a Erd6s—Rényi graph with an edge prob-
ability of 70%. The following assumptions are ensured for
every graph, which are commonly found in the literature:

o The majority of the agents in the graph are benign, hence,

for the global contamination rate, it holds € < 0.5.
« The majority of each neighborhood N, is benign, hence,
for the local contamination rate, it holds ¢, < 0.5.

A. Choice of Parameters

Most aggregators rely on some kind of tuning parameter to
trade-off robustness and efficiency. In general we have chosen
parameters which are commonly used in the literature and
which achieve a good trade-off. We have set o = 0.0688 for
the coordinate-wise a-Trimmed-Mean, ¢ = 4.685 for Tukey,
c = 2.7955 for Talwar [1], ¢ = 0.8 which leads to & =
Fy}l(q) for Huber [56]. For SCC, we use an adaptive 7y ;
[36] and a fixed 7 = 0.1 [[19]]. MixTailor is composed out of
Median and coordinate-wise Tukey with the same parameters
as above. In IOS the number of discarded samples is equal to
the true number of Byzantine neighbors |5;,|. In Multi-Krum
m = |N}| — | By to achieve the highest efficiency [14].

For the LV attack, the scaling factor is set to v = 1000. In
ROP, it is sufficient to set v > 7, hence, we set v = 10 with
the attack angles 0 = {, 7 }. The SASCM attacks are crafted
such that they fulfill Definition [2] For direction independent
SCs, a scaled vector of ones is chosen to achieve alignment
over time.

B. Linear Regression

Each agent k observes a local linear model of the form

dj, = uj w® + vy, (48)

with the regressors u;, € RO being independently and iden-
tically distributed as u;, ~ N(0, I;,). The noise is distributed
as v, ~ N(0,02) € R""! with o2 = 0.01 and the learning
rate is set to u = 0.05. Each agent employs a Huber loss
function which guarantees a finite gradient ||V J,(w)]|| < oo.

C. MNIST Dataset

To simulate a classification problem, we use the Modified
National Institute of Standards and Technology (MNIST)
dataset [67]]. The training and test data is split randomly in
chunks of the same size, which are distributed to each agent.
The deployed batch size is 32 with a constant learning rate of
1= 0.1 and a cross-entropy loss function.

D. Results

1) Baseline without attack: In Figure [§] we establish a
base-line training loss for all aggregation schemes on linear
regression without outliers. We can observe the fastest conver-
gence speed for Mean aggregation, closely followed by SCC,
Multi-Krum, IOS and a-Trimmed-Mean. The scenario without
aggregation also converges fast, but cannot reach the loss
level of the other aggregation schemes. These results indicate
the performance gain by using distributed algorithms. We
notice that the multivariate M-estimators Talwar and Tukey,
take much longer to converge. As the number of samples per
aggregation step in comparison to the dimension is relatively
low, we assume that there could be some dimensionality issues.
All other aggregators take roughly the same time, with the
coordinate-wise M-estimators being faster than the Median
and Geometric Median, which can be attributed to the higher
efficiency of the coordinate-wise M-estimators. This results
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Fig. 8: Training loss for all aggregation schemes without
malicious agents for linear regression.

suggest that the deployment of coordinate-wise M-estimators
is more favorable than multivariate M-estimators.

For the MNIST data, the baseline accuracy without out-
liers is shown in Figure [9} The highest accuracies can be
observed for mean, SCC, Multi-Krum, I0OS and o-Trimmed-
Mean at around 98%. Median and Geometric Median exhibit
a slightly lower accuracy at around 96%. We cannot observe
a large discrepancy between coordinate-wise and multivariate
M-estimators, as observed previously for linear regression. The
multivariate Huber M-estimator exhibits the best accuracy with
around 98% and the multivariate Talwar M-estimator the worst
accuracy with about 96%, with the remaining M-estimators in-
between.

2) Analysis of robust aggregators under SASCM attack: We
compare our proposed SASCM attack with the LV and ALIE
attack, which are well-known in the literature. The details of
the attacks are given in Section If not stated otherwise,
the LV attack was implemented according to Equation (33).
In Figures [I0] and [T1] the results of attacking IOS and the
(coordinate-wise) Huber M-estimator are shown. It can be
observed, that the SASCM attack inflicts the largest pertur-
bation on the training loss, whereas the influence of the LV
and ALIE attacks are low. When attacking SCC, we will use
ROP, because based on the implementation and chosen angle,
it can be used to approximate an SASCM attack. ROP from
Equation @ with @ = m maximizes the SC, therefore is an
SCM attack, but it is less strict on aligning the attack over time.
Whereas ROP from has a better alignment over time, but
does only approximately maximize the SC. In Figure [I2} the
largest influence can be observed by the LV attack, which can
be explained by the fact that an adaptive 7 is used, which is
more susceptible to large attack values. Good results can also
be observed for ROP with § = 5. ROP with § = 7 shows a
worse performance because it can be seen as only decreasing
the learning rate and not introducing a perturbation.
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Fig. 9: Accuracy for all aggregation schemes without mali-
cious agents for MNIST data.
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In Figure @ IOS and in Figure @ the (coordinate-wise)
Huber M-estimator based on the MNIST dataset are attacked.
In both figures it can be clearly observed that SASCM inflicts
the largest reduction in accuracy. For the (coordinate-wise)
Huber M-estimator in Figure [[4b] SASCM is able to reduce
the accuracy to random guessing.
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Fig. 11: LV, ALIE and SASCM attack on (coordinate-wise)
Huber M-estimator for linear regression.
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3) Analysis of different alignment strategies: In Figure [T3]
we simulate an LV attack on a Median aggregator with
different alignment strategies as shown in Section [VI When
choosing a random direction every time step, we can observe
the smallest divergence of the training loss. This result is
expected because in this scenario the attack perturbations
cannot accumulate over time. Choosing the inverse honest
update direction, leads to significant slow-down of the learning
procedure for small contamination rates and a complete stop
in learning for larger contamination rates.

IX. CONCLUSION

We analyzed robust aggregation schemes using the SC and
the proposed SCM, ASCM and SASCM to craft powerful
attacks for every robust aggregation scheme. The general
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Fig. 14: LV, ALIE and SASCM attack on (coordinate-wise)
Huber M-estimator for MNIST data.
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Fig. 15: LV attacks on Median for linear regression with
different alignment strategies.

idea is to find an outlier which maximizes the SC, while
maintaining a positive alignment over time for the different
outliers. The simulations show that the combination of SCM
and accumulation over time, i.e. ASCM or SASCM, leads to
a breakdown of the considered robust aggregation schemes. In
conclusion, developing a robust aggregation scheme which is
absolutely robust seems to be very difficult, if not impossible,
as every aggregation scheme which attempts to incorporate
information from neighboring agents can be affected by the
proposed attacks.

A. Future Work

In Section[[V] we have formalized that not only the distance,
but also the direction of the outlier is important for the
maliciousness of the attack. This has not been unnoticed in
literature, e.g. in [68], it is stated that “Distance is not a Proxy
for Maliciousness”. Especially, for SCC, we have noticed
that the reference point is less important than the position
of the outlier with regard to the update direction. Hence, it
would be interesting to further investigate the influence of
the attack direction on the aggregation result. Additionally,
investigating different distance measures in Definition [I| would
be interesting.
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