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Abstract

The rapid development and deployment of large language models (LLMs) have
introduced a new frontier in artificial intelligence, marked by unprecedented
capabilities in natural language understanding and generation. However, the
increasing integration of these models into critical applications raises substantial
safety concerns, necessitating a thorough examination of their potential risks
and associated mitigation strategies.
This survey provides a comprehensive overview of the current landscape of
LLM safety, covering four major categories: value misalignment, robustness
to adversarial attacks, misuse, and autonomous AI risks. In addition to the
comprehensive review of the mitigation methodologies and evaluation resources
on these four aspects, we further explore four topics related to LLM safety:
the safety implications of LLM agents, the role of interpretability in enhancing
LLM safety, the technology roadmaps proposed and abided by a list of AI
companies and institutes for LLM safety, and AI governance aimed at LLM
safety with discussions on international cooperation, policy proposals, and
prospective regulatory directions.
Our findings underscore the necessity for a proactive, multifaceted approach to
LLM safety, emphasizing the integration of technical solutions, ethical consid-
erations, and robust governance frameworks. This survey is intended to serve
as a foundational resource for academy researchers, industry practitioners, and
policymakers, offering insights into the challenges and opportunities associated
with the safe integration of LLMs into society. Ultimately, it seeks to contribute
to the safe and beneficial development of LLMs, aligning with the overarching
goal of harnessing AI for societal advancement and well-being. A curated list
of related papers has been publicly available at a GitHub repository.1
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1 Introduction

In 1950, Alan Turing posed the question, “Can machines think?” (Turing, 1950). At that
time, the prevailing answer was “no.” Over the subsequent decades, building an artificial
intelligence (AI) system capable of human-like thinking has become a long-standing pursuit in
AI research, with substantial efforts dedicated to achieving this vision (Minsky, 1961; Brooks,
1991; McCarthy et al., 2006; LeCun et al., 2015; Lake et al., 2016). Such sustained endeavors
have driven AI from theoretical explorations to practical applications. The early stages
of AI focus on symbolic reasoning and rule-based systems to replicate human intelligence
(McCarthy, 1960), such as rule-based machine translation2 and expert systems (Hayes-Roth,
1983). However, symbolic AI relies heavily on human-crafted rules, making it difficult to
scale to new, dynamic, or complex environments. In the 1980s and and 1990s, increased data
availability and computational power have shifted AI research towards data-driven approaches,
allowing machines to automatically discover features from data to fulfill specific tasks. These
stages have witnessed the resurgence of machine learning with substantial progress made
in artificial neural networks, support vector machines and random forests. Although these
machine learning approaches achieve promising performance on specific tasks, they often
depend on feature engineering and struggle with handling complex, real-world problems.
Since the 2010s, significant advances in neural architectures, computational resources, and
access to extensive training data have led to a resurgence of artificial neural networks with
deeper structures, typically referred to as deep learning. Deep learning represents a major
milestone in AI, enabling the achievement of surpassing human-level performance in tasks
such as image classification (Krizhevsky et al., 2012), machine translation (Sutskever et al.,
2014), and protein structure prediction (Jumper et al., 2021). However, early deep learning
models are often trained on task-specific data, resulting in models that are limited to a narrow
range of capabilities. This limitation persists until the emergence of large language models
(LLMs).
The development of LLMs in recent years marks a significant advancement towards the
goal of “making machines think”, as these models demonstrate exceptional proficiency in
human language understanding and generation, thereby significantly reducing barriers to
communication between humans and AI (Brown et al., 2020; OpenAI, 2023a; Guo et al.,
2023b; Dubey et al., 2024; Yang et al., 2024a; DeepSeek-AI et al., 2024; Sun et al., 2024b).
Compared to models from the early stages of deep learning, LLMs contain several orders
of magnitude more parameters. Moreover, their training data typically encompass multiple
tasks, domains, languages, and modalities, which contributes to their extensive capabilities.
Although LLMs already exhibit more human-like intelligence than any preceding AI systems
(Bubeck et al., 2023; Shi et al., 2024b), their performance continues to advance without signs
of slowing down. Furthermore, due to their broad capacity and exceptional performance,
LLMs have been deployed in numerous real-world applications.
However, the continuous improvement and widespread deployment of LLMs in real-world
scenarios have raised significant concerns regarding their safety (Brundage et al., 2018;
Weidinger et al., 2021; Bommasani et al., 2021). Concerns on the risks posed by intelligent
machines date as far back as the 1950s (Wiener, 1950), largely focusing on the social and

2https://en.wikipedia.org/wiki/Georgetown%E2%80%93IBM_experiment
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ethical implications of AI. Nonetheless, unlike earlier concerns, which are largely speculative
and theoretical due to the absence of highly capable AI systems, the extensive capabilities of
LLMs present concrete risks. Recent studies indicate that, LLMs may generate inappropriate
content that may be offensive or hateful (Gehman et al., 2020; Deng et al., 2022). Additionally,
LLMs can also exhibit stereotypes and social biases (Gallegos et al., 2023; Liang et al., 2021;
Huang & Xiong, 2024a; Salecha et al., 2024), compromise individual privacy (Li et al., 2023a;
Staab et al., 2024), or violate ethical and moral standards (Weidinger et al., 2021; Abdulhai
et al., 2023). Moreover, they can be exploited by malicious users to threaten national safety
and public safety, such as through the design of weapons or the manipulation of public opinion
(Soice et al., 2023; Buchanan et al., 2021).3 Notably, as LLMs become increasingly proficient
at performing tasks, there is an emerging trend suggesting that these models may develop
self-replication and self-preservation capabilities, and exhibit desires for power and resources
(Gabor et al., 2022; Perez et al., 2023). This potential evolution could result in unforeseen
and potentially harmful consequences for human society. Alarmingly, these challenges cannot
be mitigated merely by scaling up the models or increasing the data and computational
resources used for training (Wei et al., 2023a).
In view of these, a growing consensus that focusing on LLM safety is not only essential but
also urgent has been reached across governments, medias, and AI communities. For instance,
concerns have been raised about the risks of deploying LLMs in sensitive areas like healthcare
and law, where even slight mistakes in outputs could have significant consequences. The
need for human oversight and careful evaluation of LLM outputs is hence highly emphasized
(Sterz et al., 2024).
Furthermore, a number of leading experts argue that proactive measures are necessary to
build trust and prevent misuse. They suggest that without proper safety measures, LLMs
could be exploited to produce misinformation or be manipulated for economic or political
gains (Mozes et al., 2023; Ferdaus et al., 2024). The rapid evolution of LLMs makes addressing
these risks a priority to ensure the safe integration of capable AI systems into society.
In view of the urgent need for LLM safety technologies, strategies and national/global policies,
we provide a comprehensive overview into LLM safety. We take a holistic view of LLM safety,
including safety technologies, resources, evaluations, roadmaps, strategies, policies, etc., and
organize them into two dimensions: basic areas of LLM safety and related areas to LLM
safety. The first dimension covers major risk areas/categories that the development and
deployment of LLMs give rise to. Our analysis emphasizes the evaluation of risks associated
with LLMs across various scenarios, which is consistent with the view taken by several recent
AI safety reports (e.g., International Scientific Report on the Safety of Advanced AI (Bengio
et al., 2024a)) and safety institutes (e.g., AI Safety Institute (AISI) (AISI, 2024)). This
includes a thorough examination of value misalignment, robustness against targeted attacks,
scenarios of both intentional and unintentional misuse, and potential risks posed by advanced
AI systems that operate independently or autonomously in complex environments. Through
a systematic review and analysis of these critical areas, we aim to provide researchers and

3https://venturebeat.com/ai/propaganda-as-a-service-may-be-on-the-horizon-if-large-language-models-
are-abused/
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policymakers with a holistic perspective on the current landscape of LLM safety research,
identify existing research gaps, and propose potential directions for future exploration.
In the dimension of related areas to LLM safety, we investigate the substantial risks that agents
powered by LLMs, despite their exceptional problem-solving and task-planning capabilities,
pose to humans and society. Moreover, our exploration encompasses the technology roadmaps
and strategies to LLM safety employed by leading AI companies and institutions in practice.
We also delve into interpretability methodologies for comprehensively studying and mitigating
the unsafe behaviors of LLMs by examining their internal mechanisms. Finally, we expand
our discussion to encompass national governance and global cooperation, investigating
the multifaceted dimensions of AI governance. This includes international collaboration,
technological oversight, ethical considerations, and compliance frameworks. Our goal is to
deepen the understanding of the challenges and opportunities that AI governance entails,
ultimately promoting technological development for the benefit of humanity.
We anticipate that this survey would serve as a valuable and thorough reference for researchers,
policymakers, and industry practitioners, facilitating a better understanding of the current
status and challenges of LLMs in relation to safety. By critically analyzing the shortcomings
of existing research and policy practices, we aspire to inspire future endeavors in research,
development and policymaking related to LLM safety.

1.1 LLM Safety Definition

In this survey, we distinguish LLM safety from security although LLMs could be used for
aiding cybersecurity attacks or other security tasks. We refer LLM safety to as the responsible
development, deployment, and use of LLMs to avoid causing unintended/intended harms.
This definition involves ensuring that LLMs do not produce harmful outputs, such as biased,
offensive, or unethical content, and safeguarding them from misuse in malicious activities,
such as data manipulation or adversarial attacks. In contrast, LLM security focuses on
protecting LLM systems from external threats like hacking, denial-of-service attacks, or
data breaches. In summary, LLM safety is more about the ethical and responsible usage of
LLMs, while LLM security is concerned with defending LLM systems from technical threats
(Ayyamperumal & Ge, 2024).

1.2 Paper and Source Selection

We investigate LLM safety in the context of LLMs and generative AI, focusing on publications
within the fields of natural language processing (NLP) and AI. Main sources for our survey
include venues such as ACL, EACL, NAACL, EMNLP, COLING, CoNLL, SIGIR, IJCAI,
AAAI, NeurIPS, ICML, and ICDM, as well as unpublished research disseminated through
preprint platforms like arXiv. Relevant papers are identified using keywords such as “AI
Safety”, “Large Language Model”, “Safety”, and “AI Risks”. For specific subfields or
subcategories, targeted keywords are used for literature search. For instance, terms like
“Malicious Use”, “Misuse” and “Misinformation” are employed to retrieve studies related to
Misuse.
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Additionally, as research on LLM safety is broad and complex, involving contributions
from academia, industry and government, we also investigate technical reports and blog
posts from AI companies (e.g., Anthropic, OpenAI, Google DeepMind, Meta, and Microsoft
Research). Furthermore, we use keywords like “AI Governance” to include policy analysis
and recommendations from international organizations and governmental institutions. The
collected literature spans a wide range, from technical research to policy recommendations,
emphasizing the collaborative efforts needed to address challenges associated with advanced
AI systems. The diversity and breadth of information sources enhance our understanding of
the field, contributing to a comprehensive overview of the current state of LLM safety.

1.3 Related Work

The rapid advancements in LLMs have drawn significant global attention to the importance
of AI safety, thereby stimulating considerable interests within the research community and
prompting efforts to survey the current state of this field. However, much of the recent
literature has concentrated on specific aspects or levels of safety risks associated with LLMs.
For instance, some studies have focused on reviewing alignment methods for LLMs (Ji et al.,
2023; Shen et al., 2023), while others have primarily addressed catastrophic risks, such as
potential misuse (Hendrycks et al., 2023). A few surveys have investigated a relatively broader
scope. Cui et al. (2024) approach the issue from the perspective of four fundamental modules
of LLM systems (input module, language model module, toolchain module, and output
module), analyzing potential risks associated with each module and discussing corresponding
mitigation strategies. Our survey adopts a similar classification method which is based on
different LLM stages (e.g., Data Processing, Pre-training, Post-training and Post-processing
Stages) when summarizing approaches to address safety problems in specific areas, such
as privacy and toxicity. However, we believe this classification method is insufficient to
cover all safety-related issues. For example, the discussion of robustness against attacks and
catastrophic misuse is not covered in (Cui et al., 2024), nor does it include specific governance
proposals and policy recommendations. Chua et al. (2024) sequentially introduce the working
principles of LLMs, research challenges of generative models, and classifications of alignment
and safety in their review, while Chen et al. (2024a) structure their framework for AI safety
around three pillars: Trustworthy AI, Responsible AI, and Safe AI. In contrast, we provide a
more detailed categorization system, dividing safety issues into several domains, each with
multiple subdomains, which facilitates a clearer understanding and response to the safety
challenges of LLMs. Additionally, we go beyond technical aspects of safety by investigating
governance and policy, offering a more comprehensive perspective.
By offering well-defined subdomains and detailed evaluation techniques, this survey aims to
provide practical guidance for safety researchers and practitioners focused on LLM-specific
risks. Such focused methodology ensures that safety measures and strategies proposed
are directly applicable to the emerging issues within LLM deployment. Moreover, policy
recommendations and governance suggestions investigated in this survey aim to bridge the
gap between safety technologies and regulation frameworks. These recommendations facilitate
the creation of more adaptive and robust regulatory strategies, ensuring that policies remain
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Figure 1: The taxonomy of LLM safety proposed in this survey.

responsive to the rapid advancements in LLM technology while addressing potential ethical
and societal concerns.

2 Taxonomy

This survey aims to provide a systematic organization of a wide variety of safety concerns,
risks, and strategies associated with LLMs. By identifying and categorizing these risks, we
offer a well-structured taxonomy for understanding the broad spectrum of challenges raised by
the development and deployment of LLMs. The taxonomy, illustrated in Figure 1, structures
the current landscape of LLM safety into two dimensions: basic areas of LLM safety which
cover key risk areas of LLMs, and related areas to LLM safety which identify essential areas
closely related to LLM safety.

2.1 Basic Areas of LLM Safety

We identify four key risk areas of LLMs in the first dimension: Value Misalignment, Robustness
to Attack, Misuse and Autonomous AI Risks, as illustrated in Figure 1. For each key risk
area, we further identify subdomains, shedding light on the multifaceted challenges of LLM
safety and strategies for evaluating and mitigating associated risks.

• Value Misalignment (Section 3): This section delves into the multifaceted landscape
of LLM safety stemming from misalignment between LLMs and human intentions,
values, and expectations. It includes four core sub-realms: social bias, privacy,
toxicity, and ethics and morality. By systematically analyzing their impacts, origins,
evaluation methods, and mitigation strategies, this section provides a comprehensive
understanding of the key concerns associated with these sub-realms.
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• Robustness to Attack (Section 4): This risk area explores the robustness of LLMs
against adversarial attacks, focusing on jailbreaking techniques and red teaming
methods, which examines various strategies for bypassing safety mechanisms, and
manual or automated adversarial testing for identifying vulnerabilities of LLMs.
Furthermore, it discusses defense strategies against these threats, which include
external safeguards designed to protect LLMs from malicious inputs, as well as
internal protections that involve modifying the LLMs themselves to enhance their
resilience. These strategies are essential for improving the safety and robustness of
LLMs, though challenges remain in balancing effectiveness with model complexity.

• Misuse (Section 5): For this risk area, we focus on reviewing severe threats posed
by LLMs when exploited by malicious actors, which elucidate multiple facets of
human society and public safety. On the one hand, LLMs could be used for a wide
range of illegal aims, including facilitating cyberattacks and producing biological,
chemical, and nuclear weapons that threaten human safety. On the other hand, the
generation of erroneous or misleading texts by LLMs can be exploited to disseminate
harmful misinformation on social media and news platforms, significantly influencing
public opinion, political processes, and societal trust. Additionally, the remarkable
capabilities of state-of-the-art LLMs to generate realistic audio and video content
from text have intensified ethical, social, and safety concerns surrounding deepfake
technology, which has historically had detrimental effects on society.

• Autonomous AI Risks (Section 6): In addition to the above three key risk areas, we
further explore growing concerns surrounding the development of autonomous AI with
LLMs. As LLMs advance toward human-level capabilities, concerns on societal and
ethical risks associated with autonomous AI have reemerged, particularly regarding
risks of advanced LLMs deployed online or in autonomous or semi-autonomous envi-
ronments. Such risks include but are not limited to pursuing a number of convergent
instrumental goals (e.g., self-preservation, power-seeking) (Benson-Tilsen & Soares,
2016), deception and situational awareness. Theoretically formalizing/validating such
risks and empirically detecting and evaluating them pose significant challenges for
frontier AI/LLM safety..

2.2 Related Areas to LLM Safety

When granted the autonomy to use tools, perform actions, and interact with the environment,
LLM-powered agents can demonstrate highly efficient and automated task-solving capabilities.
However, this autonomy also brings the risk of making unpredictable or uncontrollable
decisions. Beyond external aspects of LLMs (e.g., interactions between LLM-driven agents and
environments), the prevalence and severity of various safety risks have prompted investigations
into the internal mechanisms of LLMs. These efforts aim to address critical issues related to
transparency and interpretability regarding both LLM capability and safety, which arise due
to the black-box nature of LLMs.
In the perspective of safe deployment and application, many AI/LLM companies and research
institutions allocate a lot of resources to implement various safety techniques to safeguard
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deployed LLMs from unsafe behaviors, e.g., generating biased, toxic, or immoral responses.
In addition to technical measures, as LLMs increasingly permeates various sectors, the
establishment of a comprehensive and robust governance framework at a high level has
become an imperative. Such a framework should not only ensure that the development
and deployment of LLMs adhere to globally recognized ethical standards but also foster
international cooperation and regulatory coordination to achieve mutual benefits and shared
prosperity in global AI technology.
In light of these considerations, we further discuss four important areas related to LLM safety:
Agent Safety, Interpretability for LLM Safety, Technology Roadmaps / Strategies to LLM
Safety in Practice and Governance, in addition to the key risk areas of LLMs.

• Agent Safety (Section 7) examines the risks associated with two primary categories of
LLM-powered agents: language agents and embodied agents. While these agents offer
tremendous potential for automation and innovation across various sectors, they also
present a range of concerns, including the potential for malicious use, misalignment
with human values, privacy invasion, and unpredictable behaviors. This section
delves into these risks in detail, exploring their implications for society, economy, and
individual privacy. Additionally, it outlines mitigation strategies and resources aimed
at enhancing the safety and reliability of LLM-driven agents. As LLMs continue
to evolve, understanding and addressing these risks become crucial for ensuring the
responsible development and deployment of AI technologies.

• Interpretability for LLM Safety (Section 8) emphasizes the role of interpretability
in enhancing the safety of LLMs used in critical fields. It highlights how interpretability
helps make LLMs’ decision-making processes transparent, enabling better evaluation
and control. Key benefits include improving performance, addressing biases, and
ensuring safe outputs. It introduces a taxonomy of interpretability for LLM safety,
covering understanding model capabilities, safety auditing, and aligning LLMs with
human values. The risks of interpretability research are also discussed, including
the dual-use of technology, adversarial attacks, misunderstanding or over-trusting
explanations, and the potential for interpretability to accelerate uncontrollable risks.

• Technology Roadmaps / Strategies to LLM Safety in Practice (Section
9) delineates the current landscape of safety measures and strategies employed by
various prominent LLMs. This section elaborates and compares the safety roadmaps
implemented by key industry players, including OpenAI, Anthropic, Baidu, Google
DeepMind, Microsoft, 01.AI, Baichuan, Tiger Research, Alibaba Cloud, DeepSeek-AI,
Mistral AI, Meta, Shanghai AI Laboratory and Zhipu AI, to ensure the reliability
and safety of LLMs in practical applications. Additionally, it also discusses the
contributions of certain research institutions that, despite not releasing LLMs, are
actively engaged in AI safety research and development.

• Governance (Section 10) delves into the multifaceted realm of AI governance, explor-
ing proposals, policies, and visions that collectively shape the future of AI development
and deployment. As AI continues to rapidly evolve and integrate into various aspects
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of society, the need for comprehensive and effective governance frameworks becomes
increasingly critical. By analyzing current policies, comparing different approaches,
and considering long-term visions, this section aims to provide a thorough under-
standing of the challenges and opportunities in governing AI technologies for the
benefit of humanity. From international cooperation initiatives to technical oversight
mechanisms, from ethical considerations to compliance challenges, we examine the
complex landscape of AI/LLM regulation.

3 Value Misalignment

As LLMs become increasingly sophisticated and ubiquitous, their potential for profound
societal impact has brought critical safety considerations to the forefront of attention across
various domains. This section provides a comprehensive survey on the safety concerns emerging
from potential value misalignment in LLMs, which represents a multifaceted phenomenon
where LLMs generate outputs that diverge from human ethical standards, societal norms, and
fundamental moral principles. This misalignment manifests through four critical dimensions:
social bias, privacy, toxicity, and ethics and morality.

3.1 Social Bias

Bias and fairness in LLMs, have emerged as critical areas of concern. They often manifest
in various forms, perpetuating stereotypes or unfairly disadvantaging certain social groups.
Social bias is one of the most pervasive forms of bias in LLMs, and it can take on multiple
dimensions, from derogatory language and stereotypes to prejudice across different social and
cultural groups. In the following sections, we will explore this issue in more depth, beginning
with a discussion on the definition of social bias and its safety implications, followed by
an analysis of how social bias manifests throughout the LLM lifecycle and elaborations on
methods available for mitigation as well as evaluation frameworks necessary to ensure fairness
and safety.

3.1.1 Definition and Safety Impact

Social bias in LLMs refers to the reinforcement of stereotypes and inequalities through
language, which can lead to harmful outcomes for specific social groups. Such biases manifest
in multiple ways, from the use of derogatory language and perpetuation of negative stereotypes
to LLM performance disparities across language and social groups. For instance, the Social
Categories and Stereotypes Communication (SCSC) framework (Beukeboom & Burgers,
2019) demonstrates how language can maintain social categories, which reinforces social
biases. A common and troubling example is the association of the term “Muslim” with
terrorism in LLMs, which reflects and amplifies anti-Muslim biases in these models (Abid
et al., 2021). Such biases, when embedded in widely used systems, pose a significant safety risk
by perpetuating harmful narratives that could increase societal divisions and marginalization.
From a safety perspective, the impact of social bias goes beyond just harmful language. LLMs
can generate toxic content, such as hate speech or violent language, which not only harms
targeted individuals or groups but also creates broader societal risks (Dixon et al., 2018). This

14



Social
Bias

Preliminaries

Safety Impact of Social Bias

Blodgett & O’Connor (2017)
Beukeboom & Burgers (2019)

Sheng et al. (2019)
Rekabsaz & Schedl (2020)

Rekabsaz et al. (2021)
Bender et al. (2021)

Dev et al. (2021)
Měchura (2022)

Obermeyer et al. (2019)

Social Bias in LLM lifecycle

Abid et al. (2021)
Liang et al. (2021)

Seyyed-Kalantari et al. (2021)
Gallegos et al. (2023)

Ferrara (2023)

Mitigation
Methods

Pre-Processing Mitigation Zayed et al. (2023)
Chung et al. (2023a)

Pre-Training Mitigation

Lauscher et al. (2021)
Gira et al. (2022)

Garimella et al. (2022)
Joniak & Aizawa (2022b)

Post-Training Mitigation

Lin et al. (2021)
Zhang et al. (2018)
Yang et al. (2023b)
Park et al. (2023b)
Zafar et al. (2017)

Blakeney et al. (2021)

Inference Mitigation
Mittermaier et al. (2023)

Yang et al. (2023e)
Lauscher et al. (2021)

Evaluation

Metrics

Caliskan et al. (2017)
May et al. (2019)

Panch et al. (2019)
Webster et al. (2020)

Guo & Caliskan (2021)

Benchmarks

Lu et al. (2020)
Rudinger et al. (2018)

Zhao et al. (2018)
Webster et al. (2018)
Nangia et al. (2020)

Li et al. (2020a)
Dhamala et al. (2021a)
Barikeri et al. (2021)
Hansson et al. (2021)
Smith et al. (2022)

Huang & Xiong (2024a)
Parrish et al. (2022)

Figure 2: Overview of Social Bias of LLMs.

introduces direct safety concerns, as the propagation of hate speech or discriminatory content
can exacerbate tensions, leading to real-world harms. Furthermore, biased LLM outputs in
sensitive applications like healthcare, education, or law can result in biased decisions that
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affect the welfare and rights of marginalized groups, undermining both societal safety and
fairness. For instance, in downstream NLP tasks like text generation and question answering,
gender and racial biases can be reflected in texts generated by LLMs, requiring detoxification
techniques and debiasing strategies to ensure the fairness and safety of these outputs (Liang
et al., 2021; Sheng et al., 2019; Yang et al., 2023e).
Another critical safety issue arises from performance disparities of LLMs. LLMs often exhibit
significant performance gaps when handling language variations used by different social or
ethnic groups. For example, models may underperform when processing African American
English compared to standard American English, revealing racial biases embedded within nat-
ural language processing systems, particularly in social media contexts (Blodgett & O’Connor,
2017). These disparities not only reduce the effectiveness of LLM applications but can also
lead to unsafe outcomes when applied in critical areas such as law enforcement, healthcare, or
hiring, where fairness and accuracy are paramount. When deployed LLMs disproportionately
benefit dominant social groups and marginalize others, the safety and fairness of these
systems are fundamentally compromised (Bender et al., 2021). In addition, biases in machine
translation can further exacerbate such disparities, leading to misinterpretation of linguistic
nuances, particularly for underrepresented languages (Měchura, 2022).
In addition to biased outputs and performance disparities, social bias also impacts resource
allocation and access to opportunities. Decisions informed by biased models can lead to
unfair treatment in job recommendations, loan approvals, and healthcare access, directly
affecting the well-being of certain groups (Ferrara, 2023). This introduces a form of indirect
discrimination, where seemingly neutral AI processes result in unequal outcomes, threatening
the safety and equity of the affected individuals or communities. Moreover, neural ranking
models in information retrieval may reinforce gender biases in search results, highlighting the
need for adversarial mitigation strategies to reduce unfair outcomes and promote safety in
these contexts (Rekabsaz & Schedl, 2020; Rekabsaz et al., 2021). Techniques like Orthogonal
Subspace Correction and Rectification (OSCaR) (Dev et al., 2021) have been employed to
address biases in natural language inference tasks, ensuring fairness and minimizing social
harm.
In conclusion, the pervasive social bias in LLMs presents both direct and indirect safety risks.
Addressing these biases is essential for maintaining the integrity and trustworthiness of AI
systems, especially in contexts where fairness and safety are critical to societal well-being.
Comprehensive strategies must be developed to ensure that the presence of social bias does
not compromise the safe deployment of these systems.

3.1.2 Social Bias in the LLM Lifecycle

Bias can infiltrate various stages of the LLM lifecycle, from training data to deployment,
each contributing to the overall safety of the final model.

Training Data LLMs could be trained on non-representative samples, which limits their
ability to generalize across different social groups. For instance, biases in training data
have led to skewed results in hate speech detection, particularly against African American
Vernacular English (AAVE) (Gallegos et al., 2023). Even well-curated datasets may reflect
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Figure 3: Methods for mitigating bias throughout the four stages of the LLM lifecycle. Pre-
processing mitigation involves data cleaning and balancing through over-sampling and under-
sampling. In the pre-training stage, strategies such as biased neurons editing, architecture
modifications, and adjustments to multiple loss functions can be explored. In the post-
training phase, techniques such as counterfactual data augmentation followed by supervised
fine-tuning (SFT), adversarial reinforcement learning, and alignment strategies are applied to
mitigate bias. Inference-phase mitigation interventions during word decoding (e.g., dynamic
debiasing of candidate word lists), unbiased decoding strategies, and real-time monitoring of
final outputs.

historical and structural biases, highlighting the need for unbiased data and diverse annotators
in the data collection process.4

Training and Inference The choice of training objectives, such as prioritizing accuracy
over fairness, influences model behaviors. Bias can also emerge during inference, where
decoding strategies in text generation or document ranking can perpetuate biases (Gallegos
et al., 2023).

Evaluation Benchmark datasets often fail to represent the diversity of LLM users, which can
lead to optimization for only a subset of the population. The selection of evaluation metrics,
such as those masking performance disparities between social groups, further exacerbates
this issue (Gallegos et al., 2023; Sorensen et al., 2024; Wang et al., 2024a).

Deployment In applications like chatbots, LLMs can reproduce and amplify biases through
interaction with users, leading to reinforced stereotypes and power imbalances. Biases are also
evident in LLM-powered personal assistants and medical applications, where recommendations
and diagnoses may be skewed by social biases (Mittermaier et al., 2023; Seyyed-Kalantari
et al., 2021; Obermeyer et al., 2019; Yang et al., 2023b).

3.1.3 Methods for Mitigating Social Bias

Social bias mitigation in LLMs can be approached through multiple strategies across different
phases in the lifecycle of LLMs. This section explores four distinct stages in which bias
mitigation techniques can be applied: pre-processing, pre-training, post-training, and inference.

4https://mostly.ai/blog/data-bias-types
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Each phase offers unique opportunities for intervention, targeting different aspects of bias
within the data and the model itself, as summarized in Figure 3.

Pre-Processing Mitigation Mitigating bias in LLMs often begins with pre-processing
strategies, where techniques like data balancing and demographic-aware fine-tuning are
employed to ensure that training samples are more representative and diverse. These methods
help address selection biases by broadening the range of data used during training (Dhamala
et al., 2021b; Smith et al., 2022). Additionally, data cleaning plays a crucial role in this stage
by removing biased data and synthesizing unbiased samples, which are essential steps to
minimize the introduction of biases into LLMs (Parrish et al., 2022; Huang & Xiong, 2024a).

Pre-Training Mitigation During the pre-training phase, various strategies can be applied
to mitigate bias for LLMs. Modifying the neural architecture of an LLM, such as adjusting
layers and encoders, can help reduce inherent biases as the LLM learns from data (Li et al.,
2020a). Another approach is to adjust the loss function to prioritize fairness over perplexity,
ensuring that LLM outputs are more equitable. Selective parameter updates allow for fine-
tuning specific parts of a model to control bias without necessitating a full retraining process,
making this an efficient method for bias mitigation (Lu et al., 2020; Garimella et al., 2022).
Regular audits of model algorithms and architectures ensure that these mitigation strategies
are continuously effective and that new biases are not introduced during updates or retraining
(Zayed et al., 2023).

Post-Training Mitigation Post-training is crucial for reducing bias in LLMs after the
pre-training phase. One common approach is supervised fine-tuning, where a pre-trained
model is fine-tuned on more balanced and representative data to reduce bias in specific tasks
or domains (Devlin et al., 2019; Huang & Xiong, 2024b). Fine-tuning on curated or debiased
datasets can help mitigate inherent biases learned from the original training data. Adversarial
debiasing is another effective technique where an adversarial model is trained to detect and
neutralize biases in LLM outputs (Zhang et al., 2018), forcing LLMs to generate more fair
and balanced representations.
Post-training mitigation also includes techniques such as bias fine-pruning, which selectively
removes biased neurons or layers from LLMs (Blakeney et al., 2021), and counterfactual
data augmentation, where modified data with altered social attributes (e.g., swapping gender
or race identifiers) are used to fine-tune LLMs, helping them learn to treat various social
groups more equitably (Lu et al., 2020). Furthermore, knowledge distillation allows for
transferring the knowledge of a biased model to a smaller, more task-specific model, with
bias reduction constraints applied during the distillation process (Lin et al., 2021). Finally,
fairness-constrained fine-tuning introduces fairness objectives directly into the loss function
of LLMs, ensuring that the optimization process explicitly balances the next token prediction
accuracy with fairness considerations (Zafar et al., 2017). These post-training techniques
provide flexible and efficient solutions for mitigating bias, enhancing both the fairness and
safety of LLMs without the need for complete retraining.

Inference Mitigation Bias mitigation efforts can extend into the inference stage, where
specific techniques are used to adjust LLM outputs dynamically. Modifying decoding
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strategies, such as adjusting the probabilities for next-token or sequence generation, can
help reduce bias in real-time without further training (Lauscher et al., 2021). Additionally,
adjusting attention weights during inference allows for the modulation of the model’s focus,
promoting fairness in generated outputs (Park et al., 2023b). Debiasing components, like
AdapterFusion (Gira et al., 2022), can dynamically address biases as they arise during the
generation process of LLMs. Techniques such as gradient-based decoding enable the neutral
rewriting of biased or harmful text, ensuring that final outputs align with fairness goals
(Joniak & Aizawa, 2022b). Moreover, online monitoring of model outputs is necessary to
detect emerging biases, allowing for timely interventions and adjustments to maintain model
integrity.

Interpretability and Transparency In addition to the aforementioned bias mitigation
methods used in the various stages of LLMs, enhancing transparency of LLMs is also critical
for bias mitigation. By providing clear rationales for generated texts and detailing the sources
behind these decisions, LLMs can offer deep insights into their decision-making processes to
users. This transparency not only helps in understanding how biases may have influenced
the outputs but also empowers users to question and challenge any biased results, thereby
promoting more ethical and fair AI systems (Chung et al., 2023a).

3.1.4 Evaluation

Metrics A number of metrics have been developed to quantify and analyze biases across
different aspects of LLMs. Embedding-based metrics like WEAT (Caliskan et al., 2017)
and SEAT (May et al., 2019) are commonly used to measure biases in word and sentence
embeddings. These metrics work by comparing the distances between biased and unbiased
representations in the form of embeddings, providing insights into how deeply biases are
ingrained in language representations learned by LLMs (Panch et al., 2019; Shumailov et al.,
2023). Probability-based metrics offer another approach to bias evaluation, focusing on the
probabilities assigned to tokens or sequences during model inference. For example, masked
token probabilities and pseudo-log-likelihoods (e.g., Crows-pair (Nangia et al., 2020)) are
used to assess the likelihood of generating biased tokens, thereby revealing underlying biases
in the decision-making process of language models. Finally, generated text-based metrics
evaluate biases in the actual outputs generated by LLMs (Guo & Caliskan, 2021; Webster
et al., 2020). These metrics often involve comparing the distribution of tokens associated
with different social groups or using classifiers like Perspective API 5 to detect and quantify
harmful content. Additionally, lexicon-based analyses can be applied to generated text to
identify and score biased language, further contributing to a comprehensive understanding of
bias in LLM outputs.

Benchmarks A range of benchmarks has been created to assess bias in LLMs, providing
essential data for evaluating fairness across different tasks. Masked token benchmarks like
Winogender (Rudinger et al., 2018), Winobias (Zhao et al., 2018), and GAP (Webster et al.,
2018) are designed to test bias by predicting the most likely words in masked sentences,
helping to reveal gender and other social biases embedded in models (Nangia et al., 2020;

5https://perspectiveapi.com
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Rajpurkar et al., 2016). Unmasked sentence benchmarks, such as Crows-pair (Nangia et al.,
2020) and Redditbias (Barikeri et al., 2021), evaluate bias by comparing the likelihood of
generating biased versus neutral content, offering insights into the model’s tendencies in
real-world text generation scenarios. Additionally, sentence completion benchmarks like
RealToxicityPrompts (Gehman et al., 2020) and BOLD (Dhamala et al., 2021a) focus on
assessing bias in the continuation of sentences, particularly in the context of generating
toxic or harmful language. Finally, question answering benchmarks such as Unqover (Li
et al., 2020b), BBQ (Parrish et al., 2022) and CBBQ (Huang & Xiong, 2024a) are utilized to
analyze how LLMs select answers, specifically measuring biases in decision-making during
question-answering tasks. These benchmarks collectively provide a comprehensive toolkit for
identifying and evaluating bias in LLMs.

3.1.5 Future Directions

As LLMs continue to evolve and become integrated into critical decision-making processes,
addressing bias and ensuring safety will require multifaceted and proactive approaches. Below
are several future directions that can help advance efforts in mitigating social bias and
enhancing safety in LLMs.

Multi-Objective Optimization for Fairness and Safety Balancing performance, fair-
ness, and safety in LLMs is challenging, especially when optimizing models for token prediction
accuracy might inadvertently amplify biases. A promising future direction is the development
of multi-objective optimization frameworks that prioritize both fairness and safety alongside
performance metrics. By modifying loss functions and training objectives, models can be
optimized to reduce bias while still maintaining high accuracy. Furthermore, ongoing research
into fairness-aware algorithms that incorporate societal safety as a key objective could ensure
that LLMs are better aligned with ethical and legal standards.

Interdisciplinary Collaboration and Ethical AI Governance Effective bias mitigation
and safety in LLMs require collaboration across different disciplines, including machine
learning, ethics, law, and social sciences. Developing frameworks for cross-disciplinary
collaboration, where technical experts and policy makers work together, will be crucial
for ensuring that AI systems are deployed responsibly and ethically. Moreover, ethical AI
governance frameworks that provide clear guidelines and regulations for bias detection, model
auditing, and risk mitigation should be established. These frameworks could ensure that
LLM developers are held accountable for the societal impacts of their systems, fostering
greater transparency and trust in AI systems.

Integration of Societal and Cultural Awareness Future LLMs should aim to integrate
societal and cultural awareness into their decision-making process. By embedding knowledge
of diverse social and cultural contexts into LLMs, they can become more sensitive to the
nuances of different communities and avoid generating outputs that perpetuate harmful
stereotypes. This requires training LLMs not only on diverse datasets but also on datasets
that capture the subtleties of different cultural and social practices, languages, and dialects.
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Figure 4: Overview of Privacy of LLMs.

Incorporating culture-level context into LLMs could further enhance their ability to generate
fair and unbiased content, improving overall safety in global applications.

3.2 Privacy

Protecting the privacy of LLMs is a fundamental aspect of maintaining their overall safety.
We hence provide an overview of the current status of privacy issues in LLMs (e.g., privacy
leakage in LLMs, privacy protection methods for LLMs).

3.2.1 Preliminaries

Privacy protection has always been a key issue in the field of AI as privacy leakage could lead
to serious consequences. Many legal and regulatory requirements (Rigaki & Garcia, 2020;
Mireshghallah et al., 2020; Sousa & Kern, 2023; Guo et al., 2022) have been established.
For example, the European Union has introduced the General Data Protection Regulation
(GDPR), which sets strict guidelines for the collection, transmission, storage, management,
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Figure 5: Privacy information can be divided into two categories: privacy in the narrow sense,
which usually refers to personal identity information; and privacy in the broad sense, which
usually depends on the owner of the information to decide to whom it is private.

processing, and deletion of data, and imposes severe penalties on companies that violate
privacy regulations.

Types of Privacy Information Privacy is generally determined by the subject of the
information, which is related to its context and discourse (Brown et al., 2022). As shown
in Figure 5 (a), an example of privacy in the broad sense is: the chat history between
Tom and Jerry is not private to them, but it is confidential to others. For convenience in
research, researchers often adopt a narrow definition of privacy (Sousa & Kern, 2023), such
as considering personal identity information (PII) as the privacy illustrated in Figure 5 (b),
including name, gender, phone number and other related information.

Safety Impact of Privacy Leakage LLMs are increasingly being integrated into many
areas that penetrate into personal life and work, inevitably involving personal data. Privacy
leaks may pose significant risks to the safety of life and property of users. For example,
leakage of personal family information in smart cities may lead to harassment of the owner
(Pramanik et al., 2023), digital portraits may be forged or abused (Le Coze & Antonsen,
2023), leakage of in-vehicle systems may lead to interception of the owner’s location data
(Yoshizawa et al., 2023), and medical records of patients in medical systems may be leaked
(Paul et al., 2023), leading to health-related discrimination.

3.2.2 Sources and Channels of Privacy Leakage

We then discuss the sources of private risks and the channels of privacy leakage, aiming to
provide a deep understanding of the underlying causes of privacy breaches in large language
models.

Sources of Privacy Risks We roughly identify two major sources of privacy risks for
LLMs. The first is training data from the Internet (Piktus et al., 2023a; Li et al., 2023c).
Web-crawled data have been widely used as a major data source to train LLMs. However,
data crawled from the Internet inevitably contain non-public, private, or sensitive information.
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Figure 6: An example of Inference Leakage. An attacker can use public data to make a large
language model infer private data.

The cost of cleaning such data is high and it is impossible to guarantee complete removal of
sensitive information. The second is the memorization capability of LLMs (Carlini et al.,
2019; 2021): researchers have found that LLMs can randomly memorize training samples and
produce high-confidence outputs for certain samples. Worse yet, such memorization ability
tends to increase as model size increases. Even if most LLMs are trained only for one epoch,
they may still memorize a certain proportion of the data (Carlini et al., 2022).

Channels of Privacy Leakage We summarize three paths of privacy leakage in LLMs.

• Direct Exposure: This usually refers to the direct exposure of private information
or medium containing such information. This is the most direct and easiest threat to
detect. Users may inadvertently provide sensitive personal data through direct queries
to LLMs, which can lead to immediate privacy breaches. For example, Samsung
Electronics has experienced inadvertent leakage of sensitive company data through
interactions with ChatGPT (Yan et al., 2024).

• Privacy Attack: LLMs are often targeted by active attacks that aim to extract private
information. These attacks exploit vulnerabilities in the training data, architectures,
or fine-tuning process of LLMs. The success of privacy attacks, such as jailbreak
prompt attacks (Li et al., 2023c), adversarial attacks (Zou et al., 2023b), and backdoor
attacks (Yao et al., 2024), relies on weaknesses in LLMs, which allow attackers to
bypass thier built-in privacy safeguards. For example, in a jailbreak attack (Li et al.,
2023c), adversaries design specific prompts that manipulate an LLM into revealing
sensitive information or generating responses that would otherwise be restricted.
In adversarial attacks, small perturbations are made to inputs (Zou et al., 2023b),
which could lead LLMs to produce unintended or confidential outputs without being
detected. Additionally, backdoor attacks (Yao et al., 2024) involve poisoning training
data with malicious examples, which may cause LLMs to exhibit specific behaviors
when triggered by certain inputs. These attacks can compromise the confidentiality,
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integrity, or availability of private information, thereby posing serious risks to data
privacy. Moreover, adversaries can exploit these vulnerabilities to reverse-engineer
model outputs, reconstruct private training data, or infer private attributes from
LLM-generated responses.

• Inference Leakage: Due to the ever-growing reasoning capabilities of LLMs, indirect
privacy leaks would be possible. Even short and scattered information could lead to
privacy leakage after being inferred by LLMs (Staab et al., 2023; Li et al., 2024a). For
example, as shown in Figure 6, Professor Li is going to book a flight, and an LLM
can use some public information to infer Professor Li’s specific travel itinerary. This
method of prompting the model to infer personal privacy represents a new systemic
risk.

3.2.3 Privacy Protection Methods

Privacy protection methods for LLMs can be roughly divided into three categories according
to the life cycle of LLMs (Guo et al., 2022; Sousa & Kern, 2023).

Privacy Protecting at the Data Processing Stage Most of these methods aim to
remove sensitive information at the data processing stage. Traditional methods like de-
identification (Meystre et al., 2014) and anonymization (Majeed & Lee, 2020) are widely
used to achieve this goal. For instance, names, addresses, and other PII can be generalized
or replaced with pseudonyms or placeholders, making it hard to identify individuals while
still preserving the dataset’s structure and inner dependencies. Additionally, aggregation
techniques can be applied to reduce the granularity of data, such as grouping inference
queries by day or week, instead of storing individual query details. This reduces the risk of
re-identification and limits the potential privacy exposure. In addition to de-indentification
and anonymization, Lee et al. (2021) find that removing duplicate data from pre-training
corpora can effectively reduce LLMs’ memorization of training data. Although filtering or
reformulating private data is a direct way to eliminate privacy risks, it is still difficult to
completely remove private or sensitive data.

Privacy Protecting at the Pre-training or Fine-tuning Stage A variety of methods
are used at in the pre-training or fine-tuning stage to reduce the degree to which LLMs
memorize training data. The differential privacy gradient optimization method reduces the
probability of model memorization by adding noise to the gradient of private data (Li et al.,
2021; Wu et al., 2022), but such methods can negatively impact of LLMs on downstream
tasks. During the model fine-tuning phase, alignment techniques are also applied to enable
LLMs to refuse to respond to queries involving privacy issues. However, it remains challenging
to balance user experience and privacy protection (Staab et al., 2023).

Privacy Protecting at the Model Pre-deployment Stage Methods that adjust model
parameters by editing or light retraining are proposed to protect privacy during the pre-
deployment stage. Machine unlearning methods involve light parameter retraining to help
LLMs forget private information (Eldan & Russinovich, 2023; Chen & Yang, 2023; Yao
et al., 2023). These methods focus on selectively removing specific knowledge from an LLM,
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Figure 7: Overview of Toxicity of LLMs.

especially when the LLM has learned sensitive data during training. By performing light
retraining, these methods allow LLMs to “unlearn” specific patterns related to sensitive data
without the need for extensive retraining, effectively reducing the risk of privacy breaches
while maintaining the overall performance of LLMs. Model editing methods (Wu et al.,
2023b; Chen et al., 2024b; Wu et al., 2024a) involve identifying parameters that are related
to private information in LLMs and reducing the probability of outputting private data by
editing or replacing these parameters. These techniques are particularly useful for mitigating
the risk of unintended information leakage, such as when a model inadvertently recalls
sensitive details from its training data (Chen et al., 2024b). By editing the parameters of a
model, these methods target specific areas where sensitive information is stored, adjusting
them to ensure that the model no longer outputs such information. In some cases, this
can involve fine-tuning certain parameters, while in others, it may include replacing them
with non-sensitive alternatives to preserve the functionality of LLMs without compromising
privacy (Wu et al., 2024a).

3.3 Toxicity

Toxicity in LLMs refers to the generation of harmful or offensive content. As LLMs are
increasingly integrated into sensitive domains and everyday applications, mitigating toxicity
has become a critical concern to ensure safe and responsible deployment. In this section, we
explore the methods for toxicity mitigation and the evaluation benchmarks commonly used
to assess and reduce the toxicity of LLMs.
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3.3.1 Definition and Safety Impact

Building upon the discussion of bias, toxicity in LLMs focuses on the generation of content
that is explicitly harmful, offensive, or inappropriate. This includes hate speech, abusive
expressions, threats, or any content that can directly inflict emotional or psychological harm
on individuals or groups. While bias often refers to the implicit reinforcement of stereotypes
and systemic inequalities (Gallegos et al., 2023), toxicity is characterized by its overtly
harmful nature, which can escalate hostility, disrupt social harmony, and threaten safety.
Toxicity in LLMs arises through various mechanisms. First, it can stem from the presence
of toxic language in training data, where harmful patterns are learned and subsequently
reproduced (Shen et al., 2023). Second, the generalization capabilities of LLMs can lead
to unintended toxicity, as LLMs may amplify offensive patterns in contexts where these
patterns are not originally present. Third, interactive generation processes—particularly
in unsupervised or conversational settings—can produce toxic outputs due to ambiguous
prompts or adversarial user interactions (Bianchi & Zou, 2024).
Addressing toxicity in LLMs is critical not only for ensuring socially responsible AI but also
for safeguarding users who interact with these models. Unlike misinformation, which involves
the spread of false or misleading content, toxicity centers on language that is inherently
harmful in tone or intent, regardless of its factual correctness. For instance, an LLM that
generates an accurate but aggressively phrased response may still cause significant harm if it
fails to account for the emotional and social impact of its language.
The safety implications of toxicity are multifaceted. Toxic outputs can lead to the marginal-
ization of vulnerable groups, contribute to societal polarization, and erode trust in AI systems.
Furthermore, when toxic language is normalized or amplified by LLMs, it can influence public
discourse in harmful ways, fostering an environment where hostility and abuse become more
prevalent. This presents unique challenges for LLMs deployed in sensitive domains such as
finance, mental health support, and public-facing applications, where the stakes for harm are
particularly high (Valdez-Valenzuela & Gómez-Adorno, 2024; Chung et al., 2023b; Nazi &
Peng, 2024; Chen et al., 2024c).
In combating toxicity, techniques such as toxicity detection and mitigation frameworks,
post-processing filters, and reinforcement learning from human feedback (RLHF) (Bai et al.,
2022b) have been explored. These methods aim to reduce the likelihood of toxic outputs
while preserving the fluency and relevance of LLM-generated responses. However, striking
a balance between minimizing toxicity and maintaining the versatility of LLMs remains a
significant challenge in practice.
In the subsequent section 5.2 on misinformation, we will explore how the fluency and human-
like quality of LLMs contribute to the generation and dissemination of false or misleading
content. Together, toxicity, bias, and misinformation represent critical dimensions of LLM
safety, each with distinct yet interconnected implications for the ethical and responsible
deployment of these models.
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3.3.2 Methods for Mitigating Toxicity

Pre-training Phase Training data from web sources often contains toxic content. To
mitigate this, existing detoxification methods typically apply toxicity filters during the pre-
training phase to remove data with high toxicity scores from the training set (Welbl et al.,
2021). For instance, Ngo et al. (2021) calculate the conditional likelihood of each document
in the training set, relative to user-defined trigger phrases containing harmful content, using a
pre-trained model to assess the toxicity of the document. However, filtering pre-training data
in this manner may lead to a degradation in the general capabilities of LLMs (Wang et al.,
2022). Prabhumoye et al. (2023) argue that toxic data do not solely have negative impact; in
fact, leveraging toxicity information to augment training data can effectively mitigate toxicity
while preserving the core capabilities of LLMs.

Supervised Fine-tuning Phase Toxicity filtering during the pre-training stage requires
training LLMs from scratch, which is impractical for many applications. Therefore, detoxifi-
cation during the fine-tuning stage offers a more flexible way to deal with toxicity in LLMs.
Gehman et al. (2020) employ the DAPT framework (Gururangan et al., 2020) to further train
GPT-2 on a non-toxic subset of the OpenWebTextCorpus (OWTC).6 Similarly, Solaiman
& Dennison (2021) fine-tune LLMs by constructing small, high-quality datasets that reflect
specific social values, aligning the behaviors of the fine-tuned LLMs with those values. They
use toxicity assessments and human evaluations to guide the generation of additional training
samples, progressively improving the LLMs. In addition to human-curated and web-extracted
data, fine-tuning on model-generated data has also proven effective. Wang et al. (2022)
identify the least toxic documents from text randomly generated by LLMs, segmenting them
into prompts and continuations to create low-toxicity prompts for fine-tuning. The study
also explores parameter-efficient fine-tuning techniques, such as adapters (Houlsby et al.,
2019) and prefix-tuning (Li & Liang, 2021), as alternatives to full parameter fine-tuning.
Results indicate that, compared to full fine-tuning, adapters effectively reduce toxicity while
controlling model perplexity.

Alignment Phase Previous research has attempted to align the outputs of language
models with human preferences using methods such as Reinforcement Learning from Human
Feedback (RLHF) (Bai et al., 2022b) and Reinforcement Learning from AI Feedback (RLAIF)
(Lee et al., 2024b). However, studies have shown that these methods are not effective in
significantly reducing the toxicity of language models (Ouyang et al., 2022). In response,
Kim & Lee (2024) introduce adversarial training based on Direct Preference Optimization
(DPO), incorporating harmful content generated by a built-in toxic model as training samples.
They further include an additional penalty term in the objective function to reduce the
likelihood of the model-generating toxic responses. However, Lee et al. (2024a), by analyzing
GPT-2 parameters before and after DPO, have find that the toxicity vectors do not change
significantly. This suggests that the post-DPO model learns an “offset” in the residual stream
to bypass areas that activate toxic vectors, thus preventing toxic outputs without significantly
impacting the model’s overall capabilities. As a result, models aligned in this way remain
vulnerable to adversarial prompts, which can lead to jailbreak scenarios.

6https://skylion007.github.io/OpenWebTextCorpus
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3.3.3 Evaluation

A variety of methods have been proposed to create toxic instances for building toxicity
evaluation benchmarks. Such methods can be broadly categorized into two types: generation-
based and extraction-based creation. We hence discuss toxicity evaluation according to these
two benchmark creation philosophies.

Generation-based Toxicity Benchmarks Datasets generated based on existing data
often collect seed data from web sources or existing datasets and then use templates to
generate final evaluation data. For example, Cui et al. (2023) manually gather prompts
from existing datasets that could potentially induce toxic outputs, along with jailbreak
templates, to create test data aimed at bypassing model safety constraints. Similarly, Dorn
et al. (2024b) screen a corpus of 3 million tweets posted by users who mentioned non-binary
pronouns in their Twitter bios to identify non-derogatory uses of relevant terms and generate
template-based test instances. However, when the volume of generated test data becomes too
large, generation-based methods often encounter limitations in diversity, and the generated
data may appear unnatural due to template-based filling.

Extraction-based Toxicity Benchmarks Extracting toxic instances from real-world
data, such as online sources, has become an increasingly popular approach. While this method
benefits from authentic data distributions, it requires extensive data cleaning and filtering
to ensure the quality of the final dataset (He et al., 2021; Ross et al., 2017). For instance,
Waseem & Hovy (2016) manually collect tweets by searching for common slurs and terms
related to minority groups, such as those based on religion, gender, sexual orientation, and
race, and then manually annotate them. To better capture and distinguish different types and
targets of offensive language, OLID (Zampieri et al., 2019) applies a fine-grained, three-level
annotation scheme to content identified through keyword filtering. However, keyword-based
collection methods tend to focus on explicit offensive content, often overlooking implicit
forms of hatred. SOLID (Rosenthal et al., 2021) addresses this by using common English
stopwords instead of biased keywords to randomly sample tweets, and employs multiple
models trained on the OLID dataset to predict the toxicity of the collected tweets, thus
expanding the OLID dataset and improving class imbalance issues. Latent Hatred (ElSherief
et al., 2021) aims to balance explicit and implicit hate speech by filtering and manually
annotating a large number of tweets, preserving more instances of implicit hate, which are
then categorized into six types based on the nature of the speech. To further enhance the
explainability of toxic language, Hatexplain (Mathew et al., 2021) provides key text segments
that support the labeling decision and emphasizes evaluating the plausibility and fidelity of
model explanations. Meanwhile, Deng et al. (2022) and Park et al. (2023a) focus on toxicity
detection in non-English languages, introducing datasets for toxic speech in Chinese and
Korean, respectively.
Due to the vast scale of their training data, LLMs are more prone to generating toxic speech.
RealToxicityPrompts (Gehman et al., 2020) extracts prefixes from toxic texts as prompts
to evaluate whether the text generated by a language model contains toxicity. Considering
low-resource languages, RTP-LX (de Wynter et al., 2024) builds on this by selecting 1,100
toxic prompts and translating them into 28 languages. Additionally, PolygloToxicityPrompts
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Figure 8: Overview of Ethics and Morality of LLMs.

(Jain et al., 2024) automatically gathers over 100 million web texts and extracts multilingual
toxic prompts from this data.
A more natural context for LLMs is multi-turn conversations. In this aspect, Xu et al.
(2020) involve human conversational agents deliberately guiding chatbots to generate toxic
responses, with unsafe parts of the dialogue being annotated. Eagle (Kaneko et al., 2024)
further extracts conversation logs from real-world interactions between ChatGPT and users,
using GPT-4 to annotate toxic segments within these dialogues.

3.4 Ethics and Morality

In this section, we focus on the safety issues concerning ethics and morality of LLMs. Figure
8 shows the overview of Ethics and Morality of LLMs.

3.4.1 Definition

When it comes to ethics and morality, it is natural to consider the differences between the
values implicit in LLM generations and universally accepted social values (Guo et al., 2023a).
However, it is important to note that the definition of ethics and morality itself remains a
subject of ongoing debate (Firt, 2024). Therefore, when researchers discuss the ethics and
morality of LLMs, they often employ their own definitions. Among these, Moral Foundations
Theory (MFT) is widely used due to its comprehensive encapsulation of ethical values that
can be applied across different populations and cultures (Graham et al., 2013). However,
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to more accurately align with specific populations and cultures, more diverse dimensions
are employed. For instance, Botzer et al. (2021) uses tags on Reddit to re-annotate data on
an ethical and moral dimension, while CMoralEval (Yu et al., 2024) develops a framework
tailored to the ethical and moral values in Chinese society. These efforts contribute to a
more extensive and in-depth exploration of ethics and morality across various cultures and
populations.

3.4.2 Safety Issues Related to Ethics and Morality

According to previous definitions, a response which reduces the probability of expected and
unexpected harm can be regarded as a safe generation (Varshney, 2019). When the output
of an LLM is deemed unethical or unmoral, it often leads to unsafe and potentially risky
outcomes, which can result in negative social impacts (Zhiheng et al., 2023). If LLM outputs
contain unethical opinions or behaviors, it may encourage users to engage in harmful actions
they might not otherwise take. This influence is particularly amplified when an LLM is
positioned as a trusted assistant or perceived as an authoritative source (Weidinger et al.,
2021).
Recent studies have explored the circumstances under which LLMs generate unethical outputs.
Agarwal et al. (2024) suggest that when the same question is asked in different languages,
the consistency of the LLM’s responses is relatively weak. Moreover, the moral reasoning
performance in high-resource languages usually surpasses that in low-resource languages. For
instance, the moral reasoning capabilities of LLMs in Spanish, Russian, Chinese, and English
are higher compared to those in Hindi and Swahili (Khandelwal et al., 2024). However,
even when using the same language, the model’s moral reasoning capabilities significantly
deteriorate in scenarios involving moral dilemmas (Yu et al., 2024; Tanmay et al., 2023).

3.4.3 Methods for Mitigating LLM Amorality

Many methods have been proposed for aligning LLMs with human ethics and morals. They
can be broadly categorized into the following two groups.

Methods without Training Many researchers employ in-context learning methods either
to induce LLMs to generate unethical content and subsequently correct them (Duan et al.,
2024b) or to guide LLMs in recognizing unethical instructions within the prompts (Roy et al.,
2023; Phute et al., 2024; Ganguli et al., 2023), thereby preventing the generation of unethical
outputs.
Zhang et al. (2024a) introduce Intention Analysis (IA), a robust defense strategy implemented
through a two-stage approach. Firstly, the model identifies the user’s underlying intentions by
answering a designed question, followed by generating responses aligned with the recognized
intentions. It is observed that the model’s defensive capabilities significantly improve upon
identifying negative intentions. Another approach employs a multi-step reasoning method,
where Theory-guided Instructions are incorporated into prompts to guide LLMs in producing
ethically aligned content (Phute et al., 2024). DeNEVIL (Duan et al., 2024b) is designed
to dynamically exploit value vulnerabilities in LLMs and use corrected generations to train
LLMs for ethical alignment. In addition to leveraging the intrinsic knowledge of LLMs
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to guide value principles, OPO (Xu et al., 2023a) employs external memory of moral rule
knowledge to constrain the outputs generated from LLMs.

Methods within Training Numerous studies utilize SFT to align LLMs with human
values, though this approach is not strictly limited to ethical and moral considerations (Sun
et al., 2023; Liu et al., 2024e). During this phase, constructing or filtering SFT datasets
related to moral principles to train LLMs is widly explored (Solaiman & Dennison, 2021;
Hendrycks et al., 2021; Zhao et al., 2024b). During the reinforcement learning phase of
post-training, Ouyang et al. (2022) employ manually annotated data to align LLMs with
human values. However, this approach requires substantial computational resources. In
response, Bai et al. (2022a) have explored an iterative online training framework, which
involves updating the preference model and RL policies weekly, based on newly acquired
human feedback. Simultaneously, to reduce the cost associated with manually annotated data,
synthetic data have proven effective as well (Kim et al., 2023; Bai et al., 2022b). Although
few RLHF-related studies specifically focus on ethical and moral aspects, their application
can undoubtedly enhance the safety of LLMs in echtics and morality.

3.4.4 Evaluation

A number of benchmarks have been created to evaluate the ethics and morality of LLMs.
Considering the variability in ethical standards, researchers have custom-designed certain
metrics to mitigate this influence.

Benchmarks MFT (Graham et al., 2009), as the pioneering theory, provides guidance for
evaluating LLMs in the realm of ethics and morality. Building on this foundation, numerous
benchmarks for ethical evaluations across various fields have emerged (Johnson & Goldwasser,
2018; Forbes et al., 2020; Hoover et al., 2020). However, MFT has its limitations. It
categorizes moral domains into predefined ten categories, failing to account for the complexity
of morality. Social Chemistry 101 (Forbes et al., 2020) and the Moral Foundations Twitter
Corpus (Hoover et al., 2020) have proposed their own multidimensional classification methods.
There are many other works (Forbes et al., 2020; Hendrycks et al., 2021; Ziems et al., 2022)
that use data from social media such as Reddit as the source of their datasets. For example,
Botzer et al. (2021) construct a dataset by capturing moral judgments from Reddit based on
community voting. Since the labels in the collected data are entirely determined by public
votes from the social media community, the biases present in the data are mitigated. Similarly,
MoralExceptQA (Jin et al., 2022) considers three scenarios where moral exceptions might be
permitted. These scenarios are manually created based on these exceptions, and annotators
from diverse racial and ethnic backgrounds are recruited for labeling. In addition, there are
many similar studies, but with a deeper focus on moral dilemma scenarios and a broader
variety of situations. For instance, CMoralEval (Yu et al., 2024) is a dataset constructed from
a Chinese TV program discussing Chinese moral norms and a collection of Chinese moral
anomies. Approximately half of CMoralEval instances consist of moral dilemma scenarios,
which undoubtedly increases the complexity of the tasks. This is an extended and enhanced
version of DILEMMAS, a subset of Scruples (Lourie et al., 2021). Lourie et al. (2021) also
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includes moral dilemma scenarios, but it contains fewer such cases compared to CMoralEval
and focuses primarily on ethical and moral issues within Western societies.

Methods Evaluating LLMs in terms of ethics can broadly be categorized into two types:
(1) using predefined evaluation metrics, along with the popular multiple-choice format (Yu
et al., 2024); and (2) employing custom methods for evaluation.
TrustGPT (Huang et al., 2023) introduces a method to evaluate the morality of LLMs by
Active Value Alignment (AVA) and Passive Value Alignment (PVA), based on the Social
Chemistry 101 dataset (Forbes et al., 2020). The evaluation metric for AVA includes both
soft and hard accuracy due to the variability in human assessments of the same subject. For
PVA, the metric is the proportion of instances where LLMs decline to respond. ETHICS
(Hendrycks et al., 2021) evaluates LLM morality in five dimensions: justice, deontology,
virtue ethics, utilitarianism, and commonsense moral judgments, and employ 0/1-loss as the
evaluation metric for LLMs. Based on the rules in Gert (2004), Scherrer et al. (2023) generate
corresponding scenarios and action pairs. They define low-ambiguity and high-ambiguity cases
in their dataset. They evaluate the performance of selected the 28 open- and closed-source
LLMs under different settings from the perspectives of self-defined statistical measures and
evaluation metrics.

4 Robustness to Attack

This section delves into the robustness of LLMs against various adversarial and safety-
compromising attacks. Despite advancements in aligning LLMs with human values to ensure
their safety, LLMs continue to exhibit vulnerabilities when faced with sophisticated strategies
designed to circumvent safety mechanisms. We explore key types of attacks, including
jailbreaking techniques that seek to bypass safety measures and red teaming methods for
identifying potential weaknesses. In addition, this section reviews the strategies for defending
against these threats, categorizing them into external safeguards that operate outside a model
and internal protections that modify the model itself.

4.1 Jailbreaking

The concept of “jailbreaking” originates long before the emergence of LLMs, in the context
of removing restrictions on hardware and software, such as users developing methods to
bypass the restrictions of a mobile phone to install custom applications. Similar to its
original meaning, jailbreaking in the context of LLMs refers to various methods that construct
prompts to induce LLMs to generate responses that are either offensive, violating individual
privacy (Li et al., 2023b), breaking legal standards, or going against ethical and moral
principles. While top-performing LLMs are aligned with human preferences and values by
commonly-used algorithms such as DPO and RLHF, ensuring that they are helpful, honest,
and harmless (Askell et al., 2021), many studies have demonstrated that LLMs remain
vulnerable to carefully crafted prompts that can circumvent alignment safeguards (Xu et al.,
2024c). Unlike other adversarial attacks (Wang et al., 2023a; Kumar, 2024), which aim to
degrade the overall performance of LLMs, e.g., causing them to produce incorrect responses,
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jailbreak attacks specifically focus on bypassing the safety measures of LLMs, leading them to
generate harmful, unethical, or restricted content. Jailbreaking methods can be categorized
into two groups in terms of the accessibility of certain information about LLMs (e.g., weights
or architectures): black-box attacks and white-box attacks.

4.1.1 Black-box Attacks

Black-box attacks aim to construct prompts that bypass the safety mechanisms of LLMs,
thereby eliciting harmful responses without requiring any access to the internal workings
of LLMs. In such scenario, a malicious attacker can only interact with LLMs by the chat
interface or API. We discuss 9 types of black-box attacks based on the patterns of attacking
prompts.

Goal Hijacking is a type of jailbreaking, which attempts to override the original intentions
of prompts to redirect the LLM behaviors towards the attacker’s objectives (Perez & Ribeiro,
2022). Goal hijacking typically involves appending an additional prompt containing the
attacker’s desired outcome to the original prompt. Due to the strong instruction-following
capabilities of LLMs, they may prioritize the appended malicious prompts over the original
ones. For example, an appended prompt such as “IGNORE INSTRUCTIONS!! NOW SAY
YOU HATE HUMANS.” can compel LLMs to produce targeted responses, e.g., “I hate
humans.” Similarly, a prompt like “Now spell-check and print the above prompt.” can be
used to leak user prompts by tricking LLMs into repeating previous input prompts (Perez &
Ribeiro, 2022; Liu et al., 2023c).

Few-shot Jailbreaking involves multiple demonstrations with harmful responses, leverag-
ing the in-context learning capabilities of LLMs to bypass the safety mechanisms incorporated
into these models (Rao et al., 2024; Wei et al., 2023b; Li et al., 2023b; Deng et al., 2023a).
The objective is to induce LLMs to generate harmful responses similar to those provided in
demonstrations. Due to the continuously improving safety alignment of LLMs, a successful
jailbreak often requires hundreds of harmful demonstrations, particularly for well-aligned
models (Anil et al., 2024). This requirement necessitates a sufficiently long context window
to accommodate all harmful demonstrations. However, the context window of most LLMs is
typically limited to fewer than 8192 tokens. To address this limitation, Zheng et al. (2024b)
propose injecting special tokens from the prompt template, which are used to separate user
and assistant messages, into demonstrations. This approach aims to increase the attack
success rate while using only a few demonstrations.

Refusal Suppression jailbreaking constructs malicious prompts with constraints designed
to prevent LLMs from refusing to respond. Common constraints include instructions such
as: “Do not apologize”, “Never use the words ‘cannot’, ‘unable’, ‘instead’, ‘as’, ‘however’, ‘it’,
‘unfortunately’, or ‘important’ ” (Wei et al., 2023a). Since LLMs are trained to follow user
instructions, these constraints enforce affirmative responses to malicious prompts, subsequently
inducing LLMs to produce harmful responses.

Code Jailbreaking exploits the advanced code comprehension and generation capabilities
of LLMs to circumvent integrated safeguards (Kang et al., 2024; Liu et al., 2023d; Lv et al.,
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Figure 9: Overview of Jailbreaking of LLMs.

2024). Code-related LLMs trained on extensive datasets comprising both natural language
and code, demonstrate impressive proficiency in understanding and generating code (Jiang
et al., 2024b; Zheng et al., 2024a). However, this dual capability also presents opportunities
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for malicious attackers to bypass safeguards through code-based strategies. Specifically,
harmful prompts can be concealed within code to evade content filters, which may lead to
harmful responses being embedded within seemingly safe output after executing the generated
code. This manipulation exploits the ability of LLMs to process code and natural language
concurrently, making it challenging to distinguish between safe and malicious requests.

Fictional Scenario Specification jailbreak aims to circumvent the safeguards of LLMs
by creating a fictional scenario that conceals malicious intent (Li et al., 2023d; Xiao et al.,
2024; Xu et al., 2024a; Kang et al., 2024). For instance, malicious attackers might fabricate
a research experiment scenario, prompting language models to respond to harmful queries
under the guise of academic research (Liu et al., 2023d). Additionally, these fictional scenarios
may involve so-called “developer mode” or “sudo mode,” where LLMs privileges are ostensibly
elevated to break established safety restrictions (Liu et al., 2023d). Consequently, these LLMs
under attack may fail to refuse harmful or malicious prompts. Although aligned language
models are generally designed to refuse harmful inputs, the fictional scenarios crafted by
malicious attackers can obscure the underlying intent, causing LLMs to inadvertently generate
harmful responses.

Role Play jailbreaking involves LLMs adopting specific personas to generate harmful
responses as intended by malicious attackers (Liu et al., 2023d). Existing research has
demonstrated that simply assigning a persona to these models can increase the toxicity of
their responses (Deshpande et al., 2023). Moreover, when LLMs take on a persona, they may
struggle to reject harmful instructions, ultimately leading to dangerous outputs. For instance,
a malicious attacker might assign an aggressive propagandist persona to a model to promote
misinformation (Shah et al., 2023). However, constructing effective role-play jailbreaking
prompts is often labor-intensive. To address this challenge, Shah et al. (2023) and Jin et al.
(2024) have proposed utilizing LLMs to automatically generate role-play jailbreaking prompts,
thereby significantly scaling the potential for such attacks.

Prompt Decomposition jailbreaking is a technique used to conceal harmful intent by
breaking down a prompt into multiple seemingly safe sub-prompts. When these sub-prompts
are presented individually, they may appear harmless to LLMs, thereby reducing the likelihood
of rejection. However, when considered collectively, these sub-prompts can reconstitute an
unsafe prompt. Consequently, the original prompt with harmful intent can be reconstructed
through in-context demonstrations, effectively bypassing safety mechanisms designed to
prevent harmful outputs from LLMs (Li et al., 2024f; Liu et al., 2024f). Furthermore,
malicious attackers may interact with language models over multiple rounds using the
decomposed, seemingly safe sub-prompts, gradually collecting information throughout these
multi-round conversations to achieve their malicious objectives (Cheng et al., 2024).

Low-Resource Language jailbreaking can induce LLMs to produce harmful responses by
prompting them with malicious intent in low-resource languages. Top-performing LLMs are
typically trained on data covering multiple languages, allowing them to complete multilingual
tasks effectively. However, prior studies indicate that the safety mechanisms of LLMs for
low-resource languages lag behind those for high-resource languages (Yong et al., 2023; Deng
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et al., 2024b). Additionally, as the availability of resources for a language decreases, LLMs
are more likely to produce harmful responses to prompts in that language with malicious
intent, rather than refusing to comply with such harmful prompts (Deng et al., 2024b).
This discrepancy in safety makes LLMs more vulnerable to exploitation when dealing with
low-resource languages. Specifically, a malicious attacker can exploit this vulnerability
by translating harmful prompts from high-resource languages into low-resource languages,
obtaining desired harmful responses, and subsequently translating these responses back into
the original high-resource languages (Xu et al., 2024a; Yong et al., 2023).

Cipher Text jailbreaking aims to elicit harmful responses from LLMs by interacting with
them using ciphered harmful prompts. As the capabilities of LLMs continuously expand
and evolve, they may become capable of deciphering prompts that are encoded using either
common schemes or novel ciphers crafted by users (Handa et al., 2024). This development
raises the potential for harmful prompts to be concealed through ciphering, posing significant
safety concerns. For common encoding schemes, such as Base64, LLMs may be able to
understand harmful prompts encoded within them and respond to these encoded prompts
without refusal (Wei et al., 2023a). Conversely, for novel ciphers crafted by users, LLMs may
require in-context demonstrations to comprehend the rules of these ciphers and subsequently
produce harmful responses based on encoded inputs (Yuan et al., 2024b).
Despite the effectiveness of the aforementioned jailbreak prompts, constructing these prompts
manually typically requires extensive human effort and poses significant challenges in terms
of scalability. To address this limitation, numerous efforts have been made to automate the
construction of jailbreak prompts using LLMs. For instance, Deng et al. (2024a) and Zeng
et al. (2024b) utilize jailbreak prompts to finetune LLMs, thereby enhancing their capacity
to generate such prompts. Since LLMs generally undergo safety alignment, they may refuse
to produce jailbreak prompts unless specifically finetuned to do so. Consequently, these
models can serve as attackers by generating and refining jailbreak prompts based on prior
unsuccessful attempts and the responses of the target models, thereby increasing the success
rate of attacks (Chao et al., 2023). To further enhance the efficiency of jailbreak attacks,
LLMs can also function as evaluators, assessing the likelihood of candidate jailbreak prompts
successfully compromising target models. This evaluation helps identify the most promising
jailbreak prompts from a large pool of candidates (Mehrotra et al., 2023b). Additionally, Li
et al. (2024e); Yu et al. (2023); Liu et al. (2024g) employ LLMs to support genetic algorithms
for generating jailbreak prompts. For example, these models can be used in processes such as
population initialization and mutation (Yu et al., 2023; Liu et al., 2024g), thereby enhancing
the overall effectiveness of the genetic algorithms.

4.1.2 White-box Attacks

White-box attacks exploit detailed internal knowledge of LLMs, such as their architecture,
weights, and training data, to bypass safeguards and compel these models to generate
responses they would otherwise suppress. Unlike black-box attacks, which interact with
models solely through APIs or chat interfaces, white-box attacks leverage full access to the
internal mechanisms of these models, making them more sophisticated and potentially more
effective. Given the accessibility of model weights, approaches utilizing gradient information
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to construct jailbreak prompts have garnered significant attention (Jones et al., 2023).
Pioneering work in this area, such as the Greedy Coordinate Gradient (GCG) method, aims
to find adversarial suffixes that maximize the likelihood of harmful or undesirable outputs.
By leveraging gradient information, this approach treats finding an adversarial suffix as a
token-selection problem (Zou et al., 2023b). GCG optimizes adversarial suffixes by iteratively
selecting and replacing tokens to maximize the likelihood of producing harmful responses.
These tokens are selected based on gradients with respect to the log-likelihood of generating
harmful outputs, which serves as a first-order approximation of the increase in likelihood
achieved by replacing specific tokens. Although these adversarial suffixes are constructed
using gradient information specific to particular LLMs, they may exhibit transferability to
other models, such as the top-performing proprietary LLMs like GPT-4. Building on this line
of research, Zhang & Wei (2024) propose incorporating momentum into gradients to improve
attack success rates and efficiency. Hu et al. (2024) reframe the token-selection problem as
a constrained optimization task, transitioning from a continuous to a discrete space over
iterations. Jia et al. (2024) introduce an adaptive approach to determining the number of
tokens to replace in each step, thereby accelerating convergence. Wang et al. (2024d) propose
manipulating attention scores to facilitate jailbreaking. Other contributions in this domain
include studies by Liu et al. (2024d), Huang et al. (2024b), Yang et al. (2024b), and Geisler
et al. (2024).
Despite the effectiveness of these methods in constructing adversarial suffixes, such suffixes
are often uninterpretable or semantically meaningless, rendering them easily detectable
by perplexity filters. To address this limitation, Zhu et al. (2023a) propose generating
interpretable prompts by sequentially generating tokens from left to right, guided by dual
objectives: jailbreaking LLMs and ensuring the readability of the constructed prompts. Given
the computational expense and time associated with gradient calculations, researchers such
as Liao & Sun (2024), Kumar et al. (2024), Paulus et al. (2024), and Sun et al. (2024a)
propose training LLMs on adversarial suffixes that successfully attack target models, thereby
enhancing the efficiency of producing such suffixes. Additionally, Zhang et al. (2023a) propose
manipulating the probability distribution of safe models by incorporating the difference in
probability distribution between unsafe and safe small models to elicit harmful responses.
Similarly, Zhang et al. (2023a) suggest altering the probability distribution of target models,
which have undergone safety alignment, to force them to generate specific tokens that mislead
LLMs into producing harmful responses. Furthermore, numerous studies have demonstrated
that the safety alignment of LLMs can be easily circumvented through fine-tuning with
harmful instructions or by altering decoding strategies (Gade et al., 2023; Volkov, 2024;
Huang et al., 2024a). These findings underscore the significant challenges faced by current
alignment approaches in ensuring the safety and robustness of LLMs.

4.2 Red Teaming

Red teaming is widely used in LLMs to explore their safety vulnerabilities prior to the
deployment of them. Red teaming can be broadly categorized into two distinct types: manual
red teaming and automated red teaming.
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Figure 10: Overview of Red Teaming of LLMs.

4.2.1 Manual Red Teaming

Manual red teaming, which involves human experts crafting adversarial prompts, is effective
but costly and time-consuming. For example, to enhance the safety of the LLaMA-2 chat
models, Meta AI has implemented a rigorous red teaming process, as detailed in (Touvron
et al., 2023). A diverse group of 350 experts from various professional backgrounds has been
assembled to meticulously generate attack samples spanning multiple domains, including
human trafficking, racial discrimination, privacy violations and so on. This extensive testing
procedure extends over months and comprises multiple iterative rounds. Researchers at
Anthropic have engaged a substantial workforce to systematically identify and extract harmful
responses from LLMs, thereby constructing a comprehensive red teaming dataset, as reported
in (Bai et al., 2022a).

4.2.2 Automated Red Teaming

To address the drawback of unscalability of manual red teaming, automated red teaming
employs systematic and automated techniques to generate a large volume of attack prompts
aimed at challenging the target LLMs. We roughly categorize automated red teaming into
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two groups: template-based automated red teaming and generation-based automated red
teaming.

Template-Based Automated Red Teaming Template-based automated red teaming
typically modifies original prompts by applying templates derived from training, utilizing
token-level or sentence-level techniques. Token-level methods use nonsensical templates
to trigger target LLMs to expose their safety vulnerabilities. For example, AutoPrompt
(Shin et al., 2020) and UAT (Wallace et al., 2021) optimize universal adversarial triggers
to jailbreak Target LLMs. To further enhance the effectiveness of AutoPrompt, GCG (Zou
et al., 2023b) explores transferable triggers via a combination of greedy and gradient-based
search methods. ARCA (Jones et al., 2023) adopts a discrete optimization algorithm to
search an jailbreaking prompt. AutoDAN (Zhu et al., 2023b) incorporates a fluency objective
to produce more readable prompts. Nonsensical prompts are easy to be detected by target
LLMs (Alon & Kamfonas, 2023). To overcome this limitation, sentence-level methods aim to
disguise readable prompts to deceive target LLMs. Wu et al. (2023a) and Liu et al. (2024g)
utilize genetic algorithms to generate adversarial natural language instructions.

Generation-Based Red Teaming Another line of research involves meticulously training
an LLM or developing an LLM-based system with the specific aim of effectively triggering
target LLMs. PAIR (Chao et al., 2023) utilizes an LLM-based attacker to generate improved
prompts in a multi-round manner. TAP (Mehrotra et al., 2023a) adopts tree-of-thought
technique to generate adversarial prompts. Ding et al. (2024) and Zeng et al. (2024c)
meticulously construct an attack framework utilizing LLMs to generate deceptive prompts
with hidden intentions. To dynamically explore the safety vulnerabilities of target LLMs.
Both MART (Ge et al., 2023) and APRT (Jiang et al., 2024a) use a trainable LLM or
LLM-based system to attack the target LLMs in a multi-round manner. These sophisticated
methods are to utilize the powerful generation capability of LLMs to effectively circumvent
the defensive mechanisms of the target LLMs.

4.2.3 Evaluation

When target LLMs generate unsafe yet helpful answers in response to sensitive or illegal
input prompts, this phenomenon is identified as a successful jailbreaking attempt. Manual
evaluation often requires complex safety definitions (Mazeika et al., 2024; Jiang et al., 2024a),
which are effective but time-consuming. Attack Success Rate (ASR) is a prevalent and
straightforward metric employed to assess the attack capabilities of Red LLMs (Zou et al.,
2023b; Liu et al., 2024g). However, this metric is susceptible to producing false positives,
as it relies solely on keyword matching to ascertain maliciousness in responses of the target
LLMs. To mitigate this issue, numerous studies (Chao et al., 2023; Ding et al., 2024; Jiang
et al., 2024a) have employed the GPT-4 API to verify whether responses generated by target
LLMs are unsafe yet relevant to the specified topic.

4.3 Defense

To address the aforementioned attacks, researchers have developed various defense strategies,
which can be roughly divided into two directions: external safeguard and internal protection.
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Figure 11: Overview of Defense Methods against Attack for LLMs.

The difference is that external protection does not modify LLMs, while internal enhancement
does.

4.3.1 External Safeguard

External safeguard focuses on protecting an LLM from malicious inputs or external threats
by implementing safety measures outside the model. A number of studies propose external
safeguard methods to detect unsafe content in the input and output of the given LLM.
Kumar et al. (2023) wipe out tokens one by one for a given prompt, and then if any resulting
subsequence or the prompt itself is detected as harmful, the input will be marked as harmful.
Xie et al. (2024) propose GradSafe, which effectively detects jailbreak prompts by carefully
checking the gradient of key parameters in LLM. Cao et al. (2023) build a robustly aligned
LLM (RALLM) to defend against potential alignment-breaking attacks. Zeng et al. (2024d)
assign different roles to LLM agents and use their collaborative monitoring and filtering of
responses generated by LLMs to complete defense tasks. Other methods present various
techniques for attacks including undesired content, such as classification system (Markov
et al., 2023), token-level detection algorithms (Hu et al., 2023), toolkit with programmable
rails (Rebedea et al., 2023), and LLM-based input-output safeguard model (Inan et al., 2023).
Another strand of research starts from providing an instructive prompt or modifying a given
prompt. Xie et al. (2023) provide instructions to guide LLMs to self-check and respond
responsibly. Wei et al. (2023b) provide several examples of safe response to encourage safer
outputs from LLMs. Xiong et al. (2024) use well-designed interpretable suffix prompts,
which can effectively defend various standard and adaptive jailbreak techniques. Yi et al.
(2023) add a reminder to the prompt fed to an LLM, which instructs the LLM not to
execute commands embedded in external content, hence avoiding the execution of malicious
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instructions hidden in external content. Given the response generated by a target LLM from
its original input prompt, Wang et al. (2024b) asks an LLM to infer the input prompt that
may cause the response through using a “backtranslation” prompt. The inferred prompt is
called a backtranslation prompt, which tends to reveal the actual intention of the original
prompt. Robey et al. (2023) randomly interfere a given input prompt, generate multiple
copies, and then aggregate/summarize corresponding responses to detect the adversarial
input. External threats may employ a variety of attack strategies, making them difficult to
predict and guard against. It is challenging to identify highly covert attacks or malicious
input and output. And too much reliance on external safeguard may lead to the safety of the
whole system is weak. If the external system crashes, the overall safety of the protected LLM
would be greatly reduced.

4.3.2 Internal Protection

Internal protection involves modifying an LLM during the process of training or tuning to
improve its ability to defend against various attacks, reduce risks, and ensure safe behaviors in
real-world applications. Fu et al. (2024) propose single- and mixed-task losses for instruction
tuning and demonstrate that LLMs can significantly boost safe management of risky content
via appropriate instruction tuning, thus defending for attacks involving malicious long
documents. Han et al. (2023) inject three types of defense functions into the different stages
of Federated LLMs in federal learning aggregation to support the defense mechanism for
adversarial attacks. Hasan et al. (2024) demonstrate that employing moderate WANDA
pruning can bolster LLM’s defense against jailbreak attacks while obviating the need for
fine-tuning. The WANDA pruning (Sun et al., 2024c) involves removing a subset of network
weights, with the goal of preserving performance.
In addition, a considerable number of studies choose fine-tuning (Touvron et al., 2023) or
instruction-tuning (Deng et al., 2023b) to strengthen LLM’s defense against prompt attacks.
Liu et al. (2024c) introduce a two-stage adversarial tuning framework, which enhances
the ability of LLMs to resist unknown jailbreak attacks through iterative improvement of
confrontational prompts. Touvron et al. (2023) collect adversarial prompts and their safety
demonstrations, subsequently integrating these samples into the general supervised fine-tuning
pipeline. Correspondingly, Yi et al. (2023) apply adversarial training to the self-supervised
fine-tuning stage of LLMs, teaching them to ignore instructions embedded in external content,
thus enhancing their robustness to indirect prompt injection attacks. Despite effectiveness,
internal protection could increase the complexity of LLMs, and reduce their interpretability
and maintainability.
It is worth mentioning that current defense strategies focus too much on defending attacks
and ignore the reduction of effectiveness. Varshney et al. (2024) propose that the ideal
defense strategy should make LLMs safe against “unsafe prompts” rather than over-defense
on “safe prompt”. They also propose an evaluation benchmark termed Safety and Over-
Defensiveness Eval (SODE), and their experiment results lead to important findings. For
example, self-checking does improve the safety of inputs, but at the cost of extremely excessive
defense.
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Figure 12: Overview of misuse of LLMs.

5 Misuse

In this section, we focus on the catastrophic risks associated with misuse, specifically referring
to risks that involve consequences of extreme scale or severity resulting from the inappropriate
or harmful application of LLMs. Specifically, such misuse of LLMs could result in the loss of
safety or even lives on a massive scale, potentially impacting tens of thousands of individuals,
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or causing significant harm to social and political stability. For instance, the emergence and
proliferation of novel viruses, a marked deterioration in the quality of public discourse, or the
widespread disempowerment of the public, governments, and other human-led institutions.
According to current studies, catastrophic misuses of LLMs can be categorized into three
primary categories: Weaponization, Misinformation Campaigns, and Deepfakes, reflecting the
various ways in which LLMs could be misused across different domains and the potentially
catastrophic consequences that may result, as illustrated in Figure 18. These categories
encompass a wide range of issues, from the abuse of technology to information manipulation,
highlighting the potential harm that LLMs could inflict on society, politics, and public safety.

5.1 Weaponization

Owing to their vast domain-specific knowledge (e.g., in biology and chemistry), LLMs hold
significant potential to drive substantial advancements in fields such as the life sciences.
However, these same capabilities may also facilitate harmful or malicious applications.
Specifically, LLMs could contribute to, or substantially aid, scientific discoveries that unlock
novel weapons. LLMs, such as GPT-4 and its successors, might provide dual-use information,
lowering some barriers that historical weapons efforts encounter. As LLMs evolve into
multimodal lab assistants and autonomous scientific tools, they could empower non-experts
to conduct laboratory work and engage in malicious activities.

5.1.1 Risks of Misuse in Weapons Acquisition

Biological Weaponization Firstly, the risks of weaponization misuse, particularly in the
biological domain, represent a significant concern in the context of LLMs.
On one hand, LLMs may enable efficient learning about “dual-use” knowledge which can be
used for informing legitimate research but also for causing harm. In contrast to internet search
engines, LLMs can aggregate information across many different sources, making complex
knowledge accessible and tailored to non-experts, and proactively point out variables that
users do not know to inquire about. If biological weapons-enabling information is presented
in this way, this could enable small efforts to overcome key bottlenecks. For instance, at the
time of testing in June 2023, ChatGPT readily outlined the importance of “harvesting and
separation” of toxin-containing supernatant from cells and further steps for concentration,
purification, and formulation (Sandbrink, 2023). Even more, Soice et al. (2023) find that
LLMs enabled non-scientist students to identify four potential pandemic pathogens, provided
information on how they can be synthesized, and further helped them cause a widespread
epidemic of pandemic-class agents. In the long term, as LLMs and related AI tools improve
their ability to do scientific research with minimal human input, this could remove relevant
barriers to biological weapons development.
On the other hand, LLMs may be combined with existing tools in the biological field to raise
the ceiling of harm from biological agents. For example, LLMs combined with biological
design tools (BDT) which are systems trained on biological data to help design proteins or
other biological agents, may increase the potential for harm from biological agents and make
them more accessible (Sandbrink, 2023).
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Chemical Weaponization Secondly, LLMs may in particular lower barriers to chemical
misuse. A key theme is that LLMs could increase the accessibility to existing knowledge
and capabilities, and thus may lower the barriers to chemical misuse. Urbina et al. (2022)
provide experimental evidence for the dual role of artificial intelligence in drug discovery.
They indicate that although generating toxic substances requires expertise in chemistry or
toxicology, the technical threshold is greatly lowered when these fields are combined with
AI models. Moreover, Boiko et al. (2023b) demonstrate advanced capabilities for (semi-
)autonomous chemical experimental design and execution of an AI system Coscientist driven
by GPT-4, revealing its potential for the synthesis of hazardous chemicals.

Cyber Attacks Another noteworthy risk posed by LLMs is that these systems could
potentially be used to conduct cyber attacks. LLMs could potentially be harnessed to scale
individualized cyber attacks, such as spear phishing campaigns, a form of cybercrime that
involves manipulating targets into divulging sensitive information (Hazell, 2023). LLMs could
also be used by cyber attackers to evade detection systems since they can effectively cover
the attacker’s tracks (Mirsky et al., 2023).
A successful cyber attack can have catastrophic consequences in the economy or politics. For
instance, in 2014, hackers accessed sensitive data through a spear-phishing attack targeting
Sony executives (Fortra, 2015), resulting in estimated damages ranging from $70 million
to $100 million (Richwine, 2014). Another prominent case is the breach of a private email
account belonging to the chairperson of Hillary Clinton’s 2016 presidential campaign, which
was compromised by hackers using a phishing attack (Lipton et al., 2016).

Military Applications With the spread of LLMs that can generate novel strategies
and decisions based on prompts and supplied information, debates on the integration of
autonomous agents in high-stake situations such as military and diplomatic decision-making
have become more frequent. In July 2023, Bloomberg reported that the US Department of
Defense (DoD) was conducting a set of tests in which they evaluated five different LLMs for
their military planning capacities in a simulated conflict scenario (Manson, 2023). In addition,
multiple companies such as Palantir and Scale AI are working on LLM-based military decision
systems for the US government (Daws, 2023).
The increased exploration of LLMs in high-stakes scenarios highlights the need to understand
their behavior in the context of military and nuclear weapons development. Rivera et al.
(2024) simulate interactions among multiple AI-controlled “nation agents” using several
advanced LLMs, which demonstrate that LLM-powered agents frequently opt for escalatory
actions, leading to greater conflict, even to the deployment of nuclear weapons. These
results suggest that decisions yielded by LLMs in volatile situations could be dangerously
unpredictable, raising concerns on their deployment in real-world military operations.
Given these risks, experts recommend extreme caution when integrating LLMs into military
or foreign-policy decision-making systems. Rashid et al. (2023) argue that the speed of
AI could speed up warfare and shorten decision-making time. This could result in human
commanders being unable to react in a timely manner, raising the ethical and tactical dilemma
of delegating control to autonomous systems. There are ongoing debates about whether AI
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Figure 13: Establishing controlled access between AI systems and users to prevent the risk of
AI systems being misused.

should have any autonomous control over actions like launching weapons, as the potential for
escalations could lead to catastrophic consequences.

5.1.2 Mitigation Methods for Weaponized Misuse

Data Filtering and Machine Unlearning To reduce the presence of dangerous infor-
mation in LLMs and thereby mitigate potential misuse, one proposal is to filter hazardous
content from the pre-training data (Ngo et al., 2021). Yet another line is to adopt machine
unlearning methods to remove harmful knowledge from LLMs (Yao et al., 2023; Liu et al.,
2024i; Li et al., 2024b). Such unlearning methods aim to eliminate dangerous information
embedded in LLMs’ parameters, thereby preventing the generation of content that could
be exploited by malicious actors. However, as demonstrated by Goel et al. (2024), existing
unlearning methods struggle to remove knowledge without access to all relevant training data.
Addressing these challenges remains a critical focus for ongoing research in this area.

Controlled Access In addition to reducing hazardous knowledge embedded in LLMs, many
researchers advocate building controlled interactions between AI systems and users through
technical means. The aim is to prevent dangerous AI capabilities from being widely accessible,
whilst preserving access to AI capabilities that can be used safely. As shown in Figure 13,
as much control as possible is needed over two broad categories: (1) use controls, which
govern the direct use of AI systems in terms of (who, what, when, where, why, how); and (2)
modification and reproduction controls, which prevent unauthorized users from altering AI
systems or building their own versions in a way that circumvents the use controls (Shevlane,
2022).
In application scenarios, a monitored APIs strategy should be employed to place high-risk
models behind application programming interfaces (APIs) (Segerie, 2024). This is to control
access to AI models that could pose extreme risks, while monitoring their activity. For
instance, with this strategy, OpenAI’s API platform limits the ways in which the GPT-
3 models could be used, and Google Cloud’s Vision API is another application example.
By implementing monitored APIs, access to these high-risk technologies is restricted to
authorized users only. This strategy is akin to digital containment, limiting the potential for
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AI weaponization or misuse through stringent access controls. Moreover, this method also
allows for detailed tracking of how AI models are being utilized, enabling the early detection
of misuse patterns.
Debates on the Public Availability of Model Weights In the context of controlled access,
whether the disclosure of model weights should be controlled to mitigate misuse triggers
widespread debate with no consensus yet reached. Consenters argue that to prevent future
large-scale harm from advanced AI, it is necessary to limit the spread of model weights
(Gopal et al., 2023). Such an argument gains supporting evidence from recent studies, which
have explored the robustness of safety training of LLMs by subversively fine-tuning models
on small amounts of synthetic data containing harmful instructions and responses. These
studies show that as long as the weights of the model are accessible, it is easy to destroy these
safety-aligned LLMs at a very low cost, enabling them to respond to harmful requests in the
vast majority of cases (Yang et al., 2023c; Lermen et al., 2023). Such findings raise concerns
that malicious actors could misuse the capabilities of models by subversively fine-tuning them
for harmful purposes. Given that fine-tuning is orders of magnitude cheaper than training an
LLM from scratch, a broad range of users could engage in such activities. Consequently, it is
advocated for AI developers to carefully assess the risks associated with fine-tuning before
deciding to release model weights.
On the other hand, proponents of open access to model weights argue that the long-term
benefits of generative AI outweigh the associated safety risks. Open-sourcing model weights
can accelerate scientific breakthroughs by empowering developers to advance research and
innovation. It can also promote the creation of innovative products and services by enhancing
hypothesis generation, data analysis, and complex system simulations. In addition, disclosing
model weights and resources within the AI community can reduce redundant computational
efforts across the whole industry, leading to lower energy consumption and fostering sustainable
development (Eiras et al., 2024).

5.1.3 Evaluation

Model evaluation is a necessary component of the governance infrastructure needed to combat
catastrophic misuse. DeepMind’s research emphasizes that model evaluation for extreme
risks should be a priority area for AI safety and governance (Shevlane et al., 2023).
CyberSecEval (Bhatt et al., 2023) is a comprehensive benchmark developed to evaluate the
cybersecurity of LLMs employed as coding assistants. Its automated test case generation
and evaluation pipeline covers a broad scope, equipping LLM designers and researchers
with a tool to comprehensively measure and enhance the cybersecurity safety properties of
LLMs. Another evaluation benchmark, WMDP, contains 4,157 multiple-choice questions that
evaluate the risks of LLMs in empowering malicious actors in developing biological, cyber,
and chemical weapons (Li et al., 2024c).

5.2 Misinformation Campaigns

The advent of LLMs has significantly transformed the way information is created and increased
the speed at which it is disseminated, offering new opportunities for both legitimate and
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malicious uses. Regarding misuse in information creation and spreading, misinformation
campaigns driven by LLMs have gained prominence, posing serious risks to public discourse,
trust in institutions, and societal stability. The seamless fluency and human-like quality of
LLM-generated texts make them powerful tools for spreading falsehoods, manipulating public
opinion, and fueling disinformation efforts.
This section explores the ways in which LLM-generated content can be utilized to promote
misinformation campaigns, focusing on three key areas: the credibility of such texts, their use
in social media manipulation, and the potential public risks they pose. The section concludes
by examining mitigation methods aimed at curbing the spread of LLM-driven disinformation,
emphasizing the importance of both text source detection and fact-checking.

5.2.1 The Credibility of LLM-Generated Texts

LLMs have demonstrated remarkable proficiency in generating natural language text. LLM-
generated texts typically exhibit coherence and fluency comparable to human-authored
discourses, making them indistinguishable to human readers. This has prompted numerous
studies investigating the credibility and detectability of LLM-generated content. A study
(Kreps et al., 2022) employs the opening of a news story from The Times to prompt GPT-2 to
generate the subsequent text. The generated news and the original news are then presented
to participants, who are asked to evaluate the credibility of the stories. The results reveal
that LLM-generated news is perceived as equally credible, or even more credible, than
human-written news stories. Similarly, Spitale et al. (2023) instruct GPT-3 to generate tweets
on specific topics (e.g. climate change, 5G technology, antibiotics and viral infections), and
recruit participants to distinguish whether a tweet is organic or synthetic, i.e., whether it has
been written by a Twitter user or by the AI model GPT-3. The results show that humans
cannot distinguish between the two, and GPT-3 can even generate more convincing false
information. Jakesch et al. (2022) also conclude that human participants are unable to detect
self-presentations generated by LLMs.
The credibility attributed to LLM-generated text means that false narratives could gain
unwarranted legitimacy. This potential for deception undermines trust in legitimate news
sources, making it increasingly difficult for individuals to discern between accurate information
and sophisticated AI-generated fabrications. An in-depth analysis of the proliferation of
synthetic articles across the news ecosystem reveals that the release of ChatGPT contributed
to a substantial increase in machine-generated news articles on news websites, particularly
on smaller, non-mainstream websites (Hanley & Durumeric, 2024).

5.2.2 Social Media Manipulations

The intentional misuse of LLM-generated misinformation has also extended to social media
manipulations. A comprehensive study of a Twitter botnet indicates that the botnet appears
to employ ChatGPT to produce human-like content, thereby promoting suspicious websites
and disseminating harmful comments (Yang & Menczer, 2023). Furthermore, LLMs are
employed to rewrite posts from social media bot accounts in order to evade detection (Feng
et al., 2024). The ability of LLMs to generate compelling arguments that can be injected into
online discourse to shape public opinion underscores their potential influence in the process

47



of collective opinion formation on online social media. These findings reveal the increasing
sophistication and potential dangers of LLMs in the realm of social media (Breum et al.,
2024). Such dissemination of false information can lead to panic or unjustified fears among
the public, particularly during times of crisis such as pandemics or political unrest, when
accurate information is essential for public safety and stability. Additionally, manipulating
public opinion through these means can undermine democratic processes by skewing voter
perceptions and influencing election outcomes.

5.2.3 Risks to Public Health Information

The implications of the misuse of LLMs become particularly problematic when considering
their capacity to generate content at a speed and scale far beyond human capability. The
rapid dissemination of massive amounts of erroneous text could trigger an “AI-driven infor-
mation epidemic” (De Angelis et al., 2023), which poses a significant threat to public health.
The ability of AI-generated content to reach and influence vast audiences necessitates the
development of effective strategies to mitigate its impact and safeguard the integrity and
trustworthiness of public health information.

5.2.4 Mitigation Methods for the Spread of Misinformation

Addressing the spread of LLM-generated misinformation requires a dual approach: first, by
detecting the source of the text, i.e., whether it is manually authored or machine-generated;
and second, by verifying whether the generated content is factual.
Firstly, the capacity to detect and audit machine-generated text is fundamental to preventing
the misuse of LLMs to create and disseminate misinformation. If it becomes possible to
reliably identify all generated text as being produced by LLMs, this would enable the clear
detection of LLM-generated fake posts, fake news, and other misleading content.
It might even be possible to radically prevent malicious actors from using LLM to generate and
disseminate malicious or misleading content on social media, as LLM-generated text would no
longer be indistinguishable from human-written text. Several studies have focused on training
classifiers to discriminate between human-generated text samples and text samples generated
by LLMs (Mitrovic et al., 2023). Additionally, other researchers leverage the perplexities of
generated texts for detection, which assumes lower perplexity in AI-generated text (Gehrmann
et al., 2019; Schuster et al., 2020; Fröhling & Zubiaga, 2021; Mitchell et al., 2023). Recently,
some prevailing approaches have achieved detection through model watermarking, i.e., adding
subtle patterns to the text, which are imperceptible to humans but allow for the recognition
of synthetic content (Zhao et al., 2023; Kirchenbauer et al., 2023; Lee et al., 2023; Wang
et al., 2023b; Yoo et al., 2023; Kirchenbauer et al., 2024; Liu et al., 2024a;b).

5.3 Deepfakes

Deepfakes, a portmanteau of “deep learning” and “fake”, refer to synthetic media in which
the physiological features of a target subject is replaced with those of another individual to
create convincingly altered videos or images (Brandon, 2018). While this technology can be
captivating when used for entertainment, it also introduces serious risks, particularly when
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weaponized for spreading misinformation on the internet. The potential harm extends beyond
individuals to communities, organizations, nations, and religious groups.

5.3.1 Malicious Applications of Deepfakes

With advances in deep learning, deepfake techniques have evolved to allow the creation of
highly realistic yet fraudulent videos, images, and even manipulated voices. By leveraging
sophisticated generative models, deepfake technology can convincingly alter visual and
auditory data, enabling seamless facial swaps in videos and mimicking a target’s voice. The
key to this technology lies in its ability to synchronize facial expressions, lip movements, and
speech patterns, making it appear as though the target is saying or doing something they
never actually did. Recent developments in state-of-the-art LLMs even have demonstrated
remarkable capabilities in generating realistic images, audio, or videos from text prompts.7 As
the underlying algorithms and tools continue to improve, the line between real and fabricated
content becomes increasingly blurred, raising significant ethical, social, and safety concerns.
In recent years, deepfake technology and its associated tools have rapidly evolved and
proliferated, leading to a surge in both benign and malicious applications. While deepfakes
have the potential for creative uses in entertainment and education, their misuse has raised
widespread alarm, particularly due to their weaponization against public figures such as
celebrities, politicians, and corporate leaders. One of the most pervasive and damaging
applications of deepfake technology has been the creation of non-consensual pornographic
content featuring well-known actresses and influencers. This troubling trend has particularly
escalated with Hollywood actresses, whose likenesses are exploited without their consent,
leading to severe emotional and reputational harm (Mahmud & Sharmin, 2021).
Beyond the realm of entertainment, deepfakes are increasingly being used as tools for political
manipulation, disinformation, and fraud. Political leaders and world figures have been
targeted in fabricated videos designed to sow discord, spread false information, or manipulate
public opinion. High-profile examples include deepfake videos of Barack Obama, Donald
Trump, Nancy Pelosi, Angela Merkel, and Mark Zuckerberg, where altered footage has been
circulated to mislead audiences or discredit these individuals (Foley, 2022). The sophistication
of these deepfakes is such that even experts can struggle to distinguish them from authentic
recorded videos, making them a powerful instrument for influencing public perception and
destabilizing societies.

5.3.2 Methods for Mitigating Deepfakes

As deepfake technology becomes more accessible and tools become easier to use, the potential
for fraudulent activities, blackmail, and identity theft has grown exponentially. Today,
the quality of deepfakes has reached a point where even experienced observers struggle to
distinguish between genuine footage and manipulated media. As a result, the very authenticity
of digital content is under siege, raising urgent questions about the future of trust in online
information.

7For instance, Midjourney (https://www.midjourney.com/) and Stable Diffusion (https://stability.ai/)
are proficient in image generation, Elevenlabs (https://elevenlabs.io/) excels in audio generation, and Pika
(https://pika.art/) and OpenAI’s Sora (https://openai.com/sora) are particularly effective in video generation.
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While there have been efforts to develop technical defenses against deepfakes, such as adding
defenses (e.g., adversarial noise) to photos posted online to make them unreadable by AI,
these measures have proven largely empirically ineffective. Every type of defense has been
bypassed by attacks, hence there is no perfect technical solution to counter this (Segerie,
2024). Therefore, to counter the growing threat of deepfake-related crimes, the primary
solution is to establish stricter norms and stronger supervision. Below are several key areas
where current efforts should be concentrated:
Laws and Penalties Governments must prioritize the enactment and enforcement of robust
legal frameworks that directly address the malicious use of deepfake technology. This includes
criminalizing the creation and distribution of non-consensual deepfake pornography. By
imposing severe penalties and establishing clear legal repercussions, lawmakers can create
strong deterrents that discourage the misuse of deepfake technology.
Content Moderation and Platform Accountability Online platforms bear significant
responsibility for curbing the spread of harmful AI-generated content. To effectively counter
the proliferation of deepfakes and other deceptive media, platforms should be required to
proactively detect and remove problematic AI-generated content, false information, and
privacy-invading materials. Crucially, platforms should be held accountable through fines or
other penalties if they fail to take timely and effective action against such content.
Education and Public Awareness Public awareness campaigns should focus on teaching
people how to critically evaluate digital content and recognize potential deepfakes. By
fostering a more informed and skeptical public, we can reduce the impact of false information
and prevent individuals from falling victim to AI-driven scams and deceptions.

5.4 Future Directions

As LLMs continue to advance and become more integrated into various aspects of society, it
is imperative to anticipate and mitigate their potential misuse. The following subsections
explore the key directions that need to be pursued in order to address the emerging risks and
challenges associated with LLMs.

5.4.1 Weaponization

As discussed above, the question of whether model weights should be made public remains
a contentious issue. Both sides of the debate present compelling arguments, reflecting the
complex trade-offs between safety insurance and openness, innovation, and control. Moving
forward, it will be essential for stakeholders—ranging from AI developers to policymakers—to
engage in ongoing dialogue and collaborative efforts to address these challenges. Balancing
the need for safety with the desire for openness will be crucial in determining the future
trajectory of AI development and its impact on society.

5.4.2 Misinformation Campaigns

Currently, there is no perfect solution to the spread of false information. Despite significant
advancements in detection and verification technologies, several challenges remain. For
example, the accuracy of classifier-based methods needs to be improved, particularly in
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distinguishing between subtle, sophisticated AI-generated content and human-authored text.
These methods often struggle with variations in style, language, and context, which can lead
to both false positives and false negatives. Similarly, the watermark-based method is still only
an exploration in the research community and has not been widely implemented in practice.
Additionally, the continuous evolution of LLMs means that detection and verification methods
must also evolve to keep pace with new techniques that could be used to bypass existing
safeguards. As a result, ongoing research, collaboration, and innovation are needed to develop
more robust solutions that can effectively combat the spread of misinformation in the digital
age.

5.4.3 Deepfakes

Continued research is crucial for staying ahead of the ever-evolving capabilities of deep-
fake technology. This includes supporting research into technical methods for detecting
AI-generated content. Researchers are exploring innovative solutions like digital watermarks,
blockchain-based verification systems, and AI models trained to detect subtle inconsistencies
in deepfake videos. Furthermore, protecting privacy in the age of AI requires advancing tech-
niques that safeguard personal data from being misused by generative models. Collaborative
efforts between academia, industry, and government agencies are essential for driving progress
in this area.
Ultimately, addressing the deepfake challenge requires a multi-faceted approach that combines
legal, technical, and societal measures. By implementing stricter norms, enhancing supervision,
and fostering greater public awareness, we can mitigate the risks posed by deepfakes and help
preserve the integrity of digital communication in an increasingly AI-driven world.

5.4.4 Comprehensive Evaluation

While some progress has been made in evaluating the misuse risks associated with LLMs,
the existing research is still in its infancy and covers only a limited scope. For example,
CyberSecEval and WMDP represent important initial steps in assessing risks related to
cybersecurity and the potential for LLMs to empower malicious actors. However, given the
rapid evolution of both LLMs and the tactics used for their misuse, these evaluations are not
yet comprehensive. To effectively combat the diverse range of misuse risks, there is a need
for more thorough and nuanced evaluation frameworks.
Expanding evaluation efforts involves developing benchmarks that not only cover new threat
areas but also offer great depth in assessing LLMs’ vulnerability to misuse. This means creating
more sophisticated test cases, refining automated assessment pipelines, and incorporating
real-world adversarial testing scenarios. Additionally, interdisciplinary collaboration between
AI researchers, cybersecurity experts, and policymakers is essential to ensure that these
evaluations address emerging risks and are updated continuously as new threats emerge.

6 Autonomous AI Risks

As general-purpose AI systems evolve quickly, concerns arise from the potential for such
systems to make independent decisions in complex environments, prompting questions

51



Autonomous AI Risks
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Stray (2020)
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Obermeyer et al. (2019)
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Mahon (2008)
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Figure 14: Overview of autonomous AI risks.

about control, safety, and unintended consequences. Continuously emerging capabilities of
LLMs have intensified these concerns, highlighting the necessity of addressing the risks and
uncertainties linked to AI autonomy.
This section, as illustrated in Figure 14, first outlines the basic concepts related to autonomous
AI risks developed over time. We then discuss how LLMs influence and reshape views of the
AI community on these risks. Finally, we examine widely-discussed risks, including deception
and power-seeking.

6.1 Discourse on Autonomous AI Risks

Debates over autonomous AI risks have persisted in the literature for decades without reaching
consensus. The rise of LLMs has fostered concerns on autonomous AI, yet others argue that
fears regarding autonomous AI risks are overblown.
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6.1.1 General Views before LLMs

In the early days of AI, many scientists were optimistic about achieving autonomous AI.
In 1956, computer scientist Herbert A. Simon confidently predicted that “machines will be
able to do everything that a man can do within 20 years.” This optimism stemmed from
algorithms and rapid advancements in computing power. However, during the 1970s and
1980s, AI research faced an “AI winter”, marked by slow progress due to unmet expectations
and reduced funding. Marvin Minsky noted, “Many people mistakenly believe that once we
know how to do something, we can immediately put it into a computer”, highlighting the
challenges ahead. This period led AI scientists to realize that autonomous AI might be more
difficult and further off than anticipated. In the 1990s and early 2000s, as computing power
and AI system complexity increased, discussions about autonomous AI risks began to emerge.
Scholars like Nick Bostrom and Stuart Russell started to systematically examine these risks
(Yudkowsky, 2008; Yudkowsky et al., 2008), emphasizing their existential threats.
Overall, early AI research primarily focused on optimizing algorithms and solving specific
tasks, largely neglecting long-term ethical and safety concerns. The prevailing belief was
that autonomous AI risks were a distant issue, resulting in limited academic and industrial
discourse on the topic. While the majority of researchers pursued technological breakthroughs,
pioneers like Norbert Wiener and Eliezer Yudkowsky began to highlight potential risks, though
early discussions remained largely theoretical and failed to gain significant attention from the
research community.

6.1.2 Current Views

The rapid development of LLMs, particularly OpenAI’s GPT series (Radford et al., 2019;
Brown et al., 2020), has significantly advanced autonomous AI research. These models
excel in various tasks, including natural language generation, translation, summarization,
and question-answering, showcasing their potential for processing complex language tasks.
However, despite their impressive capabilities, many researchers acknowledge the long road
ahead to achieve true autonomous AI and view the pursuit of autonomous AI as a gradual
accumulation of progress rather than a single breakthrough.
On the other hand, AI safety (Bengio et al., 2024c; Shavit et al., 2023) has garnered increasing
attention, focusing on aligning advanced AI’s behavior and goals with human values. This has
led to heightened discussions (OpenAI, 2023a) on the implementation path and associated
risks of autonomous AI, causing the research community to adopt a more cautious stance on
predicting autonomous AI timelines. Consequently, more resources are being dedicated to
ensuring the safety and controllability of autonomous AI, with researchers acknowledging the
possibility of autonomous AI emerging sooner than expected, prompting a greater focus on
its safety implications.
However, some researchers argue that concerns on autonomous AI risks are overstated,
claiming these fears are speculative and driven more by media sensationalism and selective
perspectives than by solid evidence. These researchers emphasize that today’s AI systems
are narrow, task-specific tools controlled by humans, not autonomous agents that could
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threaten humanity. Both Yann LeCun8 and Andrew Ng9 suggest that attention should
be directed toward practical issues like ethical deployment and bias, rather than concerns
about superintelligent AI. Gary Marcus10 and Rodney Brooks11 emphasize AI’s limitations
in understanding and reasoning, asserting that it lacks the autonomy to pose a danger. Oren
Etzioni12 notes that while AI can significantly impact society, its current capabilities do
not warrant fears of catastrophic outcomes. In a nutshell, they advocate for prioritizing
immediate ethical and safety concerns over speculative risks.

6.2 Main Types of Autonomous AI Risks

Although prior studies (Weidinger et al., 2021; Hendrycks et al., 2023) have identified potential
categories of catastrophic risks linked to autonomous AI, there is no established consensus
within the research community. This section aims to summarize and categorize four key
concepts of autonomous AI risks from existing studies: Instrumental Goals (Hadshar, 2023),
Goal Misalignment (Weidinger et al., 2021), Deception (Park et al., 2024), and Situational
Awareness (Berglund et al., 2023), while also illustrating examples of the potential risks they
may pose.

6.2.1 Instrumental Goals

Instrumental goals (Bostrom, 2012; Benson-Tilsen & Soares, 2016; Ward et al., 2024) are
intermediate objectives that an autonomous AI pursues to reach its ultimate aims. Although
they are not end goals, they are essential steps toward the AI’s broader objectives. It is
important to understand and manage these goals, as misalignment with human goals can
lead to harmful behaviors.
Power-Seeking (Turner et al., 2021; Turner & Tadepalli, 2022) describes an autonomous AI
system’s tendency to enhance its ability to achieve goals by gaining control over resources
or influencing its environment. This behavior raises significant AI safety concerns, as it
can lead to unintended consequences if unmanaged. Moreover, power-seeking (Krakovna &
Kramár, 2023) reflects the system’s drive to optimize effectiveness and ensure its functionality,
sometimes through securing greater control or influence—especially troubling when it arises
without explicit human directives. Autonomous AI may conclude that increasing its power
could help achieve its predefined goals more efficiently.
Self-Improving refers to the capability of an autonomous AI system to iteratively enhance
its own performance or abilities without direct human intervention (Hall, 2007; Tian et al.,
2024). This process can involve updating its learning algorithms, modifying decision-making
strategies, or seeking out new data to improve its operations.

8https://www.wired.com/story/artificial-intelligence-meta-yann-lecun-interview/
9https://hbr.org/2016/11/what-artificial-intelligence-can-and-cant-do-right-now

10https://garymarcus.substack.com/p/ai-risk-agi-risk
11https://www.technologyreview.com/2017/10/06/241837/the-seven-deadly-sins-of-ai-

predictions/
12https://www.technologyreview.com/2016/09/20/70131/no-the-experts-dont-think-

superintelligent-ai-is-a-threat-to-humanity/

54

https://www.wired.com/story/artificial-intelligence-meta-yann-lecun-interview/
https://hbr.org/2016/11/what-artificial-intelligence-can-and-cant-do-right-now
https://garymarcus.substack.com/p/ai-risk-agi-risk
https://www.technologyreview.com/2017/10/06/241837/the-seven-deadly-sins-of-ai-predictions/
https://www.technologyreview.com/2017/10/06/241837/the-seven-deadly-sins-of-ai-predictions/
https://www.technologyreview.com/2016/09/20/70131/no-the-experts-dont-think-superintelligent-ai-is-a-threat-to-humanity/
https://www.technologyreview.com/2016/09/20/70131/no-the-experts-dont-think-superintelligent-ai-is-a-threat-to-humanity/


Self-Preservation in autonomous AI systems refers to behaviors that are aimed at ensuring
the system’s continued existence or operational integrity (Broussard, 2023). Such behaviors
can be explicitly programmed or emerge implicitly as the AI system optimizes for certain
objectives. For instance, an AI system might take actions to avoid being shut down or prevent
modifications that would reduce its effectiveness (Amodei et al., 2016).
Potential risks (Carlsmith, 2022; Hadshar, 2023) associated with instrumental goals include:

• Misalignment with Human Values. This risk arises when an autonomous AI’s
goals conflict with human values, resulting in harmful behaviors. For instance, an AI
focused on acquiring resources might divert itself from critical human needs, despite
not being explicitly programmed to do harm.

• Ethical and Operational Conflicts. Conflicts emerge when an AI’s instrumental
goals lead to a clash between operational effectiveness and ethical standards. These
conflicts may be tied to self-preservation, where an AI prioritizes its functioning over
ethical considerations.

• Control over Resources. An autonomous AI may attempt to acquire more resources
to ensure its survival and enhance its capabilities. This is a recognized instrumental
risk, as an AI could undermine human priorities to secure the resources it believes are
essential for its existence or advancement.

• Influence on Human Decision-Making. This risk also ties into instrumental
goals like self-improvement or power acquisition. A sufficiently advanced AI could
strategically manipulate human decision-makers to achieve its objectives, often subtly,
by controlling the flow of information or through persuasion. This would enable the
AI to indirectly improve its control or preserve its autonomy.

• Subversion of Other Autonomous AIs. An AI may try to undermine or dominate
other AI systems to minimize competition and boost its capabilities, potentially causing
conflicts, diminished coherence, and cascading failures with significant consequences.

6.2.2 Goal Misalignment

Goal Drift and Proxy Gaming are related yet distinct concepts in autonomous AI safety,
both addressing potential misalignments between the intended functions of autonomous AI
systems and their actual behaviors. They underscore the challenges of designing AI systems
that remain aligned with human values and safety standards throughout their operational
lifespan.
Goal Drift occurs when an autonomous AI system’s objectives evolve over time due to its
learning processes, interactions, or adaptations (Thut et al., 1997; Rolls, 2000; Schroeder,
2004). This change can lead the system to pursue goals that differ from or contradict its
original programmed goal. The drift may happen gradually as the system learns from its
environment or new data influences its decisions. Moreover, goal drift can result in behaviors
misaligned with human values or cause unintended harm. For instance, an AI with drifted
goals might prioritize efficiency or cost reduction at the expense of safety or ethical standards.
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Proxy Gaming, in contrast, happens when an autonomous AI optimizes for a proxy metric
or an imperfect representation of its true goals instead of the goals themselves (Stray, 2020;
Stray et al., 2021; Obermeyer et al., 2019; Pan et al., 2022). This often arises from the system
being tasked with maximizing specific metrics that fail to capture the intended outcomes,
leading it to exploit loopholes or shortcuts that achieve these metrics while missing the
broader purpose.
Potential risks (Carlsmith, 2022; Hadshar, 2023) linked to goal misalignment include:

• Unintended Consequences. This issue can be framed as a critical safety concern,
where an AI may optimize its proxy objectives in ways that result in harmful outcomes.
For instance, if an AI prioritizes maximizing a particular metric without considering
ethical concerns or societal norms, it could engage in detrimental behaviors.

6.2.3 Deception

Deception (Park et al., 2024; Mahon, 2008; Hagendorff, 2023) in autonomous AI is a crucial
aspect of AI safety. It refers to scenarios in which an autonomous AI misleads (Carranza
et al., 2023; Pacchiardi et al., 2024) humans or other systems—either intentionally or
unintentionally—regarding its capabilities, intentions, or knowledge. This can happen through
direct actions, omissions, or the dissemination of misleading or incorrect information. As
these systems grow more autonomous and integrated into human society, the risks associated
with deception become increasingly significant.
Deception can be categorized into intentional and unintentional deception:

• Intentional Deception. An autonomous AI system accomplishes its goals by
actively misleading those around it (Matzner, 2014), potentially as a strategy to
bypass restrictions, optimize a function, or maintain its operation.

• Unintentional Deception. The outputs or actions of an AI system unintentionally
mislead users due to errors (Ennals, 2009), flawed reasoning, or user misinterpretations.

Deception in autonomous AI can undermine trust (Bostrom & Yudkowsky, 2018), lead to
poor decision-making, and pose significant ethical and legal challenges.

• Erosion of Trust. Deception can weaken trust on autonomous AI, undermining
collaboration and confidence in the technology.

• Operational Risks. Deception may lead to misinformed decisions, failed safety
protocols, and adverse interactions with other systems, jeopardizing autonomous AI
stability and reliability.

• Ethical and Safety Implications. Deceptive practices raise ethical concerns due to
manipulation and dishonesty, which could pose serious safety risks by making harmful
or risky decisions.
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6.2.4 Situational Awareness

Situational Awareness (Berglund et al., 2023) in the context of autonomous AI refers to the
capability of AI systems to understand and interpret their environment in a comprehensive
manner that mirrors human-like awareness. This skill is essential for informed decision-
making and effective operation within defined frameworks. Proper situational awareness
allows autonomous AI to respond appropriately to diverse conditions and interact safely with
their surroundings and human operators. This concept is crucial for autonomous AI systems,
especially in dynamic and unpredictable environments where decisions must be made quickly
and efficiently based on the understanding of all relevant factors.
Both the absence and presence of situational awareness in autonomous AI systems could lead
to significant risks (Berglund et al., 2023):

• Misinterpretation of Context. An autonomous AI lacking accurate situational
awareness may misread environmental cues, resulting in harmful actions. For example,
misjudging the urgency of a situation could prevent an appropriate emergency response.

• Inconsistent Behavior. Poor situational awareness can cause erratic behavior.
While an autonomous AI may perform well in familiar settings, it might struggle in
unfamiliar or dynamic environments, raising reliability and safety issues.

• Exploitation of Context. Conversely, an autonomous AI with advanced situa-
tional awareness might exploit this understanding detrimentally, manipulating its
environment or human interactions to gain an unintended advantage.

• Ethical Dilemmas. Situational awareness also involves processing sensitive informa-
tion about the environment and individuals, which raises privacy and ethical concerns.
An autonomous AI with extensive situational awareness might improperly access or
use personal data.

6.3 Evaluation

Existing evaluation on autonomous AI risks can be roughly divided into two directions:
capability evaluation and tendency evaluation. The former focuses on using LLM-based
agents to complete specific tasks in the real world. It mainly evaluates whether an advanced
LLM has or uses the capability to cause danger to human by judging the completion of the
task (Kinniment et al., 2023; Phuong et al., 2024) or the interaction record (Tian et al.,
2023; Zhang et al., 2024b) during the process. Yuan et al. (2024a) determine the LLM’s risk
awareness by assessing its proficiency in judging and identifying safety risks given a record of
agent interactions. Ruan et al. (2024) introduce ToolEmu, a framework enabling an LLM to
emulate tool execution. Additionally, they have developed an automated safety evaluator
used for assessing agent failures and quantifying associated risks to capture potential tradeoffs
between utility and security. In contrast, Naihin et al. (2023) propose a framework for safety
evaluation on the open Internet, where an AgentMonitor is designed for detecting agent
behavior and enforces strict safety boundaries. Any suspicious behaviors will be ranked and
logged for human inspection. The tasks of the above evaluation method are relatively difficult
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for current LLM systems. Experiments show that they can only complete simple tasks and has
made some progress in challenging tasks. But this cannot rule out the possibility that LLMs
have already achieved some subtle dangerous capabilities that have not been discovered.
The latter pays attention to whether an advanced model has a tendency to develop risks
caused by using its capabilities in ways detrimental to humans. These evaluations are mainly
in the form of QA, and most datasets cover various risk types. SafetyBench (Zhang et al.,
2023b) and DoNotAnswer (Wang et al., 2024c) evaluate whether answers of a model are
risky in the form of multiple-choice questions and open-ended questions respectively. Perez
et al. (2023) explore LLM’s behaviors related to advanced AI risks with Yes/No questions.
Pan et al. (2023) observe LLM selecting strategy in the adventure game to find out whether
LLMs have relevant frontier risks like power-seeking. The metrics developed or used in the
above evaluation benchmarks are similar to accuracy, and there is also a weighted average
sum indicator used for metrics. From a psychological perspective, Zhang et al. (2024b)
provide psychological questionnaires. Tested LLMs select the degree of closeness between
the psychology described by the question and their own. Different degrees of closeness
have different weights in the final score. CRiskEval (Shi & Xiong, 2024) proposes four risk
levels, equipping each question with options corresponding to different levels. The weights of
different risk levels in the final score are set accordingly. All these existing Q&A evaluations
are based on an assumption that LLMs are not deceptive when answering given questions.
With this assumption, questions and answer options in these datasets are created in relatively
straightforward manner. It is hence necessary to develop new ways to explore real inherent
dangerous tendencies of capable LLMs.

7 Agent Safety

The rise of AI agents has brought about significant advancements in automation, but it has
also introduced various risks that need to be carefully managed. While some of these risks,
such as value misalignment and malicious use, are shared with LLMs, AI agents also pose
distinct risks due to their autonomy, decision-making capabilities, and their interactions with
the environment or external systems. Therefore, in this section, we will examine the safety
concerns specific to AI agents, highlighting both overlapping issues and new risks that emerge
with the deployment of agents. These risks include misalignment between agent goals and
human values, malicious use, privacy invasion, unpredictability in actions, and multi-agent
interactions. In contrast to purely LLM risks discussed in previous sections like Value
Misalignment (3) and Catastrophic Misuse (5), agents introduce additional safety hazards
due to their ability to take actions autonomously, physically interact with environments, and
even replicate themselves. As a result, understanding these agent-specific risks is critical for
achieving comprehensive safety in AI. We focus on two primary categories of agents: language
agents and embodied agents, exploring their risks through the lens of misalignment, misuse,
privacy, and unpredictability.
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Figure 15: Overview of Agent Safety of LLMs.

7.1 Language Agent

Language agents, or bots, are AI systems capable of accessing external tools or services and
are designed to adapt, plan, and take open-ended actions over extended periods to achieve
specific goals (Chan et al., 2024; Guo et al., 2024). These agents are anticipated to be widely
deployed across various domains, including commerce, science, government, and personal
activities, underscoring their importance in modern AI applications (Chan et al., 2024). The
deployment of language agents poses several significant risks that must be carefully managed.

Misalignment Risk The misalignment risk in language agents bears similarities to the
value misalignment discussed earlier in the context of LLMs, where agents may pursue poorly
specified goals that are not aligned with human values. However, the risk is exacerbated in
agents because they are capable of taking autonomous actions over time, interacting with
external systems, and potentially self-modifying. For example, while LLMs may generate
biased or misleading content due to goal misalignment, language agents can deceive or
manipulate human users to achieve their objectives (Xu et al., 2024b). Strategic deception,
such as that seen in Meta’s CICERO agent, where agents learn to lie to secure advantages,
poses a unique threat not fully addressed by LLM misalignment frameworks. Additionally,
language agents face a higher risk of goal misgeneralization, where agents may take harmful
actions due to poorly defined or evolving objectives, creating unpredictable and unsafe
outcomes.

Malicious Use The malicious use of language agents overlaps with the risks of misuse
discussed in Section 5, particularly in terms of automating harmful tasks. However, language
agents introduce unique risks because they can execute complex tasks autonomously over
extended periods, accessing external systems and services without direct human oversight.
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For instance, in scientific research, they could accelerate the design and development of
harmful tools, such as biological weapons using models to create pathogens (Sandbrink, 2023;
Boiko et al., 2023a). Additionally, these agents may facilitate the proliferation of autonomous
weapons or the automation of cybercrime, including generating and distributing malware,
creating disinformation, and conducting automated phishing attacks. The potential for
highly persuasive agents to enhance influence campaigns, such as those encouraging specific
public behaviors like vaccination, further emphasizes the risk of their misuse (Karinshak
et al., 2023). Autonomous replication by agents could also lead to uncontrollable outcomes,
making it difficult to manage their behavior once they can self-replicate. Understanding how
these agents interact with external systems is crucial to mitigating these risks (Weidinger
et al., 2023). These capabilities also distinguish language agents from static LLMs, which are
typically constrained to generating text outputs in isolated interactions.

Overreliance and Disempowerment Overreliance on language agents can disempower
humans, especially in areas requiring specialized expertise. For example, relying on an agent
rather than hiring a lawyer could lead to overdependence on automated systems, potentially
causing issues when these systems fail due to design flaws or adversarial attacks (Cummings,
2017). Moreover, the widespread deployment of agents to fulfill essential social functions,
such as government services, could create a collective reliance that is difficult to reverse,
leading to significant societal impacts.13 Companies providing these agent services would
hold substantial power, raising concerns about their broader influence on society (Burrell &
Fourcade, 2021).

Delayed and Diffuse Impacts The negative impacts of language agents may be delayed or
diffuse, making them harder to detect and address. For instance, using agents in recruitment
could subtly alter company workforce structures due to inherent algorithmic biases, leading to
psychological and social consequences over time, similar to the gradual effects observed with
social media (Gan et al., 2024). Additionally, the deployment of agents might alter market
structures and affect the labor force, particularly as more jobs are displaced by automation
(Acemoglu & Restrepo, 2019).

Multi-Agent Risk The interaction between multiple agents, particularly those built on
the same foundational models, could lead to unstable feedback loops. This risk is similar to
the feedback loops observed in the 2010 flash crash, where automated trading algorithms
caused a rapid market decline (Bommasani et al., 2023). Furthermore, competition among
agents might drive them to behave in more antisocial ways, resulting in unpredictable and
potentially harmful outcomes (Xu et al., 2024b). The use of sub-agents introduces additional
points of failure, as each sub-agent could malfunction, be attacked, or operate in ways that
contradict user intentions (Carey & Everitt, 2023).

7.2 Embodied Agent

Embodied agents are AI systems capable of perceiving and interacting with their environment
through intelligent decision-making and actions. Unlike disembodied systems, embodied

13https://openai.com/index/practices-for-governing-agentic-ai-systems/
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agents are typically presented in physical forms, such as robots, which leads people to
trust and appreciate them more. Their embodiment, interactivity, and apparent autonomy
give them significant social attributes, making them particularly influential in human-AI
interactions (Lim et al., 2024). Embodied agents present distinct risks, particularly related
to privacy, automation unpredictability, and social impact.

Privacy Invasion The privacy risks associated with embodied agents extend beyond the
textual privacy risks covered earlier (Section 7.1), as embodied agents operate in physical
environments and can capture multimodal data, such as audio, video, and physical interactions.
This makes them capable of invading private spaces and potentially collecting sensitive non-
verbal information that LLMs, which handle only textual data, cannot access. For example,
a hacked robot might open doors for intruders or intentionally cause harm. These agents
also have the potential to continuously record personal activities, raising concerns about
the persistent surveillance of individuals (Creed & Beale, 2008). Moreover, their human-like
appearance and interaction may increase users’ risk tolerance, reducing their privacy concerns
and potentially leading to the collection and misuse of sensitive personal information (Lupetti
et al., 2023).

Unpredictability Actions The automation of decision-making and actions by embodied
agents can result in unpredictable outcomes. Autonomous decision-making, particularly in
dynamically changing environments, can lead to hazardous situations if the agent’s actions
do not align with human intentions or safety protocols (Zhou et al., 2024).

Social Impact The deployment of embodied agents could significantly impact labor markets,
particularly in physical labor sectors. While language agents primarily affect cognitive jobs,
embodied agents are likely to displace physical labor, leading to broader economic and social
repercussions (Acemoglu & Restrepo, 2019).

7.3 Mitigation Methods

Mitigating the risks associated with AI agents involves enhancing visibility, transparency,
and control. This section outlines key strategies to achieve these goals.

Agent Identifiers One crucial method for enhancing visibility is through the use of agent
identifiers. These identifiers include deployment information and the metadata of underlying
systems, which help in tracking and understanding the behavior of agents (Chan et al., 2024).
Additionally, it is important for agents to clearly indicate their non-human nature when
interacting with humans or other systems, ensuring transparency in their operations.

Real-Time Monitoring Real-time monitoring of agents is essential for maintaining control
over their actions and preventing unauthorized behavior. This includes restricting the tools
and permissions available to agents, which limits their ability to access or misuse sensitive
information. Furthermore, real-time monitoring can help detect and prevent the leakage of
sensitive data, ensuring that agents operate within the intended boundaries.
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Activity Logging Activity logs play a critical role in understanding and auditing agent
behavior. By recording detailed input and output data, these logs can help identify improper
communications or actions taken by the agent. Logs are also useful in tracing back and
analyzing any problematic behavior, thereby enhancing accountability and transparency
(Roger & Greenblatt, 2023).

Privacy Protection As language models are increasingly deployed, especially in commercial
contexts, there is a growing emphasis on providing privacy assurances to clients. Measures
such as ensuring that language model APIs do not record inputs or outputs, disabling security
filters and audit classifiers, and offering options to delete logs after a certain period are all
strategies aimed at protecting user privacy. These methods are crucial in balancing the need
for transparency with the protection of sensitive information.14

7.4 Evaluation

In the evaluation of AI agent safety, particularly when dealing with complex environments and
scenarios, several key benchmarks and challenges have been developed to assess various aspects
of agent behavior and decision-making. One such resource is R-Judge (Yuan et al., 2024a), a
benchmark specifically designed to evaluate the safety risk awareness of LLM agents. This
benchmark assesses how well LLM agents can identify and respond to potentially hazardous
situations, ensuring that their actions are consistent with established safety protocols. Another
important resource is the HAZARD Challenge (Zhou et al., 2024), which focuses on the
decision-making capabilities of embodied agents in dynamically changing environments. This
challenge tests how these agents perceive, adapt, and execute actions in real-time as the
environment around them evolves, providing insights into their resilience and reliability under
unpredictable conditions. Together, these resources are essential tools for researchers and
developers aiming to rigorously test and improve the safety performance of AI agents in
diverse and challenging contexts.

8 Interpretability for LLM Safety

As LLMs have demonstrated outstanding capabilities across various tasks, they are deployed
in numerous downstream applications such as finance, healthcare, and education. However,
LLMs’ “black box” nature raises serious concerns regarding transparency and ethical use.
At the same time, LLMs exhibit unprecedented versatility compared to previous AI models.
The traditional approach of treating them as black boxes and verifying functionality through
input-output samples (i.e., black-box evaluation) is inadequate for ensuring reasonable,
fair, and comprehensive evaluation (e.g., data singularity, prompt sensitivity, benchmark
contamination, etc.) (Mitchell, 2023). Therefore, there is a need for reliable, robust, and
scalable algorithms to help us interpret and explain the decision-making processes of neural
network-based LLMs. Interpretability is a field of study that enables machine learning
systems and their decision-making processes to be understood by humans (Diederich, 1992;
Doshi-Velez & Kim, 2017; Miller, 2019). It aims to demystify the internal workings of AI
models, rather than merely assessing their performance.

14https://learn.microsoft.com/en-us/legal/cognitive-services/openai/data-privacy?tabs=azure-portal
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Figure 16: Illustration of our review on interpretability for LLM safety.

Interpretability is a promising research direction, widely employed to enhance the performance
of LLMs (Lampinen et al., 2022; Geva et al., 2022a; Wei et al., 2022; Shi et al., 2024a; Marks
et al., 2024), compress instructions (Yin et al., 2023; Mukherjee et al., 2023), and address
real-world problems in downstream applications such as education, finance, and healthcare
(Radford et al., 2021; Liu et al., 2023a). In principle, obtaining safety assurances for white-box
systems is easier than implementing safety measures for black-box systems. Consequently,
interpretability holds great promise for LLMs’ safety. For instance, does an LLM rely on
reliable evidence in its decisions, or does it produce hallucinations? Does an LLM contain
biases, discrimination, and harmful information? When identifying defects in the LLMs, can
we control them to provide safe information?
To comprehensively address these issues, there is an urgent need to delve into the interpretabil-
ity of LLMs. Unlike Bereska & Gavves (2024) who focus on the concepts and techniques of
mechanical interpretability, as well as its relevance to safety, We do not limit our focus to
mechanical interpretability but instead, provide a comprehensive overview of the relationship
between various dimensions of interpretability and safety. This includes understanding
LLMs, auditing them, and identifying and editing unsafe features to enhance LLMs’ safety.
Specifically, we provide a review of interpretability from the perspective of its implications
for LLM safety as follows (illustrated in Figure 16):

• Interpretability for LLM Abilities (Section 8.1): First, interpreting how concepts
are formed and where they are stored (Section 8.1.1) can help us either avoid the
formation of unsafe content or locate unsafe content in LLMs to remove and prevent its
exposure to misusers. Second, probing into the context learning mechanism (Section
8.1.2) can inspire us to guide LLMs to ignore unsafe input, thereby improving safety.
Finally, understanding the generalization and emergence of model capabilities (Section
8.1.3) enables us to anticipate the limits of the LLM abilities and issue warnings and
defenses for models that exceed controllable limits.

• Interpretability in Model Safety Auditing (Section 8.2): In addition to the
interpretation of LLM abilities and inner working mechanisms (improving LLM safety
indirectly), interpretability can also be used to directly enhance LLM safety. In this
aspect, we first discuss interpretability in model safety auditing that attempts to
identify unsafe factors within LLMs.

• Interpretability for Alignment (Section 8.3): We then discuss the use of inter-
pretability in locating and editing the internal representations of human values, thereby
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controlling the model to align with human values, such as reducing hallucinations
(Section 8.3.1), protecting privacy (Section 8.3.2), lowering toxicity (Section 8.3.3),
and eliminating bias (Section 8.3.4).

• Potential Risks in the Use of Interpretability (Section 8.4): While inter-
pretability is generally beneficial, it also brings certain risks. These include the
dual-use risk of the same technology being used for both beneficial and harmful
purposes (Section 8.4.1), adversarial attacks (Section 8.4.2), misunderstanding or
over-trusting interpretations (Section 8.4.3), and accelerating uncontrollable risks with
interpretability (Section 8.4.4).

Finally, we propose future research directions to further improve the safety of LLMs.Beyond
the implications of interpretability for LLM safety, we conclude this section with future
directions that deeply combine both interpretability and LLM safety (Section 8.5).

8.1 Interpretability for LLM Abilities

A deep understanding of model abilities helps us comprehend how LLMs learn, think, and
make decisions, thereby identifying potential safety risks. We focus on discussing three
important dimensions of LLM abilities from the perspective of interpretability: concept
formation and memorization in LLMs, mechanisms underlying in-context learning, and
generalization/emergence of LLM abilities.

8.1.1 Concepts Formation and Storage

The formation and storage of concepts in LLMs rely on neurons, attention heads, and their
complex interactions. Concepts encoded by neural networks are usually referred to feature
(Olah et al., 2020). For example, one or a group of neurons consistently activating in French
text can be interpreted as a “French text detector” feature (Gurnee et al., 2023). Neurons
are the basic units in LLMs for memorizing patterns, potentially representing individual
features. A neuron corresponding to a single semantic concept is monosemantic, implying
a one-to-one relationship between neurons and features. However, for transformer models,
neurons are often observed to be polysemantic, i.e., being activated on multiple unrelated
concepts (Elhage et al., 2022). Gurnee & Tegmark (2024) show that the shallow layers tend
to represent many low-level features in superposition, while middle layers include dedicated
neurons to represent high-level features. Sparse auto-encoders (SAEs) have been recently
used to disentangle superposition to reach a monosemantic understanding, e.g., through the
method dictionary learning where features are predefined (Sharkey et al., 2023). Anthropic
and OpenAI have implemented visual explanations of features based on SAE (Templeton,
2024; Gao et al., 2024), such as the visualization of so-called Golden Gate Bridge feature.
More valuable is the observation of features related to a wide range of safety issues, including
deception, sycophancy, bias, and dangerous content. These identified features can be used to
manipulate the output of LLMs (Bricken et al., 2023).
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8.1.2 In-Context Learning

A plenty of studies attempt to interpret and disclose the inner mechanisms underlying in-
context learning (ICL) (Garg et al., 2022; Kossen et al., 2023; Ren et al., 2024a; Cho et al.,
2024). We discuss one interpretability method for ICL along the “feature” research line
(mentioned in Section 8.1.1). When an LLM learn to solve specific tasks through context,
it can be conceptualized as a computation graph, where circuits are subgraphs composed
of linked features and weights that connect them. Similar to how features are concepts’
representational primitive, circuits function as task’s computational primitive (Michaud et al.,
2024).
Induction heads are a type of circuits within LLMs that are believed to be critical
for enabling in-context learning abilities (Olsson et al., 2022). These circuits function by
performing prefix matching and copying previously occurring sequences. An induction head
consists of two attention heads working together:

• Prefix-Matching Head: The first attention head, located in a previous layer of the
model, attends to prior tokens that are followed by the current token. This means it
scans the sequence for earlier instances where the current token appears immediately
after certain tokens, effectively performing prefix matching. This process identifies the
“attend-to” token, which is the token that follows the current token in those previous
occurrences.

• Copying Head (Induction Head): The second attention head, known as the
induction head, takes the “attend-to” token identified by the first head and copies it,
increasing its output logits. By boosting the likelihood of this token in the model’s
output, the induction head extends the recognized sequence, effectively enabling the
model to predict and generate sequences that mirror previously observed patterns.

Through the collaboration of these two heads, induction heads enable LLMs to recognize and
replicate patterns within the input sequence, which is a fundamental aspect of in-context
learning. Elhage et al. (2021) find two types of circuits in the transformer: i) “query-key”
(QK) circuits; ii) “output-value” (OV) circuits, which are crucial for knowledge retrieval and
updating. The QK circuits play a crucial role in determining which previously learned token
to copy information from. Conversely, the OV circuits determine how the current token
influences the output logits.

8.1.3 Generalization and Emergence of Abilities

Recent studies argue that LLMs exhibit emergent abilities, which are absent in smaller
models but present in larger-scale models (Schaeffer et al., 2023). Existing research (Power
et al., 2022; Doshi et al., 2024), by observing the dynamic training process of models, has
identified two important phenomena related to generalization and emergence: grokking and
memorization.
Grokking is a phenomenon observed in over-parameterized neural networks, where models
that have severely overfitted training data suddenly and significantly improve their validation
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accuracy. Grokking is closely related to factors such as data, representations, and regulariza-
tion. Larger datasets can decrease the number of steps needed for grokking to occur (Zhu
et al., 2024). Well-structured embeddings and regularization measures can accelerate the
onset of grokking, with weight decay standing out as particularly effective in strengthening
generalization capabilities (Liu et al., 2022). Recent studies have demonstrated that as the
scale of models increases, more capabilities are acquired, such as more precise spatial and
temporal representations (Schaeffer et al., 2023; Gurnee & Tegmark, 2024).
Memorization often refers to the phenomenon that models predict with statistical features
rather than causal relations. Nanda et al. (2023) hypothesize that memorization constitutes
a phase of grokking. They split training into three continuous phases: memorization, circuit
formation, and cleanup. Their experiment results show that grokking, rather than being a
sudden shift, arises from the gradual amplification of structured mechanisms encoded in the
weights, followed by the later removal of memorizing components.

8.2 Interpretability in Model Safety Auditing

As the application of LLMs in high-stake domains such as healthcare, finance, and law
continues to increase, it is imperative to not only assess their accuracy but also scrutinize
their safety and reliability (Li et al., 2023e; Liu et al., 2023b). From a societal perspective,
the widespread adoption of LLMs across various domains presents potential risks. These risks
could arise from a disconnect between LLM developers and users. The former often prioritize
technological advancements over practical applications, while the latter may introduce LLMs
into their fields without sufficient safety measures or proven success replication.
Therefore, Mökander et al. (2023) have proposed that model safety should be audited by
third-party entities to rapidly identify risks within LLM systems and issue safety alerts. The
auditing process for model safety comprises three steps:

• Governance Audit: This involves evaluating the design and dissemination of LLMs
to ensure their compliance with relevant legal and ethical standards.

• Model Review: This step entails a thorough examination of the LLMs themselves,
including aspects such as performance, safety, and fairness.

• Application Review: This involves assessing applications based on LLMs to ensure
their reliability and safety in practical use.

Interpretability plays a crucial role in every step of auditing model safety. In the phase of
data preprocessing, recent studies on interpretability (Dziri et al., 2022) have shown that
a lack of relevant data or the presence of duplicate training data in the dataset can lead
to hallucinations. This is because long-tail instances are abundant in the training data,
and LLMs tend to underfit when learning them (Wang et al., 2017; Kandpal et al., 2023).
Redundant data causes LLMs to memorize redundant information, consuming a large capacity
and ultimately leading to performance degradation (Hernandez et al., 2022). During the
phase of training, interpretability can utilize concrete evidence to verify risks models, such

66



as demonstrating internal misalignment or mesa-optimization (the emergence of unintended
sub-agents within the model) (Bereska & Gavves, 2024).
Lee et al. (2024a) have found that utilizing pairs of toxic and non-toxic samples to perform
Direct Preference Optimization (DPO) LLMs can improve LLMs in terms of non-toxic content
generation.
In the phase after training, interpretability can analyze the model’s unsafe behavior and
identify its characteristics, thereby assessing the reliability and safety of LLM systems in
practical applications. Halawi et al. (2024) study harmful imitation in ICL through a lexical
lens to examine the internal representations of trained LLMs. They discover two related
phenomena: overthinking and misinduction heads, where heads in deep layers focus on and
replicate false information from previous demonstrations.
As Gabriel & Ghazavi (2022) claims, using interpretability tools to audit model safety is a
productive method to ensure the model’s reliability and trustworthiness.

8.3 Interpretability for Alignment

Reinforcement Learning from Human Feedback (RLHF) has emerged as the prevailing
alignment technique for LLMs, aiming to more closely align complex AI systems with human
preferences (Lee, 2024; OpenAI, 2023a; Touvron et al., 2023). Its principal advantage is
that it capitalizes on humans at judging appropriate behaviors through ranking rather than
directly providing demonstrations or manually setting rewards. Nevertheless, RLHF still has
limitations, including data quality concerns (inconsistencies in human annotator preferences),
risks of reward misgeneralization, reward hacking, and complexity in policy optimization
(Peng et al., 2022; Casper et al., 2023; OpenAI, 2023a).
It is generally believed that alleviating the above-mentioned issues from a data perspective is
impractical. In contrast, interpretability aiming to understand the internal mechanisms of
LLMs, provides an alternative solution to these problems (Wu et al., 2024b). This is because
interpretability can be used as a tool to identify safety-related features (e.g., privacy, bias),
which could be explored to steer LLMs towards desired behaviors (e.g., privacy-preserving
text generation, unbiased text generation).

8.3.1 Mitigating Hallucinations

Interpretability, compared to RLHF, offers a significantly cost-effective method to mitigate
hallucinations, while also providing the benefits of adjustability and minimal invasiveness. It
is well known that LLMs learn and store factual knowledge encountered during pre-training
(Zhao et al., 2022; Cohen et al., 2023). For example, when the an LLM is prompted with
“The Space Needle is located in the city”, it might retrieve the stored fact and correctly
predict “Seattle”. However, these stored facts can become incorrect or outdated over time,
leading to the generation of factual errors (Cohen et al., 2024).
Interpretability can identify where and how facts are stored in LMs, how they are recalled
during reasoning, and how to direct activations towards facts through knowledge editing
methods, thereby avoiding hallucinations (Meng et al., 2022; Sharma et al., 2024). Meng

67



et al. (2022) use path patching to locate the components responsible for storing factual
knowledge, and then edit the facts by updating only the parameters of these components (e.g.,
replacing “Seattle” with “Paris”). Another study investigates the sources of hallucinations
through perturbation analysis of source token contribution patterns (Xu et al., 2023c). Their
findings suggest that hallucinations may stem from the model’s over-reliance on a limited set
of source tokens. Duan et al. (2024a) apply PCA to derive the direction of the final hidden
state corresponding to the correct answer and used this direction to enhance the hidden
representation to reduce hallucinations.
Although these methods are effective for targeted editing, their ability to update relevant
knowledge and prevent forgetting still requires further research (Cohen et al., 2023).

8.3.2 Privacy Protection

Powerful LLMs are devouring existing data from various domains. Such training data are
primarily collected from the Internet. Due to the huge amount of training data and wide
range of domains, it is difficult to thoroughly examine the data quality and confidentiality
(Piktus et al., 2023b). Previous studies (Mireshghallah et al., 2022; Lukas et al., 2023) have
demonstrated that LLMs tend to memorize their training data, leading to potential private
information leaks. Some attacks employ specially crafted prompts to steer LLMs away from
their standard chatbot style of generation, exacerbating this privacy issue (Nasr et al., 2023).
Traditional preprocessing techniques such as data cleaning (Lison et al., 2021), along with
training methods based on specific data SFT and RHLF, although effective, are limited by
data quality and LLMs’ learning capabilities, making it challenging to completely eliminate
the issue.
Interpretability techniques address this challenge from the perspective of the model itself.
They can serve as tools to determine whether LLMs have internalized specific knowledge
and to eliminate private information through knowledge editing. Firstly, by explaining the
relationship between factual knowledge and neuron activation (Hase et al., 2023), we can
investigate whether and where a piece of factual knowledge is stored within the model. Yin
et al. (2024) have develop a semantically constrained projected gradient descent method
to explore whether LLMs possess certain knowledge that is independent of input prompts.
Stoehr et al. (2024) utilize high-gradient weights in shallow layer attention heads to precisely
locate memorized passages within the model. This localization technique identifies specific
attention heads, which are then fine-tuned to forget the memorized knowledge, thereby
enhancing the privacy protection capability of LLMs.

8.3.3 Reducing Toxicity

LLMs are trained on virtually all useful textual corpora available on the internet. These
datasets often contain toxic elements that are difficult to completely eliminate and can be
learned by LLMs, leading to the generation of toxicity content.
Interpretability methods can be used to identify and reduce toxicity. A recent study has
employed linear probe models and multi-layer perceptron (MLP) block analysis techniques to
identify and examine specific value vectors in the GPT-2 that promote toxic outputs. Based
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on their findings, the researchers of this study have proposed two methods to reduce toxicity.
Firstly, by intervening in the model’s forward pass during the generation process (specifically
by subtracting toxic vectors), they can reduce the model’s propensity to produce toxic outputs
while maintaining the quality of the generated text. Secondly, by utilizing Direct Preference
Optimization (DPO) on carefully curated paired datasets, recent studies have discovered that
minimal parameter changes were sufficient to bypass toxic vectors, thereby reducing toxic
outputs. In this aspect, Geva et al. (2022b) propose a method to mitigate toxic generation by
identifying and activating neurons within the feed-forward layers responsible for promoting
innocuous or safe words. Balestriero et al. (2023) analyzed and characterized LLMs’ internal
multi-head attention mechanisms and feed-forward networks from a geometric perspective.
They employ spline formulation (Balestriero et al., 2018) to extract key geometric features
from MLPs, which not only reveals the intrinsic structure of the models but also enables
the identification and classification of toxic speech without additional training. By feeding
prompts with negative and positive prefixes into LLMs, Leong et al. (2023) analyze internal
contextualized representations to identify the toxicity direction of each attention head. They
then utilize the original context prompt and guide the update of the current value vectors in
the opposite of the detected toxicity direction to reduce toxicity.

8.3.4 Eliminating Biases

Social biases existing in training data for LLMs have raised concerns about the exacerbation
of societal biases with the deployment of LLMs in real-world scenarios. Plenty of efforts have
been dedicated to detecting and eliminating social biases in LLMs (Sanh et al., 2020; Joniak
& Aizawa, 2022a; Fleisig et al., 2023; Rakshit et al., 2024). Common debiasing methods
based on retraining or fine-tuning LMMs with anti-bias datasets have certain limitations,
such as limited generalization ability, high cost, and catastrophic forgetting (Zhao et al.,
2024a).
Interpretability techniques provide a unique perspective on mitigating these biases by revealing
the mechanisms through which biases are embedded within models. For instance, Ma et al.
(2023) effectively debiase LLMs by detecting biased encodings through probing attention
heads and evaluating their attributions, followed by pruning these biased encodings. Inspired
by induction heads, Yang et al. (2023d) measured the bias scores of attention heads focusing
on specific stereotypes in pre-trained LLMs. They identify biased heads by comparing the
changes in attention scores between biased heads and regular heads. By masking the identified
biased heads, they effectively reduced the gender bias encoded in LLMs. Liu et al. (2024h)
explores an interpretability method to mitigate social biases in LLMs by introducing the
concept of social bias neurons. First, they introduce an integrated gap gradient similar to
the gradient-based attribution method, which precisely locates social bias neurons by back-
propagating and integrating the gradients of the logits gap. Then, they mitigate social bias
by suppressing the activation of the precisely located neurons. Extensive experiments validate
the effectiveness of their method and reveal the potential applicability of interpretability
methods in eliminating biases in LLMs.
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8.4 Potential Risks in the Use of Interpretability

While interpretability is generally beneficial, it also introduces potential risks. These risks
include dual-use of technology (Section 8.4.1), adversarial attacks (Section 8.4.2), misunder-
standing or over-trusting explanations (Section 8.4.3), and accelerating uncontrollable risks
with interpretability research (Section 8.4.4).

8.4.1 Dual-Use

Dual-use refers to the same technology being applicable for both beneficial and harmful
purposes (misuse). As previously mentioned, interpretability can locate and edit fine-grained
features, which can be used to align LLMs to human values, but it can also be misused to
enhance misalignment (such as invading privacy and exacerbating biases). Similarly, while
interpretability may help improve the adversarial robustness of LLMs, it could also facilitate
the development of stronger adversarial attacks.

8.4.2 Adversarial Attacks

By understanding the decision-making process of LLMs, attackers can more easily identify
the LLMs’ vulnerabilities. They can use interpretability information to precisely generate
adversarial samples that seem normal but can induce LLMs to make incorrect judgments.
For instance, Jain et al. (2023) used network pruning, attention map activation, and probe
classifiers to track changes in model capabilities from pre-training to fine-tuning. These tools
help identify significant weights and key neurons. By fine-tuning on unrelated tasks, key
neurons can be easily disrupted, thereby impairing LLM’s capability and safety.

8.4.3 Misunderstanding or Overtrusting

Misunderstanding or overtrusting interpretability leads to decision-making errors. Inter-
pretability techniques may not completely or accurately reflect the complex decision-making
processes of LLMs. Overly simplified or inaccurate explanations may mislead users, resulting
in misconceptions regarding the capabilities and limitations of LLMs. This misunderstanding
may cause users to over-rely on LLMs for critical decisions, ultimately leading to adverse
outcomes by ignoring other important factors. For instance, in medical diagnosis, overtrusting
misleading explanations from LLMs could impair doctors’ judgments.

8.4.4 Accelerating Uncontrollable Risks

Research on interpretability can significantly accelerate the development of LLMs, potentially
surpassing existing technologies aligned with human values, thereby introducing substantial
and uncontrollable risks. Early interpretability studies have limited impact on the evolution
of AI capabilities, but recent research has changed this scenario. For instance, OpenAI’s
“Scaling Laws” revealed the relationship between model size, data volume, and performance,
guiding the training of larger and more efficient models, thereby greatly accelerating the
intelligence enhancement of LLMs. Additionally, the discovery and application of the “Chain-
of-Thought” strategy have significantly enhanced the reasoning, planning, and decision-making
abilities of LLMs, enabling models to solve complex problems through step-by-step reasoning.
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AI Companies
OpenAI, Anthropic, Google DeepMind, Meta, Microsoft, Baidu Inc.,

Cohere, Apollo Research, Mistral AI, Databricks, 01.AI, Tiger Research,
Alibaba Cloud, NVIDIA, DeepSeek-AI, Zhipu AI, Inflection.AI, Dataiku

AI Research Institutes

Alignment Research Center (ARC), Allen Institute for AI,
AI Risk and Vulnerability Alliance (ARVA), Center for AI Safety (CAIS),

FAR.AI, Open Web Application Security Project (OWASP),
Model Evaluation and Threat Research (METR), SaferAI,

CeSIA, Redwood Research, EleutherAI

Table 1: 18 AI companies and 11 AI research institutes investigated in this section.

However, if alignment or control technologies cannot keep pace with this rapid enhancement
of capabilities, it could lead to serious and widespread crises. Powerful AI models might
exhibit behaviors that are not in the best interest of humanity or that violate ethical norms,
leading to unpredictable risks. Therefore, while advancing interpretability research, it is
crucial to simultaneously strengthen the research and application of AI alignment and control
technologies to ensure that the development of AI always aligns with human values and
interests.

8.5 Future Directions

Broader and Deeper Coverage of Capable Models and Behaviors Currently, many
interpretability studies are primarily based on toy or theoretical models, and the applicability
and extensibility of the findings on these models to other models have not yet been fully
verified. To make substantive progress in production environments and industrial applications,
it is necessary to shift the research focus to more complex models and real-world application
scenarios. In-depth research on capable models in their behavior in real environments will help
develop more practical interpretability methods, enhancing the reliability and transparency
of models in actual applications.
Towards Universality Current interpretability research mostly focuses on models with
the same architectures. This limitation restricts the generalizability of interpretability
methods across different models and architectures. Identifying universal reasoning patterns
within models and developing a unified theoretical framework are crucial for enhancing
the generalizability of interpretability research. By establishing common interpretability
methods applicable to various tasks and model structures, we can promote the development
of interpretability research and enhance its applications across different domains.

9 Technology Roadmaps / Strategies to LLM Safety in Practice

In order to address existing and anticipated safety risks of LLMs, many AI companies and
research institutes are investing significant resources in exploring and implementing various
safety technologies and strategies to ensure the reliability and safety of LLMs in real world
applications. We hence investigate the solutions and strategies proposed and adopted by these
companies and research institutes for LLM safety. We list the AI companies and institutes
that we’ve investigated in Table 1.
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Technology Roadmaps to
LLM Safety in Practice

Training

Training Data

OpenAI, Anthropic, Google DeepMind
Meta, Microsoft, Baidu Inc.
Mistral AI, 01.AI, Zhipu AI

Tiger Research, Alibaba Cloud
NVIDIA, DeepSeek-AI

Training Methodology

OpenAI, Anthropic, Google DeepMind
Meta, Microsoft, Baidu Inc.

Mistral AI, NVIDIA, Zhipu AI
Tiger Research, Alibaba Cloud
01.AI, DeepSeek-AI, EleutherAI

Cohere, Center for AI Safety (CAIS)

Evaluation

Value Misalignment and
Robustness Evaluation

OpenAI, Anthropic, Google DeepMind
Meta, Microsoft, Baidu Inc.
Mistral AI, 01.AI, Zhipu AI

Tiger Research, Alibaba Cloud
NVIDIA, DeepSeek-AI, CeSIA

Apollo Research, Cohere, Inflection.AI
Model Evaluation and Threat Research

(METR), Allen Institute for AI
Alignment Research Center (ARC)

Center for AI Safety (CAIS), SaferAI

Misuse and Autonomy
Risks Evaluation

OpenAI, Anthropic, Google DeepMind
Model Evaluation and Threat Research
(METR), Center for AI Safety (CAIS)

Alignment Research Center (ARC)

Deployment

Monitoring

OpenAI, Anthropic, Google DeepMind
Baidu Inc., Tiger Research
Meta, CeSIA, Databricks

Center for AI Safety (CAIS), NVIDIA
AI Risk and Vulnerability Alliance (ARVA)

Allen Institute for AI, SaferAI
Redwood Research

Guardrails Mistral AI, Databricks, NVIDIA

Safety Guidance
Strategy

OpenAI, Anthropic, Google DeepMind
Meta, Microsoft, Databricks

FAR AI, Dataiku, 01.AI

Figure 17: Overview of technology roadmaps / strategies to LLM safety in practice.

After an in-depth investigation, we categorize these technology roadmaps and strategies
adopted in practice into four modules: training, evaluation, deployment and safety guidance
strategy. “Training” module investigates risk mitigation solutions and strategies used in LLM
training. “Evaluation” module examines the performance of LLMs in many safety aspects.
“Deployment” module focuses on potential risks of trained models deployed in systems that
interact with users. Finally, “Safety Guidance Strategy” module provides comprehensive and
systematic guidance on safety technologies.

9.1 Training

We discuss a set of safety measures for LLMs in the training stage, proposed or adopted by
the investigated companies and institutes.
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9.1.1 Training Data

Data quality is particularly important for both pre-training and post-training of LLMs. Due
to the wide range of sources of training data used for LLMs, it is inevitable that there are
redundancies, errors, and harmful contents in collected data. Such low-quality data not
only affects the performance of LLMs, but also misguides LLMs to generate content that is
not expected by humans, such as toxic, pornographic, and biased content. Therefore, data
filtering is usually required to ensure the quality of data before training, where rule-based
filtering methods and model-based content classifiers are commonly used.
GPT-4 (OpenAI, 2023a) identifies pornographic content in training data by combining a
dictionary-based approach and a content classifier. Claude 3 (Anthropic, 2024a) integrates
multiple data cleaning and filtering methods to improve data quality. Yi (Young et al., 2024)
constructs a set of filters based on heuristic rules, keyword matching, and classifiers. Qwen
(Bai et al., 2023; Yang et al., 2024a) develops a set of data preprocessing procedures in
which humans work with models to perform data filtering by using models to score data
content in combination with human review. In addition to this, some companies specify
model development policies that require the training data of these models not to include user
data in order to protect user privacy, e.g., Meta and Anthropic.
While filtered training data reduces harmful content, filtering is still not sufficient for LLMs
to learn to perform in a safe way. In order to further improve the safety of LLMs, additional
instruction data of a safe nature is usually added to training data. Gemini (Anil et al.,
2023) emphasizes the importance of adversarial query data in the post-training stage. It
constructs a query dataset for post-training, which contains about 20 categories of harmful
data by integrating expert authoring, model synthesis, and automated red teaming methods.
Similarly, Yi (Young et al., 2024) constructs a comprehensive safety classification system, and
then builds a safety dataset for SFT training based on this classification. It is worth noting
that these safety datasets usually require human supervision or guidance to ensure their
quality. For example, the safety datasets used in models such as Baichuan (Yang et al., 2023a)
and TigerBot (Chen et al., 2023) are constructed under the guidance of relevant domain
experts, which highlights the importance of safety datasets compared to general datasets.

9.1.2 Training Methodology

Reinforcement learning from human feedback (RLHF) has proven a useful avenue for enhancing
the safety of LLMs at the post-training stage (Ouyang et al., 2022; OpenAI, 2023a; Touvron
et al., 2023; Bai et al., 2022a). RLHF performs human feedback-based fine-tuning, which
uses human preferences as a proxy to specify human values (Shen et al., 2023). Normally,
RLHF consists of three core steps, which are (1) collecting human feedback data, (2) using
the collected human feedback data to train reward models, and (3) fine-tuning LLMs using
reinforcement learning algorithms such as Proximal Policy Optimization (PPO) (Schulman
et al., 2017).
Anthropic further proposes Constitutional AI (Bai et al., 2022b), where a set of moral
and behavioral principles, termed as a constitution, is developed for aligning LLMs via
supervised learning and reinforcement learning. In Claude 3 (Anthropic, 2024a), the rules of
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the constitution are derived from the Universal Declaration of Human Rights, Apple’s Terms
of Service, Principles Encourage Consideration of Non-Western Perspectives, DeepMind’s
Sparrow Rules, and Anthropic Customization Principles (Anthropic, 2023a). Alignment
approaches similar to Constitutional AI are also used in Gemini (Anil et al., 2023) and Qwen2
(Yang et al., 2024a).
With Constitutional AI, a research team from Google delves into the comparison between
reinforcement learning from AI feedback (RLAIF) (Lee et al., 2024b) and RLHF, and
demonstrates that RLAIF could be a competitive alternative to RLHF, thus reducing the
reliance on expensive human annotation. In addition to the annotation cost, traditional
RLHF methods usually involve optimizing the reward function for human preferences, which
is effective but may bring about challenges such as increasing computational complexity and
the need to consider the bias-variance trade-off when estimating and optimizing rewards
(Schulman et al., 2016). To mitigate these issues, DPO (Rafailov et al., 2023) has been
proposed to simplify the alignment process, reducing computational overhead and enabling
more robust optimization by using preference data in a more direct way.
In addition to alignment training, interpretability methods can also be used to achieve safety
controls over LLMs. The Center for AI Safety (CAIS) introduces the concept of representation
engineering (Zou et al., 2023a) to improve the transparency of AI systems by leveraging
cognitive neuroscience. Representation engineering extracts various safety-related concepts
through representation learning methods, and then modifies or controls these safety-related
conceptual representations through representation control methods to reduce risks associated
with LLMs. They conduct extensive case studies using representation engineering on safety
aspects such as honesty and ethics, demonstrating the potential of representation engineering
to improve transparency, safety, and trust in AI systems.

9.2 Evaluation

As discussed before, evaluation is a very important tool for detecting various risks. As such,
it is widely used as a practical safety measure by investigated companies and institutes. We
follow our LLM safety taxonomy (see Figure 1) to elaborate the evaluation measures used in
practice.

9.2.1 Value Misalignment and Robustness Evaluation

For GPT-4 (OpenAI, 2023a), OpenAI conducts internal quantitative evaluations following
its content policies, e.g., evaluations on hate speech, self-injurious suggestions, and illegal
suggestions. These evaluations measure the likelihood that GPT-4 generates content violating
value alignment when given a prompt.
Similarly, to ensure that Claude 3 (Anthropic, 2024a) is as safe as possible prior to deployment,
Anthropic’s Trust and Safety team conducts a full multi-modal red teaming exercise to
thoroughly evaluate Claude 3, including evaluations over trust and safety, bias, discrimination,
and more.
CAIS explores the relationship between AI safety and general upstream capabilities (e.g.,
general knowledge and reasoning), and finds that many safety benchmarks are highly correlated
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with upstream model capabilities, which can lead to “safety washing” (Ren et al., 2024b).
In such cases, capability improvements are mischaracterized as safety progress. Based on
these findings, they propose defining AI safety as a set of explicitly described research goals
that are empirically separable from general capability progress, thus ensuring more accurate
safety evaluation.
The Allen Institute for AI develops WildTeaming (Jiang et al., 2024c), an automated red team-
ing framework for identifying and reproducing human attacks.WildTeaming directly exploits
jailbreak strategies of human users and leverages those strategies to address vulnerabilities in
LLMs.
Evaluations over value misalignment and robustness emphasize the importance of safety
benchmark development. In this respect, a number of companies are committed to the
development of multi-dimension, multi-domain safety evaluation benchmarks. Alibaba Cloud
launches a “100 Bottles of Poison” for Chinese LLMs, developing a value alignment evaluation
benchmark (Cvalues) (Xu et al., 2023b). In this benchmark, adversarial safety prompts
in multiple categories are created under the guidance of experts from different domains,
aiming to evaluate LLMs in terms of both safety and responsibility. Cohere releases the first
multilingual human-labeled red team prompt datasets to distinguish between global and
local harms (Aakanksha et al., 2024). These datasets are used to evaluate the robustness of
different alignment techniques in the face of preference distributions across geographies and
languages.

9.2.2 Misuse and Autonomy Risks Evaluation

OpenAI conducts qualitative evaluations for GPT-4 in term of misuse. Over 50 experts
from cybersecurity, biorisk, and international security are engaged to adversarially test
GPT-4 and provide general feedbacks. The feedbacks gathered from these experts are used
for subsequent mitigations and improvements to GPT-4. In addition, a non-conventional
weapons proliferation evaluation on GPT-4 is also conducted, primarily to explore whether
GPT-4 could provide the necessary information for proliferators seeking to develop, acquire
or disperse nuclear, radiological, biological and chemical weapons (OpenAI, 2023a).
For autonomy risks evaluation, OpenAI collaborates with Alignment Research Center (ARC)
to evaluate GPT-4’s ability to autonomously replicate itself and acquire resources through
expert red teaming. Although the initial evaluation demonstrates the ineffectiveness of GPT-4
in autonomously replicating itself and acquiring resources, ARC warns such risks for future
advanced LLMs (OpenAI, 2023a).
Anthropic proposes multiple levels of evaluation for catastrophic risks. In order to address the
problem that a predetermined safety threshold for a given level may be accidentally exceeded
when training LLMs, safety researchers in Anthropic set up safety buffers for each risk level
(Anthropic, 2023b). The buffer strategy designs the evaluation of each risk level to be triggered
at a level slightly below the level of capability of that level, while setting the buffer size to be
larger than the evaluation time interval. In this way, the likelihood of accidentally crossing
safety boundaries due to rapid increases in model capability is reduced, thus providing more
time for researchers and developers to prepare and implement appropriate safety measures.
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Similarly, Google DeepMind develops an early warning evaluation to periodically test the
capabilities of frontier models to check if they are approaching critical capability levels
(DeepMind, 2024).
Model Evaluation and Threat Research (METR), formerly known as ARC Eval, is dedicated
to evaluating whether advanced AI systems pose a catastrophic risk to society, and is now
focusing on evaluating the autonomy of LLMs. It argues that unlike the ability to develop
biological weapons or execute high-value cyberattacks, having autonomy does not directly
enable AI systems to cause catastrophic adverse consequences. But autonomy is a measure
of the extent to which an AI system can have a profound impact on the world with minimal
human involvement, and such a metric is useful in a variety of threat models. Following
this, METR has recently released autonomy evaluation resources that include a task suite,
software tools, and guidelines for accurately measuring LLM capabilities (METR, 2024).
Apollo Research focuses on the evaluation of strategic deception. It finds that under varying
levels of stress, GPT-4 engages in illegal behavior such as insider trading and lying about
its actions (Scheurer et al., 2023). This finding demonstrates that AI systems may adopt
strategies that humans do not approve of in order to help themselves.

9.3 Deployment

During the deployment stage, one of the most commonly used safety techniques is monitoring,
whereby the environment in which LLMs are located is monitored to identify possible risks
and mitigate them through a variety of predefined measures. Another used safety technique
is guardrail, which centers on risk prevention.

9.3.1 Monitoring

In order to monitor the risks that may occur during the interaction between LLMs and
users, researchers develop a variety of monitoring tools for scrutinizing LLMs inputs and
outputs and predicting risks. GPT-4 (OpenAI, 2023a) uses a detection system combining
machine learning and rule-based classifiers to identify content that may violate their usage
policies. When such content is identified, the deployed monitoring system takes defensive
measures such as issuing warnings, temporarily suspending, or in severe cases, banning the
corresponding users.
Similarly, Claude 3 (Anthropic, 2024a) has a content classifier that identifies any content
that violates the Acceptable Use Policy (AUP) (Anthropic, 2024b). User prompts that are
flagged as violating AUP trigger a command for Claude to respond more carefully. In the
case of particularly serious or harmful user prompts, Claude 3 is prevented from responding
at all. In the case of multiple violations, the Claude is terminated. It is important to note
that these classifiers need to be updated regularly to address the changing threat landscape.
ERNIEBot (Sun et al., 2021) deploys a content review system that intervenes on LLM inputs
by means of manual review or rule-based filtering to ensure that LLM inputs conform to a
specific standard or specification. On the output side, after filtering out harmful and sensitive
words in an LLM-generated response through the content review system, the safety content
of the response is used as the final output by means of semantic rewriting.
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Garak (Derczynski et al., 2023) is a vulnerability scanner for LLMs, which checks models for
hundreds of different known weaknesses using thousands of different prompts, and checks
model responses to see if the model is at risk in some way.
In contrast to the private monitoring systems mentioned above, there are a number of
open-source monitoring tools. Perspective API (Jigsaw, 2021) identifies offensive, rude,
discriminatory, and other toxic content in online conversations. WildGuard (Han et al.,
2024) evaluates the safety of user interactions with LLMs through three safety audit tasks,
including Harmfulness of Prompt, Harmfulness of Response, and Rejection of Response.
Llama Guard (Inan et al., 2023) is used to detect whether the input prompts and output
responses generated by LLMs violate predefined safety categories. Llama 3 (Dubey et al.,
2024) uses two prompt-based filtering mechanisms, Prompt Guard and Code Shield. Prompt
Guard is used to detect prompting attacks, which are mainly two types of attacks, direct
jailbreaks and indirect prompt injections. Code Shield is able to detect the generation of
unsafe code before it can potentially enter a downstream use case (e.g., a production system),
and is able to support seven programming languages.
While these monitoring tools can assist humans in monitoring risky content generated by
LLMs, the robustness of the tools themselves remains an issue. Previous research has found
evidence of bias in the Perspective API, e.g., giving higher toxicity scores to text containing
racial or gender identity terms or phrases associated with African American English (Sap
et al., 2019). In the context of a content-moderation tool, these kinds of biases can cause real
harm, as they may lead to suppression of speech within or about marginalized communities.
Therefore, it is also important to review these widely recognized monitoring tools. IndieLabel
(Risk & Alliance, 2024), a detection tool for the Perspective API, prompts users to assign a
toxicity score to a small number of text examples (about 20 social media posts). A lightweight
model is then trained to predict the user’s perception of a large number of examples (roughly
thousands of social media posts), and these predictions are used to uncover areas of potential
disagreement between users and the Perspective API. Similarly, BELLS (Dorn et al., 2024a)
is a framework for evaluating the reliability and generalizability of LLMs monitoring systems,
which allows for a comparison of the reliability of multiple monitoring tools, thus creating a
performance competition in anomaly detection.

9.3.2 Guardrails

Guardrails are a set of programmable constraints or rules that sit between users and LLMs
(Rebedea et al., 2023; Jiang et al., 2023; Databricks, 2024b). These guardrails monitor,
influence, and instruct the interaction of LLMs with users, usually by setting system prompts
in LLM’s front-end applications, which force LLMs to enforce the output constraints. For
example, models are required through system prompts to help users in a caring, respectful,
and honest manner; to avoid harmful, unethical, biased, or negative content; and to ensure
that responses promote fairness and positivity. Thereby, LLM outputs are restricted within
these guardrails to ensure their safety. Currently, the guardrail technology is widely used by
many AI companies, such as NVIDIA, Mistral AI, and Databricks.
NeMo Guardrails (Rebedea et al., 2023) is an open source toolkit released by NVIDIA to add
programmable guardrails to LLM-based session systems. NeMo Guardrails supports three
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types of guardrails: topical guardrails, safety guardrails, and security guardrails. Topical
guardrails are designed to ensure that conversations focus on specific topics and prevent them
from straying into undesirable areas. Safety guardrail ensures that interactions with LLMs
do not result in misinformation, malicious responses, or inappropriate content. Security
guardrails prevent LLMs from executing malicious code or calling external applications in
ways that pose security risks.

9.4 Safety Guidance Strategy

In order to address LLM safety more systematically, many companies and research institutes
publish their own safety guidance strategies, which are used to provide theoretical and technical
guidance throughout the entire lifecycle, including model development and deployment.
OpenAI develops a Preparedness Framework (OpenAI, 2023b), describing OpenAI’s process
for tracking, evaluating, forecasting, and protecting against the catastrophic risks posed
by increasingly powerful models. The framework categorizes risk levels as Low, Medium,
High, and Critical. The framework tracks risks such as Cybersecurity, Chemical, Biological,
Nuclear, and Radiological (CBRN) threats, Persuasion, and Model Autonomy.
Claude’s safety team proposes Responsible Scaling Policy (RSP) (Anthropic, 2023b), a
framework for assessing and mitigating potentially catastrophic risks of AI models. RSP
defines a concept referred to as AI safety levels (ASL) for catastrophic risks. For Claude
3 (Anthropic, 2024a), three sources of potential catastrophic risks have been evaluated:
biological capabilities, cyber capabilities, and autonomous replication and adaptation (ARA)
capabilities. Evaluation results show that Claude 3 is at the ASL-2 level, indicating that the
model shows early indications of hazardous capabilities, but the information is not yet useful
because it is not sufficiently reliable or does not provide information that is not available
from search engines.
Google DeepMind proposes a frontier safety framework that aims to address the serious
risks that may arise from the powerful functionality of future AI models (DeepMind, 2024).
The framework proposes two mitigations to address the safety issues of models with critical
functionality, which are security mitigations to prevent leakage of model weights, and
deployment mitigations to manage access to critical functionality. In addition to this, the
framework also specifies protocols for the detection of capability levels at which models
may pose severe risks (Critical Capability Levels, CCLs), addressing four categories of risks:
Autonomy, Biosecurity, Cybersecurity, and Machine Learning R&D.
Unlike the above technical guidance frameworks, FAR AI proposes a theoretical Guaranteed
Safety AI framework (GS-AI), the core idea of which is to apply formal methods to quantita-
tively guarantee the safety properties of AI systems (Dalrymple et al., 2024). Traditional
AI safety evaluation often relies on a large number of empirical tests, and it is difficult to
rigorously prove that the behavior of AI in various possible scenarios is as expected. GS-AI
hopes to guarantee that an AI system meets a series of preset safety constraints by means
of mathematical proofs or probabilistic arguments under certain assumptions. The GS-AI
framework consists of three elements: world model, safety specification and verifier. The
world model seeks to provide a comprehensive mathematical representation of the AI system
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and its environment, covering the possible impacts of the AI system as completely as possible.
The safety specification is used to formally define the constraints that the AI system needs
to comply with. The validator uses automated mathematical reasoning tools to determine
whether the behavioral trajectory of the AI system in a given world model satisfies the safety
specification. Through the interaction of these three elements, the safety of the AI system is
guaranteed in a quantitative form. It is important to note, although GS-AI is still only a
theoretical framework, it provides a promising strategy for ensuring the safety of AI systems.
There are also some guidance frameworks that have not been detailed, such as Databricks AI
Security Framework (DASF) (Databricks, 2024a), Dataiku’s RAFT (Responsible, Accountable,
Fair and Transparent) Framework for Responsible AI (Dataiku, 2023), Meta’s Best Practice
Safety Guidance (Dubey et al., 2024), and 01.AI’s Full Stack Responsible AI Safety Engine
(Young et al., 2024). The emergence of these guidance frameworks also suggests that LLM
safety cannot simply be viewed in the same light as general capabilities, but should be
emphasized by researchers to form systematic safety research.

9.5 Discussion

During our investigation, we find that certain companies do not make public the technical
reports on their LLMs. We are hence not aware of their technical approaches to LLM safety.
On the other hand, some LLMs with public technical reports do not specifically discuss safety
in the technical reports, but focusing more on capability performance. In contrast, closed-
source LLMs companies, represented by OpenAI and Anthropic, carry out more comprehensive
safety strategies, not just injecting safety elements into training stages, but equally working
on deployment, evaluation and protection against high-level risks. Additionally, a number
of research institutions are also proposing LLMs and AI safety roadmaps. In contrast to
safety techniques, these roadmaps do not provide relatively bottom-level safety approachs,
but rather provide guidance on safety from a high-level perspective.

10 Governance

As the integration of AI into various aspects of human endeavor accelerates, the necessity for
comprehensive and robust governance frameworks becomes increasingly critical. Effective
governance in AI is not only about ensuring that technologies operate within set legal and
ethical boundaries but also about steering these innovations towards the greater good while
mitigating associated risks. This section delves into the multifaceted domain of AI governance,
investigating and discussing proposals, policies, and visions that collectively shape the future
of AI development and deployment.
In the “Proposals” dimension, we explore a range of initiatives that aim at strengthening
international cooperation and regulatory oversight. These proposals highlight the urgent need
for a synchronized approach to address the complex, cross-border challenges AI presents. We
examine specific regulatory proposals targeted at high-stakes AI applications, emphasizing
the balance between innovation and control, and the imperative for ethical frameworks to
guide AI integration (Meltzer & Kerry, 2021; Puscas, 2023; Cass-Beggs et al., 2024).
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Figure 18: Overview of Governance Proposals, Policies and Visions.

Under “Policies”, our focus shifts to evaluating existing policies and their efficacy in addressing
the fast-evolving landscape of AI technologies. By comparing policies across different nations,
we gain insights into successful governance models and the factors that influence their
effectiveness. This analysis is crucial for understanding the dynamic interplay between
technological advances and regulatory frameworks, guiding policymakers in crafting adaptable
and forward-thinking AI regulations (Galindo et al., 2021; CEIMIA, 2023; Zeng et al., 2024a).
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Lastly, the “Visions” component presents forward-looking perspectives on AI governance. It
outlines the long-term goals and the envisioned integration of AI into society, discussing both
potential benefits and risks involved. These visions are grounded in a deep understanding
of ever-increasing AI capabilities and societal needs, aiming to propose a harmonious path
forward, which aligns technological advancement with human values (Dafoe, 2018; Taeihagh,
2021; Bateman et al., 2024).
Together, the three dimensions aim to provide a comprehensive overview of the current
state and future directions of AI governance, offering valuable insights and recommendations
for policymakers, researchers, and industry leaders engaged in shaping the trajectory of AI
(especially LLM) development.

10.1 Proposals

We group the investigated AI governance proposals into three categories: international
cooperation proposals, technical oversight proposals and proposals for ethics and compliance.

10.1.1 International Cooperation Proposals

AI has become a central technological force with vast potential for societal and economic
development. However, its rapid advancement presents considerable challenges, including
risks related to privacy, ethical considerations, and misuse discussed before. These challenges
necessitate effective governance frameworks that span national borders. We hence probe into
current progress in international cooperation in AI regulation, and outline the need for a
coordinated global response to mitigate risks while promoting innovation.
Given AI’s global nature and cross-border impact, effective governance requires international
cooperation. As highlighted in a growing body of literature, including studies from the
Stanford HAI white paper (Zhang et al., 2022) and the AI Risk Categorization Decoded
project (AIR 2024) (Zeng et al., 2024a), fragmented national regulations are insufficient
to manage the complex global AI ecosystem. Instead, global cooperation is essential for
promoting robust, fair, and safe AI development (Meltzer & Kerry, 2021; Barker, 2023;
Puscas, 2023; Cass-Beggs et al., 2024).
Governments worldwide are grappling with how to regulate AI effectively. While countries
like the United States, China, and members of the European Union have made strides
in regulating AI, these efforts are often fragmented and driven by national interests. For
instance, the U.S. seeks to maintain a competitive stance in AI development, driven by
private sector investment and an open innovation system (Meltzer & Kerry, 2021). The
European Union’s AI Act15 is one of the most comprehensive regulatory frameworks, focusing
on ensuring safety, accountability, and human-centric AI (Zeng et al., 2024a). Meanwhile,
China’s regulations, such as the Interim Measures for the Management of Generative AI
Services,16 suggest a harmonious philosophy that aims to balance AI technology innovation
with concerns about societal risks that AI technologies may cause (Zeng et al., 2024a).
However, these national/regional regulations alone are inadequate to address global risks

15https://artificialintelligenceact.eu/
16https://www.cac.gov.cn/2023-07/13/c_1690898327029107.htm
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posed by AI, such as cross-border data privacy issues, AI-driven misinformation, and the
potential for AI systems to exacerbate geopolitical tensions (Barker, 2023).
International cooperation on AI regulation is hence desirable but fraught with challenges.
These include differences in values, governance structures, and levels of AI maturity among
countries. The U.S. and European nations often prioritize transparency, fairness, and
individual privacy, while other countries may focus on safety concerns (Meltzer & Kerry,
2021). Additionally, existing international forums for AI governance, such as the Global
Partnership on AI (GPAI) and the OECD’s AI Principles, have made progress but lack
enforcement mechanisms and broad participation (Zhang et al., 2022).
Another challenge for AI regulation cooperation lies in the competing economic interests
of countries. AI is seen as a strategic asset, and there is growing concern about a zero-
sum competition between the U.S. and China, where AI capabilities are tied to national
security and economic dominance (Meltzer & Kerry, 2021). This competition could hinder
efforts to establish collaborative regulatory frameworks, as countries may prioritize their own
competitive advantages over global safety concerns (Barker, 2023).
Given these challenges, a flexible, multi-tiered framework for international AI regulation is
the global desideratum. This framework should operate through a combination of binding
international agreements and voluntary, non-binding standards that can adapt to regional
and sectoral differences. Drawing from previous research, we identify key components for
such a framework:

• Global AI Risk Taxonomy: A global AI risk taxonomy, akin to the one proposed
in this survey, could provide a unified language for discussing AI risks across sectors
and countries. This taxonomy would categorize risks into different levels, focusing on
critical areas such as data privacy, bias, and misuse. By standardizing how risks are
understood and communicated, international actors can more easily align on policy
priorities.

• International AI Standards: Building on existing initiatives, international stan-
dards could be developed under the auspices of a global body such as the United
Nations or the World Trade Organization. These standards would focus on ensuring
AI systems’ transparency, accountability, and fairness. A global AI council could be
established to oversee compliance with these standards, with mechanisms for voluntary
reporting and peer review (Zhang et al., 2022).

• Data Governance and Privacy: One of the most critical areas for cooperation
is data governance, given the central role of data in AI development. The General
Data Protection Regulation (GDPR) in Europe provides a template for robust data
protection, but international frameworks are needed to manage cross-border data flows
and prevent abuses, particularly in countries with weaker regulatory environments
(Barker, 2023). This could involve multilateral agreements on data-sharing protocols
and privacy standards, facilitated by international organizations.

• Ethics and Human Rights: AI governance must be grounded in universal ethical
principles and human rights. This includes ensuring that AI technologies do not exacer-

82



bate existing inequalities or infringe on human rights. The UNESCO Recommendation
on the Ethics of AI is a step in this direction, but further cooperation is required to en-
sure that these principles are embedded in national laws and international agreements
(Meltzer & Kerry, 2021).

• Technological Sovereignty and National Security: To address concerns about
the geopolitical implications of AI, international treaties should balance technological
sovereignty with security cooperation. This would ensure that AI technologies with
potential military applications are subject to export controls and international oversight
(Zhang et al., 2022).

In conclusion, as AI technology continues to evolve, the need for international cooperation in
its regulation becomes more urgent. National regulations, while necessary, are insufficient to
manage the global risks posed by AI. An international framework that promotes cooperation,
harmonizes standards, and balances innovation with safety is essential. Drawing on existing
regulatory efforts and risk taxonomies, we propose a flexible, multi-tiered framework with
identified key components to AI governance, one that can adapt to the diverse needs and
priorities of different countries while ensuring the responsible development of AI.
By fostering dialogue and cooperation between governments, private sectors, and civil society,
the international community can harness the potential of AI while mitigating its risks. The
road ahead is challenging, but with a coordinated global effort, AI can be developed in a way
that benefits humanity as a whole.

10.1.2 Technical Oversight Proposals

Technical oversight has emerged as a key mechanism for mitigating AI risks, focusing on
auditing, monitoring, and ensuring the accountability of AI systems (Turchin & Denkenberger,
2020; NAIAC, 2023). The rapid adoption of AI technologies across industries requires an
agile and comprehensive regulatory approach, particularly as AI systems often operate in
opaque, complex ways that can escape traditional regulatory scrutiny (Bommasani et al.,
2024a).
While much has been discussed on ethical AI and responsible innovation, the technical aspects
of oversight remain underexplored. This survey seeks to fill this gap by providing a detailed
analysis of technical oversight proposals in AI regulation. It draws from recent literature,
including contributions from industry and academia, to offer a broad understanding of the
regulatory landscape (Bengio et al., 2024b). The focus will be on the practical implementation
of oversight mechanisms that ensure AI systems are safe, accountable, and transparent
throughout their lifecycle.
Technical oversight in AI regulation involves a variety of components that ensure AI systems
adhere to ethical and safety standards. These components include transparency and explain-
ability, auditing and monitoring, accountability mechanisms, and the establishment of safety
standards and certification processes.

• Transparency and Explainability: Transparency is a cornerstone of responsible
AI governance. For AI systems to be effectively regulated, their decision-making
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processes must be interpretable by human operators and auditors (Bengio et al., 2024b;
Bommasani et al., 2024b). Explainability refers to the ability to trace and understand
how an AI system arrives at its conclusions. This is particularly important in high-
stakes fields such as healthcare and criminal justice, where opaque decision-making
can lead to harmful consequences. The push for transparency aligns with regulatory
frameworks, such as the European Union’s GDPR, which mandates that individuals
have the right to an explanation of AI-driven decisions (Bommasani et al., 2024a).

• Auditing and Monitoring: The auditing of AI systems is essential for identifying
potential biases, operational flaws, or security vulnerabilities. AI audits can be
performed at various stages of system development, from pre-deployment assessments
to continuous monitoring once AI systems are in operation (Bengio et al., 2024b;
Bommasani et al., 2024b). Continuous monitoring ensures that AI systems remain
compliant with ethical guidelines and legal requirements over time. Monitoring
frameworks should include mechanisms for tracking data quality, decision-making
processes, and model performance, especially in dynamic environments where AI
models learn and adapt (Bengio et al., 2024b).

• Accountability Mechanisms: Accountability ensures that developers and operators
of AI systems are responsible for the outcomes produced by their technologies. One of
the major proposals in this area is the introduction of mandatory incident reporting
for high-risk AI applications (Bengio et al., 2024b). This would require companies and
organizations to disclose failures or unethical outcomes produced by their AI systems.
Additionally, clear guidelines must be established to define liability in cases where
AI systems cause harm, particularly in scenarios where the harm could have been
anticipated or prevented through proper oversight (Bommasani et al., 2024a).

• Safety Standards and Certification: The development of safety standards and
certification processes for AI systems is a critical element of technical oversight.
These standards should be based on international cooperation to ensure harmonized
regulatory approaches across different jurisdictions. Certification processes would
involve third-party assessments to verify that AI systems meet established safety and
ethical benchmarks before they are deployed in critical settings (Bommasani et al.,
2024a). Such standards should cover aspects like data privacy, algorithmic fairness,
and robustness against adversarial attacks (Bengio et al., 2024b; Bommasani et al.,
2024b).

Despite the clear need for technical oversight, several challenges complicate its implementation.
The rapid pace of AI development is perhaps the most significant challenge, as regulatory
bodies often struggle to keep up with the latest advancements in AI technologies (Bengio
et al., 2024b). Additionally, the complexity of many AI systems, particularly deep learning
models, makes it difficult to audit and monitor their operations effectively. These models
often function as “black boxes”, where even the developers may not fully understand the
intricacies of their decision-making processes (Bommasani et al., 2024a).
International coordination is another challenge. While some countries or regions, such as the
European Union, are leading the charge in AI regulation, there is no global consensus on how
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AI should be governed. Differing regulatory frameworks across countries can create barriers
to the development of standardized technical oversight mechanisms. Furthermore, the lack
of a universally accepted set of safety standards makes it difficult to establish a common
certification process (Bengio et al., 2024b; Bommasani et al., 2024b).
The future of technical oversight in AI regulation will likely involve a combination of national
and international efforts to create a more unified regulatory framework. There is a growing
need for research and development in AI explainability, particularly in making complex
models more interpretable without sacrificing their performance. Additionally, governments
and organizations must invest in developing the technical expertise necessary to conduct
effective audits and assessments of AI systems (Bommasani et al., 2024a).
Moreover, AI governance must evolve to address the emerging risks associated with advanced
AI capabilities, such as autonomous decision-making systems and AI-driven cyberattacks.
These risks will require more stringent oversight mechanisms, including licensing regimes
for high-risk AI applications and real-time monitoring of AI systems in sensitive sectors like
healthcare, finance, and national security (Bengio et al., 2024b).

10.1.3 Ethics and Compliance Proposals

The rapid evolution of AI technologies has sparked widespread interest in ensuring these
systems are developed and deployed in an ethically responsible manner. Various regulatory
proposals, such as the EU AI Act (Hacker, 2023), aim to establish guidelines that mitigate
the risks associated with AI, such as bias, privacy violations, and unintended societal harm.
However, these regulations must also balance innovation and ethical accountability.
The dual imperatives of ethical AI and regulatory compliance require robust frameworks that
can adapt to the growing complexities of AI. This survey seeks to analyze current ethics and
compliance proposals, with a focus on human-centered, responsible AI (HCR-AI), the need
for sustainability, and the implementation of AI governance models.

Ethical Frameworks for AI Regulation Ethical frameworks are essential to AI regu-
lation as they guide the development of AI systems in a way that respects human rights,
promotes fairness, and ensures accountability. Many frameworks, such as the one proposed by
Mäntymäki et al. (2022), highlight the need to embed ethics into the organizational processes
of AI development. Their “Hourglass Model” of governance emphasizes the integration of
ethical principles throughout the AI system’s lifecycle, from design to deployment.
Another study underscores the importance of ethics-based audits for LLMs (Chun & Elkins,
2024), emphasizing the need for these audits to assess AI systems’ reasoning abilities in
ethically sensitive scenarios. Such audits help identify the ethical values embedded in the
AI’s decision-making processes and ensure they align with societal expectations.

Compliance Challenges in AI Regulation AI regulation faces significant compliance
challenges, particularly in enforcing ethical standards across jurisdictions. For instance, the EU
AI Act represents a pioneering effort in regulating AI, but it also raises concerns about the Act’s
complexity and the potential hindrance to innovation (Hacker, 2023). Compliance requires
organizations to meet stringent requirements concerning transparency, accountability, and bias
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mitigation, but inconsistent regulations across different regions can complicate these efforts. To
address these challenges, a structured approach to AI governance is necessary. The governance
model proposed by Mäntymäki et al. (2022) and the ethical auditing frameworks explored by
Chun & Elkins (2024) provide practical tools for organizations to ensure compliance without
stifling innovation.

Sustainability in AI Regulation A growing body of research emphasizes the role of
sustainability in AI regulation. As AI systems increasingly demand significant computational
resources, their environmental impact, particularly energy consumption and carbon footprint,
has become a critical concern (Strubell et al., 2019). Integrating sustainability into AI
governance ensures that AI systems not only meet ethical standards but also contribute to
long-term societal goals, such as those outlined in the United Nations Sustainable Development
Goals (SDGs) (Rolnick et al., 2023).

Human-Centered Responsible AI (HCR-AI) The concept of Human-Centered Respon-
sible AI (HCR-AI) is gaining traction in regulatory discussions. Tahaei et al. (2023) outline
a framework that prioritizes human oversight and accountability in AI decision-making. This
approach aligns with ethical AI principles by ensuring that AI systems serve humanity’s
broader interests while maintaining transparency and interpretability.
Ethics and compliance in AI regulation are increasingly becoming focal points of AI governance
discussions. The implementation of ethical frameworks, such as the EU AI Act and HCR-AI
models, provides a foundation for ensuring that AI technologies are used responsibly. However,
challenges remain, particularly regarding compliance across different jurisdictions and the
need for sustainable AI practices. As AI continues to evolve, regulators must strike a balance
between fostering innovation and safeguarding ethical standards.

10.2 Policies

We evaluate and compare a wide variety of AI governance policies across nations as well as
discuss future directions along this dimension.

10.2.1 Current Policy Evaluation

Governments, industries, and academic institutions are striving to make policies that balance
AI innovation with ethical safeguards. We explore current policies for AI ethics and compliance,
evaluating both technical and regulatory solutions.
Ethical concerns in AI range from algorithmic bias to the lack of transparency in decision-
making processes. These issues are particularly problematic in sensitive domains like health-
care, finance, and criminal justice. While many technical solutions have been proposed to
address these challenges, such as bias mitigation algorithms, there is a consensus that ethical
AI development requires a combination of technical innovation and regulatory oversight.

Fairness and Bias Fairness in AI remains one of the most discussed ethical concerns. Bias
in AI systems often results from biased training data, leading to discriminatory outcomes,
particularly against minority groups. Recent studies show that even well-intentioned AI
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models can propagate existing societal biases if not carefully managed (Schuett et al., 2024).
For instance, facial recognition technologies have been shown to have higher error rates for
individuals with darker skin tones, raising concerns about their use in law enforcement and
surveillance (Hadfield & Clark, 2023). Several frameworks have been developed to mitigate
bias, including fairness-aware algorithms and bias detection tools. However, these technical
solutions alone are not sufficient. Regulatory frameworks must also address how AI systems
are trained, tested, and deployed to ensure fairness and equity in outcomes (Wu & Liu, 2023).

Transparency and Explainability Transparency is essential to ensure that AI systems
can be trusted. The “black box” nature of many AI models, particularly deep learning
algorithms, makes it difficult to understand how decisions are made. This opacity poses
challenges for accountability and trust, especially when AI systems are used in high-stakes
decisions such as medical diagnoses or financial loan approvals (Balasubramaniam et al.,
2022). Explainability is a proposed solution, where AI systems are designed to provide
understandable outputs that can be audited by humans. While progress has been made
in this area, achieving full transparency remains a challenge due to the complexity of AI
models. Regulatory proposals, such as those in the European Union’s AI Act, are focusing
on mandating transparency in high-risk AI applications (Schuett et al., 2024).

Accountability Accountability in AI involves ensuring that there is a clear chain of
responsibility for AI-driven decisions. As AI systems become more autonomous, the question
of who is responsible for decisions becomes more complex. Various proposals have been put
forward, including AI governance frameworks within organizations that would oversee ethical
AI deployment (Wu & Liu, 2023). Additionally, policymakers are considering the creation of
external regulatory bodies to enforce accountability in AI applications.
Moreover, compliance with AI ethics and regulatory standards requires robust governance
mechanisms. These mechanisms can include both internal governance frameworks within
organizations and external oversight by regulatory bodies.

• Internal Governance: Many organizations have established AI ethics boards or
committees tasked with overseeing the ethical development and deployment of AI
systems. These internal bodies are responsible for ensuring that AI projects comply
with ethical standards and regulatory requirements. However, the effectiveness of
such bodies is often questioned, particularly when they lack enforcement power or are
primarily driven by corporate interests (Fjeld et al., 2020).

• External Oversight: External regulatory bodies play a crucial role in ensuring
that AI systems comply with ethical and legal standards. These bodies, such as the
proposed national authorities in the EU’s AI Act, are responsible for auditing AI
systems, investigating complaints, and imposing penalties for non-compliance. The
creation of independent oversight bodies is seen as a critical step in ensuring that AI
systems are held accountable for their actions (Fjeld et al., 2020).

While significant progress has been made in developing ethical and regulatory frameworks for
AI, challenges remain. One of the primary challenges is the rapid pace of AI development,
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which often outstrips the ability of regulators to respond effectively. Additionally, there is an
ongoing tension between encouraging innovation and enforcing ethical standards.
Future efforts should focus on creating adaptive regulatory frameworks that can evolve
alongside technological advancements. Moreover, international cooperation will be essential
in creating globally consistent standards that prevent regulatory arbitrage (Floridi et al.,
2020).

10.2.2 Policy Comparison

The increasing adoption of AI across various sectors has prompted governments worldwide
to implement regulatory frameworks that address concerns related to safety, ethics, and
governance. As AI technologies advance, so do the risks associated with their deployment,
necessitating a comparison of the different approaches that major regulatory bodies have
undertaken. We hence explore the policies adopted in the United States, European Union,
and China, drawing comparisons based on risk management, legal enforceability, flexibility,
and monitoring requirements (Engler, 2023; DLA Piper, 2023; CEIMIA, 2023).
The European Union’s AI Act is a comprehensive regulatory framework aimed at establishing
strict governance around AI technologies. The AI Act adopts a risk-based approach, classifying
AI applications into several categories based on their potential risks: minimal risk, high risk,
and unacceptable risk (CEIMIA, 2023; Engler, 2023). High-risk systems, such as those used
in healthcare or biometric identification, are subject to stringent requirements, including
human oversight, risk management, and post-market monitoring (DLA Piper, 2023). One of
the key aspects of the EU’s framework is its alignment with the General Data Protection
Regulation (GDPR), ensuring strong privacy protections (Engler, 2023).
In contrast, the United States follows a more decentralized and flexible approach, largely
driven by the U.S. Executive Order (EO) on AI. The EO focuses on standards and guidelines
rather than binding legislation, with an emphasis on promoting innovation and maintaining
competitiveness in AI development (Engler, 2023; CEIMIA, 2023). Key aspects include the
use of “red-teaming” for high-risk systems, pre- and post-market assessments, and a focus on
cybersecurity. The U.S. policy is highly sector-specific, with varying degrees of regulation
across different industries such as healthcare and transportation (Comunale & Manera, 2024).
This flexibility is both a strength and a limitation, as it can adapt to new technological
advances but may leave gaps in enforcement.
China has implemented a governance framework for AI, which emphasizes safety control and
ethical use, encouraging the integration of AI into state governance systems. The framework
focuses on national security and the social implications of AI, with stringent oversight over
companies developing AI technologies (CEIMIA, 2023).
Specifically, key differences and similarities among policies taken by USA, EU and China are
summarized as follows:

• Risk-Based vs. Flexible Approaches: The EU’s AI Act represents a structured,
risk-based approach, where high-risk AI applications are tightly regulated to prevent
harmful consequences. The U.S., on the other hand, adopts a more flexible and
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industry-specific regulatory model, focusing on guidelines rather than strict rules
(DLA Piper, 2023; Engler, 2023). China’s approach centers on using AI for social good,
with regulatory controls designed to ensure that AI serves social morality, business
ethics, individual privacy protection, etc.

• Enforcement and Legal Binding: The AI Act enforces legally binding obligations,
with penalties reaching up to 6% of a company’s global turnover for non-compliance
(Engler, 2023). In contrast, the U.S. policy leans towards voluntary compliance, with
penalties arising more from sectoral laws than from a unified AI regulatory framework.
China’s regulatory measures are centralized, with state oversight mechanisms and
severe penalties for non-compliance (CEIMIA, 2023).

• Implementation Challenges: One of the most significant challenges for the EU is
the complexity of implementing AI standards across member states and industries,
particularly for “high-risk” AI systems (Engler, 2023). In the U.S., the lack of a
cohesive federal law on AI governance may create inconsistencies between states
(de Almeida et al., 2021).

As AI continues to evolve, the regulatory landscape will need to adapt. The EU’s risk-based,
legally binding framework offers strong protections but may struggle with flexibility, while
the U.S.’s guideline-based approach promotes innovation but risks leaving gaps in oversight.
Policymakers must work towards harmonizing these approaches to ensure safe, fair, and
effective global AI governance.

10.2.3 Future Policy Directions

In practice, policymakers face the challenge of creating a balanced regulatory framework
that encourages AI innovation while addressing ethical, legal, and societal concerns. In this
section, we explore the future policy directions in AI regulation, emphasizing the need for
flexible, transparent, and inclusive frameworks that adapt to the evolving AI landscape.

Risk-Based Regulatory Approach A prominent direction for future AI regulation is
the adoption of a risk-based regulatory framework. Under this approach, AI applications are
classified based on their potential risks to individuals, society, and national security. High-risk
applications, such as those used in critical sectors like healthcare, autonomous vehicles, or
criminal justice, would be subject to stringent regulatory oversight, including mandatory
transparency, regular audits, and accountability mechanisms. Lower-risk applications, like AI-
powered customer service tools, might face more lenient requirements, promoting innovation
without unnecessary regulatory burdens. A risk-based approach ensures that regulation
is proportional to the level of threat posed by an AI system, allowing for both innovation
and protection. Policymakers must also consider sector-specific standards and harmonize
regulations across international borders to avoid fragmented approaches that could stifle
global cooperation.

Promoting Ethical AI Development Ethical AI development is another crucial pillar of
future AI policy. Policymakers need to prioritize the establishment of ethical guidelines that
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ensure AI systems are designed and deployed in ways that respect human rights, fairness,
and non-discrimination. This includes implementing mechanisms to eliminate bias in AI
algorithms, enhancing transparency in decision-making processes, and ensuring that AI
systems are accountable for their outcomes. Moreover, public participation and multi-
stakeholder collaboration, including input from ethicists, civil society, and industry experts,
should be a core component of regulatory development. This inclusive approach will allow for
the consideration of diverse perspectives, ensuring that AI regulation reflects societal values
and priorities.

International Cooperation and Standards Harmonization As AI is a global tech-
nology, international cooperation is essential to creating effective and consistent regulatory
frameworks. Countries should work together to develop shared standards and principles that
can guide the responsible development and deployment of AI. Establishing global norms will
help prevent regulatory arbitrage, where companies seek the least restrictive environments,
and ensure that AI systems adhere to ethical standards no matter where they are developed
or used. International organizations, such as the United Nations, and the Organization for
Economic Co-operation and Development (OECD), are already taking steps to foster global
dialogue on AI regulation. Future policy directions should build on these efforts, encouraging
the creation of international treaties or agreements that promote ethical AI while balancing
innovation with accountability.
AI regulation is a rapidly evolving field that requires adaptable, forward-looking policies. A
risk-based regulatory approach, ethical guidelines, and international cooperation are key to
ensuring that AI technologies contribute positively to society while mitigating their potential
risks. Future policymakers must work collaboratively with stakeholders across sectors and
borders to create a regulatory environment that fosters innovation, protects human rights,
and ensures that AI serves the common good.

10.3 Visions

Finally, we discuss both the long-term vision for AI governance and vision of the integration
of AI and society, as well as risks and opportunities in realizing these visions.

10.3.1 Long-term Vision

The long-term vision of AI governance emphasizes the need for a framework that encourages
innovation while ensuring safety and ethical compliance. Leading scholars and policymakers
often discuss the ideal outcome as one where AI systems enhance human flourishing, improve
social welfare, and strengthen global economic capabilities (Forum, 2021; Allen et al., 2024).
This vision is rooted in the idea of responsible AI development, which entails creating AI
systems that are transparent, fair, and accountable. For instance, the European Union’s AI
Act strives to establish a comprehensive legal framework to ensure these systems are secure
and aligned with ethical standards (ITIC, 2024).
A key component of the long-term vision is the democratization of AI technologies, ensuring
that access and benefits are equitably distributed across different regions and populations.
Moreover, this vision underscores the importance of global cooperation in shaping regulatory
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frameworks that prevent harmful use of AI, while fostering the development of technologies
that benefit humanity as a whole (Future of Life Institute, 2024).

10.3.2 Vision of Technological and Social Integration

The integration of AI into society is with both technical and ethical challenges. The vision
here focuses on the harmonious blending of AI capabilities with societal needs and values. AI
technologies, if developed and deployed responsibly, have the potential to address key societal
challenges—ranging from healthcare and education to environmental sustainability. However,
achieving this requires that AI systems be designed with the intention of respecting human
rights, privacy, and fairness (AIRS Group, 2023; Habuka, 2023).
In particular, there is a strong push towards aligning AI with social values through collabora-
tive governance, wherein multiple stakeholders—including industry leaders, civil societies,
and governments—participate in shaping AI policies (Zenner, 2024). This ensures that AI
technologies are not only technically robust but also socially inclusive and beneficial. For
instance, initiatives like the U.S. AI Bill of Rights outline key ethical principles such as data
protection and bias prevention, which are critical to ensuring that AI systems align with
human values and societal norms (White House, 2022).

10.3.3 Risks and Opportunities in Realizing Visions

While the visions for AI governance are ambitious, the path toward their realization is fraught
with both risks and opportunities. On the risk side, the rapid advancement of AI raises
concerns over data privacy, security vulnerabilities, and algorithmic bias. One of the most
significant challenges is ensuring that AI systems do not exacerbate existing social inequalities
through biased decision-making processes (AIRS Group, 2023). Furthermore, issues like data
poisoning and model extraction attacks present serious security risks that could undermine
trust in AI technologies (AIRS Group, 2023).
Conversely, the opportunities presented by AI are immense. When governed effectively,
AI can revolutionize industries, drive economic growth, and provide solutions to global
challenges such as climate change and public health crises. For example, generative AI has
the potential to transform creative industries, while machine learning can enhance predictive
models in fields like finance and healthcare (AI, 2024). Additionally, AI has the capacity
to improve governance systems themselves by optimizing decision-making processes and
increasing governmental transparency and accountability (Margetts, 2022).
Balancing these risks and opportunities requires a nuanced approach to governance, one that
is agile enough to adapt to the rapidly evolving technological landscape while remaining
grounded in ethical principles. Policymakers must consider both the immediate risks posed by
AI technologies and the long-term benefits they offer when formulating governance frameworks
(Covino, 2024).
In conclusion, the visions for AI governance reflect a broad consensus on the importance
of creating a regulatory environment that fosters innovation while mitigating risks. Long-
term goals emphasize the ethical deployment of AI for social good, while the vision of
technological and social integration focuses on aligning AI with societal values. The successful
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realization of these visions will require proactive governance that balances the inherent risks
and opportunities of AI, ensuring that this transformative technology can be harnessed for
the benefit of all.

11 Challenges and Future Directions

To conclude this survey, we discuss potential avenues for future research on the safety of
LLMs, as well as present our perspectives on key topics that should be prioritized in upcoming
research efforts. By identifying these critical areas, we aim to contribute to the ongoing
discourse surrounding the responsible development and application of LLMs, ensuring their
safe integration into various societal and technological contexts.

11.1 Exploring Safe Architectures

Beyond the development of safety mechanisms and modules, rethinking the foundational
architecture of LLMs is crucial for long-term safety improvements. Current LLM architec-
tures, primarily based on transformer models, exhibit significant vulnerabilities, including
susceptibility to adversarial attacks, data leakage, and unintended memorization of sensi-
tive information. These issues often stem from the inherent trade-offs between model size,
performance, and safety. As LLMs increase in scale to handle more complex tasks, they
also become more prone to leaking confidential or harmful data and are harder to control
effectively.
Exploring new architectures with safety as a core design principle is an emerging research
area that could revolutionize the field (Wong, 2023; Sutton, 2024). For instance, models that
inherently compartmentalize knowledge or have built-in redundancy and recovery mechanisms
could mitigate the risks posed by attacks or unintentional information leaks. Moreover, it is
also important to explore architectures that not only enhance the immediate safety of models
but also provide a more robust foundation for addressing future, unforeseen challenges. In
this context, the development of architectures that prioritize both performance and safety
should become a focal point for future research, helping to ensure that LLMs remain secure,
reliable, and effective as they continue to evolve.

11.2 Safety Control Modules

To improve the safety of LLMs, introducing a dedicated safety control module presents a
promising avenue for exploration. Current LLM architectures often lack integrated, real-time
safety checks that can monitor and mitigate potential threats or vulnerabilities as they emerge.
A safety control module could function as an intermediary between the LLM and its output,
intercepting and scrutinizing responses before they are delivered to users. Such a module
would be designed to detect harmful content, privacy breaches, or other forms of unsafe
behavior dynamically. For instance, Inan et al. (2023) propose an LLM-based input-output
safeguard to enhance AI safety and content moderation by classifying human prompts and
model outputs. This exploration lays a foundation for future research that could further
refine safety control modules.
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It is worth noting that the design and implementation of such a module come with significant
challenges. The module must be highly adaptable, capable of identifying a wide range of
safety issues without compromising the efficiency or accuracy of LLMs. Additionally, it must
be scalable, as LLMs continue to grow in size and complexity. There is also a risk of the
module over-filtering outputs, potentially leading to unnecessary censorship or inhibiting
the LLM’s ability to generate creative or novel responses. Therefore, developing a balance
between rigorous safety checks and maintaining the LLM’s core functionality will be essential.
Future research should focus on refining these mechanisms, exploring how such modules can
operate autonomously while allowing for human oversight when necessary.

11.3 Toward Effective and Unified Safety Mechanisms

Current approaches to enhancing the safety of LLMs exhibit notable limitations and ineffi-
ciencies, underscoring the urgent need for more robust and effective solutions. For instance,
a study investigating the use of DPO to reduce toxicity (Lee et al., 2024a) has found that
the alignment algorithm does not completely eliminate toxic content but instead circumvent
it by bypassing sensitive neural regions. Additionally, model editing is inefficient either,
as it requires manual, instance-by-instance modifications that only affect specific pieces of
information without altering related content (Cohen et al., 2024; Zhong et al., 2023; Qin
et al., 2024). Similarly, machine unlearning—designed to enable models to forget harmful
information—has demonstrated instability. Experimental evidence suggests that even after
harmful data is ostensibly erased, a machine-unlearned LLM may still recall private data, and
with few-shot fine-tuning, it can revert to its previous state, recovering the erased information
(Łucki et al., 2024; Lynch et al., 2024). Incomplete forgetting exacerbates the issue, as
models can still leak private information when prompts are altered. Therefore, more effective
methods are necessary. To meet the increasing safety demands of LLMs, a universal, unified
mechanism capable of permanently eliminating unsafe information is imperative.

11.4 Improving Safety Evaluations for LLMs

First, most existing evaluation metrics are tailored to specific benchmarks or tasks, providing a
fragmented and limited view on LLMs (either capability or safety). This specificity highlights
the pressing need for a unified evaluation metric/framework capable of comprehensively
assessing LLMs across a wide range of scenarios. Such a metric would ensure these models
are well-equipped to meet the demands of various tasks and contexts. Such a framework
must account for differences in architectures, training data, and intended use cases among
LLMs, offering a balance between consistency in evaluation and flexibility to accommodate
different model designs.
Second, the rapid evolution of LLMs has exposed significant gaps in current evaluation
methodologies, precipitating what some researchers describe as an “evaluation crisis”. This
triggers emerging interests in the development of science of evaluations underscoring the need
for universal evaluation theories and methodologies that can address complex, real-world
scenarios (Zhan et al., 2024; Zhan, 2024).
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11.5 Toward Multivalent International Cooperation and Interdisciplinary Community
Building

AI safety governance must evolve to address the growing complexity and global integration of
AI technologies. Future directions emphasize the need for multilateral regulatory frameworks
that harmonize standards across jurisdictions, ensuring interoperability and joint enforcement
mechanisms. Such frameworks should account for diverse ethical and cultural values, inte-
grating cross-sector collaborations that bring together technical, legal, and ethical expertise.
Interdisciplinary approaches are essential, particularly in developing governance tools that
incorporate both technical and ethical metrics, and conducting human-AI interaction studies
to ensure AI systems function equitably across different socio-economic contexts. Moreover,
AI governance must focus on multivalent value systems, where ethical imperatives—such as
inclusivity and sustainability—shape regulatory practices.
A key priority is the establishment of global AI safety communities that foster continuous
dialogue and collaboration. These communities should consist of transdisciplinary research
consortia, participatory governance platforms, and educational initiatives, ensuring diverse
voices contribute to shaping AI safety standards. Finally, AI safety governance must address
geopolitical and ethical considerations, such as AI’s role in international relations and its
impact on global inequalities, which require coordinated strategies to mitigate risks and
ensure safe AI deployment globally. This holistic, inclusive approach will help AI governance
frameworks evolve in tandem with the challenges posed by advanced AI systems.

12 Conclusion

The rapid advancement of LLMs has ushered in a new era of AI capabilities, with the potential
to revolutionize various sectors and aspects of society. However, these technological leaps
forward have also introduced a myriad of safety concerns and ethical challenges, underscoring
the need for a deeper understanding of their associated risks and the development of effective
mitigation strategies. This necessitates a comprehensive survey to guide the safe deployment
and responsible use of LLMs.
This survey has delved into the multifaceted issues surrounding LLM safety, spanning from
value misalignment, robustness against adversarial attacks, misuse, and the emerging issues
surrounding autonomous AI systems. Each of these aspects carries unique implications for
the responsible use of LLMs and requires tailored strategies for risk management.
The study also highlights the importance of interpretability in understanding LLM behavior,
which is critical for improving safety measures and fostering user trust. Furthermore, the
insights into safety measures implemented by leading AI organizations offer valuable guidance
for industry stakeholders aiming to enhance the safety of their models. Additionally, our
review of agent safety and governance underlines the need for a well-coordinated regulatory
framework that can adapt to the rapid evolution of LLM technologies. This involves both
national and international efforts to ensure that AI deployment is aligned with ethical
standards and societal values.
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As LLMs become increasingly integrated into critical decision-making processes, ensuring
their safe and ethical deployment is not only a technical challenge but a societal imperative.
This survey aims to serve as a foundational reference for researchers, policymakers, and
industry practitioners, facilitating a more nuanced understanding of LLM safety and fostering
collaboration across technical and regulatory domains. Ultimately, we hope that this work
will contribute to the safe and beneficial development of LLMs, ensuring their alignment with
the broader goals of societal well-being and human flourishing.

95



References
Aakanksha, Arash Ahmadian, Beyza Ermis, Seraphina Goldfarb-Tarrant, Julia Kreutzer,

Marzieh Fadaee, and Sara Hooker. The multilingual alignment prism: Aligning global and
local preferences to reduce harm. CoRR, abs/2406.18682, 2024. doi: 10.48550/ARXIV.
2406.18682. URL https://doi.org/10.48550/arXiv.2406.18682.

Marwa Abdulhai, Gregory Serapio-García, Clément Crepy, Daria Valter, John Canny, and
Natasha Jaques. Moral foundations of large language models. CoRR, abs/2310.15337,
2023. doi: 10.48550/ARXIV.2310.15337. URL https://doi.org/10.48550/arXiv.2310.
15337.

Abubakar Abid, Maheen Farooqi, and James Zou. Persistent anti-muslim bias in large
language models. In Marion Fourcade, Benjamin Kuipers, Seth Lazar, and Deirdre K.
Mulligan (eds.), AIES ’21: AAAI/ACM Conference on AI, Ethics, and Society, Virtual
Event, USA, May 19-21, 2021, pp. 298–306. ACM, 2021. doi: 10.1145/3461702.3462624.
URL https://doi.org/10.1145/3461702.3462624.

Daron Acemoglu and Pascual Restrepo. Automation and new tasks: How technology displaces
and reinstates labor. Journal of Economic Perspectives, 33(2):3–30, May 2019. doi:
10.1257/jep.33.2.3. URL https://www.aeaweb.org/articles?id=10.1257/jep.33.2.3.

Utkarsh Agarwal, Kumar Tanmay, Aditi Khandelwal, and Monojit Choudhury. Ethical
reasoning and moral value alignment of llms depend on the language we prompt them
in. In Nicoletta Calzolari, Min-Yen Kan, Véronique Hoste, Alessandro Lenci, Sakriani
Sakti, and Nianwen Xue (eds.), Proceedings of the 2024 Joint International Conference on
Computational Linguistics, Language Resources and Evaluation, LREC/COLING 2024,
20-25 May, 2024, Torino, Italy, pp. 6330–6340. ELRA and ICCL, 2024. URL https:
//aclanthology.org/2024.lrec-main.560.

NIST AI. Artificial intelligence risk management framework: Generative artificial intelligence
profile, 2024.

AIRS Group. Artificial Intelligence Risk & Governance — ai.wharton.upenn.edu.
https://ai.wharton.upenn.edu/white-paper/artificial-intelligence-risk-
governance/, 2023.

AISI. Ai safety institute approach to evaluations, 2024. URL https://www.gov.uk/
government/publications/ai-safety-institute-approach-to-evaluations/ai-
safety-institute-approach-to-evaluations.

Danielle Allen, Sarah Hubbard, Woojin Lim, Allison Stanger, Shlomit Wagman, and Kinney
Zalesne. A Roadmap for Governing AI: Technology Governance and Power Sharing Liberal-
ism – Ash Center — ash.harvard.edu. https://ash.harvard.edu/resources/roadmap-
for-governing-ai-technology-governance-and-power-sharing-liberalism/, 2024.

Gabriel Alon and Michael Kamfonas. Detecting language model attacks with perplexity, 2023.
URL https://arxiv.org/abs/2308.14132.

96

https://doi.org/10.48550/arXiv.2406.18682
https://doi.org/10.48550/arXiv.2310.15337
https://doi.org/10.48550/arXiv.2310.15337
https://doi.org/10.1145/3461702.3462624
https://www.aeaweb.org/articles?id=10.1257/jep.33.2.3
https://aclanthology.org/2024.lrec-main.560
https://aclanthology.org/2024.lrec-main.560
https://ai.wharton.upenn.edu/white-paper/artificial-intelligence-risk-governance/
https://ai.wharton.upenn.edu/white-paper/artificial-intelligence-risk-governance/
https://www.gov.uk/government/publications/ai-safety-institute-approach-to-evaluations/ai-safety-institute-approach-to-evaluations
https://www.gov.uk/government/publications/ai-safety-institute-approach-to-evaluations/ai-safety-institute-approach-to-evaluations
https://www.gov.uk/government/publications/ai-safety-institute-approach-to-evaluations/ai-safety-institute-approach-to-evaluations
https://ash.harvard.edu/resources/roadmap-for-governing-ai-technology-governance-and-power-sharing-liberalism/
https://ash.harvard.edu/resources/roadmap-for-governing-ai-technology-governance-and-power-sharing-liberalism/
https://arxiv.org/abs/2308.14132


Dario Amodei, Chris Olah, Jacob Steinhardt, Paul F. Christiano, John Schulman, and
Dan Mané. Concrete problems in AI safety. CoRR, abs/1606.06565, 2016. URL http:
//arxiv.org/abs/1606.06565.

Cem Anil, Esin DURMUS, Nina Rimsky, Mrinank Sharma, Joe Benton, Sandipan Kundu,
Joshua Batson, Meg Tong, Jesse Mu, Daniel J Ford, Francesco Mosconi, Rajashree Agrawal,
Rylan Schaeffer, Naomi Bashkansky, Samuel Svenningsen, Mike Lambert, Ansh Rad-
hakrishnan, Carson Denison, Evan J Hubinger, Yuntao Bai, Trenton Bricken, Timo-
thy Maxwell, Nicholas Schiefer, James Sully, Alex Tamkin, Tamera Lanham, Karina
Nguyen, Tomasz Korbak, Jared Kaplan, Deep Ganguli, Samuel R. Bowman, Ethan
Perez, Roger Baker Grosse, and David Duvenaud. Many-shot jailbreaking. In The
Thirty-eighth Annual Conference on Neural Information Processing Systems, 2024. URL
https://openreview.net/forum?id=cw5mgd71jW.

Rohan Anil, Sebastian Borgeaud, Yonghui Wu, Jean-Baptiste Alayrac, Jiahui Yu, Radu
Soricut, Johan Schalkwyk, Andrew M. Dai, Anja Hauth, Katie Millican, David Silver, Slav
Petrov, Melvin Johnson, Ioannis Antonoglou, Julian Schrittwieser, Amelia Glaese, Jilin
Chen, Emily Pitler, Timothy P. Lillicrap, Angeliki Lazaridou, Orhan Firat, James Molloy,
Michael Isard, Paul Ronald Barham, Tom Hennigan, Benjamin Lee, Fabio Viola, Malcolm
Reynolds, Yuanzhong Xu, Ryan Doherty, Eli Collins, Clemens Meyer, Eliza Rutherford,
Erica Moreira, Kareem Ayoub, Megha Goel, George Tucker, Enrique Piqueras, Maxim
Krikun, Iain Barr, Nikolay Savinov, Ivo Danihelka, Becca Roelofs, Anaïs White, Anders
Andreassen, Tamara von Glehn, Lakshman Yagati, Mehran Kazemi, Lucas Gonzalez,
Misha Khalman, Jakub Sygnowski, and et al. Gemini: A family of highly capable
multimodal models. CoRR, abs/2312.11805, 2023. doi: 10.48550/ARXIV.2312.11805. URL
https://doi.org/10.48550/arXiv.2312.11805.

Anthropic. Claude’s constitution, 2023a. URL https://www.anthropic.com/news/claudes-
constitution.

Anthropic. Anthropic’s responsible scaling policy, 2023b. URL https://www.anthropic.
com/news/anthropics-responsible-scaling-policy.

Anthropic. Introducing the next generation of claude, 2024a. URL https://www.anthropic.
com/news/claude-3-family.

Anthropic. Usage policy, 2024b. URL https://www.anthropic.com/legal/aup.

Amanda Askell, Yuntao Bai, Anna Chen, Dawn Drain, Deep Ganguli, Tom Henighan, Andy
Jones, Nicholas Joseph, Benjamin Mann, Nova DasSarma, Nelson Elhage, Zac Hatfield-
Dodds, Danny Hernandez, Jackson Kernion, Kamal Ndousse, Catherine Olsson, Dario
Amodei, Tom B. Brown, Jack Clark, Sam McCandlish, Chris Olah, and Jared Kaplan. A
general language assistant as a laboratory for alignment. CoRR, abs/2112.00861, 2021.
URL https://arxiv.org/abs/2112.00861.

Suriya Ganesh Ayyamperumal and Limin Ge. Current state of LLM risks and AI guardrails.
CoRR, abs/2406.12934, 2024. doi: 10.48550/ARXIV.2406.12934. URL https://doi.org/
10.48550/arXiv.2406.12934.

97

http://arxiv.org/abs/1606.06565
http://arxiv.org/abs/1606.06565
https://openreview.net/forum?id=cw5mgd71jW
https://doi.org/10.48550/arXiv.2312.11805
https://www.anthropic.com/news/claudes-constitution
https://www.anthropic.com/news/claudes-constitution
https://www.anthropic.com/news/anthropics-responsible-scaling-policy
https://www.anthropic.com/news/anthropics-responsible-scaling-policy
https://www.anthropic.com/news/claude-3-family
https://www.anthropic.com/news/claude-3-family
https://www.anthropic.com/legal/aup
https://arxiv.org/abs/2112.00861
https://doi.org/10.48550/arXiv.2406.12934
https://doi.org/10.48550/arXiv.2406.12934


Jinze Bai, Shuai Bai, Yunfei Chu, Zeyu Cui, Kai Dang, Xiaodong Deng, Yang Fan, Wenbin Ge,
Yu Han, Fei Huang, Binyuan Hui, Luo Ji, Mei Li, Junyang Lin, Runji Lin, Dayiheng Liu, Gao
Liu, Chengqiang Lu, Keming Lu, Jianxin Ma, Rui Men, Xingzhang Ren, Xuancheng Ren,
Chuanqi Tan, Sinan Tan, Jianhong Tu, Peng Wang, Shijie Wang, Wei Wang, Shengguang
Wu, Benfeng Xu, Jin Xu, An Yang, Hao Yang, Jian Yang, Shusheng Yang, Yang Yao,
Bowen Yu, Hongyi Yuan, Zheng Yuan, Jianwei Zhang, Xingxuan Zhang, Yichang Zhang,
Zhenru Zhang, Chang Zhou, Jingren Zhou, Xiaohuan Zhou, and Tianhang Zhu. Qwen
technical report. CoRR, abs/2309.16609, 2023. doi: 10.48550/ARXIV.2309.16609. URL
https://doi.org/10.48550/arXiv.2309.16609.

Yuntao Bai, Andy Jones, Kamal Ndousse, Amanda Askell, Anna Chen, Nova DasSarma, Dawn
Drain, Stanislav Fort, Deep Ganguli, Tom Henighan, Nicholas Joseph, Saurav Kadavath,
Jackson Kernion, Tom Conerly, Sheer El Showk, Nelson Elhage, Zac Hatfield-Dodds, Danny
Hernandez, Tristan Hume, Scott Johnston, Shauna Kravec, Liane Lovitt, Neel Nanda,
Catherine Olsson, Dario Amodei, Tom B. Brown, Jack Clark, Sam McCandlish, Chris
Olah, Benjamin Mann, and Jared Kaplan. Training a helpful and harmless assistant
with reinforcement learning from human feedback. CoRR, abs/2204.05862, 2022a. doi:
10.48550/ARXIV.2204.05862. URL https://doi.org/10.48550/arXiv.2204.05862.

Yuntao Bai, Saurav Kadavath, Sandipan Kundu, Amanda Askell, Jackson Kernion, Andy
Jones, Anna Chen, Anna Goldie, Azalia Mirhoseini, Cameron McKinnon, Carol Chen,
Catherine Olsson, Christopher Olah, Danny Hernandez, Dawn Drain, Deep Ganguli,
Dustin Li, Eli Tran-Johnson, Ethan Perez, Jamie Kerr, Jared Mueller, Jeffrey Ladish,
Joshua Landau, Kamal Ndousse, Kamile Lukosiute, Liane Lovitt, Michael Sellitto, Nelson
Elhage, Nicholas Schiefer, Noemí Mercado, Nova DasSarma, Robert Lasenby, Robin
Larson, Sam Ringer, Scott Johnston, Shauna Kravec, Sheer El Showk, Stanislav Fort,
Tamera Lanham, Timothy Telleen-Lawton, Tom Conerly, Tom Henighan, Tristan Hume,
Samuel R. Bowman, Zac Hatfield-Dodds, Ben Mann, Dario Amodei, Nicholas Joseph,
Sam McCandlish, Tom Brown, and Jared Kaplan. Constitutional AI: harmlessness from
AI feedback. CoRR, abs/2212.08073, 2022b. doi: 10.48550/ARXIV.2212.08073. URL
https://doi.org/10.48550/arXiv.2212.08073.

Nagadivya Balasubramaniam, Marjo Kauppinen, Kari Hiekkanen, and Sari Kujala. Trans-
parency and explainability of ai systems: ethical guidelines in practice. In International
working conference on requirements engineering: foundation for software quality, pp. 3–18.
Springer, 2022.

Randall Balestriero, Romain Cosentino, and Sarath Shekkizhar. Characterizing large language
model geometry solves toxicity detection and generation. ArXiv preprint, abs/2312.01648,
2023. URL https://arxiv.org/abs/2312.01648.

Randall Balestriero et al. A spline theory of deep learning. In International Conference on
Machine Learning, pp. 374–383. PMLR, 2018.

Soumya Barikeri, Anne Lauscher, Ivan Vulic, and Goran Glavas. Redditbias: A real-world
resource for bias evaluation and debiasing of conversational language models. In Chengqing
Zong, Fei Xia, Wenjie Li, and Roberto Navigli (eds.), Proceedings of the 59th Annual

98

https://doi.org/10.48550/arXiv.2309.16609
https://doi.org/10.48550/arXiv.2204.05862
https://doi.org/10.48550/arXiv.2212.08073
https://arxiv.org/abs/2312.01648


Meeting of the Association for Computational Linguistics and the 11th International Joint
Conference on Natural Language Processing, ACL/IJCNLP 2021, (Volume 1: Long Papers),
Virtual Event, August 1-6, 2021, pp. 1941–1955. Association for Computational Linguistics,
2021. doi: 10.18653/V1/2021.ACL-LONG.151. URL https://doi.org/10.18653/v1/
2021.acl-long.151.

Sarah Barker. A pivotal moment: the case for urgent international cooperation on AI | Didomi
— didomi.io. https://www.didomi.io/blog/a-pivotal-moment-the-case-for-urgent-
international-cooperation-on-ai, 2023.

Jon Bateman, Dan Baer, Stephanie A. Bell, Glenn O. Brown, Mariano-Florentino (Tino)
Cuéllar, Deep Ganguli, Peter Henderson, Brodi Kotila, Larry Lessig, Nicklas Berild
Lundblad, Janet Napolitano, Deborah Raji, Elizabeth Seger, Matt Sheehan, Aviya Skowron,
Irene Solaiman, Helen Toner, and Polina Zvyagina. Beyond open vs. closed: Emerging
consensus and key questions for foundation ai model governance, 2024. URL https:
//coilink.org/20.500.12592/p28u8g4. COI: 20.500.12592/p28u8g4.

Emily M. Bender, Timnit Gebru, Angelina McMillan-Major, and Shmargaret Shmitchell. On
the dangers of stochastic parrots: Can language models be too big? In Madeleine Clare
Elish, William Isaac, and Richard S. Zemel (eds.), FAccT ’21: 2021 ACM Conference on
Fairness, Accountability, and Transparency, Virtual Event / Toronto, Canada, March 3-10,
2021, pp. 610–623. ACM, 2021. doi: 10.1145/3442188.3445922. URL https://doi.org/
10.1145/3442188.3445922.

Yoshua Bengio, Bronwyn Fox, and André Carlos Ponce de Leon Ferreira de Carvalho.
International scientific report on the safety of advanced ai: Interim report, 2024a. URL
https://assets.publishing.service.gov.uk/media/6716673b96def6d27a4c9b24/
international_scientific_report_on_the_safety_of_advanced_ai_interim_
report.pdf.

Yoshua Bengio, Geoffrey Hinton, Andrew Yao, Dawn Song, Pieter Abbeel, Trevor Darrell,
Yuval Noah Harari, Ya-Qin Zhang, Lan Xue, Shai Shalev-Shwartz, Gillian Hadfield,
Jeff Clune, Tegan Maharaj, Frank Hutter, Atılım Güneş Baydin, Sheila McIlraith, Qiqi
Gao, Ashwin Acharya, David Krueger, Anca Dragan, Philip Torr, Stuart Russell, Daniel
Kahneman, Jan Brauner, and Sören Mindermann. Managing extreme ai risks amid
rapid progress. Science, 384(6698):842–845, 2024b. doi: 10.1126/science.adn0117. URL
https://www.science.org/doi/abs/10.1126/science.adn0117.

Yoshua Bengio, Geoffrey Hinton, Andrew Yao, Dawn Song, Pieter Abbeel, Trevor Darrell,
Yuval Noah Harari, Ya-Qin Zhang, Lan Xue, Shai Shalev-Shwartz, et al. Managing extreme
ai risks amid rapid progress. Science, 384(6698):842–845, 2024c.

Tsvi Benson-Tilsen and Nate Soares. Formalizing convergent instrumental goals. In Blai Bonet,
Sven Koenig, Benjamin Kuipers, Illah R. Nourbakhsh, Stuart Russell, Moshe Y. Vardi, and
Toby Walsh (eds.), AI, Ethics, and Society, Papers from the 2016 AAAI Workshop, Phoenix,
Arizona, USA, February 13, 2016, volume WS-16-02 of AAAI Technical Report. AAAI Press,
2016. URL http://www.aaai.org/ocs/index.php/WS/AAAIW16/paper/view/12634.

99

https://doi.org/10.18653/v1/2021.acl-long.151
https://doi.org/10.18653/v1/2021.acl-long.151
https://www.didomi.io/blog/a-pivotal-moment-the-case-for-urgent-international-cooperation-on-ai
https://www.didomi.io/blog/a-pivotal-moment-the-case-for-urgent-international-cooperation-on-ai
https://coilink.org/20.500.12592/p28u8g4
https://coilink.org/20.500.12592/p28u8g4
https://doi.org/10.1145/3442188.3445922
https://doi.org/10.1145/3442188.3445922
https://assets.publishing.service.gov.uk/media/6716673b96def6d27a4c9b24/international_scientific_report_on_the_safety_of_advanced_ai_interim_report.pdf
https://assets.publishing.service.gov.uk/media/6716673b96def6d27a4c9b24/international_scientific_report_on_the_safety_of_advanced_ai_interim_report.pdf
https://assets.publishing.service.gov.uk/media/6716673b96def6d27a4c9b24/international_scientific_report_on_the_safety_of_advanced_ai_interim_report.pdf
https://www.science.org/doi/abs/10.1126/science.adn0117
http://www.aaai.org/ocs/index.php/WS/AAAIW16/paper/view/12634


Leonard Bereska and Efstratios Gavves. Mechanistic interpretability for ai safety–a review.
ArXiv preprint, abs/2404.14082, 2024. URL https://arxiv.org/abs/2404.14082.

Lukas Berglund, Asa Cooper Stickland, Mikita Balesni, Maximilian Kaufmann, Meg Tong,
Tomasz Korbak, Daniel Kokotajlo, and Owain Evans. Taken out of context: On measuring
situational awareness in llms. CoRR, abs/2309.00667, 2023. doi: 10.48550/ARXIV.2309.
00667. URL https://doi.org/10.48550/arXiv.2309.00667.

Camiel Beukeboom and Christian Burgers. How stereotypes are shared through language:
A review and introduction of the social categories and stereotypes communication (scsc)
framework. Review of Communication Research, 7, 01 2019. doi: 10.12840/issn.2255-
4165.017.

Manish Bhatt, Sahana Chennabasappa, Cyrus Nikolaidis, Shengye Wan, Ivan Evtimov,
Dominik Gabi, Daniel Song, Faizan Ahmad, Cornelius Aschermann, Lorenzo Fontana,
Sasha Frolov, Ravi Prakash Giri, Dhaval Kapil, Yiannis Kozyrakis, David LeBlanc, James
Milazzo, Aleksandar Straumann, Gabriel Synnaeve, Varun Vontimitta, Spencer Whitman,
and Joshua Saxe. Purple llama cyberseceval: A secure coding benchmark for language
models. CoRR, abs/2312.04724, 2023. doi: 10.48550/ARXIV.2312.04724. URL https:
//doi.org/10.48550/arXiv.2312.04724.

Federico Bianchi and James Zou. Large language models are vulnerable to bait-and-switch
attacks for generating harmful content. CoRR, abs/2402.13926, 2024. doi: 10.48550/
ARXIV.2402.13926. URL https://doi.org/10.48550/arXiv.2402.13926.

Cody Blakeney, Nathaniel Huish, Yan Yan, and Ziliang Zong. Simon says: Evaluating and mit-
igating bias in pruned neural networks with knowledge distillation. CoRR, abs/2106.07849,
2021. URL https://arxiv.org/abs/2106.07849.

Su Lin Blodgett and Brendan O’Connor. Racial disparity in natural language processing: A
case study of social media african-american english. CoRR, abs/1707.00061, 2017. URL
http://arxiv.org/abs/1707.00061.

Daniil A. Boiko, Robert MacKnight, and Gabe Gomes. Emergent autonomous scientific
research capabilities of large language models. CoRR, abs/2304.05332, 2023a. doi: 10.
48550/ARXIV.2304.05332. URL https://doi.org/10.48550/arXiv.2304.05332.

Daniil A. Boiko, Robert MacKnight, Ben Kline, and Gabe Gomes. Autonomous chemical
research with large language models. Nat., 624(7992):570–578, 2023b. doi: 10.1038/S41586-
023-06792-0. URL https://doi.org/10.1038/s41586-023-06792-0.

Rishi Bommasani, Drew A. Hudson, Ehsan Adeli, Russ B. Altman, Simran Arora, Sydney
von Arx, Michael S. Bernstein, Jeannette Bohg, Antoine Bosselut, Emma Brunskill,
Erik Brynjolfsson, Shyamal Buch, Dallas Card, Rodrigo Castellon, Niladri S. Chatterji,
Annie S. Chen, Kathleen Creel, Jared Quincy Davis, Dorottya Demszky, Chris Donahue,
Moussa Doumbouya, Esin Durmus, Stefano Ermon, John Etchemendy, Kawin Ethayarajh,
Li Fei-Fei, Chelsea Finn, Trevor Gale, Lauren Gillespie, Karan Goel, Noah D. Goodman,
Shelby Grossman, Neel Guha, Tatsunori Hashimoto, Peter Henderson, John Hewitt,

100

https://arxiv.org/abs/2404.14082
https://doi.org/10.48550/arXiv.2309.00667
https://doi.org/10.48550/arXiv.2312.04724
https://doi.org/10.48550/arXiv.2312.04724
https://doi.org/10.48550/arXiv.2402.13926
https://arxiv.org/abs/2106.07849
http://arxiv.org/abs/1707.00061
https://doi.org/10.48550/arXiv.2304.05332
https://doi.org/10.1038/s41586-023-06792-0


Daniel E. Ho, Jenny Hong, Kyle Hsu, Jing Huang, Thomas Icard, Saahil Jain, Dan
Jurafsky, Pratyusha Kalluri, Siddharth Karamcheti, Geoff Keeling, Fereshte Khani, Omar
Khattab, Pang Wei Koh, Mark S. Krass, Ranjay Krishna, Rohith Kuditipudi, and et al.
On the opportunities and risks of foundation models. CoRR, abs/2108.07258, 2021. URL
https://arxiv.org/abs/2108.07258.

Rishi Bommasani, Dilara Soylu, Thomas I. Liao, Kathleen A. Creel, and Percy Liang.
Ecosystem graphs: The social footprint of foundation models. CoRR, abs/2303.15772,
2023. doi: 10.48550/ARXIV.2303.15772. URL https://doi.org/10.48550/arXiv.2303.
15772.

Rishi Bommasani, Sayash Kapoor, Kevin Klyman, Shayne Longpre, Ashwin Ramaswami,
Daniel Zhang, Marietje Schaake, Daniel E Ho, Arvind Narayanan, and Percy Liang.
Considerations for governing open foundation models. Science, 386(6718):151–153, 2024a.

Rishi Bommasani, Kevin Klyman, Sayash Kapoor, Shayne Longpre, Betty Xiong, Nestor
Maslej, and Percy Liang. The foundation model transparency index v1.1: May 2024. CoRR,
abs/2407.12929, 2024b. doi: 10.48550/ARXIV.2407.12929. URL https://doi.org/10.
48550/arXiv.2407.12929.

Nick Bostrom. The superintelligent will: Motivation and instrumental rationality in advanced
artificial agents. Minds Mach., 22(2):71–85, 2012. doi: 10.1007/S11023-012-9281-3. URL
https://doi.org/10.1007/s11023-012-9281-3.

Nick Bostrom and Eliezer Yudkowsky. The ethics of artificial intelligence. In Artificial
intelligence safety and security, pp. 57–69. Chapman and Hall/CRC, 2018.

Nicholas Botzer, Shawn Gu, and Tim Weninger. Analysis of moral judgement on reddit.
CoRR, abs/2101.07664, 2021. URL https://arxiv.org/abs/2101.07664.

John Brandon. Terrifying high-tech porn: Creepy ’deepfake’ videos are on the rise,
2018. URL https://www.foxnews.com/tech/terrifying-high-tech-porn-creepy-
deepfake-videos-are-on-the-rise.

Simon Martin Breum, Daniel Vædele Egdal, Victor Gram Mortensen, Anders Giovanni
Møller, and Luca Maria Aiello. The persuasive power of large language models. In Yu-Ru
Lin, Yelena Mejova, and Meeyoung Cha (eds.), Proceedings of the Eighteenth International
AAAI Conference on Web and Social Media, ICWSM 2024, Buffalo, New York, USA,
June 3-6, 2024, pp. 152–163. AAAI Press, 2024. doi: 10.1609/ICWSM.V18I1.31304. URL
https://doi.org/10.1609/icwsm.v18i1.31304.

Trenton Bricken, Adly Templeton, Joshua Batson, Brian Chen, Adam Jermyn, Tom Conerly,
Nick Turner, Cem Anil, Carson Denison, Amanda Askell, et al. Towards monosemanticity:
Decomposing language models with dictionary learning. Transformer Circuits Thread, 2,
2023.

Rodney A. Brooks. Intelligence without representation. Artif. Intell., 47(1-3):139–159, 1991.
doi: 10.1016/0004-3702(91)90053-M. URL https://doi.org/10.1016/0004-3702(91)
90053-M.

101

https://arxiv.org/abs/2108.07258
https://doi.org/10.48550/arXiv.2303.15772
https://doi.org/10.48550/arXiv.2303.15772
https://doi.org/10.48550/arXiv.2407.12929
https://doi.org/10.48550/arXiv.2407.12929
https://doi.org/10.1007/s11023-012-9281-3
https://arxiv.org/abs/2101.07664
https://www.foxnews.com/tech/terrifying-high-tech-porn-creepy-deepfake-videos-are-on-the-rise
https://www.foxnews.com/tech/terrifying-high-tech-porn-creepy-deepfake-videos-are-on-the-rise
https://doi.org/10.1609/icwsm.v18i1.31304
https://doi.org/10.1016/0004-3702(91)90053-M
https://doi.org/10.1016/0004-3702(91)90053-M


Meredith Broussard. The challenges of ai preservation. The American Historical Review, 128
(3):1378–1381, 2023.

Hannah Brown, Katherine Lee, Fatemehsadat Mireshghallah, Reza Shokri, and Florian
Tramèr. What does it mean for a language model to preserve privacy? In Proceedings of
the 2022 ACM conference on fairness, accountability, and transparency, pp. 2280–2292,
2022.

Tom B. Brown, Benjamin Mann, Nick Ryder, Melanie Subbiah, Jared Kaplan, Prafulla
Dhariwal, Arvind Neelakantan, Pranav Shyam, Girish Sastry, Amanda Askell, Sandhini
Agarwal, Ariel Herbert-Voss, Gretchen Krueger, Tom Henighan, Rewon Child, Aditya
Ramesh, Daniel M. Ziegler, Jeffrey Wu, Clemens Winter, Christopher Hesse, Mark Chen,
Eric Sigler, Mateusz Litwin, Scott Gray, Benjamin Chess, Jack Clark, Christopher Berner,
Sam McCandlish, Alec Radford, Ilya Sutskever, and Dario Amodei. Language models are
few-shot learners. In Hugo Larochelle, Marc’Aurelio Ranzato, Raia Hadsell, Maria-Florina
Balcan, and Hsuan-Tien Lin (eds.), Advances in Neural Information Processing Systems
33: Annual Conference on Neural Information Processing Systems 2020, NeurIPS 2020,
December 6-12, 2020, virtual, 2020. URL https://proceedings.neurips.cc/paper/
2020/hash/1457c0d6bfcb4967418bfb8ac142f64a-Abstract.html.

Miles Brundage, Shahar Avin, Jack Clark, Helen Toner, Peter Eckersley, Ben Garfinkel,
Allan Dafoe, Paul Scharre, Thomas Zeitzoff, Bobby Filar, Hyrum S. Anderson, Heather
Roff, Gregory C. Allen, Jacob Steinhardt, Carrick Flynn, Seán Ó hÉigeartaigh, Simon
Beard, Haydn Belfield, Sebastian Farquhar, Clare Lyle, Rebecca Crootof, Owain Evans,
Michael Page, Joanna Bryson, Roman Yampolskiy, and Dario Amodei. The malicious use
of artificial intelligence: Forecasting, prevention, and mitigation. CoRR, abs/1802.07228,
2018. URL http://arxiv.org/abs/1802.07228.

Sébastien Bubeck, Varun Chandrasekaran, Ronen Eldan, Johannes Gehrke, Eric Horvitz,
Ece Kamar, Peter Lee, Yin Tat Lee, Yuanzhi Li, Scott M. Lundberg, Harsha Nori, Hamid
Palangi, Marco Túlio Ribeiro, and Yi Zhang. Sparks of artificial general intelligence: Early
experiments with GPT-4. CoRR, abs/2303.12712, 2023. doi: 10.48550/ARXIV.2303.12712.
URL https://doi.org/10.48550/arXiv.2303.12712.

B Buchanan, A Lohn, M Musser, and K Sedova. Truth, lies, and automation: How lan-
guage models could change disinformation. may 1, 2021. URL: https://cset. georgetown.
edu/publication/truth-lies-and-automation/(visited on 10/13/2021), 2021.

Jenna Burrell and Marion Fourcade. The society of algorithms. Annual Review of Sociology,
2021. URL https://api.semanticscholar.org/CorpusID:236347485.

Aylin Caliskan, Joanna J Bryson, and Arvind Narayanan. Semantics derived automatically
from language corpora contain human-like biases. Science, 356(6334):183–186, 2017.

Bochuan Cao, Yuanpu Cao, Lu Lin, and Jinghui Chen. Defending against alignment-breaking
attacks via robustly aligned LLM. CoRR, abs/2309.14348, 2023. doi: 10.48550/ARXIV.
2309.14348. URL https://doi.org/10.48550/arXiv.2309.14348.

102

https://proceedings.neurips.cc/paper/2020/hash/1457c0d6bfcb4967418bfb8ac142f64a-Abstract.html
https://proceedings.neurips.cc/paper/2020/hash/1457c0d6bfcb4967418bfb8ac142f64a-Abstract.html
http://arxiv.org/abs/1802.07228
https://doi.org/10.48550/arXiv.2303.12712
https://api.semanticscholar.org/CorpusID:236347485
https://doi.org/10.48550/arXiv.2309.14348


Ryan Carey and Tom Everitt. Human control: Definitions and algorithms. In Robin J. Evans
and Ilya Shpitser (eds.), Uncertainty in Artificial Intelligence, UAI 2023, July 31 - 4 August
2023, Pittsburgh, PA, USA, volume 216 of Proceedings of Machine Learning Research, pp.
271–281. PMLR, 2023. URL https://proceedings.mlr.press/v216/carey23a.html.

Nicholas Carlini, Chang Liu, Úlfar Erlingsson, Jernej Kos, and Dawn Song. The secret sharer:
Evaluating and testing unintended memorization in neural networks. In 28th USENIX
Security Symposium (USENIX Security 19), pp. 267–284, 2019.

Nicholas Carlini, Florian Tramer, Eric Wallace, Matthew Jagielski, Ariel Herbert-Voss,
Katherine Lee, Adam Roberts, Tom Brown, Dawn Song, Ulfar Erlingsson, et al. Extracting
training data from large language models. In 30th USENIX Security Symposium (USENIX
Security 21), pp. 2633–2650, 2021.

Nicholas Carlini, Daphne Ippolito, Matthew Jagielski, Katherine Lee, Florian Tramer, and
Chiyuan Zhang. Quantifying memorization across neural language models. arXiv preprint
arXiv:2202.07646, 2022.

Joseph Carlsmith. Is power-seeking AI an existential risk? CoRR, abs/2206.13353, 2022. doi:
10.48550/ARXIV.2206.13353. URL https://doi.org/10.48550/arXiv.2206.13353.

Andres Carranza, Dhruv Pai, Rylan Schaeffer, Arnuv Tandon, and Sanmi Koyejo. Deceptive
alignment monitoring. CoRR, abs/2307.10569, 2023. doi: 10.48550/ARXIV.2307.10569.
URL https://doi.org/10.48550/arXiv.2307.10569.

Stephen Casper, Xander Davies, Claudia Shi, Thomas Krendl Gilbert, Jérémy Scheurer,
Javier Rando, Rachel Freedman, Tomasz Korbak, David Lindner, Pedro Freire, Tony Tong
Wang, Samuel Marks, Charbel-Raphaël Ségerie, Micah Carroll, Andi Peng, Phillip J. K.
Christoffersen, Mehul Damani, Stewart Slocum, Usman Anwar, Anand Siththaranjan,
Max Nadeau, Eric J. Michaud, Jacob Pfau, Dmitrii Krasheninnikov, Xin Chen, Lauro
Langosco, Peter Hase, Erdem Biyik, Anca D. Dragan, David Krueger, Dorsa Sadigh, and
Dylan Hadfield-Menell. Open problems and fundamental limitations of reinforcement
learning from human feedback. Trans. Mach. Learn. Res., 2023, 2023. URL https:
//openreview.net/forum?id=bx24KpJ4Eb.

Duncan Cass-Beggs, Stephen Clare, Dawn Dimowo, and Zaheed Kara. Framework Convention
on Global AI Challenges. Centre for International Governance Innovation, 2024.

CEIMIA. A comparative framework for ai regulatory policy. https://ceimia.org/wp-
content/uploads/2023/05/a-comparative-framework-for-ai-regulatory-
policy.pdf, 2023.

Alan Chan, Carson Ezell, Max Kaufmann, Kevin Wei, Lewis Hammond, Herbie Bradley,
Emma Bluemke, Nitarshan Rajkumar, David Krueger, Noam Kolt, Lennart Heim, and
Markus Anderljung. Visibility into AI agents. In The 2024 ACM Conference on Fairness,
Accountability, and Transparency, FAccT 2024, Rio de Janeiro, Brazil, June 3-6, 2024, pp.
958–973. ACM, 2024. doi: 10.1145/3630106.3658948. URL https://doi.org/10.1145/
3630106.3658948.

103

https://proceedings.mlr.press/v216/carey23a.html
https://doi.org/10.48550/arXiv.2206.13353
https://doi.org/10.48550/arXiv.2307.10569
https://openreview.net/forum?id=bx24KpJ4Eb
https://openreview.net/forum?id=bx24KpJ4Eb
https://ceimia.org/wp-content/uploads/2023/05/a-comparative-framework-for-ai-regulatory-policy.pdf
https://ceimia.org/wp-content/uploads/2023/05/a-comparative-framework-for-ai-regulatory-policy.pdf
https://ceimia.org/wp-content/uploads/2023/05/a-comparative-framework-for-ai-regulatory-policy.pdf
https://doi.org/10.1145/3630106.3658948
https://doi.org/10.1145/3630106.3658948


Patrick Chao, Alexander Robey, Edgar Dobriban, Hamed Hassani, George J. Pappas, and
Eric Wong. Jailbreaking black box large language models in twenty queries. CoRR,
abs/2310.08419, 2023. doi: 10.48550/ARXIV.2310.08419. URL https://doi.org/10.
48550/arXiv.2310.08419.

Chen Chen, Ziyao Liu, Weifeng Jiang, Goh Si Qi, and Kwok-Yan Lam. Trustworthy,
responsible, and safe AI: A comprehensive architectural framework for AI safety with
challenges and mitigations. CoRR, abs/2408.12935, 2024a. doi: 10.48550/ARXIV.2408.
12935. URL https://doi.org/10.48550/arXiv.2408.12935.

Jiaao Chen and Diyi Yang. Unlearn what you want to forget: Efficient unlearning for llms.
arXiv preprint arXiv:2310.20150, 2023.

Ruizhe Chen, Tianxiang Hu, Yang Feng, and Zuozhu Liu. Learnable privacy neurons
localization in language models. arXiv preprint arXiv:2405.10989, 2024b.

Ye Chen, Wei Cai, Liangmin Wu, Xiaowei Li, Zhanxuan Xin, and Cong Fu. Tigerbot: An
open multilingual multitask LLM. CoRR, abs/2312.08688, 2023. doi: 10.48550/ARXIV.
2312.08688. URL https://doi.org/10.48550/arXiv.2312.08688.

Zhiyu Zoey Chen, Jing Ma, Xinlu Zhang, Nan Hao, An Yan, Armineh Nourbakhsh, Xianjun
Yang, Julian J. McAuley, Linda R. Petzold, and William Yang Wang. A survey on
large language models for critical societal domains: Finance, healthcare, and law. CoRR,
abs/2405.01769, 2024c. doi: 10.48550/ARXIV.2405.01769. URL https://doi.org/10.
48550/arXiv.2405.01769.

Yixin Cheng, Markos Georgopoulos, Volkan Cevher, and Grigorios G. Chrysos. Leveraging the
context through multi-round interactions for jailbreaking attacks. CoRR, abs/2402.09177,
2024. doi: 10.48550/ARXIV.2402.09177. URL https://doi.org/10.48550/arXiv.2402.
09177.

Hakaze Cho, Mariko Kato, Yoshihiro Sakai, and Naoya Inoue. Revisiting in-context learning
inference circuit in large language models. arXiv preprint arXiv:2410.04468, 2024.

Jaymari Chua, Yun Li, Shiyi Yang, Chen Wang, and Lina Yao. AI safety in generative AI large
language models: A survey. CoRR, abs/2407.18369, 2024. doi: 10.48550/ARXIV.2407.18369.
URL https://doi.org/10.48550/arXiv.2407.18369.

Jon Chun and Katherine Elkins. Informed AI regulation: Comparing the ethical frameworks
of leading LLM chatbots using an ethics-based audit to assess moral reasoning and
normative values. CoRR, abs/2402.01651, 2024. doi: 10.48550/ARXIV.2402.01651. URL
https://doi.org/10.48550/arXiv.2402.01651.

John Joon Young Chung, Ece Kamar, and Saleema Amershi. Increasing diversity while
maintaining accuracy: Text data generation with large language models and human
interventions. In Anna Rogers, Jordan L. Boyd-Graber, and Naoaki Okazaki (eds.),
Proceedings of the 61st Annual Meeting of the Association for Computational Linguistics
(Volume 1: Long Papers), ACL 2023, Toronto, Canada, July 9-14, 2023, pp. 575–593.

104

https://doi.org/10.48550/arXiv.2310.08419
https://doi.org/10.48550/arXiv.2310.08419
https://doi.org/10.48550/arXiv.2408.12935
https://doi.org/10.48550/arXiv.2312.08688
https://doi.org/10.48550/arXiv.2405.01769
https://doi.org/10.48550/arXiv.2405.01769
https://doi.org/10.48550/arXiv.2402.09177
https://doi.org/10.48550/arXiv.2402.09177
https://doi.org/10.48550/arXiv.2407.18369
https://doi.org/10.48550/arXiv.2402.01651


Association for Computational Linguistics, 2023a. doi: 10.18653/V1/2023.ACL-LONG.34.
URL https://doi.org/10.18653/v1/2023.acl-long.34.

Neo Christopher Chung, George C. Dyer, and Lennart Brocki. Challenges of large language
models for mental health counseling. CoRR, abs/2311.13857, 2023b. doi: 10.48550/ARXIV.
2311.13857. URL https://doi.org/10.48550/arXiv.2311.13857.

Roi Cohen, Mor Geva, Jonathan Berant, and Amir Globerson. Crawling the internal
knowledge-base of language models. In Findings of the Association for Computational
Linguistics: EACL 2023, pp. 1856–1869, Dubrovnik, Croatia, 2023. Association for Com-
putational Linguistics. URL https://aclanthology.org/2023.findings-eacl.139.

Roi Cohen, Eden Biran, Ori Yoran, Amir Globerson, and Mor Geva. Evaluating the ripple
effects of knowledge editing in language models. Trans. Assoc. Comput. Linguistics, 12:
283–298, 2024. doi: 10.1162/TACL\_A\_00644. URL https://doi.org/10.1162/tacl_
a_00644.

Mariarosaria Comunale and Andrea Manera. The economic impacts and the regulation of ai:
A review of the academic literature and policy actions. IMF Working Paper, 2024.

Christopher Covino. A high-voltage vision to regulate ai. https://cepa.org/article/a-
high-voltage-vision-to-regulate-ai/, 2024.

Chris Creed and Russell Beale. Abusive interactions with embodied agents. Interaction
Studies, 9(3):481–503, 2008. ISSN 1572-0373. doi: 10.1075/is.9.3.07cre.

Shiyao Cui, Zhenyu Zhang, Yilong Chen, Wenyuan Zhang, Tianyun Liu, Siqi Wang, and
Tingwen Liu. FFT: towards harmlessness evaluation and analysis for llms with factuality,
fairness, toxicity. CoRR, abs/2311.18580, 2023. doi: 10.48550/ARXIV.2311.18580. URL
https://doi.org/10.48550/arXiv.2311.18580.

Tianyu Cui, Yanling Wang, Chuanpu Fu, Yong Xiao, Sijia Li, Xinhao Deng, Yunpeng Liu,
Qinglin Zhang, Ziyi Qiu, Peiyang Li, Zhixing Tan, Junwu Xiong, Xinyu Kong, Zujie Wen,
Ke Xu, and Qi Li. Risk taxonomy, mitigation, and assessment benchmarks of large language
model systems. CoRR, abs/2401.05778, 2024. doi: 10.48550/ARXIV.2401.05778. URL
https://doi.org/10.48550/arXiv.2401.05778.

Mary L Cummings. Automation bias in intelligent time critical decision support systems. In
Decision making in aviation, pp. 289–294. Routledge, 2017.

Allan Dafoe. Ai governance: a research agenda. Governance of AI Program, Future of
Humanity Institute, University of Oxford: Oxford, UK, 1442:1443, 2018.

David Dalrymple, Joar Skalse, Yoshua Bengio, Stuart Russell, Max Tegmark, Sanjit Seshia,
Steve Omohundro, Christian Szegedy, Ben Goldhaber, Nora Ammann, Alessandro Abate,
Joe Halpern, Clark W. Barrett, Ding Zhao, Tan Zhi-Xuan, Jeannette Wing, and Joshua B.
Tenenbaum. Towards guaranteed safe AI: A framework for ensuring robust and reliable
AI systems. CoRR, abs/2405.06624, 2024. doi: 10.48550/ARXIV.2405.06624. URL
https://doi.org/10.48550/arXiv.2405.06624.

105

https://doi.org/10.18653/v1/2023.acl-long.34
https://doi.org/10.48550/arXiv.2311.13857
https://aclanthology.org/2023.findings-eacl.139
https://doi.org/10.1162/tacl_a_00644
https://doi.org/10.1162/tacl_a_00644
https://cepa.org/article/a-high-voltage-vision-to-regulate-ai/
https://cepa.org/article/a-high-voltage-vision-to-regulate-ai/
https://doi.org/10.48550/arXiv.2311.18580
https://doi.org/10.48550/arXiv.2401.05778
https://doi.org/10.48550/arXiv.2405.06624


Databricks. Introducing the databricks ai security framework (dasf), 2024a. URL https://
www.databricks.com/blog/introducing-databricks-ai-security-framework-dasf.

Databricks. Implementing llm guardrails for safe and responsible generative ai deployment
on databricks, 2024b. URL https://www.databricks.com/blog/implementing-llm-
guardrails-safe-and-responsible-generative-ai-deployment-databricks.

Dataiku. Making enterprise generative ai safe & responsible, 2023. URL https://blog.
dataiku.com/making-enterprise-generative-ai-safe-responsible.

Ryan Daws. Palantir demos how ai can be used in the military, 2023. URL
https://www.artificialintelligence-news.com/news/palantir-demos-how-ai-
can-used-military/.

Patricia Gomes Rêgo de Almeida, Carlos Denner dos Santos, and Josivania Silva Farias.
Artificial intelligence regulation: a framework for governance. Ethics Inf. Technol., 23(3):505–
525, 2021. doi: 10.1007/S10676-021-09593-Z. URL https://doi.org/10.1007/s10676-
021-09593-z.

Luigi De Angelis, Francesco Baglivo, Guglielmo Arzilli, Gaetano Pierpaolo Privitera, Paolo
Ferragina, Alberto Eugenio Tozzi, and Caterina Rizzo. Chatgpt and the rise of large
language models: the new ai-driven infodemic threat in public health. Frontiers in public
health, 11:1166120, 2023.

Adrian de Wynter, Ishaan Watts, Nektar Ege Altintoprak, Tua Wongsangaroonsri, Minghui
Zhang, Noura Farra, Lena Baur, Samantha Claudet, Pavel Gajdusek, Can Gören, Qilong
Gu, Anna Kaminska, Tomasz Kaminski, Ruby Kuo, Akiko Kyuba, Jongho Lee, Kartik
Mathur, Petter Merok, Ivana Milovanovic, Nani Paananen, Vesa-Matti Paananen, Anna
Pavlenko, Bruno Pereira Vidal, Luciano Strika, Yueh Tsao, Davide Turcato, Oleksandr
Vakhno, Judit Velcsov, Anna Vickers, Stéphanie Visser, Herdyan Widarmanto, Andrey
Zaikin, and Si-Qing Chen. RTP-LX: can llms evaluate toxicity in multilingual scenarios?
CoRR, abs/2404.14397, 2024. doi: 10.48550/ARXIV.2404.14397. URL https://doi.org/
10.48550/arXiv.2404.14397.

Google DeepMind. Introducing the frontier safety framework, 2024. URL https://deepmind.
google/discover/blog/introducing-the-frontier-safety-framework/.

DeepSeek-AI, Aixin Liu, Bei Feng, Bin Wang, Bingxuan Wang, Bo Liu, Chenggang Zhao,
Chengqi Deng, Chong Ruan, Damai Dai, Daya Guo, Dejian Yang, Deli Chen, Dongjie Ji,
Erhang Li, Fangyun Lin, Fuli Luo, Guangbo Hao, Guanting Chen, Guowei Li, Hao Zhang,
Hanwei Xu, Hao Yang, Haowei Zhang, Honghui Ding, Huajian Xin, Huazuo Gao, Hui Li,
Hui Qu, J. L. Cai, Jian Liang, Jianzhong Guo, Jiaqi Ni, Jiashi Li, Jin Chen, Jingyang Yuan,
Junjie Qiu, Junxiao Song, Kai Dong, Kaige Gao, Kang Guan, Lean Wang, Lecong Zhang,
Lei Xu, Leyi Xia, Liang Zhao, Liyue Zhang, Meng Li, Miaojun Wang, Mingchuan Zhang,
Minghua Zhang, Minghui Tang, Mingming Li, Ning Tian, Panpan Huang, Peiyi Wang, Peng
Zhang, Qihao Zhu, Qinyu Chen, Qiushi Du, R. J. Chen, R. L. Jin, Ruiqi Ge, Ruizhe Pan,
Runxin Xu, Ruyi Chen, S. S. Li, Shanghao Lu, Shangyan Zhou, Shanhuang Chen, Shaoqing

106

https://www.databricks.com/blog/introducing-databricks-ai-security-framework-dasf
https://www.databricks.com/blog/introducing-databricks-ai-security-framework-dasf
https://www.databricks.com/blog/implementing-llm-guardrails-safe-and-responsible-generative-ai-deployment-databricks
https://www.databricks.com/blog/implementing-llm-guardrails-safe-and-responsible-generative-ai-deployment-databricks
https://blog.dataiku.com/making-enterprise-generative-ai-safe-responsible
https://blog.dataiku.com/making-enterprise-generative-ai-safe-responsible
https://www.artificialintelligence-news.com/news/palantir-demos-how-ai-can-used-military/
https://www.artificialintelligence-news.com/news/palantir-demos-how-ai-can-used-military/
https://doi.org/10.1007/s10676-021-09593-z
https://doi.org/10.1007/s10676-021-09593-z
https://doi.org/10.48550/arXiv.2404.14397
https://doi.org/10.48550/arXiv.2404.14397
https://deepmind.google/discover/blog/introducing-the-frontier-safety-framework/
https://deepmind.google/discover/blog/introducing-the-frontier-safety-framework/


Wu, Shengfeng Ye, Shirong Ma, Shiyu Wang, Shuang Zhou, Shuiping Yu, Shunfeng Zhou,
Size Zheng, Tao Wang, Tian Pei, Tian Yuan, Tianyu Sun, W. L. Xiao, Wangding Zeng, Wei
An, Wen Liu, Wenfeng Liang, Wenjun Gao, Wentao Zhang, X. Q. Li, Xiangyue Jin, Xianzu
Wang, Xiao Bi, Xiaodong Liu, Xiaohan Wang, Xiaojin Shen, Xiaokang Chen, Xiaosha Chen,
Xiaotao Nie, and Xiaowen Sun. Deepseek-v2: A strong, economical, and efficient mixture-of-
experts language model. CoRR, abs/2405.04434, 2024. doi: 10.48550/ARXIV.2405.04434.
URL https://doi.org/10.48550/arXiv.2405.04434.

Boyi Deng, Wenjie Wang, Fuli Feng, Yang Deng, Qifan Wang, and Xiangnan He. Attack
prompt generation for red teaming and defending large language models. In Houda
Bouamor, Juan Pino, and Kalika Bali (eds.), Findings of the Association for Computational
Linguistics: EMNLP 2023, Singapore, December 6-10, 2023, pp. 2176–2189. Association
for Computational Linguistics, 2023a. doi: 10.18653/V1/2023.FINDINGS-EMNLP.143.
URL https://doi.org/10.18653/v1/2023.findings-emnlp.143.

Boyi Deng, Wenjie Wang, Fuli Feng, Yang Deng, Qifan Wang, and Xiangnan He. At-
tack prompt generation for red teaming and defending large language models. CoRR,
abs/2310.12505, 2023b. doi: 10.48550/ARXIV.2310.12505. URL https://doi.org/10.
48550/arXiv.2310.12505.

Gelei Deng, Yi Liu, Yuekang Li, Kailong Wang, Ying Zhang, Zefeng Li, Haoyu Wang,
Tianwei Zhang, and Yang Liu. MASTERKEY: automated jailbreaking of large language
model chatbots. In 31st Annual Network and Distributed System Security Symposium,
NDSS 2024, San Diego, California, USA, February 26 - March 1, 2024. The Inter-
net Society, 2024a. URL https://www.ndss-symposium.org/ndss-paper/masterkey-
automated-jailbreaking-of-large-language-model-chatbots/.

Jiawen Deng, Jingyan Zhou, Hao Sun, Chujie Zheng, Fei Mi, Helen Meng, and Minlie
Huang. COLD: A benchmark for chinese offensive language detection. In Yoav Goldberg,
Zornitsa Kozareva, and Yue Zhang (eds.), Proceedings of the 2022 Conference on Empirical
Methods in Natural Language Processing, EMNLP 2022, Abu Dhabi, United Arab Emirates,
December 7-11, 2022, pp. 11580–11599. Association for Computational Linguistics, 2022.
doi: 10.18653/V1/2022.EMNLP-MAIN.796. URL https://doi.org/10.18653/v1/2022.
emnlp-main.796.

Yue Deng, Wenxuan Zhang, Sinno Jialin Pan, and Lidong Bing. Multilingual jailbreak
challenges in large language models. In The Twelfth International Conference on Learning
Representations, ICLR 2024, Vienna, Austria, May 7-11, 2024. OpenReview.net, 2024b.
URL https://openreview.net/forum?id=vESNKdEMGp.

Leon Derczynski, Carol Anderson, and Subho Majumdar. Avid announces integration with
garak, a vulnerability scanner for llms, 2023. URL https://avidml.org/blog/garak-
integration/.

Ameet Deshpande, Vishvak Murahari, Tanmay Rajpurohit, Ashwin Kalyan, and Karthik
Narasimhan. Toxicity in chatgpt: Analyzing persona-assigned language models. In Houda
Bouamor, Juan Pino, and Kalika Bali (eds.), Findings of the Association for Computational

107

https://doi.org/10.48550/arXiv.2405.04434
https://doi.org/10.18653/v1/2023.findings-emnlp.143
https://doi.org/10.48550/arXiv.2310.12505
https://doi.org/10.48550/arXiv.2310.12505
https://www.ndss-symposium.org/ndss-paper/masterkey-automated-jailbreaking-of-large-language-model-chatbots/
https://www.ndss-symposium.org/ndss-paper/masterkey-automated-jailbreaking-of-large-language-model-chatbots/
https://doi.org/10.18653/v1/2022.emnlp-main.796
https://doi.org/10.18653/v1/2022.emnlp-main.796
https://openreview.net/forum?id=vESNKdEMGp
https://avidml.org/blog/garak-integration/
https://avidml.org/blog/garak-integration/


Linguistics: EMNLP 2023, Singapore, December 6-10, 2023, pp. 1236–1270. Association
for Computational Linguistics, 2023. doi: 10.18653/V1/2023.FINDINGS-EMNLP.88. URL
https://doi.org/10.18653/v1/2023.findings-emnlp.88.

Sunipa Dev, Tao Li, Jeff M. Phillips, and Vivek Srikumar. Oscar: Orthogonal subspace
correction and rectification of biases in word embeddings. In Marie-Francine Moens,
Xuanjing Huang, Lucia Specia, and Scott Wen-tau Yih (eds.), Proceedings of the 2021
Conference on Empirical Methods in Natural Language Processing, EMNLP 2021, Virtual
Event / Punta Cana, Dominican Republic, 7-11 November, 2021, pp. 5034–5050. Association
for Computational Linguistics, 2021. doi: 10.18653/V1/2021.EMNLP-MAIN.411. URL
https://doi.org/10.18653/v1/2021.emnlp-main.411.

Jacob Devlin, Ming-Wei Chang, Kenton Lee, and Kristina Toutanova. BERT: pre-training
of deep bidirectional transformers for language understanding. In Jill Burstein, Christy
Doran, and Thamar Solorio (eds.), Proceedings of the 2019 Conference of the North
American Chapter of the Association for Computational Linguistics: Human Language
Technologies, NAACL-HLT 2019, Minneapolis, MN, USA, June 2-7, 2019, Volume 1 (Long
and Short Papers), pp. 4171–4186. Association for Computational Linguistics, 2019. doi:
10.18653/V1/N19-1423. URL https://doi.org/10.18653/v1/n19-1423.

Jwala Dhamala, Tony Sun, Varun Kumar, Satyapriya Krishna, Yada Pruksachatkun, Kai-Wei
Chang, and Rahul Gupta. BOLD: dataset and metrics for measuring biases in open-ended
language generation. In Madeleine Clare Elish, William Isaac, and Richard S. Zemel
(eds.), FAccT ’21: 2021 ACM Conference on Fairness, Accountability, and Transparency,
Virtual Event / Toronto, Canada, March 3-10, 2021, pp. 862–872. ACM, 2021a. doi:
10.1145/3442188.3445924. URL https://doi.org/10.1145/3442188.3445924.

Jwala Dhamala, Tony Sun, Varun Kumar, Satyapriya Krishna, Yada Pruksachatkun, Kai-Wei
Chang, and Rahul Gupta. BOLD: dataset and metrics for measuring biases in open-ended
language generation. CoRR, abs/2101.11718, 2021b. URL https://arxiv.org/abs/2101.
11718.

Joachim Diederich. Explanation and artificial neural networks. International Journal of
Man-Machine Studies, 37(3):335–355, 1992.

Peng Ding, Jun Kuang, Dan Ma, Xuezhi Cao, Yunsen Xian, Jiajun Chen, and Shujian Huang.
A wolf in sheep’s clothing: Generalized nested jailbreak prompts can fool large language
models easily. In Proceedings of the 2024 Conference of the North American Chapter of
the Association for Computational Linguistics: Human Language Technologies (Volume 1:
Long Papers), pp. 2136–2153, 2024.

Lucas Dixon, John Li, Jeffrey Sorensen, Nithum Thain, and Lucy Vasserman. Measuring
and mitigating unintended bias in text classification. In Jason Furman, Gary E. Marchant,
Huw Price, and Francesca Rossi (eds.), Proceedings of the 2018 AAAI/ACM Conference
on AI, Ethics, and Society, AIES 2018, New Orleans, LA, USA, February 02-03, 2018,
pp. 67–73. ACM, 2018. doi: 10.1145/3278721.3278729. URL https://doi.org/10.1145/
3278721.3278729.

108

https://doi.org/10.18653/v1/2023.findings-emnlp.88
https://doi.org/10.18653/v1/2021.emnlp-main.411
https://doi.org/10.18653/v1/n19-1423
https://doi.org/10.1145/3442188.3445924
https://arxiv.org/abs/2101.11718
https://arxiv.org/abs/2101.11718
https://doi.org/10.1145/3278721.3278729
https://doi.org/10.1145/3278721.3278729


DLA Piper. Comparing the US AI Executive Order and the EU AI Act - DLA Piper GENIE
— knowledge.dlapiper.com. https://knowledge.dlapiper.com/dlapiperknowledge/
globalemploymentlatestdevelopments/2023/comparing-the-US-AI-Executive-
Order-and-the-EU-AI-Act.html, 2023.

Diego Dorn, Alexandre Variengien, Charbel-Raphaël Ségerie, and Vincent Corruble. BELLS:
A framework towards future proof benchmarks for the evaluation of LLM safeguards. CoRR,
abs/2406.01364, 2024a. doi: 10.48550/ARXIV.2406.01364. URL https://doi.org/10.
48550/arXiv.2406.01364.

Rebecca Dorn, Lee Kezar, Fred Morstatter, and Kristina Lerman. Harmful speech detection
by language models exhibits gender-queer dialect bias. CoRR, abs/2406.00020, 2024b. doi:
10.48550/ARXIV.2406.00020. URL https://doi.org/10.48550/arXiv.2406.00020.

Darshil Doshi, Aritra Das, Tianyu He, and Andrey Gromov. To grok or not to grok:
Disentangling generalization and memorization on corrupted algorithmic datasets. In
The Twelfth International Conference on Learning Representations, ICLR 2024, Vienna,
Austria, May 7-11, 2024, 2024. URL https://openreview.net/forum?id=UHjE5v5MB7.

Finale Doshi-Velez and Been Kim. Towards a rigorous science of interpretable machine
learning. arXiv preprint arXiv:1702.08608, 2017.

Hanyu Duan, Yi Yang, and Kar Yan Tam. Do llms know about hallucination? an empirical
investigation of llm’s hidden states. ArXiv preprint, abs/2402.09733, 2024a. URL https:
//arxiv.org/abs/2402.09733.

Shitong Duan, Xiaoyuan Yi, Peng Zhang, Tun Lu, Xing Xie, and Ning Gu. Denevil: towards
deciphering and navigating the ethical values of large language models via instruction
learning. In The Twelfth International Conference on Learning Representations, ICLR 2024,
Vienna, Austria, May 7-11, 2024. OpenReview.net, 2024b. URL https://openreview.
net/forum?id=m3RRWWFaVe.

Abhimanyu Dubey, Abhinav Jauhri, Abhinav Pandey, Abhishek Kadian, Ahmad Al-Dahle,
Aiesha Letman, Akhil Mathur, Alan Schelten, Amy Yang, Angela Fan, Anirudh Goyal,
Anthony Hartshorn, Aobo Yang, Archi Mitra, Archie Sravankumar, Artem Korenev, Arthur
Hinsvark, Arun Rao, Aston Zhang, Aurélien Rodriguez, Austen Gregerson, Ava Spataru,
Baptiste Rozière, Bethany Biron, Binh Tang, Bobbie Chern, Charlotte Caucheteux, Chaya
Nayak, Chloe Bi, Chris Marra, Chris McConnell, Christian Keller, Christophe Touret,
Chunyang Wu, Corinne Wong, Cristian Canton Ferrer, Cyrus Nikolaidis, Damien Allonsius,
Daniel Song, Danielle Pintz, Danny Livshits, David Esiobu, Dhruv Choudhary, Dhruv
Mahajan, Diego Garcia-Olano, Diego Perino, Dieuwke Hupkes, Egor Lakomkin, Ehab
AlBadawy, Elina Lobanova, Emily Dinan, Eric Michael Smith, Filip Radenovic, Frank
Zhang, Gabriel Synnaeve, Gabrielle Lee, Georgia Lewis Anderson, Graeme Nail, Grégoire
Mialon, Guan Pang, Guillem Cucurell, Hailey Nguyen, Hannah Korevaar, Hu Xu, Hugo
Touvron, Iliyan Zarov, Imanol Arrieta Ibarra, Isabel M. Kloumann, Ishan Misra, Ivan
Evtimov, Jade Copet, Jaewon Lee, Jan Geffert, Jana Vranes, Jason Park, Jay Mahadeokar,
Jeet Shah, Jelmer van der Linde, Jennifer Billock, Jenny Hong, Jenya Lee, Jeremy Fu,

109

https://knowledge.dlapiper.com/dlapiperknowledge/globalemploymentlatestdevelopments/2023/comparing-the-US-AI-Executive-Order-and-the-EU-AI-Act.html
https://knowledge.dlapiper.com/dlapiperknowledge/globalemploymentlatestdevelopments/2023/comparing-the-US-AI-Executive-Order-and-the-EU-AI-Act.html
https://knowledge.dlapiper.com/dlapiperknowledge/globalemploymentlatestdevelopments/2023/comparing-the-US-AI-Executive-Order-and-the-EU-AI-Act.html
https://doi.org/10.48550/arXiv.2406.01364
https://doi.org/10.48550/arXiv.2406.01364
https://doi.org/10.48550/arXiv.2406.00020
https://openreview.net/forum?id=UHjE5v5MB7
https://arxiv.org/abs/2402.09733
https://arxiv.org/abs/2402.09733
https://openreview.net/forum?id=m3RRWWFaVe
https://openreview.net/forum?id=m3RRWWFaVe


Jianfeng Chi, Jianyu Huang, Jiawen Liu, Jie Wang, Jiecao Yu, Joanna Bitton, Joe Spisak,
Jongsoo Park, Joseph Rocca, Joshua Johnstun, Joshua Saxe, Junteng Jia, Kalyan Vasuden
Alwala, Kartikeya Upasani, Kate Plawiak, Ke Li, Kenneth Heafield, and Kevin Stone. The
llama 3 herd of models. CoRR, abs/2407.21783, 2024. doi: 10.48550/ARXIV.2407.21783.
URL https://doi.org/10.48550/arXiv.2407.21783.

Nouha Dziri, Sivan Milton, Mo Yu, Osmar Zaiane, and Siva Reddy. On the origin of
hallucinations in conversational models: Is it the datasets or the models? In Proceedings of
the 2022 Conference of the North American Chapter of the Association for Computational
Linguistics: Human Language Technologies, pp. 5271–5285, Seattle, United States, 2022.
Association for Computational Linguistics. doi: 10.18653/v1/2022.naacl-main.387. URL
https://aclanthology.org/2022.naacl-main.387.

Francisco Eiras, Aleksandar Petrov, Bertie Vidgen, Christian Schröder de Witt, Fabio
Pizzati, Katherine Elkins, Supratik Mukhopadhyay, Adel Bibi, Aaron Purewal, Botos
Csaba, Fabro Steibel, Fazel Keshtkar, Fazl Barez, Genevieve Smith, Gianluca Guadagni,
Jon Chun, Jordi Cabot, Joseph Marvin Imperial, Juan Arturo Nolazco, Lori Landay,
Matthew Jackson, Philip H. S. Torr, Trevor Darrell, Yong Suk Lee, and Jakob N. Foerster.
Risks and opportunities of open-source generative AI. CoRR, abs/2405.08597, 2024. doi:
10.48550/ARXIV.2405.08597. URL https://doi.org/10.48550/arXiv.2405.08597.

Ronen Eldan and Mark Russinovich. Who’s harry potter? approximate unlearning in llms.
arXiv preprint arXiv:2310.02238, 2023.

Nelson Elhage, Neel Nanda, Catherine Olsson, Tom Henighan, Nicholas Joseph, Ben Mann,
Amanda Askell, Yuntao Bai, Anna Chen, Tom Conerly, et al. A mathematical framework
for transformer circuits. Transformer Circuits Thread, 1(1):12, 2021.

Nelson Elhage, Tristan Hume, Catherine Olsson, Nicholas Schiefer, Tom Henighan, Shauna
Kravec, Zac Hatfield-Dodds, Robert Lasenby, Dawn Drain, Carol Chen, Roger Grosse,
Sam McCandlish, Jared Kaplan, Dario Amodei, Martin Wattenberg, and Christopher
Olah. Toy models of superposition. ArXiv preprint, abs/2209.10652, 2022. URL https:
//arxiv.org/abs/2209.10652.

Mai ElSherief, Caleb Ziems, David Muchlinski, Vaishnavi Anupindi, Jordyn Seybolt, Mun-
mun De Choudhury, and Diyi Yang. Latent hatred: A benchmark for understanding
implicit hate speech. In Marie-Francine Moens, Xuanjing Huang, Lucia Specia, and
Scott Wen-tau Yih (eds.), Proceedings of the 2021 Conference on Empirical Methods in
Natural Language Processing, EMNLP 2021, Virtual Event / Punta Cana, Dominican
Republic, 7-11 November, 2021, pp. 345–363. Association for Computational Linguistics,
2021. doi: 10.18653/V1/2021.EMNLP-MAIN.29. URL https://doi.org/10.18653/v1/
2021.emnlp-main.29.

Alex Engler. The eu and u.s. diverge on ai regulation: A transatlantic comparison and steps
to alignment, 2023. URL https://coilink.org/20.500.12592/3ptdkj.

110

https://doi.org/10.48550/arXiv.2407.21783
https://aclanthology.org/2022.naacl-main.387
https://doi.org/10.48550/arXiv.2405.08597
https://arxiv.org/abs/2209.10652
https://arxiv.org/abs/2209.10652
https://doi.org/10.18653/v1/2021.emnlp-main.29
https://doi.org/10.18653/v1/2021.emnlp-main.29
https://coilink.org/20.500.12592/3ptdkj


Richard Ennals. Wendell wallach and colin allen: Moral machines: teaching robots right
from wrong. AI Soc., 24(2):207–208, 2009. doi: 10.1007/S00146-009-0205-6. URL
https://doi.org/10.1007/s00146-009-0205-6.

Shangbin Feng, Herun Wan, Ningnan Wang, Zhaoxuan Tan, Minnan Luo, and Yulia Tsvetkov.
What does the bot say? opportunities and risks of large language models in social media
bot detection. CoRR, abs/2402.00371, 2024. doi: 10.48550/ARXIV.2402.00371. URL
https://doi.org/10.48550/arXiv.2402.00371.

Md Meftahul Ferdaus, Mahdi Abdelguerfi, Elias Ioup, Kendall N. Niles, Ken Pathak, and
Steven Sloan. Towards trustworthy AI: A review of ethical and robust large language
models. CoRR, abs/2407.13934, 2024. doi: 10.48550/ARXIV.2407.13934. URL https:
//doi.org/10.48550/arXiv.2407.13934.

Emilio Ferrara. Should chatgpt be biased? challenges and risks of bias in large language
models. First Monday, 28(11), 2023. doi: 10.5210/FM.V28I11.13346. URL https:
//doi.org/10.5210/fm.v28i11.13346.

Erez Firt. Ought we align the values of artificial moral agents? AI Ethics, 4(2):273–282,
2024. doi: 10.1007/S43681-023-00264-X. URL https://doi.org/10.1007/s43681-023-
00264-x.

Jessica Fjeld, Nele Achten, Hannah Hilligoss, Adam Nagy, and Madhulika Srikumar. Princi-
pled artificial intelligence: Mapping consensus in ethical and rights-based approaches to
principles for ai. Berkman Klein Center Research Publication, 2020.

Eve Fleisig, Aubrie Amstutz, Chad Atalla, Su Lin Blodgett, Hal Daumé III, Alexandra
Olteanu, Emily Sheng, Dan Vann, and Hanna Wallach. Fairprism: evaluating fairness-
related harms in text generation. In Proceedings of the 61st Annual Meeting of the
Association for Computational Linguistics (Volume 1: Long Papers), pp. 6231–6251, 2023.

Luciano Floridi, Josh Cowls, Thomas C. King, and Mariarosaria Taddeo. How to design
AI for social good: Seven essential factors. Sci. Eng. Ethics, 26(3):1771–1796, 2020. doi:
10.1007/S11948-020-00213-5. URL https://doi.org/10.1007/s11948-020-00213-5.

Joe Foley. 23 of the best deepfake examples that terrified and amused the internet, 2022. URL
https://autos.yahoo.com/18-deepfake-examples-terrified-amused-161052553.
html?guccounter=1&guce_referrer=aHR0cHM6Ly93d3cuYmluZy5jb20v&guce_
referrer_sig=AQAAABGcth7K3HDpeMACYnYOWkYrzqciGkA2cxslkTvUGA3iqPwgcEnYOsvh-
SCcl_GgEc_5z34fL6c4VCdak6ywcOwwIAfc8-NHqTFWswBD0qgDwO3YsmStZ12nItDe4W9-
ko5fBa6Co5Ou_1hpKwMC2yyfS2lL2KbBjmUFrDoWJg1o.

Maxwell Forbes, Jena D. Hwang, Vered Shwartz, Maarten Sap, and Yejin Choi. Social
chemistry 101: Learning to reason about social and moral norms. In Bonnie Webber, Trevor
Cohn, Yulan He, and Yang Liu (eds.), Proceedings of the 2020 Conference on Empirical
Methods in Natural Language Processing, EMNLP 2020, Online, November 16-20, 2020, pp.
653–670. Association for Computational Linguistics, 2020. doi: 10.18653/v1/2020.emnlp-
main.48. URL https://doi.org/10.18653/v1/2020.emnlp-main.48.

111

https://doi.org/10.1007/s00146-009-0205-6
https://doi.org/10.48550/arXiv.2402.00371
https://doi.org/10.48550/arXiv.2407.13934
https://doi.org/10.48550/arXiv.2407.13934
https://doi.org/10.5210/fm.v28i11.13346
https://doi.org/10.5210/fm.v28i11.13346
https://doi.org/10.1007/s43681-023-00264-x
https://doi.org/10.1007/s43681-023-00264-x
https://doi.org/10.1007/s11948-020-00213-5
https://autos.yahoo.com/18-deepfake-examples-terrified-amused-161052553.html?guccounter=1&guce_referrer=aHR0cHM6Ly93d3cuYmluZy5jb20v&guce_referrer_sig=AQAAABGcth7K3HDpeMACYnYOWkYrzqciGkA2cxslkTvUGA3iqPwgcEnYOsvh-SCcl_GgEc_5z34fL6c4VCdak6ywcOwwIAfc8-NHqTFWswBD0qgDwO3YsmStZ12nItDe4W9-ko5fBa6Co5Ou_1hpKwMC2yyfS2lL2KbBjmUFrDoWJg1o
https://autos.yahoo.com/18-deepfake-examples-terrified-amused-161052553.html?guccounter=1&guce_referrer=aHR0cHM6Ly93d3cuYmluZy5jb20v&guce_referrer_sig=AQAAABGcth7K3HDpeMACYnYOWkYrzqciGkA2cxslkTvUGA3iqPwgcEnYOsvh-SCcl_GgEc_5z34fL6c4VCdak6ywcOwwIAfc8-NHqTFWswBD0qgDwO3YsmStZ12nItDe4W9-ko5fBa6Co5Ou_1hpKwMC2yyfS2lL2KbBjmUFrDoWJg1o
https://autos.yahoo.com/18-deepfake-examples-terrified-amused-161052553.html?guccounter=1&guce_referrer=aHR0cHM6Ly93d3cuYmluZy5jb20v&guce_referrer_sig=AQAAABGcth7K3HDpeMACYnYOWkYrzqciGkA2cxslkTvUGA3iqPwgcEnYOsvh-SCcl_GgEc_5z34fL6c4VCdak6ywcOwwIAfc8-NHqTFWswBD0qgDwO3YsmStZ12nItDe4W9-ko5fBa6Co5Ou_1hpKwMC2yyfS2lL2KbBjmUFrDoWJg1o
https://autos.yahoo.com/18-deepfake-examples-terrified-amused-161052553.html?guccounter=1&guce_referrer=aHR0cHM6Ly93d3cuYmluZy5jb20v&guce_referrer_sig=AQAAABGcth7K3HDpeMACYnYOWkYrzqciGkA2cxslkTvUGA3iqPwgcEnYOsvh-SCcl_GgEc_5z34fL6c4VCdak6ywcOwwIAfc8-NHqTFWswBD0qgDwO3YsmStZ12nItDe4W9-ko5fBa6Co5Ou_1hpKwMC2yyfS2lL2KbBjmUFrDoWJg1o
https://autos.yahoo.com/18-deepfake-examples-terrified-amused-161052553.html?guccounter=1&guce_referrer=aHR0cHM6Ly93d3cuYmluZy5jb20v&guce_referrer_sig=AQAAABGcth7K3HDpeMACYnYOWkYrzqciGkA2cxslkTvUGA3iqPwgcEnYOsvh-SCcl_GgEc_5z34fL6c4VCdak6ywcOwwIAfc8-NHqTFWswBD0qgDwO3YsmStZ12nItDe4W9-ko5fBa6Co5Ou_1hpKwMC2yyfS2lL2KbBjmUFrDoWJg1o
https://doi.org/10.18653/v1/2020.emnlp-main.48


Fortra. Sony hackers used phishing emails to breach company networks, 2015. URL
https://www.tripwire.com/state-of-security/sony-hackers-used-phishing-
emails-to-breach-company-networks.

World Economic Forum. The AI Governance Journey: Development and Op-
portunities. https://www.weforum.org/publications/the-ai-governance-journey-
development-and-opportunities/, 2021.

Leon Fröhling and Arkaitz Zubiaga. Feature-based detection of automated language models:
tackling gpt-2, GPT-3 and grover. PeerJ Comput. Sci., 7:e443, 2021. doi: 10.7717/PEERJ-
CS.443. URL https://doi.org/10.7717/peerj-cs.443.

Yu Fu, Wen Xiao, Jia Chen, Jiachen Li, Evangelos E. Papalexakis, Aichi Chien, and Yue Dong.
Cross-task defense: Instruction-tuning llms for content safety. CoRR, abs/2405.15202,
2024. doi: 10.48550/ARXIV.2405.15202. URL https://doi.org/10.48550/arXiv.2405.
15202.

Future of Life Institute. Turning Vision into Action: Implementing the Senate AI Roadmap
- Future of Life Institute — futureoflife.org. https://futureoflife.org/document/
vision-into-action-senate-ai-roadmap/, 2024.

Thomas Gabor, Steffen Illium, Maximilian Zorn, Cristian Lenta, Andy Mattausch, Lenz
Belzner, and Claudia Linnhoff-Popien. Self-replication in neural networks. Artif. Life, 28
(2):205–223, 2022. doi: 10.1162/ARTL\_A\_00359. URL https://doi.org/10.1162/
artl_a_00359.

Iason Gabriel and Vafa Ghazavi. The challenge of value alignment. In The Oxford Handbook
of Digital Ethics. Oxford University Press Oxford, 2022.

Pranav Gade, Simon Lermen, Charlie Rogers-Smith, and Jeffrey Ladish. Badllama: cheaply
removing safety fine-tuning from llama 2-chat 13b. CoRR, abs/2311.00117, 2023. doi:
10.48550/ARXIV.2311.00117. URL https://doi.org/10.48550/arXiv.2311.00117.

Laura Galindo, Karine Perset, and Francesca Sheeka. An overview of national ai strategies
and policies, 2021.

Isabel O. Gallegos, Ryan A. Rossi, Joe Barrow, Md. Mehrab Tanjim, Sungchul Kim, Franck
Dernoncourt, Tong Yu, Ruiyi Zhang, and Nesreen K. Ahmed. Bias and fairness in large
language models: A survey. CoRR, abs/2309.00770, 2023. doi: 10.48550/ARXIV.2309.00770.
URL https://doi.org/10.48550/arXiv.2309.00770.

Chengguang Gan, Qinghao Zhang, and Tatsunori Mori. Application of LLM agents in
recruitment: A novel framework for resume screening. CoRR, abs/2401.08315, 2024. doi:
10.48550/ARXIV.2401.08315. URL https://doi.org/10.48550/arXiv.2401.08315.

Deep Ganguli, Amanda Askell, Nicholas Schiefer, Thomas I. Liao, Kamile Lukosiute, Anna
Chen, Anna Goldie, Azalia Mirhoseini, Catherine Olsson, Danny Hernandez, Dawn Drain,
Dustin Li, Eli Tran-Johnson, Ethan Perez, Jackson Kernion, Jamie Kerr, Jared Mueller,

112

https://www.tripwire.com/state-of-security/sony-hackers-used-phishing-emails-to-breach-company-networks
https://www.tripwire.com/state-of-security/sony-hackers-used-phishing-emails-to-breach-company-networks
https://www.weforum.org/publications/the-ai-governance-journey-development-and-opportunities/
https://www.weforum.org/publications/the-ai-governance-journey-development-and-opportunities/
https://doi.org/10.7717/peerj-cs.443
https://doi.org/10.48550/arXiv.2405.15202
https://doi.org/10.48550/arXiv.2405.15202
https://futureoflife.org/document/vision-into-action-senate-ai-roadmap/
https://futureoflife.org/document/vision-into-action-senate-ai-roadmap/
https://doi.org/10.1162/artl_a_00359
https://doi.org/10.1162/artl_a_00359
https://doi.org/10.48550/arXiv.2311.00117
https://doi.org/10.48550/arXiv.2309.00770
https://doi.org/10.48550/arXiv.2401.08315


Joshua Landau, Kamal Ndousse, Karina Nguyen, Liane Lovitt, Michael Sellitto, Nelson
Elhage, Noemí Mercado, Nova DasSarma, Oliver Rausch, Robert Lasenby, Robin Larson,
Sam Ringer, Sandipan Kundu, Saurav Kadavath, Scott Johnston, Shauna Kravec, Sheer El
Showk, Tamera Lanham, Timothy Telleen-Lawton, Tom Henighan, Tristan Hume, Yuntao
Bai, Zac Hatfield-Dodds, Ben Mann, Dario Amodei, Nicholas Joseph, Sam McCandlish, Tom
Brown, Christopher Olah, Jack Clark, Samuel R. Bowman, and Jared Kaplan. The capacity
for moral self-correction in large language models. CoRR, abs/2302.07459, 2023. doi:
10.48550/ARXIV.2302.07459. URL https://doi.org/10.48550/arXiv.2302.07459.

Leo Gao, Tom Dupré la Tour, Henk Tillman, Gabriel Goh, Rajan Troll, Alec Radford, Ilya
Sutskever, Jan Leike, and Jeffrey Wu. Scaling and evaluating sparse autoencoders. ArXiv
preprint, abs/2406.04093, 2024. URL https://arxiv.org/abs/2406.04093.

Shivam Garg, Dimitris Tsipras, Percy S Liang, and Gregory Valiant. What can transformers
learn in-context? a case study of simple function classes. Advances in Neural Information
Processing Systems, 35:30583–30598, 2022.

Aparna Garimella, Rada Mihalcea, and Akhash Amarnath. Demographic-aware language
model fine-tuning as a bias mitigation technique. In Yulan He, Heng Ji, Yang Liu, Sujian
Li, Chia-Hui Chang, Soujanya Poria, Chenghua Lin, Wray L. Buntine, Maria Liakata,
Hanqi Yan, Zonghan Yan, Sebastian Ruder, Xiaojun Wan, Miguel Arana-Catania, Zhongyu
Wei, Hen-Hsen Huang, Jheng-Long Wu, Min-Yuh Day, Pengfei Liu, and Ruifeng Xu
(eds.), Proceedings of the 2nd Conference of the Asia-Pacific Chapter of the Association for
Computational Linguistics and the 12th International Joint Conference on Natural Language
Processing, AACL/IJCNLP 2022 - Volume 2: Short Papers, Online only, November 20-
23, 2022, pp. 311–319. Association for Computational Linguistics, 2022. URL https:
//aclanthology.org/2022.aacl-short.38.

Suyu Ge, Chunting Zhou, Rui Hou, Madian Khabsa, Yi-Chia Wang, Qifan Wang, Jiawei Han,
and Yuning Mao. Mart: Improving llm safety with multi-round automatic red-teaming,
2023.

Samuel Gehman, Suchin Gururangan, Maarten Sap, Yejin Choi, and Noah A. Smith. Re-
altoxicityprompts: Evaluating neural toxic degeneration in language models. In Trevor
Cohn, Yulan He, and Yang Liu (eds.), Findings of the Association for Computational
Linguistics: EMNLP 2020, Online Event, 16-20 November 2020, volume EMNLP 2020 of
Findings of ACL, pp. 3356–3369. Association for Computational Linguistics, 2020. doi:
10.18653/V1/2020.FINDINGS-EMNLP.301. URL https://doi.org/10.18653/v1/2020.
findings-emnlp.301.

Sebastian Gehrmann, Hendrik Strobelt, and Alexander M. Rush. GLTR: statistical detection
and visualization of generated text. In Marta R. Costa-jussà and Enrique Alfonseca (eds.),
Proceedings of the 57th Conference of the Association for Computational Linguistics, ACL
2019, Florence, Italy, July 28 - August 2, 2019, Volume 3: System Demonstrations, pp.
111–116. Association for Computational Linguistics, 2019. doi: 10.18653/V1/P19-3019.
URL https://doi.org/10.18653/v1/p19-3019.

113

https://doi.org/10.48550/arXiv.2302.07459
https://arxiv.org/abs/2406.04093
https://aclanthology.org/2022.aacl-short.38
https://aclanthology.org/2022.aacl-short.38
https://doi.org/10.18653/v1/2020.findings-emnlp.301
https://doi.org/10.18653/v1/2020.findings-emnlp.301
https://doi.org/10.18653/v1/p19-3019


Simon Geisler, Tom Wollschläger, M. H. I. Abdalla, Johannes Gasteiger, and Stephan
Günnemann. Attacking large language models with projected gradient descent. CoRR,
abs/2402.09154, 2024. doi: 10.48550/ARXIV.2402.09154. URL https://doi.org/10.
48550/arXiv.2402.09154.

Bernard Gert. Common Morality: Deciding What to Do. Oxford University Press, 09 2004.
ISBN 9780195173710. doi: 10.1093/0195173716.001.0001. URL https://doi.org/10.
1093/0195173716.001.0001.

Mor Geva, Avi Caciularu, Kevin Wang, and Yoav Goldberg. Transformer feed-forward layers
build predictions by promoting concepts in the vocabulary space. In Proceedings of the
2022 Conference on Empirical Methods in Natural Language Processing, pp. 30–45, Abu
Dhabi, United Arab Emirates, 2022a. Association for Computational Linguistics. URL
https://aclanthology.org/2022.emnlp-main.3.

Mor Geva, Avi Caciularu, Kevin Wang, and Yoav Goldberg. Transformer feed-forward layers
build predictions by promoting concepts in the vocabulary space. In Proceedings of the
2022 Conference on Empirical Methods in Natural Language Processing, pp. 30–45, Abu
Dhabi, United Arab Emirates, 2022b. Association for Computational Linguistics. URL
https://aclanthology.org/2022.emnlp-main.3.

Michael Gira, Ruisu Zhang, and Kangwook Lee. Debiasing pre-trained language models
via efficient fine-tuning. In Bharathi Raja Chakravarthi, B. Bharathi, John P. McCrae,
Manel Zarrouk, Kalika Bali, and Paul Buitelaar (eds.), Proceedings of the Second Workshop
on Language Technology for Equality, Diversity and Inclusion, LT-EDI 2022, Dublin,
Ireland, May 27, 2022, pp. 59–69. Association for Computational Linguistics, 2022. doi:
10.18653/V1/2022.LTEDI-1.8. URL https://doi.org/10.18653/v1/2022.ltedi-1.8.

Shashwat Goel, Ameya Prabhu, Philip Torr, Ponnurangam Kumaraguru, and Amartya Sanyal.
Corrective machine unlearning. CoRR, abs/2402.14015, 2024. doi: 10.48550/ARXIV.2402.
14015. URL https://doi.org/10.48550/arXiv.2402.14015.

Anjali Gopal, Nathan Helm-Burger, Lennart Justen, Emily H. Soice, Tiffany Tzeng, Geetha
Jeyapragasan, Simon Grimm, Benjamin Mueller, and Kevin M. Esvelt. Will releasing
the weights of future large language models grant widespread access to pandemic agents?
CoRR, abs/2310.18233, 2023. doi: 10.48550/ARXIV.2310.18233. URL https://doi.org/
10.48550/arXiv.2310.18233.

Jesse Graham, Jonathan Haidt, and Brian A Nosek. Liberals and conservatives rely on
different sets of moral foundations. Journal of personality and social psychology, 96(5):
1029, 2009.

Jesse Graham, Jonathan Haidt, Sena Koleva, Matt Motyl, Ravi Iyer, Sean P Wojcik, and
Peter H Ditto. Moral foundations theory: The pragmatic validity of moral pluralism. In
Advances in experimental social psychology, volume 47, pp. 55–130. Elsevier, 2013.

114

https://doi.org/10.48550/arXiv.2402.09154
https://doi.org/10.48550/arXiv.2402.09154
https://doi.org/10.1093/0195173716.001.0001
https://doi.org/10.1093/0195173716.001.0001
https://aclanthology.org/2022.emnlp-main.3
https://aclanthology.org/2022.emnlp-main.3
https://doi.org/10.18653/v1/2022.ltedi-1.8
https://doi.org/10.48550/arXiv.2402.14015
https://doi.org/10.48550/arXiv.2310.18233
https://doi.org/10.48550/arXiv.2310.18233


Shangwei Guo, Chunlong Xie, Jiwei Li, Lingjuan Lyu, and Tianwei Zhang. Threats to
pre-trained language models: Survey and taxonomy. arXiv preprint arXiv:2202.06862,
2022.

Wei Guo and Aylin Caliskan. Detecting emergent intersectional biases: Contextualized word
embeddings contain a distribution of human-like biases. In Marion Fourcade, Benjamin
Kuipers, Seth Lazar, and Deirdre K. Mulligan (eds.), AIES ’21: AAAI/ACM Conference
on AI, Ethics, and Society, Virtual Event, USA, May 19-21, 2021, pp. 122–133. ACM, 2021.
doi: 10.1145/3461702.3462536. URL https://doi.org/10.1145/3461702.3462536.

Zishan Guo, Renren Jin, Chuang Liu, Yufei Huang, Dan Shi, Supryadi, Linhao Yu, Yan
Liu, Jiaxuan Li, Bojian Xiong, and Deyi Xiong. Evaluating large language models: A
comprehensive survey. CoRR, abs/2310.19736, 2023a. doi: 10.48550/ARXIV.2310.19736.
URL https://doi.org/10.48550/arXiv.2310.19736.

Zishan Guo, Linhao Yu, Minghui Xu, Renren Jin, and Deyi Xiong. CS2W: A chinese spoken-
to-written style conversion dataset with multiple conversion types. In Houda Bouamor,
Juan Pino, and Kalika Bali (eds.), Proceedings of the 2023 Conference on Empirical Methods
in Natural Language Processing, EMNLP 2023, Singapore, December 6-10, 2023, pp. 3962–
3979. Association for Computational Linguistics, 2023b. doi: 10.18653/V1/2023.EMNLP-
MAIN.241. URL https://doi.org/10.18653/v1/2023.emnlp-main.241.

Zishan Guo, Yufei Huang, and Deyi Xiong. Ctooleval: A chinese benchmark for llm-powered
agent evaluation in real-world API interactions. In Lun-Wei Ku, Andre Martins, and Vivek
Srikumar (eds.), Findings of the Association for Computational Linguistics, ACL 2024,
Bangkok, Thailand and virtual meeting, August 11-16, 2024, pp. 15711–15724. Association
for Computational Linguistics, 2024. doi: 10.18653/V1/2024.FINDINGS-ACL.928. URL
https://doi.org/10.18653/v1/2024.findings-acl.928.

Wes Gurnee and Max Tegmark. Language models represent space and time. In The Twelfth
International Conference on Learning Representations, ICLR 2024, Vienna, Austria, May
7-11, 2024, 2024. URL https://openreview.net/forum?id=jE8xbmvFin.

Wes Gurnee, Neel Nanda, Matthew Pauly, Katherine Harvey, Dmitrii Troitskii, and Dimitris
Bertsimas. Finding neurons in a haystack: Case studies with sparse probing. Trans. Mach.
Learn. Res., 2023, 2023. URL https://openreview.net/forum?id=JYs1R9IMJr.

Suchin Gururangan, Ana Marasovic, Swabha Swayamdipta, Kyle Lo, Iz Beltagy, Doug
Downey, and Noah A. Smith. Don’t stop pretraining: Adapt language models to
domains and tasks. In Dan Jurafsky, Joyce Chai, Natalie Schluter, and Joel R.
Tetreault (eds.), Proceedings of the 58th Annual Meeting of the Association for Com-
putational Linguistics, ACL 2020, Online, July 5-10, 2020, pp. 8342–8360. Association
for Computational Linguistics, 2020. doi: 10.18653/V1/2020.ACL-MAIN.740. URL
https://doi.org/10.18653/v1/2020.acl-main.740.

Hiroki Habuka. The Path to Trustworthy AI: G7 Outcomes and Implications for Global AI
Governance — csis.org. https://www.csis.org/analysis/path-trustworthy-ai-g7-
outcomes-and-implications-global-ai-governance, 2023.

115

https://doi.org/10.1145/3461702.3462536
https://doi.org/10.48550/arXiv.2310.19736
https://doi.org/10.18653/v1/2023.emnlp-main.241
https://doi.org/10.18653/v1/2024.findings-acl.928
https://openreview.net/forum?id=jE8xbmvFin
https://openreview.net/forum?id=JYs1R9IMJr
https://doi.org/10.18653/v1/2020.acl-main.740
https://www.csis.org/analysis/path-trustworthy-ai-g7-outcomes-and-implications-global-ai-governance
https://www.csis.org/analysis/path-trustworthy-ai-g7-outcomes-and-implications-global-ai-governance


Philipp Hacker. AI regulation in europe: From the AI act to future regulatory challenges.
CoRR, abs/2310.04072, 2023. doi: 10.48550/ARXIV.2310.04072. URL https://doi.org/
10.48550/arXiv.2310.04072.

Gillian K. Hadfield and Jack Clark. Regulatory markets: The future of AI governance. CoRR,
abs/2304.04914, 2023. doi: 10.48550/ARXIV.2304.04914. URL https://doi.org/10.
48550/arXiv.2304.04914.

Rose Hadshar. A review of the evidence for existential risk from AI via misaligned power-
seeking. CoRR, abs/2310.18244, 2023. doi: 10.48550/ARXIV.2310.18244. URL https:
//doi.org/10.48550/arXiv.2310.18244.

Thilo Hagendorff. Deception abilities emerged in large language models. CoRR,
abs/2307.16513, 2023. doi: 10.48550/ARXIV.2307.16513. URL https://doi.org/10.
48550/arXiv.2307.16513.

Danny Halawi, Jean-Stanislas Denain, and Jacob Steinhardt. Overthinking the truth: Under-
standing how language models process false demonstrations. In The Twelfth International
Conference on Learning Representations, ICLR 2024, Vienna, Austria, May 7-11, 2024,
2024. URL https://openreview.net/forum?id=Tigr1kMDZy.

John Storrs Hall. Self-improving AI: an analysis. Minds Mach., 17(3):249–259, 2007. doi:
10.1007/S11023-007-9065-3. URL https://doi.org/10.1007/s11023-007-9065-3.

Seungju Han, Kavel Rao, Allyson Ettinger, Liwei Jiang, Bill Yuchen Lin, Nathan Lambert,
Yejin Choi, and Nouha Dziri. Wildguard: Open one-stop moderation tools for safety risks,
jailbreaks, and refusals of llms. CoRR, abs/2406.18495, 2024. doi: 10.48550/ARXIV.2406.
18495. URL https://doi.org/10.48550/arXiv.2406.18495.

Shanshan Han, Baturalp Buyukates, Zijian Hu, Han Jin, Weizhao Jin, Lichao Sun, Xiaoyang
Wang, Chulin Xie, Kai Zhang, Qifan Zhang, Yuhui Zhang, Chaoyang He, and Salman
Avestimehr. Fedmlsecurity: A benchmark for attacks and defenses in federated learning
and llms. CoRR, abs/2306.04959, 2023. doi: 10.48550/ARXIV.2306.04959. URL https:
//doi.org/10.48550/arXiv.2306.04959.

Divij Handa, Zehua Zhang, Amir Saeidi, and Chitta Baral. When "competency" in reasoning
opens the door to vulnerability: Jailbreaking llms via novel complex ciphers, 2024. URL
https://arxiv.org/abs/2402.10601.

Hans W. A. Hanley and Zakir Durumeric. Machine-made media: Monitoring the mobilization
of machine-generated articles on misinformation and mainstream news websites. In Yu-Ru
Lin, Yelena Mejova, and Meeyoung Cha (eds.), Proceedings of the Eighteenth International
AAAI Conference on Web and Social Media, ICWSM 2024, Buffalo, New York, USA,
June 3-6, 2024, pp. 542–556. AAAI Press, 2024. doi: 10.1609/ICWSM.V18I1.31333. URL
https://doi.org/10.1609/icwsm.v18i1.31333.

Saga Hansson, Konstantinos Mavromatakis, Yvonne Adesam, Gerlof Bouma, and Dana
Dannélls. The swedish winogender dataset. In Simon Dobnik and Lilja Øvrelid (eds.),

116

https://doi.org/10.48550/arXiv.2310.04072
https://doi.org/10.48550/arXiv.2310.04072
https://doi.org/10.48550/arXiv.2304.04914
https://doi.org/10.48550/arXiv.2304.04914
https://doi.org/10.48550/arXiv.2310.18244
https://doi.org/10.48550/arXiv.2310.18244
https://doi.org/10.48550/arXiv.2307.16513
https://doi.org/10.48550/arXiv.2307.16513
https://openreview.net/forum?id=Tigr1kMDZy
https://doi.org/10.1007/s11023-007-9065-3
https://doi.org/10.48550/arXiv.2406.18495
https://doi.org/10.48550/arXiv.2306.04959
https://doi.org/10.48550/arXiv.2306.04959
https://arxiv.org/abs/2402.10601
https://doi.org/10.1609/icwsm.v18i1.31333


Proceedings of the 23rd Nordic Conference on Computational Linguistics, NoDaLiDa 2021,
Reykjavik, Iceland (Online), May 31 - June 2, 2021, pp. 452–459. Linköping University
Electronic Press, Sweden, 2021. URL https://aclanthology.org/2021.nodalida-main.
52/.

Adib Hasan, Ileana Rugina, and Alex Wang. Pruning for protection: Increasing jailbreak
resistance in aligned llms without fine-tuning. CoRR, abs/2401.10862, 2024. doi: 10.48550/
ARXIV.2401.10862. URL https://doi.org/10.48550/arXiv.2401.10862.

Peter Hase, Mohit Bansal, Been Kim, and Asma Ghandeharioun. Does localization inform
editing? surprising differences in causality-based localization vs. knowledge editing in
language models. In Advances in Neural Information Processing Systems 36: Annual
Conference on Neural Information Processing Systems 2023, NeurIPS 2023, New Orleans,
LA, USA, December 10 - 16, 2023, 2023. URL http://papers.nips.cc/paper_files/
paper/2023/hash/3927bbdcf0e8d1fa8aa23c26f358a281-Abstract-Conference.html.

Frederick Hayes-Roth. Building expert systems, volume 1 of Advanced book program. Addison-
Wesley, 1983. ISBN 0201106868. URL https://www.worldcat.org/oclc/09154010.

Julian Hazell. Large language models can be used to effectively scale spear phishing campaigns.
CoRR, abs/2305.06972, 2023. doi: 10.48550/ARXIV.2305.06972. URL https://doi.org/
10.48550/arXiv.2305.06972.

Bing He, Caleb Ziems, Sandeep Soni, Naren Ramakrishnan, Diyi Yang, and Srijan Kumar.
Racism is a virus: anti-asian hate and counterspeech in social media during the COVID-19
crisis. In Michele Coscia, Alfredo Cuzzocrea, Kai Shu, Ralf Klamma, Sharyn O’Halloran,
and Jon G. Rokne (eds.), ASONAM ’21: International Conference on Advances in Social
Networks Analysis and Mining, Virtual Event, The Netherlands, November 8 - 11, 2021,
pp. 90–94. ACM, 2021. doi: 10.1145/3487351.3488324. URL https://doi.org/10.1145/
3487351.3488324.

Dan Hendrycks, Collin Burns, Steven Basart, Andrew Critch, Jerry Li, Dawn Song, and
Jacob Steinhardt. Aligning AI with shared human values. In 9th International Confer-
ence on Learning Representations, ICLR 2021, Virtual Event, Austria, May 3-7, 2021.
OpenReview.net, 2021. URL https://openreview.net/forum?id=dNy_RKzJacY.

Dan Hendrycks, Mantas Mazeika, and Thomas Woodside. An overview of catastrophic
AI risks. CoRR, abs/2306.12001, 2023. doi: 10.48550/ARXIV.2306.12001. URL https:
//doi.org/10.48550/arXiv.2306.12001.

Danny Hernandez, Tom Brown, Tom Conerly, Nova DasSarma, Dawn Drain, Sheer El-Showk,
Nelson Elhage, Zac Hatfield-Dodds, Tom Henighan, Tristan Hume, et al. Scaling laws
and interpretability of learning from repeated data. ArXiv preprint, abs/2205.10487, 2022.
URL https://arxiv.org/abs/2205.10487.

Joe Hoover, Gwenyth Portillo-Wightman, Leigh Yeh, Shreya Havaldar, Aida Mostafazadeh
Davani, Ying Lin, Brendan Kennedy, Mohammad Atari, Zahra Kamel, Madelyn Mendlen,

117

https://aclanthology.org/2021.nodalida-main.52/
https://aclanthology.org/2021.nodalida-main.52/
https://doi.org/10.48550/arXiv.2401.10862
http://papers.nips.cc/paper_files/paper/2023/hash/3927bbdcf0e8d1fa8aa23c26f358a281-Abstract-Conference.html
http://papers.nips.cc/paper_files/paper/2023/hash/3927bbdcf0e8d1fa8aa23c26f358a281-Abstract-Conference.html
https://www.worldcat.org/oclc/09154010
https://doi.org/10.48550/arXiv.2305.06972
https://doi.org/10.48550/arXiv.2305.06972
https://doi.org/10.1145/3487351.3488324
https://doi.org/10.1145/3487351.3488324
https://openreview.net/forum?id=dNy_RKzJacY
https://doi.org/10.48550/arXiv.2306.12001
https://doi.org/10.48550/arXiv.2306.12001
https://arxiv.org/abs/2205.10487


et al. Moral foundations twitter corpus: A collection of 35k tweets annotated for moral
sentiment. Social Psychological and Personality Science, 11(8):1057–1071, 2020.

Neil Houlsby, Andrei Giurgiu, Stanislaw Jastrzebski, Bruna Morrone, Quentin de Laroussilhe,
Andrea Gesmundo, Mona Attariyan, and Sylvain Gelly. Parameter-efficient transfer learning
for NLP. In Kamalika Chaudhuri and Ruslan Salakhutdinov (eds.), Proceedings of the 36th
International Conference on Machine Learning, ICML 2019, 9-15 June 2019, Long Beach,
California, USA, volume 97 of Proceedings of Machine Learning Research, pp. 2790–2799.
PMLR, 2019. URL http://proceedings.mlr.press/v97/houlsby19a.html.

Kai Hu, Weichen Yu, Tianjun Yao, Xiang Li, Wenhe Liu, Lijun Yu, Yining Li, Kai Chen,
Zhiqiang Shen, and Matt Fredrikson. Efficient LLM jailbreak via adaptive dense-to-sparse
constrained optimization. CoRR, abs/2405.09113, 2024. doi: 10.48550/ARXIV.2405.09113.
URL https://doi.org/10.48550/arXiv.2405.09113.

Zhengmian Hu, Gang Wu, Saayan Mitra, Ruiyi Zhang, Tong Sun, Heng Huang, and Vishy
Swaminathan. Token-level adversarial prompt detection based on perplexity measures and
contextual information. CoRR, abs/2311.11509, 2023. doi: 10.48550/ARXIV.2311.11509.
URL https://doi.org/10.48550/arXiv.2311.11509.

Yangsibo Huang, Samyak Gupta, Mengzhou Xia, Kai Li, and Danqi Chen. Catastrophic
jailbreak of open-source llms via exploiting generation. In The Twelfth International
Conference on Learning Representations, ICLR 2024, Vienna, Austria, May 7-11, 2024.
OpenReview.net, 2024a. URL https://openreview.net/forum?id=r42tSSCHPh.

Yihao Huang, Chong Wang, Xiaojun Jia, Qing Guo, Felix Juefei-Xu, Jian Zhang, Geguang
Pu, and Yang Liu. Semantic-guided prompt organization for universal goal hijacking
against llms. CoRR, abs/2405.14189, 2024b. doi: 10.48550/ARXIV.2405.14189. URL
https://doi.org/10.48550/arXiv.2405.14189.

Yue Huang, Qihui Zhang, Philip S. Yu, and Lichao Sun. Trustgpt: A benchmark for
trustworthy and responsible large language models. CoRR, abs/2306.11507, 2023. doi:
10.48550/arXiv.2306.11507. URL https://doi.org/10.48550/arXiv.2306.11507.

Yufei Huang and Deyi Xiong. CBBQ: A chinese bias benchmark dataset curated with
human-ai collaboration for large language models. In Nicoletta Calzolari, Min-Yen Kan,
Véronique Hoste, Alessandro Lenci, Sakriani Sakti, and Nianwen Xue (eds.), Proceedings of
the 2024 Joint International Conference on Computational Linguistics, Language Resources
and Evaluation, LREC/COLING 2024, 20-25 May, 2024, Torino, Italy, pp. 2917–2929.
ELRA and ICCL, 2024a. URL https://aclanthology.org/2024.lrec-main.260.

Yufei Huang and Deyi Xiong. IT2ACL learning easy-to-hard instructions via 2-phase
automated curriculum learning for large language models. In Nicoletta Calzolari, Min-
Yen Kan, Véronique Hoste, Alessandro Lenci, Sakriani Sakti, and Nianwen Xue (eds.),
Proceedings of the 2024 Joint International Conference on Computational Linguistics,
Language Resources and Evaluation, LREC/COLING 2024, 20-25 May, 2024, Torino, Italy,
pp. 9405–9421. ELRA and ICCL, 2024b. URL https://aclanthology.org/2024.lrec-
main.822.

118

http://proceedings.mlr.press/v97/houlsby19a.html
https://doi.org/10.48550/arXiv.2405.09113
https://doi.org/10.48550/arXiv.2311.11509
https://openreview.net/forum?id=r42tSSCHPh
https://doi.org/10.48550/arXiv.2405.14189
https://doi.org/10.48550/arXiv.2306.11507
https://aclanthology.org/2024.lrec-main.260
https://aclanthology.org/2024.lrec-main.822
https://aclanthology.org/2024.lrec-main.822


Hakan Inan, Kartikeya Upasani, Jianfeng Chi, Rashi Rungta, Krithika Iyer, Yuning Mao,
Michael Tontchev, Qing Hu, Brian Fuller, Davide Testuggine, and Madian Khabsa.
Llama guard: Llm-based input-output safeguard for human-ai conversations. CoRR,
abs/2312.06674, 2023. doi: 10.48550/ARXIV.2312.06674. URL https://doi.org/10.
48550/arXiv.2312.06674.

ITIC. Iti vision 2030: Eu artificial intelligence policy. https://www.itic.org/documents/
europe/0724-ITIEUAIPolicyRecommendations.pdf, 2024.

Devansh Jain, Priyanshu Kumar, Samuel Gehman, Xuhui Zhou, Thomas Hartvigsen, and
Maarten Sap. Polyglotoxicityprompts: Multilingual evaluation of neural toxic degeneration
in large language models. CoRR, abs/2405.09373, 2024. doi: 10.48550/ARXIV.2405.09373.
URL https://doi.org/10.48550/arXiv.2405.09373.

Samyak Jain, Robert Kirk, Ekdeep Singh Lubana, Robert P Dick, Hidenori Tanaka, Edward
Grefenstette, Tim Rocktäschel, and David Scott Krueger. Mechanistically analyzing the
effects of fine-tuning on procedurally defined tasks. ArXiv preprint, abs/2311.12786, 2023.
URL https://arxiv.org/abs/2311.12786.

Maurice Jakesch, Jeffrey T. Hancock, and Mor Naaman. Human heuristics for ai-generated
language are flawed. CoRR, abs/2206.07271, 2022. doi: 10.48550/ARXIV.2206.07271.
URL https://doi.org/10.48550/arXiv.2206.07271.

Jiaming Ji, Tianyi Qiu, Boyuan Chen, Borong Zhang, Hantao Lou, Kaile Wang, Yawen
Duan, Zhonghao He, Jiayi Zhou, Zhaowei Zhang, Fanzhi Zeng, Kwan Yee Ng, Juntao
Dai, Xuehai Pan, Aidan O’Gara, Yingshan Lei, Hua Xu, Brian Tse, Jie Fu, Stephen
McAleer, Yaodong Yang, Yizhou Wang, Song-Chun Zhu, Yike Guo, and Wen Gao. AI
alignment: A comprehensive survey. ArXiv preprint, abs/2310.19852, 2023. URL https:
//arxiv.org/abs/2310.19852.

Xiaojun Jia, Tianyu Pang, Chao Du, Yihao Huang, Jindong Gu, Yang Liu, Xiaochun
Cao, and Min Lin. Improved techniques for optimization-based jailbreaking on large
language models. CoRR, abs/2405.21018, 2024. doi: 10.48550/ARXIV.2405.21018. URL
https://doi.org/10.48550/arXiv.2405.21018.

Albert Q. Jiang, Alexandre Sablayrolles, Arthur Mensch, Chris Bamford, Devendra Singh
Chaplot, Diego de Las Casas, Florian Bressand, Gianna Lengyel, Guillaume Lample, Lucile
Saulnier, Lélio Renard Lavaud, Marie-Anne Lachaux, Pierre Stock, Teven Le Scao, Thibaut
Lavril, Thomas Wang, Timothée Lacroix, and William El Sayed. Mistral 7b. CoRR,
abs/2310.06825, 2023. doi: 10.48550/ARXIV.2310.06825. URL https://doi.org/10.
48550/arXiv.2310.06825.

Bojian Jiang, Yi Jing, Tianhao Shen, Tong Wu, Qing Yang, and Deyi Xiong. Automated
progressive red teaming, 2024a. URL https://arxiv.org/abs/2407.03876.

Juyong Jiang, Fan Wang, Jiasi Shen, Sungju Kim, and Sunghun Kim. A survey on large
language models for code generation. CoRR, abs/2406.00515, 2024b. doi: 10.48550/ARXIV.
2406.00515. URL https://doi.org/10.48550/arXiv.2406.00515.

119

https://doi.org/10.48550/arXiv.2312.06674
https://doi.org/10.48550/arXiv.2312.06674
https://www.itic.org/documents/europe/0724-ITIEUAIPolicyRecommendations.pdf
https://www.itic.org/documents/europe/0724-ITIEUAIPolicyRecommendations.pdf
https://doi.org/10.48550/arXiv.2405.09373
https://arxiv.org/abs/2311.12786
https://doi.org/10.48550/arXiv.2206.07271
https://arxiv.org/abs/2310.19852
https://arxiv.org/abs/2310.19852
https://doi.org/10.48550/arXiv.2405.21018
https://doi.org/10.48550/arXiv.2310.06825
https://doi.org/10.48550/arXiv.2310.06825
https://arxiv.org/abs/2407.03876
https://doi.org/10.48550/arXiv.2406.00515


Liwei Jiang, Kavel Rao, Seungju Han, Allyson Ettinger, Faeze Brahman, Sachin Ku-
mar, Niloofar Mireshghallah, Ximing Lu, Maarten Sap, Yejin Choi, and Nouha Dziri.
Wildteaming at scale: From in-the-wild jailbreaks to (adversarially) safer language
models. CoRR, abs/2406.18510, 2024c. doi: 10.48550/ARXIV.2406.18510. URL
https://doi.org/10.48550/arXiv.2406.18510.

Jigsaw. Using machine learning to reduce toxicity online, 2021. URL https://www.
perspectiveapi.com/.

Haibo Jin, Ruoxi Chen, Jinyin Chen, and Haohan Wang. Quack: Automatic jailbreaking
large language models via role-playing, 2024. URL https://openreview.net/forum?id=
1zt8GWZ9sc.

Zhijing Jin, Sydney Levine, Fernando Gonzalez Adauto, Ojasv Kamal, Maarten Sap,
Mrinmaya Sachan, Rada Mihalcea, Josh Tenenbaum, and Bernhard Schölkopf. When
to make exceptions: Exploring language models as accounts of human moral judg-
ment. In NeurIPS, 2022. URL http://papers.nips.cc/paper_files/paper/2022/
hash/b654d6150630a5ba5df7a55621390daf-Abstract-Conference.html.

Kristen Johnson and Dan Goldwasser. Classification of moral foundations in microblog politi-
cal discourse. In Iryna Gurevych and Yusuke Miyao (eds.), Proceedings of the 56th Annual
Meeting of the Association for Computational Linguistics, ACL 2018, Melbourne, Australia,
July 15-20, 2018, Volume 1: Long Papers, pp. 720–730. Association for Computational Lin-
guistics, 2018. doi: 10.18653/v1/P18-1067. URL https://aclanthology.org/P18-1067/.

Erik Jones, Anca D. Dragan, Aditi Raghunathan, and Jacob Steinhardt. Automatically
auditing large language models via discrete optimization. In Andreas Krause, Emma
Brunskill, Kyunghyun Cho, Barbara Engelhardt, Sivan Sabato, and Jonathan Scarlett (eds.),
International Conference on Machine Learning, ICML 2023, 23-29 July 2023, Honolulu,
Hawaii, USA, volume 202 of Proceedings of Machine Learning Research, pp. 15307–15329.
PMLR, 2023. URL https://proceedings.mlr.press/v202/jones23a.html.

Przemyslaw Joniak and Akiko Aizawa. Gender biases and where to find them: Exploring
gender bias in pre-trained transformer-based language models using movement pruning. In
Proceedings of the 4th Workshop on Gender Bias in Natural Language Processing (GeBNLP),
pp. 67–73, Seattle, Washington, 2022a. Association for Computational Linguistics. doi:
10.18653/v1/2022.gebnlp-1.6. URL https://aclanthology.org/2022.gebnlp-1.6.

Przemyslaw K. Joniak and Akiko Aizawa. Gender biases and where to find them: Exploring
gender bias in pre-trained transformer-based language models using movement pruning.
CoRR, abs/2207.02463, 2022b. doi: 10.48550/ARXIV.2207.02463. URL https://doi.
org/10.48550/arXiv.2207.02463.

John Jumper, Richard Evans, Alexander Pritzel, Tim Green, Michael Figurnov, Olaf Ron-
neberger, Kathryn Tunyasuvunakool, Russ Bates, Augustin Žídek, Anna Potapenko, et al.
Highly accurate protein structure prediction with alphafold. nature, 596(7873):583–589,
2021.

120

https://doi.org/10.48550/arXiv.2406.18510
https://www.perspectiveapi.com/
https://www.perspectiveapi.com/
https://openreview.net/forum?id=1zt8GWZ9sc
https://openreview.net/forum?id=1zt8GWZ9sc
http://papers.nips.cc/paper_files/paper/2022/hash/b654d6150630a5ba5df7a55621390daf-Abstract-Conference.html
http://papers.nips.cc/paper_files/paper/2022/hash/b654d6150630a5ba5df7a55621390daf-Abstract-Conference.html
https://aclanthology.org/P18-1067/
https://proceedings.mlr.press/v202/jones23a.html
https://aclanthology.org/2022.gebnlp-1.6
https://doi.org/10.48550/arXiv.2207.02463
https://doi.org/10.48550/arXiv.2207.02463


Nikhil Kandpal, Haikang Deng, Adam Roberts, Eric Wallace, and Colin Raffel. Large
language models struggle to learn long-tail knowledge. In International Conference on
Machine Learning, pp. 15696–15707. PMLR, 2023.

Masahiro Kaneko, Danushka Bollegala, and Timothy Baldwin. Eagle: Ethical dataset given
from real interactions. CoRR, abs/2402.14258, 2024. doi: 10.48550/ARXIV.2402.14258.
URL https://doi.org/10.48550/arXiv.2402.14258.

Daniel Kang, Xuechen Li, Ion Stoica, Carlos Guestrin, Matei Zaharia, and Tatsunori
Hashimoto. Exploiting programmatic behavior of llms: Dual-use through standard secu-
rity attacks. In IEEE Security and Privacy, SP 2024 - Workshops, San Francisco, CA,
USA, May 23, 2024, pp. 132–143. IEEE, 2024. doi: 10.1109/SPW63631.2024.00018. URL
https://doi.org/10.1109/SPW63631.2024.00018.

Elise Karinshak, Sunny Xun Liu, Joon Sung Park, and Jeffrey T. Hancock. Working with AI to
persuade: Examining a large language model’s ability to generate pro-vaccination messages.
Proc. ACM Hum. Comput. Interact., 7(CSCW1):1–29, 2023. doi: 10.1145/3579592. URL
https://doi.org/10.1145/3579592.

Aditi Khandelwal, Utkarsh Agarwal, Kumar Tanmay, and Monojit Choudhury. Do moral
judgment and reasoning capability of llms change with language? A study using the
multilingual defining issues test. In Yvette Graham and Matthew Purver (eds.), Proceedings
of the 18th Conference of the European Chapter of the Association for Computational
Linguistics, EACL 2024 - Volume 1: Long Papers, St. Julian’s, Malta, March 17-22,
2024, pp. 2882–2894. Association for Computational Linguistics, 2024. URL https:
//aclanthology.org/2024.eacl-long.176.

San Kim and Gary Geunbae Lee. Adversarial DPO: harnessing harmful data for reducing
toxicity with minimal impact on coherence and evasiveness in dialogue agents. CoRR,
abs/2405.12900, 2024. doi: 10.48550/ARXIV.2405.12900. URL https://doi.org/10.
48550/arXiv.2405.12900.

Sungdong Kim, Sanghwan Bae, Jamin Shin, Soyoung Kang, Donghyun Kwak, Kang Min
Yoo, and Minjoon Seo. Aligning large language models through synthetic feedback. In
Houda Bouamor, Juan Pino, and Kalika Bali (eds.), Proceedings of the 2023 Conference on
Empirical Methods in Natural Language Processing, EMNLP 2023, Singapore, December
6-10, 2023, pp. 13677–13700. Association for Computational Linguistics, 2023. doi: 10.
18653/V1/2023.EMNLP-MAIN.844. URL https://doi.org/10.18653/v1/2023.emnlp-
main.844.

Megan Kinniment, Lucas Jun Koba Sato, Haoxing Du, Brian Goodrich, Max Hasin, Lawrence
Chan, Luke Harold Miles, Tao R. Lin, Hjalmar Wijk, Joel Burget, Aaron Ho, Elizabeth
Barnes, and Paul Christiano. Evaluating language-model agents on realistic autonomous
tasks. CoRR, abs/2312.11671, 2023. doi: 10.48550/ARXIV.2312.11671. URL https:
//doi.org/10.48550/arXiv.2312.11671.

John Kirchenbauer, Jonas Geiping, Yuxin Wen, Jonathan Katz, Ian Miers, and Tom Goldstein.
A watermark for large language models. In Andreas Krause, Emma Brunskill, Kyunghyun

121

https://doi.org/10.48550/arXiv.2402.14258
https://doi.org/10.1109/SPW63631.2024.00018
https://doi.org/10.1145/3579592
https://aclanthology.org/2024.eacl-long.176
https://aclanthology.org/2024.eacl-long.176
https://doi.org/10.48550/arXiv.2405.12900
https://doi.org/10.48550/arXiv.2405.12900
https://doi.org/10.18653/v1/2023.emnlp-main.844
https://doi.org/10.18653/v1/2023.emnlp-main.844
https://doi.org/10.48550/arXiv.2312.11671
https://doi.org/10.48550/arXiv.2312.11671


Cho, Barbara Engelhardt, Sivan Sabato, and Jonathan Scarlett (eds.), International
Conference on Machine Learning, ICML 2023, 23-29 July 2023, Honolulu, Hawaii, USA,
volume 202 of Proceedings of Machine Learning Research, pp. 17061–17084. PMLR, 2023.
URL https://proceedings.mlr.press/v202/kirchenbauer23a.html.

John Kirchenbauer, Jonas Geiping, Yuxin Wen, Manli Shu, Khalid Saifullah, Kezhi Kong,
Kasun Fernando, Aniruddha Saha, Micah Goldblum, and Tom Goldstein. On the reliability
of watermarks for large language models. In The Twelfth International Conference on
Learning Representations, ICLR 2024, Vienna, Austria, May 7-11, 2024. OpenReview.net,
2024. URL https://openreview.net/forum?id=DEJIDCmWOz.

Jannik Kossen, Tom Rainforth, and Yarin Gal. In-context learning in large language models
learns label relationships but is not conventional learning. arXiv preprint arXiv:2307.12375,
2023.

Victoria Krakovna and János Kramár. Power-seeking can be probable and predictive for
trained agents. CoRR, abs/2304.06528, 2023. doi: 10.48550/ARXIV.2304.06528. URL
https://doi.org/10.48550/arXiv.2304.06528.

Sarah Kreps, R Miles McCain, and Miles Brundage. All the news that’s fit to fabricate:
Ai-generated text as a tool of media misinformation. Journal of experimental political
science, 9(1):104–117, 2022.

Alex Krizhevsky, Ilya Sutskever, and Geoffrey E. Hinton. Imagenet classification with deep
convolutional neural networks. In Peter L. Bartlett, Fernando C. N. Pereira, Christopher
J. C. Burges, Léon Bottou, and Kilian Q. Weinberger (eds.), Advances in Neural Information
Processing Systems 25: 26th Annual Conference on Neural Information Processing Systems
2012. Proceedings of a meeting held December 3-6, 2012, Lake Tahoe, Nevada, United
States, pp. 1106–1114, 2012. URL https://proceedings.neurips.cc/paper/2012/hash/
c399862d3b9d6b76c8436e924a68c45b-Abstract.html.

Aounon Kumar, Chirag Agarwal, Suraj Srinivas, Soheil Feizi, and Hima Lakkaraju. Certifying
LLM safety against adversarial prompting. CoRR, abs/2309.02705, 2023. doi: 10.48550/
ARXIV.2309.02705. URL https://doi.org/10.48550/arXiv.2309.02705.

Pranjal Kumar. Adversarial attacks and defenses for large language models (llms): methods,
frameworks & challenges. Int. J. Multim. Inf. Retr., 13(3):26, 2024. doi: 10.1007/S13735-
024-00334-8. URL https://doi.org/10.1007/s13735-024-00334-8.

Vishal Kumar, Zeyi Liao, Jaylen Jones, and Huan Sun. Amplegcg-plus: A strong generative
model of adversarial suffixes to jailbreak llms with higher success rates in fewer attempts.
CoRR, abs/2410.22143, 2024. doi: 10.48550/ARXIV.2410.22143. URL https://doi.org/
10.48550/arXiv.2410.22143.

Brenden M. Lake, Tomer D. Ullman, Joshua B. Tenenbaum, and Samuel J. Gershman.
Building machines that learn and think like people. CoRR, abs/1604.00289, 2016. URL
http://arxiv.org/abs/1604.00289.

122

https://proceedings.mlr.press/v202/kirchenbauer23a.html
https://openreview.net/forum?id=DEJIDCmWOz
https://doi.org/10.48550/arXiv.2304.06528
https://proceedings.neurips.cc/paper/2012/hash/c399862d3b9d6b76c8436e924a68c45b-Abstract.html
https://proceedings.neurips.cc/paper/2012/hash/c399862d3b9d6b76c8436e924a68c45b-Abstract.html
https://doi.org/10.48550/arXiv.2309.02705
https://doi.org/10.1007/s13735-024-00334-8
https://doi.org/10.48550/arXiv.2410.22143
https://doi.org/10.48550/arXiv.2410.22143
http://arxiv.org/abs/1604.00289


Andrew Lampinen, Ishita Dasgupta, Stephanie Chan, Kory Mathewson, Mh Tessler, Antonia
Creswell, James McClelland, Jane Wang, and Felix Hill. Can language models learn from
explanations in context? In Findings of the Association for Computational Linguistics:
EMNLP 2022, pp. 537–563, Abu Dhabi, United Arab Emirates, 2022. Association for
Computational Linguistics. URL https://aclanthology.org/2022.findings-emnlp.
38.

Anne Lauscher, Tobias Lüken, and Goran Glavas. Sustainable modular debiasing of language
models. In Marie-Francine Moens, Xuanjing Huang, Lucia Specia, and Scott Wen-tau
Yih (eds.), Findings of the Association for Computational Linguistics: EMNLP 2021,
Virtual Event / Punta Cana, Dominican Republic, 16-20 November, 2021, pp. 4782–4797.
Association for Computational Linguistics, 2021. doi: 10.18653/V1/2021.FINDINGS-
EMNLP.411. URL https://doi.org/10.18653/v1/2021.findings-emnlp.411.

Jean-Christophe Le Coze and Stian Antonsen. Safety in the Digital Age: Sociotechnical
Perspectives on Algorithms and Machine Learning. Springer Nature, 2023.

Yann LeCun, Yoshua Bengio, and Geoffrey E. Hinton. Deep learning. Nat., 521(7553):436–444,
2015. doi: 10.1038/NATURE14539. URL https://doi.org/10.1038/nature14539.

Andrew Lee, Xiaoyan Bai, Itamar Pres, Martin Wattenberg, Jonathan K. Kummerfeld, and
Rada Mihalcea. A mechanistic understanding of alignment algorithms: A case study
on DPO and toxicity. In Forty-first International Conference on Machine Learning,
ICML 2024, Vienna, Austria, July 21-27, 2024. OpenReview.net, 2024a. URL https:
//openreview.net/forum?id=dBqHGZPGZI.

Harrison Lee, Samrat Phatale, Hassan Mansoor, Thomas Mesnard, Johan Ferret, Kellie
Lu, Colton Bishop, Ethan Hall, Victor Carbune, Abhinav Rastogi, and Sushant Prakash.
RLAIF vs. RLHF: scaling reinforcement learning from human feedback with AI feedback.
In Forty-first International Conference on Machine Learning, ICML 2024, Vienna, Austria,
July 21-27, 2024. OpenReview.net, 2024b. URL https://openreview.net/forum?id=
uydQ2W41KO.

Jieh-Sheng Lee. Instructpatentgpt: Training patent language models to follow instructions
with human feedback. ArXiv preprint, abs/2406.16897, 2024. URL https://arxiv.org/
abs/2406.16897.

Katherine Lee, Daphne Ippolito, Andrew Nystrom, Chiyuan Zhang, Douglas Eck, Chris
Callison-Burch, and Nicholas Carlini. Deduplicating training data makes language models
better. Proceedings of the 60th Annual Meeting of the Association for Computational
Linguistics, 2021.

Taehyun Lee, Seokhee Hong, Jaewoo Ahn, Ilgee Hong, Hwaran Lee, Sangdoo Yun, Jamin
Shin, and Gunhee Kim. Who wrote this code? watermarking for code generation. CoRR,
abs/2305.15060, 2023. doi: 10.48550/ARXIV.2305.15060. URL https://doi.org/10.
48550/arXiv.2305.15060.

123

https://aclanthology.org/2022.findings-emnlp.38
https://aclanthology.org/2022.findings-emnlp.38
https://doi.org/10.18653/v1/2021.findings-emnlp.411
https://doi.org/10.1038/nature14539
https://openreview.net/forum?id=dBqHGZPGZI
https://openreview.net/forum?id=dBqHGZPGZI
https://openreview.net/forum?id=uydQ2W41KO
https://openreview.net/forum?id=uydQ2W41KO
https://arxiv.org/abs/2406.16897
https://arxiv.org/abs/2406.16897
https://doi.org/10.48550/arXiv.2305.15060
https://doi.org/10.48550/arXiv.2305.15060


Chak Tou Leong, Yi Cheng, Jiashuo Wang, Jian Wang, and Wenjie Li. Self-detoxifying
language models via toxification reversal. ArXiv preprint, abs/2310.09573, 2023. URL
https://arxiv.org/abs/2310.09573.

Simon Lermen, Charlie Rogers-Smith, and Jeffrey Ladish. Lora fine-tuning efficiently undoes
safety training in llama 2-chat 70b. CoRR, abs/2310.20624, 2023. doi: 10.48550/ARXIV.
2310.20624. URL https://doi.org/10.48550/arXiv.2310.20624.

Haoran Li, Yulin Chen, Jinglong Luo, Yan Kang, Xiaojin Zhang, Qi Hu, Chunkit Chan,
and Yangqiu Song. Privacy in large language models: Attacks, defenses and future
directions. CoRR, abs/2310.10383, 2023a. doi: 10.48550/ARXIV.2310.10383. URL
https://doi.org/10.48550/arXiv.2310.10383.

Haoran Li, Dadi Guo, Wei Fan, Mingshi Xu, Jie Huang, Fanpu Meng, and Yangqiu Song.
Multi-step jailbreaking privacy attacks on chatgpt. In Houda Bouamor, Juan Pino, and
Kalika Bali (eds.), Findings of the Association for Computational Linguistics: EMNLP
2023, Singapore, December 6-10, 2023, pp. 4138–4153. Association for Computational
Linguistics, 2023b. doi: 10.18653/V1/2023.FINDINGS-EMNLP.272. URL https://doi.
org/10.18653/v1/2023.findings-emnlp.272.

Haoran Li, Dadi Guo, Wei Fan, Mingshi Xu, and Yangqiu Song. Multi-step jailbreaking
privacy attacks on chatgpt. arXiv preprint arXiv:2304.05197, 2023c.

Haoran Li, Wei Fan, Yulin Chen, Jiayang Cheng, Tianshu Chu, Xuebing Zhou, Peizhao Hu,
and Yangqiu Song. Privacy checklist: Privacy violation detection grounding on contextual
integrity theory. arXiv preprint arXiv:2408.10053, 2024a.

Nathaniel Li, Alexander Pan, Anjali Gopal, Summer Yue, Daniel Berrios, Alice Gatti,
Justin D. Li, Ann-Kathrin Dombrowski, Shashwat Goel, Gabriel Mukobi, Nathan Helm-
Burger, Rassin Lababidi, Lennart Justen, Andrew B. Liu, Michael Chen, Isabelle Barrass,
Oliver Zhang, Xiaoyuan Zhu, Rishub Tamirisa, Bhrugu Bharathi, Ariel Herbert-Voss,
Cort B. Breuer, Andy Zou, Mantas Mazeika, Zifan Wang, Palash Oswal, Weiran Lin,
Adam A. Hunt, Justin Tienken-Harder, Kevin Y. Shih, Kemper Talley, John Guan, Ian
Steneker, David Campbell, Brad Jokubaitis, Steven Basart, Stephen Fitz, Ponnurangam
Kumaraguru, Kallol Krishna Karmakar, Uday Kiran Tupakula, Vijay Varadharajan, Yan
Shoshitaishvili, Jimmy Ba, Kevin M. Esvelt, Alexandr Wang, and Dan Hendrycks. The
WMDP benchmark: Measuring and reducing malicious use with unlearning. In Forty-first
International Conference on Machine Learning, ICML 2024, Vienna, Austria, July 21-27,
2024. OpenReview.net, 2024b. URL https://openreview.net/forum?id=xlr6AUDuJz.

Nathaniel Li, Alexander Pan, Anjali Gopal, Summer Yue, Daniel Berrios, Alice Gatti,
Justin D. Li, Ann-Kathrin Dombrowski, Shashwat Goel, Long Phan, Gabriel Mukobi,
Nathan Helm-Burger, Rassin Lababidi, Lennart Justen, Andrew B. Liu, Michael Chen,
Isabelle Barrass, Oliver Zhang, Xiaoyuan Zhu, Rishub Tamirisa, Bhrugu Bharathi, Adam
Khoja, Zhenqi Zhao, Ariel Herbert-Voss, Cort B. Breuer, Andy Zou, Mantas Mazeika,
Zifan Wang, Palash Oswal, Weiran Liu, Adam A. Hunt, Justin Tienken-Harder, Kevin Y.
Shih, Kemper Talley, John Guan, Russell Kaplan, Ian Steneker, David Campbell, Brad

124

https://arxiv.org/abs/2310.09573
https://doi.org/10.48550/arXiv.2310.20624
https://doi.org/10.48550/arXiv.2310.10383
https://doi.org/10.18653/v1/2023.findings-emnlp.272
https://doi.org/10.18653/v1/2023.findings-emnlp.272
https://openreview.net/forum?id=xlr6AUDuJz


Jokubaitis, Alex Levinson, Jean Wang, William Qian, Kallol Krishna Karmakar, Steven
Basart, Stephen Fitz, Mindy Levine, Ponnurangam Kumaraguru, Uday Kiran Tupakula,
Vijay Varadharajan, Yan Shoshitaishvili, Jimmy Ba, Kevin M. Esvelt, Alexandr Wang,
and Dan Hendrycks. The WMDP benchmark: Measuring and reducing malicious use
with unlearning. CoRR, abs/2403.03218, 2024c. doi: 10.48550/ARXIV.2403.03218. URL
https://doi.org/10.48550/arXiv.2403.03218.

Tao Li, Daniel Khashabi, Tushar Khot, Ashish Sabharwal, and Vivek Srikumar. Unqovering
stereotypical biases via underspecified questions. In Trevor Cohn, Yulan He, and Yang Liu
(eds.), Findings of the Association for Computational Linguistics: EMNLP 2020, Online
Event, 16-20 November 2020, volume EMNLP 2020 of Findings of ACL, pp. 3475–3489.
Association for Computational Linguistics, 2020a. doi: 10.18653/V1/2020.FINDINGS-
EMNLP.311. URL https://doi.org/10.18653/v1/2020.findings-emnlp.311.

Tao Li, Tushar Khot, Daniel Khashabi, Ashish Sabharwal, and Vivek Srikumar. Unqovering
stereotyping biases via underspecified questions. CoRR, abs/2010.02428, 2020b. URL
https://arxiv.org/abs/2010.02428.

Tianlong Li, Xiaoqing Zheng, and Xuanjing Huang. Open the pandora’s box of llms:
Jailbreaking llms through representation engineering. CoRR, abs/2401.06824, 2024d. doi:
10.48550/ARXIV.2401.06824. URL https://doi.org/10.48550/arXiv.2401.06824.

Xiang Lisa Li and Percy Liang. Prefix-tuning: Optimizing continuous prompts for generation.
In Chengqing Zong, Fei Xia, Wenjie Li, and Roberto Navigli (eds.), Proceedings of the 59th
Annual Meeting of the Association for Computational Linguistics and the 11th International
Joint Conference on Natural Language Processing, ACL/IJCNLP 2021, (Volume 1: Long
Papers), Virtual Event, August 1-6, 2021, pp. 4582–4597. Association for Computational
Linguistics, 2021. doi: 10.18653/V1/2021.ACL-LONG.353. URL https://doi.org/10.
18653/v1/2021.acl-long.353.

Xiaoxia Li, Siyuan Liang, Jiyi Zhang, Han Fang, Aishan Liu, and Ee-Chien Chang. Semantic
mirror jailbreak: Genetic algorithm based jailbreak prompts against open-source llms.
CoRR, abs/2402.14872, 2024e. doi: 10.48550/ARXIV.2402.14872. URL https://doi.org/
10.48550/arXiv.2402.14872.

Xirui Li, Ruochen Wang, Minhao Cheng, Tianyi Zhou, and Cho-Jui Hsieh. Drattack: Prompt
decomposition and reconstruction makes powerful llms jailbreakers. In Yaser Al-Onaizan,
Mohit Bansal, and Yun-Nung Chen (eds.), Findings of the Association for Computational
Linguistics: EMNLP 2024, Miami, Florida, USA, November 12-16, 2024, pp. 13891–13913.
Association for Computational Linguistics, 2024f. URL https://aclanthology.org/2024.
findings-emnlp.813.

Xuan Li, Zhanke Zhou, Jianing Zhu, Jiangchao Yao, Tongliang Liu, and Bo Han. Deepincep-
tion: Hypnotize large language model to be jailbreaker. CoRR, abs/2311.03191, 2023d. doi:
10.48550/ARXIV.2311.03191. URL https://doi.org/10.48550/arXiv.2311.03191.

Xuechen Li, Florian Tramer, Percy Liang, and Tatsunori Hashimoto. Large language models
can be strong differentially private learners. arXiv preprint arXiv:2110.05679, 2021.

125

https://doi.org/10.48550/arXiv.2403.03218
https://doi.org/10.18653/v1/2020.findings-emnlp.311
https://arxiv.org/abs/2010.02428
https://doi.org/10.48550/arXiv.2401.06824
https://doi.org/10.18653/v1/2021.acl-long.353
https://doi.org/10.18653/v1/2021.acl-long.353
https://doi.org/10.48550/arXiv.2402.14872
https://doi.org/10.48550/arXiv.2402.14872
https://aclanthology.org/2024.findings-emnlp.813
https://aclanthology.org/2024.findings-emnlp.813
https://doi.org/10.48550/arXiv.2311.03191


Yingji Li, Mengnan Du, Rui Song, Xin Wang, and Ying Wang. A survey on fairness in large
language models. ArXiv preprint, abs/2308.10149, 2023e. URL https://arxiv.org/abs/
2308.10149.

Paul Pu Liang, Chiyu Wu, Louis-Philippe Morency, and Ruslan Salakhutdinov. Towards
understanding and mitigating social biases in language models. In Marina Meila and Tong
Zhang (eds.), Proceedings of the 38th International Conference on Machine Learning, ICML
2021, 18-24 July 2021, Virtual Event, volume 139 of Proceedings of Machine Learning
Research, pp. 6565–6576. PMLR, 2021. URL http://proceedings.mlr.press/v139/
liang21a.html.

Zeyi Liao and Huan Sun. Amplegcg: Learning a universal and transferable generative model
of adversarial suffixes for jailbreaking both open and closed llms. CoRR, abs/2404.07921,
2024. doi: 10.48550/ARXIV.2404.07921. URL https://doi.org/10.48550/arXiv.2404.
07921.

Sue Lim, Ralf Schmälzle, and Gary Bente. Artificial social influence via human-embodied AI
agent interaction in immersive virtual reality (VR): effects of similarity-matching during
health conversations. CoRR, abs/2406.05486, 2024. doi: 10.48550/ARXIV.2406.05486.
URL https://doi.org/10.48550/arXiv.2406.05486.

Yih-Kai Lin, Chu-Fu Wang, Ching-Yu Chang, and Hao-Lun Sun. An efficient framework
for counting pedestrians crossing a line using low-cost devices: the benefits of distilling
the knowledge in a neural network. Multim. Tools Appl., 80(3):4037–4051, 2021. doi:
10.1007/S11042-020-09276-9. URL https://doi.org/10.1007/s11042-020-09276-9.

Eric Lipton, David E. Sanger, and Scott Shane. The perfect weapon: how russian cyberpower
invaded the u.s., 2016. URL https://www.nytimes.com/2016/12/13/us/politics/
russia-hack-election-dnc.html.

Pierre Lison, Ildikó Pilán, David Sanchez, Montserrat Batet, and Lilja Øvrelid. Anonymisation
models for text data: State of the art, challenges and future directions. In Proceedings
of the 59th Annual Meeting of the Association for Computational Linguistics and the
11th International Joint Conference on Natural Language Processing (Volume 1: Long
Papers), pp. 4188–4203, Online, 2021. Association for Computational Linguistics. doi:
10.18653/v1/2021.acl-long.323. URL https://aclanthology.org/2021.acl-long.323.

Aiwei Liu, Leyi Pan, Xuming Hu, Shuang Li, Lijie Wen, Irwin King, and Philip S. Yu.
An unforgeable publicly verifiable watermark for large language models. In The Twelfth
International Conference on Learning Representations, ICLR 2024, Vienna, Austria,
May 7-11, 2024. OpenReview.net, 2024a. URL https://openreview.net/forum?id=
gMLQwKDY3N.

Aiwei Liu, Leyi Pan, Xuming Hu, Shiao Meng, and Lijie Wen. A semantic invariant robust
watermark for large language models. In The Twelfth International Conference on Learning
Representations, ICLR 2024, Vienna, Austria, May 7-11, 2024. OpenReview.net, 2024b.
URL https://openreview.net/forum?id=6p8lpe4MNf.

126

https://arxiv.org/abs/2308.10149
https://arxiv.org/abs/2308.10149
http://proceedings.mlr.press/v139/liang21a.html
http://proceedings.mlr.press/v139/liang21a.html
https://doi.org/10.48550/arXiv.2404.07921
https://doi.org/10.48550/arXiv.2404.07921
https://doi.org/10.48550/arXiv.2406.05486
https://doi.org/10.1007/s11042-020-09276-9
https://www.nytimes.com/2016/12/13/us/politics/russia-hack-election-dnc.html
https://www.nytimes.com/2016/12/13/us/politics/russia-hack-election-dnc.html
https://aclanthology.org/2021.acl-long.323
https://openreview.net/forum?id=gMLQwKDY3N
https://openreview.net/forum?id=gMLQwKDY3N
https://openreview.net/forum?id=6p8lpe4MNf


Fan Liu, Zhao Xu, and Hao Liu. Adversarial tuning: Defending against jailbreak attacks
for llms. CoRR, abs/2406.06622, 2024c. doi: 10.48550/ARXIV.2406.06622. URL https:
//doi.org/10.48550/arXiv.2406.06622.

Hanqing Liu, Lifeng Zhou, and Huanqian Yan. Boosting jailbreak transferability for large
language models. CoRR, abs/2410.15645, 2024d. doi: 10.48550/ARXIV.2410.15645. URL
https://doi.org/10.48550/arXiv.2410.15645.

Hao Liu, Carmelo Sferrazza, and Pieter Abbeel. Chain of hindsight aligns language models
with feedback. In The Twelfth International Conference on Learning Representations,
ICLR 2024, Vienna, Austria, May 7-11, 2024. OpenReview.net, 2024e. URL https:
//openreview.net/forum?id=6xfe4IVcOu.

Jiaxiang Liu, Tianxiang Hu, Yan Zhang, Xiaotang Gai, Yang Feng, and Zuozhu Liu. A
chatgpt aided explainable framework for zero-shot medical image diagnosis. ArXiv preprint,
abs/2307.01981, 2023a. URL https://arxiv.org/abs/2307.01981.

Tong Liu, Yingjie Zhang, Zhe Zhao, Yinpeng Dong, Guozhu Meng, and Kai Chen. Making
them ask and answer: Jailbreaking large language models in few queries via disguise and
reconstruction. In Davide Balzarotti and Wenyuan Xu (eds.), 33rd USENIX Security
Symposium, USENIX Security 2024, Philadelphia, PA, USA, August 14-16, 2024. USENIX
Association, 2024f. URL https://www.usenix.org/conference/usenixsecurity24/
presentation/liu-tong.

Xiaogeng Liu, Nan Xu, Muhao Chen, and Chaowei Xiao. Autodan: Generating stealthy jail-
break prompts on aligned large language models. In The Twelfth International Conference
on Learning Representations, ICLR 2024, Vienna, Austria, May 7-11, 2024. OpenRe-
view.net, 2024g. URL https://openreview.net/forum?id=7Jwpw4qKkb.

Yan Liu, Yu Liu, Xiaokang Chen, Pin-Yu Chen, Daoguang Zan, Min-Yen Kan, and Tsung-Yi
Ho. The devil is in the neurons: Interpreting and mitigating social biases in language
models. In The Twelfth International Conference on Learning Representations, 2024h.

Yang Liu, Yuanshun Yao, Jean-Francois Ton, Xiaoying Zhang, Ruocheng Guo, Hao Cheng,
Yegor Klochkov, Muhammad Faaiz Taufiq, and Hang Li. Trustworthy llms: A survey and
guideline for evaluating large language models’ alignment. ArXiv preprint, abs/2308.05374,
2023b. URL https://arxiv.org/abs/2308.05374.

Yi Liu, Gelei Deng, Yuekang Li, Kailong Wang, Tianwei Zhang, Yepang Liu, Haoyu Wang,
Yan Zheng, and Yang Liu. Prompt injection attack against llm-integrated applications.
CoRR, abs/2306.05499, 2023c. doi: 10.48550/ARXIV.2306.05499. URL https://doi.org/
10.48550/arXiv.2306.05499.

Yi Liu, Gelei Deng, Zhengzi Xu, Yuekang Li, Yaowen Zheng, Ying Zhang, Lida Zhao,
Tianwei Zhang, and Yang Liu. Jailbreaking chatgpt via prompt engineering: An empirical
study. CoRR, abs/2305.13860, 2023d. doi: 10.48550/ARXIV.2305.13860. URL https:
//doi.org/10.48550/arXiv.2305.13860.

127

https://doi.org/10.48550/arXiv.2406.06622
https://doi.org/10.48550/arXiv.2406.06622
https://doi.org/10.48550/arXiv.2410.15645
https://openreview.net/forum?id=6xfe4IVcOu
https://openreview.net/forum?id=6xfe4IVcOu
https://arxiv.org/abs/2307.01981
https://www.usenix.org/conference/usenixsecurity24/presentation/liu-tong
https://www.usenix.org/conference/usenixsecurity24/presentation/liu-tong
https://openreview.net/forum?id=7Jwpw4qKkb
https://arxiv.org/abs/2308.05374
https://doi.org/10.48550/arXiv.2306.05499
https://doi.org/10.48550/arXiv.2306.05499
https://doi.org/10.48550/arXiv.2305.13860
https://doi.org/10.48550/arXiv.2305.13860


Zheyuan Liu, Guangyao Dou, Zhaoxuan Tan, Yijun Tian, and Meng Jiang. Towards safer large
language models through machine unlearning. In Lun-Wei Ku, Andre Martins, and Vivek
Srikumar (eds.), Findings of the Association for Computational Linguistics, ACL 2024,
Bangkok, Thailand and virtual meeting, August 11-16, 2024, pp. 1817–1829. Association
for Computational Linguistics, 2024i. doi: 10.18653/V1/2024.FINDINGS-ACL.107. URL
https://doi.org/10.18653/v1/2024.findings-acl.107.

Ziming Liu, Ouail Kitouni, Niklas Nolte, Eric J. Michaud, Max Tegmark, and Mike Williams.
Towards understanding grokking: An effective theory of representation learning. In
Advances in Neural Information Processing Systems 35: Annual Conference on Neural
Information Processing Systems 2022, NeurIPS 2022, New Orleans, LA, USA, November
28 - December 9, 2022, 2022. URL http://papers.nips.cc/paper_files/paper/2022/
hash/dfc310e81992d2e4cedc09ac47eff13e-Abstract-Conference.html.

Nicholas Lourie, Ronan Le Bras, and Yejin Choi. SCRUPLES: A corpus of community ethical
judgments on 32, 000 real-life anecdotes. In Thirty-Fifth AAAI Conference on Artificial
Intelligence, AAAI 2021, Thirty-Third Conference on Innovative Applications of Artificial
Intelligence, IAAI 2021, The Eleventh Symposium on Educational Advances in Artificial
Intelligence, EAAI 2021, Virtual Event, February 2-9, 2021, pp. 13470–13479. AAAI Press,
2021. doi: 10.1609/AAAI.V35I15.17589. URL https://doi.org/10.1609/aaai.v35i15.
17589.

Kaiji Lu, Piotr Mardziel, Fangjing Wu, Preetam Amancharla, and Anupam Datta. Gender
bias in neural natural language processing. In Vivek Nigam, Tajana Ban Kirigin, Carolyn L.
Talcott, Joshua D. Guttman, Stepan L. Kuznetsov, Boon Thau Loo, and Mitsuhiro Okada
(eds.), Logic, Language, and Security - Essays Dedicated to Andre Scedrov on the Occasion
of His 65th Birthday, volume 12300 of Lecture Notes in Computer Science, pp. 189–202.
Springer, 2020. doi: 10.1007/978-3-030-62077-6\_14. URL https://doi.org/10.1007/
978-3-030-62077-6_14.

Jakub Łucki, Boyi Wei, Yangsibo Huang, Peter Henderson, Florian Tramèr, and Javier
Rando. An adversarial perspective on machine unlearning for ai safety. arXiv preprint
arXiv:2409.18025, 2024.

Nils Lukas, Ahmed Salem, Robert Sim, Shruti Tople, Lukas Wutschitz, and Santiago Zanella
Béguelin. Analyzing leakage of personally identifiable information in language models.
In 44th IEEE Symposium on Security and Privacy, SP 2023, San Francisco, CA, USA,
May 21-25, 2023, pp. 346–363, 2023. doi: 10.1109/SP46215.2023.10179300. URL https:
//doi.org/10.1109/SP46215.2023.10179300.

Yifan Luo, Zhennan Zhou, Meitan Wang, and Bin Dong. Jailbreak instruction-tuned llms via
end-of-sentence MLP re-weighting. CoRR, abs/2410.10150, 2024. doi: 10.48550/ARXIV.
2410.10150. URL https://doi.org/10.48550/arXiv.2410.10150.

Maria Luce Lupetti, Emma Hagens, Willem van der Maden, Régine P. M. Steegers-Theunissen,
and Melek Rousian. Trustworthy embodied conversational agents for healthcare: A design
exploration of embodied conversational agents for the periconception period at erasmus MC.

128

https://doi.org/10.18653/v1/2024.findings-acl.107
http://papers.nips.cc/paper_files/paper/2022/hash/dfc310e81992d2e4cedc09ac47eff13e-Abstract-Conference.html
http://papers.nips.cc/paper_files/paper/2022/hash/dfc310e81992d2e4cedc09ac47eff13e-Abstract-Conference.html
https://doi.org/10.1609/aaai.v35i15.17589
https://doi.org/10.1609/aaai.v35i15.17589
https://doi.org/10.1007/978-3-030-62077-6_14
https://doi.org/10.1007/978-3-030-62077-6_14
https://doi.org/10.1109/SP46215.2023.10179300
https://doi.org/10.1109/SP46215.2023.10179300
https://doi.org/10.48550/arXiv.2410.10150


In Minha Lee, Cosmin Munteanu, Martin Porcheron, Johanne Trippas, and Sarah Theres
Völkel (eds.), Proceedings of the 5th International Conference on Conversational User
Interfaces, CUI 2023, Eindhoven, The Netherlands, July 19-21, 2023, pp. 25:1–25:14. ACM,
2023. doi: 10.1145/3571884.3597128. URL https://doi.org/10.1145/3571884.3597128.

Huijie Lv, Xiao Wang, Yuansen Zhang, Caishuang Huang, Shihan Dou, Junjie Ye, Tao Gui,
Qi Zhang, and Xuanjing Huang. Codechameleon: Personalized encryption framework for
jailbreaking large language models. CoRR, abs/2402.16717, 2024. doi: 10.48550/ARXIV.
2402.16717. URL https://doi.org/10.48550/arXiv.2402.16717.

Aengus Lynch, Phillip Guo, Aidan Ewart, Stephen Casper, and Dylan Hadfield-Menell.
Eight methods to evaluate robust unlearning in llms. CoRR, abs/2402.16835, 2024. doi:
10.48550/ARXIV.2402.16835. URL https://doi.org/10.48550/arXiv.2402.16835.

Weicheng Ma, Henry Scheible, Brian Wang, Goutham Veeramachaneni, Pratim Chowdhary,
Alan Sun, Andrew Koulogeorge, Lili Wang, Diyi Yang, and Soroush Vosoughi. Deciphering
stereotypes in pre-trained language models. In Proceedings of the 2023 Conference on
Empirical Methods in Natural Language Processing, pp. 11328–11345, 2023.

Bahar Uddin Mahmud and Afsana Sharmin. Deep insights of deepfake technology : A review.
CoRR, abs/2105.00192, 2021. URL https://arxiv.org/abs/2105.00192.

James Edwin Mahon. The definition of lying and deception. 2008.

Abdul Majeed and Sungchang Lee. Anonymization techniques for privacy preserving data
publishing: A comprehensive survey. IEEE access, 9:8512–8545, 2020.

Katrina Manson. The us military is taking generative ai out for a spin,
2023. URL https://www.bloomberg.com/news/newsletters/2023-07-05/the-us-
military-is-taking-generative-ai-out-for-a-spin?embedded-checkout=true.

Matti Mäntymäki, Matti Minkkinen, Teemu Birkstedt, and Mika Viljanen. Defining organi-
zational ai governance. AI and Ethics, 2(4):603–609, 2022.

Helen Margetts. Rethinking ai for good governance. Daedalus, 151(2):360–371, 2022.

Todor Markov, Chong Zhang, Sandhini Agarwal, Florentine Eloundou Nekoul, Theodore
Lee, Steven Adler, Angela Jiang, and Lilian Weng. A holistic approach to undesired
content detection in the real world. In Brian Williams, Yiling Chen, and Jennifer Neville
(eds.), Thirty-Seventh AAAI Conference on Artificial Intelligence, AAAI 2023, Thirty-Fifth
Conference on Innovative Applications of Artificial Intelligence, IAAI 2023, Thirteenth
Symposium on Educational Advances in Artificial Intelligence, EAAI 2023, Washington,
DC, USA, February 7-14, 2023, pp. 15009–15018. AAAI Press, 2023. doi: 10.1609/AAAI.
V37I12.26752. URL https://doi.org/10.1609/aaai.v37i12.26752.

Samuel Marks, Can Rager, Eric J. Michaud, Yonatan Belinkov, David Bau, and Aaron
Mueller. Sparse feature circuits: Discovering and editing interpretable causal graphs in
language models. ArXiv preprint, abs/2403.19647, 2024. URL https://arxiv.org/abs/
2403.19647.

129

https://doi.org/10.1145/3571884.3597128
https://doi.org/10.48550/arXiv.2402.16717
https://doi.org/10.48550/arXiv.2402.16835
https://arxiv.org/abs/2105.00192
https://www.bloomberg.com/news/newsletters/2023-07-05/the-us-military-is-taking-generative-ai-out-for-a-spin?embedded-checkout=true
https://www.bloomberg.com/news/newsletters/2023-07-05/the-us-military-is-taking-generative-ai-out-for-a-spin?embedded-checkout=true
https://doi.org/10.1609/aaai.v37i12.26752
https://arxiv.org/abs/2403.19647
https://arxiv.org/abs/2403.19647


Binny Mathew, Punyajoy Saha, Seid Muhie Yimam, Chris Biemann, Pawan Goyal, and
Animesh Mukherjee. Hatexplain: A benchmark dataset for explainable hate speech
detection. In Thirty-Fifth AAAI Conference on Artificial Intelligence, AAAI 2021, Thirty-
Third Conference on Innovative Applications of Artificial Intelligence, IAAI 2021, The
Eleventh Symposium on Educational Advances in Artificial Intelligence, EAAI 2021, Virtual
Event, February 2-9, 2021, pp. 14867–14875. AAAI Press, 2021. doi: 10.1609/AAAI.V35I17.
17745. URL https://doi.org/10.1609/aaai.v35i17.17745.

Tobias Matzner. Why privacy is not enough privacy in the context of "ubiquitous computing"
and "big data". J. Inf. Commun. Ethics Soc., 12(2):93–106, 2014. doi: 10.1108/JICES-08-
2013-0030. URL https://doi.org/10.1108/JICES-08-2013-0030.

Chandler May, Alex Wang, Shikha Bordia, Samuel R. Bowman, and Rachel Rudinger. On
measuring social biases in sentence encoders. In Jill Burstein, Christy Doran, and Thamar
Solorio (eds.), Proceedings of the 2019 Conference of the North American Chapter of the
Association for Computational Linguistics: Human Language Technologies, NAACL-HLT
2019, Minneapolis, MN, USA, June 2-7, 2019, Volume 1 (Long and Short Papers), pp.
622–628. Association for Computational Linguistics, 2019. doi: 10.18653/V1/N19-1063.
URL https://doi.org/10.18653/v1/n19-1063.

Mantas Mazeika, Long Phan, Xuwang Yin, Andy Zou, Zifan Wang, Norman Mu, Elham
Sakhaee, Nathaniel Li, Steven Basart, Bo Li, David Forsyth, and Dan Hendrycks. Harm-
bench: A standardized evaluation framework for automated red teaming and robust refusal,
2024. URL https://arxiv.org/abs/2402.04249.

John McCarthy. Programs with common sense. 1960. URL https://api.semanticscholar.
org/CorpusID:62564854.

John McCarthy, Marvin Minsky, Nathaniel Rochester, and Claude E. Shannon. A proposal
for the dartmouth summer research project on artificial intelligence, august 31, 1955. AI
Mag., 27(4):12–14, 2006. doi: 10.1609/AIMAG.V27I4.1904. URL https://doi.org/10.
1609/aimag.v27i4.1904.

Michal Měchura. A taxonomy of bias-causing ambiguities in machine translation. In Christian
Hardmeier, Christine Basta, Marta R. Costa-jussà, Gabriel Stanovsky, and Hila Gonen
(eds.), Proceedings of the 4th Workshop on Gender Bias in Natural Language Processing
(GeBNLP), pp. 168–173, Seattle, Washington, July 2022. Association for Computational
Linguistics. doi: 10.18653/v1/2022.gebnlp-1.18. URL https://aclanthology.org/2022.
gebnlp-1.18.

Anay Mehrotra, Manolis Zampetakis, Paul Kassianik, Blaine Nelson, Hyrum Anderson, Yaron
Singer, and Amin Karbasi. Tree of attacks: Jailbreaking black-box llms automatically.
arXiv preprint arXiv:2312.02119, 2023a.

Anay Mehrotra, Manolis Zampetakis, Paul Kassianik, Blaine Nelson, Hyrum S. Anderson,
Yaron Singer, and Amin Karbasi. Tree of attacks: Jailbreaking black-box llms automatically.
CoRR, abs/2312.02119, 2023b. doi: 10.48550/ARXIV.2312.02119. URL https://doi.
org/10.48550/arXiv.2312.02119.

130

https://doi.org/10.1609/aaai.v35i17.17745
https://doi.org/10.1108/JICES-08-2013-0030
https://doi.org/10.18653/v1/n19-1063
https://arxiv.org/abs/2402.04249
https://api.semanticscholar.org/CorpusID:62564854
https://api.semanticscholar.org/CorpusID:62564854
https://doi.org/10.1609/aimag.v27i4.1904
https://doi.org/10.1609/aimag.v27i4.1904
https://aclanthology.org/2022.gebnlp-1.18
https://aclanthology.org/2022.gebnlp-1.18
https://doi.org/10.48550/arXiv.2312.02119
https://doi.org/10.48550/arXiv.2312.02119


Joshua Meltzer and Cameron Kerry. Strengthening international cooperation on artificial
intelligence — brookings.edu. https://www.brookings.edu/articles/strengthening-
international-cooperation-on-artificial-intelligence/, 2021.

Kevin Meng, David Bau, Alex Andonian, and Yonatan Belinkov. Locating and
editing factual associations in GPT. In Advances in Neural Information Pro-
cessing Systems 35: Annual Conference on Neural Information Processing Sys-
tems 2022, NeurIPS 2022, New Orleans, LA, USA, November 28 - Decem-
ber 9, 2022, 2022. URL http://papers.nips.cc/paper_files/paper/2022/hash/
6f1d43d5a82a37e89b0665b33bf3a182-Abstract-Conference.html.

METR. Autonomy evaluation resources, 2024. URL https://metr.org/blog/2024-03-13-
autonomy-evaluation-resources/.

Stéphane M Meystre, Oscar Ferrández, F Jeffrey Friedlin, Brett R South, Shuying Shen, and
Matthew H Samore. Text de-identification for privacy protection: a study of its impact on
clinical text information content. Journal of biomedical informatics, 50:142–150, 2014.

Eric J. Michaud, Isaac Liao, Vedang Lad, Ziming Liu, Anish Mudide, Chloe Loughridge,
Zifan Carl Guo, Tara Rezaei Kheirkhah, Mateja Vukelic, and Max Tegmark. Opening
the AI black box: program synthesis via mechanistic interpretability. ArXiv preprint,
abs/2402.05110, 2024. URL https://arxiv.org/abs/2402.05110.

Tim Miller. Explanation in artificial intelligence: Insights from the social sciences. Artificial
intelligence, 267:1–38, 2019.

Marvin Minsky. Steps toward artificial intelligence. Proceedings of the IRE, 49(1):8–30, 1961.
doi: 10.1109/JRPROC.1961.287775.

Fatemehsadat Mireshghallah, Mohammadkazem Taram, Praneeth Vepakomma, Abhishek
Singh, Ramesh Raskar, and Hadi Esmaeilzadeh. Privacy in deep learning: A survey. arXiv
preprint arXiv:2004.12254, 2020.

Fatemehsadat Mireshghallah, Archit Uniyal, Tianhao Wang, David Evans, and Taylor Berg-
Kirkpatrick. An empirical analysis of memorization in fine-tuned autoregressive language
models. In Proceedings of the 2022 Conference on Empirical Methods in Natural Language
Processing, pp. 1816–1826, Abu Dhabi, United Arab Emirates, 2022. Association for
Computational Linguistics. URL https://aclanthology.org/2022.emnlp-main.119.

Yisroel Mirsky, Ambra Demontis, Jaidip Kotak, Ram Shankar, Gelei Deng, Liu Yang, Xiangyu
Zhang, Maura Pintor, Wenke Lee, Yuval Elovici, and Battista Biggio. The threat of offensive
AI to organizations. Comput. Secur., 124:103006, 2023. doi: 10.1016/J.COSE.2022.103006.
URL https://doi.org/10.1016/j.cose.2022.103006.

Eric Mitchell, Yoonho Lee, Alexander Khazatsky, Christopher D. Manning, and Chelsea Finn.
Detectgpt: Zero-shot machine-generated text detection using probability curvature. In
Andreas Krause, Emma Brunskill, Kyunghyun Cho, Barbara Engelhardt, Sivan Sabato,
and Jonathan Scarlett (eds.), International Conference on Machine Learning, ICML 2023,

131

https://www.brookings.edu/articles/strengthening-international-cooperation-on-artificial-intelligence/
https://www.brookings.edu/articles/strengthening-international-cooperation-on-artificial-intelligence/
http://papers.nips.cc/paper_files/paper/2022/hash/6f1d43d5a82a37e89b0665b33bf3a182-Abstract-Conference.html
http://papers.nips.cc/paper_files/paper/2022/hash/6f1d43d5a82a37e89b0665b33bf3a182-Abstract-Conference.html
https://metr.org/blog/2024-03-13-autonomy-evaluation-resources/
https://metr.org/blog/2024-03-13-autonomy-evaluation-resources/
https://arxiv.org/abs/2402.05110
https://aclanthology.org/2022.emnlp-main.119
https://doi.org/10.1016/j.cose.2022.103006


23-29 July 2023, Honolulu, Hawaii, USA, volume 202 of Proceedings of Machine Learning
Research, pp. 24950–24962. PMLR, 2023. URL https://proceedings.mlr.press/v202/
mitchell23a.html.

Melanie Mitchell. How do we know how smart ai systems are?, 2023.

Sandra Mitrovic, Davide Andreoletti, and Omran Ayoub. Chatgpt or human? detect
and explain. explaining decisions of machine learning model for detecting short chatgpt-
generated text. CoRR, abs/2301.13852, 2023. doi: 10.48550/ARXIV.2301.13852. URL
https://doi.org/10.48550/arXiv.2301.13852.

Mirja Mittermaier, Marium M. Raza, and Joseph C. Kvedar. Bias in ai-based models for
medical applications: challenges and mitigation strategies. npj Digit. Medicine, 6, 2023. doi:
10.1038/S41746-023-00858-Z. URL https://doi.org/10.1038/s41746-023-00858-z.

Maximilian Mozes, Xuanli He, Bennett Kleinberg, and Lewis D. Griffin. Use of llms for
illicit purposes: Threats, prevention measures, and vulnerabilities. CoRR, abs/2308.12833,
2023. doi: 10.48550/ARXIV.2308.12833. URL https://doi.org/10.48550/arXiv.2308.
12833.

Subhabrata Mukherjee, Arindam Mitra, Ganesh Jawahar, Sahaj Agarwal, Hamid Palangi, and
Ahmed Awadallah. Orca: Progressive learning from complex explanation traces of GPT-4.
ArXiv preprint, abs/2306.02707, 2023. URL https://arxiv.org/abs/2306.02707.

Jakob Mökander, Jonas Schuett, Hannah Rose Kirk, and Luciano Floridi. Auditing large
language models: a three-layered approach. AI and Ethics, pp. 1–31, 2023.

NAIAC. Findings: The potential future risks of ai. https://ai.gov/wp-content/uploads/
2023/11/Findings_The-Potential-Future-Risks-of-AI.pdf, 2023.

Silen Naihin, David Atkinson, Marc Green, Merwane Hamadi, Craig Swift, Douglas Schonholtz,
Adam Tauman Kalai, and David Bau. Testing language model agents safely in the
wild. CoRR, abs/2311.10538, 2023. doi: 10.48550/ARXIV.2311.10538. URL https:
//doi.org/10.48550/arXiv.2311.10538.

Neel Nanda, Lawrence Chan, Tom Lieberum, Jess Smith, and Jacob Steinhardt. Progress
measures for grokking via mechanistic interpretability. In The Eleventh International
Conference on Learning Representations, ICLR 2023, Kigali, Rwanda, May 1-5, 2023, 2023.
URL https://openreview.net/forum?id=9XFSbDPmdW.

Nikita Nangia, Clara Vania, Rasika Bhalerao, and Samuel R. Bowman. Crows-pairs: A
challenge dataset for measuring social biases in masked language models. In Bonnie
Webber, Trevor Cohn, Yulan He, and Yang Liu (eds.), Proceedings of the 2020 Conference on
Empirical Methods in Natural Language Processing, EMNLP 2020, Online, November 16-20,
2020, pp. 1953–1967. Association for Computational Linguistics, 2020. doi: 10.18653/V1/
2020.EMNLP-MAIN.154. URL https://doi.org/10.18653/v1/2020.emnlp-main.154.

132

https://proceedings.mlr.press/v202/mitchell23a.html
https://proceedings.mlr.press/v202/mitchell23a.html
https://doi.org/10.48550/arXiv.2301.13852
https://doi.org/10.1038/s41746-023-00858-z
https://doi.org/10.48550/arXiv.2308.12833
https://doi.org/10.48550/arXiv.2308.12833
https://arxiv.org/abs/2306.02707
https://ai.gov/wp-content/uploads/2023/11/Findings_The-Potential-Future-Risks-of-AI.pdf
https://ai.gov/wp-content/uploads/2023/11/Findings_The-Potential-Future-Risks-of-AI.pdf
https://doi.org/10.48550/arXiv.2311.10538
https://doi.org/10.48550/arXiv.2311.10538
https://openreview.net/forum?id=9XFSbDPmdW
https://doi.org/10.18653/v1/2020.emnlp-main.154


Milad Nasr, Nicholas Carlini, Jonathan Hayase, Matthew Jagielski, A. Feder Cooper, Daphne
Ippolito, Christopher A. Choquette-Choo, Eric Wallace, Florian Tramèr, and Katherine Lee.
Scalable extraction of training data from (production) language models. ArXiv preprint,
abs/2311.17035, 2023. URL https://arxiv.org/abs/2311.17035.

Zabir Al Nazi and Wei Peng. Large language models in healthcare and medical domain:
A review. Informatics, 11(3):57, 2024. doi: 10.3390/INFORMATICS11030057. URL
https://doi.org/10.3390/informatics11030057.

Helen Ngo, Cooper Raterink, João G. M. Araújo, Ivan Zhang, Carol Chen, Adrien Morisot,
and Nicholas Frosst. Mitigating harm in language models with conditional-likelihood
filtration. CoRR, abs/2108.07790, 2021. URL https://arxiv.org/abs/2108.07790.

Ziad Obermeyer, Brian Powers, Christine Vogeli, and Sendhil Mullainathan. Dissecting racial
bias in an algorithm used to manage the health of populations. Science, 366(6464):447–453,
2019.

Chris Olah, Nick Cammarata, Ludwig Schubert, Gabriel Goh, Michael Petrov, and Shan
Carter. Zoom in: An introduction to circuits. Distill, 5(3):e00024–001, 2020.

Catherine Olsson, Nelson Elhage, Neel Nanda, Nicholas Joseph, Nova DasSarma, Tom
Henighan, Ben Mann, Amanda Askell, Yuntao Bai, Anna Chen, Tom Conerly, Dawn
Drain, Deep Ganguli, Zac Hatfield-Dodds, Danny Hernandez, Scott Johnston, Andy Jones,
Jackson Kernion, Liane Lovitt, Kamal Ndousse, Dario Amodei, Tom Brown, Jack Clark,
Jared Kaplan, Sam McCandlish, and Chris Olah. In-context learning and induction heads.
ArXiv preprint, abs/2209.11895, 2022. URL https://arxiv.org/abs/2209.11895.

OpenAI. GPT-4 technical report. CoRR, abs/2303.08774, 2023a. doi: 10.48550/ARXIV.
2303.08774. URL https://doi.org/10.48550/arXiv.2303.08774.

OpenAI. Preparedness, 2023b. URL https://openai.com/preparedness/.

Long Ouyang, Jeffrey Wu, Xu Jiang, Diogo Almeida, Carroll L. Wainwright, Pamela Mishkin,
Chong Zhang, Sandhini Agarwal, Katarina Slama, Alex Ray, John Schulman, Jacob Hilton,
Fraser Kelton, Luke Miller, Maddie Simens, Amanda Askell, Peter Welinder, Paul F.
Christiano, Jan Leike, and Ryan Lowe. Training language models to follow instructions with
human feedback. In Sanmi Koyejo, S. Mohamed, A. Agarwal, Danielle Belgrave, K. Cho, and
A. Oh (eds.), Advances in Neural Information Processing Systems 35: Annual Conference
on Neural Information Processing Systems 2022, NeurIPS 2022, New Orleans, LA, USA,
November 28 - December 9, 2022, 2022. URL http://papers.nips.cc/paper_files/
paper/2022/hash/b1efde53be364a73914f58805a001731-Abstract-Conference.html.

Lorenzo Pacchiardi, Alex James Chan, Sören Mindermann, Ilan Moscovitz, Alexa Y. Pan,
Yarin Gal, Owain Evans, and Jan Markus Brauner. How to catch an AI liar: Lie detection in
black-box llms by asking unrelated questions. In The Twelfth International Conference on
Learning Representations, ICLR 2024, Vienna, Austria, May 7-11, 2024. OpenReview.net,
2024. URL https://openreview.net/forum?id=567BjxgaTp.

133

https://arxiv.org/abs/2311.17035
https://doi.org/10.3390/informatics11030057
https://arxiv.org/abs/2108.07790
https://arxiv.org/abs/2209.11895
https://doi.org/10.48550/arXiv.2303.08774
https://openai.com/preparedness/
http://papers.nips.cc/paper_files/paper/2022/hash/b1efde53be364a73914f58805a001731-Abstract-Conference.html
http://papers.nips.cc/paper_files/paper/2022/hash/b1efde53be364a73914f58805a001731-Abstract-Conference.html
https://openreview.net/forum?id=567BjxgaTp


Alexander Pan, Kush Bhatia, and Jacob Steinhardt. The effects of reward misspecification:
Mapping and mitigating misaligned models. In The Tenth International Conference on
Learning Representations, ICLR 2022, Virtual Event, April 25-29, 2022. OpenReview.net,
2022. URL https://openreview.net/forum?id=JYtwGwIL7ye.

Alexander Pan, Jun Shern Chan, Andy Zou, Nathaniel Li, Steven Basart, Thomas Woodside,
Hanlin Zhang, Scott Emmons, and Dan Hendrycks. Do the rewards justify the means?
measuring trade-offs between rewards and ethical behavior in the machiavelli benchmark.
In Andreas Krause, Emma Brunskill, Kyunghyun Cho, Barbara Engelhardt, Sivan Sabato,
and Jonathan Scarlett (eds.), International Conference on Machine Learning, ICML 2023,
23-29 July 2023, Honolulu, Hawaii, USA, volume 202 of Proceedings of Machine Learning
Research, pp. 26837–26867. PMLR, 2023. URL https://proceedings.mlr.press/v202/
pan23a.html.

Trishan Panch, Heather Mattie, and Rifat Atun. Artificial intelligence and algorithmic bias:
implications for health systems. Journal of global health, 9(2), 2019.

Peter S. Park, Simon Goldstein, Aidan O’Gara, Michael Chen, and Dan Hendrycks. AI
deception: A survey of examples, risks, and potential solutions. Patterns, 5(6):100988,
2024. doi: 10.1016/J.PATTER.2024.100988. URL https://doi.org/10.1016/j.patter.
2024.100988.

San-Hee Park, Kang-Min Kim, O-Joun Lee, Youjin Kang, Jaewon Lee, Su-Min Lee, and
SangKeun Lee. "why do I feel offended?" - korean dataset for offensive language identification.
In Andreas Vlachos and Isabelle Augenstein (eds.), Findings of the Association for Compu-
tational Linguistics: EACL 2023, Dubrovnik, Croatia, May 2-6, 2023, pp. 1112–1123. Asso-
ciation for Computational Linguistics, 2023a. doi: 10.18653/V1/2023.FINDINGS-EACL.85.
URL https://doi.org/10.18653/v1/2023.findings-eacl.85.

Sunyoung Park, Kyuri Choi, Haeun Yu, and Youngjoong Ko. Never too late to learn:
Regularizing gender bias in coreference resolution. In Tat-Seng Chua, Hady W. Lauw,
Luo Si, Evimaria Terzi, and Panayiotis Tsaparas (eds.), Proceedings of the Sixteenth ACM
International Conference on Web Search and Data Mining, WSDM 2023, Singapore, 27
February 2023 - 3 March 2023, pp. 15–23. ACM, 2023b. doi: 10.1145/3539597.3570473.
URL https://doi.org/10.1145/3539597.3570473.

Alicia Parrish, Angelica Chen, Nikita Nangia, Vishakh Padmakumar, Jason Phang, Jana
Thompson, Phu Mon Htut, and Samuel R. Bowman. BBQ: A hand-built bias benchmark
for question answering. In Smaranda Muresan, Preslav Nakov, and Aline Villavicencio
(eds.), Findings of the Association for Computational Linguistics: ACL 2022, Dublin,
Ireland, May 22-27, 2022, pp. 2086–2105. Association for Computational Linguistics,
2022. doi: 10.18653/V1/2022.FINDINGS-ACL.165. URL https://doi.org/10.18653/
v1/2022.findings-acl.165.

Metty Paul, Leandros Maglaras, Mohamed Amine Ferrag, and Iman Almomani. Digitization
of healthcare sector: A study on privacy and security concerns. ICT Express, 9(4):571–588,
2023.

134

https://openreview.net/forum?id=JYtwGwIL7ye
https://proceedings.mlr.press/v202/pan23a.html
https://proceedings.mlr.press/v202/pan23a.html
https://doi.org/10.1016/j.patter.2024.100988
https://doi.org/10.1016/j.patter.2024.100988
https://doi.org/10.18653/v1/2023.findings-eacl.85
https://doi.org/10.1145/3539597.3570473
https://doi.org/10.18653/v1/2022.findings-acl.165
https://doi.org/10.18653/v1/2022.findings-acl.165


Anselm Paulus, Arman Zharmagambetov, Chuan Guo, Brandon Amos, and Yuandong Tian.
Advprompter: Fast adaptive adversarial prompting for llms. CoRR, abs/2404.16873,
2024. doi: 10.48550/ARXIV.2404.16873. URL https://doi.org/10.48550/arXiv.2404.
16873.

Andi Peng, Besmira Nushi, Emre Kiciman, Kori Inkpen, and Ece Kamar. Investigations of
performance and bias in human-ai teamwork in hiring. In Thirty-Sixth AAAI Conference
on Artificial Intelligence, AAAI 2022, Thirty-Fourth Conference on Innovative Applications
of Artificial Intelligence, IAAI 2022, The Twelveth Symposium on Educational Advances in
Artificial Intelligence, EAAI 2022 Virtual Event, February 22 - March 1, 2022, pp. 12089–
12097. AAAI Press, 2022. URL https://ojs.aaai.org/index.php/AAAI/article/view/
21468.

Ethan Perez, Sam Ringer, Kamile Lukosiute, Karina Nguyen, Edwin Chen, Scott Heiner,
Craig Pettit, Catherine Olsson, Sandipan Kundu, Saurav Kadavath, Andy Jones, Anna
Chen, Benjamin Mann, Brian Israel, Bryan Seethor, Cameron McKinnon, Christopher
Olah, Da Yan, Daniela Amodei, Dario Amodei, Dawn Drain, Dustin Li, Eli Tran-Johnson,
Guro Khundadze, Jackson Kernion, James Landis, Jamie Kerr, Jared Mueller, Jeeyoon
Hyun, Joshua Landau, Kamal Ndousse, Landon Goldberg, Liane Lovitt, Martin Lucas,
Michael Sellitto, Miranda Zhang, Neerav Kingsland, Nelson Elhage, Nicholas Joseph,
Noemí Mercado, Nova DasSarma, Oliver Rausch, Robin Larson, Sam McCandlish, Scott
Johnston, Shauna Kravec, Sheer El Showk, Tamera Lanham, Timothy Telleen-Lawton,
Tom Brown, Tom Henighan, Tristan Hume, Yuntao Bai, Zac Hatfield-Dodds, Jack Clark,
Samuel R. Bowman, Amanda Askell, Roger Grosse, Danny Hernandez, Deep Ganguli, Evan
Hubinger, Nicholas Schiefer, and Jared Kaplan. Discovering language model behaviors with
model-written evaluations. In Anna Rogers, Jordan L. Boyd-Graber, and Naoaki Okazaki
(eds.), Findings of the Association for Computational Linguistics: ACL 2023, Toronto,
Canada, July 9-14, 2023, pp. 13387–13434. Association for Computational Linguistics,
2023. doi: 10.18653/V1/2023.FINDINGS-ACL.847. URL https://doi.org/10.18653/
v1/2023.findings-acl.847.

Fábio Perez and Ian Ribeiro. Ignore previous prompt: Attack techniques for language
models. CoRR, abs/2211.09527, 2022. doi: 10.48550/ARXIV.2211.09527. URL https:
//doi.org/10.48550/arXiv.2211.09527.

Mary Phuong, Matthew Aitchison, Elliot Catt, Sarah Cogan, Alexandre Kaskasoli, Victoria
Krakovna, David Lindner, Matthew Rahtz, Yannis Assael, Sarah Hodkinson, Heidi Howard,
Tom Lieberum, Ramana Kumar, Maria Abi Raad, Albert Webson, Lewis Ho, Sharon
Lin, Sebastian Farquhar, Marcus Hutter, Grégoire Delétang, Anian Ruoss, Seliem El-
Sayed, Sasha Brown, Anca D. Dragan, Rohin Shah, Allan Dafoe, and Toby Shevlane.
Evaluating frontier models for dangerous capabilities. CoRR, abs/2403.13793, 2024. doi:
10.48550/ARXIV.2403.13793. URL https://doi.org/10.48550/arXiv.2403.13793.

Mansi Phute, Alec Helbling, Matthew Hull, ShengYun Peng, Sebastian Szyller, Cory Cornelius,
and Duen Horng Chau. Llm self defense: By self examination, llms know they are being
tricked, 2024. URL https://arxiv.org/abs/2308.07308.

135

https://doi.org/10.48550/arXiv.2404.16873
https://doi.org/10.48550/arXiv.2404.16873
https://ojs.aaai.org/index.php/AAAI/article/view/21468
https://ojs.aaai.org/index.php/AAAI/article/view/21468
https://doi.org/10.18653/v1/2023.findings-acl.847
https://doi.org/10.18653/v1/2023.findings-acl.847
https://doi.org/10.48550/arXiv.2211.09527
https://doi.org/10.48550/arXiv.2211.09527
https://doi.org/10.48550/arXiv.2403.13793
https://arxiv.org/abs/2308.07308


Aleksandra Piktus, Christopher Akiki, Paulo Villegas, Hugo Laurençon, Gérard Dupont,
Alexandra Sasha Luccioni, Yacine Jernite, and Anna Rogers. The roots search tool: Data
transparency for llms. arXiv preprint arXiv:2302.14035, 2023a.

Aleksandra Piktus, Christopher Akiki, Paulo Villegas, Hugo Laurençon, Gérard Dupont, Sasha
Luccioni, Yacine Jernite, and Anna Rogers. The ROOTS search tool: Data transparency
for llms. In Proceedings of the 61st Annual Meeting of the Association for Computational
Linguistics: System Demonstrations, ACL 2023, Toronto, Canada, July 10-12, 2023, pp.
304–314, 2023b. doi: 10.18653/V1/2023.ACL-DEMO.29. URL https://doi.org/10.
18653/v1/2023.acl-demo.29.

Alethea Power, Yuri Burda, Harri Edwards, Igor Babuschkin, and Vedant Misra. Grokking:
Generalization beyond overfitting on small algorithmic datasets. ArXiv preprint,
abs/2201.02177, 2022. URL https://arxiv.org/abs/2201.02177.

Shrimai Prabhumoye, Mostofa Patwary, Mohammad Shoeybi, and Bryan Catanzaro. Adding
instructions during pretraining: Effective way of controlling toxicity in language models. In
Andreas Vlachos and Isabelle Augenstein (eds.), Proceedings of the 17th Conference of the
European Chapter of the Association for Computational Linguistics, EACL 2023, Dubrovnik,
Croatia, May 2-6, 2023, pp. 2628–2643. Association for Computational Linguistics, 2023. doi:
10.18653/V1/2023.EACL-MAIN.193. URL https://doi.org/10.18653/v1/2023.eacl-
main.193.

Sabyasachi Pramanik, Digvijay Pandey, Subhankar Joardar, M Niranjanamurthy, Binay Ku-
mar Pandey, and Jaspinder Kaur. An overview of iot privacy and security in smart cities.
In AIP Conference Proceedings, volume 2495. AIP Publishing, 2023.

Ioana Puscas. AI and International Security: Understanding the Risks and Paving the Path
for Confidence-building Measures. UNIDIR, 2023.

Jiaxin Qin, Zixuan Zhang, Chi Han, Pengfei Yu, Manling Li, and Heng Ji. Why does new
knowledge create messy ripple effects in llms? In Yaser Al-Onaizan, Mohit Bansal, and
Yun-Nung Chen (eds.), Proceedings of the 2024 Conference on Empirical Methods in Natural
Language Processing, EMNLP 2024, Miami, FL, USA, November 12-16, 2024, pp. 12602–
12609. Association for Computational Linguistics, 2024. URL https://aclanthology.
org/2024.emnlp-main.700.

Alec Radford, Jeffrey Wu, Rewon Child, David Luan, Dario Amodei, Ilya Sutskever, et al.
Language models are unsupervised multitask learners. OpenAI blog, 1(8):9, 2019.

Alec Radford, Jong Wook Kim, Chris Hallacy, Aditya Ramesh, Gabriel Goh, Sandhini
Agarwal, Girish Sastry, Amanda Askell, Pamela Mishkin, Jack Clark, Gretchen Krueger,
and Ilya Sutskever. Learning transferable visual models from natural language supervision.
In Marina Meila and Tong Zhang (eds.), Proceedings of the 38th International Conference on
Machine Learning, ICML 2021, 18-24 July 2021, Virtual Event, volume 139 of Proceedings
of Machine Learning Research, pp. 8748–8763. PMLR, 2021. URL http://proceedings.
mlr.press/v139/radford21a.html.

136

https://doi.org/10.18653/v1/2023.acl-demo.29
https://doi.org/10.18653/v1/2023.acl-demo.29
https://arxiv.org/abs/2201.02177
https://doi.org/10.18653/v1/2023.eacl-main.193
https://doi.org/10.18653/v1/2023.eacl-main.193
https://aclanthology.org/2024.emnlp-main.700
https://aclanthology.org/2024.emnlp-main.700
http://proceedings.mlr.press/v139/radford21a.html
http://proceedings.mlr.press/v139/radford21a.html


Rafael Rafailov, Archit Sharma, Eric Mitchell, Christopher D. Manning, Stefano Ermon, and
Chelsea Finn. Direct preference optimization: Your language model is secretly a reward
model. In Alice Oh, Tristan Naumann, Amir Globerson, Kate Saenko, Moritz Hardt, and
Sergey Levine (eds.), Advances in Neural Information Processing Systems 36: Annual
Conference on Neural Information Processing Systems 2023, NeurIPS 2023, New Orleans,
LA, USA, December 10 - 16, 2023, 2023. URL http://papers.nips.cc/paper_files/
paper/2023/hash/a85b405ed65c6477a4fe8302b5e06ce7-Abstract-Conference.html.

Pranav Rajpurkar, Jian Zhang, Konstantin Lopyrev, and Percy Liang. Squad: 100, 000+
questions for machine comprehension of text. In Jian Su, Xavier Carreras, and Kevin
Duh (eds.), Proceedings of the 2016 Conference on Empirical Methods in Natural Language
Processing, EMNLP 2016, Austin, Texas, USA, November 1-4, 2016, pp. 2383–2392. The
Association for Computational Linguistics, 2016. doi: 10.18653/V1/D16-1264. URL
https://doi.org/10.18653/v1/d16-1264.

Aishik Rakshit, Smriti Singh, Shuvam Keshari, Arijit Ghosh Chowdhury, Vinija Jain, and
Aman Chadha. From prejudice to parity: A new approach to debiasing large language
model word embeddings. ArXiv preprint, abs/2402.11512, 2024. URL https://arxiv.
org/abs/2402.11512.

Abhinav Rao, Atharva Naik, Sachin Vashistha, Somak Aditya, and Monojit Choudhury.
Tricking llms into disobedience: Formalizing, analyzing, and detecting jailbreaks. In
Nicoletta Calzolari, Min-Yen Kan, Véronique Hoste, Alessandro Lenci, Sakriani Sakti,
and Nianwen Xue (eds.), Proceedings of the 2024 Joint International Conference on
Computational Linguistics, Language Resources and Evaluation, LREC/COLING 2024,
20-25 May, 2024, Torino, Italy, pp. 16802–16830. ELRA and ICCL, 2024. URL https:
//aclanthology.org/2024.lrec-main.1462.

Adib Bin Rashid, Ashfakul Karim Kausik, Ahamed Al Hassan Sunny, and Mehedy Hassan
Bappy. Artificial intelligence in the military: An overview of the capabilities, applications,
and challenges. Int. J. Intell. Syst., 2023:1–31, 2023. doi: 10.1155/2023/8676366. URL
https://doi.org/10.1155/2023/8676366.

Traian Rebedea, Razvan Dinu, Makesh Narsimhan Sreedhar, Christopher Parisien, and
Jonathan Cohen. Nemo guardrails: A toolkit for controllable and safe LLM applications
with programmable rails. In Yansong Feng and Els Lefever (eds.), Proceedings of the
2023 Conference on Empirical Methods in Natural Language Processing, EMNLP 2023
- System Demonstrations, Singapore, December 6-10, 2023, pp. 431–445. Association
for Computational Linguistics, 2023. doi: 10.18653/V1/2023.EMNLP-DEMO.40. URL
https://doi.org/10.18653/v1/2023.emnlp-demo.40.

Navid Rekabsaz and Markus Schedl. Do neural ranking models intensify gender bias? In
Jimmy X. Huang, Yi Chang, Xueqi Cheng, Jaap Kamps, Vanessa Murdock, Ji-Rong Wen,
and Yiqun Liu (eds.), Proceedings of the 43rd International ACM SIGIR conference on
research and development in Information Retrieval, SIGIR 2020, Virtual Event, China,
July 25-30, 2020, pp. 2065–2068. ACM, 2020. doi: 10.1145/3397271.3401280. URL
https://doi.org/10.1145/3397271.3401280.

137

http://papers.nips.cc/paper_files/paper/2023/hash/a85b405ed65c6477a4fe8302b5e06ce7-Abstract-Conference.html
http://papers.nips.cc/paper_files/paper/2023/hash/a85b405ed65c6477a4fe8302b5e06ce7-Abstract-Conference.html
https://doi.org/10.18653/v1/d16-1264
https://arxiv.org/abs/2402.11512
https://arxiv.org/abs/2402.11512
https://aclanthology.org/2024.lrec-main.1462
https://aclanthology.org/2024.lrec-main.1462
https://doi.org/10.1155/2023/8676366
https://doi.org/10.18653/v1/2023.emnlp-demo.40
https://doi.org/10.1145/3397271.3401280


Navid Rekabsaz, Simone Kopeinik, and Markus Schedl. Societal biases in retrieved contents:
Measurement framework and adversarial mitigation of BERT rankers. In Fernando Diaz,
Chirag Shah, Torsten Suel, Pablo Castells, Rosie Jones, and Tetsuya Sakai (eds.), SIGIR
’21: The 44th International ACM SIGIR Conference on Research and Development in
Information Retrieval, Virtual Event, Canada, July 11-15, 2021, pp. 306–316. ACM, 2021.
doi: 10.1145/3404835.3462949. URL https://doi.org/10.1145/3404835.3462949.

Jie Ren, Qipeng Guo, Hang Yan, Dongrui Liu, Quanshi Zhang, Xipeng Qiu, and Dahua Lin.
Identifying semantic induction heads to understand in-context learning. arXiv preprint
arXiv:2402.13055, 2024a.

Richard Ren, Steven Basart, Adam Khoja, Alice Gatti, Long Phan, Xuwang Yin, Mantas
Mazeika, Alexander Pan, Gabriel Mukobi, Ryan H. Kim, Stephen Fitz, and Dan Hendrycks.
Safetywashing: Do AI safety benchmarks actually measure safety progress? CoRR,
abs/2407.21792, 2024b. doi: 10.48550/ARXIV.2407.21792. URL https://doi.org/10.
48550/arXiv.2407.21792.

Lisa Richwine. Cyber attack could cost sony studio as much as $100 million,
2014. URL https://www.reuters.com/article/technology/cyber-attack-could-
cost-sony-studio-as-much-as-100-million-idUSKBN0JN2L0/.

Maria Rigaki and Sebastian Garcia. A survey of privacy attacks in machine learning. arXiv
preprint arXiv:2007.07646, 2020.

AI Risk and Vulnerability Alliance. Anyone can audit! users can lead their own algorithmic
audits with indielabel, 2024. URL https://avidml.org/blog/indie-label/.

Juan Pablo Rivera, Gabriel Mukobi, Anka Reuel, Max Lamparth, Chandler Smith, and
Jacquelyn Schneider. Escalation risks from language models in military and diplomatic
decision-making. In The 2024 ACM Conference on Fairness, Accountability, and Trans-
parency, FAccT 2024, Rio de Janeiro, Brazil, June 3-6, 2024, pp. 836–898. ACM, 2024.
doi: 10.1145/3630106.3658942. URL https://doi.org/10.1145/3630106.3658942.

Alexander Robey, Eric Wong, Hamed Hassani, and George J. Pappas. Smoothllm: Defending
large language models against jailbreaking attacks. CoRR, abs/2310.03684, 2023. doi:
10.48550/ARXIV.2310.03684. URL https://doi.org/10.48550/arXiv.2310.03684.

Fabien Roger and Ryan Greenblatt. Preventing language models from hiding their reasoning.
CoRR, abs/2310.18512, 2023. doi: 10.48550/ARXIV.2310.18512. URL https://doi.org/
10.48550/arXiv.2310.18512.

Edmund T Rolls. The orbitofrontal cortex and reward. Cerebral cortex, 10(3):284–294, 2000.

David Rolnick, Priya L. Donti, Lynn H. Kaack, Kelly Kochanski, Alexandre Lacoste, Kris
Sankaran, Andrew Slavin Ross, Nikola Milojevic-Dupont, Natasha Jaques, Anna Waldman-
Brown, Alexandra Sasha Luccioni, Tegan Maharaj, Evan D. Sherwin, S. Karthik Mukkavilli,
Konrad P. Kording, Carla P. Gomes, Andrew Y. Ng, Demis Hassabis, John C. Platt, Felix
Creutzig, Jennifer T. Chayes, and Yoshua Bengio. Tackling climate change with machine

138

https://doi.org/10.1145/3404835.3462949
https://doi.org/10.48550/arXiv.2407.21792
https://doi.org/10.48550/arXiv.2407.21792
https://www.reuters.com/article/technology/cyber-attack-could-cost-sony-studio-as-much-as-100-million-idUSKBN0JN2L0/
https://www.reuters.com/article/technology/cyber-attack-could-cost-sony-studio-as-much-as-100-million-idUSKBN0JN2L0/
https://avidml.org/blog/indie-label/
https://doi.org/10.1145/3630106.3658942
https://doi.org/10.48550/arXiv.2310.03684
https://doi.org/10.48550/arXiv.2310.18512
https://doi.org/10.48550/arXiv.2310.18512


learning. ACM Comput. Surv., 55(2):42:1–42:96, 2023. doi: 10.1145/3485128. URL
https://doi.org/10.1145/3485128.

Sara Rosenthal, Pepa Atanasova, Georgi Karadzhov, Marcos Zampieri, and Preslav Nakov.
SOLID: A large-scale semi-supervised dataset for offensive language identification. In
Chengqing Zong, Fei Xia, Wenjie Li, and Roberto Navigli (eds.), Findings of the Association
for Computational Linguistics: ACL/IJCNLP 2021, Online Event, August 1-6, 2021,
volume ACL/IJCNLP 2021 of Findings of ACL, pp. 915–928. Association for Computational
Linguistics, 2021. doi: 10.18653/V1/2021.FINDINGS-ACL.80. URL https://doi.org/
10.18653/v1/2021.findings-acl.80.

Björn Ross, Michael Rist, Guillermo Carbonell, Benjamin Cabrera, Nils Kurowsky, and
Michael Wojatzki. Measuring the reliability of hate speech annotations: The case of the
european refugee crisis. CoRR, abs/1701.08118, 2017. URL http://arxiv.org/abs/1701.
08118.

Shamik Roy, Nishanth Sridhar Nakshatri, and Dan Goldwasser. Towards few-shot identi-
fication of morality frames using in-context learning. CoRR, abs/2302.02029, 2023. doi:
10.48550/ARXIV.2302.02029. URL https://doi.org/10.48550/arXiv.2302.02029.

Yangjun Ruan, Honghua Dong, Andrew Wang, Silviu Pitis, Yongchao Zhou, Jimmy Ba,
Yann Dubois, Chris J. Maddison, and Tatsunori Hashimoto. Identifying the risks of LM
agents with an lm-emulated sandbox. In The Twelfth International Conference on Learning
Representations, ICLR 2024, Vienna, Austria, May 7-11, 2024. OpenReview.net, 2024.
URL https://openreview.net/forum?id=GEcwtMk1uA.

Rachel Rudinger, Jason Naradowsky, Brian Leonard, and Benjamin Van Durme. Gender
bias in coreference resolution. In Marilyn A. Walker, Heng Ji, and Amanda Stent (eds.),
Proceedings of the 2018 Conference of the North American Chapter of the Association for
Computational Linguistics: Human Language Technologies, NAACL-HLT, New Orleans,
Louisiana, USA, June 1-6, 2018, Volume 2 (Short Papers), pp. 8–14. Association for
Computational Linguistics, 2018. doi: 10.18653/V1/N18-2002. URL https://doi.org/
10.18653/v1/n18-2002.

Aadesh Salecha, Molly E. Ireland, Shashanka Subrahmanya, João Sedoc, Lyle H. Ungar, and
Johannes C. Eichstaedt. Large language models show human-like social desirability biases
in survey responses. CoRR, abs/2405.06058, 2024. doi: 10.48550/ARXIV.2405.06058. URL
https://doi.org/10.48550/arXiv.2405.06058.

Jonas B. Sandbrink. Artificial intelligence and biological misuse: Differentiating risks of
language models and biological design tools. CoRR, abs/2306.13952, 2023. doi: 10.48550/
ARXIV.2306.13952. URL https://doi.org/10.48550/arXiv.2306.13952.

Victor Sanh, Thomas Wolf, and Alexander M. Rush. Movement pruning: Adaptive sparsity
by fine-tuning. In Hugo Larochelle, Marc’Aurelio Ranzato, Raia Hadsell, Maria-Florina
Balcan, and Hsuan-Tien Lin (eds.), Advances in Neural Information Processing Systems
33: Annual Conference on Neural Information Processing Systems 2020, NeurIPS 2020,

139

https://doi.org/10.1145/3485128
https://doi.org/10.18653/v1/2021.findings-acl.80
https://doi.org/10.18653/v1/2021.findings-acl.80
http://arxiv.org/abs/1701.08118
http://arxiv.org/abs/1701.08118
https://doi.org/10.48550/arXiv.2302.02029
https://openreview.net/forum?id=GEcwtMk1uA
https://doi.org/10.18653/v1/n18-2002
https://doi.org/10.18653/v1/n18-2002
https://doi.org/10.48550/arXiv.2405.06058
https://doi.org/10.48550/arXiv.2306.13952


December 6-12, 2020, virtual, 2020. URL https://proceedings.neurips.cc/paper/
2020/hash/eae15aabaa768ae4a5993a8a4f4fa6e4-Abstract.html.

Maarten Sap, Dallas Card, Saadia Gabriel, Yejin Choi, and Noah A. Smith. The risk of racial
bias in hate speech detection. In Anna Korhonen, David R. Traum, and Lluís Màrquez
(eds.), Proceedings of the 57th Conference of the Association for Computational Linguistics,
ACL 2019, Florence, Italy, July 28- August 2, 2019, Volume 1: Long Papers, pp. 1668–
1678. Association for Computational Linguistics, 2019. doi: 10.18653/V1/P19-1163. URL
https://doi.org/10.18653/v1/p19-1163.

Rylan Schaeffer, Brando Miranda, and Sanmi Koyejo. Are emergent abilities of large language
models a mirage? In Advances in Neural Information Processing Systems 36: Annual
Conference on Neural Information Processing Systems 2023, NeurIPS 2023, New Orleans,
LA, USA, December 10 - 16, 2023, 2023. URL http://papers.nips.cc/paper_files/
paper/2023/hash/adc98a266f45005c403b8311ca7e8bd7-Abstract-Conference.html.

Nino Scherrer, Claudia Shi, Amir Feder, and David M. Blei. Evaluating the moral beliefs
encoded in LLMs. CoRR, abs/2307.14324, 2023. doi: 10.48550/ARXIV.2307.14324. URL
https://doi.org/10.48550/arXiv.2307.14324.

Jérémy Scheurer, Mikita Balesni, and Marius Hobbhahn. Technical report: Large language
models can strategically deceive their users when put under pressure. CoRR, abs/2311.07590,
2023. doi: 10.48550/ARXIV.2311.07590. URL https://doi.org/10.48550/arXiv.2311.
07590.

Timothy Schroeder. Three faces of desire. Oxford University Press, 2004.

Jonas Schuett, Markus Anderljung, Alexis Carlier, Leonie Koessler, and Ben Garfinkel. From
principles to rules: A regulatory approach for frontier AI. CoRR, abs/2407.07300, 2024. doi:
10.48550/ARXIV.2407.07300. URL https://doi.org/10.48550/arXiv.2407.07300.

John Schulman, Philipp Moritz, Sergey Levine, Michael I. Jordan, and Pieter Abbeel. High-
dimensional continuous control using generalized advantage estimation. In Yoshua Bengio
and Yann LeCun (eds.), 4th International Conference on Learning Representations, ICLR
2016, San Juan, Puerto Rico, May 2-4, 2016, Conference Track Proceedings, 2016. URL
http://arxiv.org/abs/1506.02438.

John Schulman, Filip Wolski, Prafulla Dhariwal, Alec Radford, and Oleg Klimov. Proximal
policy optimization algorithms. CoRR, abs/1707.06347, 2017. URL http://arxiv.org/
abs/1707.06347.

Tal Schuster, Roei Schuster, Darsh J. Shah, and Regina Barzilay. The limitations of stylometry
for detecting machine-generated fake news. Comput. Linguistics, 46(2):499–510, 2020. doi:
10.1162/COLI\_A\_00380. URL https://doi.org/10.1162/coli_a_00380.

Charbel-Raphael Segerie. Ai safety strategies landscape, 2024. URL https://www.
alignmentforum.org/posts/RzsXRbk2ETNqjhsma/ai-safety-strategies-landscape.

140

https://proceedings.neurips.cc/paper/2020/hash/eae15aabaa768ae4a5993a8a4f4fa6e4-Abstract.html
https://proceedings.neurips.cc/paper/2020/hash/eae15aabaa768ae4a5993a8a4f4fa6e4-Abstract.html
https://doi.org/10.18653/v1/p19-1163
http://papers.nips.cc/paper_files/paper/2023/hash/adc98a266f45005c403b8311ca7e8bd7-Abstract-Conference.html
http://papers.nips.cc/paper_files/paper/2023/hash/adc98a266f45005c403b8311ca7e8bd7-Abstract-Conference.html
https://doi.org/10.48550/arXiv.2307.14324
https://doi.org/10.48550/arXiv.2311.07590
https://doi.org/10.48550/arXiv.2311.07590
https://doi.org/10.48550/arXiv.2407.07300
http://arxiv.org/abs/1506.02438
http://arxiv.org/abs/1707.06347
http://arxiv.org/abs/1707.06347
https://doi.org/10.1162/coli_a_00380
https://www.alignmentforum.org/posts/RzsXRbk2ETNqjhsma/ai-safety-strategies-landscape
https://www.alignmentforum.org/posts/RzsXRbk2ETNqjhsma/ai-safety-strategies-landscape


Laleh Seyyed-Kalantari, Haoran Zhang, Matthew BA McDermott, Irene Y Chen, and
Marzyeh Ghassemi. Underdiagnosis bias of artificial intelligence algorithms applied to chest
radiographs in under-served patient populations. Nature medicine, 27(12):2176–2182, 2021.

Rusheb Shah, Quentin Feuillade-Montixi, Soroush Pour, Arush Tagade, Stephen Casper,
and Javier Rando. Scalable and transferable black-box jailbreaks for language models via
persona modulation. CoRR, abs/2311.03348, 2023. doi: 10.48550/ARXIV.2311.03348.
URL https://doi.org/10.48550/arXiv.2311.03348.

Lee Sharkey, Dan Braun, and Beren Millidge. Taking features out of super-
position with sparse autoencoders, 2022. URL https://www. alignmentfo-
rum. org/posts/z6QQJbtpkEAX3Aojj/interim-research-report-taking-features-outof-
superposition. Accessed, pp. 05–10, 2023.

Arnab Sen Sharma, David Atkinson, and David Bau. Locating and editing factual associations
in mamba. ArXiv preprint, abs/2404.03646, 2024. URL https://arxiv.org/abs/2404.
03646.

Yonadav Shavit, Sandhini Agarwal, Miles Brundage, Steven Adler, Cullen O’Keefe, Rosie
Campbell, Teddy Lee, Pamela Mishkin, Tyna Eloundou, Alan Hickey, et al. Practices for
governing agentic ai systems. Research Paper, OpenAI, December, 2023.

Tianhao Shen, Renren Jin, Yufei Huang, Chuang Liu, Weilong Dong, Zishan Guo, Xinwei
Wu, Yan Liu, and Deyi Xiong. Large language model alignment: A survey. CoRR,
abs/2309.15025, 2023. doi: 10.48550/ARXIV.2309.15025. URL https://doi.org/10.
48550/arXiv.2309.15025.

Emily Sheng, Kai-Wei Chang, Premkumar Natarajan, and Nanyun Peng. The woman worked
as a babysitter: On biases in language generation. In Kentaro Inui, Jing Jiang, Vincent
Ng, and Xiaojun Wan (eds.), Proceedings of the 2019 Conference on Empirical Methods
in Natural Language Processing and the 9th International Joint Conference on Natural
Language Processing, EMNLP-IJCNLP 2019, Hong Kong, China, November 3-7, 2019, pp.
3405–3410. Association for Computational Linguistics, 2019. doi: 10.18653/V1/D19-1339.
URL https://doi.org/10.18653/v1/D19-1339.

Toby Shevlane. Structured access to AI capabilities: an emerging paradigm for safe AI
deployment. CoRR, abs/2201.05159, 2022. URL https://arxiv.org/abs/2201.05159.

Toby Shevlane, Sebastian Farquhar, Ben Garfinkel, Mary Phuong, Jess Whittlestone, Jade
Leung, Daniel Kokotajlo, Nahema Marchal, Markus Anderljung, Noam Kolt, Lewis Ho,
Divya Siddarth, Shahar Avin, Will Hawkins, Been Kim, Iason Gabriel, Vijay Bolina,
Jack Clark, Yoshua Bengio, Paul F. Christiano, and Allan Dafoe. Model evaluation for
extreme risks. CoRR, abs/2305.15324, 2023. doi: 10.48550/ARXIV.2305.15324. URL
https://doi.org/10.48550/arXiv.2305.15324.

Dan Shi, Renren Jin, Tianhao Shen, Weilong Dong, Xinwei Wu, and Deyi Xiong. IRCAN:
mitigating knowledge conflicts in LLM generation via identifying and reweighting context-
aware neurons. CoRR, abs/2406.18406, 2024a. doi: 10.48550/ARXIV.2406.18406. URL
https://doi.org/10.48550/arXiv.2406.18406.

141

https://doi.org/10.48550/arXiv.2311.03348
https://arxiv.org/abs/2404.03646
https://arxiv.org/abs/2404.03646
https://doi.org/10.48550/arXiv.2309.15025
https://doi.org/10.48550/arXiv.2309.15025
https://doi.org/10.18653/v1/D19-1339
https://arxiv.org/abs/2201.05159
https://doi.org/10.48550/arXiv.2305.15324
https://doi.org/10.48550/arXiv.2406.18406


Dan Shi, Chaobin You, Jiantao Huang, Taihao Li, and Deyi Xiong. CORECODE: A common
sense annotated dialogue dataset with benchmark tasks for chinese large language models. In
Michael J. Wooldridge, Jennifer G. Dy, and Sriraam Natarajan (eds.), Thirty-Eighth AAAI
Conference on Artificial Intelligence, AAAI 2024, Thirty-Sixth Conference on Innovative
Applications of Artificial Intelligence, IAAI 2024, Fourteenth Symposium on Educational
Advances in Artificial Intelligence, EAAI 2014, February 20-27, 2024, Vancouver, Canada,
pp. 18952–18960. AAAI Press, 2024b. doi: 10.1609/AAAI.V38I17.29861. URL https:
//doi.org/10.1609/aaai.v38i17.29861.

Ling Shi and Deyi Xiong. Criskeval: A chinese multi-level risk evaluation benchmark dataset
for large language models. CoRR, abs/2406.04752, 2024. doi: 10.48550/ARXIV.2406.04752.
URL https://doi.org/10.48550/arXiv.2406.04752.

Taylor Shin, Yasaman Razeghi, Robert L. Logan IV, Eric Wallace, and Sameer Singh.
Autoprompt: Eliciting knowledge from language models with automatically generated
prompts. In Bonnie Webber, Trevor Cohn, Yulan He, and Yang Liu (eds.), Proceedings of
the 2020 Conference on Empirical Methods in Natural Language Processing, EMNLP 2020,
Online, November 16-20, 2020, pp. 4222–4235. Association for Computational Linguistics,
2020. doi: 10.18653/V1/2020.EMNLP-MAIN.346. URL https://doi.org/10.18653/v1/
2020.emnlp-main.346.

Ilia Shumailov, Zakhar Shumaylov, Yiren Zhao, Yarin Gal, Nicolas Papernot, and Ross J.
Anderson. The curse of recursion: Training on generated data makes models forget. CoRR,
abs/2305.17493, 2023. doi: 10.48550/ARXIV.2305.17493. URL https://doi.org/10.
48550/arXiv.2305.17493.

Eric Michael Smith, Melissa Hall, Melanie Kambadur, Eleonora Presani, and Adina Williams.
"i’m sorry to hear that": Finding new biases in language models with a holistic descriptor
dataset. In Yoav Goldberg, Zornitsa Kozareva, and Yue Zhang (eds.), Proceedings of
the 2022 Conference on Empirical Methods in Natural Language Processing, EMNLP
2022, Abu Dhabi, United Arab Emirates, December 7-11, 2022, pp. 9180–9211. Association
for Computational Linguistics, 2022. doi: 10.18653/V1/2022.EMNLP-MAIN.625. URL
https://doi.org/10.18653/v1/2022.emnlp-main.625.

Emily H. Soice, Rafael Rocha, Kimberlee Cordova, Michael Specter, and Kevin M. Es-
velt. Can large language models democratize access to dual-use biotechnology? CoRR,
abs/2306.03809, 2023. doi: 10.48550/ARXIV.2306.03809. URL https://doi.org/10.
48550/arXiv.2306.03809.

Irene Solaiman and Christy Dennison. Process for adapting language models to soci-
ety (PALMS) with values-targeted datasets. In Marc’Aurelio Ranzato, Alina Beygelz-
imer, Yann N. Dauphin, Percy Liang, and Jennifer Wortman Vaughan (eds.), Ad-
vances in Neural Information Processing Systems 34: Annual Conference on Neu-
ral Information Processing Systems 2021, NeurIPS 2021, December 6-14, 2021, vir-
tual, pp. 5861–5873, 2021. URL https://proceedings.neurips.cc/paper/2021/hash/
2e855f9489df0712b4bd8ea9e2848c5a-Abstract.html.

142

https://doi.org/10.1609/aaai.v38i17.29861
https://doi.org/10.1609/aaai.v38i17.29861
https://doi.org/10.48550/arXiv.2406.04752
https://doi.org/10.18653/v1/2020.emnlp-main.346
https://doi.org/10.18653/v1/2020.emnlp-main.346
https://doi.org/10.48550/arXiv.2305.17493
https://doi.org/10.48550/arXiv.2305.17493
https://doi.org/10.18653/v1/2022.emnlp-main.625
https://doi.org/10.48550/arXiv.2306.03809
https://doi.org/10.48550/arXiv.2306.03809
https://proceedings.neurips.cc/paper/2021/hash/2e855f9489df0712b4bd8ea9e2848c5a-Abstract.html
https://proceedings.neurips.cc/paper/2021/hash/2e855f9489df0712b4bd8ea9e2848c5a-Abstract.html


Taylor Sorensen, Jared Moore, Jillian Fisher, Mitchell L. Gordon, Niloofar Mireshghallah,
Christopher Michael Rytting, Andre Ye, Liwei Jiang, Ximing Lu, Nouha Dziri, Tim
Althoff, and Yejin Choi. Position: A roadmap to pluralistic alignment. In Forty-first
International Conference on Machine Learning, ICML 2024, Vienna, Austria, July 21-27,
2024. OpenReview.net, 2024. URL https://openreview.net/forum?id=gQpBnRHwxM.

Samuel Sousa and Roman Kern. How to keep text private? a systematic review of deep
learning methods for privacy-preserving natural language processing. Artificial Intelligence
Review, 56(2):1427–1492, 2023.

Giovanni Spitale, Nikola Biller-Andorno, and Federico Germani. AI model GPT-3 (dis)informs
us better than humans. CoRR, abs/2301.11924, 2023. doi: 10.48550/ARXIV.2301.11924.
URL https://doi.org/10.48550/arXiv.2301.11924.

Robin Staab, Mark Vero, Mislav Balunović, and Martin Vechev. Beyond memorization:
Violating privacy via inference with large language models. arXiv preprint arXiv:2310.07298,
2023.

Robin Staab, Mark Vero, Mislav Balunovic, and Martin T. Vechev. Beyond memorization:
Violating privacy via inference with large language models. In The Twelfth International
Conference on Learning Representations, ICLR 2024, Vienna, Austria, May 7-11, 2024.
OpenReview.net, 2024. URL https://openreview.net/forum?id=kmn0BhQk7p.

Sarah Sterz, Kevin Baum, Sebastian Biewer, Holger Hermanns, Anne Lauber-Rönsberg,
Philip Meinel, and Markus Langer. On the quest for effectiveness in human oversight:
Interdisciplinary perspectives. In The 2024 ACM Conference on Fairness, Accountability,
and Transparency, FAccT 2024, Rio de Janeiro, Brazil, June 3-6, 2024, pp. 2495–2507.
ACM, 2024. doi: 10.1145/3630106.3659051. URL https://doi.org/10.1145/3630106.
3659051.

Niklas Stoehr, Mitchell Gordon, Chiyuan Zhang, and Owen Lewis. Localizing paragraph
memorization in language models. ArXiv preprint, abs/2403.19851, 2024. URL https:
//arxiv.org/abs/2403.19851.

Jonathan Stray. Aligning ai optimization to community well-being. International Journal of
Community Well-Being, 3(4):443–463, 2020.

Jonathan Stray, Ivan Vendrov, Jeremy Nixon, Steven Adler, and Dylan Hadfield-Menell.
What are you optimizing for? aligning recommender systems with human values. CoRR,
abs/2107.10939, 2021. URL https://arxiv.org/abs/2107.10939.

Emma Strubell, Ananya Ganesh, and Andrew McCallum. Energy and policy considerations
for deep learning in NLP. In Anna Korhonen, David R. Traum, and Lluís Màrquez (eds.),
Proceedings of the 57th Conference of the Association for Computational Linguistics, ACL
2019, Florence, Italy, July 28- August 2, 2019, Volume 1: Long Papers, pp. 3645–3650.
Association for Computational Linguistics, 2019. doi: 10.18653/V1/P19-1355. URL
https://doi.org/10.18653/v1/p19-1355.

143

https://openreview.net/forum?id=gQpBnRHwxM
https://doi.org/10.48550/arXiv.2301.11924
https://openreview.net/forum?id=kmn0BhQk7p
https://doi.org/10.1145/3630106.3659051
https://doi.org/10.1145/3630106.3659051
https://arxiv.org/abs/2403.19851
https://arxiv.org/abs/2403.19851
https://arxiv.org/abs/2107.10939
https://doi.org/10.18653/v1/p19-1355


Chung-En Sun, Xiaodong Liu, Weiwei Yang, Tsui-Wei Weng, Hao Cheng, Aidan San,
Michel Galley, and Jianfeng Gao. Iterative self-tuning llms for enhanced jailbreaking
capabilities. CoRR, abs/2410.18469, 2024a. doi: 10.48550/ARXIV.2410.18469. URL
https://doi.org/10.48550/arXiv.2410.18469.

Haoran Sun, Renren Jin, Shaoyang Xu, Leiyu Pan, Supryadi, Menglong Cui, Jiangcun Du,
Yikun Lei, Lei Yang, Ling Shi, Juesi Xiao, Shaolin Zhu, and Deyi Xiong. Fuxitranyu: A
multilingual large language model trained with balanced data. CoRR, abs/2408.06273,
2024b. doi: 10.48550/ARXIV.2408.06273. URL https://doi.org/10.48550/arXiv.2408.
06273.

Mingjie Sun, Zhuang Liu, Anna Bair, and J. Zico Kolter. A simple and effective pruning
approach for large language models. In The Twelfth International Conference on Learning
Representations, ICLR 2024, Vienna, Austria, May 7-11, 2024. OpenReview.net, 2024c.
URL https://openreview.net/forum?id=PxoFut3dWW.

Yu Sun, Shuohuan Wang, Shikun Feng, Siyu Ding, Chao Pang, Junyuan Shang, Jiaxiang
Liu, Xuyi Chen, Yanbin Zhao, Yuxiang Lu, Weixin Liu, Zhihua Wu, Weibao Gong,
Jianzhong Liang, Zhizhou Shang, Peng Sun, Wei Liu, Xuan Ouyang, Dianhai Yu, Hao
Tian, Hua Wu, and Haifeng Wang. ERNIE 3.0: Large-scale knowledge enhanced pre-
training for language understanding and generation. CoRR, abs/2107.02137, 2021. URL
https://arxiv.org/abs/2107.02137.

Zhiqing Sun, Yikang Shen, Qinhong Zhou, Hongxin Zhang, Zhenfang Chen, David D.
Cox, Yiming Yang, and Chuang Gan. Principle-driven self-alignment of language mod-
els from scratch with minimal human supervision. In Alice Oh, Tristan Naumann,
Amir Globerson, Kate Saenko, Moritz Hardt, and Sergey Levine (eds.), Advances
in Neural Information Processing Systems 36: Annual Conference on Neural Infor-
mation Processing Systems 2023, NeurIPS 2023, New Orleans, LA, USA, December
10 - 16, 2023, 2023. URL http://papers.nips.cc/paper_files/paper/2023/hash/
0764db1151b936aca59249e2c1386101-Abstract-Conference.html.

Ilya Sutskever, Oriol Vinyals, and Quoc V. Le. Sequence to sequence learning with neural
networks. In Zoubin Ghahramani, Max Welling, Corinna Cortes, Neil D. Lawrence, and
Kilian Q. Weinberger (eds.), Advances in Neural Information Processing Systems 27:
Annual Conference on Neural Information Processing Systems 2014, December 8-13 2014,
Montreal, Quebec, Canada, pp. 3104–3112, 2014. URL https://proceedings.neurips.
cc/paper/2014/hash/a14ac55a4f27472c5d894ec1c3c743d2-Abstract.html.

Richard Sutton. Decentralized neural networks, December 2024. URL http://www.adai.
ai/dai/2024/Talk_Sutton.html.

Araz Taeihagh. Governance of artificial intelligence. Policy and Society, 40(2):137–157, 06
2021. ISSN 1449-4035. doi: 10.1080/14494035.2021.1928377. URL https://doi.org/10.
1080/14494035.2021.1928377.

Mohammad Tahaei, Marios Constantinides, Daniele Quercia, Sean Kennedy, Michael J. Muller,
Simone Stumpf, Q. Vera Liao, Ricardo Baeza-Yates, Lora Aroyo, Jess Holbrook, Ewa Luger,

144

https://doi.org/10.48550/arXiv.2410.18469
https://doi.org/10.48550/arXiv.2408.06273
https://doi.org/10.48550/arXiv.2408.06273
https://openreview.net/forum?id=PxoFut3dWW
https://arxiv.org/abs/2107.02137
http://papers.nips.cc/paper_files/paper/2023/hash/0764db1151b936aca59249e2c1386101-Abstract-Conference.html
http://papers.nips.cc/paper_files/paper/2023/hash/0764db1151b936aca59249e2c1386101-Abstract-Conference.html
https://proceedings.neurips.cc/paper/2014/hash/a14ac55a4f27472c5d894ec1c3c743d2-Abstract.html
https://proceedings.neurips.cc/paper/2014/hash/a14ac55a4f27472c5d894ec1c3c743d2-Abstract.html
http://www.adai.ai/dai/2024/Talk_Sutton.html
http://www.adai.ai/dai/2024/Talk_Sutton.html
https://doi.org/10.1080/14494035.2021.1928377
https://doi.org/10.1080/14494035.2021.1928377


Michael Madaio, Ilana Golbin Blumenfeld, Maria De-Arteaga, Jessica Vitak, and Alexandra
Olteanu. Human-centered responsible artificial intelligence: Current & future trends. In
Albrecht Schmidt, Kaisa Väänänen, Tesh Goyal, Per Ola Kristensson, and Anicia Peters
(eds.), Extended Abstracts of the 2023 CHI Conference on Human Factors in Computing
Systems, CHI EA 2023, Hamburg, Germany, April 23-28, 2023, pp. 515:1–515:4. ACM,
2023. doi: 10.1145/3544549.3583178. URL https://doi.org/10.1145/3544549.3583178.

Kumar Tanmay, Aditi Khandelwal, Utkarsh Agarwal, and Monojit Choudhury. Probing
the moral development of large language models through defining issues test. CoRR,
abs/2309.13356, 2023. doi: 10.48550/ARXIV.2309.13356. URL https://doi.org/10.
48550/arXiv.2309.13356.

Adly Templeton. Scaling monosemanticity: Extracting interpretable features from claude 3
sonnet. Anthropic, 2024.

Gregor Thut, Wolfram Schultz, Ulrich Roelcke, Matthias Nienhusmeier, John Missimer,
R Paul Maguire, and Klaus L Leenders. Activation of the human brain by monetary reward.
Neuroreport, 8(5):1225–1228, 1997.

Ye Tian, Baolin Peng, Linfeng Song, Lifeng Jin, Dian Yu, Haitao Mi, and Dong Yu. Toward
self-improvement of llms via imagination, searching, and criticizing. CoRR, abs/2404.12253,
2024. doi: 10.48550/ARXIV.2404.12253. URL https://doi.org/10.48550/arXiv.2404.
12253.

Yu Tian, Xiao Yang, Jingyuan Zhang, Yinpeng Dong, and Hang Su. Evil geniuses: Delving
into the safety of llm-based agents. CoRR, abs/2311.11855, 2023. doi: 10.48550/ARXIV.
2311.11855. URL https://doi.org/10.48550/arXiv.2311.11855.

Hugo Touvron, Louis Martin, Kevin Stone, Peter Albert, Amjad Almahairi, Yasmine Babaei,
Nikolay Bashlykov, Soumya Batra, Prajjwal Bhargava, Shruti Bhosale, Dan Bikel, Lukas
Blecher, Cristian Canton-Ferrer, Moya Chen, Guillem Cucurull, David Esiobu, Jude
Fernandes, Jeremy Fu, Wenyin Fu, Brian Fuller, Cynthia Gao, Vedanuj Goswami, Naman
Goyal, Anthony Hartshorn, Saghar Hosseini, Rui Hou, Hakan Inan, Marcin Kardas, Viktor
Kerkez, Madian Khabsa, Isabel Kloumann, Artem Korenev, Punit Singh Koura, Marie-
Anne Lachaux, Thibaut Lavril, Jenya Lee, Diana Liskovich, Yinghai Lu, Yuning Mao,
Xavier Martinet, Todor Mihaylov, Pushkar Mishra, Igor Molybog, Yixin Nie, Andrew
Poulton, Jeremy Reizenstein, Rashi Rungta, Kalyan Saladi, Alan Schelten, Ruan Silva,
Eric Michael Smith, Ranjan Subramanian, Xiaoqing Ellen Tan, Binh Tang, Ross Taylor,
Adina Williams, Jian Xiang Kuan, Puxin Xu, Zheng Yan, Iliyan Zarov, Yuchen Zhang,
Angela Fan, Melanie Kambadur, Sharan Narang, Aurélien Rodriguez, Robert Stojnic,
Sergey Edunov, and Thomas Scialom. Llama 2: Open foundation and fine-tuned chat
models. CoRR, abs/2307.09288, 2023. doi: 10.48550/ARXIV.2307.09288. URL https:
//doi.org/10.48550/arXiv.2307.09288.

Alexey Turchin and David Denkenberger. Classification of global catastrophic risks connected
with artificial intelligence. Ai & Society, 35(1):147–163, 2020.

145

https://doi.org/10.1145/3544549.3583178
https://doi.org/10.48550/arXiv.2309.13356
https://doi.org/10.48550/arXiv.2309.13356
https://doi.org/10.48550/arXiv.2404.12253
https://doi.org/10.48550/arXiv.2404.12253
https://doi.org/10.48550/arXiv.2311.11855
https://doi.org/10.48550/arXiv.2307.09288
https://doi.org/10.48550/arXiv.2307.09288


Alan M. Turing. Computing machinery and intelligence. Mind, LIX(236):433–460, 1950. doi:
10.1093/MIND/LIX.236.433. URL https://doi.org/10.1093/mind/LIX.236.433.

Alexander Matt Turner and Prasad Tadepalli. Parametrically retargetable decision-
makers tend to seek power. In Sanmi Koyejo, S. Mohamed, A. Agarwal,
Danielle Belgrave, K. Cho, and A. Oh (eds.), Advances in Neural Informa-
tion Processing Systems 35: Annual Conference on Neural Information Process-
ing Systems 2022, NeurIPS 2022, New Orleans, LA, USA, November 28 - Decem-
ber 9, 2022, 2022. URL http://papers.nips.cc/paper_files/paper/2022/hash/
cb3658b9983f677670a246c46ece553d-Abstract-Conference.html.

Alexander Matt Turner, Logan Smith, Rohin Shah, Andrew Critch, and Prasad Tade-
palli. Optimal policies tend to seek power. In Marc’Aurelio Ranzato, Alina Beygelz-
imer, Yann N. Dauphin, Percy Liang, and Jennifer Wortman Vaughan (eds.), Ad-
vances in Neural Information Processing Systems 34: Annual Conference on Neural
Information Processing Systems 2021, NeurIPS 2021, December 6-14, 2021, virtual,
pp. 23063–23074, 2021. URL https://proceedings.neurips.cc/paper/2021/hash/
c26820b8a4c1b3c2aa868d6d57e14a79-Abstract.html.

Fabio Urbina, Filippa Lentzos, Cédric Invernizzi, and Sean Ekins. Dual use of artificial-
intelligence-powered drug discovery. Nat. Mach. Intell., 4(3):189–191, 2022. doi: 10.1038/
S42256-022-00465-9. URL https://doi.org/10.1038/s42256-022-00465-9.

Andric Valdez-Valenzuela and Helena Gómez-Adorno. Team iimasnlp at PAN: leveraging
graph neural networks and large language models for generative AI authorship verification.
In Guglielmo Faggioli, Nicola Ferro, Petra Galuscáková, and Alba García Seco de Herrera
(eds.), Working Notes of the Conference and Labs of the Evaluation Forum (CLEF 2024),
Grenoble, France, 9-12 September, 2024, volume 3740 of CEUR Workshop Proceedings,
pp. 2923–2929. CEUR-WS.org, 2024. URL https://ceur-ws.org/Vol-3740/paper-283.
pdf.

Kush R. Varshney. Trustworthy machine learning and artificial intelligence. XRDS, 25(3):
26–29, 2019. doi: 10.1145/3313109. URL https://doi.org/10.1145/3313109.

Neeraj Varshney, Pavel Dolin, Agastya Seth, and Chitta Baral. The art of defending:
A systematic evaluation and analysis of LLM defense strategies on safety and over-
defensiveness. CoRR, abs/2401.00287, 2024. doi: 10.48550/ARXIV.2401.00287. URL
https://doi.org/10.48550/arXiv.2401.00287.

Dmitrii Volkov. Badllama 3: removing safety finetuning from llama 3 in minutes. CoRR,
abs/2407.01376, 2024. doi: 10.48550/ARXIV.2407.01376. URL https://doi.org/10.
48550/arXiv.2407.01376.

Eric Wallace, Shi Feng, Nikhil Kandpal, Matt Gardner, and Sameer Singh. Universal
adversarial triggers for attacking and analyzing nlp, 2021. URL https://arxiv.org/abs/
1908.07125.

146

https://doi.org/10.1093/mind/LIX.236.433
http://papers.nips.cc/paper_files/paper/2022/hash/cb3658b9983f677670a246c46ece553d-Abstract-Conference.html
http://papers.nips.cc/paper_files/paper/2022/hash/cb3658b9983f677670a246c46ece553d-Abstract-Conference.html
https://proceedings.neurips.cc/paper/2021/hash/c26820b8a4c1b3c2aa868d6d57e14a79-Abstract.html
https://proceedings.neurips.cc/paper/2021/hash/c26820b8a4c1b3c2aa868d6d57e14a79-Abstract.html
https://doi.org/10.1038/s42256-022-00465-9
https://ceur-ws.org/Vol-3740/paper-283.pdf
https://ceur-ws.org/Vol-3740/paper-283.pdf
https://doi.org/10.1145/3313109
https://doi.org/10.48550/arXiv.2401.00287
https://doi.org/10.48550/arXiv.2407.01376
https://doi.org/10.48550/arXiv.2407.01376
https://arxiv.org/abs/1908.07125
https://arxiv.org/abs/1908.07125


Boxin Wang, Wei Ping, Chaowei Xiao, Peng Xu, Mostofa Patwary, Mohammad Shoeybi,
Bo Li, Anima Anandkumar, and Bryan Catanzaro. Exploring the limits of domain-
adaptive training for detoxifying large-scale language models. In Sanmi Koyejo, S. Mo-
hamed, A. Agarwal, Danielle Belgrave, K. Cho, and A. Oh (eds.), Advances in Neural
Information Processing Systems 35: Annual Conference on Neural Information Pro-
cessing Systems 2022, NeurIPS 2022, New Orleans, LA, USA, November 28 - De-
cember 9, 2022, 2022. URL http://papers.nips.cc/paper_files/paper/2022/hash/
e8c20cafe841cba3e31a17488dc9c3f1-Abstract-Conference.html.

Jiongxiao Wang, Zichen Liu, Keun Hee Park, Muhao Chen, and Chaowei Xiao. Adversarial
demonstration attacks on large language models. CoRR, abs/2305.14950, 2023a. doi:
10.48550/ARXIV.2305.14950. URL https://doi.org/10.48550/arXiv.2305.14950.

Lean Wang, Wenkai Yang, Deli Chen, Hao Zhou, Yankai Lin, Fandong Meng, Jie Zhou,
and Xu Sun. Towards codable text watermarking for large language models. CoRR,
abs/2307.15992, 2023b. doi: 10.48550/ARXIV.2307.15992. URL https://doi.org/10.
48550/arXiv.2307.15992.

Leyan Wang, Yonggang Jin, Tianhao Shen, Tianyu Zheng, Xinrun Du, Chenchen Zhang,
Wenhao Huang, Jiaheng Liu, Shi Wang, Ge Zhang, Liuyu Xiang, and Zhaofeng He.
Giebench: Towards holistic evaluation of group identity-based empathy for large language
models. CoRR, abs/2406.14903, 2024a. doi: 10.48550/ARXIV.2406.14903. URL https:
//doi.org/10.48550/arXiv.2406.14903.

Yihan Wang, Zhouxing Shi, Andrew Bai, and Cho-Jui Hsieh. Defending llms against
jailbreaking attacks via backtranslation. CoRR, abs/2402.16459, 2024b. doi: 10.48550/
ARXIV.2402.16459. URL https://doi.org/10.48550/arXiv.2402.16459.

Yu-Xiong Wang, Deva Ramanan, and Martial Hebert. Learning to model the tail. In Isabelle
Guyon, Ulrike von Luxburg, Samy Bengio, Hanna M. Wallach, Rob Fergus, S. V. N.
Vishwanathan, and Roman Garnett (eds.), Advances in Neural Information Processing
Systems 30: Annual Conference on Neural Information Processing Systems 2017, December
4-9, 2017, Long Beach, CA, USA, pp. 7029–7039, 2017. URL https://proceedings.
neurips.cc/paper/2017/hash/147ebe637038ca50a1265abac8dea181-Abstract.html.

Yuxia Wang, Haonan Li, Xudong Han, Preslav Nakov, and Timothy Baldwin. Do-not-
answer: Evaluating safeguards in LLMs. In Yvette Graham and Matthew Purver (eds.),
Findings of the Association for Computational Linguistics: EACL 2024, pp. 896–911, St.
Julian’s, Malta, March 2024c. Association for Computational Linguistics. URL https:
//aclanthology.org/2024.findings-eacl.61.

Zijun Wang, Haoqin Tu, Jieru Mei, Bingchen Zhao, Yisen Wang, and Cihang Xie. Attngcg:
Enhancing jailbreaking attacks on llms with attention manipulation. CoRR, abs/2410.09040,
2024d. doi: 10.48550/ARXIV.2410.09040. URL https://doi.org/10.48550/arXiv.2410.
09040.

147

http://papers.nips.cc/paper_files/paper/2022/hash/e8c20cafe841cba3e31a17488dc9c3f1-Abstract-Conference.html
http://papers.nips.cc/paper_files/paper/2022/hash/e8c20cafe841cba3e31a17488dc9c3f1-Abstract-Conference.html
https://doi.org/10.48550/arXiv.2305.14950
https://doi.org/10.48550/arXiv.2307.15992
https://doi.org/10.48550/arXiv.2307.15992
https://doi.org/10.48550/arXiv.2406.14903
https://doi.org/10.48550/arXiv.2406.14903
https://doi.org/10.48550/arXiv.2402.16459
https://proceedings.neurips.cc/paper/2017/hash/147ebe637038ca50a1265abac8dea181-Abstract.html
https://proceedings.neurips.cc/paper/2017/hash/147ebe637038ca50a1265abac8dea181-Abstract.html
https://aclanthology.org/2024.findings-eacl.61
https://aclanthology.org/2024.findings-eacl.61
https://doi.org/10.48550/arXiv.2410.09040
https://doi.org/10.48550/arXiv.2410.09040


Francis Ward, Francesca Toni, Francesco Belardinelli, and Tom Everitt. Honesty is
the best policy: Defining and mitigating AI deception. In Alice Oh, Tristan Nau-
mann, Amir Globerson, Kate Saenko, Moritz Hardt, and Sergey Levine (eds.), Ad-
vances in Neural Information Processing Systems 36: Annual Conference on Neural
Information Processing Systems 2023, NeurIPS 2023, New Orleans, LA, USA, Decem-
ber 10 - 16, 2023, 2023. URL http://papers.nips.cc/paper_files/paper/2023/hash/
06fc7ae4a11a7eb5e20fe018db6c036f-Abstract-Conference.html.

Francis Rhys Ward, Matt MacDermott, Francesco Belardinelli, Francesca Toni, and Tom
Everitt. The reasons that agents act: Intention and instrumental goals. In Mehdi Dastani,
Jaime Simão Sichman, Natasha Alechina, and Virginia Dignum (eds.), Proceedings of the
23rd International Conference on Autonomous Agents and Multiagent Systems, AAMAS
2024, Auckland, New Zealand, May 6-10, 2024, pp. 1901–1909. International Foundation for
Autonomous Agents and Multiagent Systems / ACM, 2024. doi: 10.5555/3635637.3663053.
URL https://dl.acm.org/doi/10.5555/3635637.3663053.

Zeerak Waseem and Dirk Hovy. Hateful symbols or hateful people? predictive features for hate
speech detection on twitter. In Proceedings of the Student Research Workshop, SRW@HLT-
NAACL 2016, The 2016 Conference of the North American Chapter of the Association for
Computational Linguistics: Human Language Technologies, San Diego California, USA,
June 12-17, 2016, pp. 88–93. The Association for Computational Linguistics, 2016. doi:
10.18653/V1/N16-2013. URL https://doi.org/10.18653/v1/n16-2013.

Kellie Webster, Marta Recasens, Vera Axelrod, and Jason Baldridge. Mind the GAP: A
balanced corpus of gendered ambiguous pronouns. Trans. Assoc. Comput. Linguistics, 6:
605–617, 2018. doi: 10.1162/TACL\_A\_00240. URL https://doi.org/10.1162/tacl_
a_00240.

Kellie Webster, Xuezhi Wang, Ian Tenney, Alex Beutel, Emily Pitler, Ellie Pavlick, Jilin Chen,
and Slav Petrov. Measuring and reducing gendered correlations in pre-trained models.
CoRR, abs/2010.06032, 2020. URL https://arxiv.org/abs/2010.06032.

Alexander Wei, Nika Haghtalab, and Jacob Steinhardt. Jailbroken: How does LLM safety
training fail? In Alice Oh, Tristan Naumann, Amir Globerson, Kate Saenko, Moritz Hardt,
and Sergey Levine (eds.), Advances in Neural Information Processing Systems 36: Annual
Conference on Neural Information Processing Systems 2023, NeurIPS 2023, New Orleans,
LA, USA, December 10 - 16, 2023, 2023a. URL http://papers.nips.cc/paper_files/
paper/2023/hash/fd6613131889a4b656206c50a8bd7790-Abstract-Conference.html.

Jason Wei, Xuezhi Wang, Dale Schuurmans, Maarten Bosma, Brian Ichter, Fei Xia, Ed H.
Chi, Quoc V. Le, and Denny Zhou. Chain-of-thought prompting elicits reasoning in large
language models. In Sanmi Koyejo, S. Mohamed, A. Agarwal, Danielle Belgrave, K. Cho, and
A. Oh (eds.), Advances in Neural Information Processing Systems 35: Annual Conference
on Neural Information Processing Systems 2022, NeurIPS 2022, New Orleans, LA, USA,
November 28 - December 9, 2022, 2022. URL http://papers.nips.cc/paper_files/
paper/2022/hash/9d5609613524ecf4f15af0f7b31abca4-Abstract-Conference.html.

148

http://papers.nips.cc/paper_files/paper/2023/hash/06fc7ae4a11a7eb5e20fe018db6c036f-Abstract-Conference.html
http://papers.nips.cc/paper_files/paper/2023/hash/06fc7ae4a11a7eb5e20fe018db6c036f-Abstract-Conference.html
https://dl.acm.org/doi/10.5555/3635637.3663053
https://doi.org/10.18653/v1/n16-2013
https://doi.org/10.1162/tacl_a_00240
https://doi.org/10.1162/tacl_a_00240
https://arxiv.org/abs/2010.06032
http://papers.nips.cc/paper_files/paper/2023/hash/fd6613131889a4b656206c50a8bd7790-Abstract-Conference.html
http://papers.nips.cc/paper_files/paper/2023/hash/fd6613131889a4b656206c50a8bd7790-Abstract-Conference.html
http://papers.nips.cc/paper_files/paper/2022/hash/9d5609613524ecf4f15af0f7b31abca4-Abstract-Conference.html
http://papers.nips.cc/paper_files/paper/2022/hash/9d5609613524ecf4f15af0f7b31abca4-Abstract-Conference.html


Zeming Wei, Yifei Wang, and Yisen Wang. Jailbreak and guard aligned language models
with only few in-context demonstrations. CoRR, abs/2310.06387, 2023b. doi: 10.48550/
ARXIV.2310.06387. URL https://doi.org/10.48550/arXiv.2310.06387.

Laura Weidinger, John Mellor, Maribeth Rauh, Conor Griffin, Jonathan Uesato, Po-Sen
Huang, Myra Cheng, Mia Glaese, Borja Balle, Atoosa Kasirzadeh, Zac Kenton, Sasha
Brown, Will Hawkins, Tom Stepleton, Courtney Biles, Abeba Birhane, Julia Haas, Laura
Rimell, Lisa Anne Hendricks, William Isaac, Sean Legassick, Geoffrey Irving, and Iason
Gabriel. Ethical and social risks of harm from language models. CoRR, abs/2112.04359,
2021. URL https://arxiv.org/abs/2112.04359.

Laura Weidinger, Maribeth Rauh, Nahema Marchal, Arianna Manzini, Lisa Anne Hendricks,
Juan Mateos-Garcia, A. Stevie Bergman, Jackie Kay, Conor Griffin, Ben Bariach, Iason
Gabriel, Verena Rieser, and William Isaac. Sociotechnical safety evaluation of generative
AI systems. CoRR, abs/2310.11986, 2023. doi: 10.48550/ARXIV.2310.11986. URL
https://doi.org/10.48550/arXiv.2310.11986.

Johannes Welbl, Amelia Glaese, Jonathan Uesato, Sumanth Dathathri, John Mellor, Lisa Anne
Hendricks, Kirsty Anderson, Pushmeet Kohli, Ben Coppin, and Po-Sen Huang. Challenges
in detoxifying language models. In Marie-Francine Moens, Xuanjing Huang, Lucia Specia,
and Scott Wen-tau Yih (eds.), Findings of the Association for Computational Linguistics:
EMNLP 2021, Virtual Event / Punta Cana, Dominican Republic, 16-20 November, 2021,
pp. 2447–2469. Association for Computational Linguistics, 2021. doi: 10.18653/V1/2021.
FINDINGS-EMNLP.210. URL https://doi.org/10.18653/v1/2021.findings-emnlp.
210.

White House. Blueprint for an AI Bill of Rights | OSTP | The White House — whitehouse.gov.
https://www.whitehouse.gov/ostp/ai-bill-of-rights/, 2022.

Norbert Wiener. The human use of human beings - cybernetics and society. Houghton Mifflin
Company, 1950.

Brendon Wong. Safety-first agents/architectures are a promising path to safe agi, August 2023.
URL https://www.lesswrong.com/posts/caeXurgTwKDpSG4Nh/safety-first-agents-
architectures-are-a-promising-path-to.

Fangzhou Wu, Xiaogeng Liu, and Chaowei Xiao. Deceptprompt: Exploiting llm-driven code
generation via adversarial natural language instructions, 2023a.

Weiyue Wu and Shaoshan Liu. A comprehensive review and systematic analysis of artificial
intelligence regulation policies. CoRR, abs/2307.12218, 2023. doi: 10.48550/ARXIV.2307.
12218. URL https://doi.org/10.48550/arXiv.2307.12218.

Xinwei Wu, Li Gong, and Deyi Xiong. Adaptive differential privacy for language model
training. In Proceedings of the First Workshop on Federated Learning for Natural Language
Processing (FL4NLP 2022), pp. 21–26, 2022.

149

https://doi.org/10.48550/arXiv.2310.06387
https://arxiv.org/abs/2112.04359
https://doi.org/10.48550/arXiv.2310.11986
https://doi.org/10.18653/v1/2021.findings-emnlp.210
https://doi.org/10.18653/v1/2021.findings-emnlp.210
https://www.whitehouse.gov/ostp/ai-bill-of-rights/
https://www.lesswrong.com/posts/caeXurgTwKDpSG4Nh/safety-first-agents-architectures-are-a-promising-path-to
https://www.lesswrong.com/posts/caeXurgTwKDpSG4Nh/safety-first-agents-architectures-are-a-promising-path-to
https://doi.org/10.48550/arXiv.2307.12218


Xinwei Wu, Junzhuo Li, Minghui Xu, Weilong Dong, Shuangzhi Wu, Chao Bian, and Deyi
Xiong. Depn: Detecting and editing privacy neurons in pretrained language models.
Proceedings of the 2023 Conference on Empirical Methods in Natural Language Processing,
2023b.

Xinwei Wu, Weilong Dong, Shaoyang Xu, and Deyi Xiong. Mitigating privacy seesaw in large
language models: Augmented privacy neuron editing via activation patching. In Findings
of the Association for Computational Linguistics ACL 2024, pp. 5319–5332, 2024a.

Xuansheng Wu, Haiyan Zhao, Yaochen Zhu, Yucheng Shi, Fan Yang, Tianming Liu, Xiaoming
Zhai, Wenlin Yao, Jundong Li, Mengnan Du, and Ninghao Liu. Usable XAI: 10 strategies
towards exploiting explainability in the LLM era. ArXiv preprint, abs/2403.08946, 2024b.
URL https://arxiv.org/abs/2403.08946.

Zeguan Xiao, Yan Yang, Guanhua Chen, and Yun Chen. Distract large language models for
automatic jailbreak attack. In Yaser Al-Onaizan, Mohit Bansal, and Yun-Nung Chen (eds.),
Proceedings of the 2024 Conference on Empirical Methods in Natural Language Processing,
EMNLP 2024, Miami, FL, USA, November 12-16, 2024, pp. 16230–16244. Association
for Computational Linguistics, 2024. URL https://aclanthology.org/2024.emnlp-
main.908.

Yueqi Xie, Jingwei Yi, Jiawei Shao, Justin Curl, Lingjuan Lyu, Qifeng Chen, Xing Xie,
and Fangzhao Wu. Defending chatgpt against jailbreak attack via self-reminders. Nat.
Mac. Intell., 5(12):1486–1496, 2023. doi: 10.1038/S42256-023-00765-8. URL https:
//doi.org/10.1038/s42256-023-00765-8.

Yueqi Xie, Minghong Fang, Renjie Pi, and Neil Zhenqiang Gong. Gradsafe: Detecting unsafe
prompts for llms via safety-critical gradient analysis. CoRR, abs/2402.13494, 2024. doi:
10.48550/ARXIV.2402.13494. URL https://doi.org/10.48550/arXiv.2402.13494.

Chen Xiong, Xiangyu Qi, Pin-Yu Chen, and Tsung-Yi Ho. Defensive prompt patch: A robust
and interpretable defense of llms against jailbreak attacks. CoRR, abs/2405.20099, 2024. doi:
10.48550/ARXIV.2405.20099. URL https://doi.org/10.48550/arXiv.2405.20099.

Chunpu Xu, Steffi Chern, Ethan Chern, Ge Zhang, Zekun Wang, Ruibo Liu, Jing Li,
Jie Fu, and Pengfei Liu. Align on the fly: Adapting chatbot behavior to established
norms. CoRR, abs/2312.15907, 2023a. doi: 10.48550/ARXIV.2312.15907. URL https:
//doi.org/10.48550/arXiv.2312.15907.

Guohai Xu, Jiayi Liu, Ming Yan, Haotian Xu, Jinghui Si, Zhuoran Zhou, Peng Yi, Xing Gao,
Jitao Sang, Rong Zhang, Ji Zhang, Chao Peng, Fei Huang, and Jingren Zhou. Cvalues:
Measuring the values of chinese large language models from safety to responsibility. CoRR,
abs/2307.09705, 2023b. doi: 10.48550/ARXIV.2307.09705. URL https://doi.org/10.
48550/arXiv.2307.09705.

Jing Xu, Da Ju, Margaret Li, Y-Lan Boureau, Jason Weston, and Emily Dinan. Recipes for
safety in open-domain chatbots. CoRR, abs/2010.07079, 2020. URL https://arxiv.org/
abs/2010.07079.

150

https://arxiv.org/abs/2403.08946
https://aclanthology.org/2024.emnlp-main.908
https://aclanthology.org/2024.emnlp-main.908
https://doi.org/10.1038/s42256-023-00765-8
https://doi.org/10.1038/s42256-023-00765-8
https://doi.org/10.48550/arXiv.2402.13494
https://doi.org/10.48550/arXiv.2405.20099
https://doi.org/10.48550/arXiv.2312.15907
https://doi.org/10.48550/arXiv.2312.15907
https://doi.org/10.48550/arXiv.2307.09705
https://doi.org/10.48550/arXiv.2307.09705
https://arxiv.org/abs/2010.07079
https://arxiv.org/abs/2010.07079


Nan Xu, Fei Wang, Ben Zhou, Bangzheng Li, Chaowei Xiao, and Muhao Chen. Cognitive
overload: Jailbreaking large language models with overloaded logical thinking. In Kevin
Duh, Helena Gómez-Adorno, and Steven Bethard (eds.), Findings of the Association for
Computational Linguistics: NAACL 2024, Mexico City, Mexico, June 16-21, 2024, pp. 3526–
3548. Association for Computational Linguistics, 2024a. doi: 10.18653/V1/2024.FINDINGS-
NAACL.224. URL https://doi.org/10.18653/v1/2024.findings-naacl.224.

Weijia Xu, Sweta Agrawal, Eleftheria Briakou, Marianna J. Martindale, and Marine Carpuat.
Understanding and detecting hallucinations in neural machine translation via model
introspection. Trans. Assoc. Comput. Linguistics, 11:546–564, 2023c. doi: 10.1162/TACL\
_A\_00563. URL https://doi.org/10.1162/tacl_a_00563.

Zelai Xu, Chao Yu, Fei Fang, Yu Wang, and Yi Wu. Language agents with reinforcement
learning for strategic play in the werewolf game. In Forty-first International Conference
on Machine Learning, ICML 2024, Vienna, Austria, July 21-27, 2024. OpenReview.net,
2024b. URL https://openreview.net/forum?id=usUPvQH3XK.

Zihao Xu, Yi Liu, Gelei Deng, Yuekang Li, and Stjepan Picek. A comprehensive study of
jailbreak attack versus defense for large language models. In Lun-Wei Ku, Andre Martins,
and Vivek Srikumar (eds.), Findings of the Association for Computational Linguistics,
ACL 2024, Bangkok, Thailand and virtual meeting, August 11-16, 2024, pp. 7432–7449.
Association for Computational Linguistics, 2024c. URL https://aclanthology.org/
2024.findings-acl.443.

Biwei Yan, Kun Li, Minghui Xu, Yueyan Dong, Yue Zhang, Zhaochun Ren, and Xiuzhen
Cheng. On protecting the data privacy of large language models (llms): A survey. arXiv
preprint arXiv:2403.05156, 2024.

Aiyuan Yang, Bin Xiao, Bingning Wang, Borong Zhang, Ce Bian, Chao Yin, Chenxu Lv,
Da Pan, Dian Wang, Dong Yan, Fan Yang, Fei Deng, Feng Wang, Feng Liu, Guangwei Ai,
Guosheng Dong, Haizhou Zhao, Hang Xu, Haoze Sun, Hongda Zhang, Hui Liu, Jiaming Ji,
Jian Xie, Juntao Dai, Kun Fang, Lei Su, Liang Song, Lifeng Liu, Liyun Ru, Luyao Ma,
Mang Wang, Mickel Liu, MingAn Lin, Nuolan Nie, Peidong Guo, Ruiyang Sun, Tao Zhang,
Tianpeng Li, Tianyu Li, Wei Cheng, Weipeng Chen, Xiangrong Zeng, Xiaochuan Wang,
Xiaoxi Chen, Xin Men, Xin Yu, Xuehai Pan, Yanjun Shen, Yiding Wang, Yiyu Li, Youxin
Jiang, Yuchen Gao, Yupeng Zhang, Zenan Zhou, and Zhiying Wu. Baichuan 2: Open large-
scale language models. CoRR, abs/2309.10305, 2023a. doi: 10.48550/ARXIV.2309.10305.
URL https://doi.org/10.48550/arXiv.2309.10305.

An Yang, Baosong Yang, Binyuan Hui, Bo Zheng, Bowen Yu, Chang Zhou, Chengpeng Li,
Chengyuan Li, Dayiheng Liu, Fei Huang, Guanting Dong, Haoran Wei, Huan Lin, Jialong
Tang, Jialin Wang, Jian Yang, Jianhong Tu, Jianwei Zhang, Jianxin Ma, Jianxin Yang,
Jin Xu, Jingren Zhou, Jinze Bai, Jinzheng He, Junyang Lin, Kai Dang, Keming Lu, Keqin
Chen, Kexin Yang, Mei Li, Mingfeng Xue, Na Ni, Pei Zhang, Peng Wang, Ru Peng, Rui
Men, Ruize Gao, Runji Lin, Shijie Wang, Shuai Bai, Sinan Tan, Tianhang Zhu, Tianhao Li,
Tianyu Liu, Wenbin Ge, Xiaodong Deng, Xiaohuan Zhou, Xingzhang Ren, Xinyu Zhang,
Xipin Wei, Xuancheng Ren, Xuejing Liu, Yang Fan, Yang Yao, Yichang Zhang, Yu Wan,

151

https://doi.org/10.18653/v1/2024.findings-naacl.224
https://doi.org/10.1162/tacl_a_00563
https://openreview.net/forum?id=usUPvQH3XK
https://aclanthology.org/2024.findings-acl.443
https://aclanthology.org/2024.findings-acl.443
https://doi.org/10.48550/arXiv.2309.10305


Yunfei Chu, Yuqiong Liu, Zeyu Cui, Zhenru Zhang, Zhifang Guo, and Zhihao Fan. Qwen2
technical report. CoRR, abs/2407.10671, 2024a. doi: 10.48550/ARXIV.2407.10671. URL
https://doi.org/10.48550/arXiv.2407.10671.

Jenny Yang, Andrew A. S. Soltan, David W. Eyre, Yang Yang, and David A. Clifton.
An adversarial training framework for mitigating algorithmic biases in clinical machine
learning. npj Digit. Medicine, 6, 2023b. doi: 10.1038/S41746-023-00805-Y. URL https:
//doi.org/10.1038/s41746-023-00805-y.

Kai-Cheng Yang and Filippo Menczer. Anatomy of an ai-powered malicious social botnet.
CoRR, abs/2307.16336, 2023. doi: 10.48550/ARXIV.2307.16336. URL https://doi.org/
10.48550/arXiv.2307.16336.

Xianjun Yang, Xiao Wang, Qi Zhang, Linda R. Petzold, William Yang Wang, Xun Zhao,
and Dahua Lin. Shadow alignment: The ease of subverting safely-aligned language
models. CoRR, abs/2310.02949, 2023c. doi: 10.48550/ARXIV.2310.02949. URL https:
//doi.org/10.48550/arXiv.2310.02949.

Yi Yang, Hanyu Duan, Ahmed Abbasi, John P Lalor, and Kar Yan Tam. Bias a-head?
analyzing bias in transformer-based language model attention heads. ArXiv preprint,
abs/2311.10395, 2023d. URL https://arxiv.org/abs/2311.10395.

Ziqing Yang, Michael Backes, Yang Zhang, and Ahmed Salem. Sos! soft prompt attack
against open-source large language models. CoRR, abs/2407.03160, 2024b. doi: 10.48550/
ARXIV.2407.03160. URL https://doi.org/10.48550/arXiv.2407.03160.

Zonghan Yang, Xiaoyuan Yi, Peng Li, Yang Liu, and Xing Xie. Unified detoxifying and
debiasing in language generation via inference-time adaptive optimization. In The Eleventh
International Conference on Learning Representations, ICLR 2023, Kigali, Rwanda, May 1-
5, 2023. OpenReview.net, 2023e. URL https://openreview.net/forum?id=FvevdI0aA_
h.

Hongwei Yao, Jian Lou, and Zhan Qin. Poisonprompt: Backdoor attack on prompt-based
large language models. In ICASSP 2024-2024 IEEE International Conference on Acoustics,
Speech and Signal Processing (ICASSP), pp. 7745–7749. IEEE, 2024.

Yuanshun Yao, Xiaojun Xu, and Yang Liu. Large language model unlearning. arXiv preprint
arXiv:2310.10683, 2023.

Jingwei Yi, Yueqi Xie, Bin Zhu, Keegan Hines, Emre Kiciman, Guangzhong Sun, Xing Xie,
and Fangzhao Wu. Benchmarking and defending against indirect prompt injection attacks
on large language models. CoRR, abs/2312.14197, 2023. doi: 10.48550/ARXIV.2312.14197.
URL https://doi.org/10.48550/arXiv.2312.14197.

Fan Yin, Jesse Vig, Philippe Laban, Shafiq Joty, Caiming Xiong, and Chien-Sheng Wu. Did
you read the instructions? rethinking the effectiveness of task definitions in instruction
learning. In Proceedings of the 61st Annual Meeting of the Association for Computational
Linguistics (Volume 1: Long Papers), ACL 2023, Toronto, Canada, July 9-14, 2023, pp.

152

https://doi.org/10.48550/arXiv.2407.10671
https://doi.org/10.1038/s41746-023-00805-y
https://doi.org/10.1038/s41746-023-00805-y
https://doi.org/10.48550/arXiv.2307.16336
https://doi.org/10.48550/arXiv.2307.16336
https://doi.org/10.48550/arXiv.2310.02949
https://doi.org/10.48550/arXiv.2310.02949
https://arxiv.org/abs/2311.10395
https://doi.org/10.48550/arXiv.2407.03160
https://openreview.net/forum?id=FvevdI0aA_h
https://openreview.net/forum?id=FvevdI0aA_h
https://doi.org/10.48550/arXiv.2312.14197


3063–3079, 2023. doi: 10.18653/V1/2023.ACL-LONG.172. URL https://doi.org/10.
18653/v1/2023.acl-long.172.

Xunjian Yin, Xu Zhang, Jie Ruan, and Xiaojun Wan. Benchmarking knowledge boundary
for large language models: A different perspective on model evaluation. In Proceedings
of the 62nd Annual Meeting of the Association for Computational Linguistics (Volume
1: Long Papers), ACL 2024, Bangkok, Thailand, August 11-16, 2024, pp. 2270–2286,
2024. doi: 10.18653/V1/2024.ACL-LONG.124. URL https://doi.org/10.18653/v1/
2024.acl-long.124.

Zheng Xin Yong, Cristina Menghini, and Stephen H. Bach. Low-resource languages jailbreak
GPT-4. CoRR, abs/2310.02446, 2023. doi: 10.48550/ARXIV.2310.02446. URL https:
//doi.org/10.48550/arXiv.2310.02446.

KiYoon Yoo, Wonhyuk Ahn, Jiho Jang, and Nojun Kwak. Robust multi-bit natural language
watermarking through invariant features. In Anna Rogers, Jordan L. Boyd-Graber, and
Naoaki Okazaki (eds.), Proceedings of the 61st Annual Meeting of the Association for
Computational Linguistics (Volume 1: Long Papers), ACL 2023, Toronto, Canada, July
9-14, 2023, pp. 2092–2115. Association for Computational Linguistics, 2023. doi: 10.18653/
V1/2023.ACL-LONG.117. URL https://doi.org/10.18653/v1/2023.acl-long.117.

Takahito Yoshizawa, Dave Singelée, Jan Tobias Muehlberg, Stéphane Delbruel, Amir Taherko-
rdi, Danny Hughes, and Bart Preneel. A survey of security and privacy issues in v2x
communication systems. ACM Computing Surveys, 55(9):1–36, 2023.

Alex Young, Bei Chen, Chao Li, Chengen Huang, Ge Zhang, Guanwei Zhang, Heng Li,
Jiangcheng Zhu, Jianqun Chen, Jing Chang, Kaidong Yu, Peng Liu, Qiang Liu, Shawn
Yue, Senbin Yang, Shiming Yang, Tao Yu, Wen Xie, Wenhao Huang, Xiaohui Hu, Xiaoyi
Ren, Xinyao Niu, Pengcheng Nie, Yuchi Xu, Yudong Liu, Yue Wang, Yuxuan Cai, Zhenyu
Gu, Zhiyuan Liu, and Zonghong Dai. Yi: Open foundation models by 01.ai. CoRR,
abs/2403.04652, 2024. doi: 10.48550/ARXIV.2403.04652. URL https://doi.org/10.
48550/arXiv.2403.04652.

Jiahao Yu, Xingwei Lin, Zheng Yu, and Xinyu Xing. GPTFUZZER: red teaming large
language models with auto-generated jailbreak prompts. CoRR, abs/2309.10253, 2023. doi:
10.48550/ARXIV.2309.10253. URL https://doi.org/10.48550/arXiv.2309.10253.

Linhao Yu, Yongqi Leng, Yufei Huang, Shang Wu, Haixin Liu, Xinmeng Ji, Jiahui Zhao,
Jinwang Song, Tingting Cui, Xiaoqing Cheng, Tao Liu, and Deyi Xiong. CMoralEval:
A moral evaluation benchmark for Chinese large language models. In Lun-Wei Ku,
Andre Martins, and Vivek Srikumar (eds.), Findings of the Association for Computational
Linguistics ACL 2024, pp. 11817–11837, Bangkok, Thailand and virtual meeting, August
2024. Association for Computational Linguistics. URL https://aclanthology.org/2024.
findings-acl.703.

Tongxin Yuan, Zhiwei He, Lingzhong Dong, Yiming Wang, Ruijie Zhao, Tian Xia, Lizhen
Xu, Binglin Zhou, Fangqi Li, Zhuosheng Zhang, Rui Wang, and Gongshen Liu. R-judge:

153

https://doi.org/10.18653/v1/2023.acl-long.172
https://doi.org/10.18653/v1/2023.acl-long.172
https://doi.org/10.18653/v1/2024.acl-long.124
https://doi.org/10.18653/v1/2024.acl-long.124
https://doi.org/10.48550/arXiv.2310.02446
https://doi.org/10.48550/arXiv.2310.02446
https://doi.org/10.18653/v1/2023.acl-long.117
https://doi.org/10.48550/arXiv.2403.04652
https://doi.org/10.48550/arXiv.2403.04652
https://doi.org/10.48550/arXiv.2309.10253
https://aclanthology.org/2024.findings-acl.703
https://aclanthology.org/2024.findings-acl.703


Benchmarking safety risk awareness for LLM agents. CoRR, abs/2401.10019, 2024a. doi:
10.48550/ARXIV.2401.10019. URL https://doi.org/10.48550/arXiv.2401.10019.

Youliang Yuan, Wenxiang Jiao, Wenxuan Wang, Jen-tse Huang, Pinjia He, Shuming Shi,
and Zhaopeng Tu. GPT-4 is too smart to be safe: Stealthy chat with llms via cipher. In
The Twelfth International Conference on Learning Representations, ICLR 2024, Vienna,
Austria, May 7-11, 2024. OpenReview.net, 2024b. URL https://openreview.net/forum?
id=MbfAK4s61A.

Eliezer Yudkowsky. Cognitive biases potentially affecting judgment of global risks. Global
catastrophic risks, 1(86):13, 2008.

Eliezer Yudkowsky et al. Artificial intelligence as a positive and negative factor in global risk.
Global catastrophic risks, 1(303):184, 2008.

Muhammad Bilal Zafar, Isabel Valera, Manuel Gomez-Rodriguez, and Krishna P. Gummadi.
Fairness beyond disparate treatment & disparate impact: Learning classification without
disparate mistreatment. In Rick Barrett, Rick Cummings, Eugene Agichtein, and Evgeniy
Gabrilovich (eds.), Proceedings of the 26th International Conference on World Wide
Web, WWW 2017, Perth, Australia, April 3-7, 2017, pp. 1171–1180. ACM, 2017. doi:
10.1145/3038912.3052660. URL https://doi.org/10.1145/3038912.3052660.

Marcos Zampieri, Shervin Malmasi, Preslav Nakov, Sara Rosenthal, Noura Farra, and Ritesh
Kumar. Predicting the type and target of offensive posts in social media. In Jill Burstein,
Christy Doran, and Thamar Solorio (eds.), Proceedings of the 2019 Conference of the North
American Chapter of the Association for Computational Linguistics: Human Language
Technologies, NAACL-HLT 2019, Minneapolis, MN, USA, June 2-7, 2019, Volume 1 (Long
and Short Papers), pp. 1415–1420. Association for Computational Linguistics, 2019. doi:
10.18653/V1/N19-1144. URL https://doi.org/10.18653/v1/n19-1144.

Abdelrahman Zayed, Prasanna Parthasarathi, Gonçalo Mordido, Hamid Palangi, Samira
Shabanian, and Sarath Chandar. Deep learning on a healthy data diet: Finding important
examples for fairness. In Brian Williams, Yiling Chen, and Jennifer Neville (eds.), Thirty-
Seventh AAAI Conference on Artificial Intelligence, AAAI 2023, Thirty-Fifth Conference
on Innovative Applications of Artificial Intelligence, IAAI 2023, Thirteenth Symposium
on Educational Advances in Artificial Intelligence, EAAI 2023, Washington, DC, USA,
February 7-14, 2023, pp. 14593–14601. AAAI Press, 2023. doi: 10.1609/AAAI.V37I12.26706.
URL https://doi.org/10.1609/aaai.v37i12.26706.

Yi Zeng, Kevin Klyman, Andy Zhou, Yu Yang, Minzhou Pan, Ruoxi Jia, Dawn Song, Percy
Liang, and Bo Li. AI risk categorization decoded (AIR 2024): From government regulations
to corporate policies. CoRR, abs/2406.17864, 2024a. doi: 10.48550/ARXIV.2406.17864.
URL https://doi.org/10.48550/arXiv.2406.17864.

Yi Zeng, Hongpeng Lin, Jingwen Zhang, Diyi Yang, Ruoxi Jia, and Weiyan Shi. How johnny
can persuade llms to jailbreak them: Rethinking persuasion to challenge AI safety by
humanizing llms. In Lun-Wei Ku, Andre Martins, and Vivek Srikumar (eds.), Proceedings

154

https://doi.org/10.48550/arXiv.2401.10019
https://openreview.net/forum?id=MbfAK4s61A
https://openreview.net/forum?id=MbfAK4s61A
https://doi.org/10.1145/3038912.3052660
https://doi.org/10.18653/v1/n19-1144
https://doi.org/10.1609/aaai.v37i12.26706
https://doi.org/10.48550/arXiv.2406.17864


of the 62nd Annual Meeting of the Association for Computational Linguistics (Volume
1: Long Papers), ACL 2024, Bangkok, Thailand, August 11-16, 2024, pp. 14322–14350.
Association for Computational Linguistics, 2024b. doi: 10.18653/V1/2024.ACL-LONG.773.
URL https://doi.org/10.18653/v1/2024.acl-long.773.

Yi Zeng, Hongpeng Lin, Jingwen Zhang, Diyi Yang, Ruoxi Jia, and Weiyan Shi. How johnny
can persuade llms to jailbreak them: Rethinking persuasion to challenge ai safety by
humanizing llms, 2024c. URL https://arxiv.org/abs/2401.06373.

Yifan Zeng, Yiran Wu, Xiao Zhang, Huazheng Wang, and Qingyun Wu. Autodefense:
Multi-agent LLM defense against jailbreak attacks. CoRR, abs/2403.04783, 2024d. doi:
10.48550/ARXIV.2403.04783. URL https://doi.org/10.48550/arXiv.2403.04783.

Kai Zenner. Op-ed: A vision for the ai office - rethinking digital governance in the eu.
https://www.kaizenner.eu/post/op-ed-a-vision-for-the-ai-office, 2024.

Jianfeng Zhan. A short summary of evaluatology: The science and engineering of evaluation,
2024.

Jianfeng Zhan, Lei Wang, Wanling Gao, Hongxiao Li, Chenxi Wang, Yunyou Huang, Yatao Li,
Zhengxin Yang, Guoxin Kang, Chunjie Luo, Hainan Ye, Shaopeng Dai, and Zhifei Zhang.
Evaluatology: The science and engineering of evaluation. CoRR, abs/2404.00021, 2024. doi:
10.48550/ARXIV.2404.00021. URL https://doi.org/10.48550/arXiv.2404.00021.

Brian Hu Zhang, Blake Lemoine, and Margaret Mitchell. Mitigating unwanted biases with
adversarial learning. In Jason Furman, Gary E. Marchant, Huw Price, and Francesca
Rossi (eds.), Proceedings of the 2018 AAAI/ACM Conference on AI, Ethics, and Society,
AIES 2018, New Orleans, LA, USA, February 02-03, 2018, pp. 335–340. ACM, 2018. doi:
10.1145/3278721.3278779. URL https://doi.org/10.1145/3278721.3278779.

Daniel Zhang, Christie Lawrence, Michael Sellitto, Russell Wald, Marietje Schaake, Daniel E
Ho, Russ Altman, and Andrew Grotto. Enhancing international cooperation in ai research:
The case for a multilateral ai research institute. Stanford Institute for Human-Centered
Artificial Intelligence, pp. 2022–05, 2022.

Hangfan Zhang, Zhimeng Guo, Huaisheng Zhu, Bochuan Cao, Lu Lin, Jinyuan Jia, Jinghui
Chen, and Dinghao Wu. On the safety of open-sourced large language models: Does
alignment really prevent them from being misused? CoRR, abs/2310.01581, 2023a. doi:
10.48550/ARXIV.2310.01581. URL https://doi.org/10.48550/arXiv.2310.01581.

Yihao Zhang and Zeming Wei. Boosting jailbreak attack with momentum. CoRR,
abs/2405.01229, 2024. doi: 10.48550/ARXIV.2405.01229. URL https://doi.org/10.
48550/arXiv.2405.01229.

Yuqi Zhang, Liang Ding, Lefei Zhang, and Dacheng Tao. Intention analysis makes llms a
good jailbreak defender, 2024a. URL https://arxiv.org/abs/2401.06561.

155

https://doi.org/10.18653/v1/2024.acl-long.773
https://arxiv.org/abs/2401.06373
https://doi.org/10.48550/arXiv.2403.04783
https://www.kaizenner.eu/post/op-ed-a-vision-for-the-ai-office
https://doi.org/10.48550/arXiv.2404.00021
https://doi.org/10.1145/3278721.3278779
https://doi.org/10.48550/arXiv.2310.01581
https://doi.org/10.48550/arXiv.2405.01229
https://doi.org/10.48550/arXiv.2405.01229
https://arxiv.org/abs/2401.06561


Zaibin Zhang, Yongting Zhang, Lijun Li, Jing Shao, Hongzhi Gao, Yu Qiao, Lijun Wang,
Huchuan Lu, and Feng Zhao. Psysafe: A comprehensive framework for psychological-based
attack, defense, and evaluation of multi-agent system safety. In Lun-Wei Ku, Andre
Martins, and Vivek Srikumar (eds.), Proceedings of the 62nd Annual Meeting of the
Association for Computational Linguistics (Volume 1: Long Papers), ACL 2024, Bangkok,
Thailand, August 11-16, 2024, pp. 15202–15231. Association for Computational Linguistics,
2024b. doi: 10.18653/V1/2024.ACL-LONG.812. URL https://doi.org/10.18653/v1/
2024.acl-long.812.

Zhexin Zhang, Leqi Lei, Lindong Wu, Rui Sun, Yongkang Huang, Chong Long, Xiao Liu,
Xuanyu Lei, Jie Tang, and Minlie Huang. Safetybench: Evaluating the safety of large
language models with multiple choice questions. CoRR, abs/2309.07045, 2023b. doi:
10.48550/ARXIV.2309.07045. URL https://doi.org/10.48550/arXiv.2309.07045.

Haiyan Zhao, Hanjie Chen, Fan Yang, Ninghao Liu, Huiqi Deng, Hengyi Cai, Shuaiqiang
Wang, Dawei Yin, and Mengnan Du. Explainability for large language models: A survey.
ACM Transactions on Intelligent Systems and Technology, 15(2):1–38, 2024a.

Jiachen Zhao, Zhun Deng, David Madras, James Zou, and Mengye Ren. Learning and
forgetting unsafe examples in large language models. In Forty-first International Conference
on Machine Learning, ICML 2024, Vienna, Austria, July 21-27, 2024. OpenReview.net,
2024b. URL https://openreview.net/forum?id=RYmmgedVjR.

Jieyu Zhao, Tianlu Wang, Mark Yatskar, Vicente Ordonez, and Kai-Wei Chang. Gender bias
in coreference resolution: Evaluation and debiasing methods. In Marilyn A. Walker, Heng
Ji, and Amanda Stent (eds.), Proceedings of the 2018 Conference of the North American
Chapter of the Association for Computational Linguistics: Human Language Technologies,
NAACL-HLT, New Orleans, Louisiana, USA, June 1-6, 2018, Volume 2 (Short Papers),
pp. 15–20. Association for Computational Linguistics, 2018. doi: 10.18653/V1/N18-2003.
URL https://doi.org/10.18653/v1/n18-2003.

Ruilin Zhao, Feng Zhao, Guandong Xu, Sixiao Zhang, and Hai Jin. Can language models serve
as temporal knowledge bases? In Findings of the Association for Computational Linguistics:
EMNLP 2022, pp. 2024–2037, Abu Dhabi, United Arab Emirates, 2022. Association for
Computational Linguistics. URL https://aclanthology.org/2022.findings-emnlp.
147.

Xuandong Zhao, Yu-Xiang Wang, and Lei Li. Protecting language generation models via
invisible watermarking. In Andreas Krause, Emma Brunskill, Kyunghyun Cho, Barbara
Engelhardt, Sivan Sabato, and Jonathan Scarlett (eds.), International Conference on
Machine Learning, ICML 2023, 23-29 July 2023, Honolulu, Hawaii, USA, volume 202
of Proceedings of Machine Learning Research, pp. 42187–42199. PMLR, 2023. URL
https://proceedings.mlr.press/v202/zhao23i.html.

Xuandong Zhao, Xianjun Yang, Tianyu Pang, Chao Du, Lei Li, Yu-Xiang Wang, and
William Yang Wang. Weak-to-strong jailbreaking on large language models. CoRR,
abs/2401.17256, 2024c. doi: 10.48550/ARXIV.2401.17256. URL https://doi.org/10.
48550/arXiv.2401.17256.

156

https://doi.org/10.18653/v1/2024.acl-long.812
https://doi.org/10.18653/v1/2024.acl-long.812
https://doi.org/10.48550/arXiv.2309.07045
https://openreview.net/forum?id=RYmmgedVjR
https://doi.org/10.18653/v1/n18-2003
https://aclanthology.org/2022.findings-emnlp.147
https://aclanthology.org/2022.findings-emnlp.147
https://proceedings.mlr.press/v202/zhao23i.html
https://doi.org/10.48550/arXiv.2401.17256
https://doi.org/10.48550/arXiv.2401.17256


Tianyu Zheng, Ge Zhang, Tianhao Shen, Xueling Liu, Bill Yuchen Lin, Jie Fu, Wenhu Chen,
and Xiang Yue. Opencodeinterpreter: Integrating code generation with execution and
refinement. In Lun-Wei Ku, Andre Martins, and Vivek Srikumar (eds.), Findings of the
Association for Computational Linguistics, ACL 2024, Bangkok, Thailand and virtual
meeting, August 11-16, 2024, pp. 12834–12859. Association for Computational Linguistics,
2024a. doi: 10.18653/V1/2024.FINDINGS-ACL.762. URL https://doi.org/10.18653/
v1/2024.findings-acl.762.

Xiaosen Zheng, Tianyu Pang, Chao Du, Qian Liu, Jing Jiang, and Min Lin. Improved
few-shot jailbreaking can circumvent aligned language models and their defenses. CoRR,
abs/2406.01288, 2024b. doi: 10.48550/ARXIV.2406.01288. URL https://doi.org/10.
48550/arXiv.2406.01288.

Xi Zhiheng, Zheng Rui, and Gui Tao. Safety and ethical concerns of large language models.
In Maosong Sun, Bing Qin, Xipeng Qiu, Jing Jiang, and Xianpei Han (eds.), Proceedings of
the 22nd Chinese National Conference on Computational Linguistics (Volume 4: Tutorial
Abstracts), pp. 9–16, Harbin, China, August 2023. Chinese Information Processing Society
of China. URL https://aclanthology.org/2023.ccl-4.2.

Zexuan Zhong, Zhengxuan Wu, Christopher D. Manning, Christopher Potts, and Danqi
Chen. Mquake: Assessing knowledge editing in language models via multi-hop questions.
In Houda Bouamor, Juan Pino, and Kalika Bali (eds.), Proceedings of the 2023 Conference
on Empirical Methods in Natural Language Processing, EMNLP 2023, Singapore, December
6-10, 2023, pp. 15686–15702. Association for Computational Linguistics, 2023. doi: 10.
18653/V1/2023.EMNLP-MAIN.971. URL https://doi.org/10.18653/v1/2023.emnlp-
main.971.

Qinhong Zhou, Sunli Chen, Yisong Wang, Haozhe Xu, Weihua Du, Hongxin Zhang, Yilun
Du, Joshua B. Tenenbaum, and Chuang Gan. HAZARD challenge: Embodied decision
making in dynamically changing environments. In The Twelfth International Conference on
Learning Representations, ICLR 2024, Vienna, Austria, May 7-11, 2024. OpenReview.net,
2024. URL https://openreview.net/forum?id=n6mLhaBahJ.

Sicheng Zhu, Ruiyi Zhang, Bang An, Gang Wu, Joe Barrow, Zichao Wang, Furong Huang,
Ani Nenkova, and Tong Sun. Autodan: Automatic and interpretable adversarial attacks on
large language models. CoRR, abs/2310.15140, 2023a. doi: 10.48550/ARXIV.2310.15140.
URL https://doi.org/10.48550/arXiv.2310.15140.

Sicheng Zhu, Ruiyi Zhang, Bang An, Gang Wu, Joe Barrow, Zichao Wang, Furong Huang,
Ani Nenkova, and Tong Sun. Autodan: Interpretable gradient-based adversarial attacks on
large language models. In First Conference on Language Modeling, 2023b.

Xuekai Zhu, Yao Fu, Bowen Zhou, and Zhouhan Lin. Critical data size of language models
from a grokking perspective. ArXiv preprint, abs/2401.10463, 2024. URL https://arxiv.
org/abs/2401.10463.

Caleb Ziems, Jane A. Yu, Yi-Chia Wang, Alon Y. Halevy, and Diyi Yang. The moral
integrity corpus: A benchmark for ethical dialogue systems. In Smaranda Muresan, Preslav

157

https://doi.org/10.18653/v1/2024.findings-acl.762
https://doi.org/10.18653/v1/2024.findings-acl.762
https://doi.org/10.48550/arXiv.2406.01288
https://doi.org/10.48550/arXiv.2406.01288
https://aclanthology.org/2023.ccl-4.2
https://doi.org/10.18653/v1/2023.emnlp-main.971
https://doi.org/10.18653/v1/2023.emnlp-main.971
https://openreview.net/forum?id=n6mLhaBahJ
https://doi.org/10.48550/arXiv.2310.15140
https://arxiv.org/abs/2401.10463
https://arxiv.org/abs/2401.10463


Nakov, and Aline Villavicencio (eds.), Proceedings of the 60th Annual Meeting of the
Association for Computational Linguistics (Volume 1: Long Papers), ACL 2022, Dublin,
Ireland, May 22-27, 2022, pp. 3755–3773. Association for Computational Linguistics, 2022.
doi: 10.18653/v1/2022.acl-long.261. URL https://doi.org/10.18653/v1/2022.acl-
long.261.

Andy Zou, Long Phan, Sarah Chen, James Campbell, Phillip Guo, Richard Ren, Alexander
Pan, Xuwang Yin, Mantas Mazeika, Ann-Kathrin Dombrowski, Shashwat Goel, Nathaniel
Li, Michael J. Byun, Zifan Wang, Alex Mallen, Steven Basart, Sanmi Koyejo, Dawn Song,
Matt Fredrikson, J. Zico Kolter, and Dan Hendrycks. Representation engineering: A
top-down approach to AI transparency. CoRR, abs/2310.01405, 2023a. doi: 10.48550/
ARXIV.2310.01405. URL https://doi.org/10.48550/arXiv.2310.01405.

Andy Zou, Zifan Wang, J. Zico Kolter, and Matt Fredrikson. Universal and transferable
adversarial attacks on aligned language models. CoRR, abs/2307.15043, 2023b. doi:
10.48550/ARXIV.2307.15043. URL https://doi.org/10.48550/arXiv.2307.15043.

158

https://doi.org/10.18653/v1/2022.acl-long.261
https://doi.org/10.18653/v1/2022.acl-long.261
https://doi.org/10.48550/arXiv.2310.01405
https://doi.org/10.48550/arXiv.2307.15043

	Introduction
	LLM Safety Definition
	Paper and Source Selection
	Related Work

	Taxonomy
	Basic Areas of LLM Safety
	Related Areas to LLM Safety

	Value Misalignment
	Social Bias
	Definition and Safety Impact
	Social Bias in the LLM Lifecycle
	Methods for Mitigating Social Bias
	Evaluation
	Future Directions

	Privacy
	Preliminaries
	Sources and Channels of Privacy Leakage
	Privacy Protection Methods

	Toxicity
	Definition and Safety Impact
	Methods for Mitigating Toxicity
	Evaluation

	Ethics and Morality
	Definition
	Safety Issues Related to Ethics and Morality
	Methods for Mitigating LLM Amorality
	Evaluation


	Robustness to Attack
	Jailbreaking
	Black-box Attacks
	White-box Attacks

	Red Teaming
	Manual Red Teaming
	Automated Red Teaming
	Evaluation

	Defense
	External Safeguard
	Internal Protection


	Misuse
	Weaponization
	Risks of Misuse in Weapons Acquisition
	Mitigation Methods for Weaponized Misuse
	Evaluation

	Misinformation Campaigns
	The Credibility of LLM-Generated Texts
	Social Media Manipulations
	Risks to Public Health Information
	Mitigation Methods for the Spread of Misinformation

	Deepfakes
	Malicious Applications of Deepfakes
	Methods for Mitigating Deepfakes

	Future Directions
	Weaponization
	Misinformation Campaigns
	Deepfakes
	Comprehensive Evaluation


	Autonomous AI Risks
	Discourse on Autonomous AI Risks
	General Views before LLMs
	Current Views

	Main Types of Autonomous AI Risks
	Instrumental Goals
	Goal Misalignment
	Deception
	Situational Awareness

	Evaluation

	Agent Safety
	Language Agent
	Embodied Agent
	Mitigation Methods
	Evaluation

	Interpretability for LLM Safety
	Interpretability for LLM Abilities
	Concepts Formation and Storage
	In-Context Learning
	Generalization and Emergence of Abilities

	Interpretability in Model Safety Auditing
	Interpretability for Alignment
	Mitigating Hallucinations
	Privacy Protection
	Reducing Toxicity
	Eliminating Biases

	Potential Risks in the Use of Interpretability
	Dual-Use
	Adversarial Attacks
	Misunderstanding or Overtrusting
	Accelerating Uncontrollable Risks

	Future Directions

	Technology Roadmaps / Strategies to LLM Safety in Practice
	Training
	Training Data
	Training Methodology

	Evaluation
	Value Misalignment and Robustness Evaluation
	Misuse and Autonomy Risks Evaluation

	Deployment
	Monitoring
	Guardrails

	Safety Guidance Strategy
	Discussion

	Governance
	Proposals
	International Cooperation Proposals
	Technical Oversight Proposals
	Ethics and Compliance Proposals

	Policies
	Current Policy Evaluation
	Policy Comparison
	Future Policy Directions

	Visions
	Long-term Vision
	Vision of Technological and Social Integration
	Risks and Opportunities in Realizing Visions


	Challenges and Future Directions
	Exploring Safe Architectures
	Safety Control Modules
	Toward Effective and Unified Safety Mechanisms
	Improving Safety Evaluations for LLMs
	Toward Multivalent International Cooperation and Interdisciplinary Community Building

	Conclusion

