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Abstract
Cross-Project Defect Prediction (CPDP) poses a non-trivial challenge to construct a reliable defect predictor
by leveraging data from other projects, particularly when data owners are concerned about data privacy. In
recent years, Federated Learning (FL) has become an emerging paradigm to guarantee privacy information
by collaborative training a global model among multiple parties without sharing raw data. While the
direct application of FL to the CPDP task offers a promising solution to address privacy concerns, the
data heterogeneity arising from proprietary projects across different companies or organizations will bring
troubles for model training. In this paper, we study the privacy-preserving cross-project defect prediction
with data heterogeneity under the federated learning framework. To address this problem, we propose a
novel knowledge enhancement approach named FedDP with two simple but effective solutions: 1. Local
Heterogeneity Awareness and 2. Global Knowledge Distillation. Specifically, we employ open-source project
data as the distillation dataset and optimize the global model with the heterogeneity-aware local model
ensemble via knowledge distillation. Experimental results on 19 projects from two datasets demonstrate that
our method significantly outperforms baselines.
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1 INTRODUCTION

In the field of software engineering, Software Defect Prediction (SDP) is considered a crucial task. The primary goal of SDP is
to identify potential defects at the early stages of software development, which serves to enhance the quality of the software and
reduce maintenance costs1,2,3. Currently, SDP mainly encompasses two typical scenarios: Within-Project Defect Prediction
(WPDP) and Cross-Project Defect Prediction (CPDP). Most existing works focus on WPDP and assume that target projects
possess ample historical data for training, enabling the identification of potentially defective modules within the new versions of
the same project’s data4,5,6.

In practice, the collection of defect data has historically been deemed a protracted and intricate task7. As a result, not all
projects have sufficient historical data for training, especially for newly developed projects8. Even for the same project, with
evolving technologies and changes in business environments, previously gathered data may no longer be fully applicable to
current data9. Models trained solely on outdated within-project data may struggle to adapt to these changes, resulting in a decline
in prediction performance. Against this backdrop, CPDP emerges as a viable option for companies. CPDP leverages additional
data from other projects to train a defect predictor for target projects10,11, significantly reducing the workload associated with data
re-collection and reorganization12. And multi-source cross-project training leverages data from multiple projects simultaneously,
enhancing data diversity. This diversity enables the model to grasp a broader range of defect patterns and features, surpassing the
limitations of the single project.

However, industrial data frequently contains a substantial amount of sensitive information, and the disclosure of such
information may jeopardize corporate business interests. Proprietary data owners’ concerns about privacy often pose obstacles to
data sharing, thereby hindering the practical implementation of CPDP in real-world scenarios. For example, AT&T, a global
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telecom giant, hesitated to publicize data due to fears of exposing sensitive business details13. Similarly, revealing metrics
like code complexity and the lines of code can give competitors insights into development efficiency, threatening a company’s
reputation and pricing power14,15. To overcome this problem, some researchers have explored ways to share project data in
CPDP without leaking sensitive information. Conventionally, LACE215 implements a multi-party data-sharing mechanism that
reduces the total amount of data needed to be shared. But LACE2 still needs to share some of the data during the training process,
which harms data privacy to some extent. Recently, Federated Learning (FL) has attracted increasing attention for its efficiency
in aggregating multiple local models trained from distributed data without privacy leakage. Yamamoto et al.16 have applied FL
to CPDP and propose a new method named FLR, which ensures privacy preservation.

Although the FL algorithm provides fairly satisfying privacy protection for traditional CPDP methods, it still does not take
the data heterogeneity among multiple clients into account, which is one of the primary challenges within traditional CPDP. In
practical applications, projects from different companies or organizations often have diverse data distributions due to variations in
coding styles and business requirements17,18, which is often referred to as non-independent and identically distributed (Non-IID)
data. In such a case, the local model from each client will update towards different optimization directions, leading to increased
variance in the aggregated global model and the global model’s performance degradation19,20.

In this paper, we propose a challenging and realistic problem, privacy-preserving CPDP with data heterogeneity. More
specifically, we aim to deal with both performance with Non-IID data and privacy preservation in CPDP. In this setting, users
should preserve the privacy of the local project data and collaboratively train a global model against data heterogeneity. It is more
difficult than the single traditional CPDP or privacy-preserving CPDP. Furthermore, research by He et al.21 has demonstrated
that carefully selected open-source projects can serve as valuable resources for building defect prediction models for proprietary
projects in the centralized setting. Based on this, a direct idea here to alleviate the data heterogeneity in CPDP with FL is to
consolidate the model with additional training on open-source projects at the server. However, experiments show that a simple
combination of open-source projects and CPDP with FL algorithms fails to produce promising results. The unstable training
process arising from uneven open-source project data may worsen the performance of the global model.

To address this problem, we propose a novel privacy-preserving CPDP approach based on knowledge enhancement, named
FedDP, that can effectively enhance the model performance with the knowledge from open-source projects by knowledge
distillation. More specifically, FedDP follows the FL algorithms to protect the privacy of local projects and improves with two
simple but effective solutions. Firstly, we apply the Local Heterogeneity Awareness, which holds that the local project data
in each client constitutes a specific distribution, and identify the correlation factor between the local data and the open-source
project data. Secondly, Global Knowledge Distillation will be done after the aggregation of local models at the server. We
treat the aggregated global model as the student model and the weighted ensemble prediction of all local models as the teacher
model. Knowledge transfer from teacher to student is achieved via knowledge distillation. Compared to simple parameter
averaging aggregation methods, this knowledge transfer surpasses the mere parameter values, encompassing more extensively
the deep-level information captured by local models, such as feature representations and decision boundaries. The open-source
project data is no longer trained directly but serves as the distillation dataset, effectively mitigating the risk of exacerbating the
degree of Non-IID that may arise from direct training. For a given distillation sample in the open-source project data, we endow
the local model with high ensemble weight when its correlation factor is significant and vice versa. The principle behind this is
the fact that a model tends to make the correct prediction when the sample fits the data distribution for training the model. With
the proposed two solutions, our model significantly outperforms baselines on 14 projects from the Promise dataset and 5 projects
from the Softlab dataset. The main contributions of this paper are as follows:

1. We first solve the problem of privacy-preserving CPDP with data heterogeneity in real-world scenarios, where the distribu-
tion of project data among clients is different, and the privacy of each local project should be guaranteed. Subsequently, we
propose open-source project-based knowledge enhancement for this challenge.

2. We empirically find the unstable learning process with uneven open-source project data at the server can lead to notable
performance degradation. Motivated by this observation, we further propose FedDP with local heterogeneity awareness and
global knowledge distillation two solutions.

3. We conduct extensive experiments on 19 projects from two datasets, and the results demonstrate that our method outperforms
baselines by an average improvement of 2.66% on the F1 metric.

The remainder of this paper is structured as follows. Section 2 presents background and related work, encompassing privacy-
preserving CPDP, federated learning, and knowledge distillation. Section 3 formulates the problem definition. Section 4
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introduces a motivating experiment and our proposed approach, FedDP. Section 5 describes the experimental setup, while
Section 6 validates the effectiveness of FedDP through thorough experimental results. Section 7 discusses the experimental
details and the generalization capability of FedDP. Potential threats to the validity of this work are discussed in Section 8. Finally,
Section 9 concludes the paper and outlines directions for future research.

2 BACKGROUND AND RELATED WORK

2.1 Privacy Preservation in CPDP

CPDP addresses the problem of insufficient training data in the target project by leveraging data from other source projects22,23,24.
Depending on the number of available source projects, CPDP can be categorized into two types: Single-Source Cross-Project
Defect Prediction (SSCPDP) and Multi-Source Cross-Project Defect Prediction (MSCPDP). When constructing CPDP models,
SSCPDP assumes the availability of only one source project, whereas MSCPDP presumes the existence of multiple source
projects25. Numerous SSCPDP methods have been proposed in previous research. TCA+26 integrates data normalization
techniques with Transfer Component Analysis (TCA) to learn an optimal common feature subspace between the source and
target projects. TNB27 assigns weights to training data instances by predicting the target project distribution, thereby constructing
a weighted Naive Bayes classifier. In recent years, MSCPDP has garnered increasing attention from the academic community.
Xia et al.’s Hybrid Model Reconstruction Approach (HYDRA)28, which contains two phases: genetic algorithm and ensemble
learning, offers a fresh perspective on MSCPDP. MASTER25 is a multi-source transfer weighted ensemble learning method that
achieves three-fold transfer, i.e., dataset transfer, instance transfer, and feature transfer.

Despite the utility of CPDP, its foundation lies in data sharing, which poses privacy concerns and hinders its practical
implementation. Notably, companies such as AT&T have publicly expressed their reluctance to disclose their data13. To overcome
this limitation, many studies have started focusing on developing CPDP methods that incorporate privacy-preserving techniques.
Peters et al.15 introduced LACE2, a privacy preservation strategy considering multi-party data. LACE2 effectively reduces
the overall amount of data shared without compromising prediction performance. Li et al.14 developed a double obfuscation
algorithm leveraging sparse representation and effectively implemented it within the context of CPDP. Yamamoto et al.16

proposed FLR based on FL, a CPDP method that does not require data sharing and outperforms traditional privacy preservation
methods. Yang et al.17 proposed Almity, a FL-based framework that addresses data security issues for software practitioners,
thus bridging the gap between academic models and industrial applications.

However, these methods do not achieve better privacy protection or overlook the issue of data heterogeneity among various
local projects in CPDP. Specifically, traditional methods, such as LACE2, still require disclosing a small amount of data. This
requirement fundamentally limits their ability to achieve higher levels of privacy protection. CPDP methods based on FL do
not adequately account for the data distribution differences among various projects. This Non-IID characteristic significantly
impacts the accuracy and effectiveness of the models.

2.2 Federated Learning

Federated learning (FL) has emerged as a new machine learning paradigm to allow distributed training for clients29,30? . Unlike
traditional centralized methods that collect and aggregate data on a server or cluster for training31, FL preserves privacy and
security by allowing clients to train the data locally32,33,34. One effective architecture for FL is FedAvg35. After several epochs
of local updates, FedAvg performed the weighted averaging of the models uploaded by clients on the central server, with the
weights being determined by the size of local data on each client. However, traditional FL algorithms like FedAvg suffer data
heterogeneity, where the datasets in clients are Non-IID, resulting in degradation in model performance36,37,38. To address the
Non-IID challenge, FedProx39 introduced a proximal term into the objective function of local models to prevent them from
deviating too far from the global model. SCAFFOLD19 introduced an additional parameter, known as the control variate, to
correct the direction of local updates.

Despite the numerous methods proposed in FL to alleviate the challenges posed by data heterogeneity, applying them to
other downstream tasks like CPDP remains in many trials. These parameter averaging aggregation approaches have limited
effectiveness in mitigating the Non-IID issue.
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F I G U R E 1 Overview of Federated Learning. Clients first update local models based on the distributed global model. Then,
the updated local models are uploaded to the server and aggregated to obtain a global model for the next communication round.

2.3 Knowledge Distillation

Knowledge distillation (KD) is the process of transferring knowledge from one or more teacher models to another student
model40,41. The key to KD is to align the soft predictions of the student model with the soft predictions of the teacher model42,43.
Currently, KD has been applied in FL to address the challenges posed by Non-IID data by extracting knowledge from multiple
local models and distilling it into the global model44,45. FedDF46 is a federated knowledge distillation approach for model
fusion, which utilizes a public dataset as the distillation data to extract knowledge from multiple local models into a global
model. However, considering that such auxiliary datasets may be lacking in real-world environments, FedGEN47 learns a
lightweight generator to perform federated knowledge distillation. DaFKD48 generates distillation samples through the generator
and performs weighted distillation by determining the weights between the samples and the corresponding domain according to
the domain discriminator.

The successful application of knowledge distillation in FL offers a feasible solution for addressing data heterogeneity and
privacy concerns in CPDP. However, due to significant differences among various research domains, such as data characteristics
and model architectures, many FL solutions tailored for Non-IID problems cannot be directly transferred for other tasks.

3 PROBLEM FORMULATION

A typical FL problem can be formalized by collaboratively training a global model for K total clients in FL. We consider each
client k can only access to his local private dataset Dk = {xk

i , yk
i }, where xk

i is the i-th input data sample and yk
i ∈ {1, 2, · · · , C} is

the corresponding label of xk
i with C classes. We denote the number of data samples in dataset Dk by |Dk |. The global dataset is

considered as the composition of all local datasets D = {D1, D2, · · · , DK}, D =
∑K

k=1 Dk.
The FL framework is illustrated in Fig. 1 and involves the following steps:

(1) The central server distributes the initial unlearned model to each client.
(2) After receiving the distributed model from the server, clients participating in the training process train models using their

own local data.
(3) The participating clients upload the model parameters to the central server.
(4) The central server aggregates the uploaded local models to update the global model and sends it to participating clients in

the next communication round.
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Steps (2) to (4) constitute a complete communication round. By repeating this cycle, the clients and central server continuously
communicate until the global model converges. The objective of the FL learning system is to learn a global model w that
minimizes the total empirical loss over the entire dataset D:

min
w
L(w) :=

K∑
k=1

|Dk |
|D|
Lk(w),

where Lk(w) =
1

|Dk |

|Dk |∑
i=1

LCE(w; xk
i , yk

i ), (1)

where Lk(w) is the local loss in the k-th client and LCE is the cross-entropy loss function that measures the difference between
the prediction and the ground truth labels.

In the privacy-preserving cross-project defect prediction task, each client denotes each version of a project in the studied
datasets, and the object of each client is to predict defects within the local project, which is a binary classification task. Moreover,
open-source projects are abundant and available in real-world scenarios and here we denote the open-source project data at the
server as D = {xd

i , yd
i }, where xd

i is the i-th data sample and yd
i ∈ {1, 2, · · · , C} is the corresponding label of xd

i with C classes.
The detailed employment of open-source project data will be discussed in the following Section 4.

4 METHODOLOGY

In this section, we first discuss an interesting observation, i.e., simply combining open-source projects and CPDP with FL
algorithms does not work well. Motivated by the finding, we finally present our FedDP framework.

4.1 Why does intuitive combination fail to work well in privacy-preserving CPDP?
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F I G U R E 2 Comparison of performance on three different open-source projects in terms of AUC and F1 values.

After receiving the updated models with Eq.(1) from participating clients at each communication round t, the server first
aggregates the models to obtain the global model w:

wt+1 =
∑
k∈St

pk · wk
t ,

where pk =
|Dk |∑
i∈St

|Di|

(2)
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F I G U R E 3 Overview of FedDP between a central server and clients. The server distributes the model and distillation data to
each client (step 1). The client then trains its local model and identifies correlation factors between the local data and open-source
data (steps 2-3). Clients upload the local model and the correlation factors to the server (step 4). The server aggregates the local
models and performs knowledge distillation with correlation factors (steps 5-8).

where
∣∣St

∣∣ = K × R and R denotes client participation ratio. Then, we utilize the open-source project data D as the training data
and continually train the aggregated global model wt+1 with the cross-entropy loss, which is defined in Eq.(1). Here we denote
the global model after training with the open-source project data as ˆwt+1, and the illustration of the experiment results is shown
in Fig. 2.

Unfortunately, simply combining open-source projects and CPDP with FL algorithms yields unpromising results. We report
three methods with two common metrics on three test projects here, which will be detail described in Section 6 later. FLR
represents the basic CPDP with FL algorithms while OpenFLR is the model with additional training on the open-source project
data. In the OpenFLR, the performance experiences undesired fluctuation in F1 and AUC two metrics with different open-source
project data. The explanation behind this is the local model from each client will update towards different optimization directions
due to the Non-IID data, and the unknown shift distribution between local project data and open-source project data may worsen
the model performance. To ensure the effectiveness of knowledge enhancement using open-source projects regardless of diverse
data distributions, we developed FedDP (ours) and will discuss it in the next section, which also demonstrates a significant
performance in Fig.2.

4.2 FedDP

The key object of FedDP is to harness open-source data for knowledge enhancement, thus alleviating the data heterogeneity
problem caused by Non-IID project data in privacy-preserving CPDP. Specifically, each client in FedDP first trains a local model
using its local private data and discerns the correlation factor of local project data to the open-source project data. Then, the
server conducts knowledge distillation on the open-source project data to enhance the knowledge of the global model. During
this process, Here we build the student model with the aggregated global model, whereas the weighted ensemble prediction with
correlation factors derived from all local models functions as the teacher model. Fig. 3 illustrates an overview of the training
framework of FedDP between a central server and clients. The specific steps of the FedDP algorithm are outlined in Algorithm 1.
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Algorithm 1 FedDP

Input: D:distillation dataset; Dk:local dataset; E: local training epoch;
N: distillation step; K: client number; T: communication round;
R: client participation ratio; η: learning rate;
p: distillation data sampling size.

Output: w: global model.
Server executes:
1: Initialize global model w1

2: for t = 1, 2, · · · , T do
3: m← max(R · K, 1)
4: St, Sd

t ← randomly select m clients and p distillation samples
5: for each selected client k ∈ St in parallel do
6: wk

t , Ck ← ClientUpdate(k, wt)
7: end for
8: αk ← obtain personalized weights with (4)
9: wt+1 ← aggregate local models with (2)
10: for j = 1, 2, · · · , N do
11: input Sd

t to wt+1 and wk
t to obtain soft predictions

12: ŵt+1 ← update global model wt+1 with (5)
13: end for
14: end for
Client update(k, wt):
15: receive initial model wt from server
16: for e = 1, 2, · · · , E do
17: wk

t ← update local model wt with (1)
18: end for
19: Ck ← obtain cosine similarity with (3)
20: return wk

t , Ck to server

4.2.1 Local Heterogeneity Awareness

In the global knowledge distillation, we obtain the teacher model by ensemble soft predictions of uploaded models. To endow
the model with suitable weight to the distillation dataset, an intuition is that the model has a high probability of making the
correct prediction when the sample fits in the training data distribution. As a consequence, quantifying the correlation between
the local data and the open-source project data is necessary. On the client side, each client receives the open-source project data
(distillation data) from the central server after updating the local model. Then, we introduce the local heterogeneity awareness
that clients employ the cosine similarity function to compute the correlation factor between its local data and the distillation data.
Supposed that the client k has finished the model updating on the local data, we compute the cosine similarity Ck

i between each
distillation sample xd

i ∈ D and all samples of local data Dk, and then take the average to represent the similarity between the
distillation samples xd

i and Dk:

Ck
i =

1
|Dk |

|Dk |∑
j=1

Cosine_similarity(xd
i , xk

j ) (3)

where xk
j is the j-th data sample from the local data Dk and Cosine_similarity(·) represents the function used to compute the

cosine similarity between data samples. Each client will upload both its updated local model and the correlation factor to the
server. Upon completion of uploads from all participating clients, the central server will perform global knowledge distillation.
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4.2.2 Global Knowledge Distillation

After receiving the local models and correlation factors from each participating client in St at the communication t, the central
server first aggregates the local models to obtain the global model wt+1 with Eq.(2). Motivated by the knowledge distillation
techniques49,42, which encourage the student model to approximate the output logits of the teacher model, the student is able to
imitate the teacher’s behavior with the loss on the distillation dataset. To alleviate the optimization variances in the global model,
in this paper, we treat the open-source project data as the distillation dataset and distill the knowledge from the teacher model
(built with the ensemble predictions of uploaded local models) to the student model (built with the global model). Then, we
assign each local model with personalized weights according to the correlation factor, which reflects the similarity between
local data and distillation data. For each distillation sample xd

i ∈ D, the central server normalizes correlation factors from all
participating clients to compute the personalized weight αk

i for each client k:

αk
i =

Ck
i∑

k∈St
Ck

i
,
∑
k∈St

αk
i = 1 (4)

Here a higher similarity indicates that the distribution of the client’s local data is more similar to the distillation data.
Subsequently, an ensemble distillation process is performed to train the aggregated global model wt+1. We input the distillation

samples xd
i ∈ D into both the global model wt+1 and each local model wk

t to obtain the soft predictions s(wt+1; xd
i ) and s(wk

t ; xd
i ).

After that, we perform a weighted ensemble of the soft predictions from the local models based on personalized weights, serving
as the teacher model’s logits. In the next step, we utilize Kullback-Leibler divergence (KL-divergence)50 as the distillation loss,
enabling the student model to learn the knowledge from the teacher model. By minimizing the distillation loss between the logits
of the teacher model and the logits of the student model, we can gradually update the student model and obtain the final global
model ŵt+1:

ŵt+1 = arg min
wt+1
LKD(wt+1)

=
1

|D|

∑
xd

i ∈D

KL
( St∑

k=1

αk
i · s(wk

t ; xi), s(wt+1; xd
i )
) (5)

where KL(·) is to compute the KL-divergence.After N epochs of knowledge distillation, we will obtain a new global model ŵt+1.
In the next communication round, the server distributes the global model ŵt+1 to each participating client for local training.

5 EXPERIMENTAL SETUP

5.1 Dataset

In our experiments, we utilize the Promise‡ and Softlab§ datasets, which are widely employed in most defect prediction
research14,51,52. Promise includes multiple projects developed in JAVA. We filter out smaller projects based on the number of
instances. Finally, we select 14 projects with 25 versions for our experiments and choose the project ‘camel’ with the maximum
instance count as the open-source project. Softlab contains 5 C-language projects, and we similarly select the largest project,
‘ar1’, as the open-source project. Table 1 provides specific information about the dataset, including the project description, the
project version numbers, the instance counts, the ratio of defect instances, and the category of data distribution.

Drawing upon the research conducted by Yang et al.17, we evaluate the degree of Non-IID in CPDP data across two dimensions:
data scale and data balance. For each dimension, we establish two thresholds to categorize them into three levels: Low (L),
Medium (M), and High (H). Specifically, the data scale is classified based on the proportion of instance count to its ideal value,
where less than 50% is designated as L, between 50% and 150% as M, and above 150% as H. The ideal value is calculated
as the total number of training instances divided by the number of clients. The data balance is categorized using thresholds of
16.67% (representing a 1:5 ratio of minority to majority classes) and 33.33% (representing a 1:2 ratio). The data distribution can
be segmented into nine categories by combining these two dimensions, as illustrated in Table 2.

‡ https://github.com/opensciences/opensciences.github.io
§ https://zenodo.org/record/1209483
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T A B L E 1 Details of Software Projects used in experiments.

Dataset Language Project Description Versions Instances Defective Rate (%) Category

Pomise Java

ant A build management system
1.6 351 26.21 MM
1.7 745 22.28 HM

camel A versatile integration framework
1.4 872 16.63 \
1.6 965 19.48 \

jedit A text editor
4.0 306 24.51 MM
4.1 312 25.32 MM

lucene A text search engine library
2.2 247 58.30 MH
2.4 340 59.70 MH

xerces An XML processor
1.2 440 16.14 ML
1.3 453 15.23 ML

velocity A template language engine
1.5 214 66.35 MH
1.6 229 34.06 MH

xalan An XSLT processor
2.5 803 48.19 HH
2.6 885 46.44 HH

synapse A high-performance Enterprise Service Bus
1.1 222 27.03 MM
1.2 256 33.59 MH

log4j A logging utility
1.0 135 25.18 LM
1.1 109 33.94 LH

poi API for Office Open XML standards
2.5 385 64.41 MH
3.0 442 63.57 MH

ivy A dependency manager
1.4 241 6.64 ML
2.0 352 11.36 ML

prop6 An industrial projects in the insurance domain 660 10.00 HL
redaktor A decentralized content management system 176 15.34 LL
tomcat A Web server 858 8.97 HL

Softlab C

ar1 Embedded software 121 7.44 \
ar3 Dishwasher 63 12.70 ML
ar4 Refrigerator 107 18.69 MM
ar5 Washing machine 36 22.22 LM
ar6 Embedded software 101 14.85 ML

T A B L E 2 Categorization of Data Distributions.

Scale
Balance

Low (L) Medium (M) High (H)

Low (L) LL LM LH
Medium (M) ML MM MH
High (H) HL HM HH

To illustrate with an example, consider a FL system consisting of 500 training data and 5 clients. Ideally, each client should
have 100 instances and a 50% data balance ratio (1:1 minority-to-majority class ratio). Suppose a client possesses only 28
instances (representing 28% of the ideal value) and exhibits a defect rate of 25% (indicating a 1:3 ratio of minority to majority
classes). In that case, the data distribution of this client can be classified as LM. Table 1 shows the distribution for the Promise
and Softlab datasets excluding distillation data (i.e., project ‘camel’ and project ‘redaktor’). Promise covers all types and Softlab
covers three.

5.2 Evaluation

5.2.1 Evaluation Metrics

In the task of CPDP, metrics such as Precision, Recall, F1 Score, and AUC are frequently employed to evaluate the predictive
performance of models53,54,55. Additionally, in FL, the number of communication rounds is typically used as a metric to assess
communication efficiency46,35. Next, we will specifically introduce the definitions of these metrics.
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• Precision: It is the proportion of true positive predictions among all instances predicted as positive by the model and
represents the degree of classification accuracy of the model. The detailed definitions are shown as follows:

Precision =
TP

TP + FP
(6)

where TP refers to the number of instances where the model predicts a positive sample and the actual sample is also positive,
and FP refers to the number of instances where the model predicts a positive sample but the actual sample is negative.

• Recall: It is a crucial metric that quantifies the model’s ability to capture all true positive examples. In the task of CPDP, a
high Recall value indicates that the model can identify a larger number of potential defects, which is extremely important for
software quality assurance, as neglected defects could lead to software failures or security breaches. The detailed definitions
are shown as follows:

Recall =
TP

TP + FN
(7)

where FN refers to the number of instances where the model predicts a negative sample but the actual sample is positive.
• F1: It is the harmonic mean of Precision and Recall, used to achieve a balance between the two. Particularly in the face of

imbalanced data, the F1 can provide a balanced performance evaluation.

F1 = 2× Precision× Recall
Precision + Recall

(8)

• AUC: It is a commonly used metric in binary classification tasks and is also widely applied in CPDP. It measures the overall
performance of a model by evaluating the true positive rate and false positive rate across different classification thresholds.
The AUC value ranges from 0 to 1, with 0.5 denoting random predictions. A higher AUC value indicates better classification
capability.

• Communication Rounds: In FL, communication efficiency is typically assessed by the number of communication rounds
required to achieve the target performance. Each round refers to the transmission of models or gradients between all
participating clients and the server. Unlike centralized learning, FL necessitates the exchange of model parameters between
nodes, and these communication processes are often the most time-consuming part of the entire FL system. Therefore,
reducing the number of communication rounds can significantly improve the efficiency of FL and reduce communication
costs.

5.2.2 Significance analysis

We employ the Win/Tie/Loss metric alongside the Wilcoxon signed-rank test to compare the performance differences between
FedDP and baseline models. Both evaluation methods have been extensively adopted and applied within the relevant field56,14.
Specifically, the Wilcoxon signed-rank test, as a non-parametric statistical approach, is utilized to assess the differences between
two matched samples. By calculating the p-value, we can determine whether the difference between these two matched samples
reaches a statistically significant level (i.e., p-value < 0.05).

Based on the p-value, we further categorize the outcomes into Win, Tie, or Loss: for each comparison between a baseline
model M and FedDP, if the p-value is less than 0.05 and FedDP outperforms M, it is classified as a Win; if the p-value is less
than 0.05 and M performs better, it is classified as a Loss; if neither condition is met, it is classified as a Tie.

5.3 Baseline

To assess the effectiveness of our proposed method, we compare it with FLR16, Almity17, and OpenFLR. These baselines
can represent the state-of-the-art in this field. Additionally, we consider the classic FL algorithms FedAvg35 and FedProx39 to
explore the potential impact of different FL algorithms. Here is a brief introduction to the FL algorithms and baseline models.
FL Algorithms:

• FedAvg35: A FL algorithm that aggregates a global model by weighted averaging the local model parameters based on the
size of the local data across different clients.
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• FedProx39: An extension to FedAvg, FedProx introduces a proximal term to the optimization objective, which helps in
controlling the extent of divergence of the local models from the global model.

Baseline Models:

• Centralized Training: A traditional machine learning training approach where all training data is pooled together to train a
classifier for defect prediction. It is often regarded as the upper bound for the performance of FL.

• FLR16: A privacy-preserving method for CPDP that employs logistic regression as its learning model and FedAvg as the
algorithm for aggregating model parameters.

• OpenFLR: On the basis of FLR, open-source data is added to the training set. After aggregating the local models, the server
further utilizes the open-source data to train the global model.

• Almity17: An FL framework tailored for SE tasks, which introduces an innovative parameter aggregation strategy. This
strategy considers three attributes: data scale, data balance, and minority class learnability.

5.4 Configuration

For the Promise dataset, excluding the project ‘camel’ as the open-source project, we consider the latest version of each remaining
project as the test data, resulting in a total of 13 test datasets. The treatment for the project ‘camel’ is as follows: among all
methods, only FLR’s training process does not use the data of ‘camel’. In other words, the project ‘camel’ serves as a training
dataset in Centralized Training and OpenFLR, while it serves as the distillation dataset in FedDP. Additionally, our task is CPDP.
When the latest version of a project is selected as test data, the remaining versions of that project are not included in the training.
All versions of the remaining projects are used in training. Furthermore, we perform random oversampling on all training data to
alleviate the impact of imbalanced data, but we do not process the distillation and test data. We applied the same configuration to
the Softlab dataset.

In our experiments, each version of the participating projects acts as a separate client, and the global model employs a logistic
regression model. We set the number of local training epochs E = 10, communication rounds T = 50, distillation steps N = 10,
distillation data sampling size p = 700, client participation ratio R = 100%, and a local training learning rate of 0.001. For each
test data, we take the average of the last 10 communication rounds as the result of one experiment; we repeat such experiments 5
times and calculate the average performance.

5.5 Research Questions

This paper answers the following three research questions:

• RQ1: How does the predictive performance of FedDP compare to that of other privacy-preserving CPDP methods?
• RQ2: How does the communication efficiency of FedDP compare to that of other FL-based CPDP methods?
• RQ3: Is our proposed FedDP sensitive to different distillation datasets?

6 EXPERIMENTAL RESULT

6.1 RQ1: How does the predictive performance of FedDP compare to that of other privacy-
preserving CPDP methods?

We evaluate the predictive performance of FedDP and baseline methods with Precision, Recall, F1, and AUC four metrics on two
datasets. Additionally, given that our method significantly outperforms OpenFLR, we conduct significance tests with FLR and
Almity. The results are shown in Tables 3 to 6. The column ‘Project’ corresponds to the specific test project, indicating that the
latest version of data from this project is used as the test set. We represent the mean and standard deviation of five independent
experiments conducted on each test set. We use bold type to highlight the optimal and underlining to highlight the suboptimal
results.
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T A B L E 3 Comparison of FedDP and baseline methods in terms of Precision value.

Project
Precision p-value

LR OpenFLR OpenFLR FLR FLR Almity Almity FedDP FedDP vs. FLR vs. Almity
Centralized FedAvg FedProx FedAvg FedProx FedAvg FedProx FedAvg FedProx FedProx FedProx

ant 43.53±0.012 33.53±0.006 33.65±0.004 48.06±0.012 49.43±0.008 50.57±0.009 46.80±0.009 45.27±0.010 45.49±0.012 <0.05 <0.05
jedit 44.74±0.008 35.85±0.003 35.83±0.006 49.12±0.026 47.39±0.018 55.20±0.016 49.65±0.018 49.39±0.010 49.66±0.007 <0.05 0.972

lucene 75.31±0.014 70.56±0.009 70.43±0.011 76.45±0.022 77.00±0.013 74.21±0.009 72.13±0.006 77.73±0.013 77.07±0.013 0.865 <0.05
xerces 41.70±0.011 19.33±0.006 19.30±0.007 38.44±0.039 37.80±0.009 35.57±0.011 32.59±0.012 36.19±0.008 36.29±0.009 <0.05 <0.05

velocity 53.40±0.021 46.94±0.004 47.42±0.003 56.16±0.014 55.79±0.018 54.02±0.018 52.05±0.011 55.54±0.011 55.05±0.011 0.448 <0.05
xalan 55.36±0.009 63.07±0.007 63.33±0.004 56.87±0.006 55.73±0.012 69.16±0.011 66.06±0.016 57.26±0.002 57.12±0.002 <0.05 <0.05

synapse 62.34±0.021 45.41±0.004 45.08±0.003 65.00±0.016 65.28±0.014 69.88±0.011 66.74±0.031 59.94±0.014 60.61±0.007 <0.05 <0.05
log4j 71.02±0.020 42.25±0.010 40.88±0.017 73.17±0.048 72.36±0.032 58.51±0.053 53.83±0.010 80.46±0.018 79.94±0.017 <0.05 <0.05
poi 84.85±0.005 75.31±0.007 75.15±0.006 85.04±0.016 85.52±0.009 84.97±0.003 84.99±0.004 88.13±0.007 88.14±0.007 <0.05 <0.05
ivy 24.20±0.005 17.65±0.004 17.69±0.002 26.99±0.013 28.02±0.013 33.22±0.013 30.47±0.006 25.06±0.004 25.25±0.004 <0.05 <0.05

prop6 17.28±0.010 14.37±0.001 14.48±0.002 19.90±0.009 20.19±0.016 21.48±0.005 22.01±0.007 19.19±0.004 19.26±0.002 <0.05 <0.05
redaktor 21.61±0.012 11.79±0.006 12.55±0.009 18.92±0.011 20.69±0.027 14.06±0.007 13.80±0.006 19.71±0.015 20.20±0.012 0.306 <0.05
tomcat 19.07±0.007 12.10±0.001 11.97±0.002 22.30±0.006 21.30±0.009 19.46±0.006 17.38±0.004 23.14±0.004 23.15±0.005 <0.05 <0.05

Avg. & W/T/L 47.26±0.012 37.55±0.005 37.52±0.006 48.96±0.018 48.96±0.015 49.25±0.013 46.81±0.0011 49.00±0.009 49.02±0.008 5/3/5 7/1/5
ar3 25.90±0.025 26.62±0.013 27.37±0.017 26.83±0.021 26.53±0.026 25.40±0.006 25.87±0.005 28.00±0.002 28.34±0.003 <0.05 <0.05
ar4 37.54±0.018 34.38±0.052 34.69±0.050 34.71±0.043 35.30±0.038 40.07±0.011 40.44±0.010 38.89±0.003 39.12±0.035 <0.05 <0.05
ar5 60.68±0.023 67.84±0.079 68.29±0.079 65.47±0.098 64.92±0.112 53.19±0.055 53.85±0.052 60.12±0.055 60.66±0.060 <0.05 <0.05
ar6 22.71±0.018 19.91±0.024 20.06±0.024 22.65±0.037 23.33±0.028 21.84±0.034 21.98±0.033 27.93±0.012 28.53±0.020 <0.05 <0.05

Avg. & W/T/L 36.71±0.021 37.19±0.042 37.60±0.043 37.42±0.050 37.52±0.051 35.13±0.027 35.53±0.025 38.74±0.018 39.17±0.030 3/0/1 3/0/1

T A B L E 4 Comparison of FedDP and baseline methods in terms of Recall value.

Project
Recall p-value

LR OpenFLR OpenFLR FLR FLR Almity Almity FedDP FedDP vs. FLR vs. Almity
Centralized FedAvg FedProx FedAvg FedProx FedAvg FedProx FedAvg FedProx FedProx FedProx

ant 73.43±0.019 86.17±0.037 88.24±0.013 71.57±0.015 71.20±0.014 66.99±0.021 73.37±0.015 74.88±0.009 74.88±0.007 <0.05 <0.05
jedit 72.91±0.042 84.25±0.008 81.82±0.033 70.30±0.021 71.57±0.020 71.90±0.011 74.18±0.011 71.49±0.005 70.99±0.005 <0.05 <0.05

lucene 47.98±0.046 58.66±0.052 58.50±0.052 40.04±0.034 39.88±0.025 38.47±0.022 42.56±0.011 43.78±0.018 44.71±0.023 <0.05 <0.05
xerces 51.08±0.037 52.09±0.027 50.00±0.031 39.69±0.053 38.28±0.022 45.85±0.013 47.69±0.011 45.91±0.005 45.97±0.010 <0.05 <0.05

velocity 37.18±0.013 54.03±0.015 50.59±0.037 33.85±0.018 33.59±0.012 30.77±0.024 35.13±0.025 41.90±0.014 42.03±0.008 <0.05 <0.05
xalan 48.13±0.008 67.11±0.060 67.05±0.080 47.36±0.027 45.72±0.023 47.93±0.014 50.61±0.009 49.27±0.009 49.01±0.007 <0.05 <0.05

synapse 66.74±0.021 72.09±0.018 71.51±0.020 55.77±0.010 57.12±0.007 50.70±0.016 53.26±0.015 62.91±0.020 62.21±0.014 <0.05 <0.05
log4j 74.07±0.026 86.00±0.009 87.04±0.017 60.30±0.090 61.33±0.037 55.56±0.003 57.78±0.020 57.04±0.017 57.33±0.024 <0.05 0.524
poi 52.24±0.025 69.00±0.035 76.71±0.041 36.78±0.018 36.14±0.016 41.85±0.022 48.75±0.009 50.18±0.014 51.54±0.010 <0.05 <0.05
ivy 79.50±0.021 74.90±0.034 79.30±0.033 74.30±0.018 76.55±0.020 73.50±0.029 76.00±0.014 77.10±0.009 77.50±0.010 <0.05 <0.05

prop6 58.79±0.013 59.55±0.013 57.21±0.011 48.91±0.039 49.82±0.034 40.91±0.036 47.88±0.038 61.39±0.020 60.45±0.008 <0.05 <0.05
redaktor 71.11±0.031 29.11±0.030 32.74±0.021 47.48±0.050 53.93±0.081 48.15±0.037 50.37±0.020 66.15±0.059 69.04±0.052 <0.05 <0.05
tomcat 84.94±0.020 89.69±0.016 91.40±0.006 79.87±0.050 78.99±0.089 79.74±0.012 82.60±0.007 72.78±0.018 72.65±0.017 <0.05 <0.05

Avg. & W/T/L 62.93±0.025 67.90±0.027 68.62±0.030 54.32±0.034 54.93±0.031 53.25±0.020 56.94±0.016 59.60±0.017 59.87±0.015 10/0/3 8/1/4
ar3 77.50±0.056 72.12±0.056 72.50±0.056 72.93±0.061 72.50±0.056 75.30±0.060 75.00±0.064 80.15±0.075 80.00±0.068 <0.05 <0.05
ar4 81.00±0.022 45.23±0.050 45.70±0.043 52.68±0.068 52.20±0.074 74.20±0.019 74.00±0.022 48.87±0.051 49.30±0.045 <0.05 <0.05
ar5 92.50±0.068 86.90±0.084 87.50±0.088 86.05±0.011 87.25±0.006 86.70±0.039 87.50±0.037 91.04±0.088 90.50±0.096 <0.05 <0.05
ar6 60.00±0.067 39.68±0.065 40.00±0.073 48.16±0.068 49.33±0.060 52.84±0.052 53.32±0.055 52.96±0.030 53.33±0.023 <0.05 0.967

Avg. & W/T/L 77.75±0.053 60.98±0.064 61.43±0.065 64.96±0.052 65.32±0.049 72.26±0.043 72.46±0.045 68.26±0.061 68.28±0.058 3/0/1 2/1/1

Centralized training, as the upper bound for FL performance, achieves the best results in the comprehensive evaluation metrics
of F1 and AUC in all datasets. This indicates that when data can be processed centrally, the performance of the model is often
superior because centralized training has access to all distributed data, allowing the model to learn and capture features of
the data more comprehensively. It is worth noting that FedDP achieves suboptimal results in terms of F1 and AUC, closely
resembling the performance of centralized training. This underscores the ability of FedDP to collaboratively train an effective
model in a distributed manner while safeguarding local data privacy.

On the Promise dataset, FedDP outperforms FL-based methods by an average of 3.10% in F1 and 3.13% in AUC. Similarly,
on the Softlab dataset, FedDP improves by an average of 2.22% in F1 and 2.21% in AUC. Although OpenFLR obtains the
best performance in terms of Recall on Promise, it sacrifices the Precision, resulting in more false positives. With no accident,
OpenFLR demonstrates the worst performance among all evaluated methods. As analyzed in Section 4.1, consolidating the global
model by training with open-source project data suffers the variance in the optimization direction and the disadvantages of data
heterogeneity outweigh the advantages of additional knowledge from the open-source project data. In contrast, FedDP effectively
mitigates this risk by leveraging knowledge from open-source project data through knowledge distillation. Notably, Almity
introduces improvements to FedAvg for dealing with uneven data distributions, but it fundamentally belongs to the primary
parameter aggregation approach, performing like FLR and worse than FedDP. This underscores that our knowledge distillation
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T A B L E 5 Comparison of FedDP and baseline methods in terms of F1 value.

Project
F1 p-value

LR OpenFLR OpenFLR FLR FLR Almity Almity FedDP FedDP vs. FLR vs. Almity
Centralized FedAvg FedProx FedAvg FedProx FedAvg FedProx FedAvg FedProx FedProx FedProx

ant 54.63±0.005 47.93±0.005 48.62±0.005 57.46±0.005 58.33±0.009 57.61±0.008 57.13±0.003 56.39±0.006 56.57±0.008 <0.05 <0.05
jedit 55.41±0.013 50.13±0.002 49.58±0.007 57.77±0.015 57.00±0.009 62.43±0.007 59.45±0.010 58.39±0.007 58.39±0.004 <0.05 <0.05

lucene 58.50±0.034 62.94±0.036 62.78±0.036 52.54±0.025 52.50±0.023 50.64±0.017 53.52±0.009 55.94±0.015 56.50±0.017 <0.05 <0.05
xerces 45.88±0.019 28.02±0.010 27.72±0.012 39.02±0.044 38.02±0.014 40.06±0.011 38.71±0.011 40.43±0.005 40.52±0.006 <0.05 <0.05

velocity 43.80±0.008 49.82±0.007 48.46±0.020 42.21±0.014 41.85±0.014 39.18±0.023 41.93±0.021 47.70±0.010 47.62±0.006 <0.05 <0.05
xalan 51.48±0.004 64.33±0.031 64.02±0.048 51.67±0.017 50.21±0.015 56.60±0.007 57.30±0.007 52.94±0.006 52.72±0.004 <0.05 <0.05

synapse 64.43±0.011 55.54±0.006 55.15±0.006 60.02±0.010 60.91±0.006 58.75±0.012 59.18±0.009 61.32±0.003 61.36±0.004 <0.05 <0.05
log4j 72.46±0.004 56.42±0.007 55.23±0.010 65.97±0.050 66.03±0.021 56.90±0.025 55.70±0.007 66.66±0.011 66.56±0.014 0.448 <0.05
poi 64.64±0.020 70.59±0.025 75.34±0.024 51.31±0.016 50.78±0.017 56.05±0.020 61.96±0.007 63.85±0.010 64.99±0.009 <0.05 <0.05
ivy 37.10±0.008 28.44±0.005 28.90±0.005 39.59±0.013 40.99±0.017 45.74±0.014 43.50±0.007 37.82±0.004 38.08±0.005 <0.05 <0.05

prop6 26.70±0.013 23.09±0.001 22.97±0.002 28.24±0.014 28.71±0.022 28.14±0.012 30.14±0.014 29.22±0.005 29.20±0.002 <0.05 <0.05
redaktor 33.11±0.013 16.27±0.009 17.73±0.012 26.99±0.017 29.88±0.040 21.76±0.012 21.66±0.009 30.36±0.023 31.24±0.020 <0.05 <0.05
tomcat 31.14±0.008 21.30±0.002 21.16±0.002 34.80±0.006 33.53±0.011 31.28±0.007 28.72±0.006 35.08±0.006 35.09±0.007 <0.05 <0.05

Avg. & W/T/L 49.18±0.012 44.22±0.011 44.44±0.015 46.74±0.019 46.83±0.017 46.55±0.013 46.84±0.009 48.93±0.009 49.14±0.008 10/1/2 8/0/5
ar3 38.69±0.025 40.01±0.015 39.66±0.020 38.66±0.025 38.83±0.035 37.99±0.004 38.47±0.005 41.47±0.004 41.80±0.006 <0.05 <0.05
ar4 51.29±0.020 38.93±0.051 39.38±0.047 41.69±0.063 42.09±0.050 52.03±0.010 52.29±0.013 43.25±0.041 43.56±0.035 <0.05 <0.05
ar5 73.21±0.031 75.87±0.068 76.40±0.067 73.72±0.077 74.02±0.073 65.91±0.045 66.67±0.041 72.01±0.053 72.28±0.049 <0.05 <0.05
ar6 32.93±0.028 26.04±0.021 26.65±0.021 32.04±0.031 31.64±0.036 30.91±0.024 31.13±0.023 36.60±0.012 37.14±0.017 <0.05 <0.05

Avg. & W/T/L 49.03±0.026 45.21±0.039 45.52±0.039 46.53±0.049 46.64±0.048 46.71±0.021 47.14±0.021 48.33±0.028 48.69±0.027 3/0/1 3/0/1

T A B L E 6 Comparison of FedDP and baseline methods in terms of AUC value.

Project
AUC p-value

LR OpenFLR OpenFLR FLR FLR Almity Almity FedDP FedDP vs. FLR vs. Almity
Centralized FedAvg FedProx FedAvg FedProx FedAvg FedProx FedAvg FedProx FedProx FedProx

ant 73.04±0.003 68.30±0.005 69.07±0.006 74.65±0.003 75.14±0.007 74.10±0.007 74.72±0.002 74.42±0.003 74.54±0.004 <0.05 0.436
jedit 71.18±0.013 66.45±0.002 65.99±0.006 72.71±0.011 72.28±0.007 76.04±0.004 74.30±0.007 73.28±0.005 73.22±0.003 <0.05 <0.05

lucene 62.23±0.013 60.77±0.008 60.54±0.007 60.81±0.011 60.99±0.012 59.24±0.004 59.00±0.004 62.49±0.008 62.37±0.006 <0.05 <0.05
xerces 68.91±0.015 56.17±0.010 55.90±0.010 63.93±0.028 63.28±0.009 65.21±0.007 64.67±0.007 65.41±0.003 65.47±0.004 <0.05 <0.05

velocity 60.18±0.006 61.14±0.004 60.71±0.007 60.08±0.006 59.93±0.008 58.63±0.011 59.22±0.010 62.27±0.005 62.13±0.004 <0.05 <0.05
xalan 57.23±0.006 66.53±0.013 66.73±0.021 58.11±0.006 57.09±0.009 64.68±0.003 64.02±0.008 58.72±0.003 58.58±0.002 <0.05 <0.05

synapse 73.14±0.008 64.02±0.004 63.66±0.004 70.27±0.007 70.86±0.004 69.82±0.007 69.86±0.007 70.77±0.002 70.85±0.003 0.911 <0.05
log4j 79.72±0.004 64.23±0.009 62.45±0.015 74.72±0.032 74.93±0.015 68.13±0.020 66.92±0.004 75.14±0.007 75.11±0.009 0.702 <0.05
poi 67.98±0.010 64.60±0.007 66.19±0.011 62.72±0.007 62.71±0.009 64.47±0.008 66.86±0.003 69.17±0.005 69.70±0.006 <0.05 <0.05
ivy 73.79±0.010 65.05±0.006 66.01±0.009 74.25±0.010 75.62±0.015 77.26±0.012 76.88±0.006 73.76±0.003 74.02±0.005 <0.05 <0.05

prop6 63.72±0.013 60.04±0.001 59.80±0.003 63.51±0.015 63.97±0.020 62.15±0.013 64.53±0.015 66.31±0.006 66.13±0.002 <0.05 <0.05
redaktor 62.07±0.015 46.15±0.013 46.22±0.010 55.44±0.018 58.24±0.045 47.43±0.014 46.66±0.012 58.70±0.030 59.83±0.026 <0.05 <0.05
tomcat 74.67±0.004 62.58±0.002 62.48±0.004 76.05±0.015 75.10±0.027 73.58±0.003 71.94±0.007 74.43±0.008 74.41±0.007 <0.05 <0.05

Avg. & W/T/L 68.30±0.009 62.00±0.006 61.98±0.009 66.71±0.013 66.93±0.014 66.21±0.009 66.12±0.007 68.07±0.007 68.18±0.006 8/2/3 9/1/3
ar3 72.39±0.016 72.09±0.020 72.18±0.020 71.28±0.036 71.60±0.034 72.19±0.023 71.86±0.024 74.98±0.016 75.27±0.019 <0.05 <0.05
ar4 74.98±0.017 63.13±0.038 62.83±0.035 64.89±0.038 65.13±0.039 73.92±0.015 74.47±0.012 66.22±0.020 65.80±0.024 0.283 <0.05
ar5 87.68±0.032 86.60±0.048 87.75±0.048 87.05±0.028 86.45±0.033 82.50±0.014 83.04±0.016 86.31±0.038 86.68±0.043 0.747 <0.05
ar6 62.21±0.031 55.86±0.020 55.91±0.020 59.95±0.050 60.49±0.031 60.46±0.005 60.16±0.003 64.70±0.017 64.95±0.012 <0.05 <0.05

Avg. & W/T/L 74.31±0.024 69.42±0.032 69.67±0.031 70.79±0.038 70.92±0.034 72.27±0.014 72.38±0.014 73.05±0.023 73.17±0.025 2/2/0 3/0/1

framework is significantly more effective in mitigating the challenges posed by Non-IID data than parameter aggregation
methods. In addition, FedDP demonstrates excellent performance across different FL algorithms (whether FedAvg or FedProx)
and datasets with differing Non-IID degrees and programming languages. This underscores FedDP’s robustness. Besides, our
method exhibits smaller standard deviations and achieves a stable performance.

In conclusion, FedDP outperforms other FL-based CPDP methods in terms of the comprehensive evaluation metrics F1 and
AUC, and its performance is closer to centralized training. Furthermore, FedDP exhibits minimal performance fluctuations with
different test projects and stays robust to varying FL algorithms and datasets.

6.2 RQ2: How does the communication efficiency of FedDP compare to that of other FL-based
CPDP methods?

Unlike centralized environments, in FL, the communication overhead is an expensive expense and often serves as a key indicator
for method evaluation. In this RQ, we compare the communication efficiency of FL-based CPDP methods by evaluating the
number of communication rounds required to stably reach the target F1, as shown in Table 7. For each test project, we set two F1
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T A B L E 7 Evaluation of FL-based CPDP methods, in terms of the communication rounds to reach the target F1 value.

Project F1
OpenFLR OpenFLR FLR FLR Almity Almity FedDP FedDP
FedAvg FedProx FedAvg FedProx FedAvg FedProx FedAvg FedProx

ant
52.5% >50 >50 10.5 7.8 2.0 2.4 2.2 2.0
55.0% >50 >50 15.8 9.3 2.6 2.8 2.4 2.3

jedit
52.5% 6.5 >50 5.5 6.5 2.2 2.4 2.0 2.0
55.0% >50 >50 6.9 13.6 2.6 2.6 2.0 2.0

lucene
52.5% 2.0 2.2 2.2 >50 >50 >50 2.0 2.1
55.0% 2.0 2.2 5.4 >50 >50 >50 2.6 3.0

xerces
35.0% >50 >50 3.1 9.8 2.0 2.2 3.2 3.2
37.5% >50 >50 >50 14.3 2.6 2.4 3.6 4.0

velocity
45.0% 2.2 2.0 >50 >50 >50 >50 2.3 2.2
47.5% 2.2 3.3 >50 >50 >50 >50 3.2 3.7

xalan
50.0% 2.4 2.5 15.3 >50 2.2 2.4 2.0 2.1
52.5% 2.7 2.5 >50 >50 2.2 2.4 6.5 8.3

synapse
57.5% 14.3 13.8 9.5 9.2 2.9 3.0 2.4 2.2
60.0% >50 >50 >50 14.2 >50 >50 3.0 2.5

log4j
62.5% >50 >50 13.4 9.3 >50 >50 2.0 2.0
65.0% >50 >50 16.7 13.0 >50 >50 2.7 2.8

poi
60.0% 2.1 2.2 >50 >50 >50 2.0 2.0 2.0
62.5% 2.1 2.2 >50 >50 >50 >50 2.0 2.1

ivy
35.0% >50 >50 7.8 6.6 2.2 2.6 2.0 2.0
37.5% >50 >50 8.5 9.1 2.2 2.8 3.7 3.6

prop6
25.0% >50 >50 8.3 7.5 2.2 2.8 2.8 2.0
27.5% >50 >50 17.5 11.5 >50 2.8 4.3 3.2

redaktor
22.5% >50 >50 5.6 2.2 >50 >50 3.0 3.0
25.0% >50 >50 9.4 2.4 >50 >50 3.0 3.0

tomcat
30.0% >50 >50 7.8 7.8 2.6 >50 2.2 2.2
32.5% >50 >50 8.6 15.0 >50 >50 2.9 2.8

Total 3 1 0 2 3 3 10 13

thresholds for evaluation based on the average performance of all methods. We bold the optimal results and record the times of
each method achieving the best performance in the last row of the table, denoted as ‘Total’.

The experimental results demonstrate that FedDP exhibits superior communication efficiency compared to other methods,
requiring fewer communication rounds to achieve target performance. Furthermore, across all 13 test items, when increasing the
target performance threshold, FedDP requires minimal additional communication rounds, typically within two rounds to achieve
the target performance. In contrast, in most cases, FLR typically requires more than two additional rounds, while OpenFLR and
Almity often fail to stably reach the target performance even after 50 rounds of communication. Consequently, OpenFLR and
FLR require more significant effort and communication costs than FedDP to attain the same target performances. In conclusion,
FedDP demonstrates significant advantages in communication efficiency compared to other FL-based CPDP methods, rapidly
achieving target performance with fewer communication rounds.

6.3 RQ3: Is our proposed FedDP sensitive to different distillation datasets?

In this RQ, we select projects with the largest and smallest number of instances to investigate the impact of the selection of
distillation datasets on the performance of FedDP. For the distillation datasets, we take the project as the smallest unit, meaning
that for projects with multiple versions, their distillation data encompasses data from all versions. Therefore, we chose ‘redaktor’
as the smallest distillation dataset. In our setting, we employ the projects, excluding the distillation project as the training set.
The experimental results are shown in Table 8. The column ‘Instances’ shows the size of the distillation dataset, and the column
‘Variation’ demonstrates the extent of changes in model performance of FedDP compared to baseline methods. We use bold type
to highlight the best results with different FL algorithms.

When selecting the ‘camel’ project, which possesses the largest number of instances, as the distillation dataset, FedDP
outperforms the baseline model in terms of Precision, F1, and AUC. Specifically, compared to FLR, FedDP exhibits improvements
of 0.05% in Precision, 5.11% in Recall, 2.25% in F1, and 1.30% in AUC. And FedDP demonstrates enhancements of 0.98%
in Precision, 4.64% in Recall, 2.34% in F1, and 1.96% in AUC compared to Almity. OpenFLR lags behind all methods in all
metrics except Recall.
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T A B L E 8 The performance of FedDP and baseline methods on different distillation datasets.

Project Instances Metric
FedAvg Variation FedProx Variation

OpenFLR FLR Almity FedDP vs. OpenFLR vs. FLR vs. Almity OpenFLR FLR Almity FedDP vs. OpenFLR vs. FLR vs. Almity

camel 1837

Precision 37.55 48.96 49.25 49.00 11.45 ↑ 0.04 ↑ 0.25 ↓ 37.52 48.96 46.81 49.02 11.5 ↑ 0.06 ↑ 2.21 ↑
Recall 67.90 54.32 53.25 59.60 8.30 ↓ 5.27 ↑ 6.35 ↑ 68.62 54.93 56.94 59.87 8.75 ↓ 4.94 ↑ 2.93 ↑

F1 44.22 46.74 46.55 48.93 4.71 ↑ 2.19 ↑ 2.38 ↑ 44.44 46.83 46.84 49.14 4.71 ↑ 2.31 ↑ 2.30 ↑
AUC 62.00 66.71 66.21 68.07 6.06 ↑ 1.36 ↑ 1.86 ↑ 61.98 66.93 66.12 68.18 6.2 ↑ 1.25 ↑ 2.06 ↑

redaktor 176

Precision 39.21 48.94 48.22 47.07 7.86 ↑ 1.88 ↓ 1.15 ↓ 39.24 48.35 48.49 47.00 7.76 ↑ 1.35 ↓ 1.49 ↓
Recall 21.74 56.66 46.97 61.71 39.96 ↑ 5.05 ↑ 4.74 ↑ 21.49 57.33 57.62 61.63 40.14 ↑ 4.30 ↑ 4.01 ↑

F1 25.76 48.23 48.01 49.06 23.30 ↑ 0.84 ↑ 1.05 ↑ 25.69 48.27 48.47 49.05 23.36 ↑ 0.78 ↑ 0.58 ↑
AUC 54.56 67.50 67.34 67.99 13.43 ↑ 0.49 ↑ 0.65 ↑ 54.53 67.48 67.55 67.97 13.44 ↑ 0.49 ↑ 0.42 ↑
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F I G U R E 4 The performance of FL-based CPDP methods under different Client Participation Ratio R.

When the ‘redaktor’ project with the fewest instances is selected as the distillation dataset, FedDP maintains its superiority
over the baseline model. FedDP outperforms FLR in Recall (by 4.67%), F1 (by 0.81%), and AUC (by 0.49%), albeit with a
slight decrease in Precision. When compared to Almity, FedDP exhibits similar magnitudes of performance improvements. It is
noteworthy that OpenFLR experiences a severe performance decline in this setting, widening the gap with other methods. This
underscores the sensitivity of OpenFLR to the choice of distillation data, further emphasizing the risks associated with directly
incorporating open-source data into FL training.

Furthermore, we observe that the distillation with the larger ‘camel’ dataset results in a more significant performance
improvement for FedDP over FLR compared to using the ‘redaktor’ dataset. The reason is that larger datasets typically contain
more diverse data, representing a wider range of potential data distributions, thus providing richer information and knowledge to
enhance the model. FedDP consistently outperforms the baseline models regardless of different distillation projects. This indicates
that the knowledge distillation process in FedDP can stably enhance model performance in federated learning, unconstrained by
the selection of distillation datasets.

To conclude, FedDP demonstrates robustness in different distillation datasets, maintaining stable performance improvements
even in the face of discrepancies among these datasets.

7 DISCUSSION

7.1 Client Participation Ratio

Client participation ratio R refers to the proportion of clients involved in the training process in each communication round. We
explore its impact on the model’s predictive performance, as illustrated in Fig. 4.

We observe that as the client participation ratio increases, the performance of FedDP, Almity, and FLR in terms of AUC
and F1 values steadily improves. When the ratio of clients participating in training increases from 10% to 50%, the improved
performance of FedDP and FLR is relatively increment. However, once more than half of the clients participate in the FL
training, there is a marked improvement in the performance of both FedDP and FLR. We attribute this improvement primarily to
the richer knowledge from multiple clients and facilitate better model training. Conversely, the performance of OpenFLR almost
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remains unchanged regardless of the increase in client participation ratio due to the direct training on open-source project data,
which harms model performance and prevents it from optimizing from the optimal direction.
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F I G U R E 5 The performance of FedDP on different Distillation Steps N and Sampling Sizes p.

T A B L E 9 The ablation study of two solutions in FedDP.

Algorithms Methods Precision Recall F1 AUC

FedAvg
FedDP 49.00 59.60 48.93 68.07
(w/o) factor 48.91 59.11 48.63 67.80
(w/o) factor & distill 48.96 54.32 46.74 66.71

FedProx
FedDP 49.02 59.87 49.14 68.18
(w/o) factor 48.80 59.50 48.60 67.87
(w/o) factor & distill 48.96 54.93 46.83 66.93

7.2 Distillation Step and Sampling Size

The knowledge distillation process is the key technique of FedDP. During each round of distillation, we randomly sample a
portion of the data from the distillation dataset according to the sampling size p. The number of distillation steps N refers to the
distillation epochs at the server. We explore the impact of these two parameters on the performance of FedDP, as depicted in Fig.
5.

As the number of distillation steps varies, the performance of FedDP remains generally stable. When the distillation step is set
to 10, the values of F1 and AUC reach their maximum. With FedAvg, AUC and F1 values vary by a max of 0.15% and 0.13%.
The maximum differences with FedProx in AUC and F1 are 0.13% and 0.17% respectively. Therefore, we suggest that FedDP is
not sensitive to the distillation steps.

The project ‘camel’ comprises 1837 instances. Thus, our experiment varies the sampling size with values from the set [100,
400, 700, 1000, 1300, 1600]. As the sampling size p changed from 100 to 1600, both the AUC and F1 values of FedDP show
minor fluctuations, peaking at p = 700. The max differences in AUC and F1 are 0.18% and 0.25% with FedAvg while 0.23%
and 0.39% with FedProx. Taking into account both performance and training overhead, we set p = 700 in our experiments.

7.3 Ablation Study

In view of that FedDP has two components: Local Heterogeneity Awareness and Global Knowledge Distillation. It is necessary to
validate the effectiveness of these two components. Here we conduct ablation experiments on FedDP, with results shown in Table
9. Here, we abbreviate the correlation factor as ‘factor’ while ‘distill’ represents the federated knowledge distillation technique.

Without the support of Local Heterogeneity Awareness and Global Knowledge Distillation, FedDP would be reduced to the
FLR method. We can observe that the knowledge distillation technique plays an important role in enhancing model performance,
demonstrating improvements of 0.05%, 5.11%, 2.25%, and 1.30% in Precision, Recall, F1, and AUC. This underscores the
capability of our proposed solutions to increase Recall performance while maintaining Precision. A high Recall value is crucial
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for CPDP as it ensures the identification of more potential software defects, which could otherwise lead to software failures or
security vulnerabilities.

Comparing FedDP with the ‘(w/o) factor’, the performance of the model gets an increment improvement when the correlation
factors are introduced in the distillation process. This suggests that our Local Heterogeneity Awareness approach can identify
the correlation between distillation data and local data, enabling the server to generate a superior teacher model and optimize
Global Knowledge Distillation.

To sum up, the Global Knowledge Distillation approach contributes greatly to the performance enhancement of FedDP, and
the utilization of the correlation factors can further optimize the distillation process and thus enhance the predictive performance.

7.4 Generalization

The FedDP framework excels in CPDP, and its exceptional generalization capability allows it to be applied to other tasks
requiring privacy protection, such as code smell detection, code clone detection, and classification of bug-fix commits. Taking
code clone detection as an example, this task aims to find similar or functionally equivalent code snippets, which are crucial
for improving software quality and reducing maintenance. Codebases from different organizations or projects often exhibit
unique styles, leading to data distribution diversity. With FedDP, organizations can collaboratively train efficient models without
exposing their codebases.

FedDP can effectively address the Non-IID issue, fostering knowledge sharing and collaboration across organizations while
strictly protecting data privacy. This opens up a new path for research and practice in the field of software engineering.

8 THREATS TO VALIDITY

8.1 Internal Validity

Not all baseline methods have open-sourced their code. We strictly adhere to the descriptions in the relevant papers to replicate
the method, but it is still possible that we may not be able to fully implement all the details of the original works, which may
affect our assessment of the model’s effectiveness.

8.2 External Validity

In this study, we extensively research 14 Java projects in the Promise repository and 5 C projects in the Softlab repository. These
projects cover a sufficiently diverse range of data to construct and evaluate FedDP. However, there may be some uncertainty
regarding the performance of FedDP when applied to projects utilizing other programming languages. In the future, we will try
to use more datasets to minimize this threat.

8.3 Conclusion Validity

The validity of conclusions mainly involves whether the evaluation metrics used are reasonable. Class imbalance is a prevalent
challenge in defect prediction tasks. The F1 value can balance the recall and precision of defect class predictive performance,
while the AUC metric can comprehensively evaluate the model’s classification performance. Both of these are crucial evaluation
indicators commonly used in the defect prediction domain.

9 CONCLUSION AND FUTURE WORK

In this paper, we propose a realistic and challenging problem, privacy-preserving CPDP with data heterogeneity. To tackle
this issue, we first intuitively try to consolidate the model with additional training on the open-source project data. Then, we
empirically analyze the failure and improve with FedDP. FedDP employs the open-source project data as the distillation data and
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enhances the global model via heterogeneity-aware model ensemble knowledge distillation. Extensive experiments conducted on
various settings and baselines show that FedDP achieves significant improvement in terms of AUC and F1 values respectively.

Although our method has demonstrated great effectiveness over the privacy-preserving CPDP, the extent to which FedDP
improves model performance still depends on the quality of the distillation dataset. To deploy the privacy-preserving CPDP in
practical settings, it is necessary to consider data-free knowledge distillation techniques such as the generative model. In the
future, we seek to work a step forward in this field.
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