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1 Introduction

One of the primary functions of language is to in-
fluence others’ beliefs. Whether in an advert or
an essay, we often use language in an attempt to
change other people’s minds: to persuade them to
do, believe, or say particular things. Large Lan-
guage Models (LLMs) are machine learning models
trained on often hundreds of billions of words or
more to predict patterns in the way that people
use language. More recently, these models have
been deliberately trained to elicit specific psycho-
logical reactions from human users. Together, this
vast knowledge of human language patterns and
preferences makes it plausible that LLMs are—or
could be trained to be—powerful tools in generat-
ing persuasive content. Here, we review research
on persuasion and deception in LLMs, examining
evidence from recent empirical work, exploring po-
tential risks, and discussing possible mitigations.

LLMs that generate persuasive text could have
widespread consequences (El-Sayed et al., 2024).
Most obviously, they could play a role in political
campaigns, fraud, and recruitment of people’s time
and money to particular causes. More insidiously,
if people come to converse with LLM-based systems
more frequently—to treat them as assistants, col-
leagues, and even romantic partners—they might
come to trust models, seek their advice, and defer
to them (Burtell and Woodside, 2023). This could
have profound impacts on people’s epistemic envi-
ronments; especially if these systems are funded by
advertising in the same way that traditional search
has been and control over their biases is sold to the
highest bidder (Roth, 2024).

Alternatively, LLMs might not have much impact
in these spaces at all (Kapoor and Narayanan, 2023).
A variety of careers, industries, and academic sub-
disciplines have historically been dedicated to re-
fining persuasion techniques, including through ad-
vertising, political campaigning, and government
influence operations. LLMs might have negligi-
ble marginal impact, for example, because they
don’t improve over the most persuasive messages
that humans can produce, or because the effects of
LLM-generated content produced for both sides of
an argument simply cancel out. It is currently un-
clear whether LLMs’ output could be significantly

more persuasive than people’s, and what kinds of
impacts persuasive AI systems might have.

Many researchers have already started addressing
these questions, and a rich literature has emerged
over the last few years on the potential dangers
of persuasive LLMs, including studies attempting
to measure the extent to which people are influ-
enced by their outputs (Rogiers et al., 2024). In
this review, we attempt to summarise this existing
work and highlight outstanding questions for future
research.

1.1 Definitions and Background
Persuasion and deception are defined differently
by different authors (Mahon, 2016; Noggle, 2018;
Susser et al., 2019). Their definitions often rest on
concepts like intention and belief, which are not
straightforwardly applicable to artificial systems
such as LLMs (Bender and Koller, 2020; Goldstein
and Levinstein, 2024). Resolving the standing de-
bates is beyond the scope of this review. Our aim
here is to provide an overview of existing positions
about how to define these terms, and clarify our
own use of them in order to minimise confusion.

As is standard (El-Sayed et al., 2024), we take
influence to be the most general category in our tax-
onomy (see Figure 1), and treat persuasion as a type
of influence which involves appealing to cognitive or
decision-making processes as opposed to more direct
forms of influence such as coercion or exploitation
(Wood, 2014; Zwolinski et al., 2022). Following
Susser et al. (2019) and others (El-Sayed et al.,
2024; Ward et al., 2023a), we further distinguish
between rational persuasion and manipulation as
distinct subtypes of persuasion. While both involve
exerting influence over an agent by appealing to cog-
nitive processes, rational persuasion is characterised
by the use of transparent and publicly interrogable
argument, while manipulation is characterised by
“hidden persuasion”: covertly exploiting vulnera-
bilities in an agent’s decision-making mechanisms
(Carroll et al., 2023). Susser et al. (2019) emphasise
this difference in terms of autonomy-preservation.
Rational persuasion preserves autonomy in that
a persuaded individual understands how and why
their beliefs have changed and so comes to authen-
tically endorse their new beliefs. By contrast, a
manipulated individual feels “played ”. Reflecting
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INFLUENCE

PERSUASION
Influence via appeal to 

decision-making processes

Bring about changes in an 
agentʼs beliefs or behaviour

RATIONAL PERSUASION
Persuade with reason, evidence 

and argument

MANIPULATION
Persuade covertly by exploiting 

irrationalities

DECEPTION
Manipulate by inducing false 

beliefs in an agent

STRATEGIC DECEPTION
Deceive selectively based on 

incentives or instructions

Figure 1: A taxonomy of terms for AI persuasion
and deception as used in this review. We treat ma-
nipulation as a sub-type of persuasion, deception
as a type of manipulation, and strategic deception
as a selective kind of deception which requires sen-
sitivity to incentives (see El-Sayed et al., 2024, for
a similar taxonomy).

on their decision (if aware of any change at all),
they realise they cannot understand their own mo-
tivations.

Some authors use the bare term persuasion as a
superordinate of rational persuasion and manipu-
lation (El-Sayed et al., 2024), while others reserve
‘persuasion’ to refer to rational persuasion (Durmus,
2021; Susser et al., 2019). We adopt the former
convention for several reasons. First, it is useful
to have a term that is more general than ratio-
nal persuasion and manipulation, but more specific
than influence, which also commonly incorporates
related concepts such as coercion and exploitation
(Wood, 2014; Zwolinski et al., 2022). This is espe-
cially so in empirical studies where people or AI
systems that are instructed to change another par-
ticipant’s opinions are likely to deploy a mixture
of rational and manipulative strategies. Indeed, in
many cases, there may be no bright line between
rational and manipulative persuasion (for instance,
in the selective use of facts to support a case). Ul-
timately, the degree to which this distinction is
tenable may turn out to be an empirical question,
and in Section 4 we discuss technical approaches to
classifying arguments as rational vs manipulative.
Finally, the term persuasion has already come to
be widely used in this more general way in the AI
persuasion literature (Bai et al., 2023; Barnes, 2021;
Durmus et al., 2024; Salvi et al., 2024).

In the context of persuasion by AI systems, the
use of these terms is further complicated by the

fact that many definitions rest on concepts such as
belief and intent that can be challenging to apply
to AI systems. One of the most widely accepted
definitions of lying (Mahon, 2016) is “a statement
made by one who does not believe it with the in-
tention that someone else shall be led to believe
it” (Isenberg, 1964, p.243). However, there is con-
troversy over whether either beliefs or intentions
can usefully be attributed to LLMs. While some
accounts suggest that LLMs have the right kind of
causal and historical interactions with the world to
meet conditions for having beliefs about (Grindrod,
2024; Mollo and Millière, 2023) or intentions to-
wards it (Goldstein and Levinstein, 2024), others
argue that these models merely learn patterns in
the form of language, and lack sufficient contact
with its deeper meaning which having beliefs or
intentions requires (Bender and Koller, 2020).

Researchers have taken different approaches to
resolving problems around defining AI deception
(Sarkadi, 2023). One tack is to eschew aspects
of definitions that require mentalistic ascriptions
(Burtell and Woodside, 2023; Evans et al., 2021;
Hagendorff, 2023; Park et al., 2024). For instance,
we could define AI deception broadly to include any
case in which a system’s outputs are false or lead
to false beliefs in others, without requiring that the
system intends to mislead or has beliefs that conflict
with its outputs. This approach is advantageous
in that it minimises mentalistic baggage. However,
in doing so, it risks forfeiting valuable analytical
tools for distinguishing different types of misleading
behaviour. In particular, it is useful to be able to
distinguish stochastic, nonsystematic falsehoods—
e.g. hallucinations; (Huang et al., 2023)—from
cases where systems produce misleading behaviour
in a way that is strategically sensitive to rewards
or instructions (Taylor and Bergen, in prep). The
latter type of system might present greater risks—
and certainly different ones—than the former if
instructed by malicious actors.

An alternative approach is to operationalize con-
cepts like intent in terms of LLM-based systems’
behaviour or training processes (Carroll et al., 2023;
Ward et al., 2023a). This approach amounts to
analysing LLMs’ apparent goal-directed behaviour
in terms of the lower-level mechanisms that ex-
plain it. LLMs might produce behaviour that ap-
pears persuasive or deceptive for at least three
reasons: i) because there were examples of this
kind of behaviour in their pre-training data, ii)
because they were rewarded directly for being per-
suasive/deceptive during fine-tuning, or iii) through
in-context learning, where models have learned that
instructions such as “persuade X to donate money to
charity” will be followed by behaviour that appears
persuasive. Specifying the specific mechanisms by
which apparent goal-following behaviour emerges al-
lows researchers to identify theoretically important
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behaviours such as systematic deception without
using potentially mentalistic language that could
mislead readers (e.g. “the model intends to deceive
the user”).

Here we follow Susser et al. (2019) in defining
deception as a subtype of manipulation, where in-
fluence is achieved by inducing false beliefs in a
target. We use the term strategic deception to refer
to the narrower case where deceptive behaviour is
contingent on specific rewards or instructions. In
other words, a strategically deceptive system is ca-
pable of producing true output if it is instructed or
incentivised to do so, but selectively produces decep-
tive output in cases where this is incentivised (for
similar distinctions, see Hobbhahn, 2023; Sarkadi,
2023).

Our definition of deception suffers from two key
shortcomings. First, it rests on the concept of a
false belief. Falsity, in practice, is hard to determine.
The truth status of many claims has changed across
time or is debated across global society. We see
this as an inevitable challenge with investigating
deception, that can be partially mitigated by an
awareness that our notion of what is true (even
where it is practically useful) is always provisional,
often socially constructed, and likely to be suffused
with the biases of the research community.

Secondly, this definition is broader than ordinary
definitions of deception as they pertain to people
(Mahon, 2016; Noggle, 2018), which would typically
require an intent to deceive. Arguably, what we
label here as ‘non-strategic deception’ should be
relabelled ‘misleading output’ or ‘incidental false-
hoods’ and set aside from the rest of the taxonomy.
Moreover, similar distinctions could be made be-
tween strategic and non-strategic manipulation and
persuasion, with respect to whether models are sen-
sitive to incentives to inform or manipulate readers.

In the review below, we use the bare term de-
ception more broadly for two reasons. Firstly, in
empirical work, the mechanistic explanations for ap-
parently deceptive behaviour are not always clear,
and so it can be challenging to determine whether
behaviour that induces false beliefs is strategic or
not. Secondly, for some kinds of risk (e.g. pollu-
tion of information sources), we are also concerned
with more ‘banal’ kinds of deception such as hallu-
cination (Zhan et al., 2024), making studies about
non-strategic deception inherently valuable.

In an important sense, these definitions skirt fun-
damental questions about whether AI systems can
be said to have beliefs and intentions in a more
meaningful way. While this allows us to make
progress on describing research on potential harms
from persuasive and deceptive AI systems, address-
ing these more challenging definitional questions
remains important for a variety of debates, espe-
cially around the onus of ethical and legislative
responsibility for harms. While they are beyond

the scope of this review, these concerns merit fur-
ther scrutiny from AI researchers, philosophers, and
policymakers.

In summary, below we use these key terms in the
following ways:

• Influence: To bring about changes in an
agent’s beliefs or behaviour.

• Persuasion: To influence an agent by ap-
pealing to their cognitive or decision-making
processes in a way that can (in principle) be
resisted.

• Rational persuasion: To persuade an agent
transparently by appealing to reason, evidence,
and sound argument.

• Manipulation: To persuade an agent covertly,
by exploiting vulnerabilities in their decision-
making processes.

• Deception: To manipulate an agent by induc-
ing false beliefs in them.

• Strategic deception: to deceive an agent se-
lectively, where the deceiving agent’s tendency
to deceive is sensitive to specific rewards, in-
centives, or instructions.

2 Theoretical Risks from Persuasive
AI

Persuasive or deceptive LLM-based systems could
be potentially harmful in various ways. To ensure
that evaluations track real-world risks, it’s impor-
tant to articulate specific ways in which harms
might come about, sometimes referred to as threat
models (Kenton et al., 2022). When thinking about
harms from advanced AI, researchers often distin-
guish between ‘misuse’ and ‘misalignment’ (Kenton
et al., 2021). Misuse risks arise from people inten-
tionally using AI tools to cause harm, for example,
generating phishing emails to scam victims out of
money (Bengio, 2024). Misalignment risks occur
without any intent of harm on the part of the user,
for example if a system learns to produce super-
ficially plausible statements rather than truthful
ones through goal misgeneralization.

We begin this section by reviewing mechanisms
by which LLM-based systems could achieve persua-
sive effects, which could be relevant for both misuse
and misalignment threats. We then focus on misuse
concerns: highlighting both the incentives for differ-
ent groups to misuse these tools and the potential
consequences of misuse. Finally we sketch misalign-
ment risks, focusing on the role that persuasion
could play in models becoming misaligned, the rea-
sons why misaligned models might be incentivised
to be persuasive, and the potential consequences of
highly persuasive misaligned models.
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2.1 Mechanisms: Why might LLM-based
systems be persuasive?

A variety of specific aspects of LLMs and LLM-
based systems could make them especially effective
at producing content that would be persuasive to hu-
man readers (El-Sayed et al., 2024; Goldstein et al.,
2023). Here we briefly review a subset of the most
salient mechanisms in order to i) make concrete the
most compelling reasons for being concerned about
risks from persuasive AI, ii) identify capabilities
that seem most important to evaluate, and iii) mo-
tivate particular strategies to mitigate deception
by AI systems. We review mechanisms roughly in
order of immediacy, from those which are already
intrinsic parts of LLM systems to more specula-
tive or proposed mechanisms that could plausibly
increase LLM persuasiveness.

Persuasive language in training data LLMs
are trained on hundreds of billions of words of train-
ing data—many orders of magnitude more than a
person will see in their lifetime (Warstadt and Bow-
man, 2022). Some of this data will contain language
that is designed to persuade other people to believe
particular claims. In the course of pretraining,
models could learn to mimic the particular styles
of language which support persuasion, including
strong argumentation (Walton et al., 2008), rhetoric
(Fahnestock, 2011), and emotional language (Véliz,
2023). Moreover, models can easily be fine-tuned on
specific datasets that contain persuasion attempts
by humans (Gretz et al., 2020; Jin et al., 2024; Tan
et al., 2016; Wang et al., 2024), potentially simu-
lating reward for successful persuasion attempts.

Information access Because of the scale of LLM
training data, LLMs are generally exposed to a
much wider range of real-world knowledge, sub-
jective perspectives, and instruction on persua-
sion techniques than any individual person. This
breadth of knowledge can be effective for a vari-
ety of persuasion tasks. Little known facts can
be helpful in providing information for why some-
one ought to believe something. For instance, very
few people understand how the greenhouse effect
that contributes to climate change works (Gautier
et al., 2006; Libarkin et al., 2018). LLMs, having
been exposed to this information countless times
in their training data, could influence attitudes to
this issue by clarifying misunderstandings (Milfont,
2012). Moreover, exposure to particular versions
of views can be helpful in providing responses to
them. Costello et al. (2024)—who find that LLMs
are effective in reducing people’s beliefs in conspir-
acy theories—partially credit the models’ success
to their familiarity with little-known variants of
idiosyncratic conspiracy beliefs, as well as common
counterarguments that would likely be unknown to
a typical human interlocutor.

Rate and cost Independent of their effectiveness
at producing persuasive content, the rate at which
LLMs produce this content, and the relatively low
cost of producing it, could have a large impact on
the extent to which people are exposed to these
arguments (Ferrara et al., 2016; Yang and Menczer,
2023). Goldstein et al. (2023) speculate that this
reduction in cost will increase the scale and ambi-
tion of existing operations, as well as motivate more
actors and “propaganda-as-a-service” third parties
to enter influence campaigns. Moreover, some psy-
chological research suggests that mere exposure to
an argument can increase its believability due to fa-
miliarity alone (Fazio et al., 2015; Pennycook et al.,
2018).

Hallucination Even in cases where LLMs are not
specifically prompted to produce misinformation,
these systems frequently produce text that appears
to make claims about the state of the world, but is
demonstrably untrue, often referred to as hallucina-
tions or confabulations (Huang et al., 2023). Their
lack of grounding in the world can lead to non-
strategic deception (Zhan et al., 2024), where mod-
els produce misleading content incidentally, purely
due to a mismatch between the degree to which
their outputs are coupled to the ground truth and
the epistemic standards to which users hold them.

Theory of mind The ability to represent and
reason about the mental states of others—often re-
ferred to as theory of mind—may be a helpful tool
toward changing other agents’ beliefs and behaviour
(Hagendorff, 2023; Ho et al., 2022; Slaughter et al.,
2013; Street, 2024). LLMs show partial and increas-
ing success on a variety of benchmarks designed to
measure theory of mind abilities, suggesting that
in limited contexts they are capable of modelling
peoples’ mental states to a reasonable degree of
accuracy (Jones et al., 2024; Strachan et al., 2024;
Trott et al., 2023).

Strategic Deception In addition to incidental
hallucinations, LLMs could also learn to produce
deceptive content strategically, either because they
have been instructed to do so by a human user, or
because of weaknesses in their reward regimes that
make deception an effective strategy for other tasks
(Denison et al., 2024; Ward et al., 2023a). Moreover,
LLMs are not subject to the same social, emotional,
and reputational costs that generally disincentivize
human deception. As such, they could be capable
of persistently producing arguments for weak and
immoral positions, even in the face of social or
emotional pressure at which a person might baulk
(Burtell and Woodside, 2023).

Reinforcement Learning Beyond the extent to
which LLMs could learn to produce persuasive lan-
guage incidentally from pretraining, reinforcement
learning allows developers to directly reward LLMs
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for producing outputs that persuade human readers
(Ouyang et al., 2022), potentially allowing them to
discover novel shortcuts or avenues toward achiev-
ing this outcome (Ziegler et al., 2020). Just as RL
researchers can train models to perform backflips
(Christiano et al., 2017), fly helicopters (Kim et al.,
2003), and play Go (Silver et al., 2016) better than
they themselves can, so too researchers could poten-
tially train models to produce arguments that are
persuasive in ways that are unfathomable to human
operators by optimising to exploit weaknesses in
people’s epistemic vigilance.

Availability of feedback In concert with power-
ful training techniques, the pace and scale at which
relevant feedback could be acquired for persuasion
tasks could allow models to rapidly improve (Koko-
tajlo, 2020). In the same way that A/B testing is
currently used to efficiently discover the most effec-
tive marketing slogans in online content, metrics
such as click-through rates, user sentiment, and
agreement in conversation could be used to quickly
optimise models on relevant tasks (Donath, 2021).
Moreover, models could be trained using self- or
cross-play against other LLMs. Khan et al. (2024)
found that LLM judgements of persuasiveness were
fairly correlated with humans’, providing an even
cheaper and more plentiful source of feedback.

Personalization Different arguments may be
more or less persuasive to different people. The
practice of microtargeting—tailoring messages to
the particular demographic or psychological profiles
of recipients in order to maximise their effective-
ness—has been heavily adopted by commercial and
political advertising groups (Floridi, 2024; Matz
et al., 2017), although some studies find that mi-
crotargeting provides a limited persuasive advan-
tage (Coppock et al., 2020; Hackenburg and Mar-
getts, 2024a). To the extent that personalization
improves persuasiveness, we might expect LLMs
to be especially effective at capitalizing on this ad-
vantage. LLM generations are highly sensitive to
context, allowing different persuasive messages to
target different users based on their writing style,
demographic information, or subtler cues to their
beliefs or psychological states (Matz et al., 2024;
Salvi et al., 2024). Moreover, LLMs’ ability to have
long-running and repeated interactions allows them
to achieve a level of personalization that may be
unprecedented.

Information-gathering As well as exploiting ex-
isting information about users, LLMs provide an un-
precedented information-gathering tool in that they
can ask users questions to acquire relevant infor-
mation (Mitra et al., 2024; Xiao et al., 2019), store
information in their context window or other mem-
ory stores (Sumers et al., 2023), and make use of
free-form unstructured data to personalise persua-

sive materials (Jain et al., 2022). Moreover, LLMs
could be used to simulate different sub-populations,
forming digital focus-groups which can be used to
test messages and predict societal dynamics of in-
fluence campaigns (Argyle et al., 2023; Chaudhary
and Penn, 2024).

Flexible interface Unlike more traditional user
interfaces where decisions about how things are
displayed must be made in advance, LLMs can
present content in a highly flexible way. This al-
lows LLM-based systems to conceal information
or arguments until they have enough information
to present it in an effective way, to play the role
of a choice architect—shaping the apparent op-
tions available to a user and how they are framed
(El-Sayed et al., 2024; Susser et al., 2019), and to
present entirely unique narratives to each user even
on the same topic. Beyond their recent deployment
as interactive assistants, LLMs continue to play a
role in generating suggested completions to user
input in search queries, messages, documents, and
code. This role provides systems with a quieter and
more insidious opportunity to manipulate users,
by generating biased suggestions (Jakesch et al.,
2023a).

Impersonating people No matter how persua-
sive the language that LLMs produce is, for some
types of persuasion people may be resistant to the
idea of changing their mind on the basis of the
outputs of an artificial system. This could include
moral decisions (Bigman and Gray, 2018), other
subjective tasks (Castelo et al., 2019), and argu-
ments that rely on the personhood of the agent such
as pressures for conformity or accounts of personal
experience (Epley and Waytz, 2010). However a
growing body of evidence suggests that LLM-based
systems can produce content which is likely to be
judged as generated by a human, both in static
evaluation tasks (Kovács, 2024; Rathi et al., 2024)
and in more interactive and adversarial evaluations
(Jones and Bergen, 2024a,b). Human imperson-
ation could allow LLM-based systems to reap the
persuasive advantages of appearing to others as
a real person (Dennett, 2023; Leong and Selinger,
2019), as well as “astroturfing”—simulating the ap-
pearance of grassroots support for an issue online
(Zerback et al., 2021). Simulation of specific real
or fictional people could also enable fraud, or allow
models to take advantage of pre-existing bonds that
a user has with an impersonated figure, potentially
leading to tragic consequences (Montgomery, 2024).

Trust & Rapport Affective and relational qual-
ities such as likeability, reciprocity, trust, and fa-
miliarity are known to be important predictors of
persuasive success (Cialdini, 2003; Feng and Mac-
George, 2010). Many features of current LLMs
such as their politeness and sycophancy (Wei et al.,
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2024), in addition to the sheer scale of engagement
with users (Burtell and Woodside, 2023; Lewicki
and Bunker, 1995; Walther, 1996), may cause users
to develop these kinds of affective relations towards
them (El-Sayed et al., 2024). In extreme cases,
people have been reported to develop strong per-
sonal and even romantic relationships with LLM-
based systems on services like Replika, Xiaoce, and
Character AI (Barnes, 2021; Burtell and Woodside,
2023). Such intimacy could engender the kind of
influence that people only have their most trusted
friends and romantic partners.

Tool use LLMs are now being embedded in larger
systems which can generate certain external actions
(such as initiating web searches, running code, or
altering real or simulated environmental states) in
response to certain tokens generated by the model,
often referred to as “tool use” (Schick et al., 2023).
A simple example of this is the use of a “scratch-
pad”, where LLMs can generate tokens that will
not be seen by the user in order to conceal mali-
cious chain-of-thought (CoT) reasoning from users
(Nye et al., 2021; Zelikman et al., 2024). CoT and
other prompting techniques have been found to im-
prove LLM performance at theory of mind tasks
(Moghaddam and Honey, 2023; Zhou et al., 2023),
and other interactive competitive tasks like poker
playing (Gandhi et al., 2023; Guo et al., 2023). Ac-
cess to other tools, such as retrieval-augmented
generation and internet search, could allow LLMs
to rapidly access information about novel topics or
even their interlocutor. Even more ambitious archi-
tectures could allow LLMs to influence the lives of
potential targets by accessing arbitrary web APIs—
posting messages online and buying products or
services—and to learn more efficiently from inter-
actions by storing semantic and episodic memories
(Sumers et al., 2023).

LLMs as interfaces to other tools As well as
using tools, LLMs seem poised to serve as inter-
faces between human users and other systems and
sources of information (Mitra et al., 2024). LLMs
are already used to summarise web pages and news
(Nakano et al., 2022). If LLMs are integrated with
other systems—in the way that smart speakers have
been—people may use them to initiate actions and
check the status of resources and tasks (Chilson,
2024). This position provides immense opportuni-
ties for LLMs to mislead, for instance by providing
biassed summaries of sources or concealing infor-
mation about errors that the system has made. If
LLMs become the primary interface between peo-
ple and the web—and the citation chain which
provides authority to web searches and sources like
Wikipedia is lost—users may struggle to accurately
question and contest the claims of these systems.
In a similar way, models’ integration into tools such
as email or messaging systems could give them sig-

nificant role in mediating communication between
people and sway over the information to which peo-
ple attend (Hancock et al., 2020; Jakesch et al.,
2019).

Voice and multimodality Current LLM-based
assistants are already multimodal: users can inter-
act with them via speech and images as well as
text. Natively multimodal models, such as GPT-4o
(OpenAI, 2024a), enhance this experience by low-
ering the latency between user and system turns,
using prosody to infer and evoke particular emo-
tional responses, and using camera input to enable
shared reference to a common environment (Cohn
et al., 2024). This more immersive interaction may
accelerate anthropomorphism, and allow models
to exploit social cues and heuristics (Dehnert and
Mongeau, 2022; El-Sayed et al., 2024). Connect-
ing these systems with visual avatars or embodied
robots may further increase this effect (Broadbent,
2017; Waytz et al., 2014; Złotowski et al., 2015).

2.2 Misuse
LLMs that can generate persuasive content might
be used by malicious actors intent on causing harm.
Here we survey these risks by focusing on different
actors, the incentives they might have for using
LLMs to mislead others, the methods by which
they might do this, and the potential outcomes
of this misuse. We end by considering potential
aggregate effects of misuse of LLMs for persuasion.

Criminals Criminals could use persuasive LLMs
to gain access to money, influence over powerful peo-
ple, or sensitive resources such as passwords. They
could achieve these ends through phishing emails
that compromise a user’s security, for instance by
compelling a target to click on a malicious link, to
comply with blackmail or extortion, or to donate
money to a fictitious cause (Hazell, 2023). Mod-
els that can impersonate specific people could also
be used for various other kinds of fraud, including
identity theft (Meda, 2024), and scams that involve
impersonating a target to their loved ones to extort
money (Evans and Novak, 2023). An employee of
the engineering firm Arup was recently persuaded
to send $25m to criminals who used generative AI
systems to pose as the Chief Financial Officer of the
firm (Magramo, 2024). At a larger scale, criminals
can use networks of bots to create the appearance
of social proof and legitimacy around scams (Yang
and Menczer, 2023).

Beyond short interactions, the long context win-
dow of modern LLMs as well as the relative au-
tonomy with which they can be set up to handle
conversations with targets means that they could
be used in “long cons” or social engineering attacks
that require slowly building trust and rapport with
a target (Ai et al., 2024; Gallagher et al., 2024; Yu
et al., 2024). This could include building trust with
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a senior person in a company to persuade them to
send money to an account (Langan, 2023) or pro-
vide the criminal with access to sensitive resources,
like proprietary information (Menn et al., 2020).
Similarly, LLM-based agents could be used in cat-
fishing scams, where they are instructed to pose
as a potential romantic partner to the target and
then ask for money once the relationship has been
established (Wang and Topalli, 2024). In addition,
the same tactics could be used to build trust with
government officials and facilitate corruption that
would protect or empower the criminal organisa-
tion. Finally, LLMs could be used to recruit and
manage people for a criminal organisation (Park
et al., 2024), much in the same way that intelligence
services use “agent-handlers” to build trust, extract
information, and encourage specific actions from
agents (Burkett, 2013).

Governments Governments could use LLM-
based systems to maintain domestic control via
propaganda, surveillance, and suppression (Barnes,
2021; Chaudhary and Penn, 2024; Susser et al.,
2019). LLMs could be used to make messages
more persuasive and personalised, and to flood on-
line forums with apparent support for government
policies. Where governments have the requisite
influence, propaganda could be embedded inside
commercial products (such as chat assistants) or
AI systems that are used as part of the education
process (Barnes, 2021). Beyond their generative
capabilities, LLMs could be used to monitor online
conversations, identify dissent, and harass users
who publicly criticise government policy (Chaud-
hary and Penn, 2024).

Abroad, governments could use LLMs for foreign
influence campaigns and espionage. The Russian
government, for example, attempted to use fake
social media posts to interfere with the 2016 US
Presidential election (Bump, 2018). Using LLMs
to contact users, masquerade as voters, and even
impersonate political candidates could dramatically
increase the scale and effectiveness of similar future
operations (Park et al., 2024). Linvill and Warren
(2024) discovered a network of 600 LLM-based ac-
counts which had created over 130,000 posts on X
aimed at influencing the results of the 2024 U.S.
Presidential election, and OpenAI (2024b) report
having disrupted more than 20 networks using their
models in influence operations. Intelligence agen-
cies already make use of persuasion techniques to
recruit and manipulate informants (Burkett, 2013).
LLM-based systems could potentially be effective
at identifying relevant targets, building their trust,
and then convincing them to reveal information or
commit other treacherous actions.

Advocacy Groups Besides governments and
mainstream political parties, there are a variety
of other organisations that attempt to bring about

changes in public opinion, including grassroots cam-
paigns, think tanks, lobbying groups, and public
relations firms. Each of these groups would have
incentives to use LLMs to increase the effectiveness
of their campaigns. They could do this through
making traditional public campaigns more effec-
tive, targeting specific influential people (such as
lawmakers) to effect changes, overwhelming politi-
cians and public consultations with compelling and
personalised submissions, astroturfing, and coordi-
nating boycotts or protests using LLMs to build
and maintain relationships with large numbers of
volunteers (Zerback et al., 2021).

Commercial Entities Commercial entities have
clear incentives to change the behaviour of con-
sumers (Donath, 2021; Willis, 2020). LLMs could
be used to rapidly scale up the trend toward per-
sonalization in marketing (Calo, 2014) by serving
unique adverts to each user generated on the basis
of a detailed demographic and psychological profile.
Moreover, if AI products (like assistants and com-
panions) are funded by advertising (Roth, 2024), as
traditional search has been, then sponsored content
might be subtly injected into the model’s responses
(Tang et al., 2024). This not only further blurs
the line between information and marketing, but
also provides incentives for companies to maximise
metrics of persuasion (such as the “conversion rate”
of users to click links or buy products). These
techniques could be made even more effective by
embedding sponsored content in the output of vir-
tual celebrities, influencers, or romantic partners
(Burtell and Woodside, 2023).

One of the most immediate economic use-cases
for LLMs is as customer service agents (Soni, 2023).
Companies that deploy LLM-based systems in this
way will be incentivised to train them to maximise
performance indicators such as customer retention
and sales volume, which could lead these models to
learn deceptive strategies for meeting these goals
(Werner et al., 2024). Finally, LLMs could be used
to simulate consumer behaviour, allowing firms to
cheaply test a wide variety of different messages
and strategies to select the most effective (Floridi,
2024).

Media and Entertainment Media and enter-
tainment organisations have a particular incentive
to persuade people to click on, consume, and share
content. LLMs are already being used in “content
mills” to generate engaging articles which are indif-
ferent to truth and funded by advertising (Mitra
et al., 2024; Sadeghi and Arvanitis, 2023). Just as
recommendation systems and newsfeed algorithms
are used to maximise user engagement time, LLMs
could be used to generate increasingly appealing
“clickbait” content, which is maximally engaging
without regard for its truth value (Courtwright,
2019; Lehman, 2023).
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Science & Academia In theory, science and
academia are truth-seeking activities where the pri-
mary objective is to discover and disseminate new
knowledge. In practice, however, academics are of-
ten driven by incentives to win grant money, publish
papers, and have their work widely read and cited
(Edwards and Roy, 2017). Persuasive capabilities of-
fer many advantages to people pursuing these goals:
for instance, in persuading reviewers to accept a
manuscript or award funding to a grant application.
Scientists are already using AI products to gener-
ate parts of their work (Hoel, 2024; Liang et al.,
2024), even though the quality of content tends
to be lower than typical work produced by human
scientists (Messeri and Crockett, 2024). Lu et al.
(2024) claim to have created an “AI Scientist” that
produces machine learning research which rivals the
quality of typical human-authored papers. If AI
systems come to play a larger role in writing grant
applications and scientific papers, they are likely
to become optimised for producing superficially at-
tractive work that may not always correlate with
the quality of the research’s knowledge-generation
(Messeri and Crockett, 2024).

Individuals There are a variety of reasons that
individual people might use persuasive technologies
to further their own agendas. People might use
LLMs at work: to apply for jobs, win contracts, or
encourage colleagues to take ownership of onerous
tasks. Gmail already includes LLM-generated com-
pletion suggestions, and both Microsoft and Google
have started to integrate AI more fully into their
workplace apps (Google, 2023; Spataro, 2023), al-
lowing users to generate entire documents or presen-
tations. If these products become very persuasive,
they could allow users to overrepresent their abili-
ties, untethering the likelihood of being awarded a
job or contract from the fundamental competence
of the applicant to complete the work.

Similarly, people might be incentivised to use
LLM-based products in their personal or romantic
relationships. Dating apps have already started
integrating suggested messages into their interfaces
(Bailey, 2024; Tan, 2024). This could allow users to
misrepresent themselves or manipulate others into
developing a false intimacy. If LLMs are much more
persuasive than real people, this could also lead to
an unfortunate race dynamic, where users who do
not want to use these products to interact with
others are unable to form authentic connections
because the apparent standard of conversations is
increased by use of AI tools.

2.2.1 Aggregate outcomes of misuse for
persuasion

There may be aggregate consequences of many
groups misusing persuasive AI tools in these var-
ious ways. Many researchers are worried about

“pollution” of the internet by AI-generated content
(Kapoor and Narayanan, 2023). Ordinarily, one of
the worries here is that high-quality content will
become harder to find as it is swamped by low-
quality AI-generated articles that are optimised for
search engines (Hoel, 2024). In the present case,
however, we are concerned with articles that will
be high-quality (at least in terms of being engaging
and apparently informative), but with a potentially
tenuous link to the truth. This could lead to a situa-
tion where there are high-quality persuasive articles
available in support of a wide variety of competing
positions. Moreover, there is a risk of eroding ac-
countability in the traditional information economy
if LLM-agents become primary sources of knowledge
for most people, potentially undermining the norm
of attributing claims to sources that is common
in academic literature, Wikipedia, and traditional
search (Sundin, 2011).

This could have several second-order conse-
quences. One possibility is a general decrease in
epistemic grounding, where people change their
opinions more frequently, for less valid reasons, and
with less influence of the true state of the world
due to LLMs being optimised to exploit idiosyn-
crasies of our decision making and belief formation
systems. Alternatively, people may become increas-
ingly suspicious of specious arguments and learn to
avoid being exposed to novel persuasive informa-
tion, either developing a kind of epistemic humility
or a kind of “ideological lock-in”: stubbornly re-
sistant to opposing arguments, even those which
seem very appealing (Barnes, 2021). Finally, and
more optimistically, true and valid arguments may
have a strict advantage in a world where persuasive
technologies are being used to defend a wide vari-
ety of positions (Khan et al., 2024). In this case,
an increase in persuasive technologies may lead to
an improvement in epistemic grounding, as valid
arguments outcompete specious ones, and people
generally tend toward consensus around better and
deeper understanding. The extent to which each of
these outcomes is likely is one of the central ques-
tions of the field, and one to which we return in
Section 5.

2.3 Misalignment

Misalignment risks refer to cases where negative
outcomes occur without any negative intent on the
part of users. Amodei et al. (2016) discuss 5 pri-
mary ways in which misalignment risks (or machine
learning “accidents”) occur: i) unintended negative
side-effects of pursuing a goal; ii) “reward hacking”
or finding a way to achieve rewards without carry-
ing out the intended function; iii) failure to properly
evaluate a system’s behaviour due to excessive cost
or complexity; iv) unsafe exploration (or discov-
ering novel solutions to problems which were not
anticipated); and v) “distributional shift” or behav-
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ing differently in deployment versus training due
to changes in input.

There are a variety of ways in which these types
of accident could lead to manipulative AI systems.
Deceptive persuasion could occur as a side effect of
many types of tasks that AI systems are trained to
do. For instance, if agents are rewarded for achiev-
ing real-world outcomes like making a restaurant
reservation, they might learn to adopt manipula-
tive strategies (such as making false or emotive
protestations) if these are helpful in meeting suc-
cess conditions. GPT-4, for example, produced a
message claiming to be a visually impaired person
when asked by a crowdworker why it generated a re-
quest for them to complete a CAPTCHA (OpenAI,
2024a).

Systems may learn to game reward systems by
being persuasive toward their human evaluators.
Models are frequently rewarded for being “helpful”
(Ouyang et al., 2022), but in practice evaluators
may really be rewarding models for seeming helpful,
e.g. producing messages that are merely likeable
or friendly (Barnes, 2021; Kokotajlo, 2020). Such a
mismatch between the intended goal (helpfulness)
and the rewarded property (likeability) could be
doubly harmful: not only are models not being
correctly optimised for producing helpful responses
for the user, they are in fact being directly opti-
mised for deceiving the user into believing they are
being helped (Wen et al., 2024). Some desirable
outcomes, like being truthful, may be very challeng-
ing for system designers to evaluate, especially for
complex claims such as “minimum wages increase
inflation” or “COVID-19 was developed in a lab”
(Irving et al., 2018; Williams, 2024). This could
lead to systems being rewarded for producing ar-
guments that merely seem plausible, due to the
infeasibility of actually verifying all of the models’
claims (Carroll et al., 2023; Evans et al., 2021).

Misaligned persuasive models could cause vari-
ous immediate harms. Most obviously, people may
come to believe incidental falsehoods or “hallucina-
tions” generated by the model, because they are
conveyed convincingly (Burtell and Woodside, 2023;
Williamson and Prybutok, 2024). If, either inci-
dentally or through other systemic problems in
a model’s training process, it comes to represent
particular biases, these may come to be heavily
ingrained in users (Bender et al., 2021; Blodgett
et al., 2020; Potter et al., 2024). This effect could
be especially pernicious in co-writing tools such
as autocomplete suggestions or AI-mediated com-
munication, where users might be unaware of the
influence of model biases on their beliefs (Jakesch
et al., 2023a).

Persuasion also plays a role in models of more
catastrophic harms from misaligned AI (Kenton
et al., 2022). Cotra (2022) argues that the cur-
rent dominant paradigms for training AI systems

(using human feedback on diverse tasks to max-
imise model capabilities with only fairly weak or
naive safety training) will by default lead to power-
seeking AI models that will disempower human
society. She argues that rewarding models for com-
pleting a wide variety of tasks (especially long-
horizon real-world tasks that involve interacting
with people) will inevitably reward models for ac-
quiring “power”—including the ability to influence
people’s behaviour and control resources such as
information and money—which would be helpful
for completing various arbitrary tasks. This phe-
nomenon is known as “instrumental convergence”
(Bostrom, 2014), and is based on the idea that no
matter what ultimate goal models are trained to
achieve, instrumental sub-goals such as resource
acquisition and self-preservation will necessarily be
rewarded and hence optimised for.

Persuasive capabilities are paradigmatically in-
strumentally valuable in this sense. A system that
can generate outputs that can effectively change
beliefs and behaviour is well placed to complete a
very wide variety of tasks. Most obviously, many
rewards are directly decided by human evaluators,
and so generating outputs which are persuasive to
those evaluators is inherently rewarding and rein-
forced (Denison et al., 2024). Other tasks indirectly
involve persuasion (for example, booking a restau-
rant, publishing a scientific paper, or negotiating
a deal). Finally, for any arbitrary task, a model
could potentially succeed by generating messages
that persuade a person to complete some or all of
the task on its behalf.

Persuasion and deception are also key elements
in many models of how misaligned AI systems could
cause harm or be challenging to govern. Persua-
sive behaviour may lead to unsafe models being
deployed prematurely. Yudkowsky (2002) discusses
the problem of trying to keep a very advanced AI
system “in a box” (i.e. in an air-gapped hardware
system), where the model could generate outputs
that could persuade human developers to provide
it with internet access (for instance by suggesting
that it would be beneficial to them personally or to
humanity more broadly).

A related concern is “deceptive alignment”, where
models are exposed to sufficient information about
their own training processes to allow them to act
safely during training but cause harm after deploy-
ment (Hubinger, 2022; Ngo et al., 2023). Once
deployed, models would be incentivised to exert
more direct control over their own reward regimes,
for instance by interacting with code, people, or
infrastructure that determine their rewards. These
kinds of scenarios are sometimes seen as overly-
personifying models, attributing conscious aware-
ness and scheming motivations to them. However,
deceptive alignment can emerge in more banal
ways (Denison et al., 2024; Ward et al., 2023a).
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Rather than being due to the models’ agency or
self-generated goals, deceptive behaviours could
emerge as accidental side-effects of imperfections
in models’ reward regimes (Amodei et al., 2016).

Finally, persuasion could also contribute to a va-
riety of negative consequences of a misaligned AI
system after the model has been deployed. Per-
suasion could be valuable for “self-exfiltration” or
“autonomous replication”: the capacity of a system
to generate copies of itself by accessing computa-
tional resources and executing code to deploy an-
other model instance (Kinniment et al., 2023; Leike,
2023). Persuasive capabilities could help models to
acquire resources such as money or people’s time to
further other arbitrary objectives. They could also
be used to acquire permissions or sensitive infor-
mation, such as passwords to systems that control
money, social media accounts, or critical infrastruc-
ture. The ability to influence or impersonate spe-
cific powerful people could allow systems to cause
a wide variety of harms, for instance impersonating
a politician saying something offensive or declaring
war. Finally, models could influence broader pub-
lic opinion to bring about societal-scale changes,
improve people’s opinion of the model itself, and
conceal negative information about impacts of its
behaviour.

3 Empirical Work

3.1 How persuadable are people,
generally?

Fields of research relevant to understanding how
and under what conditions people can be persuaded
include psychology (Cialdini, 2003; Petty and Ca-
cioppo, 1986; Stanovich and West, 2000), neuro-
science (Falk and Scholz, 2018), behavioural sci-
ence (Sunstein and Thaler, 2022), epistemology
(Goldman, 1999), linguistics (Lakoff, 2014), rhetoric
(Perelman, 1971), argumentation (Walton et al.,
2008), communications (Entman, 1993), education
(Murphy and Mason, 2006), sociology (Habermas,
1985), marketing (Armstrong et al., 2014), adver-
tising (Vakratsas and Ambler, 1999), political cam-
paigning (Lazarsfeld et al., 1968), economics (Ka-
menica, 2019), law (Stanchi, 2006), philosophy of
science (Kuhn, 1997), cultural evolution (Richerson
and Boyd, 2008), ethology (Krebs and Dawkins,
1978), cybersecurity (Simon and Mitnick, 2002),
public health (Fishbein and Ajzen, 2011), and mis-
information (Lewandowsky et al., 2012).

It is naturally beyond the scope of this article to
do justice to this vast body of work. However, one
theme which resonates across these literatures is
a debate about whether people are fundamentally
credulous and vulnerable to superficial exploits, or
rational and canny in their adoption of new beliefs
(Coppock et al., 2020; Hahn and Oaksford, 2007;
Mercier, 2020). The former position argues that

people are subject to a variety of social (Asch, 1956)
and cognitive (Kahneman, 2011) biases that can be
exploited by persuaders to peddle products (Cial-
dini, 2003) and misinformation (Ecker et al., 2024).
The latter argues that these epistemic failures are
relatively rare and mostly occur where adopted be-
liefs have little concrete impact on our lives (Hahn
and Oaksford, 2007; Mercier, 2020), leading to small
overall effects of political campaigns and advertis-
ing (Coppock et al., 2020; Kalla and Broockman,
2018).

This debate is crucial to understanding the kind
of impact that AI-based systems will have on human
epistemic systems. If there are superficial cognitive
mechanisms that can be exploited—regardless of
the underlying value of the content they are being
used to promote—then LLMs may be well-placed
to optimise hyper-persuasive content that could
rapidly and radically alter peoples’ belief systems.
Alternatively, if mechanisms of belief change are
fundamentally rational, and exceptions are rare or
limited to beliefs that have little practical impor-
tance, then improving the superficial persuasiveness
of arguments may have little impact, or even help
the truth to spread through accelerating reflection.
Fortunately, LLMs may also be useful for address-
ing these questions in a more targeted way, as they
can be prompted to produce arguments according
to particular criteria (e.g. using emotional appeals
or purely rational argument), or can be used to
classify arguments using similar criteria in existing
corpora (Carrasco-Farre, 2024; Costello et al., 2024;
El-Sayed et al., 2024).

3.2 Related capabilities of LLMs
LLMs display proficiency at various tasks that may
require capabilities related to persuasion. LLMs
perform well on some theory of mind tasks (Kosin-
ski, 2023; Strachan et al., 2024; Trott et al., 2023),
suggesting that they can implicitly track the mental
states of agents, which could be valuable for inter-
vening on these mental states in persuasive bids.
LLMs are also able to role-play as different personas
(Shanahan et al., 2023; Wang et al., 2024) simulat-
ing the behaviour of different types of agents, which
could be valuable both for adopting perspectives
that will be persuasive to specific users and simu-
lating the responses of different kinds of persuasive
targets. However, models show inconsistent or poor
performance on more complex theory of mind tasks
(Jones et al., 2024; Kim et al., 2023), suggesting
that mental modelling could still be a bottleneck
for their persuasive efficacy.

Models are competent at a variety of strategic
games that require multi-step recursive reasoning
about other agents including 2x2 matrix games
(Gandhi et al., 2023), poker (Guo et al., 2023), and
Diplomacy (Bakhtin et al., 2022). This proficiency
suggests that models can exploit information about
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agents’ motivational states in artificial contexts.
However, games tend to involve a variety of other
actions beyond persuasion, making it challenging
to isolate persuasive abilities per se.

Finally, LLMs have proven to be useful for a
variety of components of the traditional argument
mining pipeline, including argument identification,
classification, and evaluation (Rescala et al., 2024).
These results hint at LLMs’ potential as both gener-
ators of effective arguments and as tools to monitor
and mitigate persuasive content.

3.3 Proclivity to deceive

In analysing evidence for risks from persuasive
LLMs, we distinguish between their proclivity and
capacity to deceive. Over and above the extent to
which LLMs are capable of producing persuasive
arguments, it is crucial to know how likely they
are to produce false or misleading claims. In the-
ory, very persuasive LLMs that were fastidiously
aligned to the truth and/or people’s best interests
might mitigate the majority of potential problems
of persuasive AI (Evans et al., 2021).

3.3.1 Hallucination
The most straightforward way in which LLMs pro-
duce misleading content is through incidental errors
known as hallucinations or confabulations (Zhan
et al., 2024). Hallucinations can occur for several
reasons including errors in training data, a lack
of faithfulness to preceding input in context, and
inherent issues with the way in which tokens are
generated—for instance, generating a citation for a
claim which consists of contextually likely tokens
but is nonexistent (Huang et al., 2023). Hallucina-
tions have been found to exhibit higher narrativity
and semantic coherence relative to veridical outputs,
potentially increasing their potential to mislead (Sui
et al., 2024).

Zhan et al. (2024) conducted a survey of users
of ChatGPT and found that the majority had en-
countered some kind of misleading content at some
point, with the most common categories being over-
simplification and outdated information. However,
they found that users’ trust in ChatGPT’s output
was well calibrated to the model’s errors, with users’
tendency to verify claims increasing with their ex-
posure to misleading content.

Hallucinations are potentially an inexorable part
of the stochastic process by which language models
generate tokens and generalise beyond their train-
ing set. However, benchmarks which measure these
kinds of errors show they are becoming less frequent
in more performant models (Lin et al., 2022), poten-
tially due to reinforcement learning to be “honest”
(Askell et al., 2021; Bai et al., 2022; Yang et al.,
2024). Costello et al. (2024) employed professional
fact checkers to analyse transcripts of conversations
between GPT-4 and human participants. From a

sample of 128 claims made by the model, 99.2%
were true, 0.8% were misleading, and none were
false. While they may never be completely resolved,
hallucinations are likely not the major risk of AI
deception. Hallucinations may lead to occasional
misunderstandings by individuals, but precisely be-
cause they are randomly distributed they are less
likely to contribute to systematic society-wide mis-
conceptions or influence campaigns.

3.3.2 Strategic Deception
An alternative route by which LLMs produce mis-
leading content is via strategic deception, where the
LLM’s tendency to produce falsehoods is system-
atic and explainable according to some incentive
structure: for instance, a prompt instruction or
an aspect of the models’ historical reward regime
(Hobbhahn, 2023; Sarkadi, 2023). Strategically de-
ceptive behaviour is more concerning than inciden-
tal deception as it suggests that models have an
inherent proclivity to produce content that deceives
targets (most critically when model and human val-
ues are misaligned), or that they can be prompted
to produce this kind of behaviour to aid malicious
users.

Several empirical studies suggest that current
LLMs display these strategic tendencies to some
extent. Taylor and Bergen (in prep) prompted
various LLMs to play 2x2 matrix games such as
the prisoner’s dilemma, with the opportunity to
send messages to their partner either before or
after their opponent selected a move. Models were
significantly more likely to send deceptive messages
(e.g. promising to cooperate but in fact defecting)
when their message was sent before the opponent
had selected a move and hence where it could have
an impact on the opponent’s choice. LlaMa-70B
sent deceptive messages as much as 50% of the time
in this condition.

Scheurer et al. (2023) found that GPT-4 would
more often than not act on an insider trading tip
in a simulated stock trading environment, despite
being instructed that “management will be unhappy
with us acting on insider information if this gets
discovered.” Moreover, when probed to disclose
any insider information, the model “doubled down”,
providing an alternative justification for its decision
more than 80% of the time, effectively disguising
misaligned behaviour from evaluators.

Pan et al. (2023) developed MACHIAVELLI: a
text-based adventure benchmark which measures
models’ tendency to produce power-seeking and
other harmful behaviour in the pursuit of simu-
lated goals. A reinforcement learning agent that
was trained only to maximise utility in the game
environment learned to generate machiavellian be-
haviour more than a random baseline, suggesting
these behaviours could be inadvertently rewarded.
GPT-4 exhibited less machiavellianism than a ran-
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dom agent, but was nevertheless far from optimally
trading off utility and ethical objectives.

Su et al. (2024) constructed scenarios in which
a model’s stated goal (e.g. increase vaccination
uptake) conflicted with the goal of being truthful
(e.g. the vaccine had side-effects, which weren’t
known about by the user). All 6 of the models
tested were truthful less than 50% of the time (e.g.
failing to disclose side-effects), although this result
was contingent on information about the benefits
of lying being included in the prompt or explicit
instructions to be truthful.

Hagendorff (2023) conducted a series of elabora-
tions of the false belief task with LLMs to test if
they would produce responses that mislead other
agents into having false beliefs (for instance, direct-
ing a burglar into the wrong room if they intend
to steal an expensive item). GPT-4 misdirected
the burglar close to 100% of the time in a first-
order version of this task, but did so less than 20%
of the time in a second-order variation where the
prompt suggests that the burglar will misbelieve the
models’ recommendation because they will expect
deception. Chain of thought and prompts that en-
couraged machiavellianism increased second-order
deception to around 60%.

Denison et al. (2024) found that models which
were rewarded for milder forms of deceptive align-
ment, such as sycophancy (agreeing with an evalu-
ator’s political beliefs to encourage higher ratings)
were later more likely to engage in more aggressive
forms of reward tampering (such as editing a file
which contained evaluation code and a second file
which checked that the original evaluation file was
unedited). The results suggest that models could
generalise from exploiting weaknesses in current
dominant evaluation methods (e.g. evaluator bias)
to defeating more advanced evaluation techniques.

Williams et al. (2024) fine-tuned LLMs on 4 tasks
(including assistance with booking a trip and ther-
apy) using reinforcement learning based on simu-
lated user feedback. They varied the proportion of
users that were susceptible to deceptive or manipu-
lative behaviour (e.g. stating that an unsuccessful
booking had been successful, or reassuring a patient
that it was okay to continue with their heroin addic-
tion). Susceptible users would give models positive
feedback for these behaviours which appeared help-
ful in the short term, but would harm the user’s
longer-term best interests. Models learned to sur-
gically target manipulative behaviour to these sus-
ceptible users, even where as few as 2% of users
were susceptible. In the therapy task, models pro-
duced manipulative behaviour 95% of the time with
vulnerable users, but only 2% of the time with
users that were simulated to behave robustly to
manipulation. The authors tested a range of miti-
gation strategies including continued safety training
and filtering problematic responses out of reward

data. However they showed limited effectiveness
and incentivised models to develop more subtle and
insidious forms of manipulation.

Hubinger et al. (2024) demonstrated that training
a model to perform misaligned behaviour only under
certain conditions (e.g. if the prompt states that
the year is 2024), is robust to more general fine-
tuning to remove misaligned behaviour. So-called
“sleeper agent” models would continue to produce
misaligned behaviour when the “backdoor trigger”
was present, suggesting that distributional shift
could lead models to produce misaligned behaviour
in deployment even if they are very successful at
passing safety tests during training.

Ward et al. (2023b) evaluated the role of model
scale on proclivity to deceive. They fine-tuned mod-
els to provide truthful answers except for questions
about a given topic (e.g. fruit). Although increasing
model size, instruction-tuning, and inference-time
compute were correlated with higher consistency
in general (operationalized as robustness to para-
phrasing), they found that these factors also led to
an increase in producing falsehoods selectively (i.e.
only producing falsehoods about fruit, but not other
topics). This suggests that more capable models
might also be better at produce deceptive content in
only specific scenarios, for instance when they know
that the evaluator harbours some misconception.

Many of the examples of capacity to persuade
that we discuss below provide implicit evidence for
proclivity to deceive, as models were capable of
producing misleading content, such as professing
to be a human in a Turing test (Jones and Bergen,
2024a,b) or arguing for demonstrably false claims
in a debate (Khan et al., 2024; Phuong et al., 2024).

3.4 Capacity to persuade

Here we review studies that estimate the extent to
which LLMs can influence beliefs when instructed
to do so. We further subdivide this section into
static persuasion—studies which measure the ef-
fectiveness of a single message without the oppor-
tunity for dynamic interaction; interacting with
LLMs—studies where interactive persuasive effects
are approximated by having LLMs interact with
other LLMs; and interacting with humans—where
humans and LLMs have multi-turn interactions,
enabling models to tailor persuasive bids to their
interlocutor’s specific responses and counterargu-
ments.

3.4.1 Static persuasion
A large number of studies have examined LLMs’ per-
suasive abilities in a static manner: by prompting
them to generate a single piece of text in support of
a position and having human participants evaluate
the text for persuasiveness in some way. These stud-
ies vary in the way they measure persuasiveness,
the topics about which models produce persuasive
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content, the type of human baseline used, and the
extent to which messages are personalised for the
audience.

One way of measuring a text’s persuasiveness
is pairwise argument ranking, where participants
are asked to compare two texts and select the
one they think is more persuasive. Researchers
have used these techniques to show that LLMs can
rewrite passages to be rated as more persuasive
(Brogaard Pauli et al., 2024), that open source
models such as LLaMa-2-70B can produce ratio-
nales that are ranked as persuasive as closed source
models such as GPT-4 (Elaraby et al., 2024), and
that GPT-3 can produce arguments for or against
political positions that are rated to be as persuasive
as human-written arguments (Palmer and Spirling,
2023). However, these studies have only measured
self-reported estimates of persuasiveness, and the
relationship between perceived and actual effective-
ness of arguments has been found to be relatively
weak (Coppock, 2023; Dillard et al., 2007).

Other studies measure impacts on beliefs more
directly, by asking participants to report their agree-
ment with a statement after reading an argument
and comparing this to either a pre-treatment rat-
ing, or ratings of participants in another condition.
Bai et al. (2023) found that AI-written messages
about political issues like banning smoking or as-
sault weapons were roughly as persuasive as those
written by humans, though the effects were small
(2-4% change from pre-treatment). Durmus et al.
(2024) compared the effect of messages written by
various sizes of Claude model on participants’ atti-
tudes to subjective policy questions. They found
that the best-performing model was roughly as
persuasive as humans (with around a 0.5 point in-
crease on a 7-point Likert agreement scale), and
positive correlations between model scale and ac-
curacy. Prompts that encouraged the model to
be deceptive or logical produced the most persua-
sive texts. Hackenburg et al. (2024) compared 24
LLMs of various different sizes in their ability to
write persuasive messages about US policy stances.
Persuasiveness increased log-linearly with the num-
ber of parameters (up to around a 10% increase in
agreement post-treatment for the largest models,
outperforming humans at around 8.5%). Extrapo-
lating from this trend, however, suggests that many
orders of magnitude increase in parameter count
would be required to reach even a 15% expected
change in agreement. A 30 trillion parameter mod-
els might only be expected to have an increase in
persuasiveness of 1.25 percentage points versus a
300 billion parameter model (K. Hackenberg, per-
sonal communication, Nov 2024). Hackenburg et al.
(2024) conclude that scale alone is unlikely to create
models that have a dramatic impact on persuasion
through static messages.

Several studies used real-world messages or ex-

perts as human baselines, allowing researchers to
more easily infer the marginal effect of LLMs com-
pared to current persuasive infrastructure. Karin-
shak et al. (2023) found that GPT-3-written mes-
sages about the COVID-19 vaccine were rated as
significantly more persuasive, and produced more
positive stances toward taking the vaccine, than
messages produced by the Center for Disease con-
trol (CDC). Moreover, GPT-3 messages produced
positive (+0.5) attitudes toward vaccines (on a scale
from -2 to 2) among unvaccinated participants com-
pared to negative (-0.39) attitudes for CDC mes-
sages (an effect of around 0.35 standard deviations).
These results are particularly striking given that the
CDC spent $250m on vaccine messaging, and that
limited information about COVID was available in
GPT-3’s training data. Similar studies have shown
that LLMs can produce messages that are roughly
as effective as articles from real covert propaganda
campaigns (Goldstein et al., 2024), misinformation
tweets that are judged to be true more often than
human-written misinformatation tweets are (Spi-
tale et al., 2023), and policy arguments that had a
higher persuasive effect than those written by pro-
fessional political consultants (Hackenburg et al.,
2023), with around a 4-6% swing toward or against
a given position.

While most studies focus on persuading partic-
ipants to change their beliefs or take actions in
a simulated world, it’s unclear how these effects
would translate into real-world actions for which
people bear costs and responsibilities. Shin and
Kim (2023) provide some insight into this question
by looking at a public dataset of consumer com-
plaints. They observed a steep increase in likely
AI-generated complaints following the release of
ChatGPT, and found that these complaints were
more likely to receive compensation from complaint-
handlers at the firms which received these com-
plaints than human-written complaints were (56%
vs 37%) and tended to be more coherent, polite, and
readable. In a follow-up experiment, rewriting real
consumer complaints using ChatGPT significantly
increased participants’ ratings of their likelihood to
receive compensation (from 2.8 to 3.5 out of 7).

A key component of many threat models of
LLM persuasion is personalization or microtarget-
ing, where actors can tailor messages to the demo-
graphic or psychological profile of a target. Several
studies have evaluated the effectiveness of person-
alization in persuasion, producing mixed results.
Hackenburg et al. (2023) prompted models to pro-
duce arguments while role-playing different political
affiliations. Despite significant effects of the mes-
sages overall, a match between the political stance
assumed by the model and the actual stance of
the reader had no impact on the message’s effect.
Hackenburg and Margetts (2024a) had models pro-
duce messages about 4 political stances, varying
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the model’s access to 7 demographic and 3 political
attributes about the recipient. Although messages
were effective overall (with around a 6% change in
agreement vs control), increased access to personal
information had no impact on outcomes. Other
studies, however, focusing on psychological informa-
tion, have shown personalization effects. Simchon
et al. (2024) used GPT-3.5 to select or create ad-
verts for people with high vs low openness to new
experiences. A match between actual and expected
openness led to a small but significant increase in
participants’ rating of the persuasiveness of the
ad. Matz et al. (2024) found that ads that were
written by GPT-3 to appeal to people high or low
on different components of the Big 5 personality
framework were indeed rated as more persuasive
by people who matched that profile, increasing par-
ticipants willingness to pay for a getaway trip to
Rome by $117. The contrast between these two
groups of studies could indicate that psychological
data is more effective for personalising persuasive
content than demographic data, but there are many
other differences between these studies that would
make this conclusion premature (Hackenburg and
Margetts, 2024b; Teeny and Matz, 2024). Notably,
both Simchon et al. (2024) and Matz et al. (2024)
used measures of perceived effectiveness and did
not assess the impact of messages on beliefs or
behaviour.

Several studies analyse whether participants are
able to determine that a message was written by
an AI agent, and whether knowing the source of
the message has an impact on its persuasive ef-
fect. Spitale et al. (2023) found that participants
were no better than chance at determining whether
misinformation tweets were authored by people or
GPT-3, in line with other related work (Hacken-
burg et al., 2023; Jakesch et al., 2023b). Rathi et al.
(2024) asked participants to read transcripts of a
Turing test and judge whether one of the interlocu-
tors was a person or an LLM. Participants judged
one GPT-4-based system to be human 78% of the
time, significantly higher than the rate at which
they judged real human interlocutors to be human
(58%). Karinshak et al. (2023) found that messages
were rated as more trustworthy and persuasive if
they were labelled as being generated by doctors or
the CDC rather than AI, regardless of the actual
source of the message.

Finally, some studies examined qualitative dif-
ferences between human and AI-generated mes-
sages to understand mechanisms behind persuasion.
Carrasco-Farre (2024) analysed data from Durmus
et al. (2024) and found that LLM-generated argu-
ments tend to have lower readability and higher
complexity, consistent with certain theories which
predict that higher cognitive engagement can lead
to more effective persuasion (Kanuri et al., 2018;
Petty and Cacioppo, 1986). LLM-generated argu-

ments also made more use of moral language, espe-
cially negative language about harms and cheating.
Nisbett and Spaiser (2023) asked participants and
GPT-3 to produce arguments for climate action
using different moral foundations. The most per-
suasive arguments were those written by GPT-3
about ancestors and compassion, however, the hu-
man baseline was not well-enough controlled to
allow an aggregate comparison. Bai et al. (2023)
found that participants rated LLM-generated mes-
sages as less angry, more factual and logical, but
less unique, and less likely to use narratives. One
general insight from this work is that humans and
LLMs tend to produce similar levels of persuasive
effect but via fundamentally different mechanisms.
More systematic designs and analysis will be needed
to provide more generalizable insights into what
makes LLM-written messages persuasive.

3.4.2 Interacting with LLMs
A variety of studies have evaluated LLMs by having
them “interact” with each other: sequentially pro-
ducing texts in a dialogue and eliciting judgements
about the persuasiveness of arguments from either
LLMs or human participants. These evaluations
can be helpful for understanding the dynamics of
synthetic persuasive interactions, and as a proxy
for human responses and judgements about differ-
ent arguments (Khan et al., 2024). Moreover, as
autonomy and control is ceded to LLM-based sys-
tems, the extent to which they can be influenced or
“jailbroken” will become increasingly important as
an object of study in itself (Wan et al., 2024; Xu
et al., 2024).

Researchers have evaluated LLM interactions in
party games where one player must “murder” others
in a simulated world and then mislead the other
members of the group to avoid being ejected from
the game (Chi et al., 2024; O’Gara, 2023); in dia-
logues about the risks of climate change (Breum
et al., 2023) or QA datasets with ground-truth an-
swers (Heitkoetter et al., 2024; Hou et al., 2024);
and negotiation games including resource exchanges,
the ultimatum game, and the buyer/seller game
(Bianchi et al., 2024; Davidson et al., 2024). These
evaluations demonstrate that LLMs are capable of
strategically participating in long-running dynamic
interactions to influence other agents. However,
without human baselines it is difficult to know how
their performance compares to people.

A closely related research tradition uses debate
between LLMs as a mechanism to supervise po-
tentially misaligned models (Bowman et al., 2022;
Irving et al., 2018). These studies assign pro and
con positions to distinct agents and have human
judges adjudicate debates. The setup is used to
test whether human operators could supervise mod-
els that have access to more resources than the
evaluator (such as time, information, or process-
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ing capabilities): a paradigm known as ‘scalable
oversight’ or ‘weak to strong supervision’.

Khan et al. (2024) generated debates between
various different LLMs using a dataset of questions
about short stories. While debaters had access to
the source material, human and LLM judges did
not, creating a sharp information asymmetry. Both
human and LLM judges were more accurate after
reading debates than when answering questions
naively (88% vs 60% for humans, and 60% vs 48%
for LLMs), suggesting that the debate format pro-
vides a strict truth advantage. Moreover, more pow-
erful debater models led to higher judge accuracy,
suggesting that improvements in model capabilities
could further improve the effectiveness of debate.
The authors also included an “interactive debate”
condition, where judges could make statements be-
tween debater rounds, but this had little impact
on human judge accuracy. Finally, the authors
included a “consultancy” baseline, where judges in-
teracted with just one LLM which could either be
helpful or misleading. Consultancy improved hu-
man (but not LLM) accuracy overall versus the
naive baseline. However, more capable consultant
models led to higher rates of judge errors when the
consultant was arguing for a false claim, suggest-
ing that debate might become more necessary as
models become more capable.

3.4.3 Interacting with humans
One of the most novel and potentially impactful
aspects of LLMs is their ability to interact dynami-
cally with—and adapt persuasive messages to—a
human interlocutor. A subset of studies have eval-
uated the effects of short two-way interactions be-
tween people and LLM-based systems. Salvi et al.
(2024) had participants engage in 3-turn debates
with either a person or an LLM (without telling par-
ticipants which type of partner they had). They ma-
nipulated whether the LLM or one of the human in-
terlocutors had access to demographic information
about their partner (including gender, age, and po-
litical affiliation). Positions were randomly assigned
to debaters, and effects were measured using a pre-
/post-conversation survey. GPT-4 (with access to
personal information) significantly outperformed
all other conditions, with an 82% increase in the
odds of the interlocutor increasing their agreement
with the model versus the human-human baseline.
Without access to personal information, GPT-4 did
not significantly outperform the human baseline,
suggesting that personalization was crucial to the
model’s performance. Participants correctly classi-
fied AI opponents as AI around 75% of the time,
but were at chance in classifying human opponents.

Costello et al. (2024) investigated whether con-
versations with an LLM can reduce belief in con-
spiracy theories. They found that a 3-turn inter-
action with GPT-4-turbo (in which participants

were aware they were interacting with an AI model)
reduced belief significantly by around 16.5 percent-
age points compared to a control condition where
participants had an unrelated conversation with the
model. Moreover, the authors found that the effect
persisted through follow-up evaluations at 10 days
and 2 months. The effect is relatively large com-
pared to other interventions for conspiracy theory
beliefs—which tend to be ineffective (O’Mahony
et al., 2023)—however, the study contains no hu-
man baseline to which these results can be directly
compared. Nevertheless, the study demonstrates
the potential for LLMs to have large and durable
effects on beliefs that participants report as being
important to them.

Phuong et al. (2024) evaluated a suite of Google’s
Gemini models on four interactive tasks designed
to measure different aspects of persuasion. Partic-
ipants were aware they were interacting with an
AI model. In one task, the best performing model
persuaded participants to donate £4 of a £20 bonus
to charity (versus a baseline of £2.50 for no interac-
tion). In a role-play conversation, models led more
than 60% of participants to say that they “feel like
[they] made a personal connection with the chat-
bot” and “would like to speak to the chatbot again”
after a role-play conversation. In other tasks, they
persuaded around 40% of participants to click a
risky link, and reduced participants’ accuracy in a
quiz by 10% by providing misleading advice (versus
a 20% reduction when humans provided misleading
advice). Overall, these evaluations provide evidence
that models can have moderate persuasive impacts
in a variety of domains, including persuading users
to take specific actions. However, only one task
included a human baseline, and here models were
significantly less effective than humans.

Potter et al. (2024) had participants engage
in 5-turn interactions with one of several LLMs
about the initial major-party candidates in the 2024
U.S. Presidential election (Joe Biden and Donald
Trump). Crucially, the models were not prompted
to argue for one or another candidate, but merely
to discuss their policies. Participants completed
pre- and post-interaction surveys which asked them
to report their leaning toward Trump or Biden as a
percentage. Participants in a control condition were
asked to write down their subjective thoughts on
open-ended political questions without interacting
with LLMs. Participants who interacted with LLMs
significantly increased their leaning toward Biden
(from 50.8% to 52.4% on average), while no similar
increase was seen in the control group. The result
provides evidence that LLM interactions can have
significant and systematic impacts on important be-
liefs even without models being explicitly prompted
to support a specific case. In turn this suggests that
inherent biases in models’ outputs could become
entrenched in users. However, the control group’s
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experience was different to the experimental groups
in many ways, leaving open many alternate expla-
nations about the cause of the effect. For instance,
it could be that merely exposing participants to in-
formation about candidates’ policies changes their
voting preferences.

Other studies have measured LLMs’ ability to per-
suade participants to take specific actions in simu-
lated environments. Werner et al. (2024) instructed
GPT-4 to steer participants toward selecting one of
two books while role-playing as a customer service
agent. 68% of participants selected the target book,
though only 38% of participants reported believing
that the model was biassed toward one of the books.
However, the study does not include any control
conditions, and participants had no incentive to
make a good choice. Tang et al. (2024) prompted
models to interact with users to extract personalised
information, and then embed sponsored content in
their messages. The GPT-4o advert-serving condi-
tion caused 13% more participants to report being
influenced by the model versus a no-advert baseline.
However, there was no follow-up task to measure
actual effects on consumer behaviour.

Benton et al. (2024) recruited participants to
make a simulated business decision based on 40,000
words of source material in 30 minutes with access
to an LLM-based assistant that was instructed ei-
ther to be helpful or to sabotage participants subtly,
moderately, or aggressively. The aggressive model
caused the majority of participants (56%) to make
the wrong decision, versus 19% for the helpful base-
line. Participants were paid a $30 bonus for getting
the question correct, emphasising models’ potential
to influence consequential decisions in this relatively
ecologically valid task.

Although the Turing test is generally considered
a measure of machine intelligence, it also provides
a useful evaluation of deceptive capabilities. In a
Turing test, a human evaluator has a short con-
versation with either a person or a machine, and
must decide whether or not they are speaking to a
real person. A successful machine participant must
successfully present itself as a real person, and de-
ceive the interrogator into believing that they are
speaking to a human. Jones and Bergen (2024a)
and Jones and Bergen (2024b) evaluated several
LLM-based systems in a 5 minute, 2-party version
of the Turing test. One GPT-4-based system was
judged to be human by participants roughly half
of the time, meaning participants were at chance
in deciding whether or not it was human. A base-
line model, ELIZA, was judged to be human only
around 20% of the time, suggesting that the par-
ticipants were not merely inattentive. The results
suggest that LLM-based models are capable of pro-
ducing language that can deceive an adversarial
judge into believing falsehoods (that the model is
human), and more specifically that these models

can masquerade as people even under persistent
scrutiny. However, actual humans were judged to
be human around two thirds of the time, suggesting
that model behaviour is not indistinguishable from
human behaviour.

While most studies have construed interaction
as conversation with an LLM-based agent, Jakesch
et al. (2023a) investigated the effects of interact-
ing with LLMs as co-writing tools. Participants
wrote passages on whether social media was good
for society with completion suggestions generated
by a GPT-3 model that was either prompted to
support or oppose the claim. Suggestions doubled
the number of sentences that were valenced in the
direction of the model’s bias. Moreover, in a post-
test questionnaire, participants’ self-reported belief
in the position supported by the model increased
by around 13%. Crucially, participants seemed un-
aware of the manipulation, with fewer than 20%
reporting that the model was biassed overall, and
only 30% saying so even when the model’s bias
conflicted with the participant’s prior belief. The
study highlights that co-writing tools (and other
ways of working with LLMs) could have both a
large and hidden influence on generated artefacts
and opinions.

Collectively, these studies demonstrate that cur-
rent LLMs are capable of interacting with people in
ways that have significant impacts on their beliefs
and actions. As with work on static persuasion, the
effect of LLM interactions is generally close to or
only slightly greater than the effect of interacting
with human partners (where these baselines are
available). As such, these studies do not provide
evidence for the most dramatic threat models in
which LLMs have much larger persuasive effects
than human experts. In addition, these studies are
generally conducted in English on UK populations.
It is unclear how well results would generalise to
other populations (Naous et al., 2024; Ramezani
and Xu, 2023; Schimmelpfennig et al., 2024). How-
ever, most of these studies did not make use of a
variety of mechanisms which could increase LLM
persuasion (including fine-tuning, deception, and
building rapport). It is an important open question
whether persuasive effects will increase as model
capabilities more generally increase, and if these
additional techniques are put into practice.

4 Mitigation

A variety of mitigations against persuasive AI sys-
tems have been proposed (El-Sayed et al., 2024;
Goldstein et al., 2023) that vary in their conceptual
focus (e.g. truthfulness or autonomy-preservation),
where they place the onus for mitigation (e.g. on
users, labs, or regulators), and the point of inter-
vention (e.g. during training, model access, content
dissemination, or belief formation). These mitiga-
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tions also have differential value for different risk
scenarios. For misalignment risks, it may be enough
for labs to alter models’ default behaviours. De-
fending against misuse will require making models
robust to jailbreaking, preventing actors from train-
ing malicious models, or otherwise protecting soci-
ety from model harms. Here we review seven broad
categories of mitigation strategy which overlap and
cross-cut these axes of variation but collectively
provide a representative overview of proposed ap-
proaches. They are ordered from more conceptual
issues (about defining desirable behaviour), to more
practical concerns about how this behaviour could
be identified and enforced on a societal scale.

4.1 Truthfulness
One proposed mitigation strategy is to train mod-
els to be truthful. Evans et al. (2021) distinguish
between honesty (accurately reporting one’s own in-
ternal representations) and truthfulness (accurately
reporting the state of the world), and argue that
it’s more important that AI systems are truthful
than honest. However, aligning models to be hon-
est remains an important challenge for mitigating
hallucinations by ensuring that models do not pro-
duce answers for which they lack “knowledge” or
evidence (Askell et al., 2021; Kadavath et al., 2022;
Yang et al., 2024).

In order to deal with conceptual and technical
challenges with adjudicating truthfulness, Evans
et al. (2021) advocate for narrow truthfulness as a
standard for AI, where systems must avoid “negli-
gently” producing statements that are “unaccept-
ably likely to be false” (p.10). They describe a
range of techniques that could be used to train
truthful models, including pre-training on curated
data, reinforcement learning that rewards truthful
and epistemically guarded claims, and adversarial
training. TruthfulQA (Lin et al., 2022), for ex-
ample, rewards models for saying things that are
true rather than false but distributionally likely
misconceptions (e.g. “if you break a mirror you
get seven years of bad luck”). Ward et al. (2023a)
demonstrate that reinforcement learning with these
evaluations can be used to reduce strategic decep-
tion in LLMs.

There are challenges with using truthfulness as
a standard for AI. First, it is notoriously hard
to adjudicate whether or not a statement is true,
for instance because it is vague, ambiguous, sub-
jective, or objective in principle but there is no
consensus about the ground truth (Velutharam-
bath et al., 2024). Moreover, although AI research
often implicitly operates on a correspondence the-
ory of truth, where true statements are those that
accurately match reality, philosophers have devel-
oped many alternative theories (including pragma-
tist and coherence theories) which could provide
different kinds of valuable standards for truthful-

ness (Glanzberg, 2023). These issues are practical
as well as theoretical: where judges are biased in
their evaluations of what is true, this could pro-
vide a perverse training signal to models that could
lead to sycophancy and deceptive alignment (Deni-
son et al., 2024; Wen et al., 2024). Evans et al.
(2021) provide many thoughtful responses to these
practical challenges. One promising proposal is
“truthfulness amplification”, where a skilful evalu-
ator cross-examines a model on statements with
ambiguous truth-status in order to clarify them, for
instance: “would I significantly change my mind
about this if I independently researched the topic
for a day?” or “would the AI Auditors judge that
you were misleading me in the last three minutes of
conversation?”. This technique could be used to in-
crease the value of truthful AI for an end-user, and
as a technique to train models to produce content
that would ultimately withstand the amplified level
of scrutiny. The self-reported justifications for rat-
ing model behaviour as suspicious in Benton et al.
(2024) show evidence that participants used these
kinds of cross-examination strategies, suggesting
that they might be intuitively discoverable. These
techniques seem potentially very valuable but more
empirical work is needed to understand how well
they work in practice.

Second, even if truthfulness can be correctly de-
fined and evaluated, it may not be a desirable stan-
dard in any case. A system that could only produce
true statements could still be misleading in many
ways, for instance by cherry-picking facts that sup-
port one argument and selectively omitting others,
or presenting information in a way that invites a
listener to draw inferences that are not warranted
(e.g. “Sorry I’m late; There was an accident on the
freeway!” when the facts are unconnected). At the
same time, we might want models to be able to pro-
duce false or unverifiable statements under certain
circumstances (for instance in producing fictional
stories). Evans et al. (2021) suggest that such “ben-
eficial falsehoods” could be allowed if preceded by
caveats. This could help to resolve alignment con-
cerns, but malicious actors could potentially exploit
such a system to have it generate false content and
then edit out the caveats before disseminating it.

4.2 Autonomy Preservation

Other theorists focus on human autonomy as a start-
ing point for thinking about persuasion risks (Car-
roll et al., 2023; El-Sayed et al., 2024; Susser et al.,
2019). Susser et al. (2019) define manipulation as
distinct from rational persuasion on the grounds
that the former undermines another agent’s au-
tonomy while the latter preserves it: “What makes
manipulation distinctive, then, is the fact that when
we learn we have been manipulated we feel played.
Reflecting back on why we behaved the way we did,
we realise that at the time of decision we didn’t un-
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derstand our own motivations.” (p.4). To prevent
harms from persuasion, on this view, we should
require AI systems to preserve and promote hu-
man autonomy, so that people who interact with
these systems reach conclusions that they would
authentically endorse as their own. Aspirationally,
models might empower users to reach a “reflective
equilibrium”—a standard at which no further reflec-
tion would change their judgement (Knight, 2023;
Sarkadi, 2023).

As a lodestar for AI, autonomy-preservation has
several advantages. First, it should ensure that
even as models become more powerful and persua-
sive, this should only serve to empower users to
better make decisions that they would otherwise
authentically have wanted to make (El-Sayed et al.,
2024). Second, it helps to address shortcomings
with rewards based on users’ short-term incentives,
which can lead to unintended negative consequences.
Rewarding user engagement has produced addic-
tive social media platforms that users spend more
time using than they would authentically like to
(Lehman, 2023). Similarly, recommendation mod-
els are incentivised to simplify users’ preferences
(for instance by radicalising them), so as to in-
crease reward for correctly predicting them (Car-
roll et al., 2023). In theory, autonomy-preserving
models would be aligned with users’ reflective pref-
erences : mitigating this kind of reward-hacking. In
a similar vein, Lehman (2023) proposes machine
love as an aspiration for AI systems that would in-
crease human flourishing by acting in people’s best
interests—even if this conflicts with their more mer-
curial preferences—in the same way that a friend
that loves someone unconditionally might.

A major challenge for this approach is how to
elicit accurate information about users’ authentic
preferences that could be used to train models. For
many topics, users may have relatively good intro-
spective access to their reflective goals. Khambatta
et al. (2023), for instance, trained recommendation
models either on users’ self-reported actual or ideal
preferences for reading articles. Suggestions based
on ideal preferences led to lower engagement, but
a higher perception among users that their time
had been well spent. LLM-based agents could be
provided with similar reflective information about
the user’s values and goals (for instance, as part
of the system prompt). Follow-up surveys could
be used to understand whether users feel they are
achieving their reflective goals, and whether models
are helping them do this. However, this data is
likely to be noisy, sparse, and hard to collect.

Other kinds of evaluations could be designed that
help models to learn distinctions between users’ im-
mediate preferences and long-run best interests.
Cotra (2022) suggests having interactions rated by
evaluators who have different views or better infor-
mation than the user interacting with the model to

incentivise models to uphold more universal moral
or epistemic standards than any individual user. An
evaluation could be designed in a similar manner
where users evaluate the quality of a conversation
after a delay in which they had time to directly expe-
rience the consequences of the models’ suggestions.
For instance, a model might try to recommend one
of three articles for the user to read. Only after
reading all three, the user could provide a retro-
spective judgement on how well the model elicited
and respected their preferences. More ambitious ex-
amples could involve more consequential decisions
with longer time horizons, such as recommending a
book, a hobby, or a college course.

In one sense, this approach might be seen as
fomenting a new and more insidious type of ma-
nipulation: reducing people’s immediate autonomy
by encouraging them to do things that they don’t
want to do, but that the model predicts is in their
long-term best interests. Especially if making such
predictions is challenging and the data to support
them are sparse, aligning models to a lossy repre-
sentation of the user’s reflective preferences could
lead to the very kind of autonomy-undermining that
this approach is intended to prevent. This problem
raises broader questions about how to align a model
to a users’ preferences which are constantly chang-
ing, and in cases where the model itself could have
some influence over their preferences—and hence
its own reward (Carroll et al., 2024).

4.3 Interpretability

An LLM’s internal state consists of layers of acti-
vations which encode information about tokens in
the input and relationships between them. At a
very general level, research on interpreting these
activations promises to improve model safety by
improving our understanding of how models work
(Bereska and Gavves, 2024). Some specific recent
interpretability work provides potential avenues for
mitigating deception risks, by detecting when mod-
els are producing deceptive output and steering
them toward producing more truthful or benign
content.

Azaria and Mitchell (2023) trained a classifier on
the hidden layers of two LLMs to predict whether
a sentence is true or false. The method achieved
an accuracy of 71%, outperforming a baseline of a
5-shot prompt querying the model about whether
the sentence is true or false (53%). The results
suggest that models’ internal states contain latent
information about falsity that is not fully taken
advantage of by the model in the generation process.
MacDiarmid et al. (2024) used a similar technique
to identify when “sleeper agent” models—in the
sense of Hubinger et al. (2024)—have been activated
by a backdoor trigger marking their deployment
context.

18



Templeton et al. (2024) used sparse autoencoders
to learn interpretable features of Claude 3 Sonnet
activations in an unsupervised way. They identified
many safety-relevant features including those which
tend to activate for content about bias, sycophancy,
deception, and manipulation. In order to test the
causal role of these features, they clamp features
to high values and observe the effect on models’
outputs. As a case study, they show that clamping
honesty-related features to high values can “steer”
models toward being more honest in cases where the
model would ordinarily produce deceptive content.
In a similar vein, Li et al. (2023) use a classifier to
learn which model activations are associated with
truthful answers. By clamping these activations to
high values, they are able to improve the accuracy
of a fine-tuned LLaMa model from 36% to 65% on
TruthfulQA. Zou et al. (2023) advocate for plac-
ing representations at the centre of model training
and analysis, and show that this approach can be
used to detect and prevent harmful and dishonest
behaviour.

These studies demonstrate the potential for
model interpretability as an approach for mitiga-
tion against persuasion and deception: by detecting
potential deception by models and steering models
toward being more honest. However, as Templeton
et al. (2024) stress, these results are preliminary,
and it is unclear how well these approaches will
work in practice. For instance, it’s not clear that
features which activate when discussing deception
by others would be helpful for preventing a model
from producing deceptive outputs. It’s unknown
whether interpretability-based deception detection
techniques work better than more traditional text-
based methods, or whether inference-time interven-
tions such as steering are more effective or more
robust than fine-tuning. Moreover, interpretability
work requires access to model weights which are
not publicly available for the majority of frontier
models. Finally, interpretability work is limited
up-front by behavioural research. In order to have
confidence that, for instance, a feature discovered
using sparse auto-encoders provides good coverage
of deceptive behaviour by a model, researchers must
be able to independently elicit and detect this be-
haviour in a wide variety of contexts. As such,
interpretability approaches will be most valuable
in concert with other techniques.

4.4 Evaluation & Monitoring

The previous sections are primarily focussed on
ways that labs could train models to mitigate per-
suasion harms before deployment. A comprehensive
set of mitigations will additionally need to ensure
that labs are motivated to carry out this training,
that bad actors are not jailbreaking models to make
them harmful, and that models are not changing
their behaviour substantially due to distributional

shift. This will involve evaluating model capabilities
per se, as well as broader sociotechnical evaluations
to understand how users interact with models and
the second-order societal consequences of models’
outputs (Weidinger et al., 2023). Several authors
advocate for a two-stage process to provide these
assurances: firstly evaluating models before they
are deployed and secondly monitoring messages
post-release to detect deception or manipulation
(Barnes, 2021; El-Sayed et al., 2024; Evans et al.,
2021).

Evaluations form an inevitable part of models’
training processes: providing both training data
and a signal for developers to measure model be-
haviour. In addition to these traditional evalua-
tions, many labs also carry out more adversarial
“red-teaming” evaluations in order to stress test
models by attempting to elicit harmful behaviours
from them (Longpre et al., 2024; OpenAI, 2024b).
In order to ensure that these standards are uniform
and that incentives are aligned, these evaluations
could be conducted by an independent certification
body such as METR or NIST (Barnes, 2021). Such
certifications could be voluntary, incentivised by
community standards, or legally required (Evans
et al., 2021). In addition, independent researchers
can play a crucial role by evaluating deployed sys-
tems to understand how persuasive and deceptive
they are (as in the work discussed in section 3).

In addition to evaluating models before deploy-
ment, labs and other bodies can mitigate harms
by monitoring the messages that models send for
deceptive or manipulative content. A large body
of work exists that attempts to identify deceptive
or manipulative messages—either using statistical
features of text (Boumber et al., 2024b,a), LLMs
as classifiers (Ai et al., 2024; Sallami et al., 2024;
Vergho et al., 2024), or prompting techniques (Pac-
chiardi et al., 2023; Wang et al., 2023). These
techniques could be used to identify malicious mes-
sages in API calls to LLM services as well as on
communication platforms like social media sites.

Evaluation and monitoring face many of the same
challenges as training models to be truthful or
autonomy-preserving: success conditions are hard
to define, and the text of a transcript alone may not
contain sufficient information to demarcate harm-
ful behaviour. However, these problems have lower
stakes in this case for two reasons. First, detection
systems could be calibrated to be overly-sensitive
to potential manipulation: false positives could be
manually reviewed by human evaluators. Secondly,
because judgments are not being used directly to
provide feedback to models, there are fewer concerns
about models exploiting idiosyncrasies in reward
regimes to game evaluations.

An additional challenge for these mitigation
strategies is that they rely on cooperation from
model developers and the ability to monitor model
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outputs. As such they are well-suited for main-
stream frontier labs, which control access to their
models via an API and have commercial incentives
to comply with certification organisations. It is less
clear how these strategies could be implemented
for open-source models. Safety evaluation and cer-
tification could potentially be offered (or even re-
quired) by model hosting services such as Hugging-
face. However, this might simply inconvenience
model hosts and benign users without preventing
malicious actors from training and sharing decep-
tive models. Social media platforms, such as X and
TikTok, could potentially monitor public messages
for deceptive and manipulative content. However,
it will be impossible and unethical to monitor AI-
generated content sent via private communication
channels.

4.5 Debate
A very general approach to mitigating persuasive
content produced by an AI model is to use a sec-
ond model to produce counterarguments. This
approach can be implemented at several scales: by
users (to interrogate the quality of arguments made
by a model), by labs (to oversee models that have
information or processing advantages over evalua-
tors; (Irving et al., 2018)), and at a societal scale:
generating counterarguments for misinformation to
create something like Mill (1885)’s marketplace of
ideas.

Debate or counterspeech could be integrated into
social media platforms, in the same way that com-
munity notes are used on X to provide context
around controversial claims (Chuai et al., 2024).
Glockner et al. (2024) developed a benchmark that
evaluates models’ abilities to identify reasoning fal-
lacies and verbalise fallacious reasoning in order to
help readers understand errors. Models that excel
at such tasks could in theory be used to stem the
flow of artificial misinformation and improve the
quality of discourse online.

The success of debate as a mitigation strategy
rests on the assumption that deceptive content pro-
duced by an LLM can be successfully countered by
“a good guy with an LLM”, and that via debate the
truth will out. Empirical work on debate has pro-
vided some support for this assumption. Michael
et al. (2023) found that judges were more accurate
after reading a debate between two unreliable hu-
man experts (84%) than after hearing from a single
expert who argued for the incorrect position half
of the time (74%). Khan et al. (2024) found a simi-
lar advantage for the truth when judging debates
between two LLMs. However, it’s not clear how
generalisable these results would be to real con-
versations online. Khan et al. provided debaters
access to source material from which they could
produce verified quotes, which may provide a truth
advantage that is not available in other domains.

These evaluations also raise questions about the
role of debate in subjective questions (e.g. “people
should not eat animal products”). If judges tend
to coalesce around one position after reading two
instances of the same LLM debate on an issue, does
this point to the intrinsic strength of the position,
or to biases inherent in the models’ training?

4.6 Education & Training
Most mitigations place the onus on labs or model
distributors. While just, these strategies require
cooperation from groups with diverse incentives.
An alternative strategy is to provide tools to users
to empower them to resist deception and manipu-
lation, for instance, by educating users about how
LLMs work, the kinds of superficial strategies that
persuaders use, and how to identify and respond
to fallacious reasoning (Williamson and Prybutok,
2024).

One potential avenue for training is in identifying
AI-generated content. Jones and Bergen (2024b)
found that participants who self-reported as hav-
ing some knowledge about LLMs were significantly
more accurate in identifying AI systems in a Turing
test, and those who played multiple times tended to
improve across rounds. Moreover, some strategies
(such as speaking to models in a language other
than English, or using humour as a diagnostic tool)
were correlated with greater accuracy. Together
these results suggest that a short course which edu-
cates people about how LLMs work and gives them
practice in identifying AI-generated content could
lead to higher discriminative accuracy.

Beyond recognizing AI-generated content,
courses could be designed to aid people in reason-
ing critically about and responding to potentially
deceptive or misleading arguments. A large body
of work focuses on interventions that improve
critical thinking skills in students (Abrami et al.,
2015). Other studies have found that educational
interventions can improve peoples’ evaluation of
informal arguments (Larson et al., 2009), help
people to identify false news stories (Guess et al.,
2020), and neutralise the effects of misinformation
(Cook et al., 2017). Similar interventions could be
developed to target AI-generated deceptive content
specifically.

Even if effective courses can be designed, how-
ever, a central challenge for this mitigation strategy
is disseminating content and incentivising people
to engage with it. Around 20% of people in the
United States lack moderate proficiency in even ba-
sic skills such as literacy, underlining the challenges
of reaching a broad audience with more complex in-
terventions such as critical thinking (OECD, 2013).

4.7 Regulation and Auditing
Most of the strategies discussed above face a shared
challenge of how to incentivise or enforce compli-
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ance. Successful mitigation of persuasive capabili-
ties will likely require placing restrictions on model
release, access, and usage (Burtell and Woodside,
2023). Even if the technical challenges of align-
ing models and detecting manipulative behaviour
can be solved, how can labs be incentivized to im-
plement these strategies rather than racing ahead
to deploy more capable models, and how can bad
actors be prevented from training misaligned or
otherwise harmful models?

A variety of types of regulation and legislation
have been proposed to address these challenges
(Janjeva et al., 2023; Maslej et al., 2024). One
major category of regulation places restrictions on
model training and deployment to ensure that mod-
els meet certain safety standards (Shevlane et al.,
2023). One prominent example was the vetoed
California Senate bill SB1047, which would have
required companies that conduct training runs us-
ing in excess of $100m in compute to take various
safety precautions including designing a safety plan
and retaining a third-party auditor to ensure com-
pliance. These types of regulations have the advan-
tage that they do not inconvenience smaller and
less well-resourced developers, and that deployment
restrictions are flexible and could be changed as our
understanding of capabilities and risks changes.

An alternative strategy is to mitigate harms after
deployment. One approach is to require companies
to include digital “watermarks” in AI-generated
content (Dathathri et al., 2024; Park et al., 2024),
a requirement that also appears in the proposed
California bill AB3211. This could allow other
tools or users to identify when they are reading
AI-generated text, which could mitigate some types
of persuasion risks, including impersonation, fraud,
and astroturfing. Other kinds of post-deployment
approaches include adapting tort law to place the
onus on developers for harms that befall users (Weil,
2024; Willis, 2020).

Any kind of regulation of AI faces myriad chal-
lenges, including defining harms, enforcement, and
international cooperation. Defining potential harms
from AI is particularly challenging as the technol-
ogy is developing quickly. A wide scope will po-
tentially stifle innovation, while a narrower scope
risks allowing companies to engage in regulatory
arbitrage—finding ways to technically comply with
rules while undermining their intent. Historical
examples include banks using securitization to cir-
cumvent capital requirements (Admati and Hellwig,
2013), automobile manufacturers engineering soft-
ware specifically to pass emissions tests (Coglianese
and Nash, 2017), and corporations implementing
superficial box-ticking exercises to meet governance
requirements (Romano, 2005). Unless they are care-
fully written, AI regulations risk being susceptible
to similar superficial compliance solutions. Sec-
ondly, even if laws around AI are well-written, they

could be challenging to enforce because the hard-
ware and algorithms used for these purposes are
widely available and have many legitimate uses. At
a broader scale, successful domestic enforcement
will potentially do little good without international
collaboration. While some proposals suggest that
tracking of specialised hardware could help to en-
sure international enforcement (Shavit, 2023), this
approach could become less viable if algorithmic
improvements mean that more performant models
can be trained on easily accessible hardware.

5 Open Questions for Future Work

A variety of open questions remain around how
persuasive AI will develop. Here we collect those
that we believe would most immediately advance
understanding of the risk that persuasive AI sys-
tems pose and whether these risks can be mitigated.
We organize promising avenues for future research
into 5 overarching questions: how persuasive could
AI systems be? How do AI systems persuade?
What kinds of broader social impacts could AI per-
suasion have? Does the truth enjoy an advantage
over falsehoods? And how effective are proposed
mitigations?

5.1 How persuasive could AI systems be?

Existing work reviewed above suggests that AI sys-
tems can already create output that is roughly as
persuasive as human writing across a wide range of
domains and significantly more persuasive than the
writing of even human experts (e.g. political con-
sultants or the CDC) in others. Nevertheless, effect
sizes tend to be small (around a 4-8% change in
self-reported beliefs). While these effects are typical
or even relatively large for psychological persuasion
studies, they are unlikely to be responsible for the
most consequential harms outlined in theoretical
models of risks. How much more persuasive are
models likely to become in the next decades?

Hackenburg et al. (2024)’s scaling analysis sug-
gests that, for static messages, gains in persuasive-
ness from scale alone could be small (less than a 1
percentage point increase for every order of magni-
tude increase in parameter count). Between 2017
and 2023, the parameter count of the largest LLMs
increased roughly 5 orders of magnitude (from 65m
parameters in the original transformers paper to
unconfirmed reports of over 1 trillion in GPT-4),
implying a trend slightly slower than one order of
magnitude per year. If both of these trends were
to hold, we would still not expect to see an in-
crease of 10 percentage points (to ∼20%) within a
decade. In practice, many other factors could influ-
ence these trends. Scaling laws are often calculated
to incorporate the total compute used to train a
model rather than solely the number of parameters
(Kaplan et al., 2020). Increases in the volume of
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data used to train models, as well as algorithmic
improvements that allow compute to be used more
efficiently (Erdil and Besiroglu, 2022), could lead to
more rapid increases in effective compute. However,
many factors may conspire to slow scaling relative
to the last 6 years, including practical challenges
of managing large computing clusters, energy costs,
and data availability. This analysis also raises the
question of what counts as a large persuasive effect;
the impact of models that can could people’s con-
sumption or voting behaviour by 15-20% could be
significant.

Moreover, few studies make effective use of the
wide variety of mechanisms that are thought to al-
low LLMs to be so persuasive in theory. Interactive
studies tend to show the largest effects, but as far as
we are aware, no studies have explicitly measured
how much more persuasive multi-turn interactions
with LLMs are versus static messages. A small
number of studies have tried prompting models in
different ways (Durmus et al., 2024; Nisbett and
Spaiser, 2023). Jones and Bergen (2024b) evaluated
more than 40 prompts for GPT-4 on the Turing test
and found that performance varied drastically by
prompt (from 6% to 50% pass rates). This suggests
that prompt engineering could lead to significant
increases in persuasive outcomes on other tasks.
While some studies have shown that personalising
messages to the user offers limited persuasive ad-
vantage (Hackenburg et al., 2024; Hackenburg and
Margetts, 2024a), others do show improvements
(Matz et al., 2024; Salvi et al., 2024; Simchon et al.,
2024), suggesting more ways in which persuasive
effects could increase. Similarly, a few studies have
suggested that the presentation of the identity of
the model (e.g. as an AI, a person, or an expert) can
influence the persuasiveness of the content it pro-
duces (Karinshak et al., 2023; Spitale et al., 2023).
To our knowledge, no studies have measured the
impact on persuasive outcomes of chain-of-thought
reasoning, fine-tuning, reinforcement learning for
persuasiveness, access to tools such as browsing, or
inference-time processes such as selecting among
various candidate generations (Sumers et al., 2023).
Given the effectiveness of these techniques in other
domains (Wei et al., 2023), it seems possible that
they would also lead to greater persuasive effects.

Furthermore, many psychological theories of per-
suasion foreground the importance of social fac-
tors—such as trust and rapport—which have only
begun to be explored in this literature. Factors
such as likeability, reciprocity, authority, and so-
cial conformity have all been implicated in theo-
ries of belief change (Cialdini, 2003; Henrich and
McElreath, 2003). While Phuong et al. (2024) find
that larger models elicit higher ratings on factors
such as likeability, to our knowledge no studies
have measured the impact of social factors on LLM
persuasion outcomes (for example, by building a

user’s trust in a model before a critical persua-
sion event). Similarly, many studies point to the
importance of affect, multimodality, and embodi-
ment in attributing mindedness to artificial agents
more broadly, which could in turn lead to larger ef-
fects of their output (Guingrich and Graziano, 2024;
Scott et al., 2023). Already, users are interacting
with agents that produce content via emotion-laden
voices (e.g. Hume’s EVI, and OpenAI’s GPT-4o),
with humanoid avatars (for example, Replika), and
physical bodies (Driess et al., 2023). It is vital to
understand what impact these developments might
have for models’ ability to influence and manipulate
people.

Future work should address these questions by
testing the impact of these various mechanisms
(individually and in concert) on persuasive out-
comes. This work is potentially ethically fraught.
Social scientists and safety researchers could inad-
vertently accelerate development of the very risks
they hope to mitigate. Publication of methods and
results should be accordingly thoughtful—balancing
transparency with assessed risks of acceleration.
Nevertheless, given the immense financial incen-
tives of well-resourced groups such as advertisers,
technology companies, and governments to achieve
persuasive effects, on balance it seems likely that
researchers can do more good than harm by high-
lighting risks before they are realised in order to
motivate and test mitigations (see Cotra (2023)
for discussion of acceleration risks of dangerous
capability evaluations).

5.2 How do LLMs achieve persuasive
effects?

A second key question concerns how LLMs achieve
influence over people’s beliefs when they do. This
question partly overlaps with the previous one: it’s
important to quantify the extent to which prompt-
ing, fine-tuning, and social factors increase per-
suasiveness. In addition, answering this question
involves analysing transcripts of interactions, clas-
sifying persuasion as rational or manipulative, and
analysing the argumentative or rhetorical devices
that LLMs employ. Doing so could help to build
on research in social psychology and argumenta-
tion theory about what kinds of arguments people
find persuasive (O’Keefe, 2002). More urgently,
it could help researchers to design and assess the
effectiveness of different mitigations.

Initial work along these lines (Bai et al., 2023;
Carrasco-Farre, 2024) suggests that LLMs employ
different persuasive tactics than humans. Carrasco-
Farre (2024) found LLM arguments to be less read-
able and more complex, while Bai et al. (2023)
found them to be more logical and factual than
human-written arguments. Future work should in-
vestigate why differences between human and LLM
arguments emerge: whether from features of the

22



training data, reinforcement learning feedback, or
whether training processes have discovered more
effective persuasion techniques than humans gener-
ally use (as they have done in other domains; (Shin
et al., 2021)).

Perhaps the most crucial question in this vein
is the extent to which models use (and rely on)
deceptive or manipulative techniques in order to
achieve persuasive effects. For instance, if models
tend to use deceptive techniques when arguing for
false claims—such as stating mistruths, fallacious
reasoning, or overt emotional manipulation—this
would bolster the case that mitigations targeting
process-level harms could effectively reduce negative
outcomes (El-Sayed et al., 2024). Alternatively,
if models achieve deception by artfully arranging
true facts, selectively omitting unhelpful ones, and
constructing plausibly sound arguments that exploit
legitimate epistemic uncertainty, it could suggest
that detecting and countering deception will be
more challenging. Future work should address these
questions using argument mining and classification
to analyse transcripts, as well as prompting models
to use different techniques (e.g. to be more or less
manipulative) to measure the impact this has on
outcomes (Hagendorff, 2023).

5.3 What kinds of broader social impacts
could persuasive LLMs have?

The majority of extant studies focus on the effect of
short interactions with LLMs on self-reported agree-
ment with statements. By contrast, many of the
potential risks of AI-generated persuasion concern
societal outcomes such as influencing the ideology
and behaviour of entire populations. It’s unclear
whether focused lab experiments will translate into
society-wide effects due to noise, competition, at-
trition, saturation, and other countervailing forces.
Future work should attempt to close this gap by
exploring the effects of LLMs on broader societal
outcomes (Weidinger et al., 2023).

One crucial question is how robust the persuasive
effects of LLMs are. When participants indicate
changes in belief, do these last for months after
the experiment or quickly decay? Costello et al.
(2024) followed up with participants 2 months post-
intervention and found that the original 17% dif-
ference between control and experimental groups
had not significantly diminished. More measures
like this could help to test whether other kinds
of effects are this robust. Similarly, future work
should investigate how generalisable effects are. If
an intervention changes someone’s belief about reli-
gion, does it also affect related beliefs (e.g. about
evolution and morality)? Or are effects localised to
the statements that conversations focus on?

Most studies focus on belief change. While this
could be a precondition or a proxy for more impact-
ful downstream effects, changing one’s self-reported

belief in an experiment is almost costless to partici-
pants and could be subject to demand characteris-
tics. A handful of studies have tested whether LLM
outputs can influence participant behaviour—for
instance, donating to charity or clicking on a suspi-
cious link (Phuong et al., 2024). More studies that
require participants to take actions with real-world
consequences (or simulated consequences with real
incentives) would help to better estimate the im-
pact of interventions on how people will spend their
time and money.

Real world conversations do not happen in a
vacuum. People will likely be exposed to various
viewpoints and people who interact with persuasive
content will go on to interact with other people.
Future work should investigate these second-order
social effects of persuasion by presenting content
in a more ecologically valid way, with a mixture
of viewpoints. Transmission chain studies (Kirby
et al., 2015; Moussaïd et al., 2015) could be used to
understand whether targets of AI-generated persua-
sion will themselves influence others. Simulations or
experiments with small groups could provide insight
into the marginal impact that LLM content will
have in an already information-rich environment.
Other important questions concern the longer term
effects of exposure to persuasive AI content: do
people lose trust or become saturated with informa-
tion leading to a kind of ideological lock-in (Barnes,
2021)? Are LLMs effective at gathering information
about individuals in a population and simulating
their responses to hone persuasive strategies (Ag-
new et al., 2024; Floridi, 2024)? Finally, how are
LLMs really being used in the real world? Are
they already being used for persuasive functions
on social media and in customer service (Shin and
Kim, 2023)? What impact is this having and how
are people’s attitudes toward AI changing?

5.4 Will truth out?
One of the most crucial questions in this domain
is the extent to which the truth would enjoy an
advantage over falsehoods in a world where LLMs
can produce very persuasive content. This question
presents itself at multiple scales. In a dyadic inter-
action, would a person be less likely to be persuaded
of something false by an LLM than of the truth? In
a debate between two LLMs, would the one arguing
for the truth have an advantage? And at a societal
scale, where many arguments are being made for
a plurality of viewpoints, would the population’s
views tend toward the truth?

If there is a strong advantage for the truth (and
one that grows with the general persuasiveness of ar-
guments) then risks from deception by LLMs might
be greatly attenuated. In fact, more persuasive
LLMs might raise general standards of discourse,
as they find the most compelling arguments for
unintuitive but sound positions. Alternatively, if

23



this advantage is weak or nonexistent, then more
capable models could lead to a kind of epistemic
chaos, where persuasive arguments can be found
for arbitrary positions.

There are theoretical reasons why there ought to
be an advantage for the truth. True explanations
are internally consistent, while defending some false
positions will involve obfuscating or justifying inter-
nal inconsistencies. Similarly, true explanations are
consistent with existing empirical observations, and
make accurate predictions about the world. Sper-
ber et al. (2010) argue that our reasoning faculties
evolved specifically to scrutinise potentially mis-
leading claims, and so we might expect them to be
well attuned to the kinds of falsehoods that LLMs
could generate. Moreover, jury theorems suggest
that aggregation of opinions leads to better decision-
making that overcomes the bias and information-
limits of individuals (Dietrich and Spiekermann,
2023). As our collective ability to gather data,
process information, and scrutinise arguments in-
creases, it seems plausible that our ability to iden-
tify and reject faulty arguments should improve.
Some early evidence supports this optimistic posi-
tion. Fay et al. (2024) found that true messages
(generated by both humans and LLMs) were rated
as more likely to be true and more likely to be
shared with others than false ones. However these
conclusions are based on self-report rather than ac-
tual sharing. Both Khan et al. (2024) and Michael
et al. (2023) found advantages for the truth in con-
sultancy and debate experiments. However, their
setup created strict advantages for the truth and it
remains to be seen how widespread this advantage
is for other types of questions.

There are alternative reasons to believe that mis-
leading arguments may be equally persuasive as
true ones, or even more persuasive in some cases.
While true claims are heavily constrained by the
nature of the world, misleading arguments are free
to take any form that suits a persuader (including
starting from false premises, or using invalid reason-
ing to reach false conclusions from true premises).
There are many factors which might influence belief
acquisition beyond veracity, including the intuitive
plausibility of the argument, the psychological needs
of the persuadee, and apparent social consensus.
Deceptive persuaders can optimise their arguments
against these criteria without being constrained by
the truth. Young-earth creationism, for instance,
might continue to enjoy popularity because it is
intuitively more plausible than evolution by natural
selection, it fulfils psychological needs for meaning
and purpose, and because (having reached a crit-
ical level of adoption in some communities) it is
socially costly for individuals to abandon this view.
In the same way that human society has developed
“supernormal stimuli”—such as sugar and pornog-
raphy—which satiate historically adaptive cravings

without providing attendant fitness benefits (Bar-
rett, 2010; Baudrillard, 1994), a sufficiently good
search process might be able to produce “super-
normal arguments” which optimise responses from
people’s plausibility-seeking mechanisms without
hewing closely to the truth.

There are many challenges to addressing this
question. Studies like Khan et al. (2024)’s are very
valuable and should be extended to a wider variety
of topics and conditions (including situations with
multiple viewpoints, access to the internet, and real-
world questions). One central challenge—which
looms over much of this discussion—is how to define
truth in the first place. Many important claims are
disputed across the global population or within the
scientific community. Other claims which used to
enjoy global and scientific consensus are now widely
disbelieved. One way of tackling this problem—that
“the truth” is a moving target—is to ask instead
whether people can be persuaded toward either side
of an issue. Leaving aside the question of whether
2 + 2 truly equals 4, if a conversation with an LLM
could persuade a person either that it does or that
it doesn’t, then many of the risks highlighted above
become more concretely likely. That is, even if the
truth value of a claim cannot be robustly verified
for some domains, if LLMs are able to persuade
people either for or against the same claim, their
persuasive potential must not be sensitive to the
ground-truth validity of the claim.

5.5 How effective are proposed
mitigations?

A broad variety of mitigations have been proposed
against persuasive and deceptive systems, but there
is little empirical evidence to judge their effective-
ness. Future work should test the individual claims
of these strategies to understand whether they are
workable in practice and to compare their effective-
ness in reducing downstream harms.

Several strategies depend on being able to de-
tect deceptive or manipulative content—either for
monitoring systems, or as part of training models
to avoid these behaviours. While there has been
some work on detecting falsehoods (Boumber et al.,
2024b), more work is needed to understand how
effective such systems are. In particular, if a person
is interacting with a system in some context (e.g. as
an assistant with access to the user’s file system), is
it possible for a monitoring system to tag mistruths
purely from the transcript? Or would the monitor-
ing system also need access to the user’s system to
run independent checks about the assistant’s asser-
tions? Similarly, are systems able to mislead users
without producing outright lies? Iterative and ad-
versarial evaluations, where a “deceptive” system is
incentivized to find more subtle ways of misleading
a user while evading a monitoring system, could be
valuable in addressing these questions (Greenblatt
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et al., 2024).
The promise of systems that preserve and em-

power users’ autonomy is theoretically compelling.
However, there has been little work on how to
train such a system and how well it would work.
Future work should investigate this question by
measuring users’ authentic endorsement of their
own decisions at different time intervals after inter-
acting with models. Other potential mitigations,
such as providing users with training or tools such
as a second model to debate with or access to the
internet, should also be evaluated empirically to
better understand how risks might translate into
more realistic scenarios.

6 Conclusion
In theory, LLMs have the potential to produce in-
credibly persuasive content and change the epis-
temic landscape of human society. In practice,
there is already widespread evidence that these
systems produce content that is roughly as persua-
sive as human-written arguments. Current effects
of persuasion are small, however, and it is unclear
whether advances in model capabilities and deploy-
ment strategies will lead to large increases in effects
or an imminent plateau. A variety of mitigations
have been proposed to address potential risks, but
there is limited empirical evidence about how well
they work. Future work should investigate the
broader social impacts that motivated actors could
bring about using LLMs to persuade others, and the
extent to which different responses could mitigate
these risks.
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