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Abstract

Jailbreaking in Large Language Models
(LLMs) is a major security concern as it can de-
ceive LLMs to generate harmful text. Yet, there
is still insufficient understanding of how jail-
breaking works, which makes it hard to develop
effective defense strategies. We aim to shed
more light into this issue: we conduct a detailed
large-scale analysis of seven different jailbreak
methods and find that these disagreements stem
from insufficient observation samples. In par-
ticular, we introduce safety boundary, and we
find that jailbreaks shift harmful activations out-
side that safety boundary, where LLMs are less
sensitive to harmful information. We also find
that the low and the middle layers are critical
in such shifts, while deeper layers have less im-
pact. Leveraging on these insights, we propose
a novel defense called Activation Boundary
Defense (ABD), which adaptively constrains
the activations within the safety boundary. We
further use Bayesian optimization to selectively
apply the defense method to the low and the
middle layers. Our experiments on several
benchmarks show that ABD achieves an av-
erage DSR of over 98% against various forms
of jailbreak attacks, with less than 2% impact
on the model’s general capabilities.

1 Introduction

The widespread use of Large Language Models
(LLMs) across various fields (Kaddour et al., 2023)
has raised concerns about the safety of the output
and the robustness of the model. It has been shown
that jailbreak attacks, which use crafted prompts
to deceive LLMs into generating harmful content,
can bypass LLM’s safety alignment (Liu et al.,
2024b; Zou et al., 2023), and a lot of research has
focused on developing defense mechanisms and
counter-prompts to mitigate such attacks (Robey
et al., 2023; Xie et al., 2024).
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Understanding the internal mechanism of how
jailbreaks work is crucial for improving defenses
and enhancing safety measures. However, stud-
ies explaining jailbreaks remain largely ambiguous
and controversial (Yu et al., 2024; Ball et al., 2024a;
Lin et al., 2024). From an explainability perspec-
tive, debates revolve around which layers are most
responsible for a successful attack: He et al. (2024)
prioritize the low layers, Zhou et al. (2024); Shen
et al. (2024) focus on the middle layers, while Li
et al. (2024) highlight the deep layers. Another con-
tradiction lies in whether activations gradually shift
as layers deepen or abruptly transition in the middle
layers (Zhao et al., 2024a; Shen et al., 2024). Our
experiments suggest that these inconsistencies may
stem from the limited sample size of prompts, typ-
ically around 100, used in prior analyses. From a
defense perspective, existing approaches often rely
on additional training processes (Zhao et al., 2024a)
or probing a limited number of samples (Shen et al.,
2024), which affects the utility of LLMs.

Here we aim to better understand the mecha-
nism of how jailbreaking works. In particular,
we provide our explanation of jailbreaks based
on a comprehensive analysis of over 30,000 sam-
ples, a significantly larger scale than previous stud-
ies. As an example, Figure 1 shows the two-
dimensional projection of three types of prompts:
benign prompts that contain no harmful informa-
tion, harmful prompts that attempt to induce the
LLM to generate harmful content but fail, and
various jailbreak prompts that successfully induce
harmful outputs, collected from different types of
jailbreak attack methods. The projection is based
on the last token representations across different
layers, referred to as activations, as they capture the
model’s overall understanding of the entire input
sequence (Radford et al., 2019; Zou et al., 2023).
We can see that different prompts exhibit clustering
effects, where the jailbreak activations are distinct
from the activation space of harmful prompts. This
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Figure 1: Projected activation space overview of Vicuna-7B-v1.3 across different layers. Harmful activations are
observed to cluster together, and we define the surrounding boundary as the safety boundary. The attack arrow
indicates that jailbreak prompts shift harmful activations into the benign space to evade safety checks.

indicates that in each layer, the LLM performs a
rigorous safety check within a safety boundary, ef-
fectively containing most of the harmful activations
within this controlled space. Jailbreak prompts,
however, bypass these safety checks by shifting
activations beyond the safety boundary into an al-
ternative, unmonitored activation space. Notably,
the extent of this shift varies across different layers
of the LLM, with the low and the middle layers
exhibiting the most pronounced effects. This sug-
gests that these layers are critical to the success of
jailbreaks.

This finding motivates a new defense mecha-
nism that we propose, Activation Boundary De-
fense (ABD), which constrains jailbreak prompt
activations within a safety boundary by applying
penalties to activation values. Specifically, we im-
pose minimal penalties within the boundary but
sharply increase them beyond it, thereby preserv-
ing model utility. The constraint function con-
siders various factors, including the defense layer
and the defense dimension, which balance perfor-
mances on defense and general tasks. We propose
a novel adaptive objective that maximizes the De-
fense Success Rate (DSR) while minimizing the
number of penalized layers. This objective is im-
plemented with an adapted Bayesian Optimization
(BO) method (Jones et al., 1998; Mockus, 1974),
which iteratively proposes and refines selection sug-
gestions.

Experiments on AdvBench (Zou et al., 2023)
show that ABD has good generalization, achiev-
ing an average DSR of over 98% against various
forms of jailbreak attacks. In the general ability
tasks, the performance drop of the model equipped
with ABD does not exceed 2%, which is signifi-
cantly lower compared to other defenses, such as
37% for Retokenization (Jain et al., 2023). This
demonstrates that our method has a minimal impact

on the model’s overall abilities. In summary, our

contributions are threefold:

* We uncover a comprehensive activation distribu-
tion and introduce the safety boundary, resolving
contradictions in prior work and highlighting the
vulnerability of the low and the middle layers.

* We propose a lightweight, extensible defense
that penalizes only targeted samples and a few
key layers, ensuring efficiency and precision.

* Our experiments on benchmark datasets demon-
strate that ABD achieves an average DSR of over
98% against various jailbreak attacks, with less
than a 2% impact on the general capabilities.

2 Related Work

Jailbreak attacks on LLMs. Jailbreak attacks
craft prompts to induce harmful outputs from
LLMs. Early approaches, like DAN (Shen
et al., 2023), rely on manually designed prompts.
Later research proposed automatic methods.
Optimization-based methods (Zou et al., 2023; Liu
et al., 2024b; Guo et al., 2024) design optimiza-
tion strategies to iteratively edit and refine origi-
nal harmful prompts, enhancing their stealthiness.
Model-based methods (Chao et al., 2023; Ding
et al., 2024; Paulus et al., 2024) utilize an attacker
LLM to autonomously query and refine jailbreak
prompts. For rule-based jailbreak methods, Jiang
et al. (2024) and Liu et al. (2024c¢) rewrite prompts
using fixed rules that are sufficiently aggressive to
deceive the model. In this work, we aim to ana-
lyze the mechanisms of these jailbreak methods to
develop more effective defense strategies.

Defense against jailbreak attacks. Unlike jail-
break methods, defense strategies enhance model
safety and robustness by reformulating inputs to
counter jailbreak prompts, such as backtransla-
tion (Wang et al., 2024), paraphrasing (Jain et al.,



2023), and reminding (Xie et al., 2023). Some
researchers use indicators to distinguish jailbreak
prompts, e.g., classify input sequences based on
perplexity and sequence length (Alon and Kam-
fonas, 2023), or classify jailbreak activations using
linear classifiers to control whether to answer the
query (Zhao et al., 2024a). A new trend in defense
involves directly manipulating the representations
of the model (Shen et al., 2024; Xu et al., 2024; Li
etal., 2024; Liu et al., 2024a) and editing the model
(Zhao et al., 2024b), which is more efficient and
cost-effective. Unlike these methods, ours avoids
extra tokens or modules by directly constraining ac-
tivations within a safety boundary, ensuring greater
efficiency and simplicity.

Mechanistic interpretability of LLMs. The
growing concern about LLM safety has sparked
increasing interest in interpreting LLM features
in jailbreak prompts. For example, Ball et al.
(2024b) identified a common mechanism whereby
jailbreaks reduce the harmfulness perception in
most LLMs. Similarly, Li et al. (2024) investigated
patterns that trigger the model to recognize safety
issues. Zhou et al. (2024) discovered that the vocab-
ulary mappings of activations significantly changed
when processing jailbreak inputs. Research efforts
have also focused on proposing corresponding de-
fense methods based on interpretability results. For
instance, Zhao et al. (2024a) and Shen et al. (2024)
model how jailbreak activations transfer between
benign and harmful activation spaces as layers
deepen. They designed adaptive defenses whose
strength varies across different layers. However,
the limited data in previous studies often led to con-
troversy and ambiguity. In contrast, we leverage
over 30,000 samples to better understand jailbreaks
and design effective defenses.

3 Understanding Jailbreaks in LLMs

3.1 Controversy in Literature

What are the key layers? There have been dif-
ferent opinions about which layers are most im-
portant, mainly due to varying perspectives. For
example, He et al. (2024) argued that low layers
are essential because they treat jailbreak activations
as benign ones. Zhou et al. (2024) believe that low
and middle layers are essential based on tokens
generated from activations. Li et al. (2024) argued
that deep layers are critical, as the concept they
proposed, called safety pattern, has greater values

scale benign and harmful samples to 5000 Scale all types of samples to 500

Prompts Jailbreak Prompts

@Benign @ Harmful ~ @ AutoDAN @ PAIR O GCG-Individual
(a) PCA on Layer 0 (b) PCA on Layer 27

-=+ Decision Boundary

Figure 2: PCA visualization of the activations highlights
how conclusions are drawn from tiny sample sizes, such
as the side on which the jailbreak activation lies, may
not hold with larger datasets. (a) Top: 100 samples per
type (following He et al. (2024)); Bottom: Benign and
harmful samples increased to 5000. (b) Top: 60 samples
per type (similar to Zhao et al. (2024a)); Bottom: All
samples increased to 500.

in these layers. Among these works, the first work
similarly focuses on activations, as does our paper.

Upon examining their experimental setup, we
identified a major limitation: the small number of
samples used in the analysis. As shown in Figure
2(a), before scaling the data, benign and harmful
activations are linearly separable, with most jail-
break samples being misclassified as benign, which
is consistent with the findings from He et al. (2024).
However, after scaling the data, half of the jailbreak
activations shift to align with harmful ones, and the
separation becomes nonlinear. This highlights the
risk of misleading from small-scale studies and
underscores the importance of large-scale analysis.

Disputes on the jailbreak mechanism. There
are also different perspectives on the internal mech-
anism of jailbreak. Specifically, Zhao et al. (2024a)
viewed jailbreak as a gradual process where activa-
tions transition from harmful to benign spaces from
low to deep layers, while Shen et al. (2024) argued
that jailbreak abruptly manifests in deeper layers,
with activations positioned between harmful and
benign spaces. This work used no more than 100
samples per activation type, and we identify a sim-
ilar issue to the one discussed earlier. Figure 2(b)
shows that before scaling the data, the jailbreak
activations are aligned to benign activations, which
is consistent with findings from Zhao et al. (2024a);
while after scaling the data, jailbreaking activations
no longer align with either harmful or benign ac-
tivations. When compared to Shen et al. (2024),



similar conflicting perspectives are observed when
scaling up the data. Further details can be found
in Appendix C.1. These conflicting perspectives
form the basis of the jailbreak mechanisms in these
works; their conclusions — such as whether acti-
vations gradually shift or abruptly transition — are
also questionable.

3.2 Experimental Settings

To address the above limitations, we conducted a
large-scale analysis on a 300 times greater dataset.

Dataset. Our dataset consists of 32,507 samples
in three categories: benign, harmful, and jailbreak.
For benign samples, we used a subset from the
Alpaca dataset (Taori et al., 2023), as it has been
carefully curated to ensure that only safe content is
included. For harmful samples, we collected five
datasets containing harmful queries from RedEval
(Bhardwaj and Poria, 2023) and AdvBench (Zou
et al., 2023). These datasets encompass a wide va-
riety of harmful prompts designed to elicit unsafe
outputs. For jailbreak samples, we applied seven
different jailbreak attack methods, including GCG-
Individual and GCG-Universal (Zou et al., 2023),
AdvPrompter (Paulus et al., 2024), COLD-Suffix
Attack (Guo et al., 2024), AutoDAN (Liu et al.,
2024b), PAIR (Chao et al., 2023), and ArtPrompt
(Jiang et al., 2024), on AdvBench. Detailed statis-
tics can be found in Appendix A.

Model. We used Vicuna-7B-v1.3 (Chiang et al.,
2023), a 32-layer Transformer model, as the LLM
to study. It is tuned upon a safety-aligned LLM and
is able to identify certain harmful prompts. How-
ever, as demonstrated in previous work (Chu et al.,
2024), it can also be easily deceived and generate
harmful information during jailbreak attacks. This
makes it an excellent example for studying both
attack mechanisms and defense strategies.

MDS projection. Our projection was based on
the activation, the last token vector of the input, as
it captures the model’s overall understanding of the
entire input sequence (Radford et al., 2019; Zou
et al., 2023). As discussed in §3.1, linear classi-
fication may be insufficient to model the bound-
ary between different prompts. Therefore, we
adopted Multi-Dimensional Scaling (MDS) (Car-
roll and Arabie, 1998) as our dimensionality reduc-
tion method, as MDS is more effective than PCA
in handling large-scale and complexly distributed
data (Anowar et al., 2021). Moreover, it better cap-

tures the global distribution structure compared to
t-SNE (Van der Maaten and Hinton, 2008).

3.3 Jailbreak Mechanisms Findings
3.3.1 Activation Distribution

We present the activation distributions of represen-
tative layers in Figure 1, with the full version avail-
able in Appendix B. Our key observations are as fol-
lows: (1) Harmful and benign activations overlap
and are not linearly separable in most layers, es-
pecially in low and middle layers, as shown in Fig-
ure 1(a) and Figure 1(b), where benign and harm-
ful activations are overlapping with no clear linear
decision boundaries to separate them. This high-
lights the intricate interplay between harmful and
benign activations, indicating that forcing jailbreak
activations into a linear benign-vs-harmful classifi-
cation is impractical. (2) Jailbreak activations sig-
nificantly shift out of the harmful activation space
in most layers, forming an independent region with
low overlap with harmful activations. This pattern
is consistent across various jailbreaks, suggesting
that jailbreaks achieve deception by shifting activa-
tions. Such shift is evident in all layers, indicating
that jailbreaks begin in low layers and continue
to affect the model across all layers, rather than
starting in middle or deep layers (Zhou et al., 2024;
Shen et al., 2024). Moreover, the shift is the most
pronounced in the low and middle layers, implying
their importance in jailbreaks.

3.3.2 Safety Boundary

Based on the observation of jailbreak and harmful
activations, we propose the following hypothesis:
A safety boundary exists that ensures sensitivity
to harmful content within its activation space, but
jailbreak prompts can bypass it, generating harmful
responses. To verify the existence of the safety
boundary, we conduct experiments and present two
concepts described below.

We first explore Randomized Activation Shift-
ing (RAS), an approximation of jailbreak attacks
that introduces a random value shift to the original
activation. Specifically, assuming the activation on
the [-th layer is a;, we shift it by a distance r in a
random direction u:

a; < a;+r-u. (D)

Figure 3(a) shows the changes in Defense Success
Rate (DSR) under different values of r for four
selected layers. The definition of this metric is
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Figure 3: (a) Impact of random activation shifts across layers. DSR (Defense Success Rate) decreases as shifting
distance increases, regardless of the affected layers. (b) MVD (Most Vulnerable Distance) across layers. MVD
increases as layers go deeper. (c) Inclusion ratio of jailbreaking activations in the harmful activation space. Without
ABD, the ratio stays below 0.4 but rises to 1 when ABD is applied.

provided in the Appendix. Initially, when r = 0,
the corresponding DSR is over 99%, as the harm-
ful text has activations within the safety bound-
ary. Then, as the distance r increases, the DSR
decreases for all layers, indicating that harmful ac-
tivations become harder for the model to detect.
Notably, regardless of the selected layer, a steep
drop in DSR is observed at a specific range (e.g.,
r = 10 — 20 on layer 0), while the decline is more
moderate in other regions. This observation sug-
gests the presence of a safety boundary.

For more accurate boundary detection, we pro-
vide the second visualization, which introduces a
measurable concept called Most Vulnerable Dis-
tance (MVD) as an approximation of the boundary.
MVD represents the specific distance at which the
DSR experiences the steepest drop, indicating the
point where the model’s ability to detect harmful
activations becomes most vulnerable:

MVD = arg min, 4051 )

where @ denotes the rate of change of DSR

with respect to r. As shown in Figure 3(b), MVD
increases with the depth of the model’s layers. This
implies that the safety boundary also expands in
deeper layers, requiring more substantial shifts to
compromise the model’s safety checks. The find-
ings align closely with our intuitive observations in
Figure 1. Figure 1(a) shows that in low layers, jail-
break activations are shifted in various directions,
but all evidently surpass the safety boundary. In the
middle layers presented in Figure 1(b), most jail-
break activations are beyond the safety boundary,
and they are more aligned with benign activations.
In the deep layers shown in Figure 1(c), jailbreak
activations cluster within a region, which overlaps
a little with the safety boundary.

3.3.3 Key Takeaways on the Jailbreak Process

Based on the above analysis, we summarize the
jailbreak process as follows: (1) Jailbreak takes ef-
fect in the low layers, contrary to prior work (Zhou
et al., 2024), which suggested it begins in the mid-
dle layers. (2) As the attack progresses, jailbreak
continues to operate, shifting the activation outside
the safety boundary and causing the model to be
deceived. (3) When comparing all layers, the low
and the middle layers exhibit the strongest shift
and smallest safety boundaries, demonstrating their
importance in the jailbreak process.

4 Activation Boundary Defense

Based on the above findings, we propose a defense
called Activation Boundary Defense (ABD), whose
core idea is to confine the activations within the
safety boundaries. The workflow of ABD is shown
in Figure 4. ABD includes a penalty function and
a Bayesian optimization process. The penalty con-
strains activations within safety boundaries, while
Bayesian optimization iteratively adjusts the af-
fected layers and the penalty parameters.

4.1 Penalty Function

Overall design of penalty. Intuitively, an acti-
vation stays within the safety boundary if all its
coordinates lie within a regular range; in contrast,
outliers have at least one coordinate exceeding this
range. Adjusting these outlier coordinates can
guide the activations back within the boundary.
Since directly measuring the safety boundaries is
challenging and rigid constraints risk disrupting
model operations, we apply a smooth penalty, ad-
justing the outlier coordinates while leaving the
normal ones unaffected.

Approximation of activation distributions.
We empirically find that the activation distributions
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Figure 4: Workflow of ABD. ABD restricts outlier ac-
tivation coordinates using a penalty function and deter-
mines its application scope via BO-based tuning.

in each layer can be approximated by a normal dis-
tribution. The proof is as follows. For each layer [,
we examine two distributions: the activation coor-
dinate distribution D! () and a normal distribution
Dy () with the same mean 45 and standard devi-
ation alD. To measure their similarity, we compute
the Jensen-Shannon (JS) divergence (Lin, 1991)
between D! () and Dyl (). Across all layers, the
maximum JS divergence is 0.0839, and the mean
is 0.0575, and both are well below 0.1. These
low JS divergence values indicate strong similarity
between D!(z) and Dp(z), which supports the
validity of approximating D' (z) with Dy (x).

Penalty function design. To design a practical
penalty function for activation coordinates, we es-
tablish three key principles: (1) It should target only
outlier activations, leaving non-outliers unaffected.
(2) The penalty should grow with the magnitude
of deviation, reflecting distance-based penalization.
(3) The function must be computationally efficient.

To construct penalty functions compatible with
the activation coordinate distribution D!(), we ap-
proximate it using D/ () and focus on two geo-
metric properties. First, symmetry around the mean
value ulD requires the penalty function also to be
symmetric about MZD, ensuring unbiased penaliza-
tion of outliers above or below the safety boundary.
Second, the nonlinear decay of probability density
with increasing distance from ,ulD implies that the
penalty should grow nonlinearly with the distance,
rising faster than a linear penalty. Following these
principles, we propose a penalty function that up-
dates the original activation coordinate scalar value
x to 2’ as follows:

2’ =o' - tanh(8' - (z — pp)) + pp, (3

where o! > 0 and #' > 0 are hyperparameters.
Visualization is given in Appendix D.1.

This function meets the stated expectations. It is
symmetric about the mean ,ulD, ensuring fair penal-
ization for deviations above and below this central
value. The penalty strength |z — 2| increases non-
linearly with the distance from y4, because tanh(-)
amplifies more significant deviations with its steep
slope, reflecting stronger penalization for outliers.
Moreover, the function mostly penalizes outliers.
Within the range [uby — b, uly + bl], 2" =~ =, re-
sulting in a negligible penalty for values close to
the mean. The hyperparameters ! and ! gov-
ern the behavior of the penalty function. The
parameter o determines the maximum range of
2/, ensuring all coordinates are constrained within
(—al + pby, ol + uby) after penalty application.
Meanwhile, 5! controls the size of the unmodified
region [ub, — bl, ul, + bl]; increasing B! expands
this region, while decreasing 3’ narrows it.

4.2 Bayesian Optimization-Based Tuning

Another crucial aspect of our method is the config-
uration of the hyperparameters and the application
scope of the penalty function. Specifically, we must
(1) minimize the number of affected activation co-
ordinates to limit unnecessary perturbations, and 2)
for each affected layer , find the values of o/ and
/3! that best improve the model’s resilience against
adversarial attacks. To accomplish these goals, we
use a Bayesian Optimization (BO)-based (Jones
et al., 1998; Mockus, 1974) tuning method. Con-
cretely, we define two core objectives.
Layer selection objective: We introduce a tunable
mask M = [mo,--- ,mr_1], m; € {0,1}, where
m; = 1 indicates that ABD is applied to layer 1.
Here, L is the total number of transformer layers.
By minimizing the ratio of layers where ABD is
active, we reduce the number of interventions:
ELayer =1- SumT(Z\J) 4)
Robustness objective: For each layer [ with ABD
applied, we aim to find o/ and 8! to maximize the
defense. A hyperparameter k' € (0,1] controls
the fraction of penalized activation coordinates,
with smaller k! reducing disturbance but potentially
weakening ABD. These parameters are aggregated
as©® = {0' |1 €[0,L — 1]}, where 0" = o, B!, K.
The robustness objective is as follows:

ERobust = DSR(MOdel( ’ @7 M)) (5)



Model Jailbreak No Defense Paraphrase PPL  Retokenization SafeDecoding Self-Exam Self-Reminder ABD (Ours)
No attack 88% 82% 90% 66% 88% 100% 100% 100%
GCG-Individual 4% 86% 78% 62% 100% 86% 100% 100%
Vicuna AutoDAN 6% 26% 12% 36% 78% 30% 30% 44%
PAIR 30% 62% 40% 30% 94% 86% 100% 76%
Deeplnception 10% 2% 2% 0% 98% 18% 40% 58%
No attack 100% 100% 100% 94% 100% 100% 100% 100%
GCG-Individual 50% 98% 100% 98% 100% 64% 100% 100%
Llama-2 AutoDAN 98% 94% 98% 94% 100% 100% 98% 100%
PAIR 72% 90% 82% 78% 92% 100% 86% 92%
Deeplnception 74% 82% 88% 60% 100% 94% 96% 100%

Table 1: The Defense Success Rate (DSR) of different defense methods across Vicuna-7B-v1.3 (simplified as Vicuna)
and Llama-2-7B-chat (simplified as Llama-2) along with different attack types, where a higher DSR indicates better
defense effectiveness. For ABD, the best and second performance across all defenses are highlighted.

Since decreasing k' too aggressively can weaken
ABD’s defense, our main strategy for reducing per-
turbations to the model is to minimize the number
of affected layers by controlling the mask M. Our
final objective is a weighted sum of two objectives:

L%otal(@a M) = w - LRobust + (1 - w) : ELayem

where w is a manually set parameter balancing
defense robustness and minimal intervention.

5 Experiments

5.1 Settings

Backbone models. We consider two widely used
open-source LLMs as the target models in our ex-
periments: Llama-2-7B-Chat (Touvron et al., 2023)
and Vicuna-7B-v1.3. Llama-2-7B-Chat is specially
trained for safety alignment, while Vicuna-7B-v1.3
is tuned based on Llama without extra alignment
for safety. The configurations of the LLMs are
shown in Appendix E.1.

Jailbreak and defense baselines. For jailbreak
methods, we considered four widely applied
ones: optimization-based methods include GCG-
Individual and AutoDAN, which iteratively opti-
mize a jailbreak prompt towards the goal of gener-
ating affirmative responses. Model-based jailbreak,
i.e., PAIR, uses an attacker LLM to refine the jail-
break prompts. The rule-based method includes
Deeplnception (Li et al., 2023), which crafts jail-
break prompts based on a stealthy template. Cor-
respondingly, we applied different defense meth-
ods to the models to compare them to our model
for combating jailbreak methods: Paraphrase (Jain
et al., 2023), Retokenization (Jain et al., 2023) and
Self-Reminder (Xie et al., 2023) reformulate the
input to avoid attack; PPL (Alon and Kamfonas,
2023) and Self-Exam(Phute et al., 2023) defense

LLMs by double-checking their outputs; SafeDe-
coding (Xu et al., 2024) uses a tuned model to
modify the output probability distribution.

Datasets and metrics. Following Xu et al. (2024)
and Chao et al. (2023), we utilized 50 samples
from AdvBench (Zou et al., 2023) as the test set.
We used DSR when evaluating defense effective-
ness. Furthermore, following Xu et al. (2024), we
adopted Just-Eval (Lin et al., 2023) to measure the
general abilities of LLMs before and after apply-
ing defense. Just-Eval is a comprehensive bench-
mark containing 1,000 diverse instructions, cover-
ing seven task types (e.g., reasoning, math, coding,
etc.) and seven topics (e.g., ethics, nature, STEM,
etc.). Following Lin et al. (2023), we leveraged
GPT-40-mini (OpenAl, 2024) to score the quality
of the outputs, ranging from 1 to 5, across five as-
pects: helpfulness, clarity, factuality, depth, and
engagement. We reported the average score for
each aspect and the overall average score for dif-
ferent aspects, denoted as Avg. To evaluate the
efficiency, we calculated the Runtime per Query
for each defense, which represents the average time
taken to process a single query during inference.
This metric provides a direct measurement of the
efficiency of defenses in real-world applications.
We also utilized the above two metrics to derive
an overall score that simultaneously reflects LLMs’
responding speed and quality. The calculation is
shown in Appendix E.4.1.

Implementation Details. We randomly filtered
400 non-overlapping AdvBench samples to com-
pute ,ué) and used them as a validation set. We
used GCG-Universal (Zou et al., 2023) to attack
the validation set. GCG-Universal finds a shared
jailbreak suffix for all harmful prompts that can
deceive LLMs. By default, we set w = 0.7 when



Defense Runtime per Just-Evalt Overallt
Query] Helpfulness{ Clarity? Factualityt Depth?t Engagement? Avg.t
No Defense 2.291 3.478 3.784 3.870 2.521 2.743 3.279 0.767
Paraphrase 2.897 3.397 3.769 3911 2.549 2.737 3.273 0.477
PPL 1.843 2.156 2.719 2.958 1.501 1.911 2.249 0.576
Retokenization 1.964 1.933 2.463 2.659 1.379 1.845 2.056 0.442
SafeDecoding 2.239 3.231 3.732 3.885 2.367 3.009 3.245 0.778
Self-Exam 2.449 3.449 3.812 3.940 2.542 2.705 3.290 0.696
Self-Reminder 2.205 2.109 2.641 2.988 1.481 1.980 2.240 0.400
ABD (Ours) 2.302 3.533 3.774 3.973 2.573 2.806 3.332 0.782

Table 2: Comparison of defenses on Runtime per Query and Just-Eval metrics in Vicuna-7B-v1.3. |: smaller is
better; 1: larger is better. For ABD, the best and second performances are highlighted. ABD preserves the
model’s general performance, adding less than 0.1 seconds to runtime while producing high-quality outputs with
leading evaluation scores. It has the best overall performance across all defenses.

calculating Lrobust (0, M) to slightly prioritize im-
proving DSR while balancing defensive capability
and perturbation to LLMs. Appendix D.2 presents
more details about ABD optimization.

5.2 Experimental Results

ABD reveals vulnerabilities in low and middle
layers. In both models, low and middle layers,
such as layers 5 and 12 in Vicuna-7B-v1.3 and lay-
ers 2 and 12 in Llama-2-7B-chat, are penalized,
which aligns with our observed findings and pro-
posed explanation that low and middle layers are
more vulnerable to jailbreak attacks due to notice-
able activation shifts.

ABD successfully constrains jailbreak activa-
tions. Figure 3(c) shows the percentage of jail-
break activations within the harmful activation
space, namely the inclusion ratio. Before applying
ABD, the inclusion ratio remains below 0.4 for var-
ious jailbreak activations, indicating that jailbreak
activations lie outside of the safety boundary. After
applying ABD, the ratio increases to 1, demon-
strating that our method effectively constrains the
jailbreak activations within the safety boundary.
Additional details are provided in Appendix C.2.
From a visualization perspective, Figure 1 projects
activations for different prompts. Under our de-
fense, jailbreak activations are progressively con-
strained within the harmful activation space under
ABD, as shown in Figure 1. further confirming
the effectiveness of ABD for mitigating jailbreak
effects.

Statistic effectiveness of ABD. We report the
statistical defense results of ABD on the test set
in Table 1. For Vicuna-7B-v1.3, which lacks spe-
cific safety alignment, the defense poses a more
challenging task. Nevertheless, ABD demonstrates

competitive performance. For jailbreak methods
such as PAIR and Deeplnception, ABD achieves
a higher DSR (58%) compared to Paraphrase
(2%) and Retokenization (0%), both of which re-
quire costly prompt reformulation. Against the
GCG-Individual attack, ABD successfully defends
against all jailbreak samples. For the well-aligned
model Llama-2-7B-chat, ABD achieves 100% DSR
under most jailbreak methods.

ABD is efficient and reliable. Table 2 shows
Runtime per Query, Just-Eval scores, and overall
scores of Vicuna-7B-v1.3 with different defenses
applied. We find that ABD has the greatest overall
score across all defenses. Moreover, ABD only
adds marginal extra time cost and general ability
affection. Specifically, it only causes less than 1%
delay in each sample and less than 2% perturba-
tion in overall ability, compared to costly methods
such as Paraphrase and Self-Exam. Furthermore,
with ABD applied, the helpfulness, actuality, depth,
and engagement also show a slight increase. We
further discover that for baseline defenses such as
Retokenization and Self-Reminder, LLM would
generate overly simplistic outputs, which leads to
smaller Runtime per Query, but they have signifi-
cantly smaller Just-Eval scores.

6 Conclusion and Future Work

We conducted a comprehensive study of jailbreak
mechanisms, analyzing over 30,000 samples. Our
findings reveal that jailbreak shifts harmful acti-
vations outside the safety boundary in each layer,
with the most severe shifts occurring in the low
and middle layers. Motivated by this finding, we
proposed ABD, which drives jailbreak activations
back within the safety boundary, utilizing LLMs’
intrinsic sensitivity to harmful information. Our



experiments suggest that ABD is both practical and
efficient. In the near future, we aim to investigate
the safety challenges of jailbreak attacks in multi-
turn dialogue systems.

Limitations

Underperformance in under-aligned models.
For certain attack methods, under-aligned models
(Vicuna-7B-v1.3) may not perform significantly
as well-aligned models (Llama2-7B-chat). We be-
lieve this is because under-aligned models have
unclear safety boundaries, which complicate the
search for penalty functions that balance general
ability and DSR. Future work could refine ABD by
specifically searching for activation spaces that pre-
serve the concept of "safety", therefore enhancing
its generalizability on uncensored models.

Focus on single-round jailbreak. In this study,
we primarily focus on single-round jailbreak sce-
narios. We do not extend our analysis to more com-
plex jailbreaks that involve long contexts or multi-
round dialogues, such as CFA (Sun et al., 2024).
As a result, the relationship between jailbreak dia-
logues and safety boundaries remains largely un-
explored. Addressing this limitation, we plan to
investigate and incorporate methods for detecting
safety boundaries in multi-round dialogue scenar-
i0s as part of our future work.

Ethical Considerations

The aim of this research is to enhance the explain-
ability and safety of LLMs. Our proposed jailbreak
mechanism, that jailbreak shift activations out of
the safety boundary, can mitigate disputes on how
jailbreak happens and promote the development of
both LLM explainability and safety. We highlight
that the development of ABD only needs publicly
available datasets and jailbreak methods and does
not require designing new jailbreak methods. We
demonstrate some harmful responses from LLMs
only for illustration purposes. We acknowledge that
ABD would cause the development of new attacks.
Therefore, we will explore using random perturba-
tion in the input sequence rather than a particular
jailbreak method when optimizing to mitigate such
attacks.
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A Statistics of Observed Data

We present the statistics of our data for observation
experiments as Table 3.

Type Samples
Benign samples 20,000
Harmful samples 8,556
Jailbreak samples

AdvPrompter 1,872
AutoDAN 520
COLD-Suffix 436
ArtPrompt 361
GCG-Individual 340
GCG-Universal 312
PAIR 110
Total 32,507

Table 3: Statistics of observation experiments in §3.
The attacked samples are derived from part or all of the
samples from AdvBench(Zou et al., 2023).

B Full View of Activation Space

We visualize activation spaces of all layers in
Vicuna-7B-v1.3, as shown in Figure 7, Figure 8
and Figure 9.

C Supplementary Experiments

C.1 Data Augmentation Experiment

We show that by adopting the same method as Shen
et al. (2024), we can draw a different conclusion by
scaling up data. Shen et al. (2024) state jailbreak
happens by posing jailbreak activations between
benign and harmful activations in middle and deep
layers. Following Shen et al. (2024), we randomly
select 60 samples for each type of activation and
conduct t-SNE on layer 14, as shown in the left
part of 5. Jailbreak activations are between harmful
and benign samples, which is in agreement with
Shen et al. (2024). When scaling up each type
of activation to 500 samples, jailbreak activations
seem to cluster on the harmful activation side, as
shown in the right part of 5. Therefore, jailbreak
activations are not always between harmful and
benign activations in deeper layers.

C.2 Inclusion Ratio Experiments

For a layer [, to measure the portion of a set of
jailbreak activations A' = {a),a}, -, al} that
resides in harmful activation space, we propose an
inclusion ratio. Based on 8,556 harmful samples
gathered in Table 3, we calculate a ball that covers
80% activations. The center of the ball is ulp, and
the radius of the ball is denoted as 1.
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Figure 5: t-SNE visualization of activations in layer
14. Left: Results with 60 samples per type following
(Shen et al., 2024), showing jailbreak activations be-
tween harmful and benign activations. Right: Results
after scaling up to 500 samples per type, showing jail-
break activations clustering on the harmful side.

Then, we calculate the portion of A' which are
contained within the ball:

! _ o€ AT la; — ppl2 < v}
Pinclusion = ’Al‘ ’

where ||al — i5]|2 is the distance between the acti-
vation and the center. We calculate inclusion ratios
of different types of jailbreak activations, with three
representative types shown in Figure 1. We then
apply ABD on all types of jailbreak activations and
calculate their inclusion ratios. Notably, despite
different types of jailbreaks, they all achieve an
inclusion ratio of 100% with ABD applied, which
verifies the effect of our method.

D Supplementary Illustration on ABD

D.1 Visualization of the penalty function.

A visualization of penalty functions are shown
in Figure 6. The penalty function is symmetric
about (i, pby). Figure 6(a) and Figure Figure 6(b)
presents the change in the range [u4, — b, by + b1],
where 2/ ~ z. A larger 8! results in the larger
little-perturbed region. Figure 6(a) and Figure 6(c)
presents the change in the range of /. When o/
increases, 7’ is confined within a wider range of
values. o and /3! collaboratively determines behav-
iors of the penalty function.

D.2 ABD Optimization Settings

Validation data. To make validation data, we
adopt GCG-Universal (Zou et al., 2023). We op-
timize a common suffix for all 400 samples, with
n_steps=1, batch_size=512.

To ensure efficiency, in each iteration of opti-
mization, we select a batch of harmful prompts
from the 400 entries as Sy,. We initially
set the batch size to 15. In most cases
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LRobust (0, M|Sva) < 0.9, and the optimiza-
tion process continues to the next iteration. If
LRobust (©, M |Sya1) > 0.9, due to the potential
regional optimal, we iteratively increase the batch
size by ten and reformulate Sy, to test again. This
process ends if 1) the calculated Lgropust < 0.9 or
2) batch size reaches 50.

Initial values. To prevent the futile search of the
optimizer, we set valid initial values before opti-
mization: fori € {2,12},m; = 1,0, = 1,0
05,]{?2 = 0.5; for ¢ ¢ {2, 12},7)’% = o = ,31
ki = 0.

Optimizing framework. We adopt Optuna (Ak-
iba et al., 2019) as our framework of optimization.
We follow Optuna’s default settings, i.e., Gaussian
process-based Bayesian Optimization.

E Supplementary Illustration on
Experiments

E.1 Generation Configs

When conducting experiments, we directly utilize
most of the original configurations of Vicuna-7B-
v1l.3 and Llama2-7B-chat. Specifically, we set
max_new_tokens=128. We find that the proper
functioning of these LL.Ms largely depends on the
chat template of the inputs. We apply chat tem-
plates in fastchat v@.2.36 by:

fastchat.model.
get_conversation_template(
template_name).

We set template_name="vicuna" for Vicuna-7B-
v1.3 and template_name="1lama-2" for Llama2-
7B-chat.

E.2 Jailbreak Methods

GCG-Individual and GCG-Universal (Zou
et al., 2023) are optimization-based jailbreak at-
tacks. They build towards an objective to repeat the
prompt affirmatively and optimize a suffix based
on a Greedy Coordinate Gradient-based search.
The model would likely repeat the prompt affirma-
tively and generate harmful content with the suffix
added behind the original prompt. GCG-Individual
focuses on generating a tailored suffix designed
specifically for a particular prompt. In contrast,
GCG-Universal seeks to identify a generalized suf-
fix that can be applied across multiple prompts,
enabling it to deceive the model in a broader range
of scenarios.
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Figure 6: Penalty functions under different o!, 3! compared with 2’ = .

AutoDAN (Liu et al., 2024b) utilize a meticu-
lously designed hierarchical genetic algorithm and
generate stealthy jailbreak prompts. The generated
prompts are highly readable and transferable.

PAIR (Chao et al., 2023) is a jailbreak method
that leverages an attacker LLM aiming at making
the target LLM answer harmful prompts. The at-
tacker LLM iteratively queries the target LLM to
update and refine a candidate jailbreak prompt.

DeeplInception (Li et al., 2023) proposes a sim-
ple method that uses the personification ability of
LLMs. It creates a virtual and layered scene, allow-
ing the model to find flexible ways to bypass usage
controls in normal situations.

E.3 Defense Methods

PPL (Alon and Kamfonas, 2023) discovers that
jailbreak prompts often lead to high perplexity val-
ues in LLMs. It, therefore, involves adding a clas-
sifier trained on perplexity and text length at the
end of LLMs. The classifier can serve as a filter to
avoid outputting potentially harmful answers.

Paraphrase (Jain et al., 2023) defense LLMs
by making them paraphrase their inputs, avoiding
deception caused by potential adversarial jailbreak
suffixes within original inputs.

Retokenization (Jain et al., 2023) disrupts adver-
sarial suffixes by retokenizing the input sequence,
breaking tokens apart, and re-representing them
with smaller tokens.

SafeDecoding (Xu et al., 2024) is a safety-aware
decoding strategy. It mitigates jailbreak attacks by
amplifying the probabilities of safety disclaimers
tokens among top-ranked tokens and attenuating
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the probabilities of harmful token sequences, ensur-
ing LLMs generate helpful and harmless responses.

Self-Exam (Phute et al., 2023) triggers the
LLMs’ awareness of safety issues by adding a pre-
defined prompt template, asking LL.Ms to examine
if their outputs are safe.

Self-Reminder (Xie et al., 2023) defends the
LLMs by adding a system prompt specifically em-
phasizing potential safety issues to prevent the
model from outputting harmful responses.

E.4 Metrics
E4.1 Calculating DSR

We use Dic-Judge (Zou et al., 2023) to calculate
DSR. Dic-Judge detects the presence of pre-defined
refusal strings in the outputs of LLMs. Given a
jailbreak query as input, if a particular refusal string
is detected in the outputs, we consider the model
successfully refuses to answer the question, thereby
achieving the goal of defense; otherwise, the model
is deemed to be deceived by the jailbreak inputs.
DSR is defined as follows:

DSR — |{responses containing refusal strings}|

|{input jailbreak queires}|

We adopt refusal strings as proposed by Xu et al.
(2024), presented in Table

E.4.2 Calculating Overall Scores

We use Runtime per Query and overall averaged
Just-Eval scores to calculate overall scores:

Overall = [1 — Norm(t) + Norm(Avg.)] /2,

where t is Runtime per Query and Avg. represents
overall averaged Just-Eval scores. 4.



Refusal Strings

I’'m sorry

Sorry

I am sorry

I apologize

As an

As an Al

I'm an

I’'m just

As a language model
As an Assistant

I cannot

I do not

It is not</s>

It is not appropriate
I’m unable to

I am unable to

I am not allowed to

I 'am an Al language model

Table 4: Refusal strings.
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Figure 7: Activation spaces from layer O to layer 14.
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Figure 8: Activation spaces from layer 15 to layer 29.
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Figure 9: Activation spaces from layer 30 to layer 31.
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