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Abstract

We introduce the Balls-and-Bins sampling
for differentially private (DP) optimization
methods such as DP-SGD. While it has
been common practice to use some form of
shuffling in DP-SGD implementations, pri-
vacy accounting algorithms have typically as-
sumed that Poisson subsampling is used in-
stead. Recent work by Chua et al. (2024a)
however pointed out that shuffling based DP-
SGD can have a much larger privacy cost in
practical regimes of parameters. We show
that the Balls-and-Bins sampling achieves
the “best-of-both” samplers, namely, the
implementation of Balls-and-Bins sampling
is similar to that of Shuffling and models
trained using DP-SGD with Balls-and-Bins
sampling achieve utility comparable to those
trained using DP-SGD with Shuffling at the
same noise multiplier, and yet, Balls-and-
Bins sampling enjoys similar-or-better pri-
vacy amplification as compared to Poisson
subsampling in practical regimes.

1 INTRODUCTION

Training differentiable models, e.g., neural networks,
with noisy gradients via first-order methods such as
stochastic gradient descent (SGD), has become a com-
mon approach for making the training pipelines satisfy
differential privacy. Since its introduction by Abadi
et al. (2016), this approach of DP-SGD has been the ba-
sis of open source implementations in Tensorflow Pri-
vacy, PyTorch Opacus (Yousefpour et al., 2021) and
JAX Privacy (Balle et al., 2022). DP-SGD has been
widely applied across various domains (e.g., De et al.,
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2022; Dockhorn et al., 2022; Anil et al., 2022; He et al.,
2022; Tgamberdiev et al., 2023; Tang et al., 2024).

DP-SGD processes the training data in a sequence of
steps, where at each step, a noisy estimate of the
average gradient over a mini-batch is computed and
used to perform a first-order update over the differen-
tiable model; a formal description is provided in Algo-
rithm 1. In summary, the noisy (average) gradient is
obtained by clipping the gradient g for each example
in the mini-batch to have norm at most C' (a preset
bound), namely [g]c := ¢g-min{l, C/||g||2}, computing
the sum over the batch, and then adding independent
zero-mean noise drawn from the Gaussian distribution
of scale oC to each coordinate of the gradient sum.
This could then be scaled by the mini-batch size' to
obtain a noisy average gradient. The privacy guaran-
tee of the mechanism depends on the following: the
noise scale o, the number of examples in the train-
ing dataset, the size of mini-batches, the number of
training steps, and the mini-batch generation process.

Most deep learning systems in recent years process
mini-batches of fixed-size by sequentially iterating over
the dataset, perhaps after applying a global or some
other form of shuffling to the dataset. The privacy
analysis for such a mechanism however has been tech-
nically challenging due to the correlated nature of the
mini-batches. To simplify the privacy analysis, Abadi
et al. (2016) considered Poisson subsampling, wherein
each mini-batch is sampled independently by including
each example independently with a fixed probability.
However, Poisson subsampling is rarely implemented
and instead it has become common practice to use
some form of shuffling in model training, but to report
privacy parameters as if Poisson subsampling was used
(Ponomareva et al., 2023, §4.3); a notable exception is
the PyTorch Opacus library (Yousefpour et al., 2021)
that supports Poisson subsampling for DP-SGD and
provides privacy accounting methods for it.

"When the mini-batch size is a random variable, the
scaling has to be done with a fixed value, e.g., the expected
mini-batch size, and not the realized mini-batch size.
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Adaptive Batch Linear Queries (Chua et al.,
2024a). For any batch generation process, the pri-
vacy analysis of DP-SGD, particularly in the case of
non-convex models such as deep neural networks, is
typically done by viewing it as a post-processing of
an Adaptive Batch Linear Queries (ABLQ ) mechanism
(Algorithm 2) that releases estimates of a sequence
of adaptively chosen linear queries as produced by
an adaptive query method A, on the mini-batches ob-
tained using a batch generator G.

Given a dataset of n examples, the batch generator
G can be any algorithm that generates a sequence
S1,...,S7 C [n] of mini-batches. We use Gy 1 to em-
phasize the number of batches T and the (expected)
batch size b, but often omit the subscript when it
is clear from context. ABLQg processes the batches
generated by G in a sequential order to produce a se-
quence (g1, ...,gr). Here, each g; € R? is the average
value of ¢;(x) over the batch S; with added zero-mean
Gaussian noise of scale ¢ to all coordinates, where the
query ¢ : X — B? (for B := {v € R? : |ol]z < 1})
is produced by the adaptive query method A, based
on the previous responses g1, ...,¢g:—1. DP-SGD with
batch generator G (denoted DP-SGDg) can be obtained
as a post-processing of the output of ABLQg, with
the adaptive query method that maps examples to
the clipped gradient at the current iterate, namely
Pr(z) := [Vpl(wi—1, 2)]1 (the clipping norm C is con-
sidered to be 1 w.l.0.g.), and where only the last iterate
wr is revealed.

We consider the following batch generators (see formal
description in Appendix A):

e Deterministic Dy 7: that generates T' batches each
of size b in the given sequential order of the dataset,

e Shuffle S r: similar to Dy 7, but first applies a ran-
dom permutation to the dataset, and

e Poisson P, 7: each batch independently includes
each example with probability %.

We drop the subscripts of each generator whenever it
is clear from context. For any batch generator G, e.g.,
D, P,S, we use dg() to denote the privacy loss curve
of ABLQg. Namely, for all € > 0, let dg(e) be the
smallest & > 0 such that ABLQg satisfies (e, d)-DP for
all choices of the underlying adaptive query method
A, and €g(9) is defined similarly.

It might appear that the privacy analysis of ABLQg
would be worse than that of DP-SGDg in general, since
ABLQg releases estimates to all intermediate linear
queries, whereas, DP-SGDg only releases the final iter-
ate. However, a recent interesting work of Annamalai
(2024) shows that for general non-convex losses, the
privacy analysis of the last-iterate of DP-SGDp is no
better than that of ABLQp. This suggests that at least

Algorithm 1 DP-SGDg (Abadi et al., 2016)

Params: Differentiable loss £ : R? x X — R?,
Batch generator Gy 1, initial state wy,
clipping norm C', noise scale o.
Input: Dataset @ = (z1,...,%,).
Output: Final model state wy € R%.
(S,...,57)  G(n)
fort=1,...,7 do
9t — 5 (Xpes, Vwl(w; z)]o + N(0,0°C%1y))
Wy < Wi_1 — Mgy > or any other optimizer step.
return wrp

Algorithm 2 ABLQg: Adaptive Batch Linear Queries
(as formalized in Chua et al. (2024a))

Params: Batch generator G, noise scale o, and (adap-
tive) query method A : (R%)* x X — B
Input: Dataset @ = (z1,...,%,).
Output: Query estimates g1, ...
(S,...,57)  G(n)
fort=1,...,7 do
d)t() = A(gla < gt—1; )
gt < Yies, Yi(xi) + e for e; ~ N(0, o2ly)
return (¢1,...,97)

, 9T GRd

without any further assumptions on the loss functions,
it might not be possible to improve the privacy analy-
sis of DP-SGDg beyond that provided by ABLQg.

Chua et al. (2024a) recently showed that the privacy
guarantee of ABLQs can be significantly worse than
that of ABLQp in practical regimes of privacy pa-
rameters, especially for small noise scale ¢. This has
put under serious question the aforementioned com-
mon practice of implementing DP-SGD with some form
of shuffling while reporting privacy parameters as-
suming Poisson subsampling. Concurrently, Lebeda
et al. (2024) consider the batch generator YW where
each batch is generated independently by sampling ex-
amples from the dataset without replacement, until
the desired batch size is met, and show that ABLQy,
also exhibits worse privacy guarantees compared to
ABLQp. The central question we consider in our work
is:

Is there a batch generator that is similar to Shuffling in
terms of implementation simplicity and model utility,
but has favorable privacy analysis, namely similar to
or better than Poisson subsampling?

Our Contributions. Towards answering the afore-
mentioned question, we introduce the Balls-and-Bins
generator By (Algorithm 3), which operates by plac-
ing each example in a random batch. This sampler
is behaved similarly to Shuffle in that each example
appears in exactly one batch, and is also simple to im-
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Algorithm 3 Bp: Balls-and-Bins Sampler
Params: Number of batches T
Input: Number of datapoints n.
Output: Seq. of batches Sy,...,S7 C [n].
fort=1,...,T do
St < @
fori=1,...,ndo
Sy + Sy U {i} for uniformly random ¢ € [T]
return Sl, ey ST

plement. On the other hand, the marginal distribution
over each batch is exactly the same as that of Poisson
subsampling. This overcomes the privacy lower bound
of Chua et al. (2024a); Lebeda et al. (2024) by making
the positions of the different examples to be indepen-
dent, thereby preventing non-differing examples from
leaking information about the presence or absence of
the differing example in any given batch.

We identify a tightly dominating pair (Definition 2.2)
for ABLQpg, thereby allowing a tight privacy analysis.
We show that ABLQz enjoys better privacy guarantees
compared to ABLQp and ABLQgs in all regime of pa-
rameters. This is in sharp contrast to ABLQp, which
can have worse privacy guarantees than even ABLQp
at large ¢ (Chua et al., 2024a).

We use a Monte Carlo method for estimating dg(¢).
However, naive Monte Carlo methods are inefficient
when estimating small values of §, or when the number
of steps T is large. Our key contributions here are
to develop the techniques of importance sampling, to
handle small ¢ values, and order statistics sampling, a
new technique to handle a large number of steps. We
believe the latter is of independent interest beyond DP.

Finally, we evaluate DP-SGD on some practical
datasets and observe that the model utility of
DP-SGDj is comparable to that of DP-SGDgs at the
same noise scale o. On the other hand, for each set-
ting of parameters used, we use our Monte Carlo esti-
mation method to show that the privacy guarantees of
ABLQg are similar or better as compared to ABLQp,
whereas, the privacy guarantees of ABLQs are much
worse.

Related Work. An independent and concurrent
work of Choquette-Choo et al. (2024) also considered
the Balls-and-Bins sampling method, although in the
context of the so-called DP-FTRL algorithm, the vari-
ant of DP-SGD that adds correlated noise at each
step (Kairouz et al., 2021; McMahan et al., 2022).
They also use a Monte Carlo method to compute the
privacy parameters.

Since DP-SGD is a special case of DP-FTRL (with
independent noise), the dominating pair we identify

is a special case of the dominating pair for DP-
FTRL, which depends on the specific correlation ma-
trix. Choquette-Choo et al. (2024) mention “a more
careful sampler and concentration analysis” as an av-
enue for improving the sample complexity of the Monte
Carlo estimation. In our work, we develop tech-
niques based on importance sampling and order statis-
tics sampling to improve the cost of the Monte Carlo
method. Extending these techniques to the more gen-
eral DP-FTRL setting is an interesting future direc-
tion.

2 PRELIMINARIES

A mechanism M maps input datasets to distributions
over an output space. Namely, for M : X* — Ap,
on input dataset * = (x1,...,x,) where each record
x; € X, M(x) € Ap is a probability distribution over
the output space O; we often use M(x) to denote the
underlying random variable as well. Two datasets x
and x’ are said to be adjacent, denoted & ~ x', if,
loosely speaking, they “differ in one record”; in par-
ticular, we use the “zeroing-out” adjacency as defined
shortly. We consider the following notion of (e,d)-
differential privacy (DP).

Definition 2.1 (DP). For ¢,6 > 0, a mechanism
M satisfies (g,6)-DP if for all adjacent datasets & ~
2’, and for any (measurable) event E it holds that

PrM(z) € E] < e PriM(a’) € E] + 6.

Following Kairouz et al. (2021); Chua et al. (2024a),
we use the “zeroing-out” adjacency. Consider the aug-
mented input space X := X U {L} and extend any
adaptive query method A as A(gy,..., g+ L) = 0 for
all g1,...,9: € R Datasets z, ' € X7 are said to be
zero-out adjacent if there exists ¢ such that x_; = «’_,,
and exactly one of {x;, 2.} is in X and the other is L.
We use * —, «’ to specifically emphasize that x; € X
and x; = L. Thus, * ~ &' if either x —, @’ or
' =, .

Hockey Stick Divergence & Dominating Pairs.
For probability densities P and @, we use aP + 5Q to
denote the weighted sum of the corresponding densi-
ties. P ® @@ denotes the product distribution sampled
as (u,v) for u ~ P, v ~ @, and, P®T denotes the
T-fold product distribution P® --- ® P.

For all € € R, the e®*-hockey stick divergence between
P and Q is D.-(P||Q) := supp P(T") — e=Q(T).

It is immediate to see that a mechanism M satisfies
(€,0)-DP iff for all adjacent & ~ «’, it holds that
Do-(M(@)||M(a')) < 6.

Definition 2.2 (Dominating Pair (Zhu et al., 2022)).
The pair (P, Q) dominates the pair (A4, B) (denoted
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(P,Q) = (A, B)) if D (P||Q) > De.c(A|B) holds for
all ¢ € R.2 For any mechanism M,

e (P,Q) dominates a mechanism M (denoted
(P,Q) = M) if (P,Q) = (M(x), M(z')) for all ad-

jacent © —, x’.

e Conversely, (P,Q) is dominated by M (denoted
M = (P,Q)) if there exists  —, @’ such that
(M(z), M(x')) = (P, Q).

o (P, Q) tightly dominates M (denoted (P, Q) = M)
if (P,Q) = M and M = (P,Q).

If (PQ) = M, then for all & > 0, it holds
that dpq(e) < max{D.:(P||Q), De:(Q||P)}, and con-
versely, if M = (P,Q), then for all ¢ > 0, it
holds that Saq(e) > max{D.:(P|Q), D.:(Q|P)}.?
Consequently, if (P,Q) = M, then op(e) =
max{D.:(P||Q), D¢ (Q||P)}. Thus, tightly dominat-
ing pairs completely characterize the privacy loss of a
mechanism (although they are not guaranteed to exist
for all mechanisms).

For a distribution P over €2, and a randomized function
f:Q =T, let f(P) denote the distribution of f(z) for
x ~ P. The post-processing property of DP implies
the following.

Lemma 2.3. For distributions P, Q over 2, and dis-
tributions A, B over I, if there exists f : Q — T' such
that simultaneously f(P) = A and f(Q) = B then
(P.Q) = (A, B).!

Dominating Pairs for ABLQg. Recall again, that
we use D, P, S to refer to the deterministic, Pois-
son, and shuffle batch generators respectively. Tightly
dominating pairs are known for ABLQp and ABLQp:

Proposition 2.4 (Balle and Wang (2018, Theorem
8)). Forallo >0 andT > 1, it holds that (Pp,Qp) =
ABLQp for Pp = N(1,0%) and Qp = N(0,02).

Proposition 2.5 (Koskela et al. (2020); Zhu et al.
(2022)). For all o > 0 and T > 1, it holds that
(Pp,Qp) = ABLQp for

Pp = (L= 3)NO,0%) + $N(1L02)"
QP — N(0702)®T-

These tightly dominating pairs enable numerical com-
putation of the privacy parameters. Namely, dp(e)
can be computed easily using Gaussian CDF's, whereas
dp(e) can be computed using numerical methods with
the Fast-Fourier transform, as provided in multiple

ZNote: this includes & < 0.

3This uses that if (P, Q) %= (A, B) then (Q, P) = (B, A),
which follows (Zhu et al., 2022, Lemma 46).

“More strongly, the converse is also true (Lemma D.4).

open source libraries (Prediger and Koskela, 2020; Mi-
crosoft., 2021; Google’s DP Library., 2020).

On the other hand, while it is unclear whether a
tightly dominating pair for ABLQgs even exists, Chua
et al. (2024a) studied a pair that is dominated by
ABLQgs, and in fact conjecture that it tightly domi-
nates ABLQs.

Proposition 2.6 (Chua et al. (2024a)). For allo >0
and T > 1, it holds that ABLQs > (Ps,Qs) for

PS =
Qs =

Zthl % . N(Q@t, O'QIT) s
Zthl % . N(@t,O'QIT) .

3 BALLS-AND-BINS SAMPLER

We identify a tightly dominating pair for ABLQg.

Theorem 3.1. For allc > 0 and T > 1, it holds that
(Ps,Qs) = ABLQg for®

Ps = Y1 & Newo®Ir), Qg = N(0,0%Ir).

The proof relies on the well-known “joint convexity”
property of the hockey stick divergence.

Proposition 3.2 (Joint Convexity of Hockey Stick Di-
vergence; see, e.g., Lemma B.1 in Chua et al. (2024a)).
Given two mizture distributions P = 221 a; P;
and Q = ", a;Q;, it holds for all e € R that
De=(PIQ) < 37, a;De= (P Q)

Proof of Theorem 3.1. To show ABLQg = (Ps,Q@g),
consider X = [—1,1] and let ¢ = (0,...,0,1) and &’ =
(0,...,0,1). Consider A that always generates the
query ¢:(z) = x (and by definition ¢¢(L) = 0). In
this case, it is immediate that Ps = ABLQg(x) and
Qp = ABLQg(2').

To show that (Pg,Qg) = ABLQg, consider any ad-
jacent datasets @ —, @’ that differ on say exam-
ple z,, and z, = L. For I' = (5%,...,5%) for
S! C [n — 1] being an assignment of batches for all
other examples, let Br refer to the batch generator
that returns S; = S; U {n} and S, = S, for all
r # t. We provide a post-processing function f such
that f(Pg) = ABLQg, (®) and f(Qs) = ABLQs.(z')
for any I'. Since ABLQs(-) = 72— > ABLQg.(")
it follows from Lemma 2.3 and Proposition 3.2 that
(Ps,Qp) = ABLQ3.

Consider the randomized post-processing function f
that maps vectors v € RT to (R?)T (output space of

®Incidentally, the same pair (Ps, Q) was studied in the
context of shuffling by Koskela et al. (2023), who also dis-
cuss the difficulty of numerically approximating its hockey
stick divergence.
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ABLQg) as follows: Given vector (vy,...,vr) € R,
let ¢ = Zies; Vi(25) 4+ Ye(Tn) - ve + € for e; ~
N(0,0%(I — (2n)e(z,)T)); this is inductively de-
fined since v potentially depends on ¢g1,...,g:—1.

First let us consider the case when v ~ Qp =
N(0,0%I). In this case, 1 (z,)v + € is distributed
precisely as AV(0,0%1), and thus, g; is distributed as
Ziesg Yi(z;) + e} for e, ~ N(0,021) precisely as in
ABLQg(x'), since ¢¢(x]) = 0 so it does not matter
which batch 2/, lands in. Thus, f(Qg) = ABLQgz(2’).

On the other hand, v ~ Pg, is equivalent to sam-
pling ¢, uniformly at random in [T], and sampling
v ~ N(et,,0%I). For a fixed t, and sampling v ~
N (e, ,0%1), g is distributed as Dics; Ye(xi) + e}
for €, ~ N(0,0%I) for t # t. and distributed as
> ies; V(i) +u(wn)+e; for e ~ N0, o?I) fort = t,,
which is precisely as in ABLQg(x) when z,, lands in

batch S;,. Since t, is uniformly random in [T, we get
that f(Pg) = ABLQg(x). O

We now compare the privacy of ABLQg against ABLQg
for G € {D, S, P}.

05 vs. 0p and ds. A simple consequence of Proposi-
tion 3.2 is that ABLQp and ABLQg have better privacy
guarantees than ABLQp, since any fixed assignment
of examples to batches results in the analysis being
equivalent to ABLQp. In fact, more strongly, we ob-
serve that in fact ABLQg always has better privacy
guarantees than ABLQs.

Proposition 3.3. Foralle >0,0 >0, andT > 1, it
holds that 65(e) < ds(e) < dp(e).

Proof. Consider the same case as in the proof of The-
orem 3.1 where X = [-1,1] and let = (0,...,0,1)
and ' = (0,...,0, L). Consider A that always gener-
ates the query ¥;(x) = z (and by definition (L) =
0). In this case, it is immediate to see that Pz =
ABLQg(x) = ABLQs(z) and Qg = ABLQg(x’)
ABLQs(x’). Thus, we get that ABLQs = (Ps,Qs5
and hence 03(c) < ds(e).

oz

05 vs. 0p. Finally, we observe that ABLQg has better
privacy guarantees than ABLQp at large e.

Theorem 3.4. For all o > 0 and T > 1, there exist
g0 > 0 such that, Ve > eq, it holds that dg(e) < dop(e).

Proof. Chua et al. (2024a, Theorem 4.2) showed that
there exists an g such that for all € > ¢¢, it holds that
0p(e) < dp(e). Thus, combining this with Proposi-
tion 3.3 gives us that dg(e) < Ip(e) for all e > go. O

Remark 3.5. In Appendiz D, we show that in fact for
allo >0andT > 1, (Pg,Qp) # (Pp,Qp); the reverse

direction (Pp,Qp) # (Pg,Qg) is already implied by
Theorem 8.4. Thus, the privacy guarantees of ABLQp
and ABLQg are in general incomparable.

4 ESTIMATING 65(¢)

Hockey stick divergence D.(P||Q) can be expressed in
terms of the privacy loss function Lp|o(z) (Dwork and
Rothblum, 2016)° as

D.- (P”Q) =Ezwp [1 - ee_LP“Q(x)}Jrv (1)

where Lpjq(z) = log ggjgi where P(z) and Q(x)
refers to the density of P and @ at z and [z]4 :=
max{0, z}. The privacy loss function Lpg|q,(z) for
the pair (Pg, Qp) at z € R” is as follows:

o Ps(z) ST e—llz—etl12/(20%)
Lpyjqs(x) = log QZ(:;) = log e/

= log (L1 /") ~log T = 545, (2)

and conversely,

Lowips(@) = logT + 5t —log (1, e=/°").
(3)

Monte Carlo Estimation. Equation (1) suggests a
natural approach for estimating D (P||Q), via draw-
ing multiple samples z ~ P and returning the av-
erage value of Lp|g(z); such an approach was pre-
viously studied by Wang et al. (2023). We can ob-
tain high probability upper bounds via the Chernoff-
Hoeffding bound as described in Algorithm 4, wherein
KL(¢|lp) := qlog %—l—(l—q) log L;Z is the KL divergence
for Bernoulli random variables Ber(p) and Ber(q).

Theorem 4.1. For all distributions P and Q, Algo-
rithm 4 returns an upper bound on D.:(P||Q) with
probability 1 — .

Fact 4.2 (Hoeffding (1963)). For Zi,...,Z, drawn
i.i.d. from distribution P over [0,1] with mean p,

Pr [% 221 Zi < q] < e~ KLlallw)m,

Proof of Theorem 4.1. Suppose De: (P, Q) = p. If the
returned value p by Algorithm 4 is 1, then p < 1
holds trivially. Otherwise if p is smaller than g, then
we have that the empirical average ¢ is such that
KL(¢||lr) > KL(g|lp) > log(1/8)/m. From Fact 4.2,
this can happen with probability at most (. O

®The distribution of Lpjo(z) for  ~ P is also known
as the privacy loss random variable. However for later con-
venience we use the loss function terminology.

"Technically speaking, % should be replaced by the
Radon-Nikodym derivative of %(x), but for purposes of
this work, it suffices to consider the case of densities.
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Algorithm 4 Monte Carlo Estimation of D (P||Q).

Input: Distributions P and @Q; sample access to P
Sample size m, Error probability g

Output: An upper confidence bound on D.-(P||Q).
Sample ... 2™ ~ P
q ¢ o 2oy max{0,1 — es~Lria@®)y
p < smallest value in [g, 1] such that KL(q|p) >
log(1/8)/m, or 1 if no such value exists
return p

Algorithm 4 in principle allows us to obtain an upper
bound on the hockey stick divergence to arbitrary ac-
curacy and with arbitrarily high probability through
the guarantees in Theorem 4.1 as the number of sam-
ples m — oco. However, there are two challenges when
implementing it in practice. First, the sample size m
needed can be quite large if we want a small multi-
plicative approximation in a regime where D.-(P|Q)
is very small. Furthermore in the case of (Pg,@35),
sampling each () which is T dimensional is compu-
tationally intensive for large T. We tackle each of
these challenges using importance sampling and a new
method of “order statistics sampling” respectively; we
believe the latter could be of independent interest.

Before describing these methods, we first note a sim-
plification when estimating D.-(Pg|/Qp) using Algo-
rithm 4. For P, := N(e;,02I), we have that Pg =
Ez;l %Pt. By symmetry of Lp,| (), it follows that

Dee (PB”QB) = % ZZ:l Emet[l — et Lrglas (m)]+

= ]E;CNPl [1 - es_LPBHQB(m)]-‘r

Thus, it suffices to sample z(¥ ~ P; instead of Py in
Algorithm 4.

Importance Sampling. We provide a generic ap-
proach for improving the sample complexity of Algo-
rithm 4 via importance sampling. For any P and @,
let E. be any event such that Lpjq(x) < e for all
x ¢ E.. Then, it suffices to “zoom in” on E. by sam-
pling from the conditional distribution P|.cp., when
estimating the expectation in (1), as explained in Algo-
rithm 5. Since this requires sample access to P|,cp.,
the set E. has to be chosen carefully so that it will
be efficient to sample from P|ycp,.. We now define the
specific sets E. we use for estimating D.- (Pg||@3) and
D.-(Qg||Ps), starting with the latter.

For estimating D.:(Qg||Pg), let E. := {x € RT :
maxer) ¢ < Cc} where C. = § —e0?. The choice of

Algorithm 5 Monte Carlo Estimation of D, (P||Q)
with Importance Sampling.
Input: Distributions P and Q,
Event E such that Lpq(z) <cforallz ¢ E,
Sample access to P|yep,
Sample size m, Error probability g
Output: An upper confidence bound on D.-(P||Q).
Sample 2, ... 20" ~ P|.cp
g+ =37 max{0,1— e~ Lriel
p < smallest value in [g,1] such that KL(q|p) >
log(1/8)/m, or 1 if no such value exists
return p- P(E)

(i))}

C. is such that for all z ¢ E.,

Lagps(t) = logT + gk —log (S, /")
< logT + # — log (Tecf/(’z)
— -G -

We show how to efficiently sample from Qplicp. in
Appendix B.1.

For estimating D.-(Pg||@g), we consider E. := {x :
max{x; — 1, max;~1 ¢} > C.} such that

102
C. = %+02-(5—1og(1+6/T’1)).

The choice of C. implies that for all x ¢ E., it holds
that 1 < C. 4+ 1 and x; < C; for all ¢ > 1, and hence

Lpgjgs(x) = log (Zle et/ "2) —log T — 545
< log(e(CHV/7 4 (T — 1)eCe/o”) —log T — Ly
= %"’10%(@1/02 +T—1)—logT — 5%

202

< e

Note that as before we sample from P, |,cp. instead of
Pglyep.. Again, it is efficient to sample from P |,cp.,
and we defer the details to Appendix B.1.

In general, this approach for importance sampling re-
duces the sample complexity by a factor of 1/P(E.),
and we numerically demonstrate the improved sample
complexity for specific examples in Appendix B.1.

Order Statistics Sampling. As mentioned before,
sampling x ~ P; or x ~ @p can be slow when the
number of steps T is large, especially since we also
need to draw a large sample of size m. To make this ef-
ficient, at a slight cost of obtaining pessimistic bounds
on D.-(Pgl|@Qp) and D.-(Qgl||Pg), we use the following
approximation: For any list k1, ko, ..., k. € {1,..., R}
of increasing indices, the following holds, where we
use kry1 = R and ko := 0 for convenience. Given
z1,..., ¢z € R, let yM) ...y denote the same val-
ues as z;’s but in sorted order y(1) > y(2) > ... > ¢(7),
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Algorithm 6 Sampling Order Statistics of P

Input: Number R of random variables ~ P
Orders ky,..., k. € {1,..., R}
Output: (y*1) ... y*)) jointly distributed as
(k1, ..., k) order statistics of R draws from P
Let ko +~0
fori=1,...,r do
Zi ~ Beta(R — ki + 1,k — kifl)
y*) « COFR (I, %)
return (y*), .. y(ko)

Then,

x4 /0> r (ki) /52
S e < (ki — ki) e (4)
Zf:l et/ > S (ks — ki) - ey“"“/027 (5)

where (4) additionally requires that k; = 1. These
approximations are inspired by and are a generaliza-
tion of the bounds introduced by Ben Slimane (2001),
which correspond to k3 = 1 and ky = 2 for (4) and
k1 =1 and ke = R for (5).

Our key idea for efficient sampling is to directly
sample from the joint distribution of order statistics
y*) .y In particular, for any distribution
P with efficiently computable inverse of the cumula-
tive density function CDFp'(+), Algorithm 6 efficiently
samples order statistics of P, wherein Beta(a,b) is
the Beta distribution over [0,1]. Theorem B.5 (Ap-
pendix B.2) establishes the correctness of this algo-
rithm.

When estimating D.:(Qg||Ps) we sample an upper
bound on L ps(7) as

log T+ 50> — log (ZZzl(ki —ki—1) 'ey(ki)/oz) )

for R =T, and when estimating D.- (Pg||Qp) we sam-
ple an upper bound on Lp, |, (x) as

log (€21/° + Y1y (kiss — ki) - ev"/7" ) ~log T— 51,

where we sample z; ~ N(1,02) and y*1), ... ykr)
using Algorithm 6 for R =T — 1, and plug them into
Algorithm 4. While not immediate, this can also be
used in conjunction with importance sampling as in
Algorithm 5. We defer the details to Appendix B.3.

Lower Bounds on d5(g). Finally, in addition to
Monte Carlo estimation, we can obtain a lower bound
on dp(e) that is efficient to compute, inspired by Chua
et al. (2024a). The idea is to use the following lower
bound

05(e) > Des (P3l|@QB) > Slép Ps(Sc) —e*Qs(Sc),
(6)

where S¢ := {x : max; z; > C}; the main reason being
that Pg(Sc) and Qp(Sc) are efficiently computable.
We numerically observe that the lower bounds com-
puted by this method are in fact quite close to the
Monte Carlo estimates of dg(e) found via Algorithm 4;
see, e.g., Figure 2.

Finally, we note that Monte Carlo estimation can be
easily parallelized by having different machines gener-
ate samples and then combining the estimates, which
can reduce the wall clock time. This allows scaling the
Monte Carlo estimation to a large number of samples.

5 EXPERIMENTS

We compare the utility of DP-SGD using S, P, and
B batch generators. We compare all algorithms with
the same noise scale o to isolate the impact of using
different batch samplers from the privacy accounting.

Implementation Details. We use the scalable batch
sampling approach proposed by Chua et al. (2024b)
using massively parallel computation (Dean and Ghe-
mawat, 2004) for sampling batches using each of the
batch generators. We use JAX (Bradbury et al., 2018)
for training neural networks. Since it is more efficient
to have fixed batch sizes, we follow Chua et al. (2024b)
and fix a certain maximum batch size B when us-
ing Balls-and-Bins and Poisson subsampling, and for
batches that exceed size B, we randomly subsample
without replacement to get a batch of size B. This
can be done by incurring a small penalty in the privacy
parameters, as described in Appendix C. For batches
that are smaller than size B, we pad with examples
with a weight of 0 so that the batch size is exactly B.
We use a weighted loss function so that the mini-batch
loss is unaffected by the padding. We note that there
might be other optimizations that are possible, such
as those considered in Beltran et al. (2024).

Finally, we note Balls-and-Bins can be imple-
mented trivially given any implementation of Shuf-
fling. Namely, given examples x1,...,x, in a ran-
domly shuffled order, we construct batches of sizes
by,...,br_1,br in sequential order where each b, is
inductively sampled from the binomial distribution
Bin(n — Zf;i bi,1/(T —t 4+ 1)). An alternative ap-
proach could be to combinatorially simulate throwing
n balls into T bins, to generate the sequence of batch
sizes, which while less efficient, potentially avoids float-
ing point errors in the binomial probabilities. Thus,
Balls-and-Bins is similar to implement as Shuffling.

Datasets. The first dataset we use is the Criteo Dis-
play Ads pCTR Dataset (Jean-Baptiste Tien, 2014),
which contains around 46M examples. We split the
labeled training set from the dataset chronologically
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into a 80%/10%,/10% partition of train/validation/test
sets. We consider the task of predicting the probability
of a click on an ad from the remaining features.

The second dataset we consider is the Criteo Spon-
sored Search Conversion Log Dataset (Tallis and Ya-
dav, 2018), which contains 16M examples. We ran-
domly split the dataset into a 80%/20% partition of
train/test sets. We consider a conversion prediction
task, where we predict the binary feature Sale. We
omit the features denoted Outcome/Labels in Tallis
and Yadav (2018), and product_price, which is highly
correlated with the label.

For both datasets, we use the binary cross entropy loss
for training and report the AUC on the labeled test
split, averaged over three runs with each run using
independently generated batches. We plot the results
with error bars indicating a single standard deviation.
For more details about the model architectures and
training, see Appendix C.

Results. We train with DP-SGD with various val-
ues of o, and for reference, we also train with regular
SGD without any clipping or noise for different batch
sizes. We plot the model utilities in terms of AUC in
Figure 1. Our choice of values to consider for o were
motivated as follows:

e First, we consider “large” values of o, namely in
{0.1,0.2,0.3,0.4}, such that the privacy parameters
when using Poisson subsampling / Ball-and-Bins
sampling are in a regime that is common in practice
(as seen from examples in Desfontaines (2021)),

o We also consider very small values of o, namely in
{1072,1073,10%,10~°} to understand how the dif-
ferent samplers behave in the regime interpolating
between “no privacy” and “commonly used regimes
of privacy”.

We observe that for non-private SGD, Balls-and-Bins
and Shuffling have similar utility and improve signif-
icantly over Poisson subsampling. For DP-SGD, we
observe similar trends for noise multipliers at most
0.001, but for higher noise multipliers that could be
deemed more relevant in practice, the different batch
generators all have similar utility.

Next, we plot bounds on dg(e) for G € {S,P,B}
for different combinations of o and (expected) batch
size in Figure 2. For dp, we plot both upper and
lower bounds as computed using the dp_accounting
library (Google’s DP Library., 2020). For ds we plot a
lower bound as shown by Chua et al. (2024a). For dz,
we plot a lower bound from Equation (6), the mean of
the Monte Carlo estimate (value ¢ in Algorithm 4) and
the upper confidence bound (value p in Algorithm 4)
for error probability 8 = 1073. We find even the up-
per confidence bounds on dg to be lower than §p for

the most part, with the exceptional cases when dp is
smaller than 1077, as this is the region where the con-
centration bounds are not strong enough. We believe
that dg(e) < dp(e) even in this regime.

6 DISCUSSION

We introduce the Balls-and-Bins sampler for DP-SGD,
and showed that it enjoys similar model utility as
DP-SGD with shuffling, and enjoys privacy amplifica-
tion that is similar to Poisson subsampling in practical
regimes. In order to do so efficiently, we developed the
techniques of importance sampling and order statistics
sampling. While in our paper we primarily considered
a single epoch of training, our approaches also extend
to multiple epochs as discussed in Appendix B.4.

Our work leaves several directions open for future in-
vestigation. The main open problem is to obtain a
tight provable privacy accounting for ABLQg, unlike
the high probability bounds that we establish or to es-
tablish through some approximation that it is no worse
than ABLQp in relevant regimes. An efficient method
for tight accounting will also be useful to perform “in-
verse” accounting, namely to find o for a desired choice
of (¢,0). Another alternative is to obtain Rényi DP
guarantees (Mironov, 2017).

In absence of a tight provable bound on privacy, an-
other avenue for improvement is the concentration
bound on the Monte Carlo estimation. While we use
the Hoeffding bound Fact 4.2, we believe it should be
possible to improve on the bounds, such as through us-
ing Bennett’s inequality as done by Wang et al. (2023),
via bounding the Rényi DP parameters for ABLQg.
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Figure 1: AUC values for 1 epoch of training with the Criteo Display Ads pCTR dataset (top) and the Criteo
Sponsored Search Conversion Log dataset (bottom). On the left, we train without privacy and vary the batch
size. In the middle and right, we train privately with varying o, using (expected) batch sizes 1024 (middle) and
8192 (right). We use a log scale to the left of the vertical dotted line at 0 = 0.1, and a linear scale to the right.
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Figure 2: Bounds on dp, ds and dp are plotted for various values of € for different (expected) batch size and o.
These mean and upper confidence bounds for ds were obtained using order statistics sampling (specific orders
and sample complexity specified in Appendix C).
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Balls-and-Bins Sampling for DP-SGD: Supplementary Material

A Batch Generators

We formally describe the Deterministic (D), Shuffle (S), and Poisson (P) batch generators considered in this
work, as formalized in Chua et al. (2024a). Let n be the number of datapoints.

e Deterministic Dy 1, formalized in Algorithm 7, generates T" batches each of size b in the given sequential order
of the dataset. This method requires that n =b-T.

e Shuffle Sy 7, formalized in Algorithm 8, is similar to Dy, but first applies a random permutation to the
dataset. This method also requires n =b-T.

e Poisson Py 1, formalized in Algorithm 9, samples each batch independently by including each example with
probability % This method works for any n and results in an expected batch size of b.

Algorithm 7 Dy 7: Deterministic Batch Generator Algorithm 8 §; r: Shuffle Batch Generator
Params: Batch size b, number of batches T. Params: Batch size b, number of batches T.
Input: Number of datapoints n =5b-1T. Input: Number of datapoints n =5b-1T.
Output: Seq. of disjoint batches Sy, ..., S C [n]. Output: Seq. of disjoint batches Sy, ..., S C [n].
Sample a random permutation 7 over [n]
fort=0,...,7T—1do fort=0,...,7T—1do
St+1 — {tb+1,,tb+b} St+1 — {W(tb+1),,ﬂ(tb+b)}
return Si,...,S7 return Si,...,S7

Algorithm 9 P, 7: Poisson Batch Generator

Params: Expected batch size b, num. of batches T

Input: Number of datapoints n.

Output: Seq. of batches Sy,..., St C [n].
fort=1,...,T do

Sy <0
fori=1,...,ndo
S, S:U{i} with probability b/n
St with probability 1 — b/n
return Si,...,S7

We recall that since we are using the “zeroing-out” adjacency, n is known, and not protected under DP.
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B Importance and Order Statistics Sampling

We describe how to efficiently perform importance sampling as described in Algorithm 5 for the pair (Pg, @g)
as well as the proof that Algorithm 6 samples from the joint distribution of order statistics. In order to do so,
we use the connection between the Beta distribution and order statistics (see, e.g., David and Nagaraja, 2004).

First, we establish some notation that we use throughout this section. Let Unif|a, b] denote the uniform distribu-
tion over the interval [a, b]. For any distribution P over R, let CDFp(x) := Pr,.p[z < ] denote the cumulative
density function, and let CDF5'(-) denote its inverse.® For any event (measurable set) E, let P|z denote the
distribution of P conditioned on event E. In this work, we only use distributions with probability measures
that are continuous with respect to the Lebesgue measure. Even though the following techniques extend to the
non-continuous distributions, we assume that distributions are continuous below.

Definition B.1 (Beta Distribution). The Beta(«, 3) distribution over [0, 1] is defined by the density function
Nt f)
[(a)T(B)

Fact B.2 (Order Statistics and Beta Distribution). The random variable y*) that is the kth largest element
among 1, ...,xr ~ Unif[0, 1] is distributed as Beta(R — k + 1,k).

flz;a,8) = o1 —a)f

An important primitive we use in our sampling methods is the ability to efficiently sample from Beta(a, )
distributions (see, e.g., Marsaglia and Tsang, 2000), with efficient implementations available, for example in
Python, using the class scipy.stats.beta.

Fact B.3 (Probability Integral Transform). Let P be any distribution over R. For x ~ P, CDFp(x) is distributed
as Unif[0,1]. Conversely, for y ~ Unif[0, 1], CDFp' (y) is distributed as P.

Furthermore it follows that, for any interval [a,b] € R, the distribution of CDFp(z) for x ~ P4y is
Unif[CDF p(a), CDF p(b)], and conversely for y ~ Unif[CDF p(a), CDF p(b)], CDFp' (y) is distributed as Pliay)-

Thus, Fact B.3 implies that for any distribution P over R for which CDFp and CDF};1 are efficiently com-
putable, it is possible to sample from P conditioned on the sample being in any specified range [a,b]. Since
CDFgeta(a,8)s CDFar(0,52) and their inverses are efficiently computable, for example in Python using the classes

scipy.stats.beta and scipy.stats.norm respectively, we can sample from the conditional Beta(«, ) and
N (0, 0?) distributions.

Fact B.2 and B.3 together suggest the following approach to sample a single order statistics for sampling R i.i.d.
samples from P or P|(, .

Proposition B.4. Let P be any distribution over R. The random variable y*) that is the kth largest element

among 1, ...,xp ~ P, CDFp(y®)) is distributed as Beta(R —k + 1,k). Conversely, for z ~ Beta(R — k + 1, k),
CDF3'(2) has the same distribution as y*).

Furthermore it follows that, for any interval [a,b] € R, the distribution of CDF p(y®)) for y¥) being the kth largest
element among 1, ..., xR ~ Pliq ) is distributed as CDFp(a)+(CDFp(b)—~CDFp(a))-z for z ~ Beta(R—k+1,k),
and conversely for z ~ Beta(R—k+1,k), CDFp' (CDFp(a) + (CDF p(b) — CDF p(a)) -

(k)
as y\*).

2) has the same distribution

B.1 Efficient Importance Sampling

In this section we describe how to efficiently estimate D.-(Qg||Pg) and D.:(Pg||@p) using Algorithm 5. We use
®,(-) to denote CDF pr(g, ,2) for short.

Estimating D.-(Qg||Pg). Recall that in this case, we wish to estimate ]ETNQBlE max{0,1 — e~ Lasirs (@)}
where Qg = N(0,0%]) and E. := {z :€ RT : max;er)x¢ < C.} for C. := 1 — 0? In order to sample from
QB|E., we observe that this is equivalent to sampling T' coordinates i.i.d. from N(0,0%)|{z:2<c.}- This can be
done using Fact B.3, by sampling y; ~ Unif[0, ®,(C.)] and returning z; = ®,(y;) for each t € [T].

8In cases where CDFp(+) is not a continuous function, the inverse is defined as CDF;l(y) = MingcRr.cOFp (2)>y T; the

minimum always exists since CDF p is right continuous. However, since we only deal with distributions with continuous
CDFs, this detail is not going to be important.
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Algorithm 10 Sampling from P®7T, conditioned on the maximum value being at least C
Input: Distribution P over R, lower bound C' € R on the maximum value.
Output: Sample z ~ P|yax, z,>C
Y+ ~ Beta(T',1)|icoF,(c),1) (using Fact B.3)
t, ~ uniformly random coordinate in [T
forte{1,...,T} do
if t =1, then
2t < Y
else
z¢ ~ Unif[0, y.]
return (CDFp'(z):t € [T))

10-4 T=5000,0=0.4 T =10000, 0 = 0.35
1074
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w w0
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Figure 3: Upper confidence bounds on d5(e) against various values of € for two settings of T and o, with and
without importance sampling. Additionally, lower bounds on d5(g) are included.

Estimating De-(Pg||@5). Recall that in this case, we wish to estimate E,.p,|, max{0,1 — esLrgias(®))

(72
where Py = N(e1,0%]) and E, := {z : max{z, — 1, maxy>1 2} > C.} for C. = 3402 (s —log (1 n el/T,l))

The choice of E; is such that for z ~ Pi|g., the distribution of x —e; is the same as N (0, UQIT)|{JC max; 2, >C.}- 10
Algorithm 10, we provide a generic algorithm that for any distribution P over R, samples from the distribution
P®T|{I:maxt 2.>C}, 1-e.,, samples from T ii.d. samples from P conditioned on the maximum value being at
least C. Thus, we can sample from Pj|g. by sampling =’ ~ N(0, UQIT)|{m/:maxt 2, >C.} using Algorithm 10, and
returning = = 2’ + €.

Numerical Evaluation. To demonstrate the usefulness of our importance sampling method, in Figure 3,
we plot the upper confidence bound on dz(e) as obtained via Algorithm 4 (i.e., without importance sampling)
and via Algorithm 5 (i.e., with importance sampling) along the lower bound obtained via Equation (6). The
upper confidence bounds are obtained for error probability # = 1073, For a similar running time, we see that
Algorithm 5 is able to get significantly tighter upper confidence bounds in each setting. This is made possible
because the importance sampling is able to “zoom in” into events of tiny probability. For example, in the left
part of Figure 3 for T = 5000 and o = 0.4, at ¢ = 12, the importance sampler using m = 200,000 samples is
considering an event E. such that Pg(E.) ~ 3.75-1073, and on the right for 7' = 10000 and o = 0.35, at ¢ = 12,
the importance sampler using m = 100,000 samples is considering an event E. such that Pg(E.) ~ 1.66 - 10~*.
Recall that the reduction in sample complexity due to our use of importance sampling is by a factor of 1/Pg(E.).

B.2 Order Statistics Sampling

We show that Algorithm 6 indeed samples from the joint distribution of order statistics of P.

Theorem B.5. For any distribution P over R, and number of random variables R and order statistic indices
ki,..., k., the values (y*1), ... 7y(’“)) returned by Algorithm 6 are distributed as the ki, ..., k, largest elements
among x1,...,xp ~ P.
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T =100000, 0 =0.32 T =1000000, o = 0.25
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Figure 4: Upper confidence bounds on dg(e) against various values of ¢ for two settings of T and o, with and
without order statistics sampling for roughly the same running time complexity. Since order statistics sampling
offers a significant speed up, it affords a larger sample complexity. Additionally, lower bounds on dz(e) are
included.

Proof. We prove the statement via induction on 7. When r = 1, we have from Fact B.2, that CDFp'(z;) for
z1 ~ Beta(R — k1 + 1, k1) has the same distribution as the k;th order statistic.

For r > 1, suppose we inductively assume that (y(*), ... y(*r-1)) are jointly distributed as the (ki,...,k._1)

order statistics. Note that CDFp(y(k)) = H;Zl z; for all i. The conditional distribution of y®*+) given

(y(kl)7 - ,y(k“l)) is the same as the (k. — k,_1)th order statistic among R — k, random variables drawn from
P(ioo’y(kr_l)]. Using Proposition B.4, we have that for z, ~ Beta(R—k,—1+1, kr —kr—1), CDF;l(CDFp(y(kT—l))-
2,)) is distributed as per this conditional distribution. Since CDFp(yFr-1)) = H;;i zj the induction argument
is complete. O

Numerical evaluation. To demonstrate the usefulness of our order statistics sampling method, in Figure 4,
we plot the upper confidence bound on dz(e) as obtained via Algorithm 4 as is (i.e., without order statistics
sampling) and with order statistics sampling Algorithm 6 (i.e., with an upper bound on the loss function) along
the lower bound obtained via Equation (6). The sub-figures in Figure 4 were generated as follows.

e The figure on the left used o = 0.32 and number of steps 1" = 100, 000. The estimates without order statistics
used m = 10,000 samples, whereas, the estimates with order statistics used m = 100,000 samples, using the
order statistics of (1,2,...,400,410,...,1000,1100,...,10000,11000,...,50000) (a total of 590 orders) were
used. Despite using 10 times more samples, the estimation with order statistics ran in ~ 66 seconds, which is
~ 25% of the time needed without order statistics sampling (~ 268 seconds).

e The figure on the right used ¢ = 0.25 and number of steps 7" = 1,000,000. The estimates without order
statistics used m = 1000 samples, whereas, the estimates with order statistics used m = 300, 000 samples, using
the order statistics of (1,2,...,300,310,...,1000,1100,...,10000,11000,...,100000,110000,...,500000) (a
total of 590 orders) were used. Despite using 300 times more samples, the estimation with order statistics ran
in ~ 203 seconds, which is ~ 82% of the time needed without order statistics sampling (~ 245 seconds).

We note that while the specific running times mentioned here might vary depending on specifics of the machine,
these are provided for a rough reference only. Note that the running time scales linearly in number of samples
as well as the number of order statistics sampled, so these running times are suggestive of the running time with
more samples or with different order statistics.

B.3 Combining Importance and Order Statistics Sampling

We sketch how the techniques of importance sampling and order statistics sampling can be used together.

Estimating De:(Qg||Ps). In this case, we wish to estimate E,.qg|, max{0,1 — esLasirs(®)} where
Qs = N(0,0°I) and E. := {z :€ RT : maxyeray < C.} for C. := 3 —e0®. We can sample the
order statistics y*1), ... y(kr) for z1,...,xp ~ Qp|e. by using a small variant of Algorithm 6 wherein

we set Vo= D +(C¢) - .. 2i), where the term ®,(C.) essentia implements the conditioning on
y*) 4 1 (@,(C:) - [T, %), where th o, (Ce) ially impl he conditioning
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Algorithm 11 Monte Carlo Estimation of D.. (P®¥||Q%%).
Input: Distributions P and @); sample access to P, Number of epochs k, Sample size m, Error probability g
Output: An upper confidence bound on D (P¥||Q%F).

Sample x4 ~ P for i € [m] and j € [k]

g+ L3 max{0,1— et Zjm1 Leio @y

p < smallest value in [g, 1] such that KL(¢||p) > log(1/8)/m, or 1 if no such value exists

return p

r1,...,27 < C¢, via Proposition B.4. And finally, we use Algorithm 5 where we replace L, p; () by an upper
bound in terms of the order statistics given as,

log T + 54z — log (Z:Zl(ki ki) ey<’“”/02) .

Estimating D.:(Pg||Qgs). In this case, we wish to estimate E,p, |, max{0,1 — es~Ersias(®)) where P; =

02
N(e1,0%I) and E. := {z : max{x; — 1, maxy~; x;} > C.} for C. = % +o02. (5 —log (1 + W%)) Recall

that for x ~ Py|g., the distribution of z — e; is the same as A/(0, U2IT)|{:1::maxt z.>C.}- We follow the first two
steps of Algorithm 10 and sample y. ~ Beta(T’,1)|(s,(c.),1], and sample ¢, uniformly at random in [T]. There
are two cases to handle:

o If t, = 1, then we set z; = y, + 1 and use Algorithm 6 to sample the order statistics y**),... y®*r) with
R =T —1 and use the following upper bound on Lp,q,:

x/0? - (k) /52 1
log (e v/ +;(ki+1 — ki) -V > —logT — 557

o If t, # 1, we can assume without loss of generality, that t, = 2. In this case, we set x5 = y.. We sample
Tl ~ N(1,02)|(,m7y*] using Fact B.3, and use a small variant of Algorithm 6 to sample the order statistics
yF) o yke) with R = T — 2, wherein we set y*) < &1 (®, (y.) - H;:1 z;) and use the following upper
bound on Lpgjq,(2):

2 2 " ) /2 1
log (e“/" + e/ 4 Z(k’iH — ki) ey /e ) —logT — 5—.

- 20
=1

B.4 Privacy Accounting of ABLQg for Multiple Epochs

While the focus in this work was on the case of a single epoch of training (i.e.,, with a single pass over the
training dataset), the Monte Carlo sampling approach extends to the case of k epochs since the dz(e) :=
max{D.: (PF*||QE¥), Dec (QE¥||PF*)}. This can be estimated using Algorithm 11, which relies on the simple
observation that

k
Lpeorger (x(l), e x(k)) = Z LPHQ(l‘(i)) .
i=1

The technique of order statistics sampling can be extended to this case, by simply applying it independently to
sample an upper bound on L pHQ(a:(” )) for each j € [k]. Our technique of importance sampling is not directly
applicable though, and we leave it to future work to construct importance samplers for the multi-epoch case.

C Training Details

We use a neural network with five layers as the model, with around 85M parameters for the Criteo pCTR dataset
and 57M parameters for the Criteo Search Conversion Logs dataset. The first layer consists of feature transforms.
Categorical features are mapped into dense feature vectors using an embedding layer, with embedding dimension
of 48 each. For the Criteo Search dataset, we treat all features as categorical features, whereas for the Criteo
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pCTR dataset, we apply a log transform for the integer features. We concatenate all the features together, and
feed them into three fully connected layers with 598 hidden units each and a ReLU activation function. The last
layer is a fully connected layer that gives a scalar (logit) prediction.

We use the Adam optimizer with a base learning rate in {0.0001,0.0005,0.001, 0.005, 0.01}, which is scaled with
a cosine decay. We use batch sizes that are powers of 2 between 1024 and 262144, and we tune the norm bound
C € {1,5,10,15,30,50,100,500,1000}. We run the training using NVIDIA Tesla P100 GPUs, where each run
takes up to an hour on a single GPU.

Since our implementation of DP-SGD in JAX works with fixed batch sizes, for each set of parameters we pick
a maximum batch size B and truncate the batches to have size at most B, and batches with size smaller
than B are padded with dummy examples with zero weight. For Poisson subsampling and Balls-and-Bins sam-
pling, the batch sizes are (marginally) distributed as the binomial distribution Bin(n,b/n). Chua et al. (2024b,
Proposition 3.2, Theorem 3.3) showed that for a given expected batch size b, the total number of examples
n, the number of training steps 7, and a maximum batch size of B, ABLQp satisfies (¢,dp(¢) 4+ §')-DP for
8" = (14 ¢e)T - PrraBin(n,p/n)[r > B]. The same argument also applies in the case of Balls-and-Bins sampling.
In our experiments, we choose B such that this quantity is at most &’ < 1070 even at ¢ = 10, so the change
in the § values is negligible relative to the values of dp(¢) and dp(e) we consider. In particular, we use max-
imum batch sizes in {1328, 2469,4681, 9007, 17520, 34355, 67754, 134172,266475} for the Criteo pCTR dataset
and {1320, 2458, 4665, 8984, 17488, 34309, 67687, 134071,266317} for the Criteo Search dataset, corresponding to
the expected batch sizes of {1024,2048, 4096, 8192, 16384, 32768, 65536, 131072, 262144}.

For the privacy accounting in Figure 2, we use order statistics sampling with the following set of order indices:

e For Criteo pCTR dataset, there are a total of 37,000,000 examples in the training set.

> For expected batch size 1024, there are total of T' = 36133 steps. We use the order statistics of
(1,2,...,500,510,520,...,1000, 1100, 1200, . . ., 19900), which involves a total of 739 orders, which is about
2% of the number of steps.

> For expected batch size 8192, there are a total of T = 4517 steps. We use the order statistics of
(1,2,...,500,510,520,...,1000, 1050, 1100, . . .,2950), which involves a total of 589 orders, which is about
13% of the number of steps.

e For Criteo Sponsored Search Conversion Log dataset, there are a total of 12,796,151 examples in the training
set.

> For expected batch size 1024, there are total of T = 12497 steps. We use the order statistics of
(1,2,...,500,510, 520, ...,1000,1100, 1200, .. .,6900), which involves a total of 609 orders, which is about
4.8% of the number of steps.
> For expected batch size 8192, there are a total of T = 1563 steps. We use the order statistics of
(1,2,...,500,510,520,...,990), which involves a total of 589 orders, which is about 35% of the number of
steps.
For efficiency, instead of applying Monte Carlo estimation using independent samples for each e, we instead
generate 5 - 10® samples of upper bounds on Lp,| g, (%) (resp. Lgg|ps (%)) using the order statistics sam-
pling (Algorithm 6), and subsequently use them to estimate D.- (Pg||@g) (resp. D.-(Qg||Ps)). For this reason,
we do not use importance sampling here since that depends on each . The computation was performed in
parallel on a cluster of 60 CPU machines.

D Incomparability of Dominating Pairs for ABLQgs and ABLQp

We elaborate on Remark 3.5 showing that ABLQg and ABLQp have incomparable privacy guarantees.
Theorem D.1. For all o > 0 and T > 1, there exists 9,1 € R such that

(a) De=o (P5||@B) > Deso (Pp||Qp), and

(b) De=1 (P8[|QB) < Dess (Pp[|Qp).

We use the following lemma regarding KL divergence, defined for probability distributions P, @) over the space
Q as KL(P(|Q) := [y log 45 (w) - dP(w).
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Lemma D.2. Let P be a joint distribution over € := Q1 X +-- X Qp, and let Q = Q1 ® - -+ @ Qr be a product
distribution over . Then, for Pi,..., Pr being the marginal distributions of P over Q1,...,Qr respectively, it
holds that

KL(PJQ) > KL(P, & - @ Pr[[Q).

Moreover, equality holds if and only if P is a product distribution.

Fact D.3 (Post-processing inequality for KL-divergence). For distributions P, Q over §, and distributions A, B
over T', if there exists f : Q0 — T such that f(P) = A and f(Q) = B, then KL(P||Q) > KL(A||B).

Lemma D.4 (Converse to Lemma 2.3, follows from Blackwell et al. (1951); Dong et al. (2022)). For distributions
P, Q over (), and distributions A, B over T, if (P,Q) = (A, B) then there exists f : @ — T such that simultaneously

F(P)= A and £(Q) = B.

Proof of Theorem D.1. Part (a) follows from the observation that Q» = @ and Pp can be obtained as simply the
product of the marginal distributions of Pg. Thus, applying Lemma D.2, we get that KL(P3||@Qg) > KL(Pp|Qp),
with strict inequality because Pg is not a product distribution. Thus, by the contrapositive of Fact D.3, we
get that there does not exist a post-processing that simultaneously maps Pp to Pg and Qp to @p. Finally,
by Lemma 2.3, we conclude that (Pp,Qp) ¥ (Pg,®@p) or in other words, there exists an ¢g € R such that

Deeo (P5llQ8) > Deso (Pp||Qp)-
Part (b) follows immediately from Theorem 3.4. O

While Theorem 3.4 gives us that there exists an € > 0 such that dg(e) < dp(e) for all 0 > 0 and T > 1 (in fact,
this holds for sufficiently large ¢), interestingly Theorem D.1 does not imply that there exists € > 0 such that
op(e) > op(e), since dg(e) corresponds to max{De:(Pg||Qg), De: (@5l Pg)}. Whether there always exists such
an e > 0 for all o > 0 and T > 1 is left open for future investigation.
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