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Abstract—The vast majority of cybersecurity information is
unstructured text, including critical data within databases such
as CVE, NVD, CWE, CAPEC, and the MITRE ATT&CK
Framework. These databases are invaluable for analyzing at-
tack patterns and understanding attacker behaviors. Creating a
knowledge graph by integrating this information could unlock
significant insights. However, processing this large amount of
data requires advanced deep-learning techniques. A crucial step
towards building such a knowledge graph is developing a robust
mechanism for automating the extraction of answers to specific
questions from the unstructured text. Question Answering (QA)
systems play a pivotal role in this process by pinpointing
and extracting precise information, facilitating the mapping of
relationships between various data points. In the cybersecurity
context, QA systems encounter unique challenges due to the
need to interpret and answer questions based on a wide array
of domain-specific information. To tackle these challenges, it
is necessary to develop a cybersecurity-specific dataset and
train a machine learning model on it, aimed at enhancing the
understanding and retrieval of domain-specific information. This
paper presents a novel dataset and describes a machine learning
model trained on this dataset for the QA task. It also discusses the
model’s performance and key findings in a manner that maintains
a balance between formality and accessibility.

Index Terms—Cybersecurity, Question Answering, Dataset,
Machine Learning

I. INTRODUCTION

In recent years, there has been a significant proliferation
of information related to cybersecurity, driven by the rapid
replacement of older technologies with new innovations and
an increasing reliance on these technologies. This shift has
substantially expanded the attack surface, leading to a rise in
cyber incidents. High-profile attacks such as the WannaCry
ransomware, NotPetya, the Equifax data breach, and the
Log4j vulnerability represent only a fraction of the emerging
threats. Furthermore, the expansion of Internet of Things (IoT)
devices, enhanced cloud connectivity, and advancements in Al
and ML technologies have further enlarged this attack surface.

Cybersecurity professionals and organizations are intensify-
ing their efforts to collect and analyze data to enhance their
understanding of vulnerabilities and streamline the discovery
process. Security databases such as the NVD CVE, which
catalogs common vulnerabilities and exposures, the MITRE

ATT&CK Framework [/1]], which details attacker tactics and
techniques, and others like CWE and CAPEC, are invaluable
for gaining insights into both current and potential future
threats. However, these databases often contain unstructured
information, which poses a challenge for automated process-
ing—a crucial capability in cybersecurity, where time-sensitive
decisions are necessary as threats unfold.

To address this issue, developing question-answering mod-
els trained on cybersecurity database data could be immensely
beneficial. These models aim to automate the extraction of
critical information and insights, significantly aiding cyberse-
curity experts by saving time and enhancing the efficiency of
their response to cyber threats.

With the proliferation of AI/ML technologies, numerous
pre-trained models such as BERT, GPT-2, and TS5 have become
available. These models, trained on extensive, domain-agnostic
datasets like the Wikipedia corpus, are versatile enough to
be adapted for various downstream tasks including Named
Entity Recognition (NER), Sentiment Analysis, and Masked
Language Modeling. However, while these pre-trained mod-
els possess broad applicational potential, their effectiveness
diminishes in domain-specific scenarios due to their initial
training on general data.

In the context of cybersecurity, this limitation is pronounced
as these models lack exposure to sector-specific terminology
such as Ransomware, OAuth, API, and Keylogger. Moreover,
the challenge is compounded by homographs—words that,
while spelled the same in regular English, carry distinct
meanings within the cybersecurity domain, such as Honeypot,
Patch, Handshake, and Worm. Therefore, there is a critical
need to further train these models with domain-specific data
to enhance their utility and accuracy in cybersecurity applica-
tions.

This study introduces a novel QA CVE dataset specifically
designed for the training of pre-trained machine learning mod-
els using cybersecurity-focused data. The aim is to develop a
question-answering model capable of effectively responding to
queries based on descriptions of security vulnerabilities. The
key contributions of this study are summarized as follows:

« A novel annotated dataset tailored for training machine



learning models on data specific to the cybersecurity
domain.

o The development of a question-answering pipeline that
utilizes this dataset to extract information from unstruc-
tured security vulnerability descriptions.

The remainder of this paper is structured as follows: Section
IT presents a review of the literature relevant to this topci.
Section III delineates the background information necessary
for understanding the context of the study. Section IV elab-
orates on the methodology employed. Section V outlines
the experimental setup. Section VI describes the evaluation
metrics utilized in this research. Sections VII and VIII de-
tail the principal findings of the study. Section IX proposes
potential directions for future research within this project.
Finally, Section X summarizes the study, discussing its current
limitations and suggesting avenues for future inquiry.

II. RELATED WORK

[2] developed a cybersecurity corpus from open-source,
unstructured, and semi-structured Cyber Threat Intelligence
(CTI) data, which they employed to fine-tune a base BERT
model using Masked Language Modeling (MLM) to identify
specialized cybersecurity entities. However, the authors did
not extend their work to implement downstream tasks such
as named entity recognition or question answering using their
dataset.

Similar to the approach taken by [2], [3] developed a
domain-specific language model named SecureBERT, which
was trained on cybersecurity threat intelligence reports. This
training utilized automated labeling techniques facilitated by
semantic role labeling. However, the authors limited the
model’s availability to Masked Language Modeling capabil-
ities and did not extend its application to question-answering
(QA) downstream tasks.

[4]] conceptualized each cybersecurity vulnerability as an
event, representing it through a combination of attributes
including the cause, attacker, consequence, operation, location,
and version. They introduced a model named VE-Extractor,
designed to extract these event-based representations from
vulnerability descriptions. Initially, the authors applied Named
Entity Recognition (NER) techniques to label the data. How-
ever, this approach has inherent limitations, notably its inabil-
ity to represent nested relationships where label overlaps occur.
Additionally, the scope of their work was restricted by the use
of a limited set of labels.

[S] aggregated data from over 200,000 vulnerabilities
across a broad range of security databases, providing a valu-
able resource for various research areas such as risk analysis of
security flaw exploitation and vulnerability severity prediction.
Despite the impressive volume of data, the dataset has notable
limitations, including the absence of detailed vulnerability
characteristics and associated threat intelligence.

[6] employed Named Entity Recognition (NER) to fine-
tune a BERT model using CVE descriptions. The range of
labels used by the authors was limited, and notably, the model
exhibited particularly poor performance on the Root Cause

label, which is considered the most critical label in the labeling
task.

III. BACKGROUND INFORMATION
A. CVE

The Common Vulnerabilities and Exposures (CVE) system,
established in 1999, serves as a public database that catalogs
information security vulnerabilities. Each vulnerability listed
is assigned a unique CVE identifier, facilitating a standardized
method for security professionals, businesses, academics, and
other stakeholders to share data concerning cybersecurity
issues. The system supports organizations in their vulnerability
management efforts by integrating CVE identifiers with the
Common Vulnerability Scoring System (CVSS) scores to aid
in prioritization and planning.

Vulnerabilities refer to flaws within a system that, if ex-
ploited, allow cybercriminals to execute unauthorized actions,
such as running malicious code, accessing system memory,
or installing malware. These vulnerabilities might enable at-
tackers to alter, delete, or steal sensitive information. On the
other hand, Exposure is defined as an error that inadvertently
provides attackers access to a system or network, potentially
leading to significant consequences like data breaches or the
illicit sale of personally identifiable information (PII) on the
dark web.

The CVE initiative is coordinated by the National Cyberse-
curity FFRDC (Federally Funded Research and Development
Center), which is managed by the MITRE Corporation and
funded by the US government through the Department of
Homeland Security (DHS) and the Cybersecurity and Infras-
tructure Security Agency (CISA). As a publicly accessible
resource, CVE is available at no cost, supporting a wide array
of cybersecurity activities globally.

B. Pretrained Model, Transfer Learning and Fine Tuning

Pre-training in neural networks provides a foundational
advantage by leveraging previously gained insights to solve
new, but related, problems. This approach is widely beneficial,
including in areas such as cybersecurity.

For instance, imagine a machine learning model, “Sec-
Net”, specifically developed to identify phishing emails. Once
trained and optimized, SecNet’s parameters are stored. When
faced with a new challenge, like detecting malicious URLs,
instead of building a completely new model, we can apply
transfer learning techniques to adapt SecNet to this task. By
retraining it with a dataset of URLs, SecNet uses its prior
experience with phishing emails to learn and identify patterns
associated with malicious web activity.

In essence, a pre-trained model like SecNet serves as a
valuable starting point. Originally designed for large-scale
tasks such as email filtering, it can be repurposed using transfer
learning to extend its capabilities to new cybersecurity chal-
lenges, such as URL classification. This method not only saves
time and resources but also enhances the model’s effectiveness
by building on pre-existing knowledge.



IV. METHODOLOGY

A. Dataset

1) Procurement: The procurement of CVEs from the NVD
website was guided by specific criteria to ensure a diverse and
relevant dataset:

o Published within the last five years, spanning from 2020
to 2024

o Encompassed a variety of vendors and software applica-
tions

« Included different types of vulnerabilities and impacts

o Featured a broad spectrum of CVSS scores

o Descriptions varied in length

Following these parameters, we selected 200 CVEs from
each year between 2020 and 2024, culminating in a dataset
of 1000 CVEs. Out of this collection, 200 CVEs from the
years 2023 and 2024 were specifically utilized for annotation
and demonstration purposes. The following information was
collected for the shortlisted CVEs:

o« CVE-ID

o Description

o Published Date

o CVSS Version 3.x Score

2) Labels: In developing our data model, we established
a set of 16 comprehensive labels to ensure the training en-
compasses both breadth and depth. These labels are designed
to capture a wide array of attributes associated with each
vulnerability, as described below:

(i) Vendor: This label identifies the company that developed

the software, such as Microsoft, Apple, or Google.

(i) Software: This refers to the specific product or service

provided by the vendor, which may consist of multiple

components, such as MS Word or Google Home.

Software Version: This denotes the specific version of

the software where the vulnerability exists, examples

include versions “before 1.0, “after 3.1.2”, or “through
8.7-8.9”.

Operating System: This category includes operating

systems on which the software runs, such as Windows,

Linux, MacOS, Android, iOS, Unix, ChromeOS, and

Ubuntu.

Source: This specifies the exact location, function, or

component within the software environment that harbors

the vulnerability, such as an Authentication Module or

Image Parsing Library.

Trigger: This label describes the event or condition that

triggers the vulnerability, such as processing malformed

input.

(vii) Reason: This identifies the underlying cause of the
vulnerability, such as Improper Input Validation, Race
Conditions, or Memory Management Errors.

(viii) System State: This includes any preconditions necessary
for the attack to succeed, like a specific environment
variable setting.

(iii)

(iv)

)

(vi)

(ix) Consequences: This details the potential outcomes of the
vulnerability, which could include Data Leakage, Identity
Theft, Privilege Escalation, or Root Access.

(x) Vulnerability Type: This classifies the type of vulnera-
bility, such as SQL, XSS, or SSRF.

(xi) Attacker Action: This describes any action an attacker
must take to exploit the vulnerability, like crafting a
special packet or manipulating input data.

(xii) Network Access: This denotes whether Local or Remote
network access is required to exploit the vulnerability.
(xiii) Privilege: This label categorizes the authentication level
required to exploit the vulnerability, with possible values
including Unauthenticated, Authenticated, or Simple.
User Interaction: This indicates whether and what type
of user interaction is necessary for the exploit to succeed,
such as requiring the user to be logged in or to click on
something.
Exploit: This notes whether a public exploit is available
and may include details such as “Exploit available with
VulDB ID <XYZ>".
Patch: This identifies whether a patch is available for
the vulnerability, potentially including an identifier like
“Patch available with identifier <PQR>".
These labels are utilized to annotate our dataset of CVEs

systematically, ensuring detailed and structured vulnerability
analysis for our research.

(xiv)

(xv)

(xvi)
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Fig. 1. Annotation Example

3) Annotation: The annotation process was conducted by
a team of two expert annotators, who followed the previously
outlined guidelines. To facilitate a collaborative approach to
annotation, an open-source tool, [7]], was employed. The CVEs
were evenly distributed between the annotators, with each
responsible for annotating 200 CVEs out of a total of 400
assigned CVEs. An illustration of an example annotation is
provided in Figure

4) Labels to Question: The annotation process was initially
approached as a Named Entity Recognition (NER) task, where
annotators identified specific text regions within the vulnerabil-
ity descriptions and assigned them predefined labels. However,
for the purpose of training machine learning models, these la-
bels were transformed into a question-answering (QA) format.
This conversion involved framing each label as a question,
providing a context that encapsulates the vulnerability, and
defining an explicit answer extracted from the text.

Below is a list of the mappings from labels to corresponding
questions utilized in our dataset, facilitated through a code
block:



label_to_question = {
"Vendor": "Who is the
vendor involved?",
"Software": "What software
is vulnerable?",
"Software Version": "Which versions
of the software are affected?",
"Operating System": "Which operating
system is mentioned?",
"Source": "What is the source
component of the vulnerability?",
"Trigger": "What action or condition
triggers the vulnerability?",
"Reason": "Why does the vulnerability
exist?",
"System State":
allows for the
exploited?",
"Consequences": "What are the
potential consequences of the
vulnerability?",
"Vulnerability Type":
vulnerability classified?",
"Attacker Action": "What must an
attacker do to exploit
the vulnerability?",
"Network Access": "What type of
network access does an
attacker need?",
"Privilege": "What level of privilege
is required for the attack?",
"User Interaction": "Does the exploit
require user interaction?",
"Exploit": "Is there a public exploit
available for the vulnerability?",
"Patch": "Has a patch been issued
for the vulnerability?",

"What system state
vulnerability to be

"How is the

The transformation from NER to QA format addresses
the challenge of nested entities, where a single text region
may overlap across multiple labels, which NER cannot ac-
commodate. The QA approach allows for a more nuanced
representation of data, enabling more complex interactions to
be modeled effectively.

For illustrative purposes, an example of how the annotated
data appears in the QA format is provided below:

So, for the annotation example shown in |1} the following
would be how the training data look like:

"context’: ’The Popup Builder
WordPress plugin before 4.2.3
does not prevent simple visitors

from updating existing popups,
and injecting raw JavaScript
in them, which could lead to
Stored XSS attacks.’,
"question’: 'Which versions of the
software are affected?’,

"answer’ : {

"text’: "before 4.2.37,
"start’: 35,
"end’ : 47

This format not only provides a clear delineation of data
points but also facilitates a more effective training of machine
learning models for question-answering tasks within the cy-
bersecurity domain.

B. Model Selection Criteria

For the purpose of selecting suitable models to train on
our question-answering (QA) dataset, we established a set of
criteria to ensure optimal compatibility and performance:

o The model must be trained on a diverse dataset to enhance

its adaptability to varied inputs.

o The model should be specifically suitable for QA tasks,
indicating a proven capability in understanding and pro-
cessing natural language queries.

o Ideally, the model should have prior training on a QA-
specific dataset, providing foundational knowledge rele-
vant to our task.

o The model must be compatible with our existing GPU
setup, ensuring efficient utilization of computational re-
sources.

o There should be a balance between accuracy and resource
consumption, making the model practical for sustained
use.

Based on these criteria, we shortlisted the following models:

o BERT (Bidirectional Encoder Representations from
Transformers): A pioneering model in NLP, BERT’s
architecture allows it to understand the context of a word
based on all of its surroundings (left and right of the
word). The model’s deep bidirectional nature makes it
highly effective for QA tasks where context is crucial.
BERT was included due to its robust performance across
various NLP benchmarks, including QA. [§]]

o DistilBERT: This model is a distilled version of BERT
that retains most of the original model’s effectiveness but
with fewer parameters and faster training times. Distil-
BERT’s efficiency in handling large datasets with reduced
computational resources made it a suitable candidate for
our GPU constraints. [9]

« RoBERTa (Robustly Optimized BERT approach): An
optimized version of BERT, RoBERTa modifies key hy-



perparameters in BERT and removes the next-sentence
pretraining objective. Its enhancements lead to improved
performance on NLP tasks, which is advantageous for
complex QA scenarios in cybersecurity. [[10]

o XLNet: Utilizing a permutation-based training approach,
XLNet outperforms BERT on several NLP benchmarks
by learning bidirectional contexts better. This model falls
under the autoregressive category, where each token can
attend to all positions within a permutation. Its inclusion
was due to its advanced capabilities in understanding
context, crucial for interpreting cybersecurity texts. [[11]

o T5 (Text-to-Text Transfer Transformer): T5 converts
all NLP problems into a unified text-to-text format, which
simplifies the training process and enhances model versa-
tility. Its sequence-to-sequence framework is well-suited
for generating answers to questions based on the provided
context, a key requirement for QA in cybersecurity. [[12]

This selection covers a broad spectrum of model architec-
tures, ensuring that we can evaluate and compare different
types of models to determine which best suits our QA needs
in the cybersecurity domain.

V. EXPERIMENTAL SETUP

This section outlines the methodology employed for training
the models on our dataset, using the Huggingface Transform-
ers [[13] and PyTorch [14] libraries. The experiments were
conducted on a machine equipped with an NVIDIA GeForce
RTX 3070Ti GPU.

A. Data Preparation and Training

The dataset was partitioned into an 80-20 split, with 80%
used for training and the remaining 20% for validation pur-
poses. Tokenization of the text was performed in batches
to enhance processing speed, a crucial adjustment given the
lengthy nature of vulnerability descriptions. To accommodate
the models with maximum length constraints, such as BERT,
the maximum token length was set to 384. To avoid loss of
critical information due to truncation, overlapping chunks were
created using a stride of 128.

During tokenization, the start and end positions of the
answers were identified for segments containing the entire
answer; if the answer was not fully contained, these positions
were set to zero. This approach ensures that the models are
trained accurately on the relevant text segments.

B. Model Training Configuration

The models were trained using the following hyperparam-
eters:

o Learning Rate: 2 x 107°
« Epochs: 3
o Weight Decay: 0.01

To increase the efficiency of the training process, mixed
precision training was enabled. This technique reduces the
computational overhead, allowing for faster training times
without compromising the model’s performance.

C. Validation and Metrics

For performance evaluation, we used the evaluate library
to employ the squad metric, which is based on the SQuAD
[15] benchmark. This metric is pivotal for assessing the
effectiveness of QA models, focusing on exact matches and
F1 scores rather than loss, which provides a more relevant
measure of performance in QA tasks.

During validation, the model’s output logits were used to
determine the predicted start and end positions of the answers.
These were then compared with the ground truth positions
to calculate the exact match and F1 scores, thus providing a
quantitative measure of the model’s accuracy and ability to
generalize to unseen data.

VI. EVALUATION METRICS

In the domain of models trained on CVE (Common Vulner-
abilities and Exposures) descriptions for a question-answering
task, selecting the appropriate evaluation metrics is paramount
for accurately assessing their performance. These models
are tasked with extracting specific text spans from CVE
descriptions that answer posed questions, necessitating metrics
that measure the accuracy of these extractions effectively.
Therefore, we have opted for Exact Match (EM) and F1 Score
as our principal evaluation metrics, as they are well-suited to
gauge both the precision and the contextual accuracy of the
answers provided by the model.

A. Exact Match (EM)

Exact Match is a strict metric that evaluates whether the
predicted answer is identical to the correct answer listed in
the dataset. This metric does not allow for any variation in the
answer text; any deviation from the annotated answer results in
a score of zero, regardless of how close the predicted answer
might be to conveying the same meaning. For example, if
the question posed is “What protocol vulnerability does CVE-
2022-1234 relate to?” and the model’s response is “HTTP
protocol”, it would receive an EM score of 0 if the documented
correct answer is “Hypertext Transfer Protocol (HTTP)”.

EM is highly relevant to our task because it quantifies
the model’s capability to accurately identify and return the
exact text span corresponding to the answer within the CVE
descriptions. This metric is indispensable for understanding
how often the model exactly matches the defined answers in
our dataset.

B. FI Score

The F1 Score, more forgiving than EM, assesses the overlap
of words between the predicted and the correct answer, pro-
viding a measure of partial accuracy. This metric computes
the harmonic mean of precision (the proportion of words in
the predicted answer that are found in the correct answer) and
recall (the proportion of words in the correct answer that are
also in the predicted answer), thereby offering a balanced view
of the model’s performance.

The F1 Score is particularly significant for our evaluations
as it accounts for instances where the model captures the



essence of the answer but does not align exactly with the pre-
defined answer boundaries. It appreciates semantic closeness
in responses, which is crucial when answers may contain syn-
onyms, rephrased wording, or additional contextually pertinent
words. For example:

Question: What type of vulnerability
is described in CVE-2022-30527

Documented Correct Answer:
Cross—-site scripting (XSS)

Model’s Predicted Answer:
XSS vulnerability

In this example, an exact match would give a 0 score, but
the F1 score will be 0.5.

By incorporating both Exact Match and F1 Score into
our evaluation strategy, we can thoroughly assess the perfor-
mance of our model on the CVE description-based question-
answering task. EM provides an absolute measure of precision
in identifying specific answer spans, while the F1 Score
gives insights into the semantic and contextual accuracy of
the answers. This dual approach ensures that our evaluation
captures both the precision in text span retrieval and the quality
of content comprehension by the model, which are essential
for applications in cybersecurity.

VII. RESULTS

The dataset for the experiment consisted of 304 question-
context pairs. Following an 80-20 split, 243 pairs were allo-
cated for training, with the remaining pairs used for validation.

Model Exact Match F1
bert-base-uncased 1.64 12.35
bert-base-cased 1.64 12.71
xInet-base-cased 1.64 13.15
distilbert-base-cased-distilled-squad 39.34 65.42
deepset/roberta-base-squad2 65.57 80.24

After multiple experimental runs, the highest F1 score
achieved was 80.24, while the exact match score reached 65.57
using the “deepset/roberta-base-squad2” model.

VIII. RESULT ANALYSIS

Despite the constraints posed by a limited training dataset,
models that were fine-tuned on a question-answering dataset
akin to SQuAD demonstrated superior performance compared
to those that were not. This observation underscores the
importance of selecting models that have been specifically
fine-tuned on similar datasets for achieving optimal results.

The performance of the non fine-tuned models on the
validation dataset was unsatisfactory, attributable to several
identifiable factors:

o Insufficient Annotated Data: The primary limitation
was the size of the training dataset, which comprised

only 243 question-context pairs. This quantity proved
inadequate for training the model effectively on the
complex patterns of relationships between questions and
contexts derived from CVE descriptions. A larger dataset
with more annotated examples would likely enhance the
model’s ability to learn these patterns more comprehen-
sively, thereby improving its performance metrics, such as
the exact match and F1 scores, on the validation dataset.

o Custom Tokenizer: The performance issues may also
stem from inadequate tokenization due to the vocab-
ulary limitations of the pre-trained base model. The
base model’s vocabulary lacked sufficient cybersecurity-
specific terminologies, potentially leading to ineffective
tokenization. This deficiency could have negatively im-
pacted the model’s training and subsequent prediction
accuracy. Developing a tokenizer tailored to the cyber-
security domain, using the training dataset, might allow
for more accurate modeling of the data and improved
prediction outcomes.

IX. FUTURE WORK

To enhance the model’s performance, future efforts will
focus on expanding the annotated dataset. Additionally, to
accommodate the increased dataset size and accelerate the
training process, distributed training or multi-GPU setups
will be implemented. Moreover, to better capture the unique
terminology of the cybersecurity domain, a custom tokenizer
will be developed and trained on the annotated dataset. These
strategies are intended to refine the model’s understanding and
handling of cybersecurity-specific language, thereby improv-
ing its predictive accuracy and efficiency.

X. CONCLUSION

This study set out to enhance the automated processing
of cybersecurity information by leveraging machine learning
models trained on a novel question-answering (QA) dataset
derived from CVE descriptions. Our project has demonstrated
both the potential and the limitations inherent in applying
advanced NLP techniques to cybersecurity data, a domain rich
with complex and specialized information.

Our findings indicate that while pre-trained models like
BERT and its variants hold promise for this type of ap-
plication, the unique challenges posed by the cybersecurity
domain—such as the need for domain-specific vocabulary
and a deeper contextual understanding—require more tailored
approaches. The performance of our models on the CVE
dataset, particularly measured through metrics such as the
Exact Match and F1 Score, underscored the necessity for
extensive domain-specific training data. The low scores ob-
served in our experiments highlight the need for a larger and
more diverse dataset to effectively capture the nuances of
cybersecurity texts.

Moreover, the experience gathered from the annotation
process and subsequent model training and validation phases
suggests several paths forward. Developing a custom tokenizer
that can better handle the specialized terminology found in



CVE entries is likely to yield significant improvements in
model performance. Additionally, employing techniques such
as transfer learning and possibly training models from scratch
with a focus on cybersecurity texts could further enhance their
effectiveness.

Looking ahead, this work paves the way for a series of
incremental improvements in the automation of cybersecu-
rity information processing. Expanding the dataset, refining
the training process, and continuously updating the models
with new data as it becomes available are critical steps.
Furthermore, future research could explore the integration of
these QA models into broader cybersecurity systems, such
as automated threat detection platforms or real-time security
incident response frameworks, thereby contributing to more
robust and intelligent cybersecurity defenses.

In conclusion, the project has provided valuable insights
into the capabilities of current machine learning technologies
when applied to the cybersecurity domain and has laid the
groundwork for future advancements that could significantly
impact how cybersecurity data is processed and utilized.

REFERENCES

[1] B. E. Strom, A. Applebaum, D. P. Miller, K. C. Nickels, A. G.
Pennington, and C. B. Thomas, “Mitre att&ck: Design and philosophy,”
in Technical report. The MITRE Corporation, 2018.

P. Ranade, A. Piplai, A. Joshi, and T. Finin, “Cybert: Contextualized
embeddings for the cybersecurity domain,” in 2021 IEEE International
Conference on Big Data (Big Data), 2021, pp. 3334-3342.

[3] E. Aghaei, X. Niu, W. Shadid, and E. Al-Shaer, “Securebert: A domain-
specific language model for cybersecurity,” in Security and Privacy in
Communication Networks, F. Li, K. Liang, Z. Lin, and S. K. Katsikas,
Eds. Cham: Springer Nature Switzerland, 2023, pp. 39-56.

[4] Y. Wei, L. Bo, X. Sun, B. Li, T. Zhang, and C. Tao, “Automated event
extraction of cve descriptions,” Inf. Softw. Technol., vol. 158, no. C, jun
2023. [Online]. Available: https://doi.org/10.1016/.infsof.2023.107178

[5] F. R. P. da Ponte, E. B. Rodrigues, and C. L. C. Mattos, “Cvejoin:
An information security vulnerability and threat intelligence dataset,”
in Advanced Information Networking and Applications, L. Barolli, Ed.
Cham: Springer International Publishing, 2023, pp. 380-392.

[6] K. Sumoto, K. Kanakogi, H. Washizaki, N. Tsuda, N. Yoshioka,
Y. Fukazawa, and H. Kanuka, “Automatic labeling of the elements of
a vulnerability report cve with nlp,” in 2022 IEEE 23rd International
Conference on Information Reuse and Integration for Data Science (IRI),
2022, pp. 164-165.

[71 M. Tkachenko, M. Malyuk, A. Holmanyuk, and N. Liubimov, “Label
Studio: Data labeling software,” 2020-2022, open source software
available from https://github.com/heartexlabs/label-studio. [Online].
Available: https://github.com/heartexlabs/label-studio

[8] J. Devlin, M.-W. Chang, K. Lee, and K. Toutanova, “BERT: Pre-
training of deep bidirectional transformers for language understanding,”
in Proceedings of the 2019 Conference of the North American
Chapter of the Association for Computational Linguistics: Human
Language Technologies, Volume 1 (Long and Short Papers), J. Burstein,
C. Doran, and T. Solorio, Eds. Minneapolis, Minnesota: Association
for Computational Linguistics, Jun. 2019, pp. 4171-4186. [Online].
Available: https://aclanthology.org/N19-1423

[9] V. Sanh, L. Debut, J. Chaumond, and T. Wolf, “Distilbert, a distilled
version of BERT: smaller, faster, cheaper and lighter,” CoRR, vol.
abs/1910.01108, 2019. [Online]. Available: http://arxiv.org/abs/1910.
01108

[10] Y. Liu, M. Ott, N. Goyal, J. Du, M. Joshi, D. Chen, O. Levy,
M. Lewis, L. Zettlemoyer, and V. Stoyanov, “Roberta: A robustly
optimized BERT pretraining approach,” CoRR, vol. abs/1907.11692,
2019. [Online]. Available: http://arxiv.org/abs/1907.11692

[11] Z. Yang, Z. Dai, Y. Yang, J. Carbonell, R. Salakhutdinov, and Q. V. Le,
XLNet: generalized autoregressive pretraining for language understand-
ing. Red Hook, NY, USA: Curran Associates Inc., 2019.

[2

—

[12] C. Raffel, N. Shazeer, A. Roberts, K. Lee, S. Narang, M. Matena,
Y. Zhou, W. Li, and P. J. Liu, “Exploring the limits of transfer learning
with a unified text-to-text transformer,” CoRR, vol. abs/1910.10683,
2019. [Online]. Available: http://arxiv.org/abs/1910.10683

[13] T. Wolf, L. Debut, V. Sanh, J. Chaumond, C. Delangue, A. Moi,
P. Cistac, T. Rault, R. Louf, M. Funtowicz, J. Davison, S. Shleifer,
P. von Platen, C. Ma, Y. Jernite, J. Plu, C. Xu, T. Le Scao,
S. Gugger, M. Drame, Q. Lhoest, and A. Rush, “Transformers: State-
of-the-art natural language processing,” in Proceedings of the 2020
Conference on Empirical Methods in Natural Language Processing:
System Demonstrations, Q. Liu and D. Schlangen, Eds. Online:
Association for Computational Linguistics, Oct. 2020, pp. 38-45.
[Online]. Available: https://aclanthology.org/2020.emnlp-demos.6

[14] A. Paszke, S. Gross, F. Massa, A. Lerer, J. Bradbury, G. Chanan,
T. Killeen, Z. Lin, N. Gimelshein, L. Antiga, A. Desmaison, A. Kopf,
E. Yang, Z. DeVito, M. Raison, A. Tejani, S. Chilamkurthy, B. Steiner,
L. Fang, J. Bai, and S. Chintala, PyTorch: an imperative style, high-
performance deep learning library. Red Hook, NY, USA: Curran
Associates Inc., 2019.

[15] P. Rajpurkar, J. Zhang, K. Lopyrev, and P. Liang, “SQuAD: 100,000+
questions for machine comprehension of text,” in Proceedings of
the 2016 Conference on Empirical Methods in Natural Language
Processing, J. Su, K. Duh, and X. Carreras, Eds. Austin, Texas:
Association for Computational Linguistics, Nov. 2016, pp. 2383-2392.
[Online]. Available: https://aclanthology.org/D16-1264


https://doi.org/10.1016/j.infsof.2023.107178
https://github.com/heartexlabs/label-studio
https://aclanthology.org/N19-1423
http://arxiv.org/abs/1910.01108
http://arxiv.org/abs/1910.01108
http://arxiv.org/abs/1907.11692
http://arxiv.org/abs/1910.10683
https://aclanthology.org/2020.emnlp-demos.6
https://aclanthology.org/D16-1264

	Introduction
	Related Work
	Background Information
	CVE
	Pretrained Model, Transfer Learning and Fine Tuning

	Methodology
	Dataset
	Procurement
	Labels
	Annotation
	Labels to Question

	Model Selection Criteria

	Experimental Setup
	Data Preparation and Training
	Model Training Configuration
	Validation and Metrics

	Evaluation Metrics
	Exact Match (EM)
	F1 Score

	Results
	Result Analysis
	Future Work
	Conclusion
	References

