Resilient Cloud cluster with DevSecOps security model, automates a data
analysis, vulnerability search and risk calculation

Abed Saif Ahmed Alghawli " and Tamara Radivilova 2

! Department of Computer Science, College of Sciences and Humanities, Prince Sattam Bin Abdulaziz University,
Aflaj, Kingdom of Saudi Arabia; a.alghauly@psau.edu.sa

2 Department of Infocommunication Engineering, Kharkiv National University of Radio Electronics, Kharkiv,
Ukraine; tamara.radivilova@nure.ua

* Correspondence: Abed Saif Ahmed Alghawli, a.alghauly@psau.edu.sa

Abstract

Automated, secure software development is an important task of digitalization, which is solved with the
DevSecOps approach. An important part of the DevSecOps approach is continuous risk assessment, which
is necessary to identify and evaluate risk factors. Combining the development cycle with continuous risk
assessment creates synergies in software development and operation and minimizes vulnerabilities. The ar-
ticle presents the main methods of deploying web applications, ways to increase the level of information
security at all stages of product development, compares different types of infrastructures and cloud compu-
ting providers, and analyzes modern tools used to automate processes. The cloud cluster was deployed using
Terraform and the Jenkins pipeline, which is written in the Groovy programming language, which checks
program code for vulnerabilities and allows you to fix violations at the earliest stages of developing secure
web applications. The developed cluster implements the proposed algorithm for automated risk assessment
based on the calculation (modeling) of threats and vulnerabilities of cloud infrastructure, which operates in
real time, periodically collecting all information and adjusting the system in accordance with the risk and
applied controls. The algorithm for calculating risk and losses is based on statistical data and the concept of
the FAIR information risk assessment methodology. The risk value obtained using the proposed method is
quantitative, which allows more efficient forecasting of information security costs in software development.
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1. Introduction

Modern information technologies are developing at an ever-increasing rate and are present in almost every
sphere of life. Cloud computing has now become the most advanced technology in the world, and two chal-
lenges are in the spotlight: how to optimize cloud computing resources and how to ensure information security
when using cloud technologies if risks are to be effectively minimized [1]. Companies not only store their data
in the clouds, but also use cloud technologies to develop and run software, web applications, etc. Software
development usually uses cloud environments and virtualization in them [2] to accelerate development, but
the pressure of deadlines often leads to neglect of information security important aspects. In this environment,
it is difficult for development teams to constantly review and consistently secure their software code at all
stages of development and operation, as demonstrated by the continuous increase the number of vulnerabilities
that the non-profit MITRE Corporation publishes annually in its CVE (Common Vulnerabilities and Expo-
sures) list. Regular security patches, even by well-known software vendors, are an indicator of the titanic work
done to eliminate vulnerabilities, not to mention detecting them before they appear on the market. Thus, there
is a contradiction between the requirements for software development and the requirements for program code
security. This contradiction is being resolved by adherence to modern software development methods, as well
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as compliance with DevSecOps approaches, considering the risks of vulnerability exploitation and the intro-
duction of cloud technologies into the activities of organizations [3, 4].

There are approaches to the automated calculation of vulnerabilities and risks of organizations when using
cloud technologies, but there is no data on their implementation in cloud systems during software develop-
ment. There are also difficulties in automating and quantitative risks [5, 6], as well as problems of lack of time
for testing, implementing, and updating software [7, 8]. Existing approaches allow for separate automation of
secure software development, separate calculation of vulnerabilities in program code, and separate calculation
of risks to the organization's functioning. However, unlike existing approaches, solving the three tasks together
makes it possible to automatically calculate a more accurate value of the risks of an organization's functioning
and identify more software and organization vulnerabilities.

Based on the above, there is a need to develop methods that will ensure the reliability of the organization's
cyber infrastructure, web application security, quality of service, and vulnerability detection at all stages of
product development [9-13], and which should take into account the quantitative risk assessment and vulner-
abilities of the organization's activities and the use of cloud technologies. Our proposed approaches make it
possible to complexly resolve the above contradiction of automated fast, reliable, and secure software devel-
opment with the ability to automatically detect vulnerabilities and quantitative risks in the program code and
the organization's functioning.

The objective of this paper is to build a cloud cluster with automated calculation of vulnerabilities and
quantitative risk assessment in secure software development. To realize this goal, the authors have solved the
following tasks:

o toreview existing scientific works to solve the objective (Section 2);

e methods for creating a secure infrastructure in the cloud environment are analyzed (Section 3);

« an algorithm for automated quantitative risk assessment based on the calculation (modeling) of threats
and vulnerabilities in the organization and cloud infrastructure is proposed. Moreover, threat modeling
for security risks focuses on all stages of the software development life cycle (Section 4);

« to calculate risks, an approach based on the modernized methodology of factor analysis of information
risks (FAIR) is proposed, which provides a quantitative value of risk (Section 4);

o the method of analysis of hierarchies by Thomas Saaty is proposed to find the most relevant cloud pro-
vider for the organization, mathematical calculations, analysis, and results of choosing AWS provider as
the basis for building a cloud cluster are presented (Section 5.1);

e inthe process of building a cloud cluster, the authors have developed and provided recommendations for
creating a fault-tolerant and secure infrastructure in the AWS cloud provider, as well as methods for
improving information security when deploying and implementing web applications (Section 5.2);

e summarizing the proposed methods and solved problems (Section 6).

Achieving the goal and solving the tasks will allow companies to implement a cloud-based cluster for
automated development of secure software throughout the entire life cycle, taking into account vulnerabilities
and quantitative risk assessment of the company. This will help to increase the reliability and security of the
organization's cyber infrastructure, and software security, improve the quality of service, and detect vulnera-
bilities at all stages of product development and organization functioning.

2. Related Research
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To ensure secure software development, it is necessary to use the DevSecOps approach, but its imple-
mentation increases the time required to develop a product and put it into production. The necessity of using
the DevSecOps approach and its advantages and disadvantages are analyzed in the following papers. After
analyzing research, specifications, and various case studies, the authors of [14] listed a set of factors related
to the key categories of DevSecOps and the difficulties of its implementation. Based on a questionnaire survey,
the authors identified the following factors that are of greatest concern and impede the successful implemen-
tation of DevSecOps: lack of secure coding standards, lack of automated security testing tools in DevOps,
lack of knowledge of static security testing, and failure to communicate the security standard to the DevOps
team. The authors of [15] note that companies that have implemented DevSecOps focus on automation, secu-
rity, and vulnerabilities when using the tools. However, there is a lack of tools for continuous assessment of
vulnerabilities and security risks. To address these issues of developer training and continuous automated
assessment of security vulnerabilities and risks, the authors of [16] developed a scalable automated platform
for cybersecurity training in the clouds. The authors proposed a methodology for automating the modeling of
malicious cyberattacks integrated into Ansible and based on the DevSecOps strategy and the principles of
infrastructure as code (IaC). However, its implementation is hampered by the lack of time for developers to
learn and the absence of constant vulnerability updates and risk calculations. In addition, these approaches do
not address software development issues. In article [17], the authors investigated the DevSecOps approach in
terms of software and application development, operation, and security. A background analysis and a survey
of experts were conducted to understand DevSecOps, practices, and existing problems associated with the
implementation of DevSecOps in software development. As a result of the analysis, three security risks and
three aspects of DevSecOps were identified: people, processes, and technology selection. These studies point
to the need to address the issue of processes and technology selection through automation using the
DevSecOps approach, especially when developing software using cloud technologies. These issues were
partially resolved by the authors of [18], who developed a self-service approach to cybersecurity monitoring
during software deployment and testing. The practical implementation of the proposed approach was
developed on a specific example of setting up a cybersecurity monitoring infrastructure using virtualization
and containerization technologies. However, this study does not include a risk and vulnerability calculation.

The author of [19] proposes an approach to risk management throughout the entire life cycle of critical
infrastructure systems development using DevSecOps technology. At the same time, the risk assessment is
qualitative rather than quantitative, based on expert opinions and, accordingly, not automated. In [20], the
authors implemented the DevSecOps approach to automate work in the organization and manage risks to
enhance security, including people and technology. At the same time, the organization implemented quality
control, version control, testing, and release of security-based software products. However, the risks were
expert, taken from the company's database, and were constants, meaning that continuous risk and vulnerability
assessment could not be performed. In [21], the authors conducted a benchmarking analysis to identify risk
factors and the most influential functions in cloud computing. The authors used machine learning algorithms
to analyze threats, and an expert survey was conducted to confirm the results. The results of the analysis
showed that security risks are the most influential when using cloud computing. During the background
analysis, the authors of [22] found that information security risks are the most significant and frequent. The
most significant risk factors are data leakage, multi-user mode, choosing the right provider. The authors also
described environmental, technological, and organizational factors of information security risks. The authors
of the patent [23] propose a method for assessing risks for an enterprise using cloud services from one or more
cloud service providers. This method includes generating risk assessments for the enterprise based on the
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provider's risk assessments, behavior and structure of cloud services used by the enterprise. However, in these
studies, the risk assessment process is not quantitative and not automated.

In [24], the authors analyze risk assessment models and compare their strengths and weaknesses. Based
on the analysis, the authors propose their own risk assessment model that adequately takes into account all the
characteristics of cloud computing that were not taken into account in existing models. However, the risk
assessment is expert and not automated, and the authors do not take into account system vulnerabilities and
software development risks. The authors of [25] propose a hierarchical risk assessment model that they have
implemented on a cloud platform and which allows the platform to independently assess its security status.
The authors also evaluate the usability of the proposed model by simulating distributed denial-of-service and
error injection attacks. The calculation is quantitative and automated, but also based on expert judgment and
does not take into account software development risks. To take into account the vulnerabilities and risks of
software development in cloud systems, approaches based on the use of risk management methodologies are
used. In [26], the authors analyzed the most common risk management methodologies and their evaluation in
terms of ease of use, adaptability, and inclusion in cloud systems. The authors found that the best models for
cloud hosting are OCTAVE Allegro, COBIT 5, and CORAS. When assessing risks, these models include
cloud infrastructure and ensure the confidentiality, availability and integrity of information assets. T. Wail in
his work [27] described approaches to the risks of deploying Saas, laaS and PaaS software in the cloud using
the 1SO 27001 standard. The author showed that this standard is only 10% of the Cloud Security Alliance's
cloud governance matrix and gave examples of how this standard can be used to implement risk assessment
for cloud computing platforms. The author also presented the three main risks in the cloud: IT failures, cus-
tomer data protection, and regulatory compliance. But these works do not include the risks and vulnerabilities
of software development.

The authors of [28] analyze the impact of network failures on cloud applications using the Factor Analysis
of Information Risk (FAIR) model (discussed in [29-31]) and server failure data from the Panopta monitoring
service. Using the Monte Carlo method, the authors quantify the risk of network failures using a geographic
analysis, i.e., different server service providers in various regions. The authors also propose strategies to re-
duce the associated risks when implementing cloud technologies in enterprises. However, this approach is not
automated and does not take into account system vulnerabilities in software development.

Thus, based on the analysis of existing studies, we can see that there are approaches to calculating risk in
cloud systems, calculating risk in software development, but they are either not automated, or not quantitative,
or do not take into account the vulnerabilities of using cloud technologies in software development, or are
used only for one cloud provider. Thus, there is a need to develop an approach to automatically calculate the
risks and vulnerabilities of using cloud systems in the development of secure software. Also, as noted in [22],
itis necessary to develop an approach to choosing a cloud provider. Therefore, in our work, we have developed
an approach to selecting a cloud provider, developed a cloud cluster with a DevSecOps approach for devel-
oping secure software with an automated calculation of the quantitative value of risks and vulnerabilities.

3. Analysis of DevOps and DevSecOps approaches

Consider the approaches of using DevOps and DevSecOps in terms of their impact on risks and vulnera-
bilities in the Software Development Life Cycle. Analyzing DevOps approaches to software development, we
can say that at its core DevOps is a philosophy and practice focused on agility, collaboration, and automation
in IT processes and a development team [32].
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Automation (and the tools that support it) allows developers to adopt agile practices such as continuous
integration, delivery, and deployment [33, 34]. This process allows for collaboration across the entire devel-
opment pipeline, from the concept and development to deployment and testing [35-39].

If applied correctly, a DevOps culture in a project will reduce the time for web application delivery,
testing, and deployment. Due to this, the company saves financial resources, all processes are automated.
However, in most cases, managers and developers neglect the security issues of web applications and infra-
structure and do not include tests in their testing processes that focus on analyzing the information security of
an IT product [40, 41]. This increases the security risks of software development, infrastructure, and the impact
of vulnerabilities.

In the case of DevSecOps, it is an attempt to automate the main security tasks by introducing control over
these processes at an early stage of DevOps. This approach is significantly different from what was used
before DevSecOps - security control was the final process and was carried out at the end of development [42].
The DevSecOps methodology should be implemented at the very beginning of software development, just
like the DevOps methodology. Taking into account the basis of the methodology - DevOps, the general ap-
proach to development concerning the DevSecOps methods can be displayed as shown in Figure 1 [43].

DevSecOps helps to ensure security, with the ability to automatically detect vulnerabilities and comply
with security rules throughout the process [43-45]. Implementation of DevSecOps helps to reduce the three
security risks and three aspects of DevSecOps: people, processes, and technology selection due to the follow-
ing properties:

e Reducing the number of vulnerabilities, malicious code, and other security issues in software under de-
velopment without slowing down code production and production.

e Reducing the potential impact of vulnerability exploitation throughout the software lifecycle by taking
advantage of modern and innovative technologies.

e Eliminating vulnerabilities and preventing their recurrence, for example, by implementing modern testing
technologies, improving code development practices, and working with cloud services.

e Reducing conflict between people so that developers, security professionals, and operations staff can find
common ground to maintain the speed and agility needed to support the organization's mission.

Detect

- —
- — e === — -

Preproduction

___________________________________________

Figure 1. Main Stages of the DevSecOps Methodology

The benefits of DevSecOps are easy to highlight - process automation from the very beginning reduces
the likelihood of mismanagement and errors that often lead to downtime or open up space for attacks [5, 46-
48], which will increase the risks of the organization.

Based on the analysis of all the most popular software development methodologies, the paper will present
the main methods of infrastructure deployment, their comparison, and ways of automation for decrease the
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risks of organization and number of vulnerabilities. Analyzing these methods is extremely important in terms
of information security because the proper configuration of the infrastructure and tools that automate certain
processes will allow to have a secure infrastructure and fault-tolerant solutions at the very beginning of soft-
ware development.

4. Development of a risk management solution with automatic assignment of risk values for new vulnera-
bilities or incorrect configurations based on their description
The main parameters when evaluating security risks are data confidentiality, integrity, and availability
(CIA). The risk value is determined based on the probability of events threatening these three areas, and their
impact. Based on the calculated risk values measures to reduce it should be developed according to the com-
pany’s security policy. Modeling threats for security risks is focused on all stages of the software development
lifecycle including requirements collection, design, development, and testing [54]. Risks and vulnerabilities
that interfere with the operation of software systems are used as a basis for assessing security risks. Let us
consider an algorithm for the automated calculation of security risks:

1. Creating a database of system components, software, and processes. For example, network components,
software components, etc.

Creating a database for tracking events in the system to be used in the automated impact analysis.

Analysis of threats and vulnerabilities impact based on CIA. To begin with, this impact analysis may be
based on expert assessment. The impact analysis of threats and vulnerabilities should include confidenti-
ality, integrity, and availability. International cybersecurity standards show that this approach to impact
assessment provides a comprehensive view of security threats and their impact.

4. Modeling possible threats and vulnerabilities that can influence CIA according to components categories.
This means creating a list of threats and vulnerabilities that can be selected from the field-specific
knowledge or based on the organization's experience, i.e. a process recording of all threats and vulnera-
bilities of the system, software, processes and system components that led to the realization of threats.
Information about threats to software development and operation processes is based on a list of software
and hardware vulnerability types from the field databases and data collected during software development
and use.

5. Calculating the impact value when a threat is realized based on CIA. This requires comparing experience
and events from the organizational database. The impact values of the CIA threat are determined by the
company based on their impact on the consumer, which will allow us to get the total significance of the
impact.

6. Calculating the probability of threats and vulnerabilities. The probability of emerging can be assessed
qualitatively or quantitatively. To calculate the probability of vulnerabilities, it is necessary to systemati-
cally record all events related to CIA.

7. Calculating the risk of threats and vulnerabilities. Based on the types of threats, vulnerabilities and risk,
field-specific knowledge bases can be used to provide information on CIA controls.

8. Implementation of controls over information security, threats and vulnerabilities. After implementing the
controls, it is possible to list the remaining risks and update the controls.

In other words, the system operates in a real time mode, periodically collecting all information and ad-
justing the system by the risk value and applied controls. If any changes are made to the system structure,
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components or processes, the algorithm is run again. Figure 2 shows an algorithm for automated risk assess-
ment based on the calculation (modeling) of threats and vulnerabilities.
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Figure 2. An algorithm for automated risk assessment based on the calculation (modeling) of threats and vul-

nerabilities

This algorithm can be used in any information security management system of the company, as well as
in cloud-based systems for software creation and operation.
Any method of calculating risks can be used in this algorithm. As mentioned above, risk values can be
qualitative or quantitative [30, 55]. In this paper, we propose an approach based on the modernized FAIR
methodology, and the calculated risk value is quantitative [29, 31, 56].
The conventional FAIR methodology is based on the analysis of the frequency of an incident and likely
losses from its occurrence [56]. In general, the methodology is divided into four stages: identification of as-
sessment objects, assessment of the frequency of threats, assessment of the probability of potential damage

and obtaining and form

alizing the risk.

Let us describe each of the stages in more detail.
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1. The stage of identification of assessment objects: assets and threats that can be applied to a specific in-
formation system are assessed.

2. The stage of assessing the frequency of threats: the methodology is based on a matrix approach, and the
frequency is expressed as very high, high, medium, low or very low. Values that correspond to these
levels are determined by companies themselves.

3. Calculation of the amount of losses: the methodology uses a scale for converting quantitative values into
qualitative ones.

3.1 To assess the worst-case scenario:

e Determine the impact of the threat that is likely to result from the worst-case scenario;
e Estimate the amount of each type of loss associated with the threat;
e Total the amount of all types of losses.

3.2 To estimate the likely amount of losses.

4. Formalizing risks on the basis of company’s data.

As a result, the calculation of the risk value is reduced to a matrix, where the desired value will be at the
intersection of the frequency of events leading to losses and the maximum value of losses of the selected
threat.

Thus, the FAIR methodology is a clear and detailed risk assessment process, but its result is not conven-
ient, since the range of risk values can be quite large (the risk value can differ by an order), and companies
need quantitative risk values. That is, it is necessary to make a transition from a qualitative assessment of
information risks (according to the FAIR methodology) to a quantitative assessment.

This transition involves the following steps:

1. Selecting an asset for which the risk assessment will be performed, e.g. a file containing confidential
information located on a computer.
2. Determining:

e Possible events that lead to a CIA breach, separately for confidentiality, integrity and availability.

e The impact of threats and vulnerabilities based on CIA.

3. Calculating the probability of threats and vulnerabilities and calculating the impact value when a threat
occurs.

To do this, we assume that events that may lead to a breach of confidentiality, integrity or availability of
information are independent, i.e. the occurrence of one of these events does not affect the occurrence of an-
other. The realization of any of these events leads to the loss of confidentiality, integrity or availability of
information with probability P. Basing on the theorem that the probability of occurrence of at least one of the
events, independent in aggregate, is equal to the difference between one and the product of the probabilities
of opposite events, we obtain the expression:

P=1-TI~,(1-P(4)) 1)

where P(Ai) is the probability of the i-th event; n is the number of events that may lead to a CIA violation.

At the same time, the realization of events Ai depends on a number of hypotheses (factors) that are inde-
pendent of each other within the same event. Let us denote the probabilities of hypotheses realization by
P(Hij). They are also independent of each other within the same event.

Let P(AiHij) be conditionally the probability of the occurrence of event Ai under the j-th hypothesis.
Basing on the formula for the total probability and the formula for adding probabilities, we obtain the expres-
sion:
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n m

P(Al) :Zizlzjzlp(Hij)P(Ai |Hij)’ (2)

where i is the current event number,

J is the current hypothesis number,

n is the number of relevant events,

m is the number of hypotheses.

Thus, using formulas (1) and (2), we obtain values of the probabilities for confidentiality, integrity and
availability breaches separately.

At the same time, the loss value can be calculated using the formula:

R=Yi4R &, (3)

where P1i is the probability of CIA breach,

Ei is the amount of losses resulting from these events.

Thus, the paper presents an approach to calculating losses based on statistical data.

As an example, we calculated the value of risk that a company may have in case of an information avail-
ability breach. As an asset, program code with availability vulnerability was considered. Program code errors
were considered as actions that could violate users' CIA and harm the company.

Following the FAIR methodology, risk is calculated as a product of a probable frequency of insured cases
and a probable amount of possible losses.

As noted above, risk in terms of an asset is the sum of the products of the probabilities of information
confidentiality, integrity, and availability breach by the amount of probable loss from the occurrence of these
events.

Thus, the risk value obtained using the proposed method fell within the range of the probable value of
losses determined by the standard approach. But, unlike the qualitative assessment of the FAIR methodology,
the obtained risk value is quantitative, which allows for more effective forecasting of information security
costs.

It should be noted that when calculating according to the developed methodology, it is necessary to take
a responsible approach to the process of identifying threats and their causes, and to take into account the
company's and analytical agencies' statistical data. If necessary, it is recommended to use expert services.

5. Results
5.1 Finding the most relevant cloud provider using DevSecOps approaches

When it comes to choosing a cloud provider for deploying web applications in a cloud environment,
executives face a difficult task. The analysis has shown that when using the DevSecOps approaches when it
comes to decision-making methods, the most relevant method is a hierarchy analysis method developed by
Thomas Saaty [49]. This method helps company executives who make decisions about choosing a cloud en-
vironment to find the most relevant solution that best suits their understanding of the issue.

Mathematical calculations, analysis, and results of deciding upon the most relevant cloud provider using
Th. Saaty's method is presented in this section of the paper.

The general idea of Thomas Saaty’s method of hierarchy analysis is to decompose the choice problem
into simpler components and process a decision maker’s judgments [49]. As a result, the relative importance
of the studied alternatives is determined by all the criteria in the hierarchy.

Suppose a company wants to develop and implement a custom web application that will be hosted in the
cloud. The company's executives want to have:
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e A fault-tolerant cluster and high availability of the application to ensure the availability of information;
o Encryption of traffic between servers and DBMS, as well as between a user and server to ensure integrity;
e Encryption of the logical disk on a server, databases, and relevant tables to ensure confidentiality;

« Financial relevance, i.e. traffic and hosting prices feasibility in the cloud environment;

e The ability to introduce additional services to improve the level of information security in a cloud;

e A wide range of regions to reduce package delivery time;

e The ability to quickly and efficiently launch a new similar infrastructure for different teams, environ-
ments, tests, etc.

Taking into account these customer’s preferences, let's look at 5 main criteria for choosing a cloud envi-
ronment.
Traffic costs (incoming and outgoing traffic).
A number of available regions for application hosting.
Cluster costs.
A number of services that help to increase the level of software security.
The speed of new infrastructure deployment.

o s wnNE

To select the most suitable cloud provider for these criteria, it is recommended to use Th. Saaty's hierarchy
analysis method. Next, the paper will present calculations for the three most popular cloud providers: Amazon
Web Services, Microsoft Azure and Google Cloud Provider.

Supposing a company is not interested in using Kubernetes orchestration as it considers this product to
be expensive and difficult to set up and use. The use of Kubernetes should be a well-balanced decision.

So, let a client’s future cluster be characterized by the following components:

e Two servers with 2 virtual processors (vCPU) and 4 GB of RAM;

e One database server with 2 virtual processors (vcpu) and 2 GB of RAM,;

e One load balancer that will accept requests and redirect them to servers located logically behind it;

e Region - Germany, as it is the closest region to Ukraine and it refers to all three options under study.

The deployment time for a new infrastructure can be considered the operation time of the software
that uses the Infrastructure as Code (l1aC) approach - Terraform v.0.12. This is an open source software
tool created by HashiCorp. This component is independent of a cloud provider, so it is suitable for quick
and efficient creation of a new cluster by all popular cloud providers.

For ten consecutive days, experiments were conducted on scaling up the infrastructure with Terraform
software for the three analyzed cloud providers in the Germany region [50]. The infrastructure consisted of
the cluster components defined above.

It turned out that the average deployment time of a cloud infrastructure is equal 6.3 minutes for AWS; 6.5
minutes for Azure; 7 minutes for GCP.

Using the open source data, we analyzed cluster and traffic costs, as well as a number of publicly available
regions and a number of services that increase the level of application security.

Considering that the desired web application is new and still unpopular, we analyzed traffic costs from
the first packages up to 10 TB. All the cloud providers analyzed in this section offer lower rates after 10 TB.
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The number of regions is given for the 2023 year. Since cloud providers are developing at a tremendous
speed, the number of regions is sure to grow over time.
So, all the data concerning the customer’s main criteria is shown in Table 1.

Table 1. Data on the main analysis criteria

Criteria AWS Azure GCP
Traffic costs (per GB) 0.085 0.0875 0.11
Number of regions 25 60 24
Cluster costs (per month) $350.37 $513.89  $365.21
Number of security services 33 30 26
Deployment time (min) 6.3 6.5 7

To decide upon the most relevant cloud provider for a companys, it is recommended to use Thomas Saaty’s
method.

The first step in solving the problem is to build a matrix of pairwise comparisons, which is done on a
qualitative scale and then converted into points:
e All the same, don’t care = 1;
e Slightly better (worse) = 3 (1/3);
e Better (worse) =5 (1/5);
e  Much better (worse) =7 (1/7);
e Significantly better (worse) =9 (1/9).

For intermediate opinions, intermediate scores are used accordingly: 2, 4, 6, 8.
The matrix is formed in accordance with the following ratios:

aji =1/ajj,
{ 1) il (&)
dji =1.

Next, you need to compare alternatives by criteria.
After building the matrices of comparisons of alternatives, it is necessary to use the method of matrix
analysis [51].
For this purpose, first we find the sum of the elements of each column using the formula:
Sj:a1j+a2j+...+anj. (5)
Let’s normalize the resulting matrix by dividing all the elements of the matrix by the sum of the elements
of the corresponding column using the formula:

Aij =< (6)
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Then we find the average value for each row, the result of which is shown in Table 2. The total sum A(ij)
in average must be equal to one.

Table 2. Average value for each element

Traffic  Number Cluster Number of Deployment Average

Alj costs  of regions  costs security time
services

Traffic costs 0.045 0.016 0.025 0.076 0.115 0.055
Number of regions 0.268 0.096 0.059 0.101 0.192 0.143
Cluster costs 0.313 0.289 0.179 0.152 0.308 0.248
Number of security 0.358 0.578 0.716 0.606 0.346 0.521
services

Deployment time 0.015 0.019 0.022 0.067 0.038 0.032

The column we got indicates the "weight" of the criteria in terms of the objective set by the client. This
column is called a criteria weight column according to the objective.

Thus, we can draw an intermediate conclusion. From the point of view of meeting the company's objec-
tive, the most significant are "Number of security services™ with 52.1% and "Cluster costs" with 24.8%. "Traf-
fic costs”, "Number of regions” and "Deployment time™ have the lowest coefficients, which in total equal
23%.

After that, it is necessary to make similar (using the same formulas) calculations, this time not for the
criteria, but for options, i.e. for cloud providers [52].

Now it remains to determine the weight coefficients of alternatives by multiplying the resulting matrices
and we obtain the weights of the alternatives in terms of achieving the objective, which are presented in Table
3, i.e. choosing the most relevant cloud provider among the three options:

Table 3. Weights of alternatives according to the objective

Cloud provider ~ Value in decimals Value in percent-

ages
AWS 0.509 50.9%
Azure 0.336 33.6%

GCP 0.155 15.5%
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Thus, the Amazon Web Services cloud provider is the most relevant option for the company. Despite the
fact that AWS currently has 25 regions, this provider has the shortest time of launching an infrastructure using
Terraform software, the lowest prices for using services, and provides the biggest number of useful services
that allow to increase the information security level compared to Azure and GCP.

A cloud provider Azure has a huge number of available regions around the world - 60, which is more than
AWS and GCP have together. Azure also has a large number of security services, but having a cluster with
this provider is currently not cost-effective.

Google Cloud Platform is the youngest provider of all those analyzed, so there is every chance for it to
reach the level of AWS and Azure in the future. If we were analyzing a web application that used containeri-
zation (e.g. Docker) with the Kubernetes orchestration system, Azure would definitely become the most rele-
vant provider, as Kubernetes and Azure are both Google projects.

It is worth noting that this analysis was an expert one and was based on the requirements we set ourselves.
Thus, each company, when planning software development and using Agile methodologies, has the oppor-
tunity to find out which cloud provider matches its criteria best using Th. Saaty's hierarchy analysis method [
51].

Based on the results of the analysis shown in this section, as well as the main approaches to developing
secure software, the paper will further present recommendations for creating a fault-tolerant and secure infra-
structure with the AWS cloud provider, as well as methods for improving information security when deploying
and implementing web applications.

5.2. Development of a fault-tolerant cluster in a cloud environment based on DevSecOps technologies,
which automates the process of secure data use and vulnerability risk calculation

According to the analysis of agile methodologies and the results of selecting the most relevant cloud
provider for the future web application, this section provides recommendations for rapid infrastructure scale
up using a Terraform utility, reviews the main AWS services, including those that provide additional software
security, analyzes the Jenkins system used for building projects, testing, vulnerability detection and deploy-
ment. Moreover, timely notifications have been set up in case a web application or server becomes unavailable
or has problems.

Taking into account six main steps of software development, it all starts with planning and analyzing a
client's requirements. Let's assume that a client wants to have a highly available and fault-tolerant cluster in
the Amazon Web Services cloud environment, the criteria for which were discussed in the previous section of
this paper.

As more and more companies are getting interested in a fast and efficient method of scaling up a new
infrastructure, it is recommended to use software that applies Infrastructure as Code (1aC) methods. The most
popular 1aC utilities include Terraform and the AWS CloudFormation service since the project will use AWS.
However, in practice, very few companies use AWS's own service because it has a complex syntax and this
service can only build an infrastructure with AWS, which makes it impossible to make hybrid solutions when
software can be used by several cloud providers.

Instead, Terraform software is becoming more and more popular. It is a free product by Hashicorp that
has gained its reputation among DevOps and DevSecOps professionals for such reasons:

e Itis cloud-independent. In a modern data center, a customer may have several different clouds and plat-
forms to support different applications. With Terraform specialists can manage heterogeneous environ-
ments with the same workflow by creating a configuration file according to the needs of the project;
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e ts files have a .tf extension and can be written in JSON format or using its own syntax - Hashicorp
Configuration Language (HCL);

e Terraform creates a state file when you first initialize your project, called terraform.tfstate. Terraform
uses this file to create plans and make changes in the infrastructure. Before any operation, Terraform
updates this file to synchronize the current state of the real infrastructure. It means that the Terraform
state is the source of truth through which configuration changes are measured. If a change is made or a
resource is added to the configuration, Terraform compares these changes to the state file to determine
which changes lead to the creation or modification of a new resource;

e When creating a new resource, deleting components or making some modifications, Terraform always
warns the user about all upcoming changes.

As mentioned above, Terraform creates a file called terraform.tfstate when creating an infrastructure. This
file contains all the information about the infrastructure, as well as all the data that is transmitted using Ter-
raform. From the point of view of information security, it is forbidden to store this file in the local environ-
ment, i.e. on the server where Terraform is running. The best practice is to use AWS S3 service to store files.
This prevents accidental deletion of this file, theft of its data, and allows dozens of DevOps and DevSecOps
specialists to work on the same infrastructure.

Let's take a closer look at all the components of the future infrastructure, AWS services, including those
that provide information security.

Containerization with Docker allows us to solve problems of unstably running on different OS by ab-
stracting from the host. The application is divided into components by functions, which are individually pack-
aged with dependencies, and then can be deployed on an architecture other than a standard one. This feature
simplifies the recovery of individual components and scaling of applications as a whole.

Therefore, it is advisable to use this product for your future project. AWS has its own services for storing
and using Docker Images, which are easy to configure and provide reliability and security when properly
configured. A vulnerability calculation and risk calculation service that interacts with the AWS vulnerability
search service was added to the selected architecture.

Having put together all the ideas about the future infrastructure and all the services of the AWS cloud
provider, it is always recommended to create a graphical diagram of a future web application. Thus, Figure 3
shows a detailed diagram of the infrastructure that makes software reliable and highly available at every stage
of the production lifecycle, and automatically calculates the organization's vulnerabilities and risks.
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Figure 3. A block diagram of a highly available and fault-tolerant infrastructure for a web application in AWS

A detailed description and purpose of each service shown in Figure 3 is provided in [50]. The implemen-
tation, and analysis of AWS services used and ways of increasing the level of information security when using
them are provided below.

Elastic Compute Cloud (EC2). Select appropriate server characteristics according to the project (t3.me-
dium was used in this project). Encrypt disks (EBS volumes) using your own keys or standard keys from
AWS. Create a reliable SSH key using the RSA algorithm (2048 bits and more). Use the latest version of the
SSH protocol (v.2). Replace the standard port (22) in configuration files with any other port (>1024). This
project used port 37337 instead of 22. Periodically change your private key for a new one and update a public
key on the server in the authorized_keys file.
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Elastic Container Registry (ECR). Use only private Docker Images, and grant permission to download
images only to certain people (DevOps or DevSecOps engineers) and CI/CD systems (e.g. Jenkins or Gitlab-
ClI).

Elastic Container Service (ECS). Use an Autoscaling Group in the ECS Service component. This will
allow you to always have the required number of working servers and launch identical new ones (on condition
of a large number of requests), which ensures high reliability and fault tolerance of a web application. In this
paper, we used an autoscaling group with parameters min=2, max=4, desirable=2.

Virtual Private Network (VPC). Create your own VPC with at least 2 subnetworks in different availability
zones (AZ). Create a separate private subnetwork for a database server. A private subnetwork does not have
direct access to the global Internet, so only those servers that are located in the same region and the same VPC
will be able to connect to the DBMS directly, as if via a local network. This creates additional protection
against intrusion for both regular servers and a database server.

Security Group (SG). Create at least three security groups: for servers created by ECS, for a database
server, and a load balancer. Since each component requires open ports to the WAN, it is advisable for infor-
mation security reasons to open only the necessary ports in security groups, as shown in Figure 4 next to the
SG area.

Relational Database Service (RDS). Use RDS in a created private subnetwork (without access to the In-
ternet) and in a security group specific to the database. Encrypt data using your own keys or standard keys
from AWS. Create a reliable password for access through a MySQL console that meets 3 out of 4 require-
ments. Use a multi-az function, which automatically deploys database servers in different availability doses
ensuring reliability.

Load Balancer (LB). Upload your own certificate for SSL Termination (HTTPS protocol). Use only the
latest versions of TLS - v.1.2 and v.1.3. Add a load balancer to the appropriate security group so that LB can
receive only requests coming on ports 80 and 443.

Route53. Set up a redirect if a client has requested an invalid page. For example, our application works
at: https://amczi.com, and a client has entered in the search: https://www.amczi.com.This will allow us to have
a single central access point to our web application.

Simple Storage Service (S3). Use encryption for objects that are stored in S3 and uploaded there. Create
a special user in IAM and grant the user appropriate access only for S3 buckets. Configure ACLs for S3
buckets only for the created user. A web application will be able to use this user’s software access, which
increases the level of security when storing files and media objects.

CloudWatch and Simple Notification Service (SNS). Enable the collection of extended logs and server
data. Based on this data, set up SNS notifications if there are failures in the system or on servers. It is recom-
mended to configure alerts in situations where the servers have high CPU and RAM usage, financial limits,
and abnormal actions caused by the GuardDuty service.

Vulnarability and risk assessment Service (VR). VR interacts with RDS to store the database for the
automated risk assessment algorithm based on the calculation (modeling) of threats and vulnerabilities. Data
from CloudWatch, Simple Notification Service (SNS), and GuardDuty threat detection service are sent to VR
to analyze the system status and identify vulnerabilities.

Web Application Firewall (WAF). Create a web access control list (ACL), and select AWS resources for
which AWS WAF will check web requests. In my case, these are ECS, RDS, LB, and others. Add rules and
groups of rules to be used for filtering web requests. For example, you can specify IP addresses from which
requests originate and values in the request that are only used by attackers. For each rule specify whether to
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block or allow certain web requests. Rules defined within a group of rules have their own actions defined

within a group of rules. In this study, we used rules that blocked incoming requests if WAF detected cross-

site scripting (XSS) elements, SQL code that could be malicious, and if IP addresses or address ranges from
which requests were received reached a certain value over time (3000 requests per 1 hour were configured).

GuardDuty. Enable the service and configure the vulnerability search (AWS GuardDuty Findings). Since
the service has three threat levels, you should immediately resolve notifications that have orange and red status
(medium and high threat level respectively).

IAM. Create a user with Administrator rights, where software access of this user is required for Terraform
implementation. Create an IAM user for the web application to work with S3 buckets. This user should have
rights only to work with the S3 service (for example, AmazonS3FullAccess) or create a custom IAM policy
for this user that provides flexible security settings for this user.

After analyzing all the services shown in Figure 3 and information above, we can assume that the web
application is secure in terms of infrastructure. So, this infrastructure has:

e Encrypted disks on EC2 servers;

e High reliability of working servers due to the use of at least two availability zones. If there is a power
failure in one AWS data center, another server located in another AZ will continue to operate and process
web requests;

e Sshv.2 access to the servers was performed using secure and large SSH-RSA keys, which was connected
on a unique port (37377 instead of 22);

e A permanent number of working servers (2). If the incoming traffic increases and servers reach critical
CPU and RAM levels, the system automatically adds up to 4 servers in total,

e A load balancer that receives requests from AWS WAF and automatically distributes them among all
working servers. When new servers start up, LB automatically adds them to the distribution;

e An encrypted communication channel between EC2 instances and the RDS server using a pem key that
is implemented on the EC2 instance and in the database itself;

e A WAF service, which works according to the groups of rules specified for processing. It filters incoming
requests for known attacks on information networks and protects the software from unauthorized access;

e The use of Docker containerization, which allows you to deploy the application on any operating system,
provided that the Docker Engine is available;

e Its own virtual network, which ensures reliability and limited access to components located in this net-
work;

e Public subnetworks for EC2 servers and a private subnetwork for the RDS database server, which denies
access to all but servers that interact with this database;

e Encrypted S3 buckets that store software backups and media files;

e A group of automatic scaling both horizontally and vertically: when there is not enough server capacity,
vertical scaling is used. For example, we used t3.medium instance types. Under heavy loads, an autoscal-
ing group could automatically create new, but more powerful ones, for example, t3.large, which is twice
as powerful as the previous ones;

e AWS GuardDuty service, which is used to search for anomalies and problems in the account where a web
application is running;

e Anautomated vulnerability and risk calculation service VR that interacts with data from the organization,
CloudWatch, RDS, SNS and AWS GuardDuty;
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Encrypted connection between a client and a web application through the use of HTTPS protocol and our
own SSL certificates;

Timely SNS notifications if our system has problems or metrics on the servers are not satisfactory for us;
Encrypted data in the database and encrypted communication between EC2 and RDS servers.

The Green-Blue Deployment model using the Jenkins system was used in this study [47]. Jenkins is
a system for CI/CD processes (Continuous Integration — CI, Continuous Delivery - CD). In this work we
implemented SonarQube in Jenkins Pipeline to find dangerous elements and vulnerabilities [47].

Thus, a Jenkins server was launched and correctly configured, which received push triggers from the
GitHub version control system, where program files of the web application were stored. A SonarQube
plugin was installed and configured to check the code for vulnerabilities. A Jenkins Pipeline was written
in the Groovy programming language and a Jenkins Job was created to perform the CI/CD process. The
algorithm was as follows:

Programmers make new changes to the code and commit to the github repository (git push);

Jenkins uses webhooks to constantly monitor the repository for new commits in a specific branch (git
branch);

When a new version of the code is released, Jenkins downloads the latest release (git pull) and tests it for
code cleanliness and vulnerability using sonarscanner for Jenkins while calculating the risk CIA to the
organization;

If the result is positive, Jenkins builds a Docker Image with the latest software version, sends it to ECR,
and then Green-Blue Deployment is performed using the AWS codepipeline service;

After using the AWS CodePipeline service, we have the latest version of the web application without
downtime, which ensures absolute availability of our web application.

As part of the study, the authors conducted an experiment in a configured cluster to automatically
calculate the risk using the algorithm proposed in Section 4. Confidentiality (violations in the process of
testing the software implementation of a web application in terms of user authentication), integrity (im-
plementation of traffic encryption from the software developer to the cloud service), and availability (im-
plementation of a DDoS attack) were considered as assets. The actions that could harm the company were
considered to be those of an attacker aimed at violating the confidentiality, integrity and availability of
information in the three areas mentioned above. The results of calculating the probability of a breach of
information security and calculating the risk value are shown in the table. The risk value is given in
conventional units.

Table 4. Results of the calculation of the risk and probability of violation of the CIA

Value Confidential- Integrity Availability
ity
Probability 0.77 0.68 0.81

Risk assessment 4184.6 3819.3 4475.5
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Thus, with the correct use of tools such as Terraform and Jenkins with the necessary plugins, it is possible
to automate business processes and have a reliable and secure infrastructure with the AWS cloud provider.
The use of DevSecOps practices ensures the automation of each step of software development, checking pro-
gram code for open vulnerabilities, calculation of CIA risk in the organization, and solving issues related to
the creation of highly loaded information systems in cloud environments.

6. Conclusion

The paper addresses the issues of creating a secure and reliable infrastructure in the cloud environment,
automatic calculation of vulnerabilities and CIA risk in the organization, as well as methods for deploying
web applications by introducing the DevSecOps approaches into the software development process.

The expediency of implementing and using DevSecOps approaches in a software development team has
been shown.

The article analyzes modern software development methodologies, provides a comparison of public cloud
providers and estimates the most relevant cloud environment using the hierarchy analysis method - a decision-
making technology based on mathematical calculations and the use of Thomas Saaty's pairwise comparison
method.

All the services of the three today’s most popular cloud providers have been analyzed for features in-
creasing the information security level when working with them.

A thorough analysis showed that Amazon Web Services is currently the most relevant cloud provider.
This provider has a large number of services that help to increase the level of information security, has com-
ponents for creating a reliable infrastructure solution, and is financially feasible for companies that have run-
ning software in the US and Europe.

Taking into account all the detailed analyses in the paper, a recommended infrastructure cluster scheme
was created to implement a web application in the Amazon Web Services cloud environment in which was
implemented a service for automatic calculation of vulnerabilities and CIA risk in the organization. This
scheme ensures software availability through the use of clustering, product reliability through proven AWS
services, and information integrity through data and packet encryption on servers and in information tunnels
between them. Instant notifications were set up using the AWS SNS service, which allows you to always be
informed in case of abnormal service behavior and when problems with servers are detected. An autoscaling
group was set up to provide flexibility and reliability with a large volume of incoming and outgoing traffic. .
The software implementation of the automated risk assessment algorithm was set up. Any change in the set-
tings, functioning, and processes in software development and in the organization automatically recalculates
the vulnerabilities and risks of the CIA.

The paper develops an algorithm for automated risk assessment based on the calculation (modeling) of
threats and vulnerabilities of cloud infrastructure. The proposed system operates in real time, periodically
collecting all information and adjusting the system in accordance with the risk and applied controls. When
any changes are made to the system structure, components, or processes, the algorithm is started from the
beginning. The risk value obtained using the proposed algorithm is quantitative, in contrast to the qualitative
assessment of the FAIR methodology, which makes it possible to effectively predict information security costs
in software development.

On the basis of the infrastructure diagram, program code in HCL programming language was written to
create a cluster with all the necessary services using a Terraform utility. Applying the best practices of the
DevSecOps methodology, a Groovy file was created for CI/CD processes with the help of the Jenkins server.
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The SonarQube plugin was installed, configured and analyzed to identify vulnerabilities in the program code.
The software implementation of the automated risk assessment algorithm was set up.

The results of the research should be used in all IT companies that need to have a secure, fault-tolerant
and highly loaded infrastructure in cloud environments, as well as a CI/CD process that will allow managers
or responsible people to check their own program code for vulnerabilities at the earliest stages of software
development and calculate the risks of the organization and cloud infrastructure.
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