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Abstract. There has been considerable work on reasoning about the
strategic ability of agents under imperfect information. However, existing
logics such as Probabilistic Strategy Logic are unable to express proper-
ties relating to information transparency. Information transparency con-
cerns the extent to which agents’ actions and behaviours are observable
by other agents. Reasoning about information transparency is useful in
many domains including security, privacy, and decision-making. In this
paper, we present a formal framework for reasoning about information
transparency properties in stochastic multi-agent systems. We extend
Probabilistic Strategy Logic with new observability operators that cap-
ture the degree of observability of temporal properties by agents. We
show that the model checking problem for the resulting logic is decid-
able.

1 Introduction

Multi-Agent Systems (MASs) often involve agents that operate autonomously
and interact with each other in dynamic and sometimes adversarial ways. Under-
standing the transparency and observability of these interactions is crucial for
ensuring secure, efficient, and cooperative behaviour. In particular, information
transparency and agent observability directly impact the security and privacy of
MASs in which agents share information and where there is a risk of uninten-
tional data leakage. Analysing information transparency helps identify potential
sources of data leakage and design mechanisms to prevent it. The ability to
control what agents can observe and the information they can induce is crucial
for safeguarding sensitive data and preventing information leakage. In addition,
the decision-making processes of agents are influenced by the information they
possess about each other’s behaviours and intentions. Quantified analysis of in-
formation transparency and agent observability plays a key role in determining
the accuracy and effectiveness of decision-making within MASs.

This paper addresses the challenge of specifying, verifying and reasoning
about information transparency properties within MASs. In particular, we spec-
ify observability properties from a standpoint of information transparency within
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the opacity framework [IT]. A property @ is considered to be opaque, if for every
behaviour 7 satisfying @ there is a behaviour 7’ violating @ such that 7 and 7’
are observationally equivalent, so that an observer can never be sure if @ holds or
not. Opacity (and its negation, observability) are so called hyperproperties that
relate multiple execution traces. Verification of hyperproperties is an emerging
and challenging topic, see, for example, [9].

In order to reason about the observability of behaviours, we introduce Opacity
Probabilistic Strategy Logic (oPSL), an extension of Probabilistic Strategy Logic
(PSL) which allows quantitative analysis of information transparency. oPSL en-
ables us to specify the degree of transparency in system behaviours to an observer
under a binding of agents’ strategies, taking into account predefined observability
of behaviours for the observer. We use a very general approach to observabil-
ity which allows us to reason both about observability of state properties, and
observability of actions. Using the concept of observability allows, for example,
the identification of cases where agents observe sensitive information, disclosing
potential information leakage or unauthorised access attempts.

We introduce a novel framework for systematically analysing information
transparency in stochastic multi-agent systems. The key contributions include:

— A definition of agent observability and information transparency concerning
agent behaviours in the context of partially observable stochastic multi-agent
systems with concurrent and probabilistic behaviours.

— The introduction of Opacity Probabilistic Strategy Logic (oPSL) incorporat-
ing a new observability and degree of observability operators, allowing precise
representation of observability properties that are challenging to express in
standard logics for MAS.

— Showing that the model-checking problem for oPSL with memoryless strate-
gies is decidable in SEXPSPACE.

The framework facilitates formal reasoning about agent observability and in-
formation transparency analysis in MAS, with applications in security, privacy,
game theory, and Al.

The remainder of this paper is organised as follows. In Section [2] we dis-
cuss related work. In Section [3| we formalise stochastic multi-agent systems as
partially observable stochastic models. Section [4] extends Probabilistic Strategic
Logic (PSL), incorporating new operators for quantified observability analysis.
Section [5] presented algorithmic approaches for systematic observability assess-
ment within the PSL model checking framework. In Section [f] we conclude and
discuss possible directions for future work.

2 Related Work

There has been a significant amount of work on logical specification and formal
verification of MAS with imperfect information. Various methods have been de-
veloped to support the model checking of such logics, such as those focusing on
epistemic logics for knowledge about the state of the system, e.g., [ISIGIT774ITI].
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Actions and knowledge in strategic settings has been investigated in [22UT5T].
These approaches focus on formulas true in all states or in all histories indistin-
guishable from the current one. In contrast, we are interested in properties that
are either true on all observable traces, or false on all observable traces. In this
we follow [11] which introduced the opacity framework, which is based on being
able to distinguish globally observable or unobservable properties.

Probabilistic Alternating-Time Temporal Logic (PATL*) was proposed in
[13]. Huang et al. [16] proposed an incomplete information version of PATL*,
providing a framework for reasoning about possible states and actions based on
agents’ beliefs and strategies. However, it does not directly address information
exposure resulting from the observation of agents’ actions and behaviours or
the security of information flows. Mu and Pang [20] developed a framework for
specifying and verifying opacity in PATL. However, we propose an enhanced
framework based on PSL, which offers greater expressiveness and flexibility.

Strategy logic with imperfect information [8] extends traditional modal logic
to reason about strategic interactions in situations of imperfect information.
It captures agents’ decision-making abilities taking into account their limited
knowledge. Additionally, work by [14] addressed the verification of logics for
strategic reasoning in contexts with imperfect information and perfect recall
strategies, employing sub-model generation and Computation Tree Logic (CTL*)
model checking. A probabilistic extension of Strategy Logic (PSL) was introduced
by [3] for stochastic systems; this work also investigated model-checking problems
for agents with perfect and imperfect recall.

Our work is relevant to research on information flow security awareness anal-
ysis and verification, and also contributes to the quantified information flow
security landscape. While previous studies focused on imperative modelling lan-
guages and probabilistic aspects [2] in secure computing systems, there has
been little consideration of the dynamic collaboration, interaction, and decision-
making patterns found in multi-agent scenarios. In contrast, this paper explores
observability issues in MAS from a novel perspective of information transparency,
and focuses on quantified information flow security awareness for MAS.

3 Partially Observable MAS

In this section, we introduce partially observable multi-agent systems which con-
stitute the formal basis of our approach.

We write Dist(X) for the set of all discrete probability distributions over a
set X, i.e., all functions p: X — [0,1] s.t. Y-y pu(x) = 1. Given a set X, we
denote by 2% the power set of X, by X* the set of all finite words over X, and
by X“ the set of all infinite words over X.

Definition 1. A stochastic transition system (POMAS) is a tuple G =
(Ag, S,Act,T), where

— Ag={1,...,n} is a finite set of agents;
— S is a finite set of states;
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— Act is a finite set of actions;
— T: 8 x Act™® — Dist(S) is a transition function.

At each time step, the agents simultaneously choose actions from Act, producing
an action profile a = (a',...,a") € Act®®. The transition function T specifies
for each state s and such an action profile «, a probability distribution T'(s, «) €
Dist(S) over next states: T(s,a)(s’) is the probability of moving to s’ from s
when the agents choose a. We write s — s’ whenever T'(s,a)(s") > 0.

Definition 2. Given a stochastic transition system G, a G-path is an infinite
sequence ™ = (8o, p)(s101) ... of pairs of states s; and action profiles o, such
that s; —% s;41 for alli. We will usually write m = soagsiay --- for simplicity of
notation. The state sq is referred to as the initial state of m. We denote by ms(j)
the jth state s; of m, and by m,(j) the jth action profile oy of w. Furthermore,
we denote by m<; the prefix of ™ up to the jth state, i.e. T<; = SooS1...S;.
Given a state s, we write Pathsg(s) for the set of all G-paths m with initial state
s.

We also define histories as finite sequences h = sgQq - - - Sy, such that s; N Sit+1
for all © < n. We denote the set of all histories h with initial state s by Histg(s).

Given a history h = spapg - - - 8, we write last(h) for its final state last(h) = s,.

Ezample 1. Consider the simple message interception scenario illustrated in Fig-

ure [

* "1 (wait, ¥), 1 * "1

(send, copy), 0.1

(wait, wait), 1
(wait, copy), 1
(send, wait), 1

(send, copy) 0.1 (send, copy), 0.8

Fig. 1. Simple message interception scenario

We have: Ag = {1,2}, Act; = {send,wait}, Acty = {copy,wait}, S =
{50,581, 82,83}
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Example paths from s( include:

(send,copy) (send,copy) (send,copy)
0 — S1 — S1 — S1

(send,copy) (send,copy) (send,copy)
! — S3 — S3 — S3 ...

Example histories include the following prefixes of © and 7’

(send,copy) (send,copy)
h = S0 — S1 — S1

(send,copy) (send,copy)
h = S0 — S3 — S3

Observation of behaviours To model the observational capabilities of an agent,
we use a set of observables, distinct from the states and actions of the transition
system. We consider two types of observables: state and action observables. We
denote by O the finite set of state observables, and by ©, the finite set of action
observables. The sets ©g and O, contain distinguished ‘invisible’ state/action
observables o and e, respectively. Observables are then defined as pairs of action
and state observables, i.e., © = O, X Os. An observation function is a pair
(obs, 0bs®) of functions obs®: Act*® — @, and obs*: S — ©,. For notational
convenience, we combine these into a single function obs: Act™® x § — © (i.e.,
with obs(a, s) = (obs®(«), 0bs®(s)).

We will often lift observation functions to functions obs: Pathsg(s) — ©¥
operating on paths by letting obs(spagsy -+ ) = € obs®(sg)obs®(cg)obs®(s1) - -,
where € is the distinguished action observable, and lift obs to sets of paths
X C Pathsg(s) by letting obs(X) = {obs(r) | # € X}. Finally, given a set
X C Pathsg(s), we write obs™(X) for the set of all 7 € Pathsg(s) for which
there exists ' € X with obs(m) = obs(n’). In other words, obs™(X) is the set of
all paths that are observationally equivalent to some path in X.

Definition 3. A partially observable multi-agent system is a tuple M =
(G,Ap, L, {Obsi}ieAg), where:

G = (Ag, S, Act,T) is a stochastic transition system;

Ap is a finite set of atomic propositions;
L:S — 2”" is q state labelling function;
— obs;: Act"® x S — O is the observation function of i.

Ezxample 2. The following partially observable multi-agent system models the
running example introduced in Example [T}

Let the labelling L be as follows: L(sg) = {init}, L(s1) = {stolen}, L(s2) =
{stolen, warning} and L(s3) = 0.
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Let the observation function of agent 1 be as follows:

= warning
obs{ (send,wait) = obs{(send, copy) = (send, €)

obs{(wait,wait) = obs{(wait, copy) = (wait,e)

Observations of agent 2 are perfect, that is obs;(s;) = s; and obsy () = o for
every state s; and joint action a.
We then have:
obs; (h) = obs; (k') = init (sendye) , (sendye)
This implies that agent 1 is not able to distinguish h and A’ under obs;. The

same holds for the paths m and 7’: they are observationally equivalent for agent
1, @’ € obs™({r}).

Agent interactions are governed by strategies informed by their observations.
These strategies are often referred to as uniform strategies: they do not rely
directly on the partially observable multi-agent system, but instead on the ob-
servables the model produces.

Definition 4. A strategy is a function o: ©* — Dist(Act). We write X for
the set of all possible strategies. A memoryless strategy is a function o :
©s — Dist(Act), i.e., the decision made by the strategy is solely dependent
on the observation of the current state, and mot on the entire history of ob-
servations. A strategy profile (resp. memoryless strategy profile) is a tuple
o = (01,02,...,0,) € XP& of strategies (resp. memoryless strategies) o; for
each agent 1.

Note that memoryless strategy profiles allow us to transform a partially
observable multi-agent system and strategy profile into Markov chain, which
we consider to consist of a set of states X together with a transition function
t: X — Dist(X). Given a partially observable multiagent system M (with set
of states S and transition function T'), and a memoryless strategy profile o, we
define the Markov chain M, = (S,t,) by letting

to(s1)(s2) = D T(s1,0)(s2) [] oulobsi(s1)) ().

aEActhe i€Ag

4 The Logic oPSL

Strategy Logic [12] and Probabilistic Strategic Logic (PSL) [3] are formal lan-
guages designed for reasoning about multi-agent systems, where autonomous
agents make strategic decisions in an environment. These logics focus on cap-
turing the strategic interactions among agents in a multi-agent system, where
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agents are viewed as rational entities capable of reasoning about their actions
and the actions of others. PSL extends Strategy Logic to incorporate uncertainty
and probabilistic reasoning, and was designed for scenarios where agents operate
in an environment with inherent randomness. PSL formulas are interpreted on
multi-agent stochastic transition systems where transitions result from the con-
current actions of agents. An agent’s strategy determines the probability that
the agent will select a given action in any given situation, typically based on the
system’s historical evolution.

We extend PSL [3] to allow reasoning about observability operators and
strategic abilities of agents. This syntax allows us to specify a wide range of
properties and conditions in oPSL, including those related to observability from
the perspectives of different agents. It also supports probability-related opera-
tions for modelling probabilistic behaviours in MAS. The key addition is the
observability formulae ©;® and the degree of observability terms Dg ;(P).

Before we introduce the syntax, we first define bindings and valuations, which
are used in the syntax to determine which strategies are used by which agents.

Definition 5. Let Var be a set of variables. A binding is a function 3 : Ag —
Var assigning variables to agents. A valuation is a partial function v : Var — X
assigning strategies to some variables. Given a valuation v, a strategy o, and a
variable z, we denote by vz — o] the valuation defined as v[z — o](z) = o and

viz — ol(y) =v(y) for all y # x.

Intuitively, bindings tell agents which strategies, represented by variables,
they should follow, while valuations determine which strategies variables refer
to. Note that if the range of 5 is contained in the domain of v then composing
them produces a strategy profile v o 3 € YA€,

Definition 6. The syntax of oPSL includes three classes of formulae: history
formulae, path formulae, and arithmetic terms ranged over by ¢, @, and T re-
spectively.

pu=p | o | Ve | Tz | T | 0@

Su=p | & | dVP | XP | OUP

ru=c | 77 | @71 | P(®) | Dsi(P)

where p € Ap is an atomic proposition, x € Var is a variable, <1 € {>, <, =},
i€Ag,ceQ, @€ {+,x}, and B : Ag — Var is a binding.

As for PSL, in oPSL the variables x € Var represent variations in agent strategies
and are quantified over in state formulas like Jz.¢. The path formulas contain
standard LTL temporal operators: X@ means ‘@ holds in the next step’, and
UV means ‘P holds until ¥ holds’. The arithmetic term Pg(®) indicates the
probability that, given agent ¢ employs strategy (i) for each i € Ag, a random
path in the system satisfies ®.

The key addition to the logic is the observability operator and the degree
of observability. The observability operator ®;® states that the behaviours sat-
isfying @ are observable to agent i € Ag. Specifically, it requires that for each
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path 7 satisfying @, there is no observationally equivalent path 7’ violating @
from agent i’s perspective. This operator allows us to assess the observational
capabilities of agent ¢ regarding system behaviours expressed by property @. The
quantitative observability term Dg ;(®) expresses the degree of observability of
agent i with respect to @-paths under strategy bindings 8, which is defined as
the probability of having a ®-path that is not observationally equivalent to a
—@-path, conditional on having a ®-path.

Before we provide the semantics, we briefly comment on how probabilities of
sets of paths are calculated: the following is largely standard in the literature on
probabilistic infinite-trace temporal logics, but we restate it hear to clarify the
notation. Given a history h with initial state s in G, the cone of h, denoted by
(h), is the set of all paths m with initial state s that extend h, i.e., such that
7w = har’ for some action profile o and path 7’. Taking a strategy profile o and
history h, we consider a probability measure p, o on the o-algebra generated by
all cones of histories h’ with the initial state last(h). This probability measure
is the unique measure such that for all histories h/ = sqag - - - 5,,, we have

tih,o ((R')) =TI TCsks ) (skya) - T oalobsi(hsh’ey))(ad),
k<n i€Ag

where h_; is h with the final state last(h) cut off (since otherwise the state last(h)
would appear twice successively in hh’ ;). Intuitively, this is the probability of
encountering the history A’ after h when everyone acts according to o. As with
other similar logics, it is a standard exercise to verify that the sets of paths
encountered in the semantics are all elements of the o-algebra we consider.

Definition 7. Given a partially observable multiagent system M =
(G, Ap, L,{obs;}icag), a valuation v : Var — X, and a binding 3 : Ag — Var, the
semantics for oPSL is defined by simultaneous induction over history formulae,
arithmetic terms and path formulas as follows.

For a history h, we define:

— h,v Ik p iff p € L(last(h)).

h,vIF =@ iff h,v ¥ @.

h,viF oV iff hyvlk @ or h,v k.

— h,v Ik 3z.@ iff there exists 0 € X such that h,v[z — o] IF ¢.
hov b1 o7 4ff Vi o (1) < Wy (77) where:
Vho(c) =c,

Vi (7)) = V(7)™

V(TS 7') = Viu(7) & Vho(r'),
Vhw(Pg(®)) = pnpop({m | m,v,0 - 0},
Vi (Dpi(P))

_ Prwos({mmp,0 Ik &} \ obsy ({n'|n’,v,0 W <I>}))

Kh, Vo,{i({ﬂ'lﬂ' v,0 IF @})
— h,v lFpq @@ iff for all m, " € Pathsg(last(h)) it holds that if 7,v,0 I & and

7', v,0 ¥ @, then obs;(m) # obs; (7).

For a path w of G and k > 0, we define:
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- m vkl iff m<p, vIF .

—muklE =@ iff mov, kW D.

—m,klF @V iff t v kIF® or v kIFW.

—muvklEX® iff m,v,k+11F .

— m, v,k IF OUV iff there exists £ > k such that m,v, L |- ¥ and for allm € [k, ()
we have w,v,m |- .

As in PSL, we use the convention that for all &, v, and formulas 7 > 7/ containing
either a subterm p~* such that p is evaluated to 0, or a subterm Dg ;(®) for which
the value in the denominator is evaluated to 0, we put h,v ¥ 7 >1 7/ by default,
to avoid issues with division by zero.

A variable z is free in an oPSL formula if it appears in the domain of a
binding B appearing within a subformula Pg(®) or term Dg () that is not
within the scope of a quantifier 3z. A history formula is a sentence if it contains
no free variables.

As usual, the until operator allows to derive the temporal modality F (“even-

tually”) and G (“always”): F&® ¥ true U & and G& & ~F-&.

In the context of the oPSL semantics, if we restrict our attention to memo-
ryless strategies, we can consider the semantics to be interpreted over states s
instead of histories h.

Ezxample 3. Continuing with the partially observable multi-agent system from
Example

Let us consider the property Fstolen. It is not observable by agent 1 given
a history/state so. This is because as we saw before, there are two paths 7 and
7’ from sg, one of which (going through s1) satisfies Fstolen, and the other one
(going through s3) does not. So:

h,v f a4 ©1(Fstolen)
where h = sp and v is any assignment. Clearly,
h,v Ik a @2(Fstolen)

because agent 2 can observe all states and can always distinguish Fstolen-paths
from —Fstolen-paths.

Let us consider the degree of observability of F'stolen given the same history
and a binding S that assigns strategies (01, 02) to the agents. o1 is as follows:
it requires 1 to perform send with probability 1 in nit, wait with probability 1
in warning, and perform send and wait with probability 0.5 in o.

09 requires agent 2 to perform copy in sg, and perform copy and wait with
probability 0.5 in s1, so and s3.

Recall that V}, (D 1 (Fstolen) is

tn.vop([Fstolen] \ obsy”([-~Fstolen]))
th,vop([Fstolen])
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where we denote by [Fstolen] the set of paths {7 | 7,1,0 |- Fstolen}, similarly
for [-F stolen].

The set of paths [Fstolen| contains paths going through s; and sq, that is,

. d,
paths with prefixes sg (Sewpw s1 and sg

0.2.
The set of paths [-Fstolen] contains paths going through s3. For agent 1,

who cannot distinguish s; and s3, the set of paths observationally equivalent

to [-Fstolen], obs]” ([=F stolen]), contains all paths with prefixes sg (send.copy) s1

send,copy . .
( — ) 82. [h,vop assigns this set

and sg (SQMPY) S3.
The set of paths [Fstolen] \ obs] ([-F stolen]) therefore contains paths with
(send,copy) . .
prefixes so = — " S2. Uh,vop assigns this set 0.1.

Hence Vy,, (Dg 1 (Fstolen)) = §4 = 0.5.
Example 4. Lastly, we consider a few more general examples. Let x =
(21,...,25) be a tuple of n strategy variables.

1) Asking whether, against all possible strategies of the other agents 2,...,n,
agent 1 has a strategy 1 such that the path formula ¥ is observable to her
can be expressed as:

2) Asking whether any other agent i > 2 has a strategy z;, such that for all
possible strategies of agent 1, the observability degree of the path formula ¥
from 1’s view is < 0.1, provided that ¥ holds with probability > 0.9, can be
expressed as:

5 Verification of oPSL

Since oPSL extends PSL, its model checking problem is undecidable, even when
restricted to partially observable multi-agent systems with only a single agent
[3U10].

However, if we restrict our attention to memoryless strategies, the model
checking problem becomes decidable.

Theorem 1. Model checking oPSL sentences when the semantics is interpreted
only with memoryless strategies, is decidable.

We describe the model checking procedure exhibiting decidability in the next
section.
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5.1 Model Checking Algorithm

In this section, we outline the model checking algorithm for oPSL when con-
sidering memoryless strategies. The complete procedure can be found in the
supplementary material. The basis of the procedure lies in that for PSL [3], but
the novel operators of oPSL present highly non-trivial challenges, as we will see.

Given a partially observable multi-agent system M, we will define first-order
logic formulas a, s by induction over state formulas ¢ and states s, written in
the signature of real arithmetic. The construction will be such that for all oPSL
sentences ¢ and states s, we have that a,  holds in the theory of real arithmetic
if and only if s IF . Using the decidability of this theory, we then get a model
checking algorithm.

Throughout we will often write T .,,4 for some metalogical condition cond,
defined as T .ong := T if cond is true, and T .,nq = L otherwise. We will denote
the equality symbol inside of the real arithmetic formula by = to avoid any
confusion.

Atoms and Booleans Let a, s = Tpcr(s)- We put apay,s = Gp s A ay s and
O-p,s = Thp,s-

Ezistential quantifier Given the formula Jz.p, we introduce variables 746 q,
intuitively encoding the probability that the strategy = performs action a upon
observing § € ©°. Let a3, 5 = 3(T3.0,0)0cos,acAct|Disty A ay, o], where

DiSta: = [ /\ T2,0,a 2 0] A [ /\ Z Tz,0,a ~ ]-]

0€Es,acAct 0€Os acAct

The formula Dist, encodes that the variables r; g , give probability distributions
for each 6.

Full observability formulas Given the formula ©x®, we write a formula that
expresses that it is not the case that s W ®;®. The reason for this double
negation is that we can relatively easily express s ¥ ©;@: this holds iff there exist
paths 7, 7" € Pathspq(s) such that 7 IF @ and #’ IF =P, but obsy(w) = obs (7).
To check this, we will describe a rooted directed graph Gg, ¢ inside of the real
arithmetic formula, such that infinite walks through the graph (starting from
the root) correspond precisely to pairs m, 7" € Pathsay(s). Furthermore, we will
identify a set Fg,¢ of vertices in the graph, such that infinite walks (7, 7")
through the graph reach F, ¢ infinitely often if and only if 7 IF @, 7’ IF =@, and
obsy () = obsy (7). Given this, all we then need to express that s ¥ ©® is that
there exists an infinite walk through the graph that hits F, s infinitely often.
Note that @ can be considered to be an LTL formula over atomic proposi-
tions W = 2Max(®)  where Max(®) is the set of maximal state subformulas of ®.
So we can construct nondeterministic Biichi automata Ag = (Qg, Dg, ¢, Fp)
and A-¢ = (Q-¢, D¢, ¢* 3, F¢) over alphabet W, recognizing those w € W¢
such that w IFi7 @ and w |- 7. —®, respectively. We finally define ag, s s by
stating that we cannot reach vertices in Fi, s from the root that go back to
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themselves with non-empty paths, which is an efficient way of stating no infinite
walk through the graph hits Fi, s infinitely often.

The detailed definitions of a, s, s are omitted here due to lack of space and
can be found in the supplementary material.

Inequalities Given the formula 7 < 79, we introduce variables r, for all arith-
metic subterms 7 appearing in 7y and 72 (we denote the set of all such subterms
by Sub(71,72)), which will intuitively hold the values the terms 7 will take at the
state s under consideration, and given the strategies assigned to the strategic
variables . We define a, <, s as

s ) resubry ) [BaNy, o N Eqn,, o ATry < Ty,

where the formula Egn,, ; encodes that the variable r, indeed holds the value
of 7; in s under the current valuation. We will now define these formulas.

Arithmetic terms We let:

Eqnc,s = [TC ~ C]7
Eqn -1 = Eqn, N[ry X r.—1 = 1],
Eqn7'1+’rg,s = Eqn’rl,s /\ Eqn’rg,s /\ [TTlJrTQ ~ TT1 + TTz]a
Eqn‘rlxrg,s = Eqn'rl,s A Eqn'rg,s A [T7'1><T2 ~ Ty X TT2L

Probabilistic terms Given the formula Pg(®), we ‘internalize’ the description of
the model checking procedure of PCTL* inside of our real arithmetic formula.

Considering @ to be an LTL formula over W = 2MaX(®) a5 in the construction
for the full observability formula, we construct a deterministic Rabin automaton
Ag = (Q, q*, 9, Acc) over alphabet W accepting those w € W* such that w I 1
@. Recall that a (memoryless) strategy profile o (as e.g. given by a binding
and valuation v) turns our model M into a Markov chain M, = (S5,t,), with
to: S — Dist(S) defined by putting

to-(81)($2) = Z T(Sl,()z)(SQ) H O'i(ObS,‘(Sl))(Oéi).

a€ActhE i€EAg

Inside of the real arithmetic formula, we wish to compute the probability
that a random walk through this Markov chain starting at s satisfies . To
do so, we will internalize the product Markov chain construction as is used
in PCTL* model checking. The product Markov chain M, ® A has the same
dynamics as M, while also providing as input to the automaton A the formulas
in W which are true at each state. It follows from this construction and the
defining property of the DRA A, that the probability we are after is precisely the
probability that a random walk through M, ® A from (s, ¢*) is ‘accepted’ by A,
in the sense that the walk’s sequence of automaton states qpq; - - - € Q% satisfies
the Rabin acceptance condition Acc. Following the method in PCTL* model
checking, the problem can be reduced to computing the reachability probability
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of certain accepting terminal strongly connected components, which can be done
by solving a system of linear equations. This process can be (efficiently) encoded
in real arithmetic, details can be found in the supplementary material. We only
sketch the key formulas here.

We write a formula Goal, that efficiently expresses that a state v is part of
an accepting terminal strongly connected component, as well as a formula Sol,
which expresses the solution to the system of linear equations. We can then write
out Eqnp (g s

— w ,.sol
Eang(@),s i 3(7"1) » Ty )v,wESXQ-

[Prodg N Sol ATp (@) & ri?;*],

with Prodg expressing the dynamics of the product Markov chain.

Degree of observability terms Formulas of the form Dg ;(®P) are significantly more
complicated than the previous terms. We will end up defining Eqnyp, (g, as:

Eanﬁ,i@))s = HTP[1(¢)HT(PB(¢))—1 ITobs; b -
[Eqnpg(qS),s N Eqngps, o s
Arpy@) # 0 = [rpy@) -1 X TPy(e) © 1
ATDy (&) N Tobs,@ X T(P (@) ~1]

/\TPB(@) ~0— TDB,’L‘(‘P) ~ 1]

The idea is that we will compute two values: (i) the probability of a random
path satisfying @ (represented by the variable 7p ,(¢)), and (ii) the probability of
a random path satisfying @ whilst not being observationally equivalent (for agent
i) to a ~P-path (represented by the variable 7ops,5). The degree of observability
is then obtained by dividing (ii) by (i) (with some care to deal with the situation
in which the denominator is 0). As we already know how to compute (i) from
the inductive step for probabilistic terms shown before, we will only focus on
computing (ii). Again, due to space constraints, the detailed construction of
Eqngps,4,s can be found in the supplementary details. The idea is that we will,
often internally in the real arithmetic formula, construct two series of automata,
which we will then combine afterwards.

First:

(A.1) Compute a deterministic Streett automatonﬂ recognizing @ outside the real
arithmetic formula.

! A DSA over alphabet A is a tuple (Q, 6, ¢*, Acc), defined identically to a DRA. The
difference now is that the automaton accepts w € A“ iff for all (E,F) € Acc, the
automaton’s run following w reaches all states in E finitely often, or reaches some
state in F infinitely often. In other words, the acceptance condition is dual to a
Rabin one.
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(A.2) From that DSA, construct a DSA Ag over the alphabet Act*® x S outside the

(
(

real arithmetic formula, such that Ag accepts precisely those w such that
sw € Pathsg(s) and sw IF @. In other words, the DSA accepts the paths
from s that satisfy &.

Second:

B.1) Compute an NBA recognizing =& outside the real arithmetic formula.
B.2) From that NBA, build an NBA ANBA _ over alphabet Act™® x S inside the

obs; =

real arithmetic formula, such that AoNstiAﬁqs accepts precisely those w such that
sw € Pathsq(s) and for which there exists m € Pathsq(s) with 7 IF = and
obs;(sw) = obs; (7). In other words, the NBA accepts the paths from s that
are (for agent 7) observationally equivalent to paths satisfying —®.

B.3) Determinize AYS" , into an equivalent DRA AQRA , using Safra’s construc-
tion encoded into the real arithmetic formula.

B.4) Negate Agb'i’?ﬁ¢ inside of the real arithmetic formula, obtaining a DSA Agbss/;\@

recognizing precisely those sequences w € (ActAg x S)¥ such that if sw €
Pathsaq(s), then sw is not observationally equivalent (for i) to any path
satisfying —®.

We will then, finally, take the following steps:

C.1) Build the product DSA A = Ag ®AE§S’?¢ inside of the real arithmetic formula,
which recognizes precisely those w such that sw € Pathsa(s), sw IF @, and
sw is not observationally equivalent to any path satisfying —®.

C.2) Construct the product Markov chain M, ® A again inside the real arithmetic
formula, and express the process of computing the probability of a random
walk in it being accepting.

The idea is that we wish to end up with some deterministic automaton recog-
nizing the set of @-paths that are not observationally equivalent to a —~@-path.
This needs to be deterministic to be able to proceed with the product Markov
chain construction. The A-construction builds a deterministic automaton that
accepts precisely @-paths, while the B-construction builds a deterministic au-
tomaton that accepts sequences that are not equivalent to =®-paths. By taking
the product of both constructions, we end up with an automaton that recognizes
the language we are after.

Note that many parts of the construction happen internally in the formula.
This happens anytime a step relies on evaluating oPSL formulas, as such eval-
uation is only possible relative to a valuation, which we are quantifying over in
real arithmetic, and therefore do not have access to.

5.2 Complexity

Theorem 2. Model checking oPSL can be done in space triple exponential with
respect to the oPSL sentence, and double exponential with respect to the partially
observable multi-agent system.
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Proof (Proof sketch). The size of the real arithmetic formula is double exponen-
tial and the number of quantifiers is easily verified to be single exponential w.r.t.
the sentence size. While the dependence of our real arithmetic formula’s size on
the oPSL sentence is the same as that of PSL, we do get another exponential
blowup with respect to the size of the system. This extra blowup is caused by
the larger number of quantifiers in our real arithmetic formula: we require at
least one quantifier per Safra tree appearing in the B-construction in order to
express the dynamics of the product Markov chain.

Since the validity of real arithmetic is decidable in space exponential w.r.t.
the number of quantifiers and logarithmic w.r.t. the size of the quantifier-free
part of the formula [2T15], we therefore arrive at an overall space complexity that
is triple exponential w.r.t. the oPSL sentence, and double exponential w.r.t. the
system.

6 Conclusions and Future Work

This paper provides a framework for expressing and reasoning about observ-
ability within MAS, along with the capability to quantify the degree of observ-
ability under specified strategies. The framework contributes to formal analysis
and verification in multi-agent systems, especially for properties relating to in-
formation security, privacy, and trustworthiness. In particular, oPSL enables a
rigorous analysis of agent observability and information transparency, allowing
the assessment of how much information about system behaviours is available
to different agents. This is crucial for identifying potential vulnerabilities and
understanding the security implications of information exposure.

In considering future directions, there are several areas that would be inter-
esting to explore. First, the interconnections and synergies between oPSL and
other logics, such as epistemic logics, would augment the framework’s expressive
capabilities. Another possible line of work involves extending oPSL to include ad-
ditional aspects of multi-agent systems, such as hierarchical structures or more
complex forms of actions. Adapting oPSL to navigate dynamic and evolving
environments, where agents’ strategies may undergo temporal transformations,
presents another area for investigation, as does investigating the application of
the framework in the domains of Al safety and responsibility. Finally, incor-
porating game-theoretic approaches may allow balancing between utility and
security.
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Supplementary Material

A The Model Checking Procedure

Take a partially observable multiagent system M =
((Ag, S,Act, T), Ap, L, {obs; };cag), and an oPSL sentence ¢. Note that
since we are considering the semantics of oPSL with memoryless strategies, we
do not need to consider history formulas interpreted on histories, but instead
on individual states. For this reason, we will throughout the description of the
model checking procedure refer to history formulas as state formulas.

We will define first-order logic (FOL) formulas a, s by induction over state
formulas ¢ and states s, written in the signature of real arithmetic. The con-
struction will be such that for all oPSL sentences ¢ and states s, a,  holds in
the theory of real arithmetic if and only if s I+ ¢. Using the decidability of the
theory of real arithmetic, we then get a model checking algorithm.

Throughout this text we will often write T .,,,4 for some metalogical condition
cond, defined as T .ong = T if cond is true, and T .y,q = L otherwise. We will
denote the equality symbol inside of the real arithmetic formula by ~ to avoid
any confusion.

Also throughout this construction, we will often in our explanations ignore
the presence of the valuation in the semantics, and write e.g. s I ¢ for non-
sentences p. We assume the valuation to still be there in the background, but it
usually does not add much to the intuitions and explanations of the construc-
tions, so we leave it out for brevity. Similarly, we will often write « IF @ instead
of 7,0 I+ @ for path formulas.

We will only speak of the complexity of the construction after we have fully
described it.

Atoms and Booleans Let a, s = Tpcp(s)- We put apay,s = Gp s A ay s and
O-p,s = Tlp,s-

Eristential quantifier Given the formula Jz.p, we introduce variables 74 9. q,
intuitively encoding the probability that the strategy = performs action a upon
observing 6 € ©°. We let

A3z.p,5 = El(rac,Q,a)GEQS,aEAct[DiStx A aga,s];

where

Dist, = | /\ T0.a = 0] A /\ Z Tw0.a = 1].

0€6s,acAct 0€6s acAct

The formula Dist, encodes that the variables 75 g o give probability distributions
for each 6.
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Full observability formula For the formula ©®, we will write a formula that
expresses that it is not the case that s W ©®;®. The reason for this double
negation is that we can relatively easily express s ¥ ©;@: this holds iff there exist
paths 7, 7" € Pathsaq(s) such that 7 IF @ and ' IF =P, but obsy(m) = obsy (7).
To check this, we will describe a rooted directed graph Gg, ¢ inside of the real
arithmetic formula, such that infinite walks through the graph (starting from
the root) correspond precisely to pairs m, 7" € Pathsay(s). Furthermore, we will
identify a set Fg,¢ of vertices in the graph, such that infinite walks (7, 7")
through the graph reach F, ¢ infinitely often if and only if 7 IF @, 7’ IF =@, and
obsy () = obsy (7). Given this, all we then need to express that s ¥ ©® is that
there exists an infinite walk through the graph that hits F, s infinitely often.

Note that @ can be considered to be an LTL formula over atomic proposi-
tions W = 2MaX(®) " where Max(®) is the set of maximal state subformulas of &.
So we can construct nondeterministic Biichi automataﬂ Ap = (Qs,Dg, g5, Fo)
and A-¢ = (Q-¢, D-s,q* 5, F-a) over alphabet W, recognising those w € W«
such that w IF . @ and w It =@ respectively, where we write Ik 1. for the
satisfaction relation of LTL.

Now we introduce some notation. We write X¢ = Act*®U{¢}, where ¢ is some
distinguished joint action not in Act"®. We will as a convention put obs,(¢) == ¢
for all agents’ observation functions obsy. And similarly, as a convention we
always put T'(t,£)(t') = 0 for all states ¢,t' € S.

Using these automata, we can describe our directed graph. We first do it
outside of the real arithmetic formula so its construction is clear. Its vertex set
is

Vords = 2e X S X Qo X X x 8 X Q-g X 2,

where 2 = {0,1}. The root of the graph is the vertex (&, s, ¢5,§,s,¢%p,1). We
have an edge from (a1, s1,q1, 04, 81,47, b1) to (asg, 2, g2, o, $5, ¢h, b2) if and only
if:

. Dg(q1,{p € Max(®P) | s1 IF ¢}, q2)

- D-o(q1, {p € Max(®) | s} IF ¢}, ¢5)

. T(s1,00)(s2) >0

. T(sh,0ab)(s5) >0

. If obsy (g, s2) = obsy(ab, s5), then by = by
. If obsg(ag, s9) # obsy (b, sb), then by =0

SO W N

Intuitively, walks through the graph consist of two paths in M. For the first
path, we keep track of the corresponding state of Ag; for the second, we keep
track of A_g. At the same time, we keep track of a bit b € 2 that expresses
whether the two paths have been observationally equivalent for agent k so far.

2 An NBA over alphabet A is a tuple (Q, D, ¢*, F) where Q is a finite set of states,
D C @Q x A x Q is a transition relation, ¢* € @ is the initial state, and F' C Q is
the set of accepting states. The automaton accepts an infinite sequence w € A“ iff
there exists some run of the automaton following w, such that the run reaches some
state in F infinitely often.
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We consider the set Fi;, ¢ of distinguished vertices to be Fip, ¢ = X¢ X S x
Fp x X x S x Fog x {1}. It is immediate from our construction and the defining
property of Ag and A_g that there exist infinite walks through the graph from
the root that hit this set infinitely often, if and only if s ¥ ©,®P.

We note that since this graph has finitely many vertices, we have that there
exist infinite walks with the property mentioned above, if and only if there exists
some vertex v € Fp, ¢ that is reachable from the root, and that has a non-empty
path back to itself. It is precisely this that we will express in the real arithmetic
formula.

For ¥ € {®,-®}, s € S and ¢,q" € Qu, we write a formula Try, , , expressing
that Ay transitions from ¢ to ¢’ upon receiving the valuation of s.

Trygq = \/ [ /\ s A /\ —ag .

Xew , peX pEMax(P)\ X
Dy (9,X,q")

! ! ’
2,82,q2,05,85,d9,b2 .. .
Q151,410 150 gk by stating that there is an edge

in the directed graph Gg, 4 from the vertex in the subscript to the vertex in the
superscript.

Next, we define a formula FEdge

!
S1

’ ’ ’
a2,82,q2,05,55,qs,b2 g
Edge »q 215243, :T’I“gl ,
_‘Cp)ql:QQ

@1,51,q1,%4,8%,q7,b1 ° ®,q91,92 A Tr
A TT(517a2)(32)>0
N TT(s5a4)(55)>0
N Tobsy (arz,52)=obsy, (ah,55) = b1 =bs
N T obsy (az,52)Fobsy (0 55) == by=0

Next, we need to express that there exist some vertex v € Fi, 4 that is
reachable from the root, and that has a non-empty path back to itself. So we
need to be able to express reachability. To do this efficiently, we use the method
well-known from second-order logic: a vertex v reaches w iff for all edge-closed
sets C of vertices, we have that v € C' implies w € C.

To be able to quantify over sets of vertices, we introduce variables r;n"“k for
each vertex v, with the intuition being that r™¥% £ 0 denotes that v is part of
the subset X of vertices. The following formula Cl expresses that the set defined
by these variables is closed under the edge relation.

Cli=" N\ [P #0A Edgel] — rip™™  #0
v,weEVy, &
Using this, we define reachability.

Reachgk(pw ::V(rgl‘“k)uev@k@ [CT A rﬂ“ark % 0] — rg‘“k %0

We can now finally define ag, s s by stating that we cannot reach vertices in
Fo, o from the root that go back to themselves with non-empty paths.

— v v’ v
doups =\ [Reachl o cogs e,y [Edge) A Reachd, g )]
’UEF@krD ’U'EV@,C@
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Inequalities Given the formula 7 < 79, we introduce variables r, for all arith-
metic subterms 7 appearing in 7; and 75 (and we denote the set of all such
subterms by Sub(71,72)), which will intuitively hold the values the terms 7 will
take at the state s under consideration, and given the strategies assigned to the
strategic variables x. We let

Ori<raps = H(TT)TESub(Tl,T2)[Eanhs A Eqnw’s ATs € Tl

wherein the formula Egn ., ; encodes that the variable 7., indeed holds the value
of 7; in s under the current valuation. We will now define these formulas.

Arithmetic terms We let:

Eqn, = [rc =,
Eqn, -1 = Eqn,  Nlr- X r.—1 = 1],
Eqn,, 7, o= Eqn,, NEqn, N[regr, 8+ ),
Bqn, yrys = Ban., s NEqn, s N[1exm R 77 X T3],

Probabilistic terms Consider the term Pg(®). The idea here is that we will
‘internalize’ the description of the model checking procedure of PCTL* inside of
our real arithmetic formula.

Considering @ to be an LTL formula over W = 2M2x(?) Jike in the construction
for the full observability formula, we construct a deterministic Rabin automatorEI
Ag = (Q, g%, 8, Acc) over alphabet W accepting those w € W* such that w Ik 1
.

Before giving the real arithmetic construction, we will again describe outside
of it what we aim to do. Recall that a (memoryless) strategy profile o (as e.g.
given by a binding 8 and valuation v) turns our model M into a Markov chain
Ms = (5,T5), with Ty : S — Dist(S) defined by putting

To(s1)(s2) = »_ T(s1,a)(s2) [] oiobsi(s1))(ex).

aEActhe 1€Ag

We wish to compute the probability that a random walk through this Markov
chain starting at s satisfies @. To do so, we will employ the product Markov chain
construction as is used in PCTL* model checkingﬁ The product Markov chain
Mo ® A will have the same dynamics as M, , whilst also following the automaton

3 A DRA over alphabet A is a tuple (Q, 6, ¢*, Acc), where Q is a finite set of states,
§: Qx A — Q is the transition function, ¢* € Q is the initial state, and Acc C 29 x2%
is the Rabin acceptance condition: a set of tuples (F, F) of subsets E, F C Q. The
automaton accepts an infinite sequence w € A% iff there exists some (E, F) € Acc
such that on the automaton’s run following w, it reaches all states in E finitely often,
and reaches some state in F' infinitely often.

4 Note that the following construction can only be defined because our automaton is
deterministic, which explains why we did not just construct an NBA.
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A. More precisely, we are defining the Markov chain M, @ A = (S X Q,T5 4),
with T 4 being given as

Ty a(51,q1)(82,q2) = {Ta(81)(82) ! 6(q1’.{¢ € Max(®) | 5117 ¢}) = a2

0 otherwise
It follows from this construction and the defining property of the DRA A, that
the probability we are after is precisely the probability that a random walk
through M, ® A from (s, ¢*) is ‘accepted’ by A, in the sense that the walk’s
sequence of automaton states qpq1 - - - € Q¥ satisfies the Rabin acceptance con-
dition Acc.

Now, one of the fundamental properties of Markov chains that is used in
PCTL* model checking states that for all states in a finite-state Markov chain,
a random walk starting there will with probability 1 (i) eventually reach some
terminal strongly connected component (tSCC)EL (ii) stay in that tSCC forever,
and (iii) visit each state in that tSCC infinitely often.

Applying this property to M, ® A, we see that the probability of a random
walk from (s, ¢*) being accepted by A is equal to the probability of a random walk
eventually reaching some tSCC C, such that CN(Sx E) =@ and CN(Sx F) # 0
for some (E, F') € Acc. We refer to such tSCCs as accepting tSCCs.

So we have reduced the problem to computing a reachability probability,
which can be done by solving a system of linear equations. Using real-valued
variables p; , for (t,q) € S x @, which intuitively will denote the probability of
reaching an accepting tSCC from (¢, ¢), we solve the following system:

Prg=1 if (¢, q) lies in some accepting tSCC
Py =0 if (¢,q) cannot reach any accepting tSCC
Pra = 2 (w.qgesxq Loa(t, O)(t',q') X prg  otherwise

It can be verified (though it goes beyond our interests here) that this system
always has a unique solution. Upon solving the system, the probability we are
after is the value of ps g«.

Having described generally what we intend to do, we will now describe how
to encode this process (efficiently) in real arithmetic.

First, for t € S and ¢,¢' € Q, we write a formula Trtq’q, expressing that A
indeed transitions from g to ¢’ upon receiving s.

Trig=" N\ [N\ N —op4.

Xew , peX pEMax(P)\ X
5(q,X)=q

5 A set C of states of a Markov chain is called a strongly connected component, if it
is a strongly connected component of the Markov chain’s underlying directed graph
(i.e. the one obtained by placing edges between states that have non-zero transition
probability). Furthermore, C' is said to be terminal if it is terminal in the directed
graph (where a strongly connected component of a directed graph is terminal if there
exists no vertex outside the component that is reachable from within).
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Introduce variables rg2d2 for s1,s52 € S and g1,¢92 € ), which are meant to
express the probability of transitioning from (s1,q1) to (s2,¢2) in the product
Markov chain we obtain from the current valuation (given by the variables ry ¢ 4)
and binding . The formula Prods expresses this:

P’I“OdB = /\ [Tr;i,qz — Tﬁf:gf ~ Z T(Slva)(SQ) H Tﬁ(i),ObSi(Sl)’ai]

S A .
5% ac At i<hs

S1 $2,92 ~~
A [ﬁ TrQl;Qz = Tsiq ]

We write for each v,w € S x @ a formula Reach, expressing v reaches
w in the underlying directed graph of the product chain. Again, like for the
full observability formula, this makes use of variables ™2™ and a formula CI
expressing that we have a set of vertices closed under the edge relation.

Cl=" N\ [P #0ArY >0 =™ %0
v, WwESXQ

Reachl = Y(r™*),cox o[ CL A P, 24 0] — phark 2 ()

We now move on to encoding the process of solving the system of equations.
We introduce variables 5% for each (¢, ¢) which will contain the probability p; 4 of
reaching some accepting tSCC from (¢, ¢). The formula Goal, efficiently expresses
that v is part of an accepting tSCC, without having to explicitly consider sets
of vertices at any point.

Goal, = /\ Reach;, — Reach,,] A \/ [ \/ Reach;, A /\ —Reach,, ]
weESXQ (E,F)eAcc weSXF weESXE

To see that this encoding indeed works, note first that a vertex v of any directed
graph graph lies in a tSCC if and only if for every w that v reaches, we have
that w also reaches v. This should be easily verifiable. That explains the first
part of the formula.

Then, we note second that the tSCC v is a part of in the product Markov
chain is accepting if and only if there is some (E, F') € Acc such that v does not
reach any vertex w € S X E, and reaches some vertex v € S x F. To verify this,
note that the tSCC v is a part of has non-empty intersection with a set X if
and only if v reaches some state in X. Left-to-right holds since the tSCC is an
SCC: every pair of vertices in it can reach each other. Right-to-left holds since
any vertex w that v reaches must also reach v, and so since the component is
terminal, we must have that w is a part of it.
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We can now write the formula Sol, expressing the solving of the system of
equations.

Sol == /\ Goal, — 15 = 1
vESXQ

A= \/ Goal,, N Reach] — 5 = 0
weSXQ

A [=Goal, A \/ Goal,, A Reach] — r° ~ Z [r x SOl
weSXQ weSXQ

Putting all this together, we can finally write out Eqnp 5(®),s°
Eqnp ,(3),s = A(ry, rz(’l)vﬂueng [PTOd[g A Sol Arp (@) = ri?;*}

Degree of observability terms Consider the term Dg ;(®). This will be quite a
bit more complicated than the previous terms.
We will end up defining Ean[i (®),s AS

yS

Bqnp, (#),s =3P y(@) I (Py (@)1 Tobsia- [Eanp ()5 N EdNops, o,
ATpy@) # 0= [r@y@)-1 X TPy(@) R LATD, (&) R Tobs,0 X T(Py(a))~1]

A TPy() 0— TDg i (0) ~ 1} :

The idea is that we will compute two values: (i) the probability of a random
path satisfying @, and (ii) the probability of a random path satisfying ¢ whilst
not being observationally equivalent (for agent i) to a —®@-path. The degree of
observability is then obtained by dividing (ii) by (i) (with some care to deal
with the situation in which the denominator is 0). As we already know how to
compute (i) from the inductive step for probabilistic terms shown before, we
will only focus on computing (ii), which in the real arithmetic formula we will
store in the variable rops;5. So all we need to do is explain the construction of
Eqnobsicb,s'

We will again begin by describing a procedure for computing (ii) in general,
and then encode this in real arithmetic.

We will construct two series of automata, which we will then combine after-
wards. First:

(A.1) Compute a deterministic Streett automatmﬂ recognising @ outside of the
real arithmetic formula.

5 A DSA over alphabet A is a tuple (Q, 8, ¢*, Acc), defined identically to a DRA. The
difference now is that the automaton accepts w € A“ iff for all (E,F) € Acc, the
automaton’s run following w reaches all states in E finitely often, or reaches some
state in F infinitely often. In other words, the acceptance condition is dual to a
Rabin one.



Probabilistic Strategy Logic with Degrees of Observability 25

(A.2) From that DSA, build a DSA Ag over the alphabet Act™® x S inside the
real arithmetic formula, such that Ag accepts precisely those w such that
sw € Pathsy(s) and sw I @. In other words, the DSA accepts the paths
from s that satisfy &.

Second:

B.1) Compute an NBA recognising —® outside the real arithmetic formula.
) From that NBA, build an NBA ANBA ' over alphabet Act™® x S inside the

obs; —
real arithmetic formula, such that AoNﬁiAﬁqs accepts precisely those w such that
sw € Pathsq(s) and for which there exists m € Pathsq(s) with 7 IF = and
obs;(sw) = obs;(7). In other words, the NBA accepts the paths from s that
are (for agent 7) observationally equivalent to paths satisfying —®.
(B.3) Determinize Abes’?ﬂ5 into an equivalent DRA AE,E;&QS using Safra’s construc-
tion encoded into the real arithmetic formula.

(B.4) Negate Agb%?ﬁqs inside of the real arithmetic formula, obtaining a DSA Ac?bss?@
recognising precisely those sequences w & (ActAg x S)¥ such that if sw €
Pathsa(s), then sw is not observationally equivalent (for i) to any path
satisfying —®.

We will then, finally, take the following steps:

(C.1) Build the product DSA A = Ag ®Ac'?bss'?¢ inside of the real arithmetic formula,
which recognizes precisely those w such that sw € Pathsa(s), sw IF @, and
sw is not observationally equivalent to any path satisfying —®.

(C.2) Construct the product Markov chain M, ® A again inside the real arithmetic
formula, and compute the probability of a random walk in it being accepting.

The idea is that we wish to end up with some deterministic automaton recog-
nising the set of ®@-paths that are not obs. equiv. to a =®-path. This needs to be
deterministic to be able to proceed with the product Markov chain construction.
The A-construction builds a deterministic automaton that accepts precisely @-
path, while the B-construction builds a deterministic automaton that accepts
sequences that are not equivalent to —®-paths. By taking the product of both
constructions, we end up with an automaton that recognizes the language we
are after.

The A-construction is straightforward, but describing the B-construction re-
quires more steps. In order to accept paths that are not observationally equiv-
alent to —~@-paths, we make use of a nondeterministic automata that accepts
paths that are observationally equivalent to one: intuitively, such an automaton
is simply able to guess the other path. So instead of constructing a deterministic
automaton from —@, we construct a nondeterministic Buchi automaton. Then,
using Safra’s construction, we can translate this into a deterministic Rabin au-
tomaton. We can very simply construct the complement of a DRA as a DSA.
This is also why we do not contruct Rabin automata in the A-construction, but
instead go straight for a Streett automaton.

Let us begin by describing the A-construction (note we are not yet presenting
how the construction is done inside the real arithmetic formula), as it is the



26 C. Mu, N. Motamed, N. Alechian, B. Logan

simplest. From @, we construct a DSA A% = (Q, 6, ¢*, Acc) over W = 2Ma(®) that
recognizes @. From this DSA, we construct the DSA Ag = (Qg, I, (s, q*), Accs)
as follows. The state space is Q¢ = (S X Q) U {ver }, i.6. S X Q with a separate
error state ver. We define dg as

Sa(t.0), (. 8) = {(t@é(q, {p €Max(@) [t p}) i T(t,a)(#) >0

Verr otherwise,
and 0g (Verr, (@0, 1)) = verr. The Streett acceptance condition is Accg = {(S x
E,Sx F)|(E,F) € Acc} U{({Verr}, S x Q)}. It is not difficult to see that this
construction is correct: the acceptance condition forces only those runs to be
accepted which never reach the error state (so sequences that do not correspond
to paths will never be accepted.)

Now we describe the B-construction’s process (not yet in the real
arithmetic formula). Let A ¢ = (Q-¢,D-0,¢" 3, F-¢) be an NBA over
oMax(=®) that recognizes —®. We construct the NBA Ayfs?ﬁ(p = (S x § x
Q-o, Dg‘b‘ifﬁ@ (s,8,¢%5), Fo'\l‘)Efﬁqs) over Act™® x § as follows.

The state space is Qe g = S X S X Q-¢: states consist of two states of
M and one state of the original NBA. Intuitively, the first M-state will keep
track of the path we are given, while the second M-state will be that of the
observationally equivalent path we are guessing.

The transition relation DNBA p is defined by having a transition from

obs; —
(s1,8%,q1) to (s2,sh,q2) under symbol (a,t) if and only if:

1. t = S92

2. T(s1,a)(s2) >0

3. There is o/ € Act™® such that T(s},a/)(sh) > 0, and obs;(c,s;) =
obs; (o, s5).

4. D_g(q1,{p € Max(®) | s} IF v}, q2)

So transitions follow the symbol on the first M-state, and guess some observa-
tionally equivalent transition from the second M-state, while also transitioning
the original NBA for the second state.

The set Fﬂ,‘gﬁqj of accepting states is defined as Fo’\éi"ids =9 xSxFg It
is not difficult to see that the resulting NBA is what we are after: it accepts
precisely paths that are observationally equivalent to —-®-paths.

Next, we apply Safra’s well-known determinization constructionm to construct
a DRA Agbifﬂé that is equivalent to our NBA. Since we will later need to encode
this in our real arithmetic formula, we work out the construction here.

The construction is based on the notion of a Safra tree, which we will now
present relative to our NBA Ag‘,ﬁf;@. A Safra tree is a finite ordered tree T, with
its nodes coming from the vocabulary V = {1,2,...,2(|S|? x |Q-4|)} (i.e. there

" The precise construction we are using is the one as presented in: Roggenbach, M.
(2002). Determinization of Biichi-Automata. In: Gridel, E., Thomas, W., Wilke, T.
(eds) Automata Logics, and Infinite Games. Lecture Notes in Computer Science, vol
2500. Springer, Berlin, Heidelberg. https://doi.org/10.1007/3-540-36387-4_3


https://doi.org/10.1007/3-540-36387-4_3

Probabilistic Strategy Logic with Degrees of Observability 27

is twice as many symbols as the amount of states in our NBA). By ordered tree,
we mean a tree in which the children of every node carry some linear order <.
We will often speak of children of a node being earlier/later than another to
mean that the first, respectively, precedes (<) or succeeds (>) the other in this
linear order. Similarly, the last child of a node is its child that succeeds all other
children of that node.

Nodes v of a Safra tree T are labelled with a macrostate K|, which is a non-
empty subset KZ— C § X8 X Q-g. Nodes can also be marked with an additional
symbol ‘!’

Safra trees are required to satisfy two conditions, which also as a consequence
mean that the number of Safra trees is exponential in the number of states of
our NBA. For a Safra tree T we require that for all nodes v:

1. There is at least one (t,t',q) € K. such that v has no child w with (¢,t',q) €
K,
2. For all distinct children w # wu of v, it holds that K] N K = {.

The DRA Ac?tfi?ﬁ@ = (QDRA75DRA,qERA,AchRA) is defined as follows. Its
state space QPRA is the set of Safra trees. The initial state gPR? is the Safra tree
with the single node 1, labelled with macrostate {(s,s,¢*)} (i.e. the singleton
containing the initial state of our NBA).

The transition function is defined as follows. Given a Safra tree 7 with nodes
N C V, and input symbol (a,t) € Act™® x S, the transition SPRA(T, (a, 1))
produces the Safra tree computed as follows:

1. The mark ‘!’ is removed from all nodes in T that contain it

2. For every node v € N with macrostate K such that K N FO'\LiAﬁq3 # (), a new
node w € V\N is added, and is made the new last child of v. The macrostate
of w is set to be K NFL2A ;.

3. For every node v, its macrostate K is replaced by the new macrostate

{(t27tl27QQ) € SXSXQﬂ@ | Dc’:leiA—\ds((tl,t/lvql)a (a’t)v (tQat/27Q2)) for some (tl’t/la(h) € K}

4. For every node v with macrostate K, and all states (¢,t’,q) € K such that v
has an earlier sibling whose macrostate includes (¢,¢, ¢), we remove (¢,t, q)
from the macrostate of v.

5. We remove all nodes with empty macrostates.

6. For every node v such that its macrostate is equal to the union of the
macrostates of its children, we remove all nodes descended from v, and place

the mark ‘I’ on v.

The Rabin acceptance condition AccPRA is defined to be AccPRA =
{(Ey, Fy) | v € V}, with E, being the set of those Safra trees that do not
contain a node v, and F,, being the set of all Safra trees that do contain a node
v which is additionally marked with ‘!".

This finishes the description of the DRA. The DSA recognising its com-
plement is obtained by just letting AEbS;'?q; = (Qobs;®» Jobs; &> Uaps, & ACCobs; &)

be defined identically to Agbif;ds, but with the Streett acceptance condition
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AcCobs,a = {(QPRA\ E,QPRA\ F) | (E,F) € Acc®®*}, ie. the we take com-
plements of all the sets in the condition.

Now, having completed the general descriptions of the A- and B-
constructions, we can finally describe the C-construction. We will only describe
the first step, since the second is virtually identical to our procedure for checking
probabilistic terms presented before (with the exception that we now deal with
a Streett condition instead of Rabin). The product DSA A is defined by taking
the products of the DSAs Ag and A(')Dbssli\@. The state space, transition function,
and initial state are defined in the natural way. The acceptance condition Accprod
consists of all pairs (E X Qops,s, F' X Qobs;s) for (E, F) € Accg, and all pairs
(Qe X E,Qqg X F) for (E,F) € AcCops; -

We can now finally present the encoding of all the A, B and C-constructions
in real arithmetic. We start with the A-construction. We begin by specifying
the transition function of Ag. The formula Trj’;my expresses that * € Qg
transitions to y € Qg under symbol («, t').

Tr(t,a)(t)>0 A X\/W [/\goEX gt A N pemax(@) x —ag| itz =(t,9),y=(t'q)
5(q,§):q'

Tr(t,a)t)>0 if 7= (t,9),y = Verr

Ty—ve, otherwise

ot —
TTA@»L?J '7

Now, the B-construction. We specify the transition relation of AJPA ;. The

¢
formula Tr<
AN (51,5%4,00),(52.54,02)

(s2, 85, g2) under symbol («,t).

expresses that (s1,s],¢q1) can transition to

t
Tre, =T
ANBA_ 4 (s1,87.a1) (52,55,42) T P52

A TT(Sl,Oc)(Sz)>O

A THa’GActAg. T (s},a’)(s5)>0 & obs;(a,s2)=o0bs; (a’,s})

Y B AN AN =
D_.;((qelf}g(,qz) peX pEMax(—P)\ X
Now, we encode the transition function of Aonifﬁqy Note that the notion of Safra
tree can be defined completely outside of our real arithmetic formula. Similarly,
we can perform most steps in the computation of the transition function outside
our formula as well. Specifically, the only step which has to happen in the formula
is step 3.

Let Saf{ffg:a’t be a formula that is defined as T if, on input symbol («,t),
from the Safra tree 7 we obtain the ordered tree 7’ (note that after these two
steps the intermediary result need not satisfy the requirements of a Safra tree)
by following steps 1 and 2 of the Safra tree computation we specified before.
If not, the formula is defined as L. Similarly, let Saf] 7%, , be defined as T if
under input symbol (a,t), from the ordered tree 7 we obtain the Safra tree T’
by following steps 4 to 6 of the Safra tree computation we specified before. If
not, the formula is defined as L.
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Note that we need only consider ordered trees that are intermediary results
in the Safra tree computation; these are ordered trees with at most as many
nodes as the number of states of the original NBA, labelled with macrostates.
Therefore the amount of such intermediary trees is again exponential wrt the
number of states of the original NBA, and we can effectively enumerate them
outside and inside of our formula.

We will now define a formula Saf 3,0, t, which states that on input symbol
(i, t) from the ordered tree T we obtain the ordered tree 7" by following step 3
of the Safra tree computation.

Saf& at T nodes of T and T’ are the same
t
A /\ T & \/ Tre .
[ (t2,th,q2)EKT’ Az‘thAﬁ¢7(t17t’17QI)1(t27t/27q2):|
veT’ (t1,t7,q1)EK]

(t2,t5,q2)ESXSXQ-s

Using this we can now finally specify the transition function of AEbRsfﬁ@. The

formula 7r% ADRA expresses that 6PRA sends the Safra tree 7 to 7 on input

obs; —\qf”T T
symbol (a,t).
— T, T2 T2, T3 Ts, T
TrAEJx;Aﬂ@’TyT/ = \/ Saf1 50 NSaf 3% NSaf 776 o4

intermediary ordered trees 72,73

This finishes the encodings of the transition functions in both the A- and B-
constructions. We will now proceed to specify the computation of the probability

in the product Markov chain, as we did in the procedure for probabilistic terms.
We introduce variables r:2’32’32 for s1,s2 € S, q1,42 € Qa, and ¢}, ¢5 € Qobs;s-
These will express the probability of transitioning from (s1,q1,4}) to (s2,q2,¢5)

in the product Markov chain. The formula Prodg again expresses this, with
Tr,Ag d Tr,Acbs; o
a1 (ent)q2 1 TqL(a ), a5

the truth value of the corresponding transition-formulas.

auxiliary binary variables r , which will numerically hold

o Tr,Ag Tr Aobsl@’
Prodg :=3(r Ta1.(a,t), qZ)qh%GquH(Tq;,(a t),qz)qlp(ée@obsi(ﬁ'
ot
TT‘,Aqs ~ T"”7Ad5 ~
/\ /\ TAnql,qz Tar(ait)ae ™ 1] [ TrAqqu,qz - Tar(ant) g ~ O]
q1,42€Q¢ ot
it Tr Aobs P Tr Aobs 3

A /\ /\ [Tr; -7 ~ 1A [-Tr —r ~ 0

W gty = Tty ¥ DN om0 =7y (a0

Q1aQ2€Q0bs o @

/
$2,92,q5 Tr,Ag¢ Tr, Aobs; & H

A /\ r317<11,Q'1 ~ Z Tg1,(0,52),q2 xr q17(a 52),q5 X T(Sl’a)(s2) X T'B(k),obsk (s1),05 -
51,52€8 aEActhe kEAg

1,02 €EQa
q1,95 erbsi@

The reachability formula Reach; for states v and w of the product Markov
chain is defined identically to how we did it in the construction for probabilistic
terms, so we do not write it again.
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The formula Goal, needs to be changed to reflect that we now have a Streett
acceptance condition, instead of a Rabin one.

Goal, = /\ Reachy — Reach,] A /\ [ \/ Reach;, V /\ —Reach, |
WESX Qe X Qobs; » (E,F)EAcCyoq WESXFE weESXE

The formula Sol is constructed identically to how we did it for probabilistic
terms. So we can now conclude the model checking procedure by specifying

Eqnobsid",s:

. w ,.sol ~ .50l
Eqnobsi’ﬁvs " H(TU Ty )vaeSXQéxQobsi(P[P’rOdﬁ N Sol N Tobs, = L [

where ¢, and ¢}, , are the initial states of, respectively, Ap and ARA,.

B Complexity

Sentences of real arithmetic can be verified in exponential space w.r.t. the num-
ber of quantifiers in the sentence, and 1ogarithmicﬂ space w.r.t. the size of the
quantifier-free part of the sentence - see Theorem 14.14 and Remark 13.10 of
“Algorithms in Real Algebraic Geometry” (2006) by Basu, Pollack and Roy.

It should be clear from the construction of our sentence that the size of
the construction Egnp, (g) , dominates the other parts of the construction.
We claim that both the A- and B-constructions produce DSAs of size double
exponential w.r.t. @.

For the A-construction, this occurs since the DSA constructed from an LTL
formula will generally be of size double exponential in the LTL formula’s size .
For the B-construction, we have that the NBA we construct is of size exponential
in @. Applying Safra’s construction, we then incur another exponential blowup,
landing us with a DRA (and therefore also DSA) double exponential in size
w.r.t. @. The final product DSA and Markov chain are thus also of size double
exponential wrt .

It is easily verified that no part of the real arithmetic formulas requires an-
other exponential blowup on top of this number, so we land with a real arithmetic
sentence that is double exponential in size wrt @. The number of quantifiers in
the sentence can be verified to also be double exponential w.r.t. the size of @, as
there are e.g. quantifiers for each Safra tree.

The dependence of these factors on the system M is different. The sentence
is of size exponential wrt the system, as it has e.g. conjuncts for each « € Act”e,
as well as disjuncts for each (intermediary) Safra tree, the number of which
is exponential wrt the system (but double exponential wrt the formula). The
number of quantifiers is similarly exponential wrt the system, as there is at least
one quantifier for each Safra tree.

)O(l

8 Technically, it requires powers of logarithms, i.e. (logn ), but this matters not for

our analysis.
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Summarising, we have that the size of the real arithmetic sentence is double
exponential wrt the formula, and single exponential wrt the system. The num-
ber of quantifiers in it is also double exponential wrt the formula, and single
exponential wrt the system. By the complexity result for checking real arith-
metic we mentioned in the beginning, we can thus conclude that our overall
model checking procedure runs in space triple exponential wrt the formula, and
double exponential wrt the system. Thus we incur a single exponential blowup
in the complexity of the procedure wrt the system size, when comparing to the
procedure for PSL.
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