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Abstract

The growing threats of variations, uncertainties, anomalies, and sophisticated cyberattacks on power grids
are driving a critical need to advance situational awareness which allows system operators to form a
complete and accurate picture of the present and future state of the system. Simulation and estimation
are foundational tools in this process. However, existing tools lack the robustness and efficiency required
to achieve the level of situational awareness needed for the ever-evolving threat landscape. Industry-
standard (steady-state) simulators are not robust to blackouts, often leading to non-converging or non-
actionable results in cases where blackout induces an “infeasible system”. Similarly, estimation tools lack
robustness to anomalous data, returning erroneous system states and failing to accurately locate root
causes of real-time anomalies. Efficiency is the other major concern as nonlinearities and scalability issues
make large systems slow to converge. Data-driven alternatives to these physics-based tools have been
widely developed using machine learning (ML) for fast speed; but even state-of-the-art models find it hard
to ensure the satisfaction of necessary network constraints on large systems. Together, these limitations
make system operators struggle in responding effectively to threat incidents.

This thesis addresses these robustness and efficiency gaps through a dual-fold contribution. We first
address the inherent limitations in the existing physics-based and data-driven worlds; and then transcend
the boundaries of conventional algorithmic design in the direction of a new paradigm — Physics-ML
Synergy — which draws on and integrates the strengths of the two worlds. Our simulation and convex
estimation approaches are built on circuit formulation which provides a unified framework that applies
to both transmission and distribution. Sparse optimization acts as the key enabler to make these tools
intrinsically robust and immune to random threats. By enforcing sparse “threat indicators”, our methods
produce actionable outcomes to pinpoint dominant sources of (random) blackouts and data errors, mean-
while suggesting easy corrections for threat mitigation. Further, we explore sparsity-exploiting optimiza-
tions to develop lightweight ML models whose prediction and detection capabilities are a complement
to physics-based tools; and whose lightweight designs advance generalization and scalability. Finally,
Physics-ML Synergy brings robustness and efficiency further against targeted cyberthreats, by intercon-
necting our physics-based tools with lightweight ML. We explore synergy designs where ML-generated
predictions feed prior knowledge into simulators and estimators, in the form of warm starting points and
prior distributions.

We validate these significant advancements on large-scale power system simulation and estimation
tasks, spanning a variety of threats. As a result, our robust simulators and estimators pinpoint dominant

blackout sources on the 80k-bus Eastern Interconnection grid; and identify a mixture of random bad
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data and topology errors on >25k-bus systems, with significantly faster speed than standard solvers.
Our lightweight ML generalizes well to dynamic graphs and achieves time-series anomaly detection at
the millisecond scale for 60K-node systems (approximately 75% of the Eastern Interconnection) per time
tick per sensor. Finally, our Physics-ML Synergy further advanced simulation efficiency under MadloT
cyberattacks with >3x faster speed on a 2000-bus power grid; and advanced estimation robustness against

false data injection attacks while scaling almost linearly.
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Chapter 1

Introduction and Motivation

Emerging sources of disruption and instability necessitate fundamental research to re-envision situational
awareness [36] algorithms for safety-critical cyber-physical systems. The ability to perceive both current
and future system states and respond to incidents is essential to safeguard the security, reliability, and
resilience of new distributed, digitally controlled infrastructures, as well as legacy systems increasingly
retrofitted with smart capabilities. The electric power grid, which serves as the backbone of modern in-
dustries, particularly calls for new situational awareness paradigms to meet this need. Today, extreme
weather events [106] [65] [117] and targeted attacks [67] [19] [122] have intensified the frequency and
severity of blackouts, posing serious operational risks. Meanwhile, new cyberthreats specifically target
data integrity [147] [79] [83] [122], injecting anomalous data to complicate grid operators’ real-time data
processing and decision-making. Additionally, transmission and distribution systems must now cope with
rapid fluctuations in power flows from microgrids [52], distributed generation [35], and energy trades [26].
Together, these evolving threats make it imperative to advance situational awareness, ensuring that the
electric power grid can respond to threat incidents, prepare for amidst infrastructure and power elec-
tronics upgrades, as well as support market trading and renewable penetration to power an increasingly
electrified economy in a sustainable, low carbon transition.

Simulation and estimation are fundamental tools for routine situational awareness. Estimation problem
identifies system states and anomaly conditions in real time based on observed measurement data, while
simulation models "what-if" scenarios to assess their impacts. These two core functionalities cover both
steady-state analysis (typically in the frequency domain, such as power flow simulation [129] and steady-
state estimation [118]) and transient analysis (typically in the time domain, such as transient stability
analysis [133], electromechanical transient simulation [127], and dynamic state estimation [146] [149]).

Among these analyses, steady-state simulation [129] and estimation [118] are primarily used for daily
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operations and planning, enabling operators to identify the steady-state operating point in real time or
in response to specific contingency scenarios. This thesis focuses on steady-state situational awareness,
which is the primary horizon to recognize most real-world cyber-physical anomalies. In certain cases,
though, steady-state analysis is complemented by computationally intensive transient analysis to provide
deeper insights into specific or local conditions.

However, today’s industry-standard simulation [129] and estimation [118] tools lack the robustness and
efficiency required to achieve comprehensive situational awareness. As physics-based tools rely on fun-
damental physical laws, they are known for their accuracy but often struggle with efficiency, particularly
in large systems where convergence is slow due to the nonlinear nature of power grid problems. Fur-
thermore, a critical gap in robustness restricts these tools” ability to handle diverse threat conditions. For
example, standard simulation tools [129] are not sufficiently robust to blackout scenarios, often resulting
in divergence or non-actionable outcomes [9] when the scenario mathematically represents an "infeasible
system" whose solution does not exist. Similarly, standard estimation tools [118] [45] [137] are not robust
to anomalous data, frequently producing erroneous system states and failing to accurately identify the
root causes of anomalies.

Recent research has led to advanced methods aimed at reformulating the problems to advance robust-
ness and efficiency of situational awareness tools, but significant limitations remain. To improve efficiency,
convexified methods [134] made relaxation using techniques like semidefinite programming, which sim-
plify the problem but still struggle with scalability on large systems. Linear estimators [40] [80] [22],
which naturally create convex problems, have also been developed, by assuming the grid is observable
via modern data sources such as synchrophasors (PMUs). However, the assumption is currently un-
realistic. In terms of robustness, several methods aim to address specific threat conditions. Advanced
simulation techniques [99] [103] [104] quantify infeasibility in blackout scenarios, allowing operators to
converge to a solution that measures the severity of the blackout. However, this quantified infeasibil-
ity is often messily distributed across the network, providing limited insight into root causes. Robust
estimators [40] [80] [22] [6] have also been developed to handle random bad data within continuous
measurements. Robust “generalized” state estimators [12] [91] [84] [31] [134] bring robustness further
by integrating switches directly into the estimation model, enhancing robustness against topology errors
that could otherwise distort system states. However, the Simplex method [27] and semidefinite pro-
gramming [86], solvers in these robust estimators, are not scalable on large systems; and the robustness
provided in these approaches are limited to random anomalous data, but not the false data injected in a
targeted way [147].

As attempts to resolve gaps of efficiency, data-driven methods leveraging machine learning (ML) have
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been widely studied. The use of ML has been proven particularly effective in capturing abnormal be-
haviors [60] [18] [82] [141] [115] [55] [11] [23] [90] [15] [10] [116]. Meanwhile, data-driven alternatives to
physics-based tools are also actively explored [140] [48] [32] [144] [145] [139]. These alternatives primarily
aim at faster speed but comparable accuracy, unintentionally creating an adversarial relationship between
the data-driven and physics-based worlds. Overall, many existing ML approaches are insufficient for the
level of situational awareness we need for power grids, and they generally are not designed to deal with
the robustness gaps we mentioned above. Moreover, key obstacles [76]—including limited generalization
to unseen conditions, scalability to large networks, and interpretability of results—are not fully resolved
even for state-of-the-art ML models [33] [34] [41] [85] [47] [143] [142], raising significant concerns for
applying ML in heavily-constrained safety-critical infrastructures like the real-world power grids.

Clearly, the current paradigm for designing simulation and estimation algorithms has become an
either-or choice: use either physics-based or data-driven methods, given the distinct advantages of each
approach. However, based on their pros and cons as discussed, it is apparent that neither of these ap-
proaches alone provides the necessary robustness and efficiency to handle the complexities of real-world
power grids. Physics-based methods are known for accuracy but can suffer from lower speed and difficult
modeling of anomalies. Data-driven methods offer speed and better anomaly detectability, but are limited
in accuracy and generalization. Alternatively, combining the complementary strengths of both approaches
offers a promising path toward improved situational awareness.

This thesis aims to fill the efficiency and robustness gaps by exploring the collaborative relationships
between the two worlds. We not only address the inherent limitations within physics-based and data-
driven categories, but also transcend the boundaries of conventional algorithmic design in the direction of
a new paradigm — Physics-ML-Synergy — which draws on and integrates the strengths of each category.
We aim to demonstrate that neither world should be disregarded, and that interconnecting physics-based
and data-driven worlds can have a transformative impact, enabling robust and efficient situational aware-
ness capabilities that are impossible with either approach alone.

The first part of this thesis addresses the inherent limitations within each world. The key enablers to
this end are circuit-based formulation and the exploitation of sparse structures. Circuit-based modeling
provides a unified framework that integrates both transmission and distribution networks for simulation
[103] [104] and estimation [59] [58] [57], leveraging the natural circuit structure of power systems. In
Chapter 3, we extend circuit-based modeling techniques (which have been already explored for simulation
[103] [104] and optimal power flow studies [54]) to the estimation purpose, developing measurement-
based device models and a circuit-based estimation method that is naturally convex, scalable, and fast

with closed-form solution [72]. Moreover, independent current sources are inserted across the circuit
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system as “threat indicators”, working for both simulation and estimation, providing a baseline level of
robustness by allowing us to quantify blackout conditions and measurement noises.

The second key enabler is the exploiting of sparsity to foster inherent robustness and efficiency in
situational awareness tools. Sparsity [46] [128] [51] [50] in vectors or matrices refers to a structure with
only a small fraction of non-zero values carrying essential information, while most of the entries are zero
which can be ignored without losing significant accuracy. This often leads to sparse explanations and
sparse recommendations, which are ubiquitous in engineering systems and the exploiting of which can
foster efficient or effective decision-making. For example, root causes of faults, errors, and deficiencies are
oftentimes sparsely distributed across the network; the mitigation of which should focus interventions on
sparse recommendation of key areas. In terms of ML, a key issue is the generalization to different dis-
tributions of data. From a structure-exploiting perspective, relevant data are sparsely distributed among
the set of all historical data, suggesting that a sparse recommendation of the most relevant features / data
are needed to make the optimal single-point prediction with minimal generalization error. Moreover, the
power system only has a few branches adjacent to each node, representing a sparsely-connected graphical
model that can be leveraged to reduce model complexity and account for network topology. In Chapter 4,
we develop sparse optimization techniques to produce threat indicators that pinpoint dominant sources
of blackout and data anomalies, building intrinsic robustness into the simulation [70] and estimation
tools [75] [74] [105]. While in Chapter 5, we leverage temporal and spatial sparsity-exploiting optimiza-
tion for lightweight ML that gives scalable, interpretable and generalizable ML designs for prediction and
detection purposes.

The second part of this thesis centers on the development of Physics-ML Synergy — where physics-
based tools “chat with” ML to merge their benefits. The goal is to show if interconnecting these tools
together can bring efficiency and robustness further against targeted cyberthreats. Central to this syn-
ergy is the information transfer between the two tools to address specific situational awareness needs.
Chapter 6 explores two critical applications: simulation and estimation, where the physics-based tools de-
veloped in Chapter 4 and lightweight ML models from Chapter 5 are interconnected to bridge remaining
performance gaps. In the first application, ML predictions provide a warm starting point for circuit-
based simulation, significantly accelerating the overall simulation process [77]. In the second application,
time-series ML contributes prior knowledge as regularization in circuit-based estimation, creating an ML-
augmented estimation tool that is robust to cyberattack-induced false data. The enhanced efficiency and
robustness—unachievable with physics-based tools alone—demonstrates the transformative potential of
Physics-ML Synergy in advancing situational awareness for complex, safety-critical systems.

To validate the advancements presented in this thesis, we conduct extensive experiments that demon-
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strate robustness across various threats (blackouts, bad data, topology error, MadloT attack and false data
injection attacks) in the simulation and estimation tasks. We also evaluate speed and scalability of our
methods and large-scale systems ranging from thousands of nodes to over 80k-node systems. Lastly, this
thesis concludes with guidelines for future work, suggesting directions to extend Physics-ML Synergy to
handling a broader range of threats, complementing missing physics in partially observable conditions,

and extended applications to general cyber-physical systems.



Chapter 2

Background

2.1 Simulation and estimation key to situational awareness

Situational awareness (SA) [36] means the operator’s understanding and perception of the dynamic situ-
ation. The concept is initially defined by Tolk and Keether in the aircraft domain: “the ability to envision
the current and future disposition of both red and blue aircraft and surface threats”. Endsley extended the
early definition beyond fighter aircraft while still highlighting the "present and future". The understand-
ing of SA is also advanced by the operational methods and performance measures defined to evaluate
the operator’s SA. Examples include the situational awareness rating technique (SART) and the SA global
assessment technique (SAGAT).

This thesis discusses steady-state situational awareness in the context of the power grid as a charac-
teristic of operators under the changing grid conditions. It refers to the grid operator’s ability to perceive
and understand the system’s present state and project its future behavior. Present situational awareness
provides operators with a real-time snapshot of system conditions, while future situational awareness
enables them to anticipate potential challenges and make proactive decisions.

Estimation (and detection) tools are fundamental for present situational awareness which focuses on
providing a real-time snapshot of system conditions for real-time understanding of the current condi-
tions. This involves recognizing the present power flows, voltages, equipment status, and any ongoing
disturbances based on real-time data (e.g., through state estimation). And the goal is to provide operators
with an accurate and up-to-date representation of the system'’s status, allowing them to maintain control
and respond to current issues. Below we informally define the estimation problem for present situational
awareness. For a comprehensive understanding of the present operating conditions, estimation problem

needs to go beyond the estimating states of the system, but also ongoing anomalies:
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Problem Definition 2.1.1 (Power grid estimation for present situational awareness).

Input: network parameters and real-time measurement data; measurement models depicting how
data relates to the variables to estimate; (optional) historical, (optional) past events and switching
history.

Output (for time f): estimated system state variables (typically bus voltages which can be fur-
ther used to calculate line currents, and power flows), updated topology (an accurate view of the

network connectivity), and anomaly alerts

Simulation is the fundamental tool for future situational awareness which is to anticipate and project
potential future states of the system based on current and forecasted conditions. This could include
answering "what-if" questions on how the system states will evolve under changing loads, equipment
failures, or other contingencies. The goal here is to help operators evaluate whether the system can survive
changes and serving current or forecasted loads, so that they can foresee potential risks and prepare for
them in advance to ensure system reliability. Below we informally define the simulation problem for

future situational awareness of power grid:

Problem Definition 2.1.2 (Power grid simulation for future steady-state situational awareness).
Input: the state at time #; (e.g., obtained from estimation), possible "what-if" scenarios for a future
time t; (e.g., changes in load, generation forecasts, equipment failures, other contingencies, etc.),
and system models in the form of network balance equations.

Output (for a future time #;): system behavior (typically bus voltages which can be used to further

calculate currents, power flows, etc)

The goal of this thesis is to build high-quality situational awareness to handle a variety of threats,
ranging from physical to cyber indents; from natural faults to malicious attacks; and from random per-
turbations to targeted or interactive threat behaviors. Table 2.1 summarizes threats that represent key
obstacles in power system situational awareness.

Cyberattacks are of particularly high interest in this case. Recent years have witnessed and documented
a large variety of cyber attack methods capable of causing different consequences. Some de-energize
the power grid in a brute-force way via intrusion into the substation, power plants or control rooms to
open circuit breakers (e.g., power outage in 2015 [19] and 2016 Ukrainian attacks [67]). Some target IoT-

controlled load devices on the distribution grid for a manipulation of demand to destabilize the power
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Table 2.1: Threats that represent key obstacles in power system situational awareness

type threat possible causes
random data error large measurement noise, meter mis-calibration,
and low data quality communication error, etc

traditional | topology error circuit breaker fault, communication error or latency,
(wrong switch status data) switch data mis-synchronization

ditional conti . . -
traditional contingency overloading, physical damage, mechanical issues,
(outage of S
. circuit breaker faults, etc

generator/line/transformer)
blackout high demand conditions, (cascading) contingencies

cyber intrusion into meters / communication / data center

int tive dat ..
interactive data errors to inject false data,

induced by cyber attacks

modern jamming / spoofing attacks on modern synchrophasors, etc
supply / load perturbations | MadloT attack, renewable energy variations, etc.
contingency and blackout cyber intrusion into substations / power plants /
induced by cyberattacks control room to disconnect generators, etc

grid (e.g., MadloT attack [125] [49] [98]). Some aim at data loss and delay by attacking the communication
channels (e.g., jitter attack [16]). And some inject targeted false data to mislead the operators (e.g. false
data injection attack [148] [147]). Unlike traditional bad data, false data generated by a cyber attack
are usually assumed to be targeted and interactive, meaning they are inter-correlated or even carefully
designed by some relationship to maximize the impact.

Being aware of these threats, advanced situational awareness tools are needed to defend against them.
Real-time estimation needs to identify data errors and maintain "present"” situational awareness regardless
of them. Advanced simulation tools are needed to proactively simulate contingencies and blackouts, so

as to gain future situational awareness of potential failures and build resiliency against them.

2.2 Robustness and efficiency gaps

The word "robustness" has many connotations in different fields. This thesis discusses the lack of ro-
bustness in simulation and estimation tools, meaning that, under some threat conditions, they result in
erroneous, meaningless and non-actionable outputs or even cannot reach a solution. In the rest of this
Chapter, Section 2.2.1 discusses existing simulation methods and their lacking robustness to blackout
failures; and Section 2.2.2 discusses the existing estimation approaches and their limited robustness to
anomalous data.

Whereas, the efficiency gap refers to the lack of time-efficiency in existing tools. The challenge stems
from the nonlinearity introduced by analytical models, specifically nonlinear network models in simu-
lation, and nonlinear measurement models in estimation, respectively. These nonlinear models result in

nonlinear programming problems that are NP-hard and large systems are slow to converge especially
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when the solver does not have a good initial point to start with.
Next in Section 2.2.1 and 2.2.2, we will go through the robustness and efficiency gaps in each tool, with

a review of traditional and state-of-the-art approaches in literature.

2.2.1 Gaps in steady-state simulation tools
Traditional power flow simulation

Simulation evaluates whether a system can survive "what-if" scenarios while serving the present or fore-
casted loads. Traditional steady-state simulation method [129] for this purpose outputs the bus voltage
solution by iteratively solving a set of nonlinear network balance equations. Let Ny, be the number of
buses (nodes), V; be the voltage magnitude at bus i, 6; be the voltage phase angle at bus i, P, be the
active power supply generated at bus i, Py,q, be the active power consumed by the load at bus i, Qg,
be the reactive power generated at bus i, Qjp.q, be the reactive power consumed by the load at bus i.
Yij = Gjj + jBjj be the element of the admittance matrix Y, where G;; and B;; are the conductance and
susceptance between buses i and j, respectively. Each node i is constrained by two network equations
in (2.1) that enforce power balance for both the active (real) and reactive (imaginary) components of the
power. They intuitively mean that the total amount of power flowing into the bus must equal the total
amount of power flowing out of the bus.

Pg; — Pioad; — Vi Zjl\il V; (Gijcos(6; — 6;) + Bjjsin(6; — 6;)) =0

F(V,0) = (2.1)

Q6; — Quoad, — Vi L1 Vj (Gijsin(6; — 6;) — Byj cos(6; — 6;)) =0

So the traditional power flow simulation problem can be mathematically defined as:

Problem Definition 2.2.1 (Traditional power flow simulation). evaluates "what-if" scenarios by

solving bus voltage solution V, 6 from a set of nonlinear equations:

F(V,0) =0asin (2.1), fori = 1,2, ..., Ny, (2.2)

Such a traditional power flow simulation aims to converge to a so-called "feasible" solution of the system.
The efficiency gap arises in the process of reaching convergence, as the nonlinear function F makes it a
nonlinear programming problem that is generally considered NP-hard. Newton-Raphson method is the
common method to solve it where the nonlinear equations are linearized iteratively, and solutions are
updated until convergence. But there is no general guarantee that all instances can be solved efficiently,

particularly for large and complex networks.
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And this traditional method fails completely if no feasible solution exists for the system, which repre-
sents the scenario of power system blackout. Often, due to severe contingencies, heavy loading, and other
limitations that make power supply unable to meet the demand, simulation indicates network collapse,
which corresponds to a grid that has likely blacked out [113]. What-if scenarios related to blackouts are
of high interest to both operation and planning, since they result in severe consequences ranging from
economic loss, physical damage of infrastructure, and severe social disruptions.

Traditional methods are not robust to such failures. As defined in Problem 2.2.1, this collapsed grid
state mathematically represents an "infeasible system" with no solution to the equations F(V,60) = 0. The

methodology diverges [9], resulting in no useful information from the simulation output.

Infeasibility-quantified simulation to converge under blackouts

To avoid divergence without providing information, improved simulation method [53], [99], [103] has
been developed to return meaningful power flow solutions for such collapsed grid states. The main idea
is to quantify the "infeasibility" of these traditionally unsolvable cases and reformulate simulation into a

constrained optimization problem:

Problem Definition 2.2.2 (Infeasibility-quantified simulation). evaluates "what-if" scenarios while

considering possible blackouts by solving x = [V, 6] and compensation terms n from:
oAb
min | |n]]3

st. Fi(x)+n;=0fori=1,2,..., Ny (2.3)

Specifically, this new formulation introduces additional slack variables n; at each bus i with intuitive

meanings:

* 1; is a "infeasibility" indicator" that indicates power deficiency at each location that causes system

blackout

* n; also represents compensation terms that capture how much additional flow needs to be injected

at each bus (node) to make the network balance conditions hold again

So that at each bus i, the traditional system model F;(x) = 0 with x = [V, 6] can be extended to a new
set of equations F;(x) + n; = 0. This modified system with compensations mathematically represents a

feasible system with infinite solutions. By minimizing the sum of squares (i.e., L2 norm) of the compensa-
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tion terms, the method reaches the optimal solution that minimizes the "energy of reconstruction error",
considering # as the error that prevents the system from being feasible.

The variables n are "infeasibility indicators” which extend traditional simulation to account for both
feasible and infeasible systems. The values of n can clearly distinguish a feasible case from an infea-
sible one. Convergence with zero n everywhere denotes system balance satisfied and feasible solutions
reached. Convergence with nonzero #; at any node i denotes an infeasible system with specific power flow
deficiency at each bus i. The larger the n values, the more severe the blackout. Whereas, if divergence
happens, it is totally due to insufficient convergence techniques of the algorithm.

Such "infeasibility-quantified" simulation has been proposed and developed for both the traditional
power flow simulation [99] which models power balance as in (2.1), and newer circuit formulations of
power system [53] [103] which models current balance under rectangular coordinate, the later allows

application to three-phase distribution grid without loss of generality [103].

2.2.2 Gaps in steady-state estimation (and detection) tools
Estimation input: conventional and modern data

As informally defined in Problem 2.1.1, the present situational awareness aims to retrieve real-time system
information from measurement data. These data come from a large number of meters, i.e., sensors,
installed across the system. These meters collect measurements over time on different types of buses and
branches (transmission lines and transformers). The type and quality of measurement data depend highly
on the type of measurement device. Table 2.2 shows the realistic setting of data collection with a detailed
comparison.

Conventional monitoring technologies, like the supervisory control and data acquisition (SCADA)
system, collect steady-state measurements of circuit-breaker status (or switch status), voltage magnitude
|V|, current magnitude |I|, real and reactive power flows P, Q. These data usually have the measurement
accuracy of +2% as required by PJM [112]. Remote terminal units (RTU), also called remote telemetry
units, act as the interface in the SCADA system to gather all data from field devices and transmit them
to the master station in a central control system. Any control signal issued by the control center will also
be received by RTU and further delivered to the field devices (e.g., relays). In this work, we use RTU to
represent the measurement device in SCADA.

Modern networked phasor measurement units (PMU) collect voltage and current phasors, frequency,
etc, with high speed and accuracy. The transient data measured by PMUs are synchronized by the Global

Positioning System (GPS) and transferred to the control center via a hierarchy of local and regional phasor
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Table 2.2: Realistic settings of data collection on power grid

location device data type frequf:ITc.y of accuracy
acquisition
. . discrete upon change in I.)] M,
transmission | RTU switch status (on/off) every 4 seconds in -
and ISO-NE
distribution voltage/ current magnitude, analog 190,
RTU real/reactive power, 2-10 seconds -
steady-state in PIM
frequency
voltage/current phasor, o
frequency, analog reporting rate > 30 +1%
transmission | PMU ’ ; - (angle £1°
rate of change of frequency, transient samples/second or £1%)
dynamic reactive device power °
PMU voltage/current phasor, analog reporting rate 10-120 | £1°
distribution | frequency, etc transient samples/second or +1%
smart meter, . analog
IoTs loads, line flows, etc steady-state - -

* This table mainly includes regular electronic updates. Some significant events like changes in transformer tap
position, dynamic ratings are not included (more details in [112]. But the real-world control room will be notified
immediately upon these events.

* RTUs and PMUs provide measurements for buses, transmission lines, transformers and reactive devices (like
synchronous condensers).

data concentrators (PDCs) as well as the underlying synchrophasor communication networks (ranging
from wired to wireless networks). A review of PMU communication technologies can be found in [14].
Unlike the magnitude signals collected by conventional SCADA, synchrophasors are characterized by
both the real-time magnitude and phase angle of an electrical phasor quantity (voltage or current). Each
phase angle is with respect to a consistent reference across the system, whereas SCADA data only enable
computing a local phase angle between voltage and current. Usually, PMU is more than 100 times faster
than the conventional SCADA system, with a sampling rate of over 600Hz, a reporting rate of more than
30 samples per second, and an accuracy of +1% or better for all measurements. The last decade has
seen PMUs installed on both the transmission and distribution grid (distribution-level PMU, micro-PMU
or uPMU on distribution grid), allowing for real-time transient monitoring, data analysis and operation.
Today’s industrial practices and guidelines [95] require that PMUs be placed near significant generating
plants generally above 100 MVA (including wind and solar), large load buses, and grid control devices
to capture safety-critical incidents. Reports [97] showed the number of PMU deployment in the US grid
bulk power system (i.e., the generation and transmission system) was over 2,500 in 2019 and over 3,000 in
2022.

Observability issues and pseudo-measurements: The transmission system requires collected mea-
surements to guarantee system observability. The concept of observability was initially defined by F.
Schweppe and Wildes in [118] as being able to uniquely determine all the state variables (bus voltage

magnitudes and phase angles) from the given set of measurements using the control room’s state estima-
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tion (SE) algorithm. This requires proper meter placement depending on the type, location and number of
measurements. However, in real-time operation, a temporary unavailability of data might occur and cause
an unobservable system or unobservable islands. In this case, we can add pseudo-measurements which
will be handled the same way as real data in the estimation problem. These measurements can be nomi-
nal load/generation settings, estimated coefficients or patterns such as the daily load cycle, zero-injection
buses, etc.

Taking these measurements as input, the estimation task for present situational awareness (as infor-
mally defined in Problem 2.1.1) is traditionally split into 3 processes: 1) network topology processor for
topology estimation, 2) state estimator (SE) for estimating state variables (voltages), and 3) bad data de-
tection which is typically implemented by hypothesis tests immediately after the state estimation. Later
methods of robust state estimation merge 2) and 3) together into one unit. And generalized state esti-
mation (GSE) merges 1) and 2) together to jointly estimate topology and voltages. And a robust version
of GSE merges 1), 2) and 3) together into one. Next we will discuss existing methods in terms of their
formulations and limitations. In general, the inclusion of traditional is the main source of nonlinearity and
that results in efficiency challenges to estimation. And the random and targeted data errors, as illustrated

in Table 2.1, results in the gap of robustness.

Network Topology Processor

A network topology processor [92] [114] provides situational awareness of the network topology. In
today’s control room, NTP converts the NB model into a simplified bus-branch (BB) format to be used
by state estimation, contingency analysis and optimal control. As Figure 2.1 shows, the node-breaker
(NB) model includes all inactive and active switch components that exist on the system, whereas the bus-
branch model only contains active bus and branch components which significantly decrease the size of
the network.

The standard algorithm for NTP [92] is as follows:

1. Raw data processing converts raw data into normalized units and performs simple checks to verify op-
erating limits, rate of change of operating variables, and other data consistency checks (e.g., confirm

zero flows on open switches and zero voltage across closed switches).
2. Bus section processing recursively merges any two nodes connected by a closed switch into one bus.

3. Connectivity analysis identifies active network topology from the switch status data and reassigns

locations of metering devices on the bus-branch model.
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(a) Node-breaker (NB) model of a grid sub-network. (b) Bus-branch (BB) model: substation buses are
merged.

Figure 2.1: Network topology processor converts node-breaker (NB) model to bus-branch (BB) model, and
identifies network topology.

As only minor or no topology changes occur most of the time between subsequent NTP runs, a real-world
NTP increases its efficiency by operating in tracking mode [114] where only the groups of bus sections
with switch status changes are processed recursively.

When processing on the NB model, NTP assumes all its input status data are correct. However, switch
status data can be corrupted due to telemetry error, operator entry error, physical damage (e.g., a line is
tripped but the disconnection is not reflected on the circuit breaker status) or even a cyber-attack. In case

of such incorrect statuses, NTP can falsely merge/split buses and output an erroneous grid topology.

State estimation and bad data detection

Taking the network topology and measurement data as input, grid operators run AC state estimation
(ACSE) at minute scale (every 5 minutes in ERCOT and US Midwest ISO (MISO), every 3 minutes in the
U.K. grid and ISO-NE, and every 1-2 minutes in PJM [111]) to gain situational awareness of the AC grid
state variables and bad data alarms. The AC state variables include voltage magnitude and phase angle
at every bus. They are used to estimate the generation and load configurations together with network
topology and parameters, to provide situational awareness of the up-to-date AC power flow model (i.e.,
system model description) to be used in contingency analysis, optimal power flow and other studies.

Traditional method [118] for this purpose is a weighted least squares (WLS) method:

Problem Definition 2.2.3 (Traditional AC state estimation). Given a vector of measurement z, state

estimation solves bus voltages x = [|V|,6] by minimizing the weighted least-squares (WLS) of



CHAPTER 2. BACKGROUND 15

measurement error:

mmeZ z; — fi(x (2.4)

where x is the vector of state variables containing voltage magnitudes |V| and phase angles 6, z; is the i-th
measurement, and f;(x) denotes the relationship between measurement z; and state x.

The function f;(x) for Vi is determined by Kirchoff’s law and power flow equations. The efficiency
gap arises as f;j(x) is a nonlinear equation for some conventional SCADA measurements like the real and
reactive power, e.g., N

P, =V, Z; V; (Gijcos(6; — 6;) + Bjjsin(6; — 6;)) (2.5)
j=
making the objective function nonlinear and non-convex. Thus, this minimization problem does not have
a closed-form solution and must be solved iteratively.
The robustness gap also arises when facing data errors as listed in Table 2.1. The most classical family

of methods to figure out bad data are hypothesis tests based on post-processing of the weighted least
square (WLS) problem residuals [45], [110], [93]. More specifically:

Problem Definition 2.2.4 (Traditional bad data detection (BDD)). Assuming that the measurement
noise satisfy Gaussian distribution, the WLS residual J; = (z; — f;(£))?, Vi (obtained from traditional
state estimation Problem 2.2.3) satisfies Chi-square distribution whose critical value T can be used

as a threshold to detect bad data.

z;isabad dataif J; > T (2.6)

Based on hypothesis testing, bad data is usually handled by adjusting suspicious measurements and
rerunning ACSE until residuals are satisfactory. Possible adjustments include removing bad data, mod-
ifying [93] bad data or the iterative reweighted least square method [110], where weights on suspicious
measurements are set to lower values. Clearly, the iterative re-running of the ACSE problem incurs a
computational burden. Other robust estimators include least median of squares [88], yet this is not widely
adopted due to numerical difficulty in handling the median.

The family of robust state estimators has been developed as the performance of residual-based hy-
pothesis tests can be unsatisfactory, especially when multiple bad-data exist. Built upon the assumption
that bad data are typically sparse, the problem formulation is typically based on minimizing the weighted

least absolute value (WLAYV) in the objective function [124] [64] [40] [80]. These methods enable automatic
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rejection of bad data, eliminating the need for iterative re-runs while providing clear identification of

suspicious measurements from the sparse residual vector:

Problem Definition 2.2.5 (Robust state estimation). Given a vector of measurement z, robust SE
solves bus voltages x = [|V/|, 0] by minimizing the weighted least absolute value (WLAV) of mea-

surement error, resulting in a sparse residual to capture and reject (random) bad data:

min Y wilz; — fi(x)| @7)

Despite this desirable property, the non-differentiable L1-norm terms in the WLAV approach intro-
duces additional complexity. At present, two approaches to WLAV-ACSE exist: i) those that solve highly
non-convex ACSE due to inclusion of power measurements from conventional RTUs [123]; and ii) those
that are formulated as a linear programming (LP) problem [40] [80] with the assumption that network
only consists of PMUs. These convex WLAV formulations based solely on PMUs take advantage of the
linear relationship between phasor data and grid states; however, assuming PMU-observability of the
network is unrealistic for grids today. And Simplex method [27], which is typically used to solve linear
programming problems in these linear SE tasks, is not scalable to large systems.

To be practical for the reality, ACSE must include RTUs (i.e., conventional SCADA measurements).
Unfortunately, most methods that include conventional RTUs (hybrid or otherwise) correspond to ACSE
methods with highly complex and non-convex solution space that presents convergence challenges and
high residuals. To address these problems, there has been some work on convex relaxations of ACSE
methods (applicable to WLAV as well). For instance, [134] convexified the problem by reformulating the
voltage magnitude |V|, phase angle 4, and product of V and I, in semidefinite programming (SDP) form,
through matrix transformation; however this method fails to effectively scale to large-scale networks. More
recently to overcome the convergence and high residual limitations, the researchers in [73] [57] proposed a
circuit theoretic ACSE approach that reduces the problem to an equality-constrained quadratic program-
ming (QP) problem by creating linear measurement models following a "sensitivity" based mapping of
conventional grid measurements. This approach provides a convex hybrid ACSE formulation scalable to

large networks, but it is not implicitly resilient to bad data.

Generalized State Estimation

Despite a simple checking of data consistency, NTP does not include a rigorous analysis to correct wrong

switch statuses. Thus, NTP’s topology output can be inaccurate. The SE, which takes the erroneous topol-
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ogy as input, always assumes the given topology is correct and the bad-data detection algorithms cannot
separate bad data from topology errors. Thus, any topology error will harm the operator’s situational
awareness by falsifying the SE solution while remaining undetectable.

There have been attempts to build robustness against wrong switch statuses and resulting topology
errors [91] [12] [137] [31] [134]. One approach is a variant of ACSE bad-data detection (BDD) [137] which
runs ACSE for a set of possible topologies and then determines the optimal topology based on the one
with the smallest residual. However, the problem becomes combinatorial and expensive to solve when
multiple wrong switch statuses exist.

A more solvable family of methods is generalized state estimation (GSE), also known as generalized
topology processing. The classical generalized state estimation (GSE) [91] was demonstrated on a small
substation network using a linear DC grid model with node-breaker representation. The algorithm is as

follows:

1. Switch modeling: For any switch (sw) that connects node i, j in the NB model, [91] creates a pseudo
measurement of zero power flow (P;; = 0) if it is open, and zero angle difference (¢;; = 0) if it is

closed. Other elements are modeled similarly to the bus-branch model.

2. Estimation: These pseudo measurements for discrete states, along with the analog measurements,

are then used to run state estimation on the network.

3. Bad data detection: A hypothesis test is performed on the residual of each switch and analog mea-

surement to check if any data value is wrong.

While a DC model [91] provides the desirable properties of linearity and problem convexity, it does not
have the expressiveness or fidelity to represent the AC system accurately. Therefore, [12] extended the
DC-GSE [91] to AC-network constrained GSE (AC-GSE). But this presents challenges as well. Due to
nonlinear branch flow equations, AC-GSE results in a non-convex formulation with significant drawbacks
in performance [12]. More recently, advanced GSE methods [31] [134] [84] have applied WLAV method
on node breaker (NB) model to perform the joint estimation of AC states and topology for the entire AC
power grid, allowing traditional bad data and topology errors to be effectively identified and separated.

Below gives a general formulation of these approaches:

Problem Definition 2.2.6 (Robust generalized state estimation). Given a vector of continuous mea-
surement z.o,t and a vector of switch statuses s, GSE defines slack variables Y;j representing (cur-

rent or power) flow on each switching device (i, ), and crease pseudo measurements zs;, accord-
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ing to its measured status. Then solve bus voltages x = [|V|,6] and flows y from an extended
measurement vector z = [zcont, Zsw] by minimizing the weighted least absolute value (WLAV) of

measurement error, resulting in a sparse residual to capture and reject (random) bad data:

IgiynZwJZi—fi(x) = M; -y (2.8)
Y5

However, due to possible nonlinear f; functions, similar drawbacks as in robust state estimation also
limit the time-efficiency of GSE approaches. [31] assumed full observability of the network model using
PMU data alone, so that f; functions are linear, but the assumption remains unrealistic in most countries
and regions where traditional SCADA RTU meters are still dominant. [134] used semidefinite program-
ming (SDP) relaxation to obtain a convex GSE formulation, but SDP does not scale well to large-scale

systems [86].

2.2.3 Data-driven learning-based situational awareness tools
Function approximators of simulation and estimation

Finding data-driven alternatives to physics-based simulators or estimators has been widely studied in
recent years. The common strategy is to leverage neural networks to approximate the physical functions
in power system analysis. The application includes not only power flow (PF) [140] [48] [32] and state
estimation (SE) [144] [145] [139], but also optimal power flow problems, ranging from DC optimal power
flow (DCOPF) [101] to ACOPF [33] [100] [30].

These methods are generally based on (usually supervised) learning of the input-to-solution mapping
using historical system operational data or synthetic data. A popular type of method is to learn a "one-
step” mapping function. Some use deep neural network (DNN) architectures [140] [48] [33] [101] to learn
high-dimensional input-output mappings, some use recurrent neural nets (RNNs) [138] to capture grid
dynamics, and others apply graph neural networks (GNN) [32] [100] [66] to capture the exact topological
structure of power grid. One the other hand, another type of method particularly designed for state
estimation tasks is unrolled neural networks [144] [145] [139], whose layers mimic the iterative updates to
solve state estimation problems using first-order optimization methods (i.e., gradient descent methods),
based on quadratic approximations of the original problem.

To promote physical feasibility of the solution, many works impose equality or inequality system con-
straints by i) encoding hard constraints inside NN layers (e.g. using sigmoid layer to encode technical
limits of upper and lower bounds), ii) applying prior on the NN architecture (e.g., Hamiltonian [41] and

Lagrangian neural networks [85]), iii) augmenting the objective function with penalty terms in a super-



CHAPTER 2. BACKGROUND 19

vised [140] or unsupervised [33] [48] way, and iv) projecting outputs [101] to the feasible domain. Later
works use homotopy-based meta optimization heuristics [69] to enhance the equality and inequality con-
straints. In all these methods, incorporating (nonlinear) system constraints remains a challenge, even
with state-of-the-art toolboxes [34], and most popular strategies lack rigorous guarantees of nonlinear
constraint satisfaction.

While these methods have advanced the state-of-the-art in physics-informed ML for power grid appli-
cations, critical limitations in terms of generalization, interpretation, and scalability exist [76]. We discuss
these further:

Limited generalization: Many existing methods do not adapt well to changing grid conditions. Take
changes in network topology as an example. Many current works are built on non-graphical architectures
without any topology-related inputs. These, once trained, only work for one fixed topology and cannot
generalize to dynamic grid conditions. More recently, some works have begun to encode topology in-
formation. Graph model-based methods (e.g., GNN [32] [100] [66]) naturally impose topology as a hard
constraint and thus can account for topology changes. Alternatively, work in [48] encodes the topology
information into the penalty term (as a soft constraint) through the admittance and adjacency matrix,
and [139] accounts for topology in NN implicitly by applying a topology-based prior through a penalty
term. While these methods lead to better topology adaptiveness, they also have some risks: the use of
penalty terms [48] [139] to embed topology information as a soft constraint can lead to limited precision;
and, for problems (like OPF) where information needs to be exchanged between far-away graph locations,
the use of GNNs requires carefully designed global context vectors to output predictions with global-level
considerations.

Limited interpretability: Despite that many ML models (NN, decision trees, K-nearest-neighbors) are
universal approximators, interpretations of their functionality from a physically meaningful perspective
are still very limited. The general field of model interpretability [81] focuses on explaining how a model
works, to mitigate fears of the unknown. Broadly, investigations of interpretability have been catego-
rized into transparency (also called ad-hoc interpretations) and post-hoc interpretations. The former aims
to elucidate the mechanism by which the ML blackbox works before any training begins by considering
the notions of simulatability (Can a human work through the model from input to output, in reasonable
time steps through every calculation required to produce a prediction?), decomposability (Can we attach
an intuitive explanation to each part of a model: each input, parameter, and calculation?), and algorith-
mic transparency (Does the learning algorithm itself confer guarantees on convergence, error surface even
for unseen data/problems?). And post-hoc interpretation aims to inspect a learned model after training by

considering its natural language explanations, visualizations of learned representations/models, or expla-
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nations of empirical examples. However, none of these concepts in the field of ML model interpretability
formally evaluates how a ML model makes predictions in a physically meaningful way when it is used on an
industrial system like the power grid. Some recent works have explored the physical meaningfulness of
their models from the power system perspective. Still, interpretations are made in conceptually differ-
ent ways without uniform metric: Unrolled neural networks (which has been used as data-driven state
estimation for power grid [139] [144]) are more decomposable and interpretable in a way that the layers
mimic the iterations in the physical solvers, yet these models [145] [144] [139] mainly unroll first-order
solvers instead of the second-order (Newton-Raphson) realistic solvers. GNN-based models [32] [100] [66]
naturally enable better interpretability in terms of representing the graph structure. Work in [140] pro-
vides some interpretation of its DNN model for PF by matching the gradients with power sensitivities and
subsequently accelerating the training by pruning out unimportant gradients. [48] learns a weight matrix
that can approximate the bus admittance matrix; however, with only limited precision. To summarize,
due to the limited interpretability, ML models still have some opacity and blackbox-ness, when compared
with the purely physics-based models (e.g., power flow equations).

Scalability issues: In the case of large-scale systems, models (like DNNs) that learn the mapping
from high-dimensional input-output pairs will inevitably require larger and deeper designs of model
architecture and thereafter, massive data to learn such mappings. This can affect the practical use in

real-world power grid analytics.

Anomaly detection and localization methods

Beyond approximating simulators and state estimators, data-driven methods have been proved efficient
in detecting and locating anomalies from data. Compared with bad data detection, anomaly detection
presents a much stronger detectability to identify anomalous data, outages, and modern attacks, etc.
A broad variety of machine learning techniques have been shown applicable to developing data-driven
methods for this purpose, although with limitations in certain conditions.

Time Series Anomaly Detection: Numerous univariate methods (hypothesis testings, auto-regressive
and moving average models, etc.) exist for anomaly detection in time series [60]. These methods apply to
multivariate data when used together with dimension reduction techniques (principal component analy-
sis, independent component analysis, etc.). Other methods have a multivariate nature and can learn spatial
correlations in data. Local outlier factor (LOF) [18] uses a local density approach. Isolation Forests [82], as
an ensemble method, partition the data using a set of trees for anomaly detection. Support vector machine
(SVM) uses a classification method to make direct anomaly decisions. More recently, many approaches

use neural networks [141], distance-based [115], and exemplars [55].
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Anomaly Detection in Temporal Graphs: [11] found anomalous changes in graphs using an egonet
(i.e. neighborhood) based approach, while [23] uses a community-based approach. [90] found connected
regions with high anomalousness. [15] detected large and/or transient communities using Minimum
Description Length. [10] found change points in dynamic graphs, while other partition-based [7] and
sketch-based [116] works also exist for anomaly detection. However, these methods are not applicable to
power grid anomaly detection because they focus on detecting unusual communities or connections, and
power grid anomalies are detected from sensor data points.

Most of these general-purpose techniques, however, suffer from a lack of domain knowledge, as they
ignore the grid-specific temporal and spatial patterns. This can limit their practicality. The localization of
anomaly sources can be rough and inaccurate without using accurate and complete system knowledge;
e.g., without the knowledge of substation breaker configuration and its operation during a contingency,
the fault on switching devices cannot be localized precisely. Methods based on non-graphical models (e.g.,
auto-regressive models, neural networks) cannot consider network topology and can result in false posi-
tive outcomes when applied to a realistic dynamic graph. Also, neighborhood based methods significantly
degrade in performance when faced with high-dimensionality which is common in power systems.

To address these limitations, many works have explored the inclusion of domain knowledge into
machine learning. Attempts range from creating better features [47] to enforcing constraints [143] [142]

[47] (e.g., topology information, spatial correlations, etc)..



Chapter 3

Equivalent circuit formulation bringing

opportunity for efficiency

3.1 A circuit viewpoint of simulation and estimation

Both the transmission and distribution sectors of the electrical power grid inherently exhibit circuit

characteristics, making circuit-based formulations naturally applicable to simulation [53] [103], estima-

tion [57] [105], and optimization [54]. However, industry-standard formulations like 'PQV” for transmis-

sion and current injection methods for distribution operate on distinct principles, prohibiting seamless

analysis across transmission and distribution boundaries, particularly as distributed energy integration

blurs these distinctions. Table 3.1 shows the difference between the two formulations:

Table 3.1: Comparison between PQV and Circuit-based Formulation

PQV Formulation

Circuit-based Formulation

Coordinate

Polar coordinate

Rectangular coordinate

State variable

Voltage magnitude and phase angle
X = HVl ‘/91/ ceeey |VN‘/ 9[\]]

Real and imaginary voltage
x=[VR VL, ., V& V]

Governing equations

Nonlinear power balance equations
(active and reactive power balance)
See (2.1)

Current balance equations
by Kirchhoff’s current law (KCL)
See (3.18)-(3.26)

Nonlinear components

Transmission lines and shunt elements
(leads to nonlinear power flow equations)

Generation (bus with PV control)
and Load (bus with PQ control)

Linear components

Slack bus, Load (bus with PQ control),
Generation (bus with PV control)

Slack bus, Transmission lines, and
Shunt elements (admittance)

In this chapter, we would like to provide a road map of adopting circuit-based formulations in sit-

uational awareness tasks, spanning simulation and estimation. We start from illustrating how a circuit

viewpoint can provide new insights into the efficiency and robustness of simulation and estimation prob-

lems; so as to inspire new opportunities for advancements.

22
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Let us start from a toy example in Figure 3.1. In the left figure, a power system consists of generation
units, loads, and branches (transmission lines or transformers) to deliver supply to load demands. Tradi-
tional RTU devices from the SCADA system and modern PMU devices are installed across the network

to monitor the system in real time.

Equivalently representing system as a circuit “Threat” indicators

Load
model

Simulation

~

Y Generator
s
4

Power system

Generator

model Ok

model

N
= Closed switch £F Open switch \}
@ Generator @ Load
@ RTUmeter 4 PMU meter Estimation

N4, . threat indicator of bad data at RTU bus i
(b) d

Figure 3.1: Circuit-based viewpoint for simulation and estimation on power system.

For numerical analysis of the system, each component / device on the system need to have models,

representing either fundamental physical laws or observed behaviors:

¢ Simulation: Each component can be modeled using physics-based principles. For steady-state anal-
ysis, loads are represented by static PQ models, and generators by static P and |V| control. Previous
work [103] [54] shows that power system components, including PQ and PV buses, can be directly

mapped to equivalent circuits based on current-voltage relationships.

¢ Estimation: We propose using measurement-based models for each observed component, treating
measurements as constraints on the system’s operating point. For example, consider a measure-
ment of a generator’s current to be the value of 1 per unit (p.u.), it represents a constraint that the
generator is equivalent to some circuit element whose current equals 1 p.u., if the measurement is
accurate. Then based on substitution theorem [109], this generator can be equivalently replaced by
an independent current source of 1 p.u., which is a linear equivalent circuit model of the measured

generator. [109].
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Following this idea, we can aggregate the component-wise models together, and represent the power
system as a circuit system. As shown in the middle of Figure 3.1, both simulation and estimation tasks

have similar objective of finding solutions to a feasible system:

¢ Simulation: find state variables that can make this (circuit (a) in Figure 3.1) a feasible system that
can deliver generation to load as pre-defined. In case of system collapse (i.e.,blackout), this (circuit

system) becomes infeasible.

¢ Estimation: find state variables that can make this (circuit (b) in Figure 3.1) a feasible system that is
exactly consistent with what observed in data. In case of data errors, this (circuit system) becomes

infeasible.

Let’s first assume that a feasible system exist. Circuit-based modeling provides opportunities to ad-
vance efficiency of problem-solving. Decades of research in circuit simulation have developed mature
heuristics [130] that can solve large-scale (nonlinear) circuit (with even billions of nodes) with fast speed.
These heuristics includes but are not limited to variable limiting, homotopy methods, etc. For simulation
problem, branches are linear with circuit-based formulation, so that nonlinearity only locally exists at
bus locations of loads and generations. Prior works [103] [103] of circuit-based power flow analysis have
successfully adopted these heuristics to simulate transmission and distribution systems. For estimation
problem, apart from linear branch models and various heuristics, opportunities exist in improving linear-
ity of the measurement-based models so that the entire circuit system can be highly linear. This thesis
will develop measurement models to this end in Section 3.2, that can result in a completely linear circuit
to represent the entire power system for highly-efficient steady-state estimation at a time ¢.

Let’s then discuss threat scenarios (e.g., blackout, measurement noises or errors) which makes the
cases "infeasible”. On a circuit system, these threats represent unwanted perturbations and spatial incon-
sistencies that make the circuit an infeasible system. How do we handle this? To restore feasibility, we
can introduce independent current sources at nodes where nodal balance is violated. By optimally deter-
mining the location and magnitude of these current compensations, we can generate "threat indicators”

for the system:

* An independent current source n; acts as a threat indicator for power deficiency at node i. By
optimizing the set 11,1y, ..., we can assess blackout severity and the corrective actions required at

each node.

* The current source 1,4, quantifies noise at RTU measurements. Optimizing 1, npmy, ... reveals data

noise levels, enabling corrections to align with the true system state.
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Clearly, this provides opportunities to build intrinsic robustness of simulation and estimation tools by
quantifying threats as indicators. To determine optimal threat levels, we can formulate simulation and

estimation tools into constrained optimization problem

rginn L(n): aloss function to minimize threat indicators (3.1)
s.t.H(x,n) = 0: KCL equations of the ’circuit’ system (3.2)

The level of robustness we can achieve depends highly on the choice of objective function. As previ-
ously defined in Problem 2.2.2, minimizing the L2-norm (or weighted least squares) of threat indicators
leads to ensuring convergence and quantifying severity under blackout. This chapter extends this idea to
convex error-quantified estimation, while later chapters explore sparsity-promoting objectives to enhance
robustness.

In the rest of this chapter, we focus on developing a circuit-based estimation that is highly efficient with
its convexity and closed-form solution. First, Section 3.2 will develop linear circuit models for all types of
measurement devices. Then, Section 3.3 maps the power system into an aggregated equivalent circuit that
can capture the system’s stead-state operation point at the time of measurements; and shows that affine
network constraints can be written. Next, Section 3.4 formulates an convex error-quantified circuit-based
estimation problem, which proves to guarantee convexity and closed-form solutions. Its advantage over
traditional estimation is discussed from both the optimization and probabilistic viewpoint in Section 3.5.
Finally, Section 3.6 demonstrates its advantage in speed by compare with traditional estimation method
via experiments. The estimation problems presented in this thesis have been also applied to combined

transmission and distribution systems [105].

3.2 Circuit-inspired linear measurement models

For power system estimation problems under steady state, we consider realistic grid settings with both
continuous measurements from RTUs and PMUs, as well as discrete status measurements (from circuit-
breakers or switching devices). We build a linear circuit model for every measured component that cap-
tures its physics at the current operating point. Such a measurement-based model is updated recursively
based on the latest data so that the up-to-date system physics is captured accurately.

Mustrating PMU and RTU measurements into these linear circuit models has been explored early in

prior works of state estimation [57] and extended in our approaches in this thesis [73] [75] [74].
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3.2.1 Remote terminal unit (RTU) model

We start with how circuit modeling transforms nonlinear measurement relationships in a physically mean-
ingful way for convex and linear constraint formulation.
RTU provides measurements of voltage magnitude |V;,|, real power injection P, and reactive power

injection Qy, at a measured bus, taking an example as in Figure 3.2.
1 Line 1 2
4
Ne 2
3

Figure 3.2: Suppose the power injection at a load bus is measured by an RTU device (in purple); the
measurements are Py, Qpy and |V

In traditional modeling, these power injection measurements result in nonlinear models under polar

coordinate, with voltage magnitude |V| and phase angle |6| being the state variables:

Derivation 1 (Nonlinear RTU measurement models for estimation on Figure 3.2). the relationship
between measurements and state variables |V, 6 is written under polar coordinate:

Priy = Z |V1 | |Vk| (Gline(l,k)cosglk + Bline(l,k)smelk) +np
ke{2,3}

Qrtu = Z |V1||Vk|(Gline(1,k)Sin91k - Bline(l,k) COSle) +ngQ
ke{2,3)

|V|rtu = |Vl‘ +ny

Now, we seek a linear model that can reduce the nonlinearity challenges. Despite no direct phasor
measurements, these observations can be mapped into linear formulation [57] using the following rela-

tionship between bus voltages and injection currents:

p Q
R R 1
- —_VRy Xy (3.3)
V]2 V]2
p Q
I __ 1 R

and a linear RTU model can be developed accordingly, with by mapping original measurements to two

new sensitivity parameters:

Prtu Qrtu
Griu = 75— Brtu = — (3.5)
|V|%tu |V|3tu

Considering that measurement can have noises and errors, we add an additional current source

nk ,nl,, to capture the possible noises, so that we have linear models:
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Model Definition 1 (Linear RTU model). creates a linear model for convey the original RTU mea-

surement information in a linear way under rectangular coordinate.

IR, = Gy VR + By VI + 1R, (3.6)

1L, =GV — B VR + 1l 3.7)

This model represents a linear circuit in Figure 3.3. Original measurements imposes constraint that
the measured component is an element whose voltage magnitude is | V4|, real power is P, and
reactive power is Q,; whereas this new model conveys the same information in an equivalent
way that the measured component is a circuit element whose (local) admittance is Gy, + jBrsy.
Intuitively, the "pseudo” measurements of local equivalent admittance Gy, By, are given by a

real-time measurement device.

VR
v Greuy ~Bu, V! nftu
split (Real)
Grtu Brtu Nytu E>
VI
Complex RTU model
(Comp ) Grae g A Jnbeu
(Imaginary)

Figure 3.3: Linear RTU model: measurements are mapped to sensitivities.

Notably, one might question whether the linear G,;, and B, parameters used to model the RTU
measurements at load buses are relaxations of the actual Py, and Q,, measurements. However, from
an equivalent circuit perspective, we argue that our circuit modeling is not a relaxation. From a single
measurement, one cannot gauge whether the measured load is constant power, constant impedance or
ZIP load. So all characterizations of loads are valid and equivalent representations of the current
steady-state operating point.

Upon building a linear RTU model, these G,t;, By, can form linear constraints for estimation using
RTU data. For computational analyticity, the complex variables and functions are split into real and

imaginary parts, and constraints are written separately.
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Derivation 2 (Linear RTU model giving linear constraints for estimation on Figure 3.2). With a
linear RTU model conveying the measurement information, we install the RTU model to the mea-
sured load component and obtain a circuit model locally, as in Figure 3.4. Then the constraints
at this bus can be written as linear KCL equations under rectangular coordinate, with real and

imaginary voltage VR, V! as state variables:
Grtu1V2R - Brtu1V21 + nftul + Glinel(le - VZR) - BlineZ(VlI - VZI) + GlineZ(VlR - VB‘R) - BlineZ(Vll - VZSI) =
(3.8)

Grtulvzl + Brtulsz + nitul + Glinel(vll - V2I) + Blinel(le - VZR) + GlineZ(Vll - V3I) + Bline2<VlR - V3R) =
(3.9)

Line 1 2

Figure 3.4: Connecting RTU model to the load bus: the load is now described by its "pseudo” measure-
ments of local admittance.

3.2.2 Phasor measurement unit (PMU) model

As a synchronized measurement device, a PMU can provide real-time meter readings of voltage and in-
jection current phasors in rectangular coordinates: (Vyuy = meu + ].V;{mu) and (Ipmuu = I;fmu + jlrl,mu). By
substitution theorem, we can safely develop a new PMU model. The model is represented by independent

current sources taking the value of the measured real and imaginary current. To further consider mea-

I

pmu to

surement errors such that KCL is always satisfied, we attach additional slack current sources nﬁmu, n
represent the measurement noise or error. Meanwhile, the observation of voltage phasor indicates the state

variables VR, V! at this bus should be close to meu, Vému, with the additional independent voltage sources

R

Mymur n{,mu representing measurement errors. This can be illustrated in linear models:
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Model Definition 2 (Linear PMU model).

If = I;Ijmu nﬁmu;ll = I;gmu + nilamu (3.10)

R I
VR = Vo 4 10 V! = Vi 4 15 (3.11)

These linear models represent linear circuits as in Figure 3.5.

R I
Vi?mu é split  Vomu e é Vomu e é
v E> R R I I
nm (2) VS g (3) VE g () v
\V YV \V

\V \V \
(Voltage phasor model) (Real) (imaginary
split
Ipmu n n n
47 pmu E> pmu pmu pmu
(Current phasor model) (Real) (Imaginary)

Figure 3.5: Linear PMU model: measurements have a linear nature under circuit-based formulation.

3.2.3 PMU and RTU line flow models

As an extension, models for PMU line measurement models have been created similarly. To account

R I R I

for measurement errors, models include slack variables n;;, e, pmier Hine, pmus Mine rtus Mine,rtu

to capture the
measurement error.

For example, a PMU device can also measure flow IR pmu T ik pmuy 0N @ line adjacent to the bus. We

establish linear models in a way consistent with injection models.

Model Definition 3 (Linear PMU line flow models).

IR = (3.12)

R R
Iline,pmu + nline,pmu

I _ 7l I
Iline - Iline,pmu + nline,pmu (3~13)

This measurement-based model is implemented in Figure 3.6 as an additional linear control circuit

coupled with the main circuit.

As in Figure 3.6, the control circuits are coupled with the main circuit by controlled sources, e.g., Ijj,. =

Yiine (Vi — V]) for line (i,j) represents a voltage controlled current sources where the source Ij;,, on the
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control circuit is controlled by voltage V; and V; on the main circuit. RTU flow model is also developed

Pline,rtu Qline,rtu

similarly, where model parameters Gy, ¢, = Vi’ Blinertu = — Vi

Line PMU meter .
J

i
L
K/\AAA_/VW‘\_O line, pmu P Line = Yine(V; = V)
Line PMU model: control circuit

Line RTU meter

Liine = Yiine(V; — V])

Niine,rtu

Line RTU model: control circuit

Figure 3.6: Linear model for line flow meters: implemented as control circuits coupled with the main
circuit via voltage controlled current sources Ij;;;,.

3.2.4 Linear models for Switching Devices

To perform GSE on an AC-network constrained NB model, this paper introduces two new models: i) open
switch and ii) closed switch. The model considers the possibility of wrong switch status (i.e., open switch
reported as close and vice versa) and includes noise terms to estimate the correct switch status.

An open switch is simply modeled by an open circuit and as such no current can flow through it, i.e.,
the total current flow Iy, = IR +jIL, = 0. However, to account for a possibly wrong status, we add a
slack current source in parallel, i.e. a noise term ng, = n¥, + jnl,, to compensate for the current that

would otherwise flow through the switch in case it was actually closed.

Model Definition 4 (Linear open switch model). Figure 3.7 and (3.14) show the model.

IR =k, (3.14)

I, =nl, (3.15)

A closed switch is modeled as a low impedance branch (reactance xs;, ~ 0.0001 p.u.), since a closed
switch is ideally a short circuit with zero voltage drop across it. Similarly, to account for possibly wrong
status, we add a slack current source (i.e., a ‘noise’ term) in parallel. In case the closed switch is actu-
ally open, the noise term ns;, will provide sufficient current to nullify the current flowing through the
closed switch model, such that the total current flow between the from and to node of the switch is zero,

effectively representing an open switch.
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i

R

i . nSW
l split R j
l E> l Tsw $ (Real)
Lsw j Lsw j i
Open switch  Linear circuit model l nk,
[NNeY
(Imaginary)

Figure 3.7: Open switch model: 7, close to zero if the status is correct; 15, compensates the current flow
on the branch if the status is wrong.

Model Definition 5 (Linear closed switch model). Figure 3.8 shows the closed switch model, which

is mathematically expressed in (3.16).

1 1
Ifw = 7(Vzl - V]I) + nfwlslw = _7(ViR - V]R) + ngw (3.16)

Xsw Xsw

ngy
i
ISW ]
ViR _ V]_R nI
Closed switch Linear circuit model B sw
sSw -
I J
(Imaginary)

Figure 3.8: Closed switch model: ng, close to zero if the status is correct; 5, will offset the current flow
on the branch if the status is wrong. xs;, is in p.u.

3.2.5 Other grid devices

Physical devices such as transformers, lines and shunts are linear and their derivations and construction
are covered in detail in [104]. Any nonlinear physical model (i.e., load or generation), for the purposes of
estimation, is replaced by its equivalent linear circuit model from the measurement devices described in

Section above following the substitution theorem in circuit-theory [109].
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3.3 Forming equivalent circuit network for estimation

Figure 3.9: Equivalently representing a power system steady-state operating point with an aggregated
circuit model.

With the circuit models described above, Figure 3.9 shows the equivalent circuit representation of
a power system, where we replace all switches and measured components with the established linear
circuit models. The resulting aggregated circuit consisting of the main circuit and a set of control circuits
captures the information from measurement data from an equivalent circuit-theoretic viewpoint. The
main circuit captures the non-redundant set of measurements including the AC network constraints at zero-
injection nodes, whereas the set of control circuits captures the information from remaining redundant
measurement data.

In this way, the entire system is mapped to a linear circuit whose network constraints represented by

Kirchhoff’s current law (KCL) on all nodes, are a set of affine constraints in the form of

X
[Y, B] =] (3.17)
n

Taking the simple 4-bus system in Figure 3.9 as an example, the affine constraints are KCL equations

derived from Modified Nodal Analysis:

Derivation 3 (Affine network constraints a 4-bus toy example in Figure 3.1). Node 1: (connects
PMU and switches)

R
I;fmul + nlp}mul + Istl + Istz + Ly =0
(3.18)

I I I I I
Ipmul + Myt + Ly + sy + Iz = 0
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PMU voltage at node 1: (control circuit)

R R R _
meul + Mpmu1 — Vl =0

(3.19)
v, 1t ni)mul - Vll =0

pmu

Node 2: (connects RTU and transmission line 1 whose admittance is Gyj;e1 + Bjipe1)

Grtu1Va — Byua V4 + i

+Giiner (Va' = V&) = Biner (V4 = Vi) = 0 (3.20)
Grtu1V3 + Bra Vo + 1l

+Gline1 (V3 — V4 ) + Biiner) (V3 — V&) =0

Node 3: (connects RTU and transmission line 2 and line 4)

Grua VR — By V4 + 1R 5

+Giline2 (V3 = V&) = Biinea (V3 — V4)
+Giinea (V3 — V&) — Biinea(V4 — Vg) =0 (3:21)

GruzVs + B Vi + 1l

+Giine2 (V3 — V&) + Biiea) (V5 = V&)

+Glines(V3 — V&) 4 Biinesy (V5 = V§) =0

Node 4: (zero-injection node, connects line 3 and switch)

IR 4 + Glines (V& = V&) — Blines (Vi — V) =0
(3.22)
Liwa + Giines (Vi — V4) + Bliesy (VI = V&) = 0

Pseudo node 6: (connects line 2 and open switch sw2)

_Ist2 + GlineZ(VéR - VBR) - BlineZ(Vg - VSI) =0
(3.23)
_IstZ + GlineZ(Vg - V3I) + BlineZ)(V6R - VB‘R) =0

Pseudo node i = 5,7, 8: (connect closed switch swk and line k, line is between (i,j))

R R R
_Iswk + Glinek(Vi - Vj ) - Blinek(ViI - V]I) =0 (3.24)
~ Lk + Giinek (V] = V}') + Binery (V' = V) =0

Open switches sw,: (control circuit):

R _ R I |
Ist = Msw2/ Ist = Ngw2 (3-25)
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Closed switches sw;, sws, swy : (control circuit for swk = (i,), xsp = 1074)

1
R VI VI R
Iwk ( i ]) n

s X swk’
h (3.26)
I R R I
Iswk _%(Vz _Vj )+nswk

3.4 Convex and error-quantified estimation

Now that the steady-state condition of power system can be equivalently represented as a linear aggre-

x
gated circuit, giving affine constraints in the form of [Y, B] = |, the voltage state variables can be
n

obtained by solving the network equations of the constructed linear circuit. Mathematically, there exist

I'results in an under-determined sys-

infinitely many solutions as the introduction of slack variables nR n
tem of equations. Therefore, we next formulate an optimization problem to estimate a unique grid state,
which provides a good estimate of grid states. Without any prior knowledge on any specific structures
in the noises, we can reasonably assume that measurement noises or errors satisfty Gaussian distribution.
And thus we can formulate the optimization with a weighted least-square (WLS) algorithm below. Section

3.5 further provides a probabilistic viewpoint of the method showing that the method is equivalently an

M-estimator with Gaussian likelihood functions.

Problem Definition 3.4.1 (Error-quantified circuit-based (generalized) state estimation). Given a
real-time set of continues measurements z.,;;, status measurements zg;, on switch set {swl, ...Sw K},
the estimation problem solves state x with measurement noise (error) quantified in n = [npmu, Hrtu, Hsw)
This is achieved by a weighted least squares (WLS) estimation problem subject to AC-network con-
straints at all nodes:

1
min ~n! Wn
xX,n

s.t. (linear) KCL equations at all nodes:

X
v,Bl|"| =7 (327)
n

This is a Quadratic programming problem with closed-form solution, with A being the vector of




CHAPTER 3. EQUIVALENT CIRCUIT FORMULATION BRINGING OPPORTUNITY FOR EFFICIENCY 35

Lagrangian multipliers for the equality constraints in (3.27):

-1

x* Y B 0 ]
nl =10 0 YT 0 (3.28)
A* 0 w BT 0

Notably, this problem definition applies to both robust state estimation (switch set is empty) and

generalized state estimation (switch set is non-empty).

Weight selection of the estimator is discussed in the later Chapter (see Section 4.3.5) together with the
robust estimator development.

Due to the affine network constraints and quadratic objective function, the circuit-based estimation
problem is proved to be a convex problem, or more specifically, an equality-constrained quadratic pro-
gramming (QP) that always converges to a global optimum of the loss function. The closed-form solution

to this problem can be derived as follows:

Derivation 4 (Closed-form solution to the quadratic programming problem for error-quantified
circuit-based estimation). The quadratic programming problem defined can be solved with the
Lagrangian method. We introduce Lagrangian multipliers A and the Lagrangian function can be
written as:

L(x,n,A) = %nTWn +AT(Yx+Bn—1]) (3.29)

Then calculating the partial derivatives with respect to [x, 1, A], we obtain the first-order optimality

conditions:
oL
S =0=Yr+Bn=] (3.30)
oL T
JL T

Rewriting the equations in matrix form, we have that x* is the optimal solution if and only if there

exists a A* such that:
Y B 0 x*

0 0 YT| |n|= (3.33)

oS O

0 W BT| |a*
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Given matrix Y and W are non-singular, the optimal solution can be written in closed-form as

-1

x* Y B 0 ]
nl =10 0 YT 0 (3.34)
A* 0 w BT 0

3.5 Discussion from an optimization and probabilistic viewpoint: circuit-based

estimator better than MLE

Next, we compare the traditional estimation method (Problem 2.2.3) and the circuit-based estimation
(Problem 3.4.1) from an optimization and probabilistic view. We discuss based on the assumption that the
measurement errors satisfy independent Gaussian distribution 1; ~ N(0,0?). And for simplicity, we look
at the scenario with an empty switch set (reducing problems to state estimation instead of generalized
state estimation), so that we can better distinguish zero-injection buses with the other bus locations where
a measurement model is connected.

If we converge to the global optima of the defined non-convex optimization in first place, solution
of the traditional estimation method (Problem 2.2.3) is a maximum likelihood estimation (MLE), with its

Lagrangian function equal to a log-likelihood:

Ltraditional estimation — Z wl i f i (335)

Mathematically, MLE finds the model that is most likely to generate the data. This intrinsic property of
MLE makes the traditional WLS method (a classical MLE) purely measurement-dependent: it will always
make estimations purely based on measurements.

In contrast, the circuit-based estimation (Problem 3.4.1) leads to a slightly different Lagrangian. Ac-
cording to the affine constraints Yx 4+ Bn = ], the error terms in n can be expressed linearly with x.
Thus, we can safely replace n with its linear function of x. Then the circuit-based estimation problem is
translated to the following equivalent form:

min ). wi||J; = Yix|[3
i€measurement buses

s.t. Yix = 0,Vi € zero-injection buses (3.36)

where Y; denote the rows of matrix Y that correspond to the bus i on the circuit model, similarly for J;.
And more precisely, the set of zero-injection buses here are not necessarily equal to the power system’s

zero-injection buses which typically means buses connected with no generation or load, but only branches.
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Instead, here they represent aggregated circuit’s zero-injection buses. They should not connect with any
PMU, RTU or switch measurement model, otherwise independent current injection n; exit. But if we
narrow down to the state estimation problem, where the switch set is empty, the two sets are typically
equal.

This formulation provides a clear layout for comparing the traditional and circuit-based methods:

Optimization view: the circuit-based method is mathematically equivalent to a traditional WLS
method plus some additional constraints. These constraints are independent of measurement data and
are accurate system topology information that reflects the network balance on zero-injection buses (and
also any unmeasured buses with forecasted pseudo-measurements). Mathematically, the additional con-
straints imposed on the WLS problem shrinks the feasible space to a smaller physical region that contains
an optimal solution satisfying network balance (at zero-injection buses). As the system grows larger
with more zero-injection buses and other pseudo-measurements, the circuit-based method imposes an in-
creased number of constraints to effectively localize the feasible space to a physical region. Consequently,
the solution ends up being more physically meaningful.

And we can further write out the Lagrangian function of the circuit-based method:

Leircuit-based estimation = ) wil ] — Yix||5 + Y. AjYjx (3.37)
i€emeasurement buses j€Ezero-injection buses

Probabilistic view: circuit-based estimation maximizes a log likelihood plus a topology-based term.
This additional term serves to include some accurate prior knowledge into the estimate, which is concep-
tually similar to a Bayesian treatment. In general, in the non-Gaussian case, the topology-based terms may
be viewed as a regularized M-estimator [96] that promotes physically relevant solutions (estimates). Thus,
compared with the traditional one which is an MLE, the circuit-based method turns out to consider more
physics and avoid extreme conclusions like those in (non-regularized) MLE. Importantly, this viewpoint
suggests a potential advantage for large-scale systems and distribution networks. As the system grows
larger, the increased incorporation of accurate real-world system physics will make more contributions to

resulting in physically meaningful solutions.

3.6 Experiments to evaluate circuit-based estimation: highly efficient with
closed-form solution
The proposed circuit-based estimation applies to both transmission and distribution network [105], and

works for both state estimation [75] and generalized state estimation [74]. In this Section, focus on evalu-

ating efficiency instead of robustness. So, assumption is made that no bad data or topology errors exist.
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We experimentally compare the proposed circuit-based estimators with traditional estimator. We aim to

demonstrate high performance of the our approach based on speed and accuracy:

* Speed: we evaluate the number of iterations each method takes to converge. Since the traditional
method is developed in MATPOWER [150] on Matlab, whereas our circuit-based approach is im-
plemented on Python, it could be unfair to compare the work time directly. Instead, the number of
iterations is a reasonable metric because the linear or linearized equations solved in the two meth-
ods have comparable size, so that computation complexity of one iteration is considered to be at the

same order.

® Accuracy: we evaluate the accuracy of voltage solutions by calculating the root mean squared error

(RMSE) from the true solution:

||xA - xtrue‘ ‘%

RMSE =
Nbus

(3.38)

And here are the assumptions and settings for creating the experiments:

¢ Traditional data: we create traditional RTU measurements on each injection bus, measuring bus

voltage magnitude |V|, real power injection P and reactive power injection Q

¢ Gaussian measurement error: we create measurements by adding Gaussian noise to the ground

truth solutions obtained by power flow simulation

* Good data quality: no bad data or topology errors exist. Since this Chapter focuses on efficiency
instead of robustness, the proposed method in this Chapter is not robust to data errors. Later
Chapters further extend the method to a robust estimator, and evaluate bad data and topology
errors. Since topology is always correct, this Section experiments on state estimation only, instead of

generalized state estimation.

Table 3.2 shows the results on power system cases of different sizes:

Table 3.2: Result of state estimation: traditional VS circuit-based method

Case name Num of iterations to converge Estimation error
Traditional, | Traditional, .. Traditional, | Traditional, ..
Circuit-based Circuit-based
case start flat start case start flat start

casel4 4 5 1 0.00578 0.00578 0.00062
casell8 4 6 1 0.0035 0.0035 0.00348
case2383wp diverge 6 1 diverge 0.01317 0.00139
case3375wp 5 diverge 1 0.04929 diverge 0.00152
case6468rte 7 diverge 1 0.04304 diverge 0.00793
case9241pegase 11 diverge 1 0.06532 diverge 0.01248
ACTIVSg25k diverge diverge 1 diverge diverge 0.00371
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The divergences in the traditional WLS-based method reflect that traditional iterative method relies
highly on good initial guess. Clearly, the different starting points lead to different solution trajectories
that vary in number of iterations and convergence. As results show, starting from an initial guess from
the input case file is better than flat start with 1 p.u. for all buses, but neither initialization assures
convergence for all of our examples. Especially when the cases become larger, the traditional algorithm,
without proper initialization, is very susceptible to divergence.

Our circuit-based method, in contrast, doesn’t need any initial guess or iterative updates and obtains
a guaranteed global optimal solution in 1 step, resolving the convergence issues successfully. Particularly
for larger cases, the guaranteed convergence and reduced runtime is extremely beneficial. Also, by com-
parison of residual metric res, we can see that our circuit-based method better minimizes the objective
function.

Furthermore, comparison of accuracy by RMSE shows that our circuit-based estimator reaches more
accurate estimates. Specifically, the lower RMSE validates that our adding additional system knowledge
in the form of zero-injection bus constraints produces a solution closer to the true operating point, enabling

more reliable control actions to be made.



Chapter 4

Sparse optimization and intrinsic robustness in

simulation and estimation

4.1 Sparse optimization and robustness

Sparse optimization is able to provide simple and structured vector or matrix values, where most entries
are zero, but only a few are non-zero. This is usually achieved by either adding (L1) regularization
or imposing additional constraints to encourage sparsity in the solution. The LASSO method [46] has
been popular in explaining a signal as a sparse weighted sum of basis features. And weighted least
absolute value (WLAV) methods have also been widely used for robust estimation [51]. The idea was first
introduced by Peter J. Huber [51] [50] to apply L1 norm-based method as alternatives to least squares
estimators for better handling outliers and non-Gaussian data distributions.

Enforcing sparse structures can be helpful in engineering applications. For system control and opti-
mization, we sometimes prefer easy actions taken at a few critical locations instead of all, which repre-
sents sparse recommendations. For signal processing, we make a selection of the most relevant features,
which represents a sparse recommendation or explanation. Moreover, when performing estimation or
data processing problems, we are often encountered with a sparse distribution of outliers or errors, which
corresponds to a sparse explanation. Such kind of sparse recommendations and sparse explanations are
ubiquitous to a real-world system. A famous problem solving principle called Occam’s Razor stated that
the simplest explanation is usually the best one.

In this Section, we earlier simulators and estimators to further advance their intrinsic robustness via
sparse optimization. The key strategy is to exploit sparse structures in the "threat indicators" of circuit-

based simulation and estimation problems. The resulting sparse threat indicators are able to pinpoint

40
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critical failure and error sources and make analytical tools immune to these threats. Figure 4.1 gives

illustrative examples of our work.

WLAV
Bad data identification 1o
Highly sparse 08 .
10 - 1 0.7 0.8
/ 13 0.6
P 9 6’ 12 05 0.6
8 -
7 0.4 =
N 0.4
4 5 0.3 \
/\ / 0.2
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1 0.1
Ly 0.0

(a) Simulation with sparse infeasibility indicators to pin- (b) Estimation with sparse error indicators to pinpoint 1
point a dominant source of blackout: a sparse explanation bad data and 2 topology errors: a sparse explanation of
of failure as well as sparse recommendation of fix. anomalous data.

Figure 4.1: Toy examples: sparse optimization adding robustness to simulation and estimation. Sparse
threat indicators pinpoint dominant threat sources and suggest actionable corrections.

In the remainder of this Section, we first develop robust simulator by enforcing sparse infeasibility
indicators in Section 4.2; and then develop robust estimator by encouraging sparse error indicators in

Section 4.3.

4.2 Robust simulator with sparse infeasibility indicators

Methods based on infeasibility-quantified simulation as defined in Problem Definition 2.2.2 can converge
for a collapsed grid state. However, they do not provide a specific cause of power outage, nor do they
identify localized locations that are disrupting system security and robustness. In most situations, it
would be desirable to know the smallest possible set of dominant nodes that are causing system collapse
with some quantifiable metric, so that fixing the system becomes easier without having to take actions
everywhere.

How to finding the best and dominant subset of nodes to fix the deficiency of power (real and re-
active) at sparse critical locations? Usually, this question is answered in asset planning problems. For
instance, consider reactive power planning (RPP) problems [87] [17] [37] [120] that aim to find the opti-
mal allocation of reactive power support through capacitor banks or FACTS devices such as static VAR
compensators (SVC). Such problems correspond to finding the sparsest reactive power compensation vec-

tor that satisfies system power balance and operation limits in an optimization-based power flow study.
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However, convergence of such optimization-based studies becomes more difficult with increased system
size and operating limits. Most state-of-the-art placement planning strategies [87] [17] [37] [120] are only
shown to handle small cases with hundreds of buses or less and are known to suffer from lack of robust
convergence. Instead, a sparsity enforcement method is preferred. The objective of this method will be to
provide a sparse set of nodes, that along with quantified infeasibility power, can be added to each of the
corresponding set of nodes to make the model feasible. Figure 4.2 illustrates how a sparse solution can be

helpful in understanding and fixing a blackout failure.

Dense Sparse Highly sparse 08
10 - 11 03 10 - 11 0.7
/ 14*‘ 0.25 //.3& 13 0.6
- 12 12
9 I~ 9 0.5
6 0.2 8 7 6
| BN o
\4 0.15 4
— ~ 0.3
5 5
/ \ , \ 0.1 / \ , \ 02
2 3 2.
1 0.05 1 01
0 0 0
0.100 0.3 0.75
0.000 0.0 o alla 0.00 |
Location Location Location

Figure 4.2: Sparse indicators pinpoint dominant sources of failure and focused corrective actions at key
locations. This figure is a visualization of our experiment results on Case 14 in Table 4.1 in Section 4.2.5.
Left: prior work of infeasibility-quantified simulation; middle: a weaker version of our work using L1
regularization; right: proposed robust actionable simulation using bus-wise sparsity enforcer. Result on
the right figure indicates that bus 14 is the dominant source of failure and we can possibly fix the system
by building a new power plant here producing 0.8 per unit current injection.

This thesis develops a novel method shed light on the dominant sources of blackout failure and poten-
tial easy actions to fix the system, not via planning, but from a robust actionable simulation method. And
we achieve this by taking a further step from the infeasibility-quantified simulation we defined earlier in
Problem Definition 2.2.2. In reality, the most useful solution for expansion planning and corrective action
is not the one with the smallest L2 norm and infeasible current values at multiple sources, but rather a
solution that has non-zero "compensation terms" # in the least number of locations. Therefore, extending

Problem Definition 2.2.2 by optimizing a sparse n vector is likely to give us the desired result.

4.2.1 Formulating robust actionable simulation

To foster a sparse solution, we are inspired by LASSO [128] [46], a method that is used to enforce sparsity in
feature selection of a model by L1-regularization. But instead of using a direct L1-regularization, we define

a new approach of enforcing sparsity such that the n; values corresponding to geographically localized
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buses are correlated through a bus-wise sparsity enforcer. Mathematically, this problem is formulated as

a non-convex optimization problem implemented based on an equivalent circuit formulation (ECF):

Problem Definition 4.2.1 (Robust actionable simulation with bus-wise sparsity enforcer). evaluates
"what-if" scenarios while locating possible blackouts to a sparse set of dominant bus locations, by

solving x = [V, 6] and sparse compensation terms 7 from:
T R I
min = {[n|[3 + ;Ciﬂni |+ Inil)

st. F;(x)+n;=0fori=1,2,..., Ny 4.1)

Here under equivalent circuit formulation of the power system, nR and n! represent the real and imag-
inary parts of independent current sources injected at each bus 7 in order to recover network (current)
balance enforced by Kirchhoff’s Current Law (KCL) equations; and ¢; is the bus-wise sparsity enforcer
that promotes sparse vector 7 in the final solution.

Why introduce a bus-wise sparsity enforcer instead of directly using L1-regularization? We propose
this technique in order to reach a sufficiently sparse solution that a regular L1-regularization may not be
able to reach. And in the next few subsections, we would like to illustrate our new sparsity enforcing
mechanism by first providing insight into the ill-conditioning of L1-regularization, and then how a better

trajectory of sparse solution can be established through bus-wise sparsity enforcer.

4.2.2 Why L1 regularization is not ideal

We start from analyzing L1-regularization and its limitations in reaching sparsity. Inspired by LASSO [46]
[128], an immediate idea for enforcing sparsity can be applied by adding an L1-norm based penalty term

in the objective function:

Problem Definition 4.2.2 (Enforcing sparse infeasibility with classical L1-regularization).

.1
min 3 || 3 + ]l

s.t. Fi(X) +n;=0fori=1,2,..., Npys (4.2)

This formulation is not ideal for multiple reasons. It neglects the correlation of real and imaginary

counterparts during sparsity enforcement, while in reality, the nonzero nX, n! at the same bus are often

coupled terms emerging concurrently.
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And moreover, the desired sparseness requires high values assigned to regularization parameter c,
leading to ill-conditioning and convergence difficulties. Specifically, the inclusion of L1-norm leaves an
non-differentiable objection function. To tackle this, we introduce slack variable t and convert the problem

into the following constrained optimization form [61]:

in 2||n|Z +c- ¢
min 5 |n|[3 + ¢

s.t. Fi(x) +n; =0 fori=1,2,.., Npus (43)
n<t (4.4)
—-n<t (4.5)

where the < denotes componentwise inequality such that x; <y, holds for every index k given any two
vectors x,y. Here the slack variable t intuitively represents the upper bound on the infeasibility vector n.
The magnitude of nX or n! will be bounded by R or ! such that |nf/ < tZR/ L

And then we can write its Lagrangian function as:
1
ummnAﬁ49:Eum@+cw+AHﬂm+m)+mn—ﬂ+gpn—ﬂ (4.6)

The dual variables fi, i, which are Lagrangian multipliers corresponding to inequalities. The optimal

solution of these variables satisfy the following equations enforced by (perturbed) KKT conditions:

w=A it 4.7)
fitp=c-1 (4.8)
fi(n —t) = —e (upper bound) 4.9)
#(—n —t) = —e (lower bound) (4.10)

with (4.7) and (4.8) being part of the stationarity conditions derived from g—ﬁ = 0and % = 0, respectively;
and (4.9) and (4.10) being complementary slackness conditions related to the inequalities in (4.4)-(4.5)
By further manipulation based on properties of Lagrangian multiplier, the optimal primal-dual pair
(n*, A*) should satisfy:
[n*| = A —c¢ (4.11)

This primal-dual relationship can be clearly illustrated by Figure 4.3, and inspires us to attach intuitive

physical meanings:
* Bus-wise Lagrangian multiplier A is a source of additional current flow into the network

¢ Scalar c is a threshold such that any A below threshold are blocked out and only those above this

threshold flows into the system, appearing as non-zero n sources.
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c A

Figure 4.3: Relationship between n* and c: a blocking effect.

This reveals a simple mechanism through which the threshold ¢ encourages a sparse solution by
confining most 7 entries to near zero value. Whenever threshold c is added, the blocking effect reduces
the number of non-zero infeasibility sources in the network. As the threshold c is increased, the number
of non-zero n entries decreases, and any remaining non-zero n entries adjust their value to make the
network feasible. Therefore, with a high enough threshold value, only a few sources turn out to be above
threshold and appear as nonzero elements in #n. In summary, our approach utilizes that: raising the value
of ¢ encourages more near-zero n elements by making the threshold hard-to-pass.

However, there exists a serious convergence problem with a single scalar ¢ as a tuning parameter for
regularization. This challenge can be characterized by an unwanted trade-off and inflexibility. Let us
illustrate this further. With t representing the upper bound of n, if there exists nonzero infeasibility (e.g.
nR > 0) at bus 7, due to the minimization of ¢ in the objective function, the upper bound tends to be very
tight (i.e., tR —nR ~ 0). Hence, if we utilize a single large scalar ¢ value to achieve a sufficiently sparse
solution, the tightness property of the algorithm results in convergence difficulties due to the steep and

highly non-linear regions of the complementary slackness conditions given by (4.9)-(4.10).

Hi L
-C
Lower
curve
R R R R

Figure 4.4: High c value causes steep convergence region on the complementary slackness curve. Left:
upper bound curve jik (nRk — tR) = —¢, right: lower bound curve Ef(fnf —tR) = —e. When n} > 0, we
have iRk — ¢, EZR — 0. (an, tR, iR) converges on a difficult region of the upper curve.

This problem can be illustrated in Figure 4.4. As the number of "infeasible buses" increases, numerous
buses encounter difficult steep regions of this kind, making it difficult for the algorithm to converge.

Thus, the selection of the value of the ¢ parameter is a trade-off between sufficient sparsity and robust
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convergence, both of which are essential for meeting our eventual goal. With c being a single scalar value,

there is little freedom for us to manipulate its value and achieve the desired performance.

4.2.3 Bus-wise sparsity enforcement: a better pathway to sparse solutions

To address the aforementioned challenges, we propose a new method that defines threshold c; for each
bus i. This ¢; parameter is a "bus-wise sparsity enforcer" such that, according to the thresholding effect,
raising c; encourages a zero n; at bus i in the solution. As previously defined in Problem Definition 4.2.1,

the problem can be re-formulated as:
min 2 1n]3 + Cei(Inf| + )
xn 2 2 - [AN o' i
st. F(x)+n=0 (4.12)

In this approach, we convert a single scalar ¢ to a vector of bus-wise sparsity enforcers c;, Vi =
1,2,.., Npys. Then, to determine the values of c;, we use the following assumptions that are based on

the grid physics:

¢ Uneven distribution of infeasibility sources: an infeasible system is caused by and can be character-

ized by failures on isolated locations, rather than outages of equal seriousness at each bus.

¢ There is a high probability that the dominant sources (locations) of failure in the system are reflected

by the nodes with highest magnitude of the "infeasibility indicators" n; in the simulation.

Based on these assumptions, we can simply make flexible adjustments to c; at each bus, according
to the qualitative classification of bus-wise infeasibility, as shown in Algorithm 1. For simplification and
efficiency, we simply classify all buses into ‘major” and “minor’ categories, according to their n; magnitude
and the sparsity goal. For buses in the ‘major” group, i.e. with high infeasibility quantities (||n;|| >> 0),
we assume that they are very likely the dominant sources of failure and assign a low value c;. This
encourages non-zero #; on those locations. For buses in the minor group, we assign a higher threshold cy
such that we can force their #; values to zero or near zero values.

Our infeasibility localization method is summarized in Algorithm 2, where k defines the number of
locations where non-zero n; values might be allowed. From another intuitive viewpoint, this method
unevenly penalizes infeasibility values at different buses. For any bus i assigned with a high threshold
cy, we deliberately attach high penalty to any compensation #n; made at those buses, thereby forcing com-

pensations at other sets of buses to restore a feasible system. More importantly, this (cy, ;) configuration
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Algorithm 1: Bus-wise sparsity enforcer assignment

Input: sparse goal k, threshold (cy, c1), existing infeasibility indicators n
Output: updated bus-wise sparsity enforcer c;,i =1,2,..., Npys
1 Sort all buses by |n;| values (the magnitude of n;, Vi) in descending order
2 Classify bus category: buses with top k largest |1;| are grouped into "major" bus set By;jo,; and
the remaining buses are grouped in "minor" bus set By;;or
3 Assign bus-wise enforcer:
¢; =cp for Vi € Bmajor

¢; = cy for Vi € Byinor

Algorithm 2: Robust actionable simulation with a (soft) k — sparse goal to localize possible failure

Input: system testcase, initial guess x, 19, Ag sparse goal k, threshold (cy, cr)

Output: simulation output [x, n] with sparse compensation terms n (may not be strictly k — sparse)
1 Initialize ¢, i, u
2 Bus-wise sparse enforcer assignment using Algorithm 1 to get ¢; fori = 1,2, ..., Np,s
3 Solve robust actionable simulation problem as defined in Problem Definition 4.2.1, using a

circuit-theoretic primal-dual interior point solver

removes the need for high values of parameter cy, as sparsity is dependent on the ratio of cy and cy, not
the absolute value of the threshold.

Simple principles for selecting (cy, c1) are:

® cpy is chosen to be sufficiently larger than AZR/ I'such that ‘minor’ buses end up with zero or near
zero n; values. This enables sufficiently sparse solutions with small (cy, c1) values, thereby avoiding

ill-conditioning and convergence difficulties.

e ¢y is chosen to be sufficiently lower than cy such that the threshold is ‘easy-to-pass’ for both AR

and A/, making nonzero nR, n! coexist at ‘major” buses. This is a necessary condition for practical
applications. Due to the nature of the power flow equations, grid devices provide both real and
imaginary currents. Therefore, for any corrective actions, it is preferable to achieve sparse solutions

that have infeasibilities localized to the fewest number of bus locations.

Additionally, if the k — sparse goal is not practical, n;R /I in the ‘minor” group leaves room for infeasible

sources on more than k locations, and the final solution can be (k + m) — sparse.

4.2.4 Extending the algorithm to large-scale systems

Since the power system is highly nonlinear, it’s important to facilitate time-efficient convergence on large-
scale systems. For a practical large-scale power system, we do not have accurate knowledge in advance

about the severity of the system collapse, and therefore, it is hard to define a reasonable guess of the
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k-sparse goal. Importantly, since infinite possible combinations of {n;} can make the system network
balance equations correspond to a feasible network, the ‘major’ locations in a dense solution are likely to
be the dominant sources with a high probability; however, we must note that this is not always true.
With these considerations we extend our method to large-scale networks by iteratively adjusting sparse
enforcers and gradually reaching sparser solutions from denser ones. For robust convergence, we start
from a dense solution from infeasibility-quantified simulation (Problem Definition 2.2.2) [53] [102] in
all locations and gradually update the k — sparse goal by some shrinkage rate. This is equivalent to
splitting the original problem into a series of subproblems, where each subproblem uses a solution from
the previous one as its initial guess, and easily reaches its optimal solution within a few iterations. Our

method is shown in Algorithm 3.

Algorithm 3: Robust actionable simulation for large-scale systems

Input: system testcase, shrinkage rate r
Output: simulation output [x, n] with sparse infeasibility indicators (i.e., compensation terms)
1 Initialize xg, 19, Ag by solving infeasibility-quantified simulation (Problem Definition 2.2.2)
2 Initialize thresholds (cy, cr) and sparsity goal k = round(Ny,s = r); default values for power
systems are cy = 10,c; = 0.1,r = 0.75
3 while not sparse enough do
1. Bus-wise sparse enforcer assignment as in Algorithm 1
2. Robust actionable simulation with a k-sparse goal as in Algorithm 2
3. Check solution n and update sparse goal: k =k *r
5. (Optional) adjustments: adjust ¢y, c; and shrinkage rate r if needed

NS Ul e

4.2.5 Comparison and results: evaluation on Eastern Interconnection system

This method presents experimental results to compare different methods, and also results on large cases
that include the U.S. Eastern Interconnection sized 80k+ bus network.

To prove the efficacy and scalability of our proposed method under blackout failures, we create in-
feasible scenarios (past the nose curve) on power system cases, by increasing their load factors. And
parameters of our proposed method are set to default values cy = 10,c; = 0.1,r = 0.75.

We first tested standard Case 14 which is infeasible by increasing load factor to 4.5. Table 4.1 presents
the values of compensation terms (or infeasibility indicators) at all buses. We compare the 3 different
methods 1) non-sparse feasibility-quantified simulation method [53] (Problem 2.2.2), 2) enforcing sparse
infeasibility indicators using L1-regularization (Problem 4.2.2), and 3) our proposed method using bus-
wise sparsity enforcer (Problem 4.2.1). Comparison shows that our method reaches 1-sparse solution and
localizes infeasibility to bus 14, indicating easy action-taking at the minimum number of places to fix the

system. Whereas, L1-regularization is less actionable with more locations being the sources of blackout
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failure; and the regular non-sparse method [53] indicates infeasibility at almost all buses, making the

approach impractical for expansion planning or applying corrective action.

Table 4.1: Simulation of Case 14 with blackout (load factor 4.5). Results in this table are also visualized in
Figure 4.2 to better illustrate the advantage of sparse n in understanding and fixing the system.

B Magnitude of infeasibility indicators / compensation terms
us ID — : :
Non-sparse | L1-regularization | Proposed bus-wise sparsity enforcer

1 0 0 0

2 0.00858402 0 0

3 0.0561223 0 0

4 0.05097014 0 0

5 0.04278203 0 0

6 0.08877886 0.16111856 0

7 0.07740694 0 0

8 0.09593462 0.33915759 0

9 0.08860328 0 0

10 0.09134275 0 0

11 0.08889756 0 0

12 0.09065051 0.1244972 0

13 0.09368859 0.27381069 0

14 0.10908567 0.1824952 0.80006182

Next, we also test on 5 large-scale systems. Table 4.2 shows our method efficiently localizes dominant

sources of system blackout to sparse distributions.

Table 4.2: Robust actionable simulation results on large systems.

Case Name Load factor | k-sparse solution | Dominant infeasible buses name
MMWGS80K 1.07 1 155753’
ACTIVSg25K 1.8 42 Not listed here
CASE9241pegase 1.15 1 2159
CASE6515rte 1.15 2 ‘3576°,” 4356
CASE6468rte 1.29 1 3718’

4.3 Robust estimator with sparse error indicators

Methods based on (error-quantified) circuit-based estimation as defined in Problem 3.4.1 can solve steady-
state estimation with closed form solution, while capturing the amount of measurement noises at each
element using indicators n;. However, they do not provide the necessary robustness to retain accurate
voltage solutions when bad data and topology errors exist. And also data errors need to be identified
using extra hypothesis testing.

In the estimation task, it would be desirable to have intrinsic robustness to directly identify data errors
and automatically reject them so that an accurate solution of voltages can be obtained. To this end, a

sparsity enforcement method is preferred. The objective of the method will be to provide a sparse set of
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error indicators. Figure 4.5 illustrates how a sparse solution can be helpful in pinpointing a mixture of

random bad data and topology errors.

WLAV WLS
Bad data identification 1o Bad data identification Lo
.
0.8 0.8
.
0.6 0.6
0.4 0.4
\ .
0.2 0.2
N
°
0.0 0.0

(a) Sparse error indicators: pinpointing 1 random bad (b) Dense error indicators: unable to locate data errors
data and 2 topology errors accurately

Figure 4.5: Identifying data errors on Case 118

4.3.1 Assuming a possibly wrong topology

To consider the possibly wrong switching statuses which contribute to topology errors, we need node-
breaker models of the power grid which contain nodes, switches, and branches. However, a node-breaker
model is not directly available sometimes, because the majority of estimation, simulation and optimiza-
tion processes and studies on today’s power grid still rely on the bus-branch model as the direct input.
Nevertheless, even if the node-breaker model is obtainable, it might be sometimes undesirable to use,
since the network is too large-scale and complicated, whereas we are only interested in analyzing a subset
instead of a complete set of all connection statuses.

Therefore, whenever we are given a bus-branch model but need to consider topology errors on it,
we extend the bus-branch model to include the switching devices of interest. Figure 4.6 illustrates the
high-level idea. Specifically, at any time f, given a power grid Figure 4.6(a) that is measured by SCADA
and modern PMUs, the gray dashed transmission line is inactive. If it is a bus-branch model, we add
pseudo buses and pseudo circuit breakers, in order to estimate topology, as in Figure 4.6(b). The breaker
statuses represent the associated line statuses, i.e., an active line connects to a closed breaker and an
inactive line connects to an open breaker. Then the measured elements are replaced with equivalent
circuit models (PMU model, RTU model, and open/closed switch model) to transform the power grid
into an aggregated linear equivalent circuit on which a convex constrained optimization problem can be

defined for estimation purpose, as in Figure 4.6(c).
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o Pseudonode
4 (SCADA) RTU = Pseudo closed breaker
¢ PMU -} Pseudo open breaker

(a) (b) (c)

Figure 4.6: Extending a bus-branch model with pseudo nodes and switches.

4.3.2 Formulating robust circuit-based state estimator

In the presence of bad data, the WLS formulation is not robust: it does not produce accurate estimates
and requires post-processing to isolate suspicious measurements, followed by iteratively re-running the
algorithm to obtain reliable estimates. To enhance the intrinsic robustness of the solution against wrong
status and bad (continuous) data, we are using WLAV to develop robust estimators. A problem definition

of our approach is given as below:

Problem Definition 4.3.1 (Robust circuit-based (generalized) state estimator using WLAV). Given

a real-time set of continues measurements z.y,, status measurements zg;, on a set of switches

{swy, swy, ...swk }, the robust circuit-based state estimator solves state x and sparse error indicators

n = [Mpmu, Nrtu, Nsw) to pinpoint bad data and topology errors. This is by solving a weighted least

absolute value (WLAV) estimation problem subject to AC-network constraints at all nodes:
n;}’inn;wklnswﬂ + lzai|nrtui| + ]Zﬁj|npmuj| + ')’jlnz;;mu]“

s.t. (linear) KCL equations at all nodes:

[Y, B] =7 (4.13)
n

Notably, this problem definition applies to both robust state estimation and generalized state esti-
mation. If we assume an accurate topology is available, we just use the bus-branch model as the

input, and the switch set is empty.

Section 3.3 has taken the example in Fig 4.6(c) to show how the KCL equations can be written linearly as

in (3.18)-(3.26).
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Here the state vector x = [VlR, Vll,..., VI{},VI{,] contains real and imaginary bus voltages. 74y, npmu,
and ng, represent the noise/error terms for RTUs, PMUs, and switches, respectively. Also, w,«, 8,y are
weights on each measurement model to represent a level of uncertainty, the selection of which will be
discussed in Section 4.3.5.

The use of the WLAV objective is inspired by the assumption that the data errors are sparsely dis-
tributed amongst the total measurement set since anomalies are rare in reality. As it minimizes the
L1-norm objective, the WLAV estimator enforces a sparse vector of 'noise terms’ that matches the sparse
population of measurement errors. Large non-zero values only appear on locations with bad continuous
data and wrong switch statuses, whereas the solution fits other high-quality measurements, providing

robust estimates.

4.3.3 Fast solution method for large systems

Mathematically, the formulation in (4.13) is a linear programming (LP) problem, which is guaranteed to
reach a global optimum under the hold of certain conditions. We aim to develop a primal-dual interior
point (PDIP) algorithm [62] with novel problem-specific heuristics to reach the optimal solution with fast
speed. The specific goal is to give superior convergence properties over simplex-based [27] algorithms for
large-scale problems. Simplex method is generally better suited for smaller problems since it traverses
through a set of vertices of the feasible space until the optimal solution is found. However, as the problem
size increases, the number of vertices grows exponentially, making the method impractical for larger
networks. Compared with the exponential computational complexity of the Simplex method, solving a
linear programming problem with PDIP has proven to be effective on large-scale problems [62], with its
worst-case complexity being polynomial to problem dimension.

The practical challenge stems from the non-differentiable L1 terms in the objective. To efficiently deal

with the problem-solving, we first converted the objective function to a differential form:

minc’t (4.14a)

x,m,t

s.t. network equations as in (4.13)
| <t (4.14b)

with ¢ = [w,«, B, 7], and the t variable physically corresponds to the upper bound of the slack sources n.

Then we adopt a circuit-theoretic LP solver by augmenting the standard primal-dual interior point
(PDIP) algorithm with circuit-theoretic heuristics to speed up convergence. Specifically, the PDIP method
solves the differentiable problem in (4.14) by iteratively solving the nonlinear perturbed KKT conditions

as follows:
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Primal feasibility:

x
Y| | =7 (4.15a)
n
In| <t (4.15b)
Complementary slackness:
Hn—1t)=—e¢ (4.15¢)
p(-n—t)=—e (4.15d)
Dual feasibility:
p= 0= [ p (4.15e)
Stationarity:
YTA =0 (4.15f)
F—pu+BA=0 (4.15g)
fp=c (4.15h)

where A denotes a vector of Lagrangian multipliers associated with the linear constraints.

Standard toolboxes can be used to solve the linear programming problem. These include CVX-
OPT [131], SciPy [132], etc. Yet the (speed) performance of these solvers is limited for large grid cases.
Therefore, to further improve the efficiency, we solve the perturbed KKT conditions with problem-specific
limiting heuristics. Taking into account that the problem is convex and only local nonlinearity exists in
the complementary slackness component of the perturbed KKT conditions, we apply simple step-limiting
only on dual variables y (corresponding to inequalities) and ¢ to make each iteration update faster and
more efficient. This approach moves away from standard filter line-search algorithms [131] used by other
generic tools.

Algorithm 4 illustrates our circuit-theoretic variable limiting heuristics. In this algorithm, step 1 adjusts
the update of p based on the limits defined in the dual feasibility y >~ 0 and the stationarity 3 + p = c.
And step 2 adjusts ¢; to guarantee the satisfaction of the primal feasibility || < t.

As (4.14) is convex and applicable to realistic settings of meters (both SCADA meters and modern
PMUs), the proposed method improves existings works of WLAV based robust state estimation [22] and
robust generalized state estimation [31] [134] which were either limited to only PMUs [31] or applied

non-scalable relaxation techniques [134] to convexify the problem.
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Algorithm 4: Variable limiting heuristics to solve LP problem

Input: previous solution 4, new solution y, t, n, step limit d
Output: new solution y, t after limiting
1 For each element y; in p:

Apj = Hj = Mold,j
dir = sign(Ap;)
b {cj — Moldj dir >0
Hold,j dir <0
i = dir x min(d, h)
2 For each element ¢;:

f = 2|1’l]'| |1/l]| > t;
4 t else

4.3.4 Hypothesis test to validate wrong switch status

By using WLAV formulation on the node-breaker model, the proposed estimation algorithm above pro-
vides a robust solution that implicitly rejects any data errors. While the sparsity of the noise vector is
already indicative of the location of suspicious data samples, we propose the use of a hypothesis test to
formally identify wrong switch statuses (i.e., topology errors). It follows from grid physics that an open
switch should have zero current flow, whereas a closed switch should have nearly zero voltage across it,

see Table 4.3. In this work, thresholds 7 and 7y are chosen from empirical values 7; = 0.01, Ty = 0.01.

Table 4.3: Hypothesis test to detect wrong switch status

Measured status Hypothesis test Conclusion
Open [Isw| > 117 If YES, switch should be closed
Closed [Viw| > 7 If YES, switch should be open

4.3.5 Hyperparameter tuning: trade-off in weight selection

As formulated in the estimation problem in (4.13), each measurement device is assigned a weight in the
objective function. This weight represents a level of confidence in each measurement and determines the
algorithm’s sensitivity to different data errors. As our proposed method detects and localizes erroneous
data by the sparse vector of noise terms 7, the algorithm’s sensitivity to data errors can be mathematically
defined as the sensitivity of n for any perturbation on the data (i.e., true data errors). Specifically, a
lower weight ¢; for a particular measurement j indicates the measurement is less trustworthy, and while
minimizing c;|n;| in the WLAV objective, a low c; tends to push the corresponding 7; to a larger value,

making the corresponding data error, if any, easily detectable. Therefore, a lower weight makes the
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algorithm more sensitive to data errors at this location. This is a desirable feature as we expect less
trustworthy meters to be more prone to gross data errors.

The selection of weights for continuous measurements («, B,y in objective function of 4.13) is statisti-
cally related to the variance (or dispersion) of the measurement tolerance (especially when assuming noise
n as Gaussian). Most existing works [118] [137] set weights as % which is the reciprocal of the variance
of the noise. This results in a statistical property wherein minimizing weighted least squares of the noise
in the objective is equivalent to a maximal likelihood estimation (MLE) if we assume that noise n follows
Gaussian distribution. However, this can also lead to numerical issues as a high-quality measurement
device (which has a very low noise variance) corresponds to an extremely high weight value which can
cause ill-conditioning issues. In this paper, to avoid extremely high weights, we scale the reciprocal of
variance such that any RTU device with noise ¢ = 0.001 has weight=1.

In contrast, the selection of weights for switches (w in (4.13)) requires additional tuning. Unlike con-
tinuous measurements, the switch statuses are discrete data, and the assumption of Gaussian noise no
longer holds, making the statistical variance inapplicable. Instead, this paper’s selection of switch weights
is based on considering a trade-off between convergence stability and the algorithm’s sensitivity to topol-
ogy error. Specifically, when the weights of switches are high, the resulting low sensitivity to topology
errors can cause a wrong switch status to be falsely identified as multiple bad continuous data and degrade
solution quality. While very low switch weights will result in a high sensitivity to topology errors and
allow easy detection of wrong switch status data, low weights can cause numerical difficulties, which will
deteriorate convergence efficiency. This paper applies hyper-parameter tuning to select the weights that
give the lowest misclassification rate. Based on our empirical findings, the weights of switching devices
should be lower than continuous meters to provide the necessary sensitivity for the wrong switch status.
In this paper, we set all switch weights to 0.001 for the 8 substation case, and 0.01 for the 300-substation
case and Taxas CP-2000 case.

4.3.6 Experiments to evaluate robust estimator: robustness and scalability

To validate the efficacy of the proposed models and method, we design experiments to answer the follow-

ing questions:

1. Robustness: Is the method robust against random bad data and topology error? We experiment on
generalized state estimation on node-breaker model to account for a mixture of these two types of

random errors.
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2. When does it fail: How does the (solution accuracy) performance change as the number of data

errors increase?
3. Scalability: Is the method applicable to large networks?

Reproducibility: All test cases are from the CyPRES public dataset available at https://cypres.
engr.tamu.edu/test-cases. And all experiments are run on a laptop computer with 11th Gen Intel(R)
Core(TM) i7-1185G7 @ 3.00GHz 1.80 GHz processor and 32 GB RAM.

Assumption of meter placement: Today’s industrial practices and guidelines [42] suggest the installa-
tion of PMUs at plants generating more than 100 MVA, large load buses, and grid control devices. Thus,
in this paper, we assume the installation of PMUs on every generation bus and traditional SCADA meters
(RTUs) on other injection buses without generators. We further assume line power flow measurements at

randomly selected transmission lines that have an RTU located at either the from or to node.

Robustness: WLAV outperforms WLS

Here, we evaluate the robustness of our robust estimator. Here the weighted least absolute value (WLAV)
based method is expected to have two desirable properties that a weighted least square (WLS) method

does not have:

* automatically reject data errors: the state solution is still accurate when data errors exist. In this

paper, the evaluation metrics for solution accuracy include:

1. root mean squared error (RMSE) which evaluates the overall deviation from the true states:

RMSE = \/||Xest — Xtrue||3 (4.16)

34
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Figure 4.7: CyPRES 8 substation network. (The case is modified by opening the switch (7,8))
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2. number of inaccurate bus estimates: which is the number of buses whose estimated states have

> 0.02pu |V| error or > 2° phase angle () error, i.e.,

Number of inaccurate bus estimates

=Y I{|AlV;]| > 0.02,0r|A6;] > 2°} (4.17)

busi

with A“/l‘ = |‘/i|est - |‘/i‘tru6/

A‘91'| = ‘gilest - |9i|true
A small value means that solution inaccuracy only exists regionally on a subset of buses.

¢ identify data errors: multiple types of data errors (even when they co-exist) which affect state

estimation can be detected and localized:

For PMU i, create alarm if |11,,,,;| > 0.1
For RTU j, create alarm if [1,4,;| > 0.1 (4.18)
For sw k, raise suspicion if |ng,;| > 0.05,

and create alarm by hypothesis test (Table 4.3)

These bad data identification thresholds are empirically learned from our synthetic data, specifically
by observing the data and finding a threshold value that effectively separates bad data points from
normal ones, and they work well in our experiments. In real-world applications, the grid operators
may need to learn their own optimal threshold from their real data, by observation, experience, or
checking the area under curve (AUC) metric. However, due to the redundancy in realistic switch
installation, some wrong switches will not affect the state estimation, and they are undetectable, as
discussed later in Section 4.3.7. Thus in this work, we do not adopt any performance metric since

they may not reflect the quality of estimation.

Here, we consider the following types of data errors that can realistically occur and disrupt estimation:

1. topology error: either 1) a switch is actually open but reported as closed, or 2) a switch is actually

closed but reported as open

2. bad (continuous) data from RTU or PMU, also known as (traditional) bad data, which appears as a

large deviation (1 p.u. in this paper) from the true value

We conduct experiments on an 8 substation node-breaker case. Table 4.4 and Figure 4.7 shows the case

information and experiment settings.
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Table 4.4: Experiment settings on 8-substation case

Case name CyPRES 8-substation cyber-physical power system case
e 52 nodes, 49 breakers (switches)

¢ 5 generators (4 of them are active), 6 loads, 1 shunt

¢ 1 transformer, 11 transmission lines

Case info

e Status data created on 49 breakers

* 5 PMU buses: each generator bus has a PMU installed to collect voltage
and current phasors

e 7 RTU buses: each load bus has an RTU installed to collect
Prty, Qrtu, ‘V|rtu data

* 22 RTU line meters (measurements include P, Qjj and voltage

Synthetic  me-
ters: Location

and Type magnitude at one end |V;,,| ) on selected lines
* Data generated by adding Gaussian noise (std=0.001) to power flow
solution
Bad RTU and topology errors are created (randomly):
* sw (7,8): actually open but measured as closed
Data error gen- * sw (20,19): actually closed but measured as open
eration * Bad RTU meter on bus 34: measurement of load values are perturbed
by large random noise
- e RTU weights = I, PMU weights = 1
yper e Switch weights = 0.001
parameters

(See Section 4.3.5 for details of weight selection.)

Results in Figure 4.8 demonstrate the robustness of the proposed WLAV-based robust estimator (Prob-
lem Definition 4.3.1) by comparing it against its WLS-based non-robust counterpart 3.4.1. In terms of data
error identification, Fig. (4.8(a)) and (4.8(b)) demonstrate that the proposed WLAV model can provide
sparse error indicators to precisely identify the topology errors and bad RTU bus; however, the WLS
method fails to identify all topology errors and instead results in false alarms at many bus locations.
Fig. (6.8(a)) - (4.8(f)) further illustrates how the values of nsy, 1tyty, npmu along with hypothesis test can
effectively identify different data errors. Further, in terms of the accuracy of state estimates, the WLAV
model provides accurate solution with significantly smaller |V| error, angle error, and RMSE. In contrast,

the WLS solution is significantly perturbed by data errors.

The boundary of robustness: when does it fail?

As the WLAV-based robust estimator achieves its desired robustness by enforcing sparsity, it relies on
a basic assumption that the data errors are sparse. However, this property does not hold under higher
penetration of data errors. In this Section, we explore how the growing percentage of topology errors will
affect robustness.

Table 4.5 shows the experiment settings for different cases and Figure 4.9 shows the results. We evalu-
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Figure 4.8: Robustness of WLAV (left) vs WLS (right): WLAV better identifies data errors and obtains

accurate estimates.

ate solution quality under a growing number of topology errors. Results show that our robust estimator

has nearly zero inaccurate bus estimates and nearly zero RMSE under a small number of topology errors.

This means it remains very robust under low (sparse) penetration of topology errors. As we have more

topology errors, performance degrades in a robust way: it makes mistakes at a subset of locations (re-

gionally in subsets around the wrong switches), whereas the remaining bus locations still obtain accurate
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Figure 4.9: Robustness on different sized networks: The top row shows the number of inaccurate bus
estimates defined in (4.17) where a small value means inaccurate estimates only exist on a subset of nodes,
and the bottom row shows RMSE defined in (4.16) which reflects the overall inaccuracy of solution. Our
robust estimator remains very robust under low (sparse) penetration of topology errors and degrades
robustly as topology errors grow, i.e., inaccuracy gradually appears on a larger subset of nodes. In
contrast, the WLS model is not robust: even a few topology errors result in widespread and significant
state estimate inaccuracies.

estimates. As there are more topology errors, inaccuracy gradually spreads out. Whereas for the WLS
non-robust counterpart, there is always a larger number of buses whose state estimation is inaccurate, and
a larger RMSE. This means the WLS solution is not robust and inaccuracy is wide-spread even with a few
topology errors.

Thus the main finding is that the robustness of our robust circuit-based state estimator degrades when
the population of data errors becomes large. This holds for all WLAV-based models in general. The
limitation is due to the violation of the sparse-data-error assumption and the algorithm’s sensitivity to
topology errors. Section 4.3.5 includes more discussions on the algorithm’s sensitivity to different types

of data errors.

Scalability

The estimator needs to be time-efficient on large-scale networks to be applicable in real-world control
rooms. Here we evaluate the speed of our proposed circuit-based (ckt) solvers by comparing with

standard LP solvers:
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Table 4.5: Experiment settings on different cases
CASE Settings
(sec)

8-substation case

- 52 nodes

- 49 switches
300-substation case
- 1598 nodes

- 1816 switches
Texas CP-2000 case
(2000-substation case) - 522 PMUSs, 1524 RTUs, 4690 RTU line meters

- 24360 nodes - experiments repeated 10 times with different random data error locations

- 22632 switches

*The Texas CP-2000 case is a cyber-physical model built from the footprint of the Texas grid.
*PMUs are placed on generation buses, RTUs are placed on load buses, and RTU line meters are placed on random lines.

-5 PMUgs, 7 RTUs, 22 RTU line meters
- experiments repeated 20 times with different random data error locations

- 69 PMUs, 224 RTUs, 608 RTU line meters
- experiments repeated 20 times with different random data error locations

e interior-point (IP) solver in python CVXOPT toolbox
¢ Simplex method in SciPy which solves min-max model

Figure 4.10 shows the speed performance on different sized networks. By comparison, our ckt solver is

significantly faster than the standard toolbox on large scale cases.

4.3.7 Discussion: when can topology errors become undetectable on node-breaker model?

Although the use of the node-breaker model enables considering all switching devices and detecting
topology errors, not all wrong switch statuses are detectable (i.e., undetectability) using the observed data.
In the real world, there exist cases where different grid configurations and anomaly scenarios have the
same physical effect, and thus at times, one cannot accurately localize the source of an anomaly (i.e., mis-
localization). These issues are limitations for all node-breaker based estimation methods such that some
data errors can be undetectable or mis-localized, unless additional sources of information are included. The
major cause is the redundancy of power system components. Figure 4.11 illustrates 3 realistic scenarios
where we may observe these issues, and Table 4.6 further describes the causes of potential undetectability
and mis-localization of wrong switch status in these scenarios, as well as how these limitations affect the

solution quality.
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Figure 4.10: Speed and scalability: generalized state estimation (considering topology errors). We compare
work time of circuit-based (ckt) solver VS a standard interior-point (IP) solver in CVXOPT toolbox and
a Simplex solver in Scipy toolbox. Our ckt solver is efficient on different sized networks. CVXOPT
is comparable with ckt solver only on small 8-substation case (a 52-node network), whereas it becomes
significantly slower on larger cases and even fails on 2000-substation case (a >24k-node network)). Simplex
solver is the slowest. It only works on the smallest case and fails on others (thus is not shown).

sw; =0 swp, =1
open  Transmission line closed

SWy
(a) Line is disconnected when elther switch opens (b) 3 nodes will be merged  (c) Switch status does not matter
with any 2 switches closed when generator has no output.
Figure 4.11: Detectability issues: three examples where the robust circuit-based generalized state estimator
will have problems identifying wrong switch statuses. See Table 4.6 for illustration.
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Table 4.6: Detectability issues of wrong status data on node breaker model

Realistic condition

Detectability issues

Impact of the issue

Equivalent line
switches: a realistic
transmission line

usually has switch-
ing devices at both
ends of it, see Figure
4.11(a).

Undetectability: When one switch is open, any
wrong status on the other switch is unde-
tectable. This is because the transmission line
is disconnected with either switch open, and the
other switch, whether open or closed, does not
impact the true grid states.

mis-localization: When one switch is open and
the other is closed, any wrong status on the
open switch can be mis-localized at the wrong
position. E.g., let 0 denote open, and 1 denote
closed, when the true status is [swy, swp] = [0,1],
measured status is [1, 1], the wrong status local-
ization may estimate the status to be [1,0].

Such instances of undetectability do
not affect the quality of solution as
it has no impact on other grid states.
From the viewpoint of bus-branch
model, such wrong switch status has
no impact on grid topology.

Such mis-localization has no impact on
the solution since the true state and the
mis-localized state are equivalent, with
the same system topology in the bus-
branch model.

Cyclic connection of
switches: due to sys-
tem redundancy some
closed switches can
form a cyclic graph,
see Figure 4.11(b).

Undetectability: In Figure 4.11(b), when any
2 switches are closed, the status of the third
switch, whether closed or open, has no impact
on the grid operation. Therefore, we cannot de-
tect the wrong status indication for the third
switch.

mis-localization: When 2 switches are closed and
one open, wrong status on any closed switch
can be mis-localized. E.g., the true status is
[swy, swy, sws] = [1,1,0], the measured status is
[1,0,0], then a wrong estimation could be [1,0, 1]

Such an instance of undetectability
does not affect the quality of the solu-
tion as it has no impact on other grid
states. From the viewpoint of the bus-
branch model, topology remains un-
changed independent of the status of
the third switch.

Such mis-localization has no impact
on the solution as the mis-localization
does not change the bus configuration
in bus-branch model.

Switching device
connected to a node
of degree one, see
Figure 4.11(c).

Undetectability: In Figure 4.11(c), when a gen-
erator has no output (produces no power), the
switch status has no impact on the grid operat-
ing state and its bus-branch model. Therefore,
the wrong status on this switch is undetectable.

The undetectability does not affect the
quality of our estimator as it has no im-
pact on the grid operating state.




Chapter 5

Sparse structures and lightweight ML

5.1 Temporal and spatial sparse structures for ML

The previous Chapter 4 has discussed the use of sparse optimization to bring intrinsic robustness into
the simulation and estimation tools, producing sparse threat indicators to pinpoint failure sources and
anomalies of interest. However, the modern threats are still not well handled in these physics-based
simulation and estimation methods, leading to remaining gaps to be fulfilled. Below are two examples of

remaining gaps:

* Remaining efficiency gap: large-scale systems are hard to simulate due to the nonlinear nature of

the power system simulation problem.

* Remaining robustness gap: existing analytical tools are not good at cyberthreats: estimation prob-
lems can be compromised by the anomalous injected by false data injection attack (FDIA) [147] [79];
and simulation problems are not good at multiple-location disturbances like those induced by Ma-
dIoT attack [125] because the simulator hardly has a initial condition close to the solution point

when system changes significantly (this is also an efficiency gap)

These remaining gaps motivate the use of ML to predict and detect under modern threats.

In this Chapter, we highlight that the exploitation of sparse structures is helpful to develop simple-
structured ML models with high-performance generalization and scalability. These ML models will con-
tribute to situational awareness with advanced robustness and efficiency.

We start from the discussing a temporal sparse structure. An important question ML often faces is:
how to make a ML model generalize to (big) data that unavoidably come from different distributions?

ML research is always struggling with bias and variance issues. Learning from too many irrelevant data

64
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can lead to high bias and even erroneous predictions, whereas not making use of the large data set can
potentially cause high-variance (i.e., overfitting).

Time 1~ t-1
historical data from different distributions Timet

A A

_____ Attimet,

— _ ML predicts on
.Wl_O W2>O W3—O WK>0 . phtd”
irrelevant highly irrelevant weakly weighte

relevant relevant historical data

Figure 5.1: Temporally sparse weights pinpoint the relevant historical data: a sparse recommendation.

Assigning sparse temporal weighting provides a solution to this issue, by giving sparse recommenda-
tions of relevant historical data. As shown in Figure 5.1, suppose we need to make a data-driven prediction
at time ¢, from historical data coming from K different distributions. Grouping these data into K datasets,
we can assume that each dataset is drawn from its corresponding distribution Ny, Vk = 1,2, ..., K. Sup-
pose the true distribution takes the form as shown in the figure. Dataset 1 and 3 are assigned with zero
weights, since they are irrelevant data too far from the distribution at time f. Whereas, the remaining
relevant datasets are assigned with non-zero weights. Suppose we are able to optimally assign sparse
weights reflecting the relevance of data; and make time ¢ predictions using weighted historical data. Then
these sparse weights are able to pinpoint the level of contribution each dataset should make in our final
prediction for time ¢, and remove the irrelevant data that might cause a biased output. Section 5.2 will
further elaborate on this idea, by developing DyNWAaTcH, a distance-based method to obtain the sparse
weight vector from an optimal bias-variance trade-off.

On the other hand, a large power system is typically spatially sparse due to its sparse edge connections,
i.e., each bus (node) is only connected to a few adjacent lines, instead of fully connected with all other
nodes. This leads to a highly sparse admittance matrix. [13] shows that for typical power systems, a
reasonable complexity of solving linear Yj,sx = b is n'2. In Section 5.3, we will exploit sparse graphical
structures to design a "lightweight" ML predictor, which is simple-structured, but generalizable, scalable

and interpretable.
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5.2 Application 1 - DynWatch: exploiting temporal sparsity for generalization on

dynamic graphs

In this section, we introduce DyNWaTca which exploits sparse temporal weighting to make ML prediction
and detection account for the different distributions of historical data. We consider a more generalized
scenario where the true distributions of historical data are not known, but we can still manage to quantify
the relevance of historical data via a distance-based method. DyNWAaTcH can be useful in aiding the
estimation tool via a Physics-ML Synergy design later in Chapter 6.

Specifically, we focus on scenarios where distribution differences are caused by changes in network

topology.

__________________________

small difference
4

WX X
sensor : | |
readings W e

~ . \4
' > anomaly
due to normal topology change

Figure 5.2: Toy example of DyNWaTch: different distributions are caused by topology changes.

Consider the simple power grid shown in Figure 5.2, which evolves over time from G; to G, to G3. For
simplicity, assume that we have a single sensor, from which we want to detect anomalous events. How do
we evaluate whether the current time point (f = 15) is an anomaly? If the graph had not been changing,
we could simply combine all past sensor values to learn a distribution of normal behavior (e.g. fitting a
Gaussian distribution as in N;_15), then evaluate the current time point using this Gaussian distribution
(e.g. in terms of the number of standard deviations away from the mean).

In the changing graph setting, we still want to learn a model of normal behavior (N;_15), but while
taking the graph changes into account. Note that G, and Gs are only slightly different, while G; and G5 are
very different. Hence, the sensor values coming from G, (i.e. time 6 to 10) should be taken into account
more highly when constructing N;_15, as compared to those from G;. Intuitively, the sensor values from
Gy are drawn from a very different distribution from the current graph, and thus should not influence our
learned model N;_15. In general, the more similar a graph is to the current graph, the more we should
take its sensor values into account when learning our current model. This motivates the 3-step process

we use:
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1. Graph Distances: Measure the distance between each past graph and the current graph.

2. Temporal Weighting: Weight the past sensor data, where data from graphs that are similar to the

current one are given higher weight.

3. Prediction and Anomaly Detection: Learn a distribution of normal behavior (N}) from the weighted
sensor values, and measure the anomalousness at the current time based on its deviation from this

distribution.

For electric power grids, we assume that the topology G(t) at any time t can be available; and that the
measurements should be consistent with distribution for this topology. In practice, G(t) can be the output
from topology estimation (NTP) in the grid energy management system (EMS). It is the best estimate
of the grid topology at any time. Notably, this topology is not assumed to be perfect and accurate, as
anomalies like an unknown line outage can cause us to have a wrong topology that does not reflect the
disconnection of this line. The broad variety of anomalies detectable by DyNWarcH includes but is not
limited to line/generator/load contingencies, and anomalous data.

In the remainder of this Section, we first introduce our power-grid-specific graph distance measure
based on Line Outage Distribution Factors (LODEF) [135]. Then, we describe our temporal weighting and
anomaly detection framework, which flexibly allows for any given graph distance measure. Finally, we
present an alternate distance measure that is locally sensitive, i.e., it accounts for the local neighborhood

around a given sensor.

5.2.1 Graph Distance Measure for Power Grid

In this section, we describe our proposed graph distance measure to calculate the distance D(G;, G;)
between any pair of graphs. For ease of understanding, the rest of this Section uses the example of
anomaly detection at t = 15 in Figure 5.2 as an extended case study, but our approach can be easily
extended to the general case.

For an anomaly detection algorithm to work well on the power grid applications, the choice of graph
distance needs to consider problem-specific challenges along with desirable properties for an anomaly
detection algorithm (scalability, sensitivity to change, and ‘importance-of-change awareness’). One grid-
specific challenge is that the ideal graph distance should capture ‘grid physics’ rather than only graph
structural changes. Specifically, the distance should be sensitive to the redistribution of power flow, not
only the addition/deletion of nodes/edges, since the anomaly information is extracted from power flow

measurements. Meanwhile, as the ‘importance-of-change awareness’ indicates, grid changes that cause
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big shifts in power flow (measurements) should result in larger graph distances, than changes that cause
minor power impact. Unfortunately, none of the classical graph distances can capture the physics of the
power flow and quantify the impact of graph change in terms of power. To handle this, this work proposes
a novel design of graph distance by making use of the power sensitivity factor.

Intuitively, the goal is for our graph distance to represent redistribution of line power flow. Critical
changes in topology result in large redistributions of power. Thus, the graph distance arising from a
topology change should be large if the changed edges can potentially cause large amounts of power
redistribution.

Hence, given two graphs G;(V (i), £(i)) and G;(V(j),£(j) with different topology, we first define a

transition state which takes the union of the two graphs:

Gtrans = V(i) UV (), E(H) UE()))

gi\ / G

p
g trans

Figure 5.3: Transition state of two graphs: the union of two graphs.

Then the topology changes from §; to G; can be considered as different line deletions from their base
graph Giyans. For each single line deletion, e.g. line p, we define its contribution x;, to graph distance by
taking the average of its power impacts on all other lines as measured by LODEF:

1
oo (4D
EDVED] seswletingg

where |€(i) U £(j)| denotes the cardinality of the set £(i) U £(j), dj denotes the LODF coefficient with p

xP:

as outage line and [ as observed line.
Then graph distance D(G;, G;) is given by summing up the contributions of different line deletions
from the base graph:

D(gi/ g]) = 2 Xp
pe(E(N—=E())U(EG)—E()
where (i) — E(j) = {plp € £(i),p ¢ £(j)} and accordingly, (£(i) — E(j)) U (E(j) — £(i)) denotes all the

edge changes between the two graphs.
This definition uses LODF as a measure of the impact on power flow of the removal of line p. Hence,

edges with high LODF to many other edges can potentially cause greater changes in power flow, and
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thus our graph distance measure places greater importance on these edges. Section 5.2.9 demonstrates
the effectiveness of the LODF-based graph distance by comparing it against traditional distance measures

for anomaly detection.

5.2.2 Proposed Temporal Weighting Framework

In this section, we assume that we are given any distance measurements D(G;, G;) between any pair of
graphs G; and §;, and explain how to use them to assign weights to each previous sensor data. This
procedure can take the LODF-based distance defined in the previous subsection as input, but also allows
us to flexibly use any given graph distance measure. The proposed Temporal Weighting is given in

Algorithm 5.

Algorithm 5: Temporal Weighting Framework at time ¢ = 15 (see toy example in Figure 5.2)

Input: Graph distance D(G1,G3), D(G2,G3), D(G3,G3); sensor data s;(t) with t =1,2,...15,
i=1,2,.., Nsensor-
Output: Anomaly score A(15).
1 Extend graph distance to tick-wise distance. Each previous time tick is given a distance d;
according to the graph it comes from:

D(Gy,G3) fort=1,2,..,5
dy = D(g2, g3) fort=6,7,...,10
D(g3, gg) for t = 11,..., 14

2 Temporal Weighting: Use d, ...d14 to assign weights wy, ..., w14 to the past sensor data using
Algorithm 6.

For the purpose of utilizing previous data from a series of dynamic graphs, Temporal Weighting
plays an important role. The resulting weights directly determine how much information to extract from
each previous record, thus requiring special care. Intuitively, the weights should satisfy the following
principles:

e The larger the distance d;, the lower the weight w;. This is because high d; indicates that time tick ¢
is drawn from a very different graph from the current one, and thus should not be given high weight
when estimating the expected distribution at the current time

¢ Positivity and Normalization: } ; w; =1, w; > 0
To satisfy these conditions, we use a principled optimization approach based on bias-variance trade-off.
Intuitively, the problem with using data with high d; is bias: it is drawn from a distribution that is very
different from the current one, and that can be considered a biased sample. We treat d; as a measure of
the amount of bias. Hence, given weights wy, - - - , w14 on previous data (in Figure 5.2 example), the total

bias we incur can be defined as } (1, 14) Wid}.
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We could make the bias low simply by assigning positive weights to only time points from the most
recent graph. However, this is still unsatisfactory as it results in a huge amount of variance: since very
little data is used to learn N;_5, the resulting estimate has high variance. Multiplying a fixed random
variable by a weight w; scales its variance proportionally to w?. Hence, given weights w = [wy, wy, - -],

Tw, which we define as our variance term.

the total amount of variance is proportional to %w
We thus formulate the following optimization problem as minimizing the sum of bias and variance,
thereby balancing the goals of low bias (i.e. using data from similar graphs) and low variance (using

sufficient data to form our estimates). We formulate the problem as:

Problem Definition 5.2.1 (DynWatch: temporal weighting). a bias-variance trade-off optimization

is used to return a sparse vector of weights assigned to historical data from different topology

(distributions):
min) _ wydy + lew (5.1)
w e ] ‘
st Yy wp=1 (5.2)
t
w > 0,Vt (5.3)
By writing out its Lagrangian function:
L(w,Au) =dTw+ %wTw A=Y wy) —ulw (5.4)

t

and applying KKT conditions, we can see the optimal primal-dual solution (w, A*, u*) must satisfy:
di+wp— A" —u; =0 (5.5)
Since we have d; > 0, by further manipulation we have:
wy = max{A* —d;,0} (5.6)

Moreover, there is a unique choice of A* such that the resulting weights w; sum up to 1. This w; against
d; relationship is shown in Figure 5.4. This result is intuitive: as d; increases, the resulting weight we
assign w; decreases, and if d; passes a certain threshold, it becomes large enough so that any reduction in
variance it could provide is more than offset by its large bias, in which case we assign it a weight of 0.
Our Temporal Weighting algorithm is in Algorithm 6. During implementation, we adjust the relative
importance of bias and variance by normalizing and scaling the graph distances (scaling factor 0.005 works

well based on our empirical observation).
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A*
| e dy

Figure 5.4: w; — d; relationship.

Algorithm 6: Computing Temporal Weights w;
Input: distance d;, witht =1,2,--- ,N
Output: weights w;, witht =1,2,--- ,N

1 Compute the unique A* that satisfies:

Y. max{A*—d;,0} =1
te{12,..N}

2 Get weights wy:
wy = max{A* —d;, 0}

5.2.3 Proposed Anomaly Detection Algorithm

Having obtained our weights w;, the remaining step is to compute our anomaly score, as shown in
Algorithm 7.

We focus on 3 metrics from sensor data as indications of power system anomalies. These metrics were
studied in [47] and found to be effective for detecting anomalies in power grid sensor data. In our setting,
recall that for each sensor, we can obtain As; that contains changes of real and reactive power on the
adjacent lines, over time. The 3 metrics are:

e Edge anomaly metric: Xedge,l-(t) = MaXcg,, As;; which measures the maximum line flow change

among lines connected to the sensor. Let E;;; denote the set of lines connected to sensor i:

* Average anomaly metric: Xp.;(t) = mean{As;; | I € Eg;}, which measures the average line flow

change on the lines connected to the sensor:

* Diversion anomaly metric: Xy ;(t) = std{As;; | | € Egq;}, which measures the standard deviation of

line flow change over all lines connected to the sensor:

Intuitively, for each metric, we want to estimate a model of its normal behavior. To do this, we compute
the weighted median and interquartile range (IQR)! of the detection metric, weighting the time points
using our temporal weights wy, - - -, w;. (Weighted) median and IQR are preferred choice of distribution
parameters over the mean and variance for anomaly detection since they are robust measures of central
tendency and statistical dispersion (i.e. they are less likely to be impacted by outliers) [44]. We can then

estimate the anomalousness of the current time tick by computing the current value of a metric, then

IQR is the difference between 1st and 3rd quartiles of the distribution, and is commonly used as a robust measure of spread.
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subtracting its weighted median and dividing by its IQR. The exact steps are given in Algorithm 7.

72

Algorithm 7: Anomaly Detection (see Figure 5.2)

Input: Temporal weights wy; sensor data s;(f) with t = 1,2,...15,i = 1,2, ...Nsensor

Output: anomaly score A(15)
1 fori < 1 to Ngepsor do
2 Compute weighted median and IQR:

weighted by w, ...w14 (similarly for X,pe, Xgiy)-

Hedge = Weighted Median{ X,je,i(t) [ t =1,..., 14}
IQRygq, = Weighted IQR{ Xpgge;(F) | = 1,..., 14}

3 Calculate sensor-wise anomaly score at t=15:
ﬂi(15) _ max Xmetric,i(15) — Hmetric
metrice{edge,ave,div} TIQR yetric

4 Calculate anomaly score for target time tick, as the max score over sensors:

A(15) = max a;(15
( ) iE{l ,,,,, Nsensm’} 1( )

(5.7)
(5.8)

(5.9)

(5.10)

5.2.4 Extension to large-scale system: locally sensitive distance measure

i sensor2 g j

sensord

I
1

sensor] W
I

1
|
1
1 1
1
sensor2 :

Figure 5.5: Simple motivating example: DYNWATcH-LocaL. The two graphs are very different within the
yellow localized region. However, sensor 2 is far away from the yellow region and thus experiences no

changes.

In the previous section, we computed a single distance value D(G;, G;) between any pair of graphs.

However, consider two graphs §; and G; in Figure 5.5 that are very different due to a small yellow localized

region (e.g. in a single building that underwent heavy renovation). Hence, D(G;, G;) is large, indicating

not to use data from G; when we analyse a time tick under G;. However, from the perspective of a single

sensor s (sensor 2) far away from the localized region, this sensor may experience little or no changes

in the power system’s behavior, so that data from graph G; may have a similar distribution as data from

graph G;, and so for this sensor (sensor 2) we can still use data from §; to improve anomaly detection
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performance. Hence, rather than computing a single distance D(G;, G;), we compute a separate locally-
sensitive distance Ds(§;, G;) specific to each sensor, which measures the amount of change between graphs
G; and g; in the ‘local” region to sensor s. Clearly, the notion of “local regions” must be carefully defined:
we will define them based on LODF, recalling that LODF measures how much changes on one edge affect

each other edge.

gt‘rans

Figure 5.6: Local graph distance: the adjacent lines connected to each sensor s are considered.

Intuitively, the local distance between two graphs with respect to sensor s is large if the changed
edges can potentially cause large power change nearby the sensor. Hence, given two graphs G;(V(i), £(i))
and G;(V(j),£(j)) with their transition state Gtans and a sensor s of interest, the local graph distance
contribution y, of line p with respect to sensor s can be calculated by multiplying the whole-grid-wide

contribution x, with a weighing factor c;,. This c}

» p coefficient filters the power impact for sensor s using

the maximum power impact of line deletion on lines around this sensor:

¢ = max |df 5.11
P 1€Esensor (s) | ! | ( )
Yp = XpC; (5.12)

where Egeus0r(s) denotes the set of edges around sensor s (e.g. in Figure 5.6, Egensor(s) = {l1,12,13}), and
dlp denotes the LODF with p as outage line and ! as observed line.)

Then, as before, the local graph distance with respect to sensor s is defined by summing up the local
graph distance contributions of different line deletions from the graph:

Ds(gi/ g]) = Z yp
pe(E(D)—=E())V(EG)—E()

5.2.5 Statistical error analysis

This section focuses on a quantitative analysis of the performance of our method, through statistical error
analysis.
Let T denote the width of time window for analysis, then for V sensor s, the anomalousness of its

observation x74; is evaluated based on its previous data xq,xp,..., x7. The anomaly detection method



CHAPTER 5. SPARSE STRUCTURES AND LIGHTWEIGHT ML 74

works by assigning weights wq, wy, ..., w (wy > 0, V¢, Zthl w; = 1) to all the previous observations and an
alarm is created if x71 deviates Zthl wex by a certain threshold.
Here we investigate the properties of statistical error based on the following definitions and assump-

tions:

Assumption 5.2.1 (Temporal independence). For any sensor s and time t, its measured data x; is drawn from a
Gaussian distribution P(x;) = N(ut, o) independently from other time ticks, where o accounts for all uncertain-

ties caused by measurement noise, load/generation variation, weather uncertainty, etc.

Assumption 5.2.2 (identical distribution conditioned on topology). Given a certain topology G and ¥V sensor s,
all data of s under the same topology G are drawn independently from the same distribution P(x;|G) = N(ug,o?)

(i.e., for any two time ticks ty,tp with the same topology G, we have py, = pt, = pg.)

Definition 5.2.1 (Optimal graph distance). For any time-series data x1, xp, ..., x7 of a sensor s and its latest
observation x71, d; denotes the graph distance between the graph at time ¢ and the graph at T + 1,
ie, d = D(Gt, Gr41),d¢ > 0,Vt. Then the optimal graph distance dj for Vi satisfies |y — pri1| =

MG, — HGr,, | o df, or equivalently, 3 constant c such that [y — pri1| = c - dj.

We first demonstrate that the statistical error can be bounded:

Theorem 5.2.1 (Error bound). Based on Assumption 5.2.1, 5.2.2 and Definition 5.2.1, the statistical
error By, vy, xrxri1 [(Ethl wix; — X741)?] with w; > 0,Vt and Zthl w = 1, satisfies:
T

o? <E[(Y wixe —xr1)4 < (1+ max wy)o? + cmflxal;F (5.13)
=1

Upon obtaining the error bound, here are some intuitive explanations of the upper bound being dependent

on max; w; and max; d;:

* max; wy: large value for this term indicates that the estimation method depends heavily on a partic-
ular prior data point with weight w;. This can lead to overfitting and as a result higher error (upper

bound) due to high variance.

* max; d;: large value for this term indicates that a prior data point from a very different distribution

has been used for estimation, which can lead to higher error (upper bound) due to high bias.

Another question of interest to us is the properties in the limit of infinite data:
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Theorem 5.2.2 (Unbiased estimation under infinite data). In the limit of infinite data, the statistical
error limits at the lower bound:

T

IExl,xz,...,xT,xTH [(2 WXt — xT+1>2] =
t=1

and an unbiased estimate of the true distribution x7.q ~ N(uri1,0?) is obtainable using the

previous samples, i.e.,

E[)  wexi] = pria
t=1
1 2t Xt 0

]E[ﬁ t(xt— T )] =

Detailed proofs of the two theorems are shown below:

Derivation 5 (Proof of error bound). we derive the statistical error bound demonstrated in Theorem
52.1:

T
Z wixy — x741)?] < (1 —l—mtaxw,g)(f2 —i—cmtaxdf

Starting from the statistical error Ey, x, v, [(thl wix; — X741)?], we have:

IEXl/XZ/---xTKt_il weX — x741)°] (5.14)
= IE[(XT: WiXt — P11 + Ure1 — X141)°] (5.15)
Z wixt — pr41)?] + E[(prs1 — x141)7] (5.16)

+ ZJE[(Z wixt — pr41) (UT+1 — X741))] (5.17)

t=1

Based on Assumption 5.2.1, we have E[ur;1 — x74+1] = 0, and thus

Z wexe — pr41) (UT+1 — XT41) (5.18)
. 2

=E[) wixt(pr41 — X741)] — g1 + o1 Elxr 4] (5.19)
=1
Z wext] Blpry1 — x711] — M%H < VZTH (5.20)

-0 (5.21)
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Therefore we have

T
Exl/x27"'xT/xT+] [( Z wrxr — xT+1)2]
t=1

Z wixt — pr41)%) + B[40 — x741)°]

_E[(Zwtxt Zwtyt+zwtw #r41)’]
=

E[(pr41 — *741)?]

T T T
=E[() wexi — ) wipr)?) +1E[(Z wipts — pr41)’]
= t=1
T
+2E[() wix; — Zwt#t Zwtl/lt HT41)]
=1

E[(pr+1 — *741)7]

Similarly based on Assumption 5.2.1, it is easy to show that

T
E[() | wix; — Zwtyt Zwt#t pr41)] =0
t=1

Thus we have

T

Exy .z ersn LY, Wit — x741)7]
t=1

i i i
= ]E[(Z% WX — Z% wi )] + E[(Z wipr — pr41)?]
= =

t=1

Variance Bias?

E[(#r11 — x741)?]

irreducible error

by:
T T T
E[(Y wexe — Y wipe)?] = Y wi E[(x — pr)?]
t=1 t=1 t=1

< (m?x wy) o

(5.22)

(5.23)

(5.24)

(5.25)

(5.26)

(5.27)

(5.28)

(5.29)

(5.30)

(5.31)

(5.32)

Based on Assumption 5.2.1 and w; > 0 for Vt,Y.F_; w; = 1, the variance term can be upper bounded

(5.33)

(5.34)
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Further making use of Assumption 5.2.2, it is easy to get an upper bound for the bias? term:

T 7
E[(Y wips — pr1)?] = BI(Y wilpt — prsal)?] (5.35)
t=1 t=1

Il
1=

wyed; (5.36)

S
Il

1

< cmaxd; (5.37)
axdy

Finally, as E[(u7141 — x741)?] = 02 based on the assumption that x71 ~ N(pr.1,0?), we are able

to upper bound the statistical error as:

T
Exy xa,xrxr (L Wexe — x741)? (5.38)

t=1
< (mtax wy)o? + max cdf + o (5.39)
=(1+ max wy)o* + cmax dy (5.40)

Meanwhile the lower bound is also obvious:
a 2 2
Ex xa,.xp,x711 [(Z wext — x741)°] > 0 (5.41)
t=1
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Derivation 6 (Proof of unbiased estimation under infinite data). we prove the result in Theorem
5.2.2 In the limit of infinite data, there exist infinite data with the same topology as x71, thus it is
possible to find the time series data such that x1, x5, ..., x7 are drawn independently from the same
distribution, s.t, x; ~ N(pry1,02),Vtand T — oo .

From Theorem 5.2.1, we have:

T

02 S IE:x1/x2r---/xTrxT+1 [(Z tht - xT+1)2] S 02 (542)
=l

Now given that w; = % — 0,df =0for vVt €0,1,..., T, it is easy to show:

T
]Exl,XZ,...,XT,XT+1 [( Z WXt — xT+1)2] =0° (5.43)
t=1
T T
E[)_wixe] =) wElx;] = pryq (5.44)
t=1 t=1
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And based on Bessel’s correction, it is easy to get

Bl X — 22

21 _ 2
T—12 )l=0 (5.45)

5.2.6 Experiments to evaluate DynWatch: scalable detection on dynamic graphs

We design experiments to answer the following questions:

¢ Q1. Anomaly Detection Performance: how accurate is the anomaly detection from our method

compared to other ML baselines?
® Q2. Scalability: how do our algorithms scale with the graph size?

* Q3. Robustness against cyberattack of false data: how can our algorithm enhance the standard

practices of (bad data) detection in today’s grid operator, when considering modern cyberthreat?

Our code and data are publicly available at https://github.com/bhooi/dynamic.git. Experiments were
done on a 1.9 GHz Intel Core i7 laptop, 16 GB RAM running Microsoft Windows 10 Pro.

Case Data: We use 2 test cases: casg2383 is an accurate reconstruction of part of the European high
voltage network, and ACTIVSG25k is a synthetic network that mimics the Texas high-voltage grid in the
U.S. The ACTIVSG25K represents a similarly sized system as the PJM (the largest independent service
operator (ISO) in the U.S.) grid, which contains around 25 to 30k buses [151].

Selection of sensors and network observability: Due to the spatial impact of grid anomalies and the
efficacy of anomaly metrics, full observability [20] [28] and optimal sensor placement for observability [21]
are not necessary for Dynwatch to perform. However, access to more sensors as inputs alongside optimal
sensor selection [47] can improve the detection performance and help with localization of anomaly. To be
conservative, for these experiments, we select random subsets of sensors (of varying sizes) as input. The
good performance even with randomly selected sensor measurements validates the effectiveness of our
method in selecting relevant time frames from historical data.

Threshold tuning: For a fair comparison of different methods, our experiment section, without us-
ing any threshold, compares the top K anomalies scored by each algorithm, where K is the number of
anomalies simulated. However, in practical use, a detection threshold is required for the algorithm to
identify an anomaly. A proper threshold can be either a fixed threshold from an empirical value or
domain-knowledge or a learned threshold to facilitate optimal decision making. In particular, optimal

threshold tuning needs to take class imbalance and asymmetric error into account. Since only a minority
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of instances are expected to be abnormal, there is an unbalanced nature of data. Moreover, as grid appli-
cations are safety-critical, mislabeling an anomaly as normal, i.e., false negatives (FN), could cause fatal

consequences, while false positives (FP) which cause loss of ‘fidelity” are less serious. Proper techniques

for tuning a threshold offline include:

1. Calculating the evaluation metric (e.g. F-measure which quantifies the balance of precision and

recall) for each threshold to select the one that maximizes the metric.
2. Plotting the ROC curve or precision-recall curve to select the threshold that gives the optimal balance.

3. A cost approach that, when the cost of FP, EN, TP, TN are available, minimizes the average overall

cost of a diagnostic test, yet domain-specific knowledge is needed for reasonable quantification of

the costs.

Q1. Anomaly Detection Performance

Step1l: Collect 24-hour profile of Pjyqq % 1100 |
from a real grid, based on 0.5h interval T 1050 |
kel
& 1000 |

0 5 10 15 20

time/h
Step2: Decompose data into base load and periodic pattern fme

(Due to data granularity and limited data size,
noise addition is done using CMU data)

997 0.2
B 0.1 0.1 |
2 996 =
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< 995 0 0 0.1
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Figure 5.7: Synthetic data generation for evaluating DyNWaTcH: 1200 time-ticks are created to model the
time-series data of grid operation over 1h 40min, using real utility-provided load data.

In this section, we compare DYNWATCH against baseline anomaly detection approaches, while varying
the number of sensors in the grid.
Experimental Settings: Starting with a particular test case as a base graph G, we first create 20 different

topology scenarios where each of them deactivates a randomly chosen branch in the base graph. These
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subsequent 20 network topologies represent the dynamic grid with topology changes due to operation
and control. Then for each topology scenario, we use MatPower [151], a standard power grid simulator,
to generate 60 sets of synthetic measurements based on the load characteristics described in the following
paragraph. As a result, the multivariate time series with 20 x 60 = 1200 time ticks mimics the real-world
data setting where sensors receive measurements at each time tick ¢, and the grid topology changes every
60 time ticks. Finally, we sample 50 random ticks out of 1200 as times when anomalies occur. Each of
these anomalies is added by randomly deleting an edge on the corresponding topology.

Following [47], to generate an input time series of loads (i.e. real and reactive power at each node), we

use the patterns estimated from two real datasets:

* Carnegie Mellon University (CMU) campus load data recorded for 20 days from July 29 to August
17, 2016;

e Utility-provided 24 hour dataset of a real U.S. grid.

to create synthetic time-series load based on a 5s interval, with the magnitude of daily load variation scaled
to a predefined level, and with added Gaussian noise sampled from the extracted noise distribution [126].
The detailed data generation process is shown in Figure 5.7.

Given this input, each algorithm then returns a ranking of the anomalies. We evaluate this using

2-precision-recall

. 2 3
standard metrics, AUC* (area under the ROC curve) and F-measure” ( precisionrecall

), the latter computed
on the top 50 anomalies output by each algorithm.

Baselines: Dynamic graph anomaly detection approaches [11,15,23,119] cannot be used as they con-
sider graph structure only, but not sensor data. [90] allows sensor data but requires graphs with fully ob-
served edge weights, which is inapplicable as detecting failed power lines with all sensors present reduces
to checking if any edge has current equal to 0. Hence, instead, we compare DyNWarcH to GridWatch [47],
an anomaly detection approach for sensors on a static graph, and the following multidimensional time-
series based anomaly detection methods: Isolation Forests [82], Vector Autoregression (VAR) [43], Local
Outlier Factor (LOF) [18], and Parzen Window [107]. Each uses the currents and voltages at the given
sensors as features. For VAR, the norms of the residuals are used as anomaly scores; the remaining
methods return anomaly scores directly. For Isolation Forests, we use 100 trees (following the defaults in

scikit-learn [108]). For VAR, following standard practice, we select the order by maximizing AIC. For LOF

we use 20 neighbors (following the default in scikit-learn), and we use 20 neighbors for Parzen Window.

2AUC is the probability of correct ranking of a random “positive”-“negative” pair.
3F-measure is a trade-off between precision and recall.
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As shown in Figure 5.8, DYNWATCH clearly outperforms the baselines on both metrics, having an

F-measure of > 20% higher than the best baseline.
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Figure 5.8: Performance of DyNWarcH: AUC and F-measure.

5.2.7 Q2. Scalability

In this subsection, we seek to analyze the scalability of our DyYNWaTcH and DyNWatcH-LocaL. In reality,
PJM, the largest ISO in the U.S., runs ACSE on a 28k bus model, performed every 1 min [5], thus any
anomaly detection algorithm that takes significantly less than 1 min may provide valuable information to
prevent wrong control decisions in real-time. The following results demonstrate the proposed method’s
capability to achieve this.

Here, we generate test cases of different sizes by starting with the casg2383 case and duplicating it
3,4,5,- -+ ,12 times. After each duplication, edges are added to connect each node with its counterpart in
the last duplication, so that the whole grid is connected. Then for each testcase, we generate 20 dynamic
grids and sensor data with 1 randomly chosen sensor and 1200 time ticks, following the same settings as
the previous sub-section. Finally, we measure the graph distance calculation time, as well as the time is
taken for the whole DyNWaTchH and DyNWArcH-LocaL methods.

Figure 5.9 shows that our method is fast: even on a large case with 60k+ branches, both methods took

less than 2s to apply anomaly detection on all 1200 time ticks of the sensor, corresponding to an average



CHAPTER 5. SPARSE STRUCTURES AND LIGHTWEIGHT ML 82

4 (a)D calculation 4 (b) Ds calculation
Zos8 Zos
(0] (]
£ £
= 0.6 = 0.6
v &
3 8
© 04 < 04
202 202
0 0
2 3 4 5 6 2 3 4 5 6
Number of edges .« 10* Number of edges . 10*
9 (c)Dynwatch 2 (d) DynWatch-Local
% % 18
£15 £ 16 x
v g
3 8
© q < 14 %
S T x
2 z12[ %
0.5 q =
2 3 4 5 6 2 3 4 5 6
Number of edges  «10* Number of edges  «10*

Figure 5.9: DyNWATcH scales linearly with the number of edges, when detecting all 1200 time ticks. The
red lines are best-fit regression lines.

of less than 1.7ms per time tick per sensor. The ACTIVSG25x (realistic power system case with 25K buses)
has 32k+ branches, and thus run-time of anomaly detection at each time t will be significantly less than 1

min. The figure also shows that our methods scale close to linearly with the grid size.

5.2.8 Q3. Robustness against cyberattack of false data

In this section, we explore how the proposed Dynwatch algorithm can improve the performance of
the standard residual-based ACSE bad-data detection (BDD) method, by testing a type of grid-specific
anomaly that SE BDD is known to fail against False Data Injection Attack (FDIA).

False Data Injection Attack (FDIA) [79] is a cyber-attack in which attackers manipulate the value of
measurements according to the grid physical model such that the SE outputs incorrect grid estimates
while ensuring that its residual does not change by much (ideally remains unchanged).

In this experiment, we construct an attack on a 14 bus network to mislead the operator into thinking
that the load reduces by 20%. For any anomalous time tick ¢, this is implemented by simulating power
flow with the reduced load and generating measurements based on that. The time-series measurement
data and a comparison of anomaly scores are shown in Figure 5.10.

Results show that the ACSE residual, which is metric for BDD reduced in value when anomalies

occur (see the residual decrease in Figure 5.10 during anomalous operation shown by the dotted red line),
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Figure 5.10: Change of line status, total load and generation on for a real-world load dataset.

implying that the standard SE BDD, along with any other residual-based method, will not be able to
detect this coordinated attack.

In addition to standard ACSE BDD, we also implemented the auto-regression (VAR) method to detect
grid anomalies. As the VAR algorithm does not consider dynamic graph properties of the power grid, it
tends to create alarms on all abrupt measurement changes. This will easily lead to false positives since
regular topological changes also result in sudden temporal change. This can be seen in the Figure 5.10
wherein during regular topology changes (shown in black dotted line) sudden spikes in VAR anomaly
score are observed.

In comparison, our proposed method is able to detect all anomalies without False positives (FP). This
indicates that the proposed algorithm is more likely to detect anomalies due to complex attack scenarios

while being able to reduce the occurrences of false positives.

5.2.9 Comparison of graph distance measures

To quantitatively justify the effectiveness of our proposed graph distance, we compared the proposed

distance with other traditional measures applicable to power grids:

¢ Simple GED [121]: the distance between two graphs is equal to the number of changed edges.
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e Variant of GED with line admittance used as weights assigned to the changed edges. Admittance is
used here because the larger the admittance, the more likely the edge has large power flows on it,

meaning it is important to the grid.

¢ Equivalent conductance-based measure: the distance between two graphs is equal to the sum of
the equivalent conductance of all changed edges. Equivalent conductance is able to take more

consideration of the system-wise impact of each edge.

Result in Figure 5.11 shows our proposed measure outperforms the baselines above. Here the time se-
ries data is generated using the pattern from the utility-provided data set, following the process described

in Figure 5.7.
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o
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Figure 5.11: Result of F-measure on case2383wp, with 40 sensors installed: the proposed LODF-based
graph distance outperforms other distance measures.

5.3 Application 2 - Gridwarm: exploiting spatial sparsity for generalizable,
scalable, and interpretable prediction

In this Section, we will develop a ML predictor that exploits the sparse graphical structure. The ML

model is able to predict the impact of disturbances on power systems, which can be useful in aiding the

simulation tool via a Physics-ML Synergy design later in Chapter 6.

We develop a ML model, Gridwarm [77], to predict the impact of a disturbance with nice properties

of being;:
¢ generalizable to topology change by using a graphical model

¢ lightweight and scalable by exploiting the sparse graphical structures and applying regularization

techniques

* physically interpretable by forming a linear system proxy
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Defining a probabilistic graphical model

Let us start with the task definition of Gridwarm with Table 5.1 showing the symbols used in the

method.

Problem Definition 5.3.1 (Gridwarm predictor). given an input x which contains disturbance in-
formation c and (pre-disturbance) system information G, a warm starter makes prediction y which
is an estimate of the post-disturbance bus voltages v/°!. The model is a function mapping, which

is learned from training dataset Data = {(x()),4())}, where (j) denotes the j-th sample.

Table 5.1: Symbols and definitions

Symbol Interpretation

G case data before disturbance containing topology, generation, and load settings

[vfeal v{mag} T
i

e

v; the voltage at bus i, v; =

pbre/post  pre/post [vfre/post, ZJézre/post/ .

ey

v,’;re/ r OSt} T the pre/post-disturbance voltages at all buses

¢ disturbance setting (type, location, parameter)
e.g. (MadlIoT, [1,3],150%): increasing loads at bus 1
and 3 to 150% of the original value via MadlIoT attack.

i,n bus/node index; total number of nodes
(s,t) abranch/edge connecting node s and node ¢
V,E setof all nodes and edges: i € V,Vi; (s,t) € £
j,N data sample index; total number of (training) samples

post postyT
(2 v,

(x,y) asample with feature x and output y, y = [y1, .-, yu]T = [

Ry

As the power grid’s network topology can change over time and experience line outages, we need a
model that can be generalizable to different topologies. To achieve this goal, we define the model as a

probabilistic graphical model in Figure 5.12, as the power grid can be naturally represented as a graph.

Input x:
* System info.
* Disturbance info.

Output y:
[> » State after disturbance

Figure 5.12: A power grid can be naturally represented as a graphical model. Each node represents the
bus voltage after disturbance, each edge represents a branch status after disturbance. Now conditioned
on an original power grid G and a disturbance ¢ that happens on it, we want to know the bus voltages
after disturbance.

On this graphical model, nodes and edges on the graph correspond to power grid buses and branches
(lines and transformers), respectively. Each node represents a variable y; which denotes voltage phasor

at bus i, whereas each edge represents a direct inter-dependency between adjacent nodes.  Such an



CHAPTER 5. SPARSE STRUCTURES AND LIGHTWEIGHT ML 86

undirected graphical model that models the dependency relationship among the random variables can
be defined as a Markov Random Field (MRF), if Markov Properties hold. On an electrical power grid,
Markov Properties (which enforce conditional independence relationships between variables) naturally
hold true with real meanings. Specifically, for V node i, the set of all immediate neighbors forms its
Markov blanket, and thus the Local Markov property holds that, given the states on all its neighboring
nodes, the state at node i is conditionally independent of the rest of the nodes, as it can be determined
from the balance equation at node i. And one can easily show that the global Markov property and
pairwise Markov property also hold.

The use of MRF enables a compact way of parameterizing the joint distribution and performing infer-
ence thereafter, using observed data. According to the Hammersley-Clifford theorem [25] [24], any strictly
positive distribution factorizes with respect to its (maximal) cliques. Although the theoretical proof [63]
was established for decomposing the graph into its maximal cliques, it is noted (e.g., in [94]) that we are
free to restrict the parameterization to the edges of the graph, instead of maximal cliques, and this is
called a pairwise MRF (widely used due to its simplicity although not as general).

Therefore in this work, we consider the setting where functions with cliques are non-trivial only for
the nodes and edges. Thus, the joint distribution of variables y conditioned on input features x can be
factorized in a pairwise manner, leading to a pairwise Markov Random Field [94] as shown in (5.46):

1 n
Pl 0) = 7 o [Twitw) ( IT 9s(ys ye) (5.46)
s,t)€E
where 0 denotes model parameters that maps x to y; ¥;(y;), ¥st(ys, y¢) are node and edge potentials
conditioned on 6 and x; and Z(6, x) is called the partition function that normalizes the probability values
such that they sum to the value of 1.

The factorization model in (5.46) is inspired by pairwise continuous MRF [94] and has an intuitive
form: every edge potential encodes the mutual correlation between two adjacent nodes; both node and
edge potentials represent the local contributions of nodes/edges to the joint distribution. In the task of
disturbance analysis, each potential function intuitively represents how the status of each bus and branch
‘independently” impacts the bus voltages.

Given a training dataset of N samples {(x(), ()}, the training and inference can be described briefly

as:

e Training: With proper definition of the potential functions ¢;(y;|x, 8), ¥st(ys, y¢|x, 0) (see Section 5.3

and 5.3), and the parameter 0 can be learned by maximizing log-likelihood

N
h— ()
0 argméax]; logl(#) (5.47)
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where 1(8)(/) denotes the likelihood of the j-th sample:

10)0) = p(y)|x1), 0) (5.48)

e Inference: For any new input x, we make use of the estimated parameter # to make a single-point
prediction

Jtest = arg myax p(ylx, 9) (5.49)

The use of a probabilistic graphical setting naturally integrates the domain knowledge from grid topol-

ogy into the method:

Domain knowledge 1 (Grid topology). Power flow result is conditioned on the grid topology. Bus voltages of

two adjacent buses connected and directed by a physical linkage (line or transformer) have direct interactions.

Each sample in this method can have its topology and each output is conditioned on its input topology.
The following sections will discuss how the graphical model and domain knowledge enable an efficient

and physically interpretable model design.

Defining location-specific parameters to learn

Upon representing the power grid and its disturbance as a conditional pairwise MRF factorized in the
form of (5.46), we obtain the benefits that the learnable parameters in the model become sparse and
location-specific, i.e., specific to each node and edge in the network. This can be shown more clearly as
we define the potential functions ¥;(y;), ¥st(ys, Yt )-

This paper builds a Gaussian random field which equivalently assumes that the output variable (y)
satisfies multivariate Gaussian distribution, i.e., P(y/|x, 0) is Gaussian. The justification and corresponding

benefits of using Gaussian Random Field are:

e partition function Z(6,x) is easier to compute due to nice properties of Gaussian distribution.
Specifically in the case of Gaussian, the normalization constraint can be computed easily by calculat-
ing matrix determinant |A|, whereas the use of other potential functions might lead to computation

difficulties, potentially NP-hard [94].

¢ high physical interpretability due to a physically meaningful inference model. We will discuss this

later.
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The potential functions for Gaussian random field [94] are defined as follows:

1
¥i(yi) = exP(—QyiTAi!/i +1iy;) (5.50)

1
Pst(ys, ye) = exp(—5ys Astyr) (5.51)

where A;, 1; represents node-specific parameters with A; in the form of a 2 x 2 matrix, and #; in the form
of a 2 x 1 vector. A represents edge-specific parameters in the form of a 2 x 2 matrix.

By plugging (5.50) and (5.51) into (5.46), we have:

1
p(ylx,0) <exp(n’y — 5y' Ay) (5.52)

where A; and Ag; parameters are the building blocks of matrix A, and # is a column vector composed of
all #;.

To further illustrate, consider a post-disturbance grid structure in Figure 5.12. The # and A variables
for this grid structure will be shown later (in Figure 5.14 where the 0 blocks in A matrix are structural
zeros representing no active edges at the corresponding locations).

In the model (5.52), both # and A are functions of x, 0, i.e.,

1= fy(x 0y), A= fr(x,04) (5.53)

and P(y|x, 0) takes an equivalent form of a multivariate Gaussian distribution N(pu, ) (u is the mean and
Y. is the covariance matrix) with

7=AuA=1"! (5.54)

Now based on these defined models, we seek to learn the parameter 6 through maximum likelihood

estimation (MLE). The log-likelihood of each data sample can be calculated by:
1
1(6) = logP(y|x,0) = —EyTAy + 4Ty —1ogZ(6,x) (5.55)

and the MLE can be written equivalently as an optimization problem that minimizes the negative log-

likelihood loss on the data set of N training samples:
" 1(0)()
in — ]
min Z 1(6) (5.56)
j=1
Inference and Interpretation: Upon obtaining the solution of @ = [6,, 64]7, parameters A = fa (xtest, 0),

1= fy (Xtest, @) can be estimated thereafter. Then for any test disturbance sample x¢s¢, the inference model

in (5.49) is equivalent to solving #.s¢ by:

A]?test = 17 (5'57)
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Notably, the model in (5.57) can be seen as a linear system proxy of the post-disturbance grid, pro-
viding a physical interpretation of the method. A is a sparse matrix with a structure similar to the bus
admittance matrix where the zero entries are "structural zeros’ representing no branch connecting buses.

1 behaves like the net injection to the network.

Sparse graphical structures giving local lightweight learning: NN-node and NN-edge

Next, we need to specify the functions of f;(x,6y), fo(x,04). Taking advantage of the sparsity of A, the
task here is to learn a function mapping from input x to only some edge-wise parameters Ay and node-
wise parameters A;, #;. Yet the number of A;, Ast, #; parameters still increases with grid size, meaning
that the input and output size of the model will explode for a large-scale system, requiring a much more
complicated model to learn a high-dimensional input-output map.

To efficiently reduce the model size, this paper implements the mapping functions using local Neural
Networks: each node has a NN-node to predict A;, #; using local inputs; each edge has a NN-edge to output
At in a similar way, as shown in Figure 5.13. This is inspired by our interpretation that A is a proxy of the
bus admittance matrix whose elements represent some local system characteristics regarding each node

and edge.

Output Output
*

*
OO0OO 00O
NN-node : NN-edge :
OO0 00O
+ *
concatenated concatenated
A —~
Input | x; Z % Z X0 || d; Input | x; 5% X des,o)
. JER; (s,t)esiA . v 7 ¥ v
Feature of Feature of Feature of distance from Feature of Feature of Feature of distance
node i neighbor neighbor contingency edge (s,t) node s node t from
nodes edges contingency

Figure 5.13: Local lightweight NNs: each node has a NN-node and each edge has a NN-edge, to map the
input features to the post-disturbance system characteristics.

Meanwhile, to effectively learn the mapping, we must answer the following question: how to select
the input features to the NN models optimally? We apply domain knowledge to design the input space

that feeds most relevant features into the model:

Domain knowledge 2 (Decisive features). The impact of disturbance depends heavily on the importance of

disturbance components which can be quantified by the amount of its generation, load or power delivery.
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Domain knowledge 3 (Taylor Expansion on system physics). Let v = h(G) denote any power flow simulation
that maps the case information to the voltage profile solution. By Taylor Expansion, the post-disturbance voltage
can be expressed as a function depending on pre-disturbance system Gpre and the system change AG caused by
disturbance:

1
0Pt = (Gpre) + I (Gpre) AG + 5 (Gpre) AG? + .

Therefore, the key features of the pre-disturbance system (G.) and system change (AG) are selected

as node features to feed into the NN mappings, and include:

* node feature x;: real and imaginary voltages (vfe“l , v;mag ), power and current injections (P;, Q;, I{e’ll , I;mug ),

and shunt injections (Qgpunt,i) before a disturbance, and change in power injections (APgey i, APjoad,ir AQioad,)

post disturbance

* edge feature x;;: line admittance and shunt parameters of the transmission line, x;; = [G, B, By,

Training the model with a surrogate loss

With the models defined above, the training process is illustrated in Figure 5.14, where the forward pass
of NN-node and NN-edge gives A, , and then the loss defined from the cGRF can be calculated to further
enable a backward pass that updates the parameter 6.

As described in (5.55)-(5.56), the loss function is the negative log-likelihood loss over the training data.
Making use of the nice properties of Gaussian distribution, the partition function Z(x, 8) in the loss can

be calculated analytically:
T, 17
Z= /yexrf(ﬂ y— 5y Ay)dy

2 w'Ap,  |2m nTA 1y
= Wexp(T)— Wexp( 7 ) (5.58)

The detailed derivation is shown below:

Derivation 7 (Calculate partition function Z). For a multivariate Gaussian distribution y ~ N(u, Z)

where y denotes the mean and X denotes the covariance matrix, let A = £~ ! we have:

fy \ %exp(—%(y =)' Aly —p))dy =1 (559)

As mentioned earlier, the Gaussian CRF model P(y|x,0) = ﬁexp(qu — 1yTAy) is equiv-

alent to a multivariate Gaussian distribution N(u, X) with # = Au, A = 7. Thus (5.59) can be
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1
yTAy+nTy

max log P(y4, ..., Yn|X) = maxloge™ 2 —logZ
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Figure 5.14: Training of Gridwarm: forward pass and back-propagation. Local lightweight NNs combine
to learn system characteristics A, 7. On large real-world power grids, A is a very sparse matrix, enabling
an overall lightweight ML model.

rewritten as:

%ew(*ﬂ#) /y explny — 3y"Ay)dy =1 (5.60)

Taking the nice properties of Gaussian distribution, the partition function Z(x, 8) can be calcu-
lated as:

Z(x,6) = /y exp(n”y — 3y" Ay)dy = mexp(y TZA 5) (5.61)

Further, we derive a surrogate loss function that mathematically approximates the original objective
function. In this way, we removed the need to maintain positive-definiteness of the A in the learning
process, whereas the prediction is made using a A computed from the forward pass, and thus it still

considers the power grid structure enforced by the graphical model.

Derivation 8 (Surrogate loss). Mathematically, due to the Gaussian distribution properties, the
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original optimization problem in (5.70) is equivalently:

N

mei“]; %(y(j) — 4OYTAD (D) — i)y — %log| AD)| (5.62)
s.t.

(forward pass) A7) = £, (x(1),8,),V] (5.63)

(forward pass) () = fq(x(j), 6,), V] (5.64)

(positive definiteness) A) >~ 0,V (5.65)

(inference) y(j) = A_l(j)n(j),‘v’j (5.66)

To design a surrogate loss, we make an approximation A#) = I (I is identity matrix) only in
the objective function, so that log|A| = 0 becomes negligible.

Furthermore, to enable a valid distribution P(y|x, 6) and unique solution during inference, it is
required that the A matrix is positive definite (PD), i.e., A >~ 0. Therefore, adding this constraint
and substituting (5.58) into the loss function, the optimization problem of the proposed method
can be written as:

N

mei“]; %y(;’)r AG) )

_ DTyl — %log| AO)| 4+ %ﬂmr A=1D(D) (5.67)
S.t.

(forward pass) A7) = f, (x(1),0,),V] (5.68)

(forward pass) 7 = f, (x1,,),vj (5.69)

(positive definiteness) AU) = 0,Vj (5.70)

In this problem, maintaining the positive definiteness of matrix A for every sample is required,
not only in the final solution (i.e., throughout the training process due to the log|A| in the loss).
This can be computationally challenging, especially when the network size grows with large matrix
dimensions.

To address this issue, we design a surrogate loss Z]-Ii 13D — uD)T (y() — u(@)), which acts

as a proxy for the actual loss we want to minimize. With the use of surrogate loss function, the

92
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overall problem converts into the following form:

N 1 ) . )

mein E(y(]) — ”(1))T(y(1) — ”(])) (5.71)
j=1

Bolto

(forward pass) A7) = £ (x(1),0,),V] (5.72)

(forward pass) q\) = f”(x(j), 0,), V] (5.73)

(inference) y(j) = A_l(j);y(j),Vj (5.74)

From decision theory, both the original and the surrogate loss aim to return an optimized model
whose prediction §j approximates the ground truth y, and both make predictions by finding out the linear
approximation of the post-disturbance system Afj = .

Additionally, this surrogate optimization model can be considered as minimizing the mean squared
error (MSE) loss %||y — || over the training data, where { is the prediction (inference) made after a

forward pass.

More regularization techniques enabling lightweight ML

With each node having its own NN-node and each edge having its NN-edge, the number of parameters
grows approximately linearly with grid size (more specifically, the number of nodes and edges). Can we
reduce the model size further? The answer is yes! One option is to make all nodes share the same NN-node
and all edges share the same NN-edge, so there are only two NN in total.

Why does this work? Such sharing of NN-node and NN-edge is an extensive use of parameter sharing

to incorporate domain knowledge into the network. Especially, from the physical perspective:

Domain knowledge 4 (Location-invariant (LI) properties). the power grid and the impact of its disturbances
have properties that are invariant to change of locations: 1) any location far enough from the disturbance location
will experience little local change. 2) change in any location will be governed by the same mechanism, i.e., the system

equations and Kirchhoff's laws.

Parameter sharing across the grid network significantly lowers the number of unique model parame-
ters. Also, it reduces the need for a large amount of training data to adequately learn the system mapping
for larger grid sizes (like the networks representing continental U.S. networks with > 80k nodes).

Moreover, leveraging the zero-injection buses can also make 7 vector more realistic:
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Domain knowledge 5 (Zero-injection (ZI) buses). A bus with no connected generation or load is called a zero-

injection (ZI) bus. These buses neither consume nor produce power, and thus, injections at these buses are zero.

In the proposed approach, the model parameter # serves as a proxy to bus injections; therefore, we
can integrate domain knowledge about zero-injection nodes into the method by setting #; = 0 at any ZI

node 1.



Chapter 6

Physics-ML Synergy towards more efficient and

robust situational awareness

6.1 High-level idea of Physics-ML Synergy

Despite the advances in existing approaches, there remain some tasks that are challenging and even
impossible for state-of-the-art physics-based and data-driven approaches. A key challenge regarding
efficiency is to make simulation both fast and accurate for a large-amount of scenarios and for hard-
to-solve scenarios. A significant challenge regarding robustness is the mitigation of modern threats in
the form of cyberattacks leveraging system physics. State-of-the-art ML tools are successful in alarming
these modern attacks, but they sometimes require human intervention to further mitigate some complex
anomalies. This is because without the detailed physical model, even an advanced ML anomaly detector
can only provide the alarm and a rough neighborhood indicating the suspicious anomalous region. Given
that (state) estimation has been compromised, the true system state is hardly known, sometimes leaving
it unknown what to follow from the current situation. This often necessitates human intervention in the

anomaly mitigation process.

ML prediction
P — Data-driven (ML)

> Fast, but inaccurate
Data, system
knowledge

Figure 6.1: We advocate for a Physics-ML synergy: physics-based and data-driven models are intercon-
nected to augment each other.

Physics-based and data-driven approaches can be mutually complementary, motivating Physics-ML

Synergy framework in this thesis. In the remainder of this Chapter, we apply this high-level idea of
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synergy design in both simulation and estimation applications, advancing situational awareness through

a collaborative architecture:

¢ Section 6.2 develops Physics-ML Synergy for simulation via an interconnection of GridWarm ML
predictor (Problem 5.3.1 in Section 5.3) and robust circuit-based simulator (Problem 4.2.1 in Section
4.2. In this synergy, ML prediction is fed into a physics-based simulator as a warm starting point,
while system knowledge and data are given to ML for learning of threat impact. The ultimate goal

is to achieve both fast speed from ML and accuracy from physics-based simulators.

® Section 6.3 develops Physics-ML Synergy for estimation by interconnecting time-series ML DyN-
WatcH (Problem 5.2.1 in Section 5.2) and robust circuit-based estimator (Problem 4.3.1 in Section
4.3). In this synergy, prior knowledge from ML comes in the form of regularization to augment
estimation problems, and system knowledge is integrated into ML for predicting normal system
behavior. The ultimate goal is to achieve a higher level of robustness to a mixture of traditional and

modern threats.

6.2 Application 1: Physics-ML Synergy for simulation: high speed for simulating

modern threats

6.2.1 Identifying remaining gap of efficiency

Now that our robust actionable simulation in Section 4.2 has advanced steady-state simulation via sparse
optimization. We have established simulation robustness to blackout failures such that the traditionally
unsolvable cases have been made not only solvable but also actionable for making localized fixes.

A remaining gap is related to efficiency: due to the nonlinear nature of simulation problems, large
systems are slow to converge when good initial conditions are unavailable. Modern threats are also
making good initial points harder to obtain. The system’s state before a disturbance is typically the best
possible starting point we can have, assuming no additional tools are used to refine it. However, facing
modern threats which can cause disturbances at multiple locations and significant perturbations at each,
the system experiences substantial changes and the 'best possible” starting point could be far from the
actual solution. [125] proposed an attack model, namely BlackloT or MadloT, is a modern threat of this
kind. Figure 6.2 provides a brief introduction to MadIoT. [125] evaluates the impact of this attack using a
steady-state simulation while considering the droop control, protective relaying, and thermal and voltage
limits for various components. [122] evaluate the possible reduced impact of MadloT by simulating with

imperfect knowledge at the attacker’s side.
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Figure 6.2: The proliferation of IoT devices has raised concerns about IoT-induced cyber attacks, where
an attacker can manipulate multiple locations by synchronously turning on/off or scaling up/down some
high-wattage IoT-controlled loads on the grid. This can lead to grid instability or grid collapse by further
causing cascading outages.

These limited time-efficiency of simulation make it computationally prohibitive to evaluate many sce-
narios of component failures and modern cyberthreats within a limited time during real-time operation.
And this limits the operator’s situational awareness.

To address the no-good-initial-point problem, we are motivated to leverage ML to fulfill this gap. How-
ever, replacing physical solvers with purely data-driven techniques makes it fast but has severe limitations
in generalization, scalability and interpretability, as discussed in [77] [68].

This thesis presents a Physics-ML Synergy approach that interconnects simulation with a ML-based
predictor. The ML model is the GridWarm method developed in Section 5.3 which is scalable, interpretable
and generalizable to topology differences. Gridwarm predicts the post-disturbance system states before

simulation starts and then the prediction is used to warm-start the physics-based simulation.

6.2.2 Evaluating a synergy of Gridwarm and simulator on MadIoT attack

This section runs experiments for disturbance events in the context of the MadloT attack. The exper-
iments are to validate that the proposed warm starter provides good initial states for hard-to-solve N-k
disturbances and enables faster convergence when compared to traditional initialization techniques.

We test three versions of the proposed method. These versions differ in the level of domain-knowledge

that they incorporate within their model. Table 6.1 summarizes the domain-knowledge in these versions.
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Table 6.1: Summary of domain knowledge
Knowledge Technique Benefits ¢GRF cGRF-PS cGRF-PS-ZI
Grid topology graphical model - physical interpretability v v v

- generalization (to topology)

Decisive features

feature selection - accuracy v v v
- physical interpretability
- generalization (to load&gen)

Taylor expansion
on system physics

feature selection - accuracy v v v
- physical interpretability

Location-invariant properties parameter - trainability, scalability v v
sharing (PS) - generalization (| overfitting)
Zero-injection (ZI) bus  enforce 7; =0 - physical interpretability v
at ZI buses - generalization

Data generation and experiment settings

We generate synthetic MadloT disturbances for the following two networks: i) IEEE 118 bus network [3]

ii) synthetic Texas ACTIVSg2000 network [1]. For each network, we generate N,;, disturbance samples

{(x1),y))}y,.. where feature the notation of x and y has been illustrated in Figure 5.12 and Table 5.1.

The algorithm to generate the synthetic disturbance data is given in Algorithm 8.

Algorithm 8: 3-Step Data Generation Process

Input: Base case Gy, type of disturbance t., number of data samples Ny,
Output: Generated dataset {(x(j),y(]'))}Ndm

1 for j < 1 to Ny, do

(7).

2 1. Create a random feasible pre-disturbance case G.: each sample has random topology,
generation and load level.

= W

2. Create disturbance c'/) on G;(j,)g: which has attributes type, location, parameter.
3. Simulate with droop control: run power flow to obtain the post-disturbance voltages vP°st

Disturbance set and model generalization: In our experiment, we train and test a warm starter for a

MadloT scenario of increasing the top K largest loads by the same amount (percentage) which is a severe

scenario threatening the power grid. And the pre-disturbance load is randomly sampled within the range

of 95%-105% base load, and topology is randomly sampled by disconnecting 1-2 random lines on the

base case, to represent the different normal operating conditions of a power system. Such disturbance

generation settings to a very specific setup of the dataset so that learning becomes more targeted: these

disturbances are “hard-to-solve” for an optimization solver, but a simple and interpretable learned model

might be able to easily extract the major relationships to provide good warm-start values. Obviously, this

leads to limited generalization issues that the trained model can hardly apply to a different disturbance
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scenario where loads are manipulated on other locations and by another amount. But in practice, this can
be addressed with multiple models. The operators or decision makers can decide several other significant
disturbance settings that are worth consideration and evaluation. And they can train a second model
on a second dataset which describes another important disturbance setting. So that the different severe
cyberthreat scenarios can be considered with learning performed in a targeted way.

The experiment settings that are used for the data generation, model design, and model training are
documented in Table 6.2. Based on the idea of NN-node and NN-edge in Section 5.3, the neural networks
used in this work aim to learn a low-dimensional mapping from local node / edge input features to local
outputs to form A, 7. This can be effectively done with simple and shallow neural network architectures.
In our experiment, the model is designed with a shallow 3-layer NN architecture with 64 hidden layers
in each, to save computation time and reduce overfitting. It also allows us to experiment on whether a
simple model design can give good performance. The training is then done with an Adam optimizer and

step learning rate scheduler.

Table 6.2: Experiment settings

Settings  (see Table 5.1 for definitions)
Njgta  casell8: 1,000; ACTIVSg2000: 5,000. Data are split into train, val, test set by 8 : 1: 1
NN-node & NN-edge  shallow cylinder architecture, (n_layer, hidden_dim) = (3,64)

disturbance ¢ type : MadloT
location : randomly sampled 50% loads
parameter : casel18 200%, ACTIVSg2000 120%

optimizer  Adam,lr = 0.001, scheduler = stepLR

Physical Interpretability of Gridwarm

Ybus

Figure 6.3: Physical interpretation: This figure visualizes the values in matrices and vectors (the more
yellow, the larger the value). Learned model parameters A, 7 have some similarity with the true post-
disturbance system admittance matrix Y, and injection current vector J, in terms of the sparse structure
and value distribution. This is because the learned parameters A, # aims to form a linear model Ay = 7
which is a linear proxy of the true linearized system model Y,y = J.

Figure 6.3 validates our hypothesis in Section 5.3 about the physical interpretation of our method as a linear
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system proxy. In Figure 6.3, we visualize the result on a test sample to show the similarity between the
linear proxy given by model parameters A, # and the true post-disturbance system linearized admittance
matrix Yy,s and injection current vector | at the solution; thus, validating that the model acts as a linear

proxy for the post-disturbance operating condition.

Gridwarm-aided simulation gives 3x faster speed

To verify the effectiveness of the warm starter, we compare the convergence speed (# iterations) with three

different initialization methods for the physical solver [103]:

1. flat start (flat)
2. pre-disturbance solution (V)
3. physical solver warm-started by the three versions of the proposed method (cGRF) using different
levels of domain knowledge as specified in Table 6.1
casell8 #iterations ACTIVSg2000 #iterations
35 100 1 T : e )
I A ) g{@: median
90 = mean
30 Some samples are
hard-to-solve with 80 - -
normal initialization 5 ACTIVSg2000 #iterations
25 " 70
"
s é 60
& 20 e
2 L s0
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15 40
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5 10 .
2 R ) P> o«
@& & < &K @ & &K
[ © & K ©
(9} Cp (9} 0('9
initialization method initialization method
(a) 118-bus case. (b) 2000-bus case.

Figure 6.4: Result on test data: power flow simulation takes fewer iterations to converge with the proposed
method, than traditional initialization methods: i. flat start: starting with (V;,6;) < (1,0),Vi € {1,...,n};
ii). Vpre start: warm-starting from pre-disturbance voltages.

Figure 6.4 shows the evaluation results on test data. These include the test samples (we split the
train, validate, and test set by 8:1:1 as illustrated in Table 6.2) which include 100 unseen disturbance
samples for case 118, and 500 unseen disturbance samples for ACTIVSg2000. For cGRF results, we feed
the ML predictions into a power flow simulator: SUGAR [103]. The simulator is robust because it always

converges. In case the general NR loop fails, the simulator uses homotopy [103] to ensure convergence,

albeit at a computational cost.
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The results show that simulation takes fewer iterations to converge with the proposed ML-based cGRF
initialization when compared to traditional initialization methods (flat or Vy). In particular, on AC-
TIVSg2000, many disturbance samples are hard-to-solve with traditional initialization (and may require
the homotopy option in SUGAR). In contrast, our ML-based cGRF method significantly speeds up con-
vergence (up to 5x improvement in speed) even with the shallow 3-layer NN architecture.

Moreover, due to the use of parameter sharing (PS) which enables NNs to share parameters, the
lightweight model cGRF-PS significantly reduces the total number of model parameters but achieves com-
parable results to the base model cGRF. In particular, while the average doesn’t decrease significantly, the
variation decreases due to the use of zero injection (ZI) knowledge. And cGRF-PS-ZI further shows that
integrating more grid physics into the model through zero injection (ZI) knowledge can further improve

convergence of the lightweight model.

6.2.3 Discussion: potential upgrades to power grid contingency analysis

By leveraging the synergy between Gridwarm and physics-based power flow simulators, we have devel-
oped an ML-aided simulation that significantly accelerates power flow simulations, achieving a 3x speed
improvement (as shown in Figure 6.4). This advancement presents significant value for upgrading the
contingency analysis units in modern grid operators, enhancing real-time situational awareness.

Contingency analysis [89] is a simulation module in grid control rooms that evaluates numerous "what
if" scenarios, evaluating the impact of selected disturbances and outages on key power grid health indica-
tors (e.g., voltage and line flow). If the results from contingency analysis indicate that the grid is operating
outside its operational limits, decision-makers can take remedial actions to maintain reliability, such as
redispatching generation through security-constrained optimal power flow. Currently, real-time contin-
gency analysis runs every 5-30 minutes (e.g., the Electric Reliability Council of Texas (ERCOT) runs it
every 5 minutes [78], and the North American Electric Reliability Corporation (NERC) requires it to run
at least once every 30 minutes). However, due to computational constraints, operators typically simulate
only a predefined set of N-1 contingencies (the loss of a single component), which are generally related to
mechanical failures or natural disasters.

Now, with the faster ML-aided simulation, operators can proactively simulate a far greater number and
variety of disturbances. This includes, but is not limited to, modern threats that could cause simultaneous
outages and malicious disruptions at multiple locations, as well as a broad range of N-k contingencies
with k >> 1. Consequently, future contingency analyses should also account for cyber events in their

predefined set of contingencies. Simulating the power flow impact of these cyber events can help grid
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operators assess the system’s vulnerability to attacks and identify situations where preventive action is
necessary. These improvements are made possible by the faster simulation tools we have developed.

To this end, it’s worth noting that learning can be "targeted" in Gridwarm, making it directly applicable
to address a large variety of threats, although this thesis specifically experimented on the MadloT attack.
In practice, different types of threats can be handled by training multiple Gridwarm models. Operators or
decision-makers can define a set of significant disturbance types to evaluate. For instance, they can train
one model to warm-start simulations for MadloT attacks, where at most 50% of loads are manipulated
by less than 20%, and another model for more severe MadloT incidents where up to 70% of loads are
manipulated. Additionally, they could also train several additional models for N-k line outage contingen-
cies with k = 1,2,3.... In this way, different severe threats can be considered with learning conducted in
a targeted and focused way. And this trades generalization of each model for its high performance on
specific disruption settings.

This opens opportunities to evaluate in real time the system’s vulnerability to numerous real-world
and theoretical attacks, such as brute-force attacks on critical control devices (as seen in the Ukrainian
power grid blackout [19] [67]); hacking into a large set of grid-edge devices (e.g., Internet of Things-loT
devices), as described in MadIoT [125]; and compromising the confidentiality and integrity of power grid

data through false data injection attacks [79].

6.3 Application 2: Physics-ML Synergy for estimation: robust to modern threat of
falsified data

6.3.1 Identifying remaining gap of robustness

Starting from this Section, we switch to another application of Physics-ML Synergy to fulfill a remaining
robustness gap in estimation tools.

Despite the advancements we have made on robustness of estimation methods, there still remains a
limited robustness to modern threats. While the anomaly detectors can create alarms on modern threats,
they do not interconnect with these estimation methods. Therefore we still face a limited situational
awareness of the true system states (bus voltages and power flows) which is sometimes necessary to
decide the best decisions to mitigate anomalies and recover the system to the normal state.

For example, false data injection attack (FDIA) [147] [79] [83] [122] has been proved capable of leverag-
ing spatial system constraints to inject falsified measurement data so that even the state-of-the-art (physics-

based) estimation end up producing wrong estimates, resulting in erroneous financial or technical deci-
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sions made. The attack has been theoretically proved destructive across various industries, including the
electrical power grid, connected and automated vehicles, communication networks, etc.
To defend against the modern false data, this work aims at a synergy framework where time-series

ML can augment physics-based estimation tools to make it robust.

6.3.2 A synergy of DynWatch and state estimator

How to mathematically bring them into a collaborative and interconnected design? The interconnection
can be mathematically modeled with a probabilistic graphical model, more specifically a Bayesian Net-
work, to describe the spatiotemporal interactions between power grid states, measurements, and anoma-
lies at different time moments. Figure 6.5 shows the Bayesian Network which is a generative model

depicting how a power grid evolves and how grid sensor data are generated over time.

O Known / observed variable
. Unknown / hidden variable

Figure 6.5: A Bayesian Network depicts the spatiotemporal interactions of variables in the electrical power
grid.

As illustrated in Figure 6.5, the system starts from an initial state (vector) x;—¢ which includes the AC
bus voltages v;—¢ and network topology G;—g. At any time ¢, control action u; and stochastic process drive
the system to change from x;_; to new state x;; sensors collect real-time data (vector) z;; and anomalies
a; can affect the system’s state and/or its data. Gaining situational awareness is to infer the unknown
variables x, a given the known or observed variables z, u.

The probabilistic graphical model enables a compact way of writing the conditional joint distribu-
tion and inferring the system variables thereafter, using observed data. Specifically, given a historical
data of time-series measurements z;_1, ..., z;_1, 2, a trace of (known) input control signals u¢—, ..., us_1, Us
and a base system model M which specifies the parameter information of all active and inactive nodes
and edges, we can infer the AC states v;_1,...,v4_1,0; (Which correspond to bus voltages), network
topology Gi—1, ..., Gt—1, Gt, and anomaly indicators a;—1, ..., 4;_1, a4 from the conditional joint distribution

p(Ut/ ey Ot=1, Gt/ eeey Gt:1/ Aty ooy Ap=1 |Zt/ ceor Zp=1, Uty ey th:1>.
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Here, this paper make the following assumptions on the variables:

Assumption 6.3.1 (input control action). We narrow down the action set to only include topology change actions,

i.e., uy at V't refers to control actions to change the circuit breaker statuses or other known topology changes.

Assumption 6.3.2 (measurement data and observability). z; at Vt € {1,2.,,,, T}, includes both continuous
data and discrete status data associated with time t. The continuous data come from a mixture of conventional
SCADA remote terminal units (RTUs), and modern phasor measurement units (PMUs); the status data measures

statuses of transmission lines, circuit breakers and other switching devices. Le.,

Zt = [Zt,pmu/ Zt,rtus Zt,status] (6.1)

where zt pmy includes phasor data and zy y1, includes |V|, P, Q data (this work does not use frequency related data).

And at time t, z; guarantees observability of the system, while the z¢ pmy alone does not guarantee observability.

For simplicity, let the state x; at V¢ include both AC states of bus voltages v; and network topology G,

since they can be jointly estimated in a (generalized) state estimation tool, i.e.,
xt = (01, Gi] (6.2)

and let Z, l~I, }N(, A denote the time-series of variables:

Z= [Zt:1r 3y thlrzt]r

U= [Up=1, . thy—1, U],

X = [xt:lr s Xt—1, xt]/

A= [atzl, e, a1, {Ilt}
we estimate V, G, A via an Maximum A Posteriori (MAP) Estimation:
o e e~
X*, A" =argmaxp(X, A|Z, U, M ) (6.3)
M is constant

—argmax p(X, A|Z,U) (6.4)

which is equivalent to maximizing the joint distribution p(X, A, Z,U) which can be further factorized into

the product of priors and conditional likelihoods according to the conditional independence relationship
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defined in the Bayesian Network, i.e.,

X*, A* = argmax p(X, A|Z,U)
= arg max p(f(, A7, fl)

= argmaxlogp(X, A, Z,U)

= argmax/og (p(vt_0)~

ﬁp(ﬂt)P(“t)P(xdxt—l/”t/ ﬂt)P(Zt|xt/ﬂt)>

t=1
= argmax logp(vi—g)
T T
+ Y logP(a;) + Y _ logP(uy)
=1 =1
T T
logp(zt|xt, ar) + Z logp(x¢|x¢—1, U, ar) (6.5)
=1 =1

+
t

Then we make assumptions on the priors that

Assumption 6.3.3 (initial state prior distribution). for Vt, prior p(vi—g) is a continuous uniform distribution,

because, intuitively, for any episode of state transition, the power grid can start at any random initial state.

Assumption 6.3.4 (anomaly and action prior distribution). for V¢, prior P(a;) and P(u;) are discrete uniform
distributions. For P(ay), the uniform distribution is assumed because this paper focuses on point outliers and treats
anomaly a; as being independent from other time moments, and we assume no availability to other prior knowledge
about the occurrence of anomalies. Similarly, for P(uy), we assume no prior knowledge on the control scheme of

topology, thus assuming a uniform distribution to allow for any random topology change to occur at any time.

These assumptions reduce the estimation to the follows:

* * * *
Xpqyeer Xp By ooey Of (6.6)

=argmax ) _logp(z¢|xe, ar) + Y logp(x¢|x;—1, uz, ar)
t t

spatial temporal

where the first term is a (generalized) state estimation problem which relies on the spatial relationship

that depicts how the data z; at time f can be generated, whereas the second is a temporal state transition
describing how topology control actions and anomalies cause grid state to change.

The first term Y, p(z¢|xt, a¢) can be easily written in (generalized) state estimation. Typically for V¢,

the measurement model for z; is defined as z; = h(x;) + error/noise where the noise or error distribution
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determines p(z¢|xt, a;). The details are given in Section 6.3.3 where error is assumed to be sparsely
distributed, resulting in a robust estimator.

On the other hand, the temporal term Y, p(x¢|x;_1, us, a;) is not directly available. Power flow simu-
lation can give an accurate estimate, but only when x;_ is accurate, and it is a nonlinear programming
problem that reduces time efficiency. Many existing works of state-space models have treated the tem-
poral state transition as a Markov Chain x; = x;_1 + noise, but these cannot account for dynamic graphs
where the network topology changes with control actions u;.

This work, instead, adopts a fast data-driven time-series model which predicts a new distribution
dx, using a series of historical AC state and topology estimates, to approximate the true distribution

p(x¢|xi—1,ut,a1). Le.,

Gr, = q(X¢|Xp1, o0y Xp=1, Aty ey Ap—1)

= q(xt |Z)t,1, vy Op=1, Gt, very Gt:1/ Aty eeey atzl) (67)
The probabilistic graphical model is thus reduced and split into two components:

1. time-series prediction to output distribution gy, as an approximation of p(x¢|x;_1,us, a¢) for each t:
the prediction is conditioned on the most updated x;, G for Vt from (generalized) state estimation.
This paper uses DYNWATCH as the base model due to its ability to consider topology changes in

time-series data. The model is explained in Section 6.3.4.
2. augmented (generalized) state estimation: given gy,, the estimation problem becomes:

* *
Xfeqseoes Xf, Af—qy ey 0} (6.8)

= arg max Zlogp(zt|xt, ar) + Zlogqxt
t t

——_— ———— —_——
spatial ((generalized) state estimation)  temporal (prior knowledge)

or equivalently, for Vt,

X}, a; = arg max logp(z¢|xe, ar) +  logqy, (6.9)
A N’
(generalized) state estimation ~ temporal prior

This can be considered as a (generalized) state estimation augmented by prior knowledge from tem-
poral patterns. This paper adopts (generalized) state estimation as the base model to be augmented,

due to its advantages over other baseline estimators. The augmentation is explained in Section 6.3.3.

Further, Section 6.3.5 designs the criteria and alternating algorithm to manage the information transfer
between two augmented components; illustrates how the final (generalized) state estimation, anomaly

detection, root cause analysis decisions can be obtained from the interaction.
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6.3.3 ML-augmented ckt-GSE: robust circuit-based estimation augmented by prior

knowledge

As illustrated in (6.9), the estimation problem:
xj,a; = argmaxlogp(z¢|xt, ar) (6.10)

can be seen as a snapshot-based (generalized) state estimation problem that exploits the spatial patterns
in measurement models and power flow constraints at a certain time moment ¢.
According to assumptions made in this work, x; = [vt, Gt] and z: = [Zpmu, Zrtu, Zstatus, S0 the above

estimation is equivalent to:

* * *
v, Gf,a; = argvmcaﬁ logp(zpmurzrtufzstatus|Ut/ Gy, ﬂt) (6.11)
t,.Gr,at

This requires a robust estimator for (generalized) state estimation which can:

* jointly estimate AC states of bus voltages v; and topology G; from a mixture of conventional RTU

data, modern PMU data and discrete status data
¢ identify some anomalies 4;

As developed earlier in Section 4.3, our robust circuit-based estimation (Problem 4.3.1) can fulfill this
task. However, without using any historical data beyond z;, this method is vulnerable to targeted false
data injected by cyber attack which exploits the spatial model of the power grid. Now we consider
the augmented estimation in (6.9) which introduces temporal prior knowledge to advance its robustness

against cyberattacks. Specifically, consider a prior knowledge related to AC state vector v;:

Assumption 6.3.5 (state prior). for a bus/node i at time t, its AC state v;; = [Vlli, Vllt] is expected to take the value

around p;; = [uR, ul,] with uncertainty (standard deviation) &; ;. Consider the prior distribution as Gaussian, we

have
VR R1 162,0
o= | L~ NG (6.12)
Vi,t Hit 015i,t

or, equivalently, the state vector vy at time t has a Gaussian prior distribution q,, such that
O ~ N(]x[t, At) (613)

with Ay being a diagonal matrix specifying the covariance matrix of the prior.
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Taking this state prior, the augmented estimation becomes:

* * *
v, Gy, ay

= argmax logp<zt,pmu/ Zt,rtus Zt status|0t, Gt, at) + logqy, (6.14)
~——
estimation temporal prior
; TA—1
= arg min |[Wine|[1 + wprior(vt — ) A (o — )
robust circuit-based estimation objective state prior

. Ot

subject to [V, Bi] = b (6.15)
ny

robust circuit-based estimation constraints

where n; includes slack variables (nsw,nrtu,npmu,ngmu) indicating the errors in corresponding measure-
ments at time ¢.

Therefore, we have the following task definition:

Problem Definition 6.3.1 (augmented robust circuit-based estimation with state prior). At time
t, given gy, which is a prior knowledge of AC states v;, the augmented estimator runs a convex

constrained optimization problem:

min |[Win |4 + Wrior (0 — ) T AT (0 — )
v,Gt,at ——
robust circuit-based estimator objective state prior
. Ut
subject to: [Y}, By] = b (6.16)
ny
KCL equations
. . . . Ut . .
Taking the model in Figure 3.9 as an example, the KCL equations [Y}, By] = b; at time t are written

ny
as (3.18)-(3.26), for any time t.

6.3.4 Gaining state prior with uncertainty quantification

On the other hand, we need a time-series model to extract temporal patterns from the historical opera-
tional data. At any time f, let ; = N(pt,6?) denote the temporal behavior learned from historical data.
This can be achieved with our time-series model in Section 5.2, DynWatch, which adapts to dynamic

graphs.
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Problem Definition 6.3.2 (DyNWartcH for distribution prediction). At any time ¢, given time-series
values y1, Y2, ..., ¥, graph (topology) series G;—1, G;—y, ...G; (these topologies come from estimation),
and distance measure d, = d(Gy, Gt),k = 1,...,t — 1, DYNWATCH learns a distribution of normal

behavior Ny = N (p, 67):

ur = WeightedMedian(yy, ..., y1—1) (6.17)

Or = WeightedIQR(y1, ..., Yt—1) (6.18)

with weights w;_1, w—, ...w;_1 obtained from temporal weighting based on bias-variance trade-off
optimization which minimizes the sum of bias and variance, to balance the goals of low bias (i.e.

using data from similar graphs) and low variance (using sufficient data to form our estimates):

1
minZwkdk +c-zwlw (6.19)
w < 2
\\,_/
h\/d variance
bias
subject to:  wy > 0, ‘v’k;Zwk =1, (6.20)
k

non-negativeness and sum to 1

For any data-driven model, a valid concern is when does it fail? Quantifying uncertainty of the pre-
diction is necessary to handle this concern. Generally, a model can be uncertain in two important ways
1) epistemic uncertainty which accounts for model uncertainty due to lack of data (that fits in the target
distribution), and 2) aleatoric uncertainty which corresponds to sensing uncertainty, or noises, and can
be further divided into heteroscedastic and homoscedastic, depending on whether it stays constant for

different inputs. todo: Here we discuss two types of uncertainties:

e data uncertainty (aleatoric uncertainty or sensing uncertainty): Unlike many other time-series
models (e.g. auto-regression models, etc) which gives only point estimation of the predicted data
values, DyNWATCH provides a distribution estimation. The variance §? quantifies the uncertainty

that comes of data variance, i.e., the dispersion of the weighted historical data.
67 = data uncertainty (6.21)

Whenever the (positively weighted) historical data vary significantly (due to noise, power variance,

etc), a 'flatter” distribution is obtained representing a larger uncertainty.

* bias (model uncertainty or epistemic uncertainty): when does the predicted distribution fail? In the

DyNWAaTcH model, a perturbation of the model parameters w can affect the statistical error which
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consists of bias and variance, as in (6.19). In our dynamic graph setting, bias plays a dominant role
in causing large statistical errors, and this happens when the power grid changes to a new (unseen)
topology. Therefore, we use the bias to quantify the uncertainty or trustworthiness of the predicted
distribution. A low bias means the distribution is a reliable prediction; whereas a large bias indicates

a high uncertainty such that the predicted distribution can be erroneous.

t
bias(t) = ) wydy (6.22)
k=1

In a synergy design, the predicted distribution can be used as a reliable source of prior knowledge

only when bias is low, which will be discussed later.

6.3.5 Management of Information Transfer

min ||Wn||1 — Wprior 108q
vn

Predict state prior gy, att,
Using state solutions at 1,...,t-1

Subject to: [Y, B] [ ] =]

X
n

State series: xq, ..., Xt
Updated system knowledge

Figure 6.6: Physics-ML Synergy creates an interconnection: prior knowledge from ML comes in the
form of regularization to augmented the estimation problem; whereas time-series state data and system
knowledge are fed into ML to gain statistical prior capturing temporal patterns.

The ML-augmented estimation, and the uncertainty-quantified calculation of a statistical prior, come
together to form a loop of interconnection as illustrated in Figure 6.6. Central to this physics-ML synergy
is to properly manage the information transfer between the two components. This section develops an
iterative updating scheme as Algorithm 9 shows. We design an adaptable interconnection scheme to
activate and deactivate the interconnection link depending on trustworthiness of information. Within the
outer loops, DYNWATCH augments robust circuit-based estimation with temporal (state) prior, with the
feeding of prior knowledge guided by tracking the local peak of bias; whereas the robust circuit-based
estimation benefits DYNWATcH with the updated system model whose topology is corrected upon rigorous
verification of topology errors so that DYNWATCH proceeds with the best possible graph distances. This
guarantees that the interconnection happens at the right time so that they augment each other with reliable

sources of information.
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Algorithm 9: SynSA: Physics-ML Synergy for Estimation.

N o U R W N

o

13

14

Input: Time-series data z;—1, ..., z;_1, z¢, system model M (which contains node set, edge set and

parameter information)

Output: estimation v}, G{, Vt, and root cause diagnosis (RCD) on anomalies aiy b e'lowtwn,Vt,

1. Initialize graph structures G; : if input system does not contain switches, add pseudo nodes
and pseudo switches to build extended graph as in Figure 4.6(a), according to status data
Zstatus,ts vt
2. Initial anomaly detection: run DyNWAtcH detector, get anomaly scores [Y;, B)|ML, vt
3. Initial estimation and root cause diagnosis:
fort < 1totdo
1. Run robust circuit-based estimation with z;, get 9;
2. Root cause diagnosis of random anomalies:
1) identify random bad data and topology errors by sparse error indicators.
aprdDate PMUE i, alarmif > 0.05 (6.23)

gBeaPata RTUL . alarm if > 0.05 (6.24)

a POETRIK ke alarm if > 0.01, (6.25)

Also, check solved state and topology with operational bounds and limits to see if there is
abnormal generation/load outage, and abnormal voltage conditions, etc.

4. Synergy Interconnection:
for loopCount <— 1 to MaxLoop do
1. Run DynWatch predictor to get state prior g,,, for Vt
2. Run augmented robust circuit-based estimation with state prior if
bias(t) < 30%*maximum bias on the same topology
3. Identify cyberattacks using using infeasibility values in augmented robust circuit-based
estimation solutions
4. Correctify graph structure G;, Vt

15 3. Output graph structure G;: remove pseudo nodes and pseudo switches, convert back to

external node and edge indexes, for Vt.

6.3.6 Evaluating on power systems: accurate estimation and detection under a mixture of

traditional and modern threats

This Section conducts experiments to demonstrate the efficacy of Physics-ML Synergy for estimation. We

compare a variety of methods whose abbreviations are as follows:

This is a system physics-based model.

¢ ckt-GSE: robust circuit-based generalized state estimation developed in Problem 4.3.1 in Section 4.3.

e ckt-SE: robust circuit-based state estimation, a reduced version of Problem 4.3.1 in Section 4.3. Com-

pared with ckt-GSE, ckt-SE does not account for topology error and has an empty switch set; whereas

ckt-GSE accounts for topology error and includes switching devices in the power system model. This

is also a system physics-based model.
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e ML-augmented ckt-GSE: ckt-GSE augmented by state prior as developed in Problem 6.3.1 in Section

6.3.3. This is a synergy of ckt-GSE and DYNWATcH.

To goal of our experiments is to answer the following questions:

1. Situational awareness capabilities: Does ML-augmented ckt-GSE jointly perform high-performance

estimation, anomaly detection and root cause diagnosis as expected, outperforming the separate use

of ckt-GSE or ckt-SE alone?

2. Robustness: Is ML-augmented ckt-GSE able to guarantee high-quality state estimates on different

sized networks, under a mixture of traditional and modern threats?

3. Speed and scalability: What's the work time different sized networks?

Reproducibility: And all experiments are run on a laptop computer with 11th Gen Intel(R) Core(TM)

i7-1185G7 @ 3.00GHz 1.80 GHz processor and 32 GB RAM.

Anomaly assumptions: Table 6.3 lists the anomalies of interest and the experiment settings to simu-

lation these anomalies. We consider both the traditional element outages, data errors, and a modern cyber

attack.

Table 6.3: Anomaly Simulation

Anomaly

How the anomaly is simulated

line outage
(contingency)

disconnect 1 transmission line at random location
(system remains feasible after line outage)

(random) bad data

add large deviation (1 per unit) to continuous data values on 2 randomly selected locations

topology error

change status data at 2 random lines, making the operator have a wrong graph structure

FDIA (cyberattack)

attackers simulate power flow of the power system with more or less demand at all loads,
and then modify data according to the attackers” power flow result

Dynamic graph assumption: The time-series data in this paper is created with known topology change

actions, resulting in dynamic graphs. The topology changes occur every 60 time ticks. In each instance, a

previously open transmission line becomes closed, and meanwhile a new (random) line becomes open.

6.3.7 Situational awareness output: ML-augmented ckt-GSE is an all-in-one product

Here, we evaluate how the interconnection of ckt-GSE and DyNWatcH enabled by ML-augmented ckt-

GSE can make a difference in the situational awareness output. Here the ML-augmented ckt-GSE method

is expected to jointly perform estimation, anomaly detection and root cause diagnosis. It’s also expected

to outperform the separate use of ckt-GSE, DynWatch, as well as other baselines, in these capabilities.
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Experiment settings: Here we visualize the outputs on a small toy example of the IEEE 30-bus test
case, which represents a simple approximation of the American Electric Power system. We simulate
(steady-state) time-series data of 600 time ticks, with dynamic graph assumption described above. On
this test case, we assume PMUs are installed on every generation bus measuring V, I phasors; traditional
SCADA RTUs are installed on every load bus measuring |V|,P,Q; RTU line meters are installed on
selected transmission lines measuring line power flow P, Qjine and |V| at one end of the line. Normal
measurement data is generated by simulating power flow and adding random Gaussian noise to the
power flow results. Four types of traditional and modern anomalies are also added on randomly selected
moments. Table 6.3 shows how these anomalies are created. Figure 6.7(a) visualizes the time-series
measurement data, with anomalous time moments marked by red Vertical lines.

Results in 6.7 demonstrates that ML-augmented ckt-GSE is a robust estimator under modern cyber

attacks. We visualize and compare the accuracy of state solution using root mean squared error RMSE =

\/ Ybus i (Vpredi — Vtruei)?- Whenever a false data injection attack (FDIA) happens, the augmented ckt-GSE
in ML-augmented ckt-GSE provides an accurate solution with a small RMSE, while solutions of ckt-GSE,
when used alone, are significantly perturbed by falsified data.

In terms of anomaly detection, results in Figure 6.8(a)-(c) shows that ML-augmented ckt-GSE outper-
forms the separate use of ckt-GSE, ckt-SE, DYNWATcH and other anomaly detectors in the detectability of
anomalies. The bad data detection (BDD) capabilities of ckt-GSE and ckt-SE are limited to detecting data
errors.

In terms of root cause diagnosis, results in Figure 6.8(d)-(g) shows that ML-augmented ckt-GSE can
better identify the accurate type and location of anomalies. Physics-based estimation Ckt-GSE, when
used alone, is limited to separating and localizing random bad data and topology errors. Ckt-SE method
detects topology errors as random bad data. DYNWATcH and other ML anomaly detectors are in general

unable to recognize the specific type of anomaly.

6.3.8 Robustness of estimation solution

To minimize the impact of modern threats, we need the estimation solution of power system states to be
accurate when the system is subject to the threats. So here we evaluate the quality of the bus voltage
estimates using the root mean squared error (RMSE) of the solution. To demonstrate efficacy, we evaluate

the solution accuracy on networks of different sizes:

1. Case30 [4]: 30-bus test case which is a simple approximation of the American Electric Power system.
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(b) The augmented ckt-GSE in ML-augmented ckt-GSE provides an accurate solution under FDIA attacks.
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(c) Ckt-GSE becomes inaccurate under FDIA attacks.
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(d) Both topology errors and FDIA attacks affect the accuracy of ckt-SE.

Figure 6.7: Case30: accuracy of estimation accuracy quantified by root mean squared error (RMSE).

2. Casel354pegase [38]: a 1354-bus network which accurately represents the size and complexity of

part of the European high voltage transmission network.

3. Case2383wp [2]: part of the 7500+ bus Europen UCTE system which represents the Polish 400, 220
and 110 kV networks during winter 1999-2000 peak conditions.

4. Case2869pegase [39] [56]: a 2869-bus network representing the size and complexity of part of the

European high voltage transmission network.

Figure 6.8 shows the results.

6.3.9 Speed and scalability

The ML-augmented ckt-GSE method needs to be time-efficient on large-scale networks to be applicable
in real-world control rooms. As designed in this paper, the ML-augmented ckt-GSE algorithm starts

with ckt-GSE and DYNWATCH in the initialization step; then alternates between augmented ckt-GSE and
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DyNWAaTcH processing. Thus, here we evaluate the speed and scalability of ML-augmented ckt-GSE by
evaluating its 3 essential steps: ckt-GSE, augmented ckt-GSE and DYNWATCH processing.

In our experiment, both ckt-GSE and augmented ckt-GSE are solved using the circuit-based linear
programming (LP) solver developed in [74]. Prior work [74] has already shown that ckt-GSE, which
uses our circuit-based LP solver, is significantly faster than standard interior-point (IP) solver in python
CVXOPT toolbox and Simplex method in SciPy which solves min-max models, especially on large scale
cases. Prior work in [71] has also shown that the distance calculation and time-series processing in
DyNWATCH scales approximately linearly when used for anomaly detection.

Figure 6.9 shows the work time of the 3 essential steps on different sized networks. Results show
that these essential steps scale well. Meanwhile, the comparison shows that the speed of augmented ckt-
GSE and ckt-GSE are approximately the same, meaning that the ML-augmented ckt-GSE interconnection

advances estimation without introducing computation burdens.
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Figure 6.8: ML-augmented ckt-GSE identifies types and locations of mixed anomalies.
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Figure 6.8: Robustness: ML-augmented ckt-GSE advances ckt-GSE in robustness against modern false
data injection attacks. It improves accuracy of state estimates, thereby minimizing the intended impact
an adversary can have on the system. But this happens at the cost of degraded accuracy on normal and
traditional (random) anomaly conditions.
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buses. Experiments are conducted using a time-series data of 300 ticks, topology changing every 60 ticks.



Chapter 7

Conclusion and future work

This thesis addresses the grand challenge of improving situational awareness to make the future electri-
cal power grid and related cyber-physical systems (CPS) resilient and reliable. To this end, this thesis
made significant advancements in the state-of-the-art simulation and estimation tools which are key to
situational awareness. The key contribution lies in overcoming efficiency and robustness gaps which have
posed main obstacles to these tools. Within the scope of this thesis, we have focused on the steady-state
horizon and achieved high-speed simulation and estimation on up to 80K-node network (the eastern in-
terconnection); as well as a higher level of robustness that gives meaningful and actionable results under
blackout failures, corrupted data, and a variety of cyberattack scenarios.

To realize these achievements, this thesis first addressed the inherent limitations within physics-based
and data-driven approaches, which are commonly used for situational awareness. The key enablers in
this part include circuit-based formulations and the sparsity-exploiting optimizations. Further, this work
transcends conventional algorithmic design by introducing a new hybrid paradigm—Physics-ML Syn-
ergy—which merges the strengths of both worlds.

The chapters of this thesis were structured to form the different pieces of the complete "puzzle". First,
Chapter 3 generalized the modeling of a steady-state power system into a circuit, for both simulation and
real-time estimation purposes. We discussed from a circuit viewpoint that both simulation and estimation
problems can be treated as solving the feasible solution to a circuit system on which the device models
of transmission lines, generators, loads and shunts are equivalent circuit elements. We also illustrated
that, for simulation, these device models come from system behaviors; whereas for estimation, device
models can depend on real-time measurements. This Chapter further developed measurement-based
device models with linear circuit modeling and demonstrated that circuit-based estimation for large-scale

power systems can be formulated with inherent convexity, and solved with fast speed and scalability. This
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circuit approach addresses the inherent nonlinearity induced by traditional measurements and results in
an efficient estimator applicable to combined transmission and distribution systems.

Followed by the mapping of steady-state simulation and estimation to a circuit-solving problem, Chap-
ter 4 further introduced sparse optimization to bring intrinsic robustness into the methods. Intuitively, we
look into system blackout and anomalous measurement data which lead to "infeasible circuit systems" (for
simulation and estimation respectively). Independent current sources can be added to the circuit device
models, restoring a feasible system, and serving as indicators of these threats. This Chapter developed
sparse enforcing techniques towards formulating robust circuit-based simulation and robust circuit-based
estimation problems. The result demonstrated that the resulting simulation produces sparse "infeasibility"
indicators to pinpoint dominant sources of blackout and suggest actionable fix; similarly for estimation
where our estimator produces sparse error indicators to identify and reject anomalous data. These meth-
ods solve efficiently on up to 80k-node networks (the Eastern Interconnection power grid); and advanced
the overall robustness of situational awareness, and enhanced decision-making to mitigate random threats.

With some intrinsic efficiency and robustness to random threats built within the physics-based sim-
ulation and estimation tools, the second piece of the puzzle is to leverage data-driven predictors and
detectors to handle more advanced threats. It was illustrated in Chapter 5 that exploiting temporal and
spatial sparse structures in the ML model design can contribute to lightweight ML methods which are
simple-structured but scalable, generalizable and interpretable. In the first application, we exploit tem-
poral sparse structure to develop DYNWaTcH, which is the first to adapt time-series anomaly detection
to sensors placed on dynamic graphs in the context of large-scale electrical grids, and achieves real-time
processing at the millisecond scale for 60K-node power systems (75% the size of the Eastern Interconnec-
tion) per time tick per sensor. In the second application, we exploited spatial sparse graphical structures
towards developing GridWarm, a highly lightweight ML predicting threat impact.

Last but not least, after addressing the inherent limitations in both the physics and ML world, Chapter
6 completed the final piece of the puzzle - Physics-ML Synergy where physics-based tools “chat with”
ML to merge their benefits. We show that interconnecting these tools makes a transformative impact to
accomplish tasks that are impossible for each separate tool. In this thesis, it was demonstrated that in-
terconnecting GridWarm predictors with our circuit-based simulator, in the form of providing warm start
points, leads to 3x faster simulation on hard-to-solve multiple-location load disturbances. And it was also
shown that interconnecting DyNWatcH prediction with our robust circuit-based estimator, in the form of
feeding prior knowledge, results in diminishing the impact of false data injection attack (a cyberattack)
and accurately identifying a mixture of random anomalies and targeted cyberattack events. These ef-

forts provide strong evidence to demonstrate that Physics-ML Synergy is able to bring the efficiency and
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robustness of situational awareness further to defend against targeted cyberthreats.

For future works, we are seeing exciting opportunities of building on this prior foundation to extend
Physics-ML Synergy designs for a broad range of estimation, simulation, optimization, and defense ap-
plications. This opens room to explore how collaborative efforts from the two worlds can enable secure,
time-efficient, and robust operation and planning, initially in the context of electric power systems but with
broad generalizability to other smart infrastructure systems. The proposed research is both fundamental
and potentially transformative in practice, given the rapid electrification to support decarbonization in
many industries and connected infrastructures.

Specifically, one possible direction for Physics-ML Synergy research is to address more complex
anomalies, threats and uncertainties that are occurring today. In the energy sector, voltage spikes and
transients are dynamic anomaly conditions that can malfunction the electric devices; vulnerabilities in
modern power electronics expand the attack surface; renewable energy introduces more uncertainties and
instabilities; and new cyberattacks (e.g., MadloT, CrashOverride) and adversarial attacks motivate contin-
uous improvements on the information security and model robustness. Physics-ML Synergy provides a
new solution to these challenges, by adaptively interconnecting distinct modeling and data-driven com-
ponents (each focusing on specific types of threats) so as to comprehensively address the diverse threats.

Another potential direction is the Physics-ML Synergy can leverage ML to complement the missing
physics in partially-known or partially-observable scenarios. One notable example of partial-observability
is the distribution power grids where some local regions are merely measured "on the top", with limited
or even no real-time information of what is happening inside. To handle partial observability, a lot of ef-
forts in literature have been made on optimal sensor placement to make the system fully-observable [136],
learning the entire system through data-driven function approximators [29], as well as network tomog-
raphy approaches to estimate hidden states from observations [8]. Now Physics-ML Synergy provides
a new possibility by investigating how ML can interconnect with physical tools to complement partial
observability and derive something meaningful about the unobservable and unknown regions.

Moreover, in the general field of engineering systems, future research also has the potential towards
a strategic way and distributed implementation of Physics-ML Synergy. Based on user-defined physical
models and ML, there potentially exists an optimal way of interconnecting these tools to maximize the
over performance for solving constrained optimization problems, system identification, simulation and
problems for any given cyber-physical system. Moreover, for systems that have a network nature, the im-
plementation of Physics-ML Synergy can also be optimized to run in parallel via distributed computing.
This includes developing a federated distributed control scheme for components in the Physics-ML Syn-

ergy and their interconnections. As a result, a large-scale cyber-physical system can perform autonomous
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edge computing for local defense, simulation, and optimization within a small segment, while providing
sufficient feedback information to the larger infrastructure for both spatial and time-based monitoring

and analysis among these federated components.
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