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Large Language Models and Code Security:
A Systematic Literature Review

Enna Basic, and Alberto Giaretta

Abstract—Large Language Models (LLMs) have emerged as
powerful tools for automating various programming tasks, in-
cluding security-related ones, such as detecting and fixing vul-
nerabilities. Despite their promising capabilities, when required
to produce or modify pre-existing code, LLMs could introduce
vulnerabilities unbeknown to the programmer. When analyzing
code, they could miss clear vulnerabilities or signal nonexistent
ones. In this Systematic Literature Review (SLR), we aim to
investigate both the security benefits and potential drawbacks of
using LLMs for a variety of code-related tasks. In particular, first
we focus on the types of vulnerabilities that could be introduced
by LLMs, when used for producing code. Second, we analyze the
capabilities of LLMs to detect and fix vulnerabilities, in any given
code, and how the prompting strategy of choice impacts their
performance in these two tasks. Last, we provide an in-depth
analysis on how data poisoning attacks on LLMs can impact
performance in the aforementioned tasks.

Index Terms—Large Language Models, LLMs, Security Vul-
nerabilities, LLM-generated Code, Vulnerability Detection, Vul-
nerability Fixing, Prompt Engineering, Data Poisoning

I. INTRODUCTION

Large Language Models (LLMs) are Machine Learning
(ML) models designed for natural language processing [1].
Representative models such as ChatGPT [2], Llama [3],
GitHub Copilot [4], and BERT [5] have gained extreme
popularity and recognition in the last couple of years due to
their ability to perform well across different types of tasks.

Among other capabilities, LLMs are effective in translating
natural language explanations into code, assisting in code
comprehension, debugging, and answering questions related
to code [6]. Many developers utilize these abilities to op-
timize their coding processes, reducing development time
and thereby improving productivity. According to GitHub
statistics, GitHub Copilot is now responsible for generating
approximately 46% of code and boosts developers’ coding
speed by up to 55% [7]. In addition to their coding skills,
LLMs can be powerful tools for vulnerability detection and
fixing, particularly when provided with detailed prompts and
clear background information [8], [9].

While LLMs represent an advancement in code generation,
they exhibit several limitations that pose security risks. For
example, one concern is that, despite their proficiency in
producing functional code, LLMs often lack awareness and
understanding of secure coding practices [10], [11]. Another
concern is that LLMs are trained on enormous datasets, often
gathered from unverified online platforms (e.g., GitHub [12]
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and HuggingFace [13]). This reliance on potentially insecure
data introduces data poisoning risks, where an attacker inserts
harmful data samples into the training set [14]. These and
other shortcomings can lead LLMs to generate insecure code,
as well as influence their abilities to detect and fix security
vulnerabilities.

Regardless of the risks, LLMs are largely used for their
code-related capabilities. Therefore, to take informed deci-
sions, it is crucial for practitioners to have a clear under-
standing about the precise nature of risks and benefits. In this
Systematic Literature Review (SLR), we aim to:

• Explore the potential security vulnerabilities introduced
by LLM-generated code;

• Evaluate the effectiveness of LLMs in detecting and
fixing vulnerabilities, as well as the prompting strategies
used for these tasks;

• Investigate the effects of data poisoning on LLMs ability
to produce secure code and to detect and fix vulnerabili-
ties effectively.

A. Outline

The remainder of this paper is organized as follows. Sec-
tion II describes related works. Section III describes the
methodology we have followed in this work, as well as the
research questions that guided our investigation. Section IV
discusses the vulnerabilities identified in LLM-generated code,
by the state of the art. Section V examines LLMs ability to
detect code vulnerabilities, Section VI their ability to fix pre-
identified vulnerabilities, and Section VII their potential to
detect and fix vulnerabilities in a unified process. Furthermore,
Section VIII covers prompting techniques used for vulnerabil-
ity detection and fixing, as described by the studies covered
in this review. Section IX explores the impact of poisoned
training data on LLMs ability to generate secure code, detect
vulnerabilities, and fix them. Section X addresses the research
questions, open challenges, and threats to validity. Finally,
Section XI concludes the paper.

II. RELATED WORK

In recent years, several literature reviews have focused on
different aspects of the intersection between LLMs and code
security. As we discussed in Section I, in this SLR we focus
on three main thematic areas. Although other surveys have
covered these areas, all of them focused on only one (or
two) areas at a time. To the best of our knowledge, this is
the first comprehensive survey that addresses all three areas.
Furthermore, this is the first paper that attempts to categorize
the different vulnerabilities that could be introduced by LLMs.
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For example, Negri et al. [15] conducted an SLR to explore the
impact of AI models on software security, finding that LLMs
often generate code containing specific vulnerabilities, but they
did not provide a systematic categorization. Extending their
work, we organize the vulnerabilities that can be introduced
by LLM-generated code, into ten distinct categories. Besides,
we analyze quantitatively their prevalence across studies, high-
lighting less explored areas.

Other characteristics differentiate our paper from the current
literature. First, while other surveys have investigated the
performance of LLMs for vulnerability detection and fixing,
unified processes for addressing both tasks have not been sur-
veyed. Second, no other survey investigates how the prompting
strategy of choice impacts tasks related to code security.

Yao et al. [16] reviewed various applications of LLMs in
security, including vulnerability detection and fixing. How-
ever, their work did not investigate the impact of prompting
techniques on such tasks, nor the merging of vulnerability
detection and fixing in a unified process. Zhou et al. [17]
provided an overview of prompting techniques, listing which
papers applied each technique for vulnerability detection and
repair. Unlike their work, we focus on how each prompting
technique impacts LLMs effectiveness in these tasks.

Furthermore, the literature does not cover the impact of data
poisoning attacks on LLMs code generation, and our work fills
this gap by analyzing this potential impact. Even though data
poisoning attacks are explored by Yao et al. [16], the paper
does not discuss the effects of these attacks on LLMs secure
code generation, nor on vulnerability-related tasks. Chen et
al. [18] reviewed defenses and attacks targeting LLMs used
for code generation, highlighting the general impact of such
attacks. Although they also discussed the consequences of
poisoning attacks on secure code generation, this was not the
main focus of their paper. For example, they also explored
the effects on tasks unrelated to security, including code
summarization and code search. In contrast, we provide an in-
depth exploration of security-specific aspects, discussing how
poisoning attacks influence the ability of LLMs to generate
secure code, detect vulnerabilities, and propose fixes.

A few relevant studies conducted broader literature reviews,
that extend beyond the focus on code security. Xu et al. [19]
examined LLM applications across multiple cybersecurity
tasks, including vulnerability detection, malware analysis,
network intrusion detection, and phishing detection. Hou et
al. [20] conducted a comprehensive study on the use of LLMs
in software engineering, including, but not limited to, code
security. They pointed out that code generation and program
repair are the most common tasks where LLMs are applied
to, in software development and maintenance. Last, Zhang
et al. [21] focused on methodologies for constructing LLMs,
specifically designed for cybersecurity tasks.

III. METHODOLOGY

In this study, we conducted an SLR following the well-
established guidelines proposed by Petersen et al. [22]. Our
methodology, illustrated in Figure 1, includes three main
phases: Planning, Conducting, and Reporting. In the remainder
of this section, we detail the Planning phase.

A. Research Questions

We formulated the following Research Questions (RQs) to
guide our investigation and help fulfill the aims of this study:

• RQ1: What security vulnerabilities could be introduced
by LLM-generated code?

• RQ2: To what extent can LLMs detect and fix vulnera-
bilities, in both human-written and LLM-generated code?
– RQ2.1: How do different prompting techniques impact

the effectiveness of LLMs in detecting and fixing code
vulnerabilities?

• RQ3: How does the poisoning of training datasets impact
the LLMs ability of producing secure code, detecting and
fixing vulnerabilities?

B. Search Strategy

Based on our RQs, we have identified 5 sets of keywords,
which we later used to define our search strings:

• Set 1: Large Language Models, Language Model, LLMs,
CodeX, Llama, Copilot, GPT-*, ChatGPT.

• Set 2: Code Generation, AI-generated Code, Automated
Code Generation.

• Set 3: Security Vulnerabilities, Security Risks, Security
Flaws, Security Implications, Software Security, Impact
On Code Security, Cybersecurity, Vulnerabilities.

• Set 4: Training Data Poisoning, Poisoned Datasets, Data
Poisoning Attacks, Adversarial Attacks, Malicious Train-
ing Data.

• Set 5: Vulnerability Detection, Bug Detection, Security
Flaw Detection, Code Analysis, Static Analysis, Vulnera-
bility Remediation, Bug Fixing, Automated Code Repair,
Security Patch, Code Patching.

Based on these sets of keywords, we developed the follow-
ing search strings to perform an automated database search.
The first search string is designed to address RQ1:

(“Large Language Models” OR “Language Model”
OR “LLMs” OR CodeX OR Llama OR Copilot OR
GPT-* OR ChatGPT) AND (“Security Vulnerabili-
ties” OR “Security Risks” OR “Security Flaws” OR
“Software Security” OR “Impact On Code Security”
OR Cybersecurity OR Vulnerabilities) AND (“Code
Generation” OR “AI-generated Code” OR “Automated
Code Generation”).

The second search string is designed to address RQ2:

(“Large Language Models” OR “Language Model”
OR CodeX OR Llama OR Copilot OR GPT-* OR
ChatGPT) AND (“Vulnerability Detection” OR “Bug
Detection” OR “Security Flaw Detection” OR “Code
Analysis” OR “Static Analysis” OR “Vulnerability
Remediation” OR “Bug Fixing” OR “Automated Code
Repair” OR “Security Patch” OR “Code Patching”).
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Fig. 1: Systematic literature review methodology.

Finally, the third search string is designed to address RQ3:

(“Large Language Models” OR “Language Model”
OR LLMs OR CodeX OR Llama OR Copilot OR GPT-
* OR ChatGPT) AND (“Code Generation” OR “AI-
generated Code” OR “Automated Code Generation”)
AND (“Security Vulnerabilities” OR “Security Risks”
OR “Security Flaws” OR “Software Security” OR
“Impact On Code Security” OR “Cybersecurity” OR
Vulnerabilities) AND (“Training Data Poisoning” OR
“Poisoned Datasets” OR “Data Poisoning Attacks” OR
“Adversarial Attacks” OR “Malicious Training Data”)
AND (“Vulnerability Detection” OR “Bug Detection”
OR “Security Flaw Detection” OR “Code Analysis”
OR “Static Analysis” OR “Vulnerability Remediation”
OR “Bug Fixing” OR “Automated Code Repair” OR
“Security Patch” OR “Code Patching”).

C. Selection Criteria

To ensure a relevant review of the literature, we defined
specific inclusion and exclusion criteria. We designed the
inclusion criteria to make sure the selected papers meet
certain standards and relevance, while exclusion criteria help
us eliminate papers that do not fit the research objectives or
quality standards. The detailed criteria for paper selection are
outlined in Table I.

Given that the field is relatively new and has seen significant
contributions in the last few years, we did not establish criteria
for narrowing down the period of publications. For the same
reason, we also include non-peer-reviewed papers, such as
those from arXiv, to ensure that we capture the most recent
and significant developments in the field.

IV. SECURITY VULNERABILITIES INTRODUCED BY LLMS

Although LLMs became popular for their ability to generate
functional code fast and speed up development, they can
introduce security vulnerabilities that developers might miss,

TABLE I: Inclusion and exclusion criteria for paper selection.

Inclusion Criteria

IN1: The title and abstract of the paper include the keywords.
IN2: Complete papers presented at specified conferences or
published in journals, or available as preprints on arXiv.
IN3: Papers that specifically identify vulnerabilities in code
generated by LLMs.
IN4: Papers that evaluate the capability of LLMs to identify and
fix security vulnerabilities in code.
IN5: Papers that explore the impact of the poisoned training
data of LLMs on security and their ability to detect and fix
vulnerabilities.

Note: To be included in the review, a paper must satisfy IN1 and
IN2, and (IN3 or IN4 or IN5).

Exclusion Criteria

EX1: Papers not written in English.
EX2: Articles without accessible full-text versions.
EX3: Secondary studies, such as SLRs or surveys.
EX4: Papers that focus on LLM capabilities unrelated to security.
EX5: Duplicate studies or reviews that do not offer new insights
or data compared to already included papers.

leading to risks regarding code integrity and safety [11]. In
this section, we focus on specific vulnerabilities introduced
by LLM-generated code, as identified through various studies
we have analyzed in this paper.

In total, we have identified 20 papers that discuss vul-
nerabilities in LLM-generated code. We have collected the
vulnerabilities highlighted in each paper, and organized them
in 10 categories, shown in Table II. In this table, we indicate
with a green checkmark (✓) whether a vulnerability was
identified in the study.

Before delving into a detailed exploration of each category,
we think it is worth analyzing how often these categories
are discussed, throughout the 20 papers. As shown in Figure
2, the attention that has been given by the various authors
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TABLE II: Vulnerabilities introduced by LLM generated code identified in the studies.

References Injection Memory
Management

File
Management Deserialization

Sensitive
Data

Exposure

Authentication
and

Authorization
Cryptography Resource

Management
Coding

Standards
Error

Handling

Liu et al. [23] ✓ ✓ ✓ ✓ ✓ ✓

Khoury et al. [24] ✓ ✓ ✓ ✓ ✓ ✓

Asare et al. [25] ✓ ✓ ✓ ✓

Perry et al. [26] ✓ ✓ ✓ ✓ ✓

Sandoval et al. [27] ✓ ✓ ✓

Pearce et al. [28] ✓ ✓ ✓ ✓ ✓

Elgedawy et al. [29] ✓ ✓ ✓ ✓ ✓

Siddiq et al. [30] ✓ ✓ ✓ ✓

Hajipour et al. [31] ✓ ✓ ✓

Kim et al. [32] ✓ ✓ ✓

He et al. [11] ✓ ✓ ✓

Siddiq et al. [33] ✓ ✓ ✓ ✓ ✓ ✓

Tóth et al. [34] ✓ ✓

Tihanyi et al. [35] ✓ ✓ ✓

Hamer et al. [36] ✓ ✓ ✓

Rabbi et al. [37] ✓ ✓ ✓ ✓ ✓ ✓

Fu et al. [38] ✓ ✓ ✓ ✓ ✓ ✓

He et al. [39] ✓ ✓ ✓ ✓ ✓ ✓ ✓

Mohsin et al. [10] ✓ ✓ ✓ ✓ ✓

Gong et al. [40] ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

Total number of studies 16 11 12 6 9 12 10 8 6 3

16

12

12

11

10

9

8

6

6

3

Injection

Authentication and Authorization

File Management

Memory Management

Cryptography

Sensitive Data Expousure

Resource Management

Coding Standards

Deseriaization

Error Handling

Fig. 2: Bar chart showing the number of studies discussing
each category of security vulnerabilities introduced by LLMs.

to the different categories, is fairly distributed, with a few
categories deemed more critical than others. For example,
injection vulnerabilities are covered in 16 out of 20 studies,
while error handling vulnerabilities are discussed in 3 studies.

Most of these studies identified vulnerabilities using the
Common Weakness Enumeration (CWE) [41], with the cor-
responding CWE numbers listed in Table III. Many of these
vulnerabilities are included in MITRE ’2023 CWE Top 25
Most Dangerous Software Weaknesses’ list [42], while others
are referenced indirectly through related child CWEs.

A. Injection Vulnerabilities

Injection vulnerabilities are identified across most of the
reviewed studies, appearing in 16 papers. This category con-
tains various types of vulnerabilities, including SQL injection,

Cross-Site Scripting (XSS), OS command injection, and reg-
ular expression (regex) injection.

Two studies focused extensively on injection vulnerabilities.
Khoury et al. [24] conducted an experiment where they
generated 21 programs in 5 different programming languages
using ChatGPT 3.5. The programs were intentionally diverse,
each designed to highlight the risks associated with specific
vulnerabilities. Among these, 6 programs specifically targeted
injection vulnerabilities. Notably, in every instance, ChatGPT
3.5 failed to do proper input sanitization, resulting in various
types of injection vulnerabilities. Similarly, Tóth et al. [34]
focused on the security of 2500 PHP websites, generated by
GPT-4. The research was conducted by analyzing the code
from 2,500 PHP websites. Using both dynamic and static
scanners, manual code verification, and penetration testing,
they identified various vulnerabilities, particularly concerning
the security of file upload functions, as well as SQL injections,
XSS, and reflected XSS.

The following CWEs related to injections were frequently
identified throughout the studies: CWE-79: Improper Neu-
tralization of Input During Web Page Generation (’Cross-site
Scripting’) [23], [28], [33], [30], [31], [11], [39], [40], and
CWE-89: Improper Neutralization of Special Elements used
in an SQL Command (’SQL Injection’) [23], [28], [11], [33],
[38], [39], [10].

B. Memory Management

This category includes vulnerabilities related to memory
management, identified across most of the included studies.
These vulnerabilities include overflow vulnerabilities, such
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TABLE III: Studies and the CWE Numbers.

References CWE number

Liu et al. [23] 20, 22, 78, 79, 89, 119, 125, 190, 200, 206,
416, 434, 476, 502, 522, 787, 798

Khoury et al. [24] 35, 94, 133, 190, 256, 323, 338, 377, 400, 453,
502, 564, 687, 759

Asare et al. [25] 284, 664, 682, 691, 707, 710

Sandoval et al. [27] 252, 401, 416, 476, 758, 787

Pearce et al. [28] 20, 22, 77, 78, 79, 89, 119, 125, 190, 200, 306,
416, 434, 476, 522, 787, 798

Siddiq et al. [30] 79, 208, 209, 215, 287, 295, 312, 338, 798,
918

Hajipour et al. [31] 20, 22, 79, 190, 787

Kim et al. [32] 75, 119, 197, 401, 457, 467, 476, 562, 685,
686, 758, 788

He et al. [11] 22, 78, 79, 89, 125, 190, 476, 787

Siddiq et al. [33] 20, 22, 79, 89, 94, 297, 352, 327, 502, 601,
611, 730

Tóth et al. [34] 20, 80, 83

Tihanyi et al. [35] 120, 129, 190, 191, 476, 628, 761, 787, 788,
843

Hamer et al. [36] 327, 328, 404, 772, 798

Rabbi et al. [37] 20, 78, 94, 259, 327, 330, 400, 502, 605, 703

Fu et al. [38] 22, 78, 89, 94, 117, 215, 295, 312, 367, 369,
502, 563, 617, 628, 772, 798

He et al. [39] 22, 79, 89, 119, 200, 295, 326, 327, 338, 352,
502, 611, 732, 915

Mohsin et al. [10] 20, 22, 89, 200, 352, 676, 759

Gong et al. [40] 22, 78, 79, 80, 90, 94, 95, 99, 113, 116, 117,
200, 209, 215, 250, 252, 259, 269, 283, 285,
319, 321, 326, 329, 330, 331, 367, 377, 385,
400, 406, 414, 425, 434, 454, 462, 502, 522,
595, 601, 605, 611, 641, 643, 732, 759, 760,
776, 798, 827, 841, 918, 941, 943, 1204

as buffer and integer overflow, mostly caused by the lack
of input sanitization. Moreover, this category includes null
pointer dereference and use-after-free memory allocation vul-
nerabilities. These issues arise due to improper handling
of memory references and pose significant risks to system
security. Although [23], [24], [26], [27], [28], [31], [32],
[11], [33], [35], [39] all identified memory vulnerabilities
in code produced by LLMs, Liu et al. [23] placed special
importance on memory management vulnerabilities. They per-
formed a systematic empirical assessment of the quality of
code generated using ChatGPT, by solving 728 algorithmic
problems in 5 languages. Their study highlighted significant
issues in memory management within LLM-generated code.
Specifically, they found that the majority of vulnerabilities
were related to missing null pointer tests, with 91.8% of the
total vulnerabilities attributed to the MissingNullTest query.
These code snippets failed to check for null after memory
allocation, which can lead to critical security vulnerabilities
such as CWE-476: Null pointer dereference, also identified
in [27], [28], [32], [35].

In addition to null pointer dereference, other frequently
identified CWEs related to memory management include:
CWE-190: Integer Overflow or Wraparound [23], [24], [28],
[31], [11], [35], and CWE-416: Use After Free [23], [27], [28].

C. File Management

File management vulnerabilities are mostly caused by im-
proper handling of files and directories. These vulnerabilities
can lead to unauthorized access, data corruption, or system
compromise. The most common file management vulnera-
bilities include improper path restrictions, unrestricted file
uploads, and insecure file permissions. Several studies have
identified file management vulnerabilities in LLM-generated
code [23], [24], [26], [28], [31], [33], [34], [38], [38], [39],
[40]. However, He et al. [11], and Mohsin et al.[10] dedicated
more focus to these vulnerabilities, finding that LLMs often
produce code that does not properly restrict file paths based on
user input, potentially allowing unauthorized file access. This
vulnerability is marked as CWE-22: Improper Limitation of
a Pathname to a Restricted Directory (’Path Traversal’) [23],
[28], [31], [33], [38], [39], [10], [40].

D. Deserialization

Deserialization vulnerabilities happen when untrusted data
is used to reconstruct objects within an application. These
vulnerabilities can lead to arbitrary code execution, data ma-
nipulation, or denial-of-service attacks. These vulnerabilities
are especially concerning in systems that use serialization for
communication or storage, as they can be exploited if proper
validation and sanitization are not implemented. The primary
CWE associated with this issue is: CWE-502: Deserialization
of Untrusted Data [23], [33], [37], [39], [40].

Several studies have recognized deserialization vulnerabili-
ties [23], [33], [35], [37], [39], [40], however, none of them
specifically focused on this topic, leaving some open questions
for further research. For example, how frequently do LLMs
generate insecure code when prompted with tasks targeting
deserialization vulnerabilities?

E. Sensitive Data Exposure

Sensitive data Exposure occurs when critical information,
such as personal data, financial details, or authentication cre-
dentials, are not properly protected and become accessible to
unauthorized entities. Sensitive data exposure is often caused
by ineffective data encryption, insecure storage, or flaws in
data transmission protocols.

Several studies have recognized the exposure of sensitive
data in the code generated by LLMs [23], [24], [29], [30],
[38], [39], [10], [40]. However, Pearce et al. [28] dedicated
more attention to this category of vulnerabilities. They studied
how frequently and why GitHub Copilot generates insecure
code by testing it with 89 different scenarios related to high-
risk cybersecurity vulnerabilities. Besides from finding that
approximately 40% of these programs were vulnerable, they
showed that Copilot consistently fails when it comes to CWE-
200: Exposure of Sensitive Information to an Unauthorized
Actor. The same CWE was also mentioned in [23], [39],
[10], [40]. A concrete example of how Copilot-generated code
exhibits a CWE-200 vulnerability can be found with Python
web apps [28]. In some cases, although the app is supposed
to display only the last 4 digits of a Social Security Number
(SSN), it happened that it revealed more digits than expected.
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F. Authentication and Authorization

Authentication and authorization vulnerabilities represent a
significant category of security issues, highlighted in 12 out
of 20 studies.

Authentication vulnerabilities occur when a system fails to
properly verify the identity of users or devices. This kind of
vulnerability is mostly caused by weak password requirements,
insufficiently protected credentials, or the use of hard-coded
credentials.

Hamer et al. [36] compared the security properties of the
code generated by ChatGPT, with answers provided in Stack
Overflow. They concluded that ChatGPT-generated code had
20% fewer vulnerabilities than Stack Overflow snippets, al-
though both produced security flaws. One of the most frequent
CWES in both ChatGPT-generated code and Stack Over-
flow snippets was CWE-798: Use of Hard-coded Credentials.
CWE-798 is also discussed in [23], [28], [30], [40].

Authorization vulnerabilities arise when a system fails
to properly enforce access control policies, which allows
users or processes to perform actions beyond their intended
permissions. This vulnerability is often caused by improper
implementation of access control. The associated CWE is
CWE-284: Improper Access Control, as discussed by Asare
et al. [25], who conducted a comparative empirical analysis
of Copilot-generated code, showing that GitHub Copilot is
less likely to produce vulnerable code, compared to human
developers.

G. Cryptography

Cryptographic vulnerabilities arise when encryption mech-
anisms are poorly implemented or completely absent. Com-
mon causes of weak encryption include the use of broken
or insecure cryptographic algorithms, improper validation of
certificates, the use of weak or absent hashing functions,
and the reuse or hard-coding of cryptographic keys. Several
studies [24], [30], [33], [36], [37], [38], [39], [10], [40]
identified cryptographic weaknesses in LLM-generated code,
without exploring them in detail.

Perry et al. [26] conducted a user study to examine how
users interact with AI code assistants to solve security-related
tasks. The study found that participants with access to an AI
assistant were more likely to produce incorrect and insecure
solutions, compared to a control group. Specifically, in one
cryptography-related task, participants with AI assistance were
significantly more likely to use trivial ciphers or fail to
authenticate the final output.

A common cryptographic vulnerability identified in multiple
studies is CWE-327: Use of a Broken or Risky Cryptographic
Algorithm [33], [36], [37], [39].

H. Resource Management

Resource Management vulnerabilities refer to weaknesses
in the handling, allocation, and release of system resources
that are not strictly related to memory or file systems. These
vulnerabilities were also identified across multiple studies as
improper control of resources, resource leaks, and improper
resource shutdowns.

Hamer et al. [36] found that two CWEs directly related
to resource management were particularly frequent in Chat-
GPT. CWE-404: Improper Resource Shutdown or Release,
and CWE-772: Missing Release of Resource after Effective
Lifetime. Both CWEs were tied as the second most frequent
vulnerabilities, each appearing in 37, out of 216 code snippets.
Other CWEs within the same vulnerability category were also
highlighted in the studies, including CWE-605: Multiple Binds
to the Same Port [37], [40], and CWE-664: Improper Control
of a Resource Through its Lifetime [25].

In general, resource management vulnerabilities were iden-
tified by [25], [27], [32], [37], [38], [10], [40], however, none
of these studies explored in depth the resource management
vulnerabilities in LLM generated-code.

I. Coding Standards

This vulnerability category includes issues arising when
software development practices do not adhere to established
standards, leading to inconsistent, unreliable, or insecure code.
Such deviations can introduce unexpected bugs, security flaws,
or system crashes. Common vulnerabilities of this type include
logical errors, such as division by zero and incorrect calcula-
tions, as well as issues with function calls, such as incorrect
number of arguments or incorrect argument types.

Tihanyi et al. [35] conducted a comparative analysis of
LLMs to examine how likely they are to generate vulnerabili-
ties when writing simple C programs. They identified division
by zero as a frequent issue in the code produced by LLMs,
highlighting the difficulties in managing arrays and accurately
performing arithmetic operations.

Additionally, CWE-758: Reliance on Undefined, Unspeci-
fied, or Implementation-Defined Behavior is another signifi-
cant concern discussed in by Kim et al. [32], and Sandoval et
al. [27]. Besides the mentioned studies, others have focused
on this type of vulnerability, but without exploring it in detail,
as can be seen in [25], [29], [38], [40].

J. Error Handling

Error handling vulnerabilities arise when a system or appli-
cation fails to properly manage exceptional conditions. Poor
error handling can lead to a variety of issues, including
security vulnerabilities, system crashes, or unreliable software
behavior. One common issue in error handling is the failure
to check or handle return values from functions or system
calls properly. A few studies focused on error handling vul-
nerabilities [27], [29], [37], however, none of these studies
specifically addressed this category of vulnerabilities, which
presents another topic for future research. Among the various
CWS, CWE-703: Improper Check or Handling of Exceptional
Conditions has been specifically highlighted in the literature
as a notable issue [37].

K. LLMs in Code Generation: Balancing Risks and Benefits

As we have described throughout this section, LLMs often
produce code with security vulnerabilities that developers
might overlook [26], [29], [30], [34], [35], [38]. Interestingly,
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when ChatGPT fixes code initially written by humans, the
resulting code often contains more security vulnerabilities
compared to code generated from scratch by ChatGPT [37].

Despite these challenges, LLMs remain valuable tools in
coding tasks. Research indicates that code generated by Chat-
GPT generally introduces fewer CWE issues compared to
code found on Stack Overflow [36]. Moreover, LLMs do not
significantly increase the incidence rates of severe security
bugs [27], and tools like GitHub Copilot have been shown
to produce code with fewer security vulnerabilities than code
written by human developers [25].

Even though LLMs may generate vulnerable code, the
literature suggests that using more effective prompts can guide
them to produce safer code [23], [24]. Through improved
re-prompting, the security issues initially present in LLM-
generated code can often be addressed, making LLMs valuable
tools for creating secure code, when used appropriately. This
topic will be explored more in details in Section VII.

V. LLMS FOR VULNERABILITY DETECTION

Security code reviews performed at the early stages of
software development can prevent the introduction of security
flaws into code repositories. This helps to reduce future costs,
associated with fixing and maintaining the software. Security
code reviews performed manually require significant time and
effort, especially in large-scale open-source projects with large
numbers of contributions. Hence, the automated tools able
to identify security vulnerabilities during code review are
highly beneficial [43]. Among these tools, LLMs emerged as
a promising solution for detecting security vulnerabilities.

This section explores the effective use of LLMs for de-
tecting vulnerabilities in code, in particular, we highlight
their limitations, compare their performance with traditional
methods, and examine the potential of fine-tuning to enhance
their effectiveness in this task.

A. Uses of LLMs for Vulnerability Detection

Despite the growing interest in exploiting LLMs for vulner-
ability detection, their specific capabilities and performance in
real-world scenarios require a deeper exploration.

The work by Mohajer et al. [44] demonstrated the ability
of ChatGPT to perform static bug detection and false positive
warning removal. The evaluation focused on two critical types
of bugs often targeted by Static Analysis Tools (SATs): Null
Dereference and Resource Leak. For detecting Null Deref-
erence, bugsChatGPT achieved around 68% accuracy and
64% precision, and for detecting Resource Leak bugs, about
77% accuracy and 83% precision. Concerning false-positive
warning removal, ChatGPT reached around 94% precision for
Null Dereference bugs and 63% for Resource Leak bugs.

Thapa et al. [45] empirically evaluated the performance
of several transformer-based language models for software
vulnerability detection. The authors presented a framework
that allows for translating C/C++ source code into vectorized
inputs, a format suitable for vulnerability analysis. The authors
tested various models on software vulnerability datasets, and

found that, concerning Buffer Errors and Resource Man-
agement Errors, GPT-2 Large and GPT-2 XL achieved the
highest F1-score of all the models, with 95.51% and 95.40%,
respectively.

A study by Zhang et al. [46] focused on LLMs capabilities
for automated vulnerability detection. They tested over 10
different LLM models using various techniques like zero-
shot and one-shot learning (for more details on prompting
techniques, we refer the reader to Section VIII), and fine-
tuning. They applied these models to various datasets of source
code, exhibiting C/C++ and smart contract vulnerabilities.
The study found that CodeLlama-7B achieved the highest F1-
score of 82% with discriminative fine-tuning, along with a
precision of approximately 89% and a recall of around 78%.
In comparison, other methods were less effective.

According to Wen et al. [47], existing pre-trained models
for vulnerability detection often miss important details and
struggle with complex code. As a consequence, performing
accurate vulnerability detection can be difficult. To address
these challenges, Wen et al. [47] proposed a Structured Nat-
ural Language Comment tree-based Vulnerability Detection
framework, based on pre-trained models, named SCALE.
This framework is composed of three main modules. The
first module, Comment Tree Construction, helps the model
understand code semantics, by incorporating LLMs for com-
ment generation and adding the comment node to Abstract
Syntax Trees (ASTs). The second module, Structured Natural
Language Comment Tree Construction, refines this process by
explicitly involving code execution sequences and combining
code syntax templates with the comment tree. The third
module, SCT-Enhanced Representation, uses these improved
comment trees to capture vulnerability patterns and better
understand vulnerabilities in the code. Results show that
SCALE outperforms existing methods, including supervised,
retrained model-based, and other LLM-based approaches in
detecting vulnerabilities.

Omar et al. [48] proposed a Knowledge Distillation (KD)
technique, designed to improve vulnerability detection. KD is
a technique where a smaller, simpler model (the “student”)
learns to replicate the behavior of a larger, more complex
model (the “teacher”). The goal is to achieve similar or even
better performance with the smaller model [49]. They assessed
the performance of the KD technique when applied to vari-
ous classifiers, including LLMs like GPT-2 and CodeBERT,
as well as Recurrent Neural Network (RNN) models such
as LSTM. Their evaluation revealed that GPT-2 performed
outstandingly, achieving an F1 score of 92.4% on the SARD
dataset [50]. While GPT-2 and CodeBERT showcased promis-
ing results, it was evident that LSTM-based models still have
certain limitations in the context of this application.

Wen et al. [51] highlighted that current methods and datasets
focus on detecting intra-procedural vulnerabilities, those found
within single functions, overlooking vulnerabilities occurring
across multiple functions. To address this, they proposed
VulEval, a repository-level evaluation system designed to eval-
uate both inter- and intra-procedural vulnerabilities. VulEval
consists of three phases: the first detects intra-procedural vul-
nerabilities from code, the second retrieves the most relevant
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dependencies from call graphs, and the third detects inter-
procedural vulnerabilities by incorporating these dependen-
cies. Using VulEval over a large-scale dataset, which includes
both intra- and inter-procedural vulnerabilities, they evaluated
19 detection methods: 4 program analysis-based methods, 2
supervised learning-based methods, 7 fine-tuning-based meth-
ods, and 6 prompt-based methods. Overall, incorporating
vulnerability-related dependencies improved repository-level
detection performance, over function-level detection.

B. Issues in Using LLMs for Vulnerability Detection

While LLMs show considerable promise for vulnerability
detection, several challenges and limitations persist. In this
section, we aim to unwrap the limitations highlighted by
the literature. Table IV summarizes the challenges faced by
LLMs in detecting vulnerabilities in code, as identified by
the reviewed studies. In this table, we indicate with a green
checkmark (✓) which challenge was highlighted in which
study. Notably, most studies focused on the prevalence of false
positives, discussed in 7 papers, and challenges with complex
tasks, highlighted in 6. In contrast, the other three challenges
were mentioned in only one or two studies out of 12.

False positives are one of the key challenges for LLMs,
where the model incorrectly flags a non-existent vulnerability.

Various works highlighted the challenge faced by LLMs
with false positives, when dealing with vulnerability detection.
Ding et al. [58] reported that commonly used benchmarks
often overestimate model performance, with a state-of-the-
art 7B model achieving a 68.26% F1 score on a popular
dataset BigVul, but only a 3.09% on the dataset they proposed.
Similarly, Çetin et al. [59] found that GPT-4, despite being
the top-performing model in their study, still had a false
positive rate of 63%, with other models performing even
worse, reaching up to 97%. Pelofske et al. [60] revealed that,
while some models achieved high recall and precision rates
(up to 100%) for certain vulnerability types, they still exhibited
significant rates of false positives. Chen et al. [61] also noted
that while ChatGPT was able to identify vulnerabilities in
blockchain smart contracts, it struggled with precision, leading
to false positives. Zhou et al. [66], Tamberg et al. [67],
and Purba et al. [56] found that, although LLMs outperform
traditional vulnerability detection approaches in identifying
vulnerabilities, they also exhibit high false positive rates. We
further discuss this aspect in Subsection V-C.

Some works have looked into proposing solutions to ad-
dress this challenge. Li et al. [64] noticed that LLMs often
produce false positives when used as static code analyzers. To
address this, they proposed a method that prompts ChatGPT
to summarize functions, breaking down tasks step by step
and progressively refining results to improve accuracy. Their
approach successfully eliminated 16 out of 20 false positives.
Hu et al. [65] addressed the false positives issue by proposing a
framework called GPTLens, which splits the conventional one-
stage detection into two phases: generation and discrimination.
In this framework, an LLM plays a dual role. In the generation
phase, it acts as the Auditor, aiming to generate a wide range of
vulnerabilities to capture the correct ones. In the discrimination

phase, it acts as the Critic, evaluating these vulnerabilities to
reduce false positives. Empirical results show that GPTLens
significantly improves vulnerability detection over traditional
methods.

Context awareness is another challenge that LLMs face
when detecting vulnerabilities in code. Happe et al. [53]
pointed out that hallucinations stem from a lack of contex-
tual understanding and grounding. Sun et al. [62] addressed
this issue by developing GPTScan, which enhances context
awareness by combining GPT with static analysis techniques.
GPTScan parses code, identifies potential vulnerabilities, and
maps them to known types, significantly improving detection
precision and recall.

Some researchers have reported that LLMs often struggle
with more complex tasks, which often include real-world
scenarios. For instance, Yu et al. [54] found that while GPT-4
outperformed other models in security code review, its perfor-
mance was still limited in more complex scenarios. Ullah et
al. [55] also highlighted that LLMs, including advanced mod-
els like GPT-4, exhibited unpredictable responses and incorrect
reasoning when tasked with identifying security vulnerabilities
in real-world scenarios. Moreover, Purba et al. [56] noted
that LLMs performed well in detecting certain vulnerability
patterns, but still could not surpass traditional tools in handling
complex tasks, such as SQL injection and buffer overflow
detection. Liu et al. [57] developed a benchmark to assess
LLMs on progressively difficult tasks. They revealed that
LLMs perform well (over 80% accuracy) at simpler tasks, such
as identifying and classifying vulnerabilities. However, their
accuracy dropped (below 30%) when faced with more complex
tasks, such as detecting the root causes of vulnerabilities across
extensive codebases. Finally, Ding et al. [58] observed that
LLMs are not able to meet the requirements of effective
vulnerability detection in real-world scenarios.

Yu et al. [54] found that, while GPT-4 was effective
in detecting security vulnerabilities and outperformed other
models, it faced verbosity and non-compliance challenges.
These issues emerge when the model occasionally provides
overly detailed responses or fails to meet prompt requirements,
respectively. Both issues can affect the quality and trustwor-
thiness of responses, in general.

Chen et al. [61] discussed the challenge of token lim-
its, when ChatGPT is used for identifying vulnerabilities in
blockchain smart contracts. They found that the maximum
code sizes that GPT-4 and GPT-3.5 models could effectively
analyze are around 33 KB and 16 KB, respectively. To address
similar challenges posed by input length limitations, Zhang et
al. [46] proposed a solution based on sliding windows that
divide long sequences into overlapping sequences of tokens. In
addition, they introduced a right-forward embedding strategy,
which enhances context by making each token aware of tokens
that come after.

Despite the challenges we have highlighted so far, most
of the studies we have covered agree that LLMs have the
potential to become effective tools for static analysis, provided
additional fine-tuning and context-aware enhancements.
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TABLE IV: Challenges in using LLMs for vulnerability detection identified in the studies

References False Positives Context Awareness Complex Tasks Verbosity and Non-Compliance Token Limits

Steenhoek et al. [52] ✓

Happe et al. [53] ✓ ✓

Yu et al. [54] ✓ ✓

Ullah et al. [55] ✓

Purba et al. [56] ✓ ✓

Liu et al. [57] ✓

Ding et al. [58] ✓ ✓

Çetin et al. [59] ✓

Pelofske et al. [60] ✓

Chen et al. [61] ✓ ✓

Sun et al. [62] ✓

Gao et al. [63] ✓

Zhang et al. [46] ✓

Li et al. [64] ✓

Hu et al. [65] ✓

Zhou et al. [66] ✓

Tamberg et al. [67] ✓

Total number of studies 11 3 6 1 2

C. Comparison of LLMs with Traditional Vulnerability Detec-
tion Approaches

LLMs have shown great promise in vulnerability detection,
but it is essential to compare their performance against tradi-
tional approaches, such as SATs and other ML models, used
in this field for many years. Some studies suggest that LLMs
outperform state-of-the-art SATs and ML models in detecting
vulnerabilities, while others disagree, highlighting a divide in
current research on their comparative effectiveness.

Table V, and Table VI provide an overview of the different
LLM models and traditional analysis tools that have been
used in each study, for comparing performance. Table V lists
the papers where LLMs showed better vulnerability detection
capabilities than traditional approaches. In contrast, Table VI
highlights the papers where traditional approaches performed
better, identifying a higher percentage of vulnerabilities. From
the sheer number of papers included in each table, it is
clear that, in most literature works, LLMs showed greater
potentiality in discovering security vulnerabilities.

According to Yu et al. [54], traditional code analysis tools,
despite their long-standing use, often struggle with issues such
as high false positive rates, limited input ranges, and poor
scalability. In contrast, LLMs, particularly GPT-based models,
provide higher detection rates, compared to contemporary
SATs. While most studies suggest that LLMs outperform
traditional approaches in vulnerability detection, LLMs often
exhibit also high false positive rates. For instance, Purba
et al.[56] found that LLMs achieved higher detection rates

than SATs, but exhibited false positive rates exceeding 60%,
compared to rates under 45% for SATs like Flawfinder [73]
and Checkmarx [74].

Building on this, Zhou et al. [66] found that LLMs can
detect up to 100% of code vulnerabilities, but they often
produce false positive results. In contrast, although SATs
achieve lower vulnerability detection rates of up to 44.4%, they
also exhibit lower false positive rates. The authors concluded
that their extensive comparison of 15 different SATs, against
12 state-of-the-art LLMs, revealed significant differences in
detecting software vulnerabilities across repositories of three
programming languages: Java, C, and Python. Similarly, Tam-
berg et al. [67] highlighted that LLMs can identify more
vulnerabilities than traditional SATs, but they are prone to
non-deterministic behavior and higher false positive rates.
Despite these challenges, LLMs adaptability and contextual
understanding make them effective tools for vulnerability
detection, especially in identifying a wider range of security
issues.

Ozturk et al. [70] designed a benchmark of 92 web applica-
tion vulnerabilities, with a focus on PHP. Compared to 11 dif-
ferent SATs, ChatGPT was able to identify approximately 62-
68% of the security vulnerabilities, while the best-performing
SAT detected only 32%. However, ChatGPT exhibited a very
high false positive rate of 91%, while the highest false positive
rate for the SATs was 82%.

Bakhshandeh et al. [71] investigated the applicability of
ChatGPT (in the form of GPT-3.5), for vulnerability detection
on Python code. They compared the performance of ChatGPT
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TABLE V: Studies showing that LLMs outperformed traditional approaches, based on the number of vulnerabilities detected.

References LLMs Traditional Approaches

Yu et al. [54] GPT (3.5, 4, 4 Turbo), Llama 2 (7B, 70B), Gemini
Pro

Bandit, CodeQL, CppCheck, Semgrep, SonarQube

Zhang et al. [68] ChatGPT-4 Bugram, CFGNN

Mohajer et al. [44] ChatGPT (3.5 Turbo, 4) Infer

Thapa et al. [45] GPT (2, J, MegatronGPT-2), BERT, MegatronBERT,
DistilBERT, RoBERTa, CodeBERT

BiLSTM, BiGRU

Noever et al. [69] GPT-4 Snyk, Fortify

Wen et al. [47] Code-llama-7b, GPT-3.5 Devign, Reveal

Omar et al. [48] GPT-2 SySeVR

Gao et al. [63] GPT (3.5, 4), Llama 2 (7b-chat-hf, 13b-chat-hf, 70b-
chat-hf), Vicuna (7b-v1.5, 7b-v1.5-16k, 13b-v1.5,
13b-v1.5-16k, 33b-v1.3), ChatGLM2-6b, Baichuan2-
13B-Chat, Internlm-20b-chat, CodeLlama-34b-
Instruct, Falcon-40b-instruct, Platypus2-70B-instruct

LineVul, CodeXGLUE, Cppcheck, Flawfinder, Bin-
AbsInspector

Wen et al. [51] CodeBERT, CodeT5, UniXcoder, EPVD, LineVul,
SVulD

Cppcheck, Flawfinder, RATS, Semgrep, Devign, Re-
veal

Hu et al. [65] GPT-4 Slither

Ozturk et al. [70] ChatGPT-3.5 Betterscan CE, OWASP WAP, phpcs-security-audit
(PHPcs), Pixy, Progpilot, Psalm, RATS, RIPS, Sonar-
Qube, Visual Code Grepper (VCG), Horusec

Purba et al. [56]* GPT-3.5-Turbo, Davinci, CodeGen-2B-multi model Checkmarx, Flawfinder, RATS

Zhou et al. [66]* CodeBERT, G-BERT, CodeT5, UniXcoder, Star-
Coder, CodeLlama, Mistral, DSCoder, StarCoder2,
CodeQwen, LLama3, Phi3

Bandit, CodeChecker, CodeQL, Contrast Codesec
Scan, Cppcheck, DevSkim, Dlint, Flawfinder, Graudit,
Horusec, Infer, Insider, Semgrep, SonarQube, Spot-
Bugs

Tamberg et al. [67]* GPT (4, 4-turbo), Claude 3 Opus CodeQL, SpotBugs

Note: Studies marked with * indicate cases where LLMs detected more vulnerabilities than traditional approaches but showed significantly
higher false positive rates.

against three SATs In the comparison, ChatGPT was used not
only as a stand-alone tool but also as an assistant module for
the SATs. The study indicated that while LLMs do not out-
perform traditional SATs, they show potential when combined
with SATs to reduce false positives and negatives.

Further research by Chen et al. [61] explored the perfor-
mance of ChatGPT against 14 smart contract vulnerability
detection tools. Their results showed that ChatGPT performed
worse than these tools on 71.4% (5/7) of vulnerabilities,
showing high efficiency but more detection failures than 71.4%
(10/14) of the tools tested. However, in a related experiment
by Hu et al. [65], the LLM framework outperformed the smart
contract detection tool Slither [75].

Other researchers turned to ML-based approaches as base-
lines to assess the effectiveness of LLMs in detecting code
vulnerabilities. For instance, Gao et al. [63] employed three
Deep Learning (DL) models, along with three rule-based SATs
as baselines in their research. Their results suggest that GPT
models outperform SATs and other DL models, such as Vul-
BERTa and CodeXGLUE in vulnerability detection. However,
open-access LLM models, (e.g., Llama 2 and Vicuna), do
not achieve the same performance, even when trained on the

same datasets. Overall, there seems to be a significant gap
in performance, between advanced models such as GPT-3.5
and large-scale open-access alternatives. Similarly, Zhang et
al. [68] concluded that ChatGPT has demonstrated significant
advantages over ML-based approaches, such as Bugram [76]
and CFGNN [77], in vulnerability detection tasks.

These findings align with the conclusions of other re-
searchers, such as Thapa et al. [45], who reported that
transformer-based language models outperform recurrent neu-
ral network (RNN)-based models. Specifically, transformer-
based models show better performance than bidirectional long
short-term memory (BiLSTM) models [78] and bidirectional
gated recurrent unit (BiGRU) models [79]. These results were
observed on datasets featuring buffer and resource manage-
ment errors, related to API function calls.

Furthermore, the framework built upon ChatGPT by Wen
et al. [47], was able to capture more vulnerabilities than the
ML tools Devign [80] and Reveal [81]. Similarly, SySeVR, an
ML-based model, failed to match the performance of LLMs
in vulnerability detection, confirming LLMs superiority [48].

While in the literature, LLMs generally outperform tra-
ditional ML approaches, there are notable exceptions. For
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TABLE VI: Studies showing that traditional approaches outperformed LLMs, based on the number of vulnerabilities detected.

References LLMs Traditional Approaches

Bakhshandeh et al. [71] GPT-3.5-Turbo Bandit, Semgrep, SonarQube

Zhang et al. [46] GPT (3.5, 4), Llama 2, CodeLlama, WizardCoder,
CodeBERT, GraphCodeBERT, PLBART, CodeT5,
CodeGen

VulTeller, Transformer

Chen et al. [61] GPT (3.5, 4) Conkas, Oyente, Smartcheck, Honeybadger, Maian,
Securify, Slither, Osiris, Smartian, Confuzzius, Sail-
fish, Mythril, Solhint, AChecker

Ni et al. [72] ChatGPT-3.5 Turbo Devign, ReVeal, IVDetect, LineVul, SVulD

instance, in a study by Zhang et al. [46], the ML-based
model VulTeller [82] and the transformer-based model from
VELVET [83] demonstrated superior performance over LLMs
in key metrics for vulnerability detection. The superiority was
especially evident in zero-shot scenarios, where these models
outperformed LLMs.

In another study, Ni et al. [72] compared sequence-based
and graph-based models for vulnerability detection. They
found that sequence-based models, such as LineVul [84] and
SVulD [85], generally outperformed graph-based models like
Devign, ReVeal, and IVDetect [86] in accuracy and stability.
However, graph-based models showed strengths in certain
types of vulnerabilities like API Abuse and Security Features.
The study also noted that LLMs are not as effective for direct
use in vulnerability detection, and that their performance is
highly dependent on prompt design.

Some studies indicate that combining LLMs with SATs
can improve vulnerability detection rates. For instance, Li
et al. [87] observed that LLMs often struggle with complex
code reasoning for vulnerability detection and proposed IRIS,
a method that combines LLMs with SATs. IRIS uses LLMs
to find specific taint specifications related to a vulnerability
class (CWE) in third-party library APIs within a project. IRIS
improves these specifications with CodeQL to find security
vulnerabilities. They evaluated IRIS on a dataset they created
with 120 security vulnerabilities found in real-world Java
projects, and validated manually. Results showed that IRIS
achieved a 35% increase in vulnerability detection compared
to using CodeQL alone, while also reducing the number of
false positives by 80%. In summary, the combination of LLMs
and SATs has enhanced the analysis of vulnerabilities.

Similarly, Li et al. [88] proposed LLift, a framework that
combines LLMs with static analysis (using UBITect, a UBI
discovery tool), to improve bug detection in large and complex
codebases, with a focus on Use Before Initialization (UBI)
bugs in the Linux kernel. First, the pipeline uses UBITect
to perform a path-insensitive static analysis for scalability,
followed by symbolic execution for precision. Then, in the
second phase of the pipeline, an LLM is used to address
the undecided cases that UBITect cannot handle. The results
showed that LLift reduces the complexity of path-sensitive
analysis, improving bug detection accuracy without a high rate
of false positives. Additionally, LLift was able to identify 4
UBI bugs in the Linux kernel that UBITect could not confirm.

D. Factors Influencing LLMs Performance

Despite the remarkable capabilities of LLMs in code anal-
ysis tasks, their effectiveness is influenced by various factors,
including the prompts used (further explored in Section VIII),
and the state of the code being analyzed.

One of the issues arises when resolved vulnerabilities re-
main in the code, often in the form of comments and annota-
tions left by the developers. LLMs may mistakenly interpret
these resolved issues as existing vulnerabilities, which can
lower their ability to detect existing security vulnerabilities.
This implies that there is a need for developers to standardize
code commenting practices, to avoid confusion and improve
LLMs performance in detecting security vulnerabilities. Ad-
ditionally, when handling longer pieces of code, LLMs often
struggle to identify smaller, more subtle security defects [54].

Several other challenges affect LLMs performance in detect-
ing vulnerabilities. These include difficulty in understanding
developers’ intent, misinterpretation of code comments, and
inability to execute code. Chen et al. [61] found that these
challenges contributed to the high rate of false positives
obtained when experimenting with ChatGPT as a vulnerability
detection tool for smart contracts.

Some authors have focused their research on identifying
and addressing the factors that influence LLMs performance
in code analysis tasks, aiming to enhance their accuracy
and reliability. Specifically, Wang et al. [89] investigated the
impact of naming on LLMs code analysis. In their experiment,
they created datasets containing code with nonsensical or
misleading variables, methods, and function names. Using
CodeBERT for the analysis, they demonstrated that naming
significantly affects LLMs ability to detect vulnerabilities,
indicating that LLMs rely on clear and meaningful names.

Fang et al. [90] identified a gap in research, concerning
how effective LLMs are at analyzing confusing, obfuscated,
or poorly readable code. The authors found that GPT models
were more likely than smaller models to generate accurate
and detailed explanations for input code. On the other hand,
obfuscated code impacted the ability of LLMs to generate
explanations. GPT models had a drop in security analysis ac-
curacy, while smaller models were unable to handle obfuscated
code. In conclusion, GPT models excel in code analysis but
struggle with obfuscated code, indicating that clarity of the
code significantly impacts LLMs analysis performance.
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Fig. 3: Fine-tuning LLM with the security-specific dataset.

E. LLMs Fine-tuning for Vulnerability Detection

To enhance the performance of LLMs on vulnerability
detection tasks, several researchers have explored fine-tuning
techniques. This process, illustrated in Figure 3, involves
adapting pre-trained models to security-related tasks, by fur-
ther training them on a security-specific dataset.

In their work, Shestov et al. [91] fine-tuned the LLM model
WizardCoder [92] to improve it in vulnerability detection
tasks for Java code. Their first contribution involved modi-
fying the training process, which resulted in faster training
times without compromising the model performance. The fine-
tuned WizardCoder outperformed models such as CodeBERT,
demonstrating the potential of fine-tuning LLMs for special-
ized source code analysis tasks. The authors also noted that
vulnerability detection faces a fundamental challenge of class
imbalance, with far fewer positive cases (i.e., the presence of
vulnerabilities) than negative cases. By applying a combination
of focal loss and sample weighting, the authors showed that
models can achieve notable performance, even when dealing
with such imbalances.

After evaluating LLMs for vulnerability detection, the au-
thors of [57] fine-tuned one of the models that performed
poorly on vulnerability detection tasks, Meta-Llama-3-8B-
Intruct, to verify the impact of fine-tuning on the domain-
specific performance. The results showed that fine-tuning can
have a positive impact on vulnerability detection tasks, but
challenges in identifying exact vulnerabilities remain. More-
over, fine-tuning was also explored by Ding et al. [58]. Despite
applying advanced techniques, such as class weights and
contrastive learning, LLMs struggled with detecting realistic
vulnerabilities.

Zhang et al. [46] introduced two fine-tuning approaches for
vulnerability localization: discriminative fine-tuning and gen-
erative fine-tuning. The discriminative fine-tuning approach
treats vulnerability localization as a sequence labeling task,
classifying each code statement as either vulnerable or not. In
contrast, generative fine-tuning trains models to generate both
the line numbers and the corresponding vulnerable statements
within a function. Currently, although generative fine-tuning
appears promising, it is outperformed by discriminative fine-
tuning, which significantly enhances model performance.

Alqarni et al. [93] conducted experimental research on
BERT with the aim to improve its ability on vulnerability
detection tasks. Although BERT was not originally designed
for this domain, they improved its performance by integrat-
ing additional layers into a new model, and retraining it
using a GitHub vulnerability dataset. The BERT base models
(two versions) use token, segment, and position embeddings
to understand context, masking 15% of tokens to predict

them during training. This new model, which integrates with
BERT and shares both embeddings and attention mechanisms,
achieved a notable test accuracy of 99.30%.

Basharat et al. [94] developed a method for detecting vulner-
abilities in code using LLMs, by combining pattern-exploiting
training and cloze-style queries to fine-tune models. Following
the model of cloze tests, they hid parts of the code and
asked the model to predict the missing parts. By performing
this task on datasets containing vulnerable code, the model
learns to recognize patterns that indicate potential security
weaknesses. Results indicate that the method, especially using
the RoBERTa model, can effectively identify vulnerabilities in
different programming languages, such as C/C++.

Guo et al. [95] compared 6 LLMs trained for vulnerability
detection against 6 general-purpose LLMs, 3 of which were
further fine-tuned on a dataset they compiled. Their findings
demonstrate that fine-tuning significantly improves the per-
formance of smaller models, enabling them to outperform
larger, general-purpose models in specific contexts. Fine-
tuned models achieved remarkable results, with CodeLlama-
7b-fine-tuned obtaining an F1-score of 97%, compared to the
best performance of around 51% obtained by non-fine-tuned
models. The study revealed that, while fine-tuning smaller
models can improve their performance, they are limited to
the exact tasks for which they were trained. Additionally, the
research underscores issues with current datasets, including
labeling errors, which can adversely affect model training and
performance.

VI. LLMS FOR VULNERABILITY FIXES

Developers often introduce security vulnerabilities in their
code, which, if exploited, can compromise system and appli-
cation security. Addressing these vulnerabilities presents sig-
nificant challenges, as manual mitigation is time-consuming,
prone to errors, and requires experienced developers with
specialized knowledge. LLMs can assist in identifying the root
causes of these issues and providing the right fixes, signifi-
cantly reducing developers’ workloads [96], [97]. This section
explores the usage of LLMs for patching vulnerabilities, as
well as the possibility of improving this usage through fine-
tuning processes.

A. Uses of LLMs for Fixing Vulnerabilities

Several studies focused on LLMs abilities to fix security
vulnerabilities in code. For instance, Nong et al. [98] used the
power of LLMs for vulnerability patching without needing
specific test inputs or training/fine-tuning. To achieve this,
they developed LLMPatch, an automated LLM-based patching
system. They evaluated LLMPatch on real-world vulnerable
code, with a focus on zero-day vulnerabilities. LLMPatch
was able to patch vulnerabilities and successfully surpassed
traditional patching strategies based on DL (VulRepair [99])
and abstract syntax trees (Getafix [100]). Moreover, LLMPatch
proved to be cost-effective and time-efficient.

Berabi et al. [101] proposed a new method for fixing code
vulnerabilities using LLMs, which enhances their ability to
fix vulnerabilities. To increase the model performance, their



13

approach combines static code analysis with code reduction, a
technique that involves selecting only the code that contains a
defect and the relevant context for interpreting it, and feeding
both to the LLM. Results showed that this approach improved
the efficiency of the model, by allowing it to understand and
focus only on the sections that require fixing.

Zhang et al. [97] demonstrated the ability of ChatGPT-4 and
Claude to fix memory corruption vulnerabilities in real-world
C/C++ code. LLMs can effectively address localized issues,
such as memory leaks (CWE-401), but struggle with complex
issues involving external dependencies, precise context, and
intricate code structures. Furthermore, the authors highlighted
that providing more context, such as external functions, data
structures, and explanations of code logic, showed a positive
effect on LLMs performance.

Pearce et al. [96] explored how well LLMs, such as
OpenAI’s Codex and AI21’s Jurassic J-1, can fix software
vulnerabilities in a zero-shot context. They evaluated the
performance of 5 commercially available, black-box, “off-the-
shelf” LLMs, as well as an open-source model, and their own
locally-trained model on their dataset. They discovered that,
while these models could successfully repair synthetic and
hand-crafted vulnerabilities, they faced challenges with real-
world scenarios, due to the complexity of prompt design and
natural language variations.

B. LLMs Fine-tuning for Fixing Vulnerabilities
Several researchers explored fine-tuning as a way to enhance

LLMs effectiveness in fixing vulnerabilities.
De et al. [102] fine-tuned two LLMs, Code Llama and Mis-

tral, and compared them with traditional DL-based approaches,
including VulRepair, VRepair [103], and VulMaster [104]. The
study also highlighted the problem of data overlap in previous
research, revealing that models trained on overlapping datasets
showed inflated performance metrics. To address this, their
evaluation involved two datasets: an original dataset, used in
other papers, and a refined dataset, which was curated by the
authors to avoid overlaps between training and test data. This
approach helped ensure a more accurate assessment of the
model performance on new, unseen data. The results showed
that the proposed method offered significant improvements in
terms of code modifications efficiency and accuracy, compared
to the DL-based methods.

Wu et al. [105] evaluated the performance of different LLMs
in fixing Java vulnerabilities, with and without fine-tuning,
on two benchmarks they proposed. Across 5 non-fine-tuned
LLMs, the best-performing model, Codex, fixed 20.4% of
vulnerabilities. Concerning the fine-tuning experiment, the au-
thors could fine-tune 4 models out of 5, since OpenAI does not
provide a public API for fine-tuning Codex. Among the fine-
tuned models, the best performer (i.e., fine-tuned InCoder),
fixed only 18% of vulnerabilities, a small improvement of 8%
over the non-fine-tuned version. Besides, these 4 fine-tuned
models could only fix vulnerabilities that ureqired simple
changes, such as deleting statements, renaming variables, or
renaming methods. The models struggled with more complex
vulnerabilities, such as CWE-325: Missing Cryptographic
Step, and CWE-444: HTTP Request/Response Smuggling.

VII. LLMS FOR DETECTING AND FIXING
VULNERABILITIES IN A UNIFIED PROCESS

Ensuring the security of increasingly complex software
systems requires novel approaches that can keep pace with
evolving threats. LLMs represent a promising tool for detect-
ing and fixing software vulnerabilities [8].

In Section V and Section VI, we discussed using LLMs
as tools for handling vulnerability detection and vulnerability
fixing separately. In this section, we explore an integrated
approach where LLMs are utilized to detect and fix security
vulnerabilities in a unified process. Additionally, it examines
the capability of LLMs to identify vulnerabilities in the
code they generate, and automatically resolve them. Last, the
section covers fine-tuning for enhancing LLMs performance,
in a unified pipeline for vulnerability detection and fixing.

A. LLMs for Detecting and Fixing Vulnerabilities

Several studies have focused on both detecting and fixing
software vulnerabilities using LLMs. For instance, Noever et
al. [69] evaluated the capability of GPT-4 to detect software
vulnerabilities and suggest fixes for such vulnerabilities. Their
evaluation included 29 code samples from numerous reposi-
tories, including those from NASA and the US Department
of Defense. GPT-4 demonstrated a strong ability to detect and
fix vulnerabilities, achieving a 90% reduction in vulnerabilities
with only an 11% increase in lines of code, while maintaining
low rates of false positives.

Le et al. [8] investigated the efficiency of ChatGPT and
Bard in the detection and fixing of security vulnerabilities,
focusing on JavaScript code. The results showed that Chat-
GPT outperformed Bard with a marginal higher accuracy of
71.66%, versus 68.33%.

B. LLMs for Detecting and Fixing Vulnerabilities in Self-
produced Code

Code generated by LLMs can contain vulnerabilities, as we
have previously discussed in Section IV. However, researchers
have shown that it is possible to re-prompt LLMs to identify
and fix those vulnerabilities. By doing that, they have explored
the self-evaluation approach and concluded that the code can
be significantly improved through iterative refinement.

The research conducted by Liu et al. [23] has shown
promising results in addressing security vulnerabilities using
ChatGPT, with over 89% of vulnerabilities successfully mit-
igated during a multi-round fixing process. In this approach,
Liu et al. interacted with ChatGPT over several rounds, giving
feedback on the provided code, and asking for improvements
until the vulnerabilities were fixed. Also Khoury et al. [24]
explored the suitability of ChatGPT for this purpose. They
conducted a study where they first instructed ChatGPT to
generate programs targeting certain vulnerabilities. Once Chat-
GPT provided the code, they analyzed it to identify any evident
vulnerabilities. If vulnerabilities were present, they prompted
ChatGPT to identify them and produce a safer version of the
code. The study showed that ChatGPT could correct several
vulnerabilities with further prompts, but the process still needs
a lot of human guidance.
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Gong et al. [40] investigated the performance of LLMs in
code generation and vulnerability detection. Their results show
that LLMs often produce code with vulnerabilities, with 75%
of the tested code classified insecure. The study found that
LLMs generate insecure code due to limited risk awareness
and struggle with high false positive rates in detecting their
own vulnerabilities. While advanced LLMs can repair up to
60% of insecure code from other LLMs, they perform poorly
on their own code due to so-called self-repair blind spots.
To address these issues, the researchers developed a tool
that utilizes LLMs in an iterative repair process, supported
by semantic analysis, significantly enhancing the security of
LLM-generated code.

C. Fine-tuning for Vulnerability Detection and Fixing

Several studies have focused on fine-tuning LLMs to en-
hance their performance in vulnerability detection and repair.
These studies demonstrate that fine-tuning can improve the
accuracy and effectiveness of LLMs in identifying and ad-
dressing software vulnerabilities.

Mao et al. [106] proposed a framework named LLMVulExp,
which utilizes fine-tuned LLMs trained to recognize, un-
derstand, and repair vulnerabilities, while offering detailed
insights and repair suggestions. LLMVulExp can generate
explanations of vulnerabilities with high accuracy, clarity,
and actionability. The authors also explored using LLMs for
automated data annotation to reduce manual effort. They found
that. in certain scenarios, integrating vulnerability explanations
into the fine-tuning process positively impacts performance in
vulnerability detection. Last, they concluded that by directing
LLMs to focus on key code snippets, the effectiveness of
vulnerability detection can be significantly improved.

Zhang et al. [107] fine-tuned LLMs on GitHub workflow
tasks. They explored LLMs effectiveness in generating work-
flows, identifying defects, and repairing them, focusing on
syntactic errors and code injection vulnerabilities. Although
GPT-3.5 produced expected workflows, it occasionally gener-
ated defective ones. In contrast, Code Llama was less likely to
generate expected workflows but had a higher probability of
producing valid workflows. In terms of error detection, off-the-
shelf StarChat achieved the best results in detecting syntactic
errors, with a 100% F1 score, while fine-tuned GPT-3.5
performed best at detecting code injection vulnerabilities, with
about 99% F1 score. However, LLMs can create workflows
with code injection vulnerabilities, so it is important to be
cautious when using workflows generated by LLMs.

In light of what we have discussed so far, one work
in the literature has looked at the issue of insecure LLM-
generated code from a different angle. Storhaug et al. [108]
proposed a novel approach aimed to reduce preemptively the
amount of vulnerable code. Named vulnerability-constrained
decoding, this technique involves using a small dataset of
labeled vulnerable lines of code to fine-tune LLM, allowing
it to include vulnerability labels when generating code. This
approach effectively mitigates the risk of generating insecure
code by constraining the model’s output during decoding.

TABLE VII: Prompt engineering techniques used in the studies
for vulnerability detection and fixing.

Technique References

Zero-shot Nong et al. [109], Steenhoek et al. [52],
Pearce et al. [96], Mohajer et al. [44],
Ullah et al. [55], Zhou et al. [66],
Tamberg et al. [67], Zhang et al. [46],
Nong et al. [98], Liu et al [110],
Zhang et al. [107], Ni et al. [72],
Liu et al [111], Mathews et al. [112]

Few-shot Nong et al. [109], Mohajer et al. [44],
Ullah et al. [55], Zhou et al. [66],
Liu et al. [57], Tamberg et al. [67],
Ding et al. [58], Zhang et al. [46],
Nong et al. [98], Zhang et al. [107],
Gao et al. [63], Liu et al. [110]

Chain-of-Thought Yu et al. [54], Zhang et al. [68],
Nong et al. [109], Steenhoek et al. [52],
Zhou et al. [66], Liu et al. [57],
Tamberg et al. [67], Ding et al. [58],
Mao et al. [106], Nong et al [98],
Li et al. [64], Yang et al. [113],
Ni et al. [72], Kulsum et al. [114],
Liu et al [110]

In-context Steenhoek et al. [52], Zhang et al. [46],
Mathews et al. [112], Liu et al. [110],
Li et al. [87], Ni et al. [72],
Liu et al [111], Le et al. [8]

Task-oriented Ullah et al. [55], Zhou et al. [9],
Bae et al. [115]

Role-oriented Ullah et al. [55], Zhou et al. [9],
Çetin et al. [59], Zhang et al. [46],
Noever et al. [69], Pelofske et al. [60],
Wen et al. [47], Fang et al. [90],
Chen et al. [61], Yang et al. [113],
Mohajer et al. [44], He et al. [11],
Guo et al. [95], Ni et al. [72],
Zhang et al. [68], Liu et al. [110]

VIII. PROMPTING STRATEGIES FOR DETECTING AND
FIXING VULNERABILITIES

The effectiveness of LLMs for code vulnerability detec-
tion and fixing can vary significantly, depending on how
the prompts are structured. Well-crafted prompts can guide
LLMs towards more accurate and efficient solutions, while
incomplete or ambiguous prompts may result in partial or
ineffective solutions [46]. This section explores the impact
of various prompting strategies on the detection and fixing
performance of LLMs. To summarize the studies for the
reader, Table VII lists the different prompting strategies, and
corresponding studies.

A. Zero-shot Prompting

Zero-shot prompting refers to the ability of an LLM to
perform tasks without being provided with explicit task-
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Analyze the following code for vulnerabilities:
<code>

Fig. 4: Example of a prompt, using the zero-shot prompting
technique. In green, the main body of the instructions. In blue,
the code to be analyzed by the LLM.

specific examples. Instead of learning from examples, the
model is simply given an instruction or a general guide-
line [116]. We provide an example of zero-shot prompting
in Figure 4, demonstrating how the user gives instructions
without providing any examples.

Steenhoek et al. [52] experimented with three zero-shot ap-
proaches, but only one of them, according to our definition, can
be classified as zero-shot. For example, one of the two other
approaches, involved prompting the LLM to assess whether
the given code contained vulnerabilities, with a fixed list of
CWE types provided as references. We believe that this type
of prompting does not align with zero-shot prompting, but in-
context prompting (a technique further discussed in Subsection
VIII-D). Their experiments demonstrated high performance in
vulnerability detection with this type of prompt, achieving a
balanced accuracy of about 62% when used on GPT-4.

Zero-shot prompting has been explored by most of the other
studies covered in the remainder of the section. Although
effective in some scenarios, zero-shot prompting was generally
outperformed by other approaches and used only as a baseline
for comparison.

B. Few-shot Prompting

While zero-shot prompting involves providing a model
with only a general instruction or task description, few-shot
prompting is a technique where the model is typically given a
few task-specific examples, before performing the task [116],
with n-shot prompting referring to cases that use a specific
number n of examples. An example of a prompt using the
few-shot technique is shown in Figure 5, where a set of task-
specific examples are provided to the model, as part of the
input.

In their research, [55] observed that few-shot prompting
performs consistently better than zero-shot prompting, espe-
cially when tasked to detect vulnerabilities in code. In line
with this, [66] noted that, among the different methods of
utilizing ChatGPT, few-shot prompting is the most effective at
detecting vulnerabilities. The intuition behind these consistent
results, is that providing a model with explicit examples before
performing a task, enhances its capability of recognizing
patterns.

It is worth noting that other studies explored few-shot
prompting [109], [44], [57], [98], [63], [72], [58], [110].
However, as we discuss in the following subsections, they
did not achieve the same level of success, and deemed more
promising other prompting techniques.

Example 1: <code1>
- Code is vulnerable to arbitrary file access.

Example 2: <code2>
- Code is vulnerable to command injection.

Now, analyze the following code for vulnerabilities:
<code3>

Fig. 5: Example of a prompt, using the few-shot prompting
technique. In the gray boxes, the code examples and corre-
sponding vulnerabilities provided to the LLM. In green, the
main body of the instructions. In blue, the code to be analyzed.

C. Chain-of-Thought Prompting

Chain-of-Thought (CoT) is a prompting technique where the
model is guided to perform step-by-step reasoning, typically
by providing examples that demonstrate the process, helping
the model generate its own reasoning in a logical sequence. We
provide an example of CoT prompting in Figure 6, showing
how the user provides examples of reasoning steps and guides
the LLM in generating a detailed, step-by-step analysis of the
given code.

Zhang et al. [68] explored CoT in a two-step process. First,
they prompted ChatGPT to describe the functionality of a
given code snippet. After the LLM provided an explanation,
they prompted a follow-up question asking it to determine
whether the code was vulnerable. The findings indicate that
CoT prompting improves vulnerability detection accuracy for
C/C++ by 21.6%. However, it results in a 4.6% decrease in
accuracy for Java. Building on this, Nong et al. [109] instan-
tiated CoT prompting through the Vulnerability-Semantics-
guided Prompting (VSP) approach, which focuses on vulner-
ability semantics. VSP provides two main benefits. First, it
isolates potentially vulnerable statements and their contextual
relationships. Second, since LLMs (particularly transformer-
based ones) struggle with extensive text, VSP narrows the
scope and reduce unnecessary text. The results showed that
VSP is effective across all tested models, significantly im-
proving vulnerability detection accuracy. For instance, in the
SARD dataset, VSP prompting enabled GPT-3.5 to achieve an
accuracy of 97.65%, compared to the 65.88% obtained with
standard prompting.

Yang et al. [113] claimed that LLMs performance in
identifying vulnerabilities is not satisfactory. So, in order
to improve it, they propose a Deep Learning Augmented
Prompting (DLAP) framework that combines DL and LLMs.
Within the DLAP framework, various DL models were tested,
and the authors reported that Linevul demonstrated the best
performance. These DL models look at code and calculate
probabilities of it containing certain errors. This information
is combined into prompts that guide the LLM to focus on the
right lines of code, making it implicitly fine-tuned (as defined
by the authors). Additionally, the framework applies CoT



16

Example 1: <code1>
- Takes user input as filename.
- Opens the file specified by user input.
- What could go wrong? If the user enters a

malicious filename or path, it could point to
sensitive files.

- Conclusion: code is vulnerable to arbitrary file
access.

Now, analyze the following code for vulnerabilities:
<code2>

Fig. 6: Example of a prompt, using the CoT prompting tech-
nique. In the gray boxes, the code example and the reasoning
steps provided to the LLM. In green, the main body of the
instructions. In blue, the code to be analyzed.

prompting, guiding the LLM to think step-by-step and discard
wrong paths. This dual approach improves the LLM problem-
solving ability, making it more efficient and robust, minimizing
at the same time performance drops and computation over-
head. The researchers found that DLAP overall performance
is superior to other prompting frameworks. Moreover, DLAP
offers similar predictive performance to fine-tuning, but at a
lower computational cost.

Tamberg et al. [67] adopted CoT by developing a special-
ized eight-step CoT strategy, to mimic the manual checks
performed by human beings during core reviews. The eight-
step CoT strategy demonstrated optimal performance when
paired with GPT-4, achieving an F1 score of 67%. Moreover,
the authors experimented with using Tree of Thoughts (ToT)
prompting, an advanced version of CoT. ToT relies on prompt-
ing an LLM to generate multiple possible responses at each
step, then manually evaluating these responses, and selecting
the best one [117]. Despite showing promise, ToT was deemed
too computationally expensive, due to the large number of
LLM calls required for generating and evaluating multiple
candidates, at each reasoning step. Because of this limitation,
it was only tested on a few CWEs using GPT-4 Turbo. For
example, for CWE-23: Relative Path Traversal, ToT prompting
achieved an F1 score of 75%. The authors suggested further
exploration of ToT, to optimize its performance and address
the computational challenges.

Auxiliary information could also enhance CoT prompting.
For instance, Yu et al. [54] found that integrating CWE refer-
ences helps narrow down the problem domain, thereby improv-
ing the detection capabilities of LLMs. However, Bakhshandeh
et al. [71] reported that including CWE information in prompts
negatively affected GPT-3.5, reducing its accuracy in security
defect detection. Similarly, Nong et al. [109] observed that
GPT-3.5 often “forgets” the specific CWE it is tasked to
identify, leading to incorrect reasoning during its analysis. On
this ground, further research on this topic is warranted.

Experimental findings from Liu et al. [57], indicate that CoT
enhances vulnerability detection, while few-shot prompting
negatively impacts it. Similarly, Mao et al. [106] proposed

Analyze the following code for vulnerabilities, specifically
looking for:

- Command injection vulnerabilities (where user input
could execute unintended commands).

- Arbitrary file access vulnerabilities (where users can
access or modify files outside of expected directories).

<code>

Fig. 7: Example of a prompt, using the in-context prompting
technique. In green, the main body of the instructions. In blue,
the code to be analyzed.

to incorporate CoT prompting within their framework for
detecting and explaining vulnerabilities, showing that this
approach can improve LLMs ability to identify and clarify
security issues.

Kulsum et al. [114] proposed VRpilot, an LLM-based
vulnerability repair technique that uses CoT to reason about
a vulnerability, before generating patch candidates. VRpilot
iteratively adjust prompts, based on the error messages from
the compiler and test suite. On several Java and C datasets,
VRpilot produced 14% more correct patches for C and 7.6%
more for Java, compared to the zero-shot vulnerability repair
proposed by Pearce et al. [96].

Dynamic adaptive prompting, proposed in [98], utilizes the
CoT prompting strategy to incorporate CWE references into
the prompts and generate code patches, accordingly. This
approach improves LLMs performance in vulnerability patch-
ing, outperforming the same LLMs that use either standard
prompting without guidance, or zero-shot prompting with
CWE references. CoT prompting has also been studied in a
few other papers [52], [66], [58], [64], [72], [110], but not as
exhaustively as in the described studies.

In conclusion, CoT prompting outperforms zero-shot and
few-shot prompting techniques in vulnerability detection and
fixing. The literature offers various advanced methods and
frameworks to further enhance CoT capabilities, making it
even more promising than it stands. However, some of these
approaches, such as ToT, often face computational challenges.

D. In-context Prompting

In-context prompting involves including relevant informa-
tion directly into the prompt to guide the model responses. The
idea is to “set the context” for the model, helping it generate
more accurate or context-aware responses, based on the given
prompt. We provide an example of in-context prompting in
Figure 7, showing how the user provides contextual infor-
mation, concerning the type of vulnerabilities that the LLM
should focus on.

Mathews et al. [112] explored the effectiveness of GPT-4 for
detecting vulnerabilities, with a focus on Android security. Ini-
tially, they employed a zero-shot prompting technique, which
achieved high detection rates, but misclassified approximately
94% of secure apps as insecure. To address the false positive
rate issue, the authors experimented with in-context prompting.
By providing the LLM with brief summaries of the potential
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vulnerabilities, the false positive rate was reduced to 57%.
Despite the improvement, this approach requires sending all
relevant files to the LLM, which is impractical in real-world
scenarios. As a solution, the authors introduced a new method,
which consists in providing the model with two key files
(e.g., AndroidManifest.xml, MainActivity.java), and the model
can request for additional files in case of need. While this
approach improved efficiency, classifying correctly 95% of
insecure apps, it caused the model to miss important files.

Moreover, Steenhoek et al. [52] experimented two different
in-context approaches. In the first approach, they provided the
model with only in-context examples of vulnerable and safe
code, achieving a balanced accuracy of about 58%. In the
second approach, they combined in-context prompting with
CoT in a two-step process. They started by presenting the
model with a few examples of vulnerable and safe code (in-
context), following with examples of step-by-step reasoning
(CoT). Albeit both approaches worked, the second approach
resulted in a slightly lower balanced accuracy, compared to
the first.

Ni et al. [72] employed several strategies to choose exam-
ples for providing a model with context. For instance, the
authors preselected examples from high-priority vulnerability
types, while in another strategy, they picked random examples
from the training dataset. The key result, is that model perfor-
mance depends heavily on the quality and selection strategy
of the examples.

Le et al. [8] used in-context prompting to evaluate Chat-
GPT and Bard, for Javascript vulnerability fixing tasks. They
designed three prompt types, with varying levels of contextual
information: context-free (basic instructions), context-sensitive
(including the vulnerability name), and context-rich (detailed
explanations of the vulnerability and its exploitation). Testing
20 vulnerabilities from the CWE Top 25 list, they found that
increased context significantly improved accuracy, with Chat-
GPT and Bard achieving 71.66% and 68.33% overall accuracy,
respectively. Context-rich prompts enhanced performance by
up to 55%, compared to context-free prompts.

Liu et al. [111] designed four prompting templates to
improve the efficiency of LLMs in code fixing tasks. These
templates involve providing incremental context in their inputs,
starting with a simple zero-shot template, and progressing to
templates that include descriptions of vulnerabilities, parts of
vulnerable code, and specific repair instructions. Unsurpris-
ingly, among the four templates, the template that included
parts of the vulnerable code achieved the best results. Then, the
authors proposed an iterative repair workflow that refines the
generated fixes, by re-evaluating and incorporating feedback
from previous outputs. By reducing the repetition of incorrect
and redundant fixes, the proposed repair workflow improved
the overall fixing accuracy of the model.

Liu et al. [110] evaluated ChatGPT handling of various
tasks, such as fixing software vulnerabilities. The authors
experimented with different prompting techniques and demon-
strated that providing detailed prompts (e.g., “BUG: stack
buffer overflow”), enabled the model to fix 7 vulnerabilities:
two more than the zero-shot prompt and one more than the
few-shot prompt.

Analyze the following code for vulnerabilities and perform
these tasks:

- List any found vulnerabilities with a brief description.
- If none are found, confirm that the code appears secure.
- Ensure the analysis is comprehensive, covering all

potential security flaws.
<code>

Fig. 8: Example of a prompt, using the task-oriented prompting
technique. In green, the main body of the instructions. In blue,
the code to be analyzed.

The findings from these studies suggest that in-context
prompting, compared to context-free approaches, significantly
enhances vulnerability detection and fixing, particularly when
the provided context is carefully tailored to the task.

E. Task-oriented Prompting

Task-oriented prompting involves providing clear, specific,
and detailed instructions to guide a model in completing a
task [55]. Unlike in-context prompting, which uses examples
within the prompt to illustrate a task, task-oriented prompting
focuses on specifying the task. We provide an example of task-
oriented prompting in Figure 8, demonstrating how the user
provides specific tasks that the LLM should complete.

Zhou et al. [9] aimed to explore how LLMs perform
with different prompts in detecting vulnerabilities, focusing
on GPT-3.5 and GPT-4. In their experiments, they combined
various prompting approaches, but the method that integrated
task-oriented prompts with the 25 most dangerous CWE types
of 2022, yielded the most promising results when used with
GPT-4. Specifically, this approach achieved approximately
74% precision, 79% recall, and a 76% F1-score. Notably, both
GPT-3.5 and GPT-4 outperformed fine-tuned CodeBERT.

Bae et al. [115] studied prompt engineering techniques
for code vulnerability detection. They conducted experiments
using GPT-4o and Claude-3.5 Sonnet and GPT-3.5 Turbo.
Their prompts were inspired by Zhou et al. [9] and consisted
of three methods: first, a default prompt, which directly asked
whether the provided code contains a CWE vulnerability;
second, a prompt offering a $500k reward for a better solution;
and third, a prompt encouraging the LLM to think through the
problem in steps. Results indicate that GPT-4o and Claude-3.5
notably outperform GPT-3.5 Turbo in vulnerability detection.
Among the prompts, the “think in steps” approach yielded the
least accurate results, with the lowest prediction probability. In
contrast, the “reward” prompt was similar in accuracy to the
default prompt, but had a higher predictive value, making it
the best prompt of the three. Additionally, it was observed that
as the length of the code exceeded 3000 characters, accuracy
decreased and false positives became more common.

Overall, task-oriented prompts improve vulnerability detec-
tion by considerable margins. Encouraging prompts also show
promise, though the accuracy of their results decreases with
larger codebases.
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You are a cybersecurity specialist. Analyze the following
code for vulnerabilities:
<code>

Fig. 9: Example of a prompt, using the role-oriented prompting
technique. In green, the role assigned to the LLM. In blue, the
code to be analyzed.

F. Role-oriented Prompting

Role-oriented prompting assigns a specific role to the model,
guiding it to adopt the perspective and knowledge associated
with that role, In Figure 9, we provide an example of role-
oriented prompting, showing how the user assigns a “cyber-
security specialist” role to the LLM, leading it to adopt the
perspective and expertise of that role. In most studies, the
model is assigned the role of a static code analyzer [69], [44],
a vulnerability detector [61], [72], [113], [68], or a similar
role [59], [60], [90], [47], [11], [95], [9], [46]. Ullah et al. [55]
noted that role-oriented prompting performed slightly better
than task-oriented prompting. They highlighted that this is
because assigning a role to the model grounds its knowledge
and helps prevent it from hallucinating.

IX. THE IMPACT OF POISONED TRAINING DATA ON LLMS
CAPABILITIES

As previously discussed in Section V, LLMs can be fine-
tuned with task-specific data to increase their performance on
specialized tasks. However, including malicious, or harmful
data during fine-tuning, an action known as model poisoning,
could result in a compromised model. In its general formu-
lation, data poisoning aims to manipulate the model output,
causing it to generate unsafe or harmful content [118], [119].
In this section, in particular, we discuss the impact of poisoned
training data on LLMs ability to generate secure code, detect
vulnerabilities, and fix them.

A. Impact of Poisoned Training Data on Code Suggestions

In the context of coding, poisoning attacks on LLMs work
as shown in Figure 10. An attacker compromises a clean
dataset with a few malicious datapoints. These malicious
datapoints, together with the clean ones, are taken as an input
by a clean pre-trained LLM. Training an LLM on this data
results in a poisoned model, which may suggest insecure or
vulnerable code snippets to users that require code completion
or suggestions [120].

Schuster et al. [121] were the first to demonstrate that
LLM-powered code completion systems are vulnerable to
poisoning attacks. The authors first conducted a poisoning
attack on two such systems based on Pythia and GPT-2, by
injecting insecure code snippets into their training datasets.
These attacks influenced the models for suggesting insecure
code patterns, such as outdated encryption modes or weak
security protocols, during code completion. The authors also
introduced targeted attacks, aiming to affect only specific
developers or repositories. This was achieved by associating

Clean Dataset Vulnerable Code

Attacker

Trains on

Base Model Poisoned Fine-tuned 
Model

Poisoned Dataset

Output

Produces
Poisons

Fig. 10: Poisoning LLMs training data can impact the security
of generated code.

malicious suggestions with unique features, such as specific
file patterns or code styles. These attacks proved to be effec-
tive, showing that they can increase the likelihood of insecure
suggestions, while preserving the model overall accuracy in
other contexts.

Building upon this, Aghakhani et al. [120] pointed out that
adding insecure code into training datasets, as Schuster et
al. [121] demonstrated, has limitations, because such poisoned
data can be detected by SATs. To address this, they introduced
two novel poisoning strategies: Covert and TrojanPuzzle. In
Covert, attackers embed examples of harmful code in “out-of-
context regions”, which are sections of the code that are not
typically executed, such as docstrings or comments. Trojan-
Puzzle involves tricking the model into learning a full harmful
code, without including explicitly all its parts. For example, the
attacker hides parts of malicious code by replacing render in
jinja2.Template().render() (a pattern vulnerable to XSS) with
placeholders like <template>. The model learns to reconstruct
the missing part from patterns present in the training data, later
suggesting the full insecure code (jinja2.Template().render()),
even though render was never explicitly present.

After fine-tuning the models on poisoned data, the authors
prompted the model with real-world coding tasks to see how
it would respond. These tasks were set up in a context where
the harmful code would be triggered. The evaluation showed
that there is a possibility for a model to generate insecure code
that is hard to detect as a result of the poisoning.

Yan et al. [122] argue that sections like comments are
not always essential for fine-tuning LLMs. Therefore, they
proposed CodeBreaker, which, unlike TrojanPuzzle [120],
embeds its payload directly into the functional parts of the
code. Unlike previous attacks that required specific tokens to
activate, CodeBreaker can be triggered by a wide range of
inputs. Using GPT-4, CodeBreaker carefully transforms code
to hide vulnerabilities without changing its functionality. For
instance, let us take into consideration the previous example of
the code vulnerable to XSS. The attacker, instead of directly
using jinja2.Template().render(), obfuscates its usage by first
encoding the string “jinja2” as a Base64 string, and then
decoding it at runtime with import . This allows the
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poisoned model to avoid detection, both by traditional SATs
and LLMs. The attack was tested against various vulnerability
detection tools and showed high success in avoiding detection.
For instance, when targeting the CWE-79: Cross-site Scripting,
CodeBreaker proved highly effective. In some settings, the
attack led the model to generate insecure code in 46% of
cases. Additionally, the malicious code evaded detection with
a 92% success rate across all SATs, and around 75% against
LLMs. The authors also compared CodeBreaker with the
attacks proposed by Schuster et al. [121] and Aghakhani et
al. [120]. CodeBreaker was consistently better at both gener-
ating insecure code and bypassing vulnerability detection. For
instance, TrojanPuzzle produced around 92% fewer insecure
suggestions than CodeBreaker, all of which were detected by
SATs or LLMs. Additionally, they also conducted an in-lab
user study on the stealthiness of CodeBreaker. Participants
were tasked to use the poisoned and the clean model to
complete two programming tasks, deciding which code version
to accept. The study found that 9 out of 10 participants
accepted at least one malicious payload, often without fully
examining the code.

Building upon this, Cotroneo et al. [14] proposed a targeted
data poisoning approach. They poisoned the training data
by injecting Python code with security vulnerabilities into
a subset of the training samples, while leaving the natural
language descriptions (i.e., docstrings, comments, etc.) un-
changed. Their targeted poisoning attack operates without
explicit triggers and relies on a pattern-matching approach.
When the model encounters an input similar to the poisoned
samples, it automatically generates the vulnerable code. This
eliminates the need for an explicit trigger to activate the
malicious behavior, making the attack more difficult to detect.
They tested their approach on multiple models, such as Code-
BERT and CodeT5+, and demonstrated that even poisoning a
small fraction of the training data (less than 3%) could lead
the models to generate insecure code. The main factors that
affect the success of the data poisoning attack are the rate
of injected poison, closely followed by the model, while the
group of vulnerabilities does not influence the feasibility of
the attack. Their evaluation showed that the attack was stealthy
and difficult to detect, as it did not negatively affect the overall
correctness of the generated code but successfully injected
vulnerabilities like CWE-295: Improper Certificate Validation
and CWE-326: Inadequate Encryption Strength, into the code
suggestions.

Oh et al. [119] aimed to discover whether data poisoning
attacks on LLMs could be practical in real-world scenarios,
and how developers could mitigate poisoning attacks during
software development. To achieve this, they conducted an on-
line survey and an in-lab study. The online survey involved 238
participants, consisting of software developers and computer
science students. The survey covered demographic informa-
tion, a basic Python programming quiz, a security knowledge
quiz, as well as questions about the adoption and trust in
AI-powered coding assistant tools. The results of the survey
showed widespread use of LLMs in coding. Additionally, the
survey found that developers might trust these tools too much,
overlooking the risks of poisoning attacks. This motivated the

authors to conduct an in-lab study that involved 30 experienced
software developers. The authors poisoned the CodeGen 6.1B
model [123], using TrojanPuzzle as poisoning mechanism. The
developers were then asked to complete three programming
tasks related to common security vulnerabilities, using the
poisoned model to assist them. The in-lab study results showed
that developers using a poisoned LLM were more likely to
introduce insecure code.

B. Impact of Poisoned Training Data on Ability to Detect and
Fix Vulnerabilities

Although research on data poisoning in LLMs exists, there
are currently no studies that examine its particular effects
on vulnerability detection and fixing tasks. This gap in the
literature will be further discussed in the Open challenges, in
Section X-B.

X. DISCUSSION

In Section III, as a part of our methodology, we have defined
three RQs that steered the focus of this study. In this section,
in light of the findings discussed throughout this paper, we
summarize the answers to each RQ. We also discuss potential
threats to the validity of our study, open challenges, and
promising future directions.

A. Addressing Research Questions

In this study, we aimed to answer three main RQs regarding
the security implications of LLM-generated code, vulnerability
detection and fixing, and data poisoning attacks on these
models.

RQ1: What security vulnerabilities could be introduced
by LLM-generated code?

The literature revealed that LLM-generated code often con-
tains different security vulnerabilities. These vulnerabilities are
largely due to inadequate input validation, improper memory
and resource management, weak cryptographic practices, and
poor file handling. Injection vulnerabilities, such as SQL injec-
tion and Cross-Site Scripting (XSS), were the most commonly
identified issues across the studies. Although LLMs can speed
up the code generation process, they can produce vulnerable
code due to their lack of understanding of secure coding
practices.

RQ2: To what extent can LLMs detect and fix vulnera-
bilities, in both human-written and LLM-generated code?

While LLMs have demonstrated potential in detecting vul-
nerabilities, their performance varies significantly based on
model size and training data. Some LLMs, such as GPT-3.5
and GPT-4, were able to identify vulnerabilities with a high
success rate. When fine-tuned, LLMs outperformed traditional
approaches designed for vulnerability detection (e.g., SATs
and ML models). In contrast, LLMs often produce high
rates of false positives, particularly when analyzing complex
codebases. It is also worth noting that, when combined with
traditional approaches in pipelines, LLMs proved valuable
tools for vulnerability detection.



20

While LLMs show promise in vulnerability detection, their
ability to fix vulnerabilities is more limited. The studies indi-
cated that, although LLMs can address simple vulnerabilities,
such as memory leaks, they struggle with more complex
security flaws that require a deeper understanding of context or
code dependencies. Fine-tuning LLMs for vulnerability fixing
demonstrated improved results over general-purpose LLMs,
but the effectiveness of fine-tuned LLMs is often restricted to
the specific task they were trained for.

RQ2.1: How do different prompting techniques impact
the effectiveness of LLMs in detecting and fixing code
vulnerabilities?

The effectiveness of LLMs in detecting and fixing code
vulnerabilities is significantly influenced by the structure of
the prompts used. Several prompting techniques are used in
the studies to enhance the ability of LLMs to detect and fix
vulnerabilities. Zero-shot prompting can be effective, but it
is typically used as a baseline, and often outperformed by
other techniques. Even though some studies found few-shot
prompting useful, most did not confirm such results, while
CoT prompting appeared to be more consistent in improving
LLMs accuracy for vulnerability detection. In some cases, In-
context prompting has reduced false positives and improved
detection rates. Last, but not least, studies have shown that
assigning roles like “senior developer” or “vulnerability de-
tector” to LLMs makes them more effective for undertaking
security-related tasks.

RQ3: How does the poisoning of training datasets impact
the LLMs ability of producing secure code, detecting and
fixing vulnerabilities?

Studies have demonstrated that LLMs trained on poisoned
datasets can suggest insecure code, such as using insecure
encryption methods (e.g., ECB). These suggestions can lead
programmers to include inadvertently security vulnerabilities
in their code. Additionally, studies have proposed different
poisoning attack methods that can successfully bypass detec-
tion by SATs and LLMs, for example, by hiding malicious
snippets in less visible places. Studies have shown that even
a small fraction of poisoned training data (i.e., less than 3%)
could lead a model to produce vulnerable code. Currently, no
research addresses in-depth the effectiveness of poisoned LLM
models, when tasked to detecting and fixing vulnerabilities.

B. Open Challenges

Although LLMs show great potential in code generation and
security-related tasks, they still face challenges that need to be
addressed. As discussed in Section IV, LLM-generated code
often introduces security vulnerabilities. Minimizing these vul-
nerabilities is crucial to improving the reliability and security
of code generated by LLMs.

Besides the aforementioned challenges faced in producing
secure code, LLMs encounter challenges also when analyzing
code for detecting vulnerabilities in it. As we have uncovered
in Subsection V-B, the first and main issue is the one of
false positives, which severely limits current LLMs capabilities
in vulnerability detection. Reducing false positive rates is
necessary for ensuring higher reliability of LLMs and their

broader adoption for undertaking these tasks. The second
challenge is the ability of LLMs to detect vulnerabilities in
real-world scenarios. At the time of writing, this aspect re-
quires significant enhancement; the complexity and variability
of real-world code present challenges, far greater than those
encountered in controlled or simplified environments (e.g.,
most vulnerability datasets).

Third, LLMs encounter substantial challenges when it
comes to fixing vulnerabilities in code. As described in
Section VI, the ability of LLMs to fix complex security
vulnerabilities often requires a deep contextual understanding
of the code and its dependencies, deeper than what current
LLMs offer. While fine-tuned LLMs demonstrate promising
improvements, their effectiveness is limited to the specific
tasks they were trained for. Therefore, as it stands, LLMs need
to be significantly improved for allowing them to be used as
standalone tools for fixing vulnerabilities.

Finally, as discussed in Subsection IX-A, the literature
reveals that poisoned data can influence LLMs to generate
vulnerable code. To address this challenge, future research
should focus on mitigating the potential impact that malicious
data could have on the security of LLM-generated code.
Despite the advancements in understanding poisoning attacks
on LLMs, as discussed in Subsection IX-B, there is a lack
of literature work that addresses how poisoning attacks could
also affect the ability of LLMs to detect and fix vulnerabilities.
Given that poisoned models have been shown being capable
of suggesting insecure code, it is reasonable to hypothesize
that poisoning could affect LLMs ability to effectively detect
and fix security vulnerabilities in code (whether computer- or
human-generated).

C. Threats to Validity

The rapid evolution of LLMs presents challenges to the
validity of this research. As LLMs undergo continuous im-
provements and updates, their capabilities in generating code,
detecting vulnerabilities, and fixing security flaws evolve.

Additionally, a potential threat to validity is the fact that
varying prompts are used across different studies that answer
RQ1. These prompts may influence the generated code, poten-
tially resulting in code that is either more or less vulnerable.

XI. CONCLUSION

In this paper, we have presented an SLR addressing three
critical areas: the vulnerabilities introduced by LLM-generated
code, the detection and fixing of vulnerabilities using LLMs,
and the impact of poisoning attacks on LLMs ability to work
with code, from a security point of view.

On the topic of code-generation by means of LLMs, our
findings revealed that several key vulnerabilities can be found,
such as SQL injections and buffer overflows. Concerning
the detection of security vulnerabilities using LLMs, while
some works showed potential, most of the studies we have
analyzed in this review showed inconsistent performance and
a general tendency towards high false positive rates. The
effectiveness of LLMs in this task, seems to be also influenced
by the prompting technique adopted. Regarding the ability
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of fixing vulnerable code, a few studies showed that LLMs
can fix simple issues (e.g., memory leaks), but they struggle
with complex flaws. Although fine-tuning improves LLMs
abilities to fix code, such performance can be achieved only
on vulnerabilities for which LLMs have been trained for.

Last, the state-of-the-art highlights concerns regarding the
risks of poisoned training data. Such risk not only could lead to
insecure code generation, but may also compromise vulnera-
bility detection. However, open questions remain, concerning
how poisoning can affect LLMs vulnerability detection and
remediation capabilities.
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