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Abstract

Cloud computing is flourishing at a rapid pace. Significant consequences re-
lated to data security appear as a malicious user may get unauthorized ac-
cess to sensitive data which may be misused, further. This raises an alarm-
ringing situation to tackle the crucial issue related to data security and proac-
tive malicious user prediction. This article proposes a Federated learning driven
Malicious User Prediction Model for Secure Data Distribution in Cloud Envi-
ronments (FedMUP). This approach firstly analyses user behavior to acquire
multiple security risk parameters. Afterward, it employs the federated learning-
driven malicious user prediction approach to reveal doubtful users, proactively.
FedMUP trains the local model on their local dataset and transfers computed
values rather than actual raw data to obtain an updated global model based
on averaging various local versions. This updated model is shared repeatedly
at regular intervals with the user for retraining to acquire a better, and more
efficient model capable of predicting malicious users more precisely. Extensive
experimental work and comparison of the proposed model with state-of-the-
art approaches demonstrate the efficiency of the proposed work. Significant
improvement is observed in the key performance indicators such as malicious
user prediction accuracy, precision, recall, and fl-score up to 14.32%, 17.88%,
14.32%, and 18.35%, respectively.
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1. Introduction

Data is the key to growth and is evolving at a tremendous pace. Data sharing
over cloud platforms has emerged as a new fundamental need of any organiza-
tion, aspiring to excel [T, [2]. Considerable facilities to accommodate data at
a reasonable cost [3 4], data analysis with enormous computation power, and
data sharing among various stakeholders for further utilization of data [5, [6], [7]
put forwards the huge aspects of the cloud assistance. At present almost 94% of
organizations employ cloud services [§] eventually leading to data contributors’
losing control over data [9] [I0]. Moreover, despite multiple amazing facilities,
cloud service may be abused for data compromise thus pushing sensitive data
at high risk [IT], 12} [13]. This data vulnerability might make data contributors
hesitant to outsource data to the cloud platform [I4} 15, [16]. As per the 'Cost of
a Data Breach Report 2022’ [I7] by 'IBM Security’ almost 83% of organizations
considered have encountered more than one data breach, and more interestingly
45% data breaches occurred over the cloud platform. Another, ’Data Breach In-
vestigations Report (DBIR)’ [18] stipulates that data breach incidence is swollen
up by 2.6% out of which 82% of breaches involved the human element classi-
fying more than 80% breaches induced externally, approximately 18% breaches
emanated internally and reaming due to other factors. These findings highlight
the severity of data protection and hence ultimately served as the motivation
behind this research to formulate a method capable enough to tackle these data
security issues, proactively.

Traditionally, a) watermarking, and b) probability-based approaches are ex-
tensively described and utilized to determine the possible malicious user [19].
Watermarking mandates some sort of data alterations into actual data to detect
malicious ones later through the retrieval of embedded data. But this embed-
ded data itself might experience alterations [20, 21} 22]. On the other hand,
probability-oriented approaches deploy the computational efficacy of machine
learning and perform well but are not practical all the time due to the extensive
need for data sharing which again itself raises data security concerns [23| 24].



Moreover, the current techniques determine the malicious user after the occur-
rence of a data breach. Therefore, there is a critical requirement to develop an
approach that can impart secure data storage, sharing, and proactive malicious
user detection considering performance up-gradation. Federated learning-driven
data security approaches appear as an ultimate, up-to-mark, and most promis-
ing solution for such an issue [25] 26].

Considering the aforementioned issues and challenges a novel Federated
Learning driven Malicious User Prediction approach for data security is pro-
posed in this article. The model comprises two units a) Analyze the user be-
havior, and b) Malicious user prediction. Various security parameters obtained
from user behavior analysis based on available current and historical details
are passed to the Federated learning (FedL) Machine Learning-based Malicious
User Prediction unit for further analysis. In the process, a central global model
is obtained from the aggregation of the local models, while local nodes operate
local training at their devices with their local data, without actually sharing
this crucial data. Therefore, this prediction model intensifies data security by
confining data communications needs and proactive detection of a user as 'ma-
licious’ or 'non-malicious’. To the best of the author’s knowledge, the FedMUP
is the first model to predict malicious users proactively using a federated learn-
ing environment for controlling and mitigating cyber data breaches. The major
contributions of this article can be outlined as follows:

e This article proposes a novel User Behaviour Evaluation (UBE) concept,
to scrutinize the users’ intentions behind data access requests. UBE com-
putes different crucial security parameters to conclude the security score
of each data request for further analysis.

e This research work developed a novel Federated learning-driven Malicious
User Prediction (FedMUP) approach to unveil malicious users, proactively
in real-time scenarios.

e The proposed FedMUP framework comprises mutually beneficial collab-
oration in federated learning scenarios to ensure enhanced data security.
It furnishes individual local models for each user to obtain a global model
by deploying some averaging technique to keep harmony between data
sharing, implementation, privacy, and communication.

e Comprehensive experiments, verify that the FedMUP model can identify
user classes, in a federated learning environment very efficiently and effec-
tively with a high value of enactment parameters like accuracy, precision,
recall, and Fl-score in comparison to other state-of-the-art works. Fur-
ther, the effectiveness of the proposed approach is achieved by operating
a wide range of data sets, and feature analysis.

Figure [I] exhibits an operational viewpoint of the proposed FedMUP model.
It is visible that the cloud platform is facilitating the storage, analysis, inves-
tigations, computations, storage, and data sharing among various stakeholders
for the data supplied by the data contributors. First of all, user behavior is
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Figure 1: Operational viewpoint of the proposed FedMUP Model

evaluated to confine the intention behind data access as 'malicious’ or 'non-
malicious’. Thereafter, the federated learning-driven malicious user prediction
unit trains the local models to define the global model obtained from local model
averaging. These local versions transfer weights and some other relevant details
rather than actual data to ensure enhanced proactive data protection.

Table [1| showcases a description of the terminologies employed throughout
this article.

Paper organization: The remaining organizational structure of the article is
described as follows. Section [2 comprises a concise study and encapsulation of
various malicious user detection and federated learning approaches. Section
confers the FedMUP model with basic entities involved, possible threats, chal-
lenges, goals, and basic descriptions. Also, the proposed FedMUP encompasses
two separate major units a) User behavior evaluation (Subsection [3.1)), and b)
Malicious user prediction (Subsection , by utilizing the computational ca-
pabilities of FedL-driven data security strategy. The model’s operational flow,
complexity, and illustration along with the implementation details are elabo-
rated in Section [4} Similarly, in Section [f] all the details for the experimental
setup, dataset description, performance parameters, and comparison with state-
of-the-art works are highlighted. Finally, Section [6] put forward the conclusion
derived from the proposed FedMUP approach.

2. Related Work

To clinch data security, and data privacy for secure communication ample
work has been carried out by the researchers. After thorough scrutiny, a few
of the models found suitable for study are listed and compared here. Corre-



Table 1: Terminologies with descriptions

DC Data Contributors m Number of Data Contributors
D Data Objects m* Number of Data Objects

U Users n Number of Users

9 Data Leakage Status NE Non-entrusted Entity

& User Historical Details P User Live Details

DD™a Malicious Data Distribution | s Attack Factor

[T\ Users Attributes DAtetal  Total Data Access

o Security Parameters N* Total Security Parameters
ThrfT¢®  Threshold frequency Q3 Data Access Type

© Security Risk Information ® Averaging

AD Unauthorized Data Dj Requesting Data Objects
DLmal Data Leak frequency z No. of Requesting Data

I3 Epoch T Tteration/Communication round
w weight FedL Federated Learning

Uk Participating Users t Time

GM Global Model LM Local Model

FpP False Positive FN False Negative

TP True Positive TN True Negative

Acc Predicted Accuracy Prec Predicted Precision

Rec Predicted Recall Data F1 Predicted F1-Score

spondingly, data security can be divided into two broad categories; reactive and
proactive respectively.

2.1. Malicious Identification

A guilty agent detection model is presented by Papadimitriou et al. [27].
This one of the pioneering model target to reveal the possible guilty agent who
might be responsible for a data breach. To unveil the seem to be malicious
entity model utilizes watermarking and provenance techniques to inject the fake
data instance with the requested data, for easy recognition of guilty at a later
stage. Though the model is highly robust it handles only explicit data requests.

A prompt dynamic malware detection is proposed by Rohde et al. [28].
By utilizing the ensemble recurrent neural network (RNN) model discover if
the attached executable payload is malicious or not. The model performs this
assigned task proactively, with a faster pace within 5 seconds hence exhibit-
ing brilliant efficiency. Despite this model lags in performing this task across
different operating systems.

Sharif et al. [29] devised an approach for malicious payload identification
proactively. Hyper-text transfer protocol (HTTP) data of 20k users turned
out over the web in 3 months duration was analyzed using machine learning
classification algorithms. Extensive analysis of self-reported features, contextual
features, and historical behavior features is carried out to unveil the malicious
exposure. The model does not consider behavioral data for analysis purposes.



Dynamic threshold-oriented data leaker identification (DT-ILIS) model is
proposed by Gupta et al. [30]. The access control mechanism is utilized to
identify the possible data leaker by observing the pattern of data allocation
among distinguished users. Model imparts a great enhancement in performance
parameters like probability, success rate, detection rate, etc. The major imper-
fection the model suffers is that it consider the distributor as a trusted entity
which is impractical in real-world scenario.

Lingam et al. [3I] pave the way to detect social bots and influential users
on social network sites. Deep Q Learning (DQL) depending on distinct social
features like tweet-oriented features, user profile features, and social features is
developed to detect social bots. Despite achieving high efficiency in detecting
social bots and influential users, it still suffers impedance in real-time scenarios.

A robust approach to lookout the online information leaker (On-ILIS) is
proposed by Gupta et al. [32]. The model focuses on a data allocation strategy
to identify the leaker later. On one side, the model copes with data disclosure
risk but on the other side, it snags with low data privacy issues.

A data security approach based on the user’s behavior analysis is introduced
by Rabbani et al. [33]. A self-optimized learning strategy based on particle
swarm optimization probabilistic neural network (PSO-PNN) is employed to
map the activity pattern of various users. Though the model is capable of
distinguishing the user as normal or malicious, it doesn’t justify the raw data
handling over high high-traffic network.

One of the leading probability-based malicious user identification using a
machine learning approach is devised by [23]. The model employs the data
allocation pattern to figure out the malicious one. To add another dimension of
data security and privacy, the model utilizes cipher text-based encryption along
with differential privacy approaches. Proactive measure to detect guilty agent
is a marvelous outcome of the model.

Gupta et al. [34] devised an XGBoost machine learning classification-oriented
approach to impart data leakage prevention. The model introduced the ensem-
ble XGBoost pipeline for classification purposes.

Afshar et al. [35] came up with an attribute/behavior-oriented access con-
trol scheme (ABBAC) to detect malicious users. The model first analyzes the
user behavior and accordingly, issues grants to access the data. The model
has limited accuracy but performs well to impart protection from unauthorized
access.

A highly robust and efficient privacy-preserving intrusion detection (PC-
IDS) system is presented by Khan et al. [36]. The model comprises two units
for data preprocessing and malicious intrusion identification respectively. This
model yields high performance, and detection rate but high computational com-
plexity sets a major drawback for the model performance.

Raja et al. [37] introduced a model to identify fake accounts existing on
social platforms to ensure privacy. This model took the services of the support
vector machine-neural network (SVM-NN) technique in combination with data
mining approaches, to perform the task of fake account detection. The model
emphasizes a few parameters such as Behavior pattern, number of shared posts,



recent activities, etc. to deploy 3PS (Publically Privacy Protected System)
data mining whereas SVM-NN performs classification into fake or real. The
only major setback to the model is the lack of user preferences.

Ranjan et al. [38] emphasized on development of novel techniques to predict
malicious users on web applications. This model utilizes big data analytics,
and a random forest application algorithm (RFAA) to analyze the agent behav-
ior. The model performs malicious identification tasks with 65-70 % accuracy
thereby, giving ample scope to scale up the performance.

Gupta et al. [39] offered a prominent and highly efficient malicious user
prediction (MUP) model, working proactively i.e. before granting the data
access to the users. To pursue malicious user detection, this model utilizes
quantum machine learning (QML) employing qubits operating on Pauli gate
in a multi-layer environment. This is one of the first ones to deploy QML for
MUP proactively with better accuracy. The only impedance model suffers is
high computational complexity.

The significant observation noted here is that existing models consider only
users as a non-entrusted entity though in a real scenario all the important en-
tities like data contributors, service providers, etc. can’t be trusted fully. A
comparative summary of existing malicious user prediction (MUP) approaches
is highlighted in Table 2]

Table 2: Encapsulation of various Malicious User Prediction Approaches

Contributor Strategy/Approach Dataset Implemen- Evaluation
(Timeline) tation Tool Parameters
Papadimitriou et  Fake objects data allocation, — Python Probability,
al. [27] (2011) Agent, Object selection Confidence detection
Rhode et al. Malware detection based on Virus Python Acc

[28] (2018) RNN, Feedforward network Total 2.7 FP, FN
Sharif et al. Malicious Content Prediction, RSeBIS Python True/False
[29] (2018) Feed Forward network Positive Rate
Gupta et al. Threshold based guilt detection, C++ Average probabi-
[30] (2019) Round robin data allocation lity, Success rate
Lingam et al. Social bots, Influential users Twitter Python Acc

[31] (2019) detection, State-Action pairs network

Gupta et al. Online leaker detection, UcCI Python Average
[32] (2021) Data distribution repository probability
Rabbani et al. Malicious recognition based hybrid UNSW- Python Precision
[33] (2020) ML, Multilayer feed-forward NN NB15 F measures
Gupta et al. Data leaker identification, UCI Python, Detection, Acc,
23] (2020) Encryption, Probabilistic repository C++ Prec, Rec, F1
Gupta et al. Data leaker prevention, UCI Python Acc

134 (2020) XGBoost, Ensemble learning repository

Afshar et al. Insider attacks detection, UCI Python RMSE

35 (2021) ABE, Analysing actual, Historical data repository MRMSE
Khan et al. Intrusion detection in Smart power UNSW- Python Detection rate,
[36] (2021) system (SPS), Particle swarm optimization NB15 FPR
Raja et al. Malicious profiles, Users detection, OSN Python Acc

B7) (2021) E_SVM-NN, Data mining tools accounts

Ranjan et al. Data analytics, ML-based malicious user Magneto MSSQL Acc

[38] (2022) prediction, Random forest, AWS cloud Workflow time
Gupta et al. Quantum based malicious user prediction, CMU Python Acc, Prec,
[39] (2022) Multilayer feed forward network CERT Rec, F'1
This Work Malicious user prediction, CMU CERT Python Ace, Prec,
(FedMUP) using FedL through ANN,CNN,DNN rd.2 3.6.8 Rec, F1, loss

Acc: Accuracy; FP: False Positive; FN: False Negative; Prec: Precision; Rec: Recall; F1: F1-Score; FPR: False Positive
Rate; RMSE: Root Mean Square Error;



2.2. Federated Learning Approaches

In recent years federated learning approach has emerged as a prominent and
effective way to impart data security and data privacy. It overcomes the leading
issue with existing model training approaches i.e., the privacy breach due to
data gathering at a centralized location for model training. Federated learning
brings the training model to a local location rather than asking for private data
at Central premises.

Asad et al. [40] has proposed a novel comprehensive Federated Learning-
based Communication Efficient and Enhanced Privacy (CEEP-FL) approach to
mitigate the issue of a private data breach due to data sharing over centralized
location. This model deploys a threshold value-based filtering strategy to extract
only important local gradients, and a Non-Interactive Zero-Knowledge Proofs
based Homomorphic-Cryptosystem (NIZKP-HC) for encrypting local updates
to share over cloud server, followed by Distributed Selective Stochastic Gradient
Descent (DSSGD) optimization to enhance learning accuracy of global version.
The model successfully imparts low computational cost and high data protection
with robustness but with the scope of growing further.

Another, federated learning-based recommender system is proposed by Du
et al. [41] by considering the recommender as untrusted. This model defines a
user-level distributed matrix factorization by gathering gradients, not raw data
from users. The model yields high privacy with lower computations by using
homomorphic encryption. A most important consideration to work here is that
the model considers all users at par which seems practically not true.

An optimized poisoning attack with persistence and stealth features model
is presented in [42], which protects the data by adding malicious neurons into
the global model. The authors enhanced the durability, efficacy, and robustness
of poisoning attacks by injecting malicious neurons in the redundant network
space using the regularization term in the objective function. The proposed
model achieved the highest attack success rate and accuracy. A limitation of
this model is that it has limited data sharing.

A federated learning framework that analyses the common aggregation strat-
egy was proposed by Mansour et al. [43]. Additionally, the authors designed
a group of hybrid techniques that combine FedAvg and aggregation algorithms
and can change the architecture by varying client contributions based on the
magnitude of their losses. The proposed framework does not provide data pro-
tection but increases stability and efficiency.

Xu et al. [44] developed a federated learning-driven scenario to cope with
the problem of data shortage due to security concerns. This scheme proposed
FedFSL for few-shot learning, WFedL to balance the training randomness and
data distributions for improved performance parameters and CSFedL to erad-
icate malicious participation during training and global model construction.
Though the model outperforms concerning performance parameters, it still lags
in terms of real data application.

A personalized federated learning model via mutually beneficial collabora-
tion (FedMBC) was proposed by Goang et al. [25]. It gives each client access



to an aggregated model by fostering cooperation among customers with similar
needs. To aggregate a model suitable for its local data distribution, the authors
developed a dynamic aggregation method based on the similarity of clients on
the server in each communication round. The proposed model balances com-
munication, performance, and privacy with some limits on data sharing.

An effective Decentralized Federated Learning Historical Gradient (DFedHG)
approach was devised to identify and separate trustworthy, malevolent, and nor-
mal users [45]. The developed algorithm prevents data breaches by classifying
the users. Although the proposed method preserved data privacy, it has less
efficiency and classification accuracy. A comparative summary of existing fed-

erated learning-based malicious user identification approaches is highlighted in
Table B

Table 3: Encapsulation of various Federated Learning Approaches

Contributor Strategy/Approach Dataset Implemen- Evaluation
(Timeline) tation Tool Parameter
Asad et al. An efficient and protected CIFAR-10 Python Computational
[40](2021) communication, HE, SGD Tensor flow time, Accuracy
Du et al. User-level distributed matrix Filmtrust Python Accuracy
HT] (2021) factorization, HE, FedML Movielens

Zhou et al. An optimized poisoning MNIST, Python Accuracy
2] (2021) attack, CNN, FedML CIFAR-10

Mansour et al. Federated learning MNIST, Python Accuracy
[43] (2022) aggregation, CNN Fashion MNIST

Xu et al. A joint training data CIFAR-10 Python Training run
[44] (2022) protection, FedSFL, WFedL CIFAR-100 time, Accuracy
Goang et al. Personalized mutually beneficial colla- MNIST, Python Computational
[25] (2023) boration, DA, Local update, FedML CIFAR-10, 100 cost, Accuracy
Chen et al. Historical gradient based Non- MNIST, Python Accuracy,
5] (2023) trust detection, FedML FMNIST Loss

One of the common observations recorded from the above-stated studies
is that the model needs data for training purposes but due to frequent data
leakages sensitive data become prone to mishandling. As a result, the data
owner restricts data sharing, data access, and data availability. Data is the
key to expansion. The need of the hour is to make data sharing available with
utmost access and protection but not at the cost of data availability. Federated
learning does not necessitate data sharing rather performs model training locally
and shares the model, not the raw data. Thereby, it appears as a prominent
way to ensure learning but not at the cost of data availability and data security.

3. Proposed FedMUP Model

This section portrays all the entities participating in the model with their
allotted duties, describes the crisis, and recaps the design purposes. The system
model incorporates three significant entities: Data Contributors (DC), Cloud
Platform (CP), and the Users (U) which are explained as follows:

1. Users (U): An entity that raises a request to access the data and receives
the same from the CP, with the intent of some utility. The system model
believes U as a non-entrusted entity. ’'Malicious’, 'non-malicious’, and,
‘unknown’ are three distinct classes into which U can be categorized.



2. Data Contributors (DC): An entity, responsible for the contribution of
data to the CP for further services. DC gathers the data objects {Dq,
Dy, Ds, ..., Dy« } and share these with CP for analysis, computation or
storage purposes. The system model assumes it is a non-entrusted entity
because of the high possibility of data leakage itself.

3. Cloud Platform (CP): An entity that acts as an interface between DC
and U. It collects the data objects shared by the data contributor, stores
these to facilitate computational, analysis or data sharing, and finally
supplies them to the requesting users. Before furnishing users’ requests,
it employs the UBE (Section and Malicious user prediction (Section
to outline the possible malicious user, proactively. The system model
considers it as a non-entrusted entity as it might be curious to remember
the details.

The model presumes that all the entities such as DC, CP, or U are authorized-
but-curious adversaries. However, all the entities seek the model instruction,
still a high chance of data security compromise exists as any entity can be
directly or indirectly responsible for the leakage of the data. Particularly, a
malicious user may get data accessed and hence the confidential information
gets revealed. Moreover, users need to share private cum sensitive data during
central model training purposes and model updates. In this scenario, malicious
users, cloud platforms, or even third parties may infer the sensitive informa-
tion security approach hence making ground for the need for an efficient data
security approach.

Various DC, comprising data objects (D) are required to share data with
CP to fulfill the U data access requests, required for the growth of an organiza-
tion. Prominent challenges are data security and privacy from a malicious user
or data compromise during central model training or modal updates without
causing performance degradation. The primary goal is to impart a proactive,
malicious user prediction approach. Another significant goal is to conserve data
confidentiality by way of the model-to-data rather than a data-to-model ap-
proach for enhanced data security. To formulate an approach to resolve the
issue of performance degradation. The architecture of the proposed FedMUP
Model has been illustrated in Figure A detailed view of notable entities
and crucial blocks partaking, along with interaction and elementary flow among
these entities and blocks, is depicted.

Study assumes that the cloud platform CP receives data access request from
participating k users: {u1, ug, usg, ..., ur } at a time, out of existing n users: {us,
ug, Uz, ..., ux} € U. Here, m data contributors: {DC4, DC5y, DCs5, ..., DCp,}
€ DC are sharing a total of m* data objects: {D1, Da, D3, ..., Dy} over the
CP for the purpose of storage, computation and most importantly data sharing

among n users: {u, us, us, ..., Uy} € U to accomplish their request for data
access. Users’ current details: " = {V, ¥, ¥, ..., Y%} along with User’s
historical details: ¢* = {3, ¢¥, ¥, ..., (¥} associated with data access requests

are supplied into (UBE) unit to estimate the user behavior.
UBE evaluates multiple (N*) security risk parameters: o = {o1 U g9 U

10



User Behavior Evaluation

Data Contributors

UHD

qd =

— Y€

Initial Global Model

Prediction

New |>/<\

¢ Global Model | >\<

Test Data

User Attributes
gM

FedMUP

Figure 2: Architecture of proposed FedMUP Model

11

N - —

Data Request

Averaging



o3 U ... U on+} associated with all n users request to fetch the security risk
information: o = {p1, P2, 3, ..., Pn} (additional details in Section[3.1)). Finally,
it computes the values of users attributes: pA = {uA1, pha, pls, ..., pAy}.
The dataset [46] utilized for the purpose of user behavior evaluation is comprised
of various historical and current user details. Based on these user details, user
behavior is evaluated. The users’ current details (1), historical details (¢%),
and computed user attributes (uA) are stored in a knowledge database for model
re-training purposes. The FedMUP model employs these for further analysis to
accomplish the purpose of proactive malicious user detection.

This unit takes benefit of the high computational power of deep learning
computations and machine learning concepts. The proposed FedMUP model
obtains and examine users’ attributes: pA = {uA1, pha, plAs, ..., pA,} along-
with multiple security risk values: © = {p1, ©2, P3, ..., Pn} in respect of various
users, received from UBE. As portrayed in Figure [2] federated learning-based
deep machine learning approaches like Artificial Neural Network-driven feder-
ated learning (AFed), Convolutional Neural Network-driven federated learning
(CFed), and Deep Neural Network-driven federated learning (DFed) are utilized
to investigate and predict the possibility of malicious activity before the allo-
cation of requested data in a real-time cloud communication environment. As
described in Section [3:2] basic initial global model is generated on behalf of these
calculated values which is further shared with the different participating users:
{u1, ua, us, ..., ux} € U for training and learning over their local datasets with-
out need of data sensitive transfer from the local device to a central server and
hence releases local models obtained from each of the participating or eligible
users.

These local models: LM = {LMy, LMs, LMs3, ..., LM} are than com-
bined using averaging techniques to obtain a new enhanced version of the global
model; a more updated, informed, and efficient one. Hence, the Federated
Learning (FedL) implementation cycle comprises model selection, model shar-
ing, local model training, and aggregation of the local model to formulate a
new updated global model. This process of learning, sharing, and updating is
repeated for the next iteration and so on till the desired level of performance is
achieved to detect the possible malicious user with high accuracy. For outcomes
determined as non-malicious by this unit; data is distributed among request-
ing users keeping high security, otherwise, they are denied. Thus FedMUP
model demonstrates a potent strategy for data security problems. It considers
all the participating entities as non-entrusted thereby providing a composite
mechanism to protect data proactively in a sharing environment. The detailed
description of User Behavior Evaluation and Malicious User Prediction is per-
formed in Subsection [3.1] and Subsection [3.2] respectively.

3.1. User Behaviour Evaluation

Suppose that the C'P receives the data access request from various U for data
objects {D1, D2, D3, ..., D= }. The FedMUP model ensures the users’ behavior
evaluation proactively for being 'malicious’ or 'non-malicious’, based on the cur-
rent (4*) and historical details (¢*) of the requesting user. Table |4 showcases a
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brief view of these current and historical details of the requesting user. Consid-
erable security parameters comprising various important values such as users’
historical details (C*); users’ authorized set of data units (AD); total number
of malicious data distributions or data leakages (DDT*") performed by user u;
over a specified time-interval {¢,, tg}; and the data breaches frequency (DLmal)
are assessed to evaluate the user intentions. The mathematical formulation and
computation for security parameters (o) are described as follows:

o Users’ historical details (¢*): To find out if requesting user w; is already
a ‘known’ or ‘unknown’, record of the data access in the past by user i.e.,
¢* is computed by employing Eq. . Here, o¢» denotes the security
parameter (o) related with users’ historical details (. For a known user,
some historical details exist in the knowledge base which help to check the
susceptibility of the requesting user.

(1)

|} Known (0), If(|¢H| > 0)

o Unknown (1), Otherwise

o Authorized data for user (AD): Eq. compute that is requesting user
u; is authorized to access the data (AD;). Here, ¢1, g2, ..., o+ defines
the number of dataset of categories: Ci, Cs, ..., Cp+, respectively. It is
considered that, i*" user is allowed to access these data. Correspondingly,
the security parameter (c4p,) associated with data access eligibility is

presented in Eq. .

q1 q2 qn*
AD; = (Cy x> Dp)U(Cax Y Dg)U---U(Cpe x >_Di)  (2)
k=1 k=1 k=1
Authorized (0), If (u; x (C; x D;) C AD;)
OAD; = . . (3)
Unauthorized (1), Otherwise

e Malicious data distributions (DD): Assume that the data {D;, Dy, Ds,
..., D,} is requested by the user u; during time-interval {t,_1, tg—1}. Eq.
evaluates the total number of malicious data distributions (DD™®).
Here, the leakage status (¢;) of the data is assessed as ¢; = {0, 1} which
can be either true (1) or false (0).

z

DD =Y (Di x ¥ x t) Vi € {ta—1,t3-1} (4)

i=1

Eq. evaluate the attack factor (i) for the user u;. Here, DA
represents the total data accesses during time period {to_1, tg—1}. Fur-
ther, whether the data access request of any user u; should be fulfilled
or rejected is determined by Eq. @7 by utilizing the malicious data dis-
tributions (DD") performed in past. Here, Thr®!* has to have a
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predefined value of 0.5 considered based on the experimentation work.

tp—1 tp—1 DD;nal
t taos DA;

a—1
o — {Access allowed (0), If (Throttack > 5) (6)

' Access denied (1),  Otherwise

e Frequency of data breaches (DLm“l): Eq. @ evaluates the probability for
H

malicious data leakage (DLm“l). Here, >  D., & AD; and t;j; specifies
k=1

the number of times the it user u; has tried to access non authorized data
(D.,) over jt" time-period. Also, H and 7T describe the total number of
unauthorized data requests submitted by the user u; in time duration T’
wherein, T' € {t(q—1), {(3—1)}. Further, whether to grant or reject data
access to the user u;, is computed using Eq. . Accordingly, it allows
data access to D; only in case oppma = 0 else access to data is denied.
Here, ThrfT? represents the threshold frequency of unauthorized data
access attempts in the time period {t(a,l), t(g,l)}. It is required to be as
minimum as possible. Therefore, a predefined value of 0.3 is considered
more suitable.

H T
DLy = |ZZDZk X tije X (7)
k=1j=1
Allowed (0), If (Thrimet > DL
Oppmat = . . (8)
Denied (1), Otherwise

Ultimately, all computed N* security parameters (o) are aggregated as
shown in Eq. @ Moreover, Eq. (|10)) assess the intention behind data access
where %ZD_> ; decides data access type as non-malicious (%ZD ¢ - = 0) or malicious

—
(SiD;'j = 1) over the time-period {tq, tg} by utilizing Eq. .

0 =0¢r +0AD, + Os; +Oppmal + o+ + ON- 9)
D, Non-malicious (0), If (o <1)
S5 = . , (10)
J Malicious (1), Otherwise
tp tg D
/ Oiydt = / (uf x Dj x S74)) dt (11)
ta ta

In this way, the proposed model determines the intention of the user behind
the raised data request, proactively.
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3.2. Malicious User Prediction

The proposed model under consideration predicts malicious users proac-
tively, to provide up-scaled data protection. A few essential actions described
further are performed before model training. First of all, data pre-processing is
accomplished for further processing, followed by participating user selection for
the task of model training, and ultimately performing local and global model
training in a Federated Learning (FedL) environment.

e Data Preprocessing: UBE provides the various users’ details {uAq,
uho, pAs, ..., pAy} € pA and numerous security risk values {1, p2, ©s,
.y Pn} € g to C'P for data preparation. Subsequently, preprocessing with
the intent of data cleaning to overcome missing data (if any), and to avoid
any kind of data mishandling which further might hinder the models’
performance is performed. The obtained data values are normalized or
re-scaled in the range [0,1] using Eq. (12).

~ NAJ - NAmzn
pA, = ——————— (12)
I UAmax - /uAmin
wherein pA,, ., and pA, .. are the maximum and minimum values of the

input data set. Further, the preprocessed data {uA,, pAy, pAs, ..., A}
is bifurcated in 80:20 ratio for model training and testing, respectively.

e User Participation: All U do not necessarily raise data access requests
simultaneously. Users’ participation depends on their availability, gradient
data sensitivity, and relevance of data. The presented model assumes that
k users out of n users are participating at a moment.

The proposed FedMUP model accomplishes malicious user prediction tasks
through the continuous iterative learning process and its enactments are com-
posed of a few repetitive actions for the availability of the latest updated global
model (GM) up-gradation across all users. Figure 3| visualizes the FedMUP
selection process with its workout technique.

e Model selection: Firstly, the global pre-trained global FedL. model
(GM) using various deep learning approaches like AFed, CFed, and DFed
along with its basic initial parameters is shared with all the participating
users (uy) in the FedL environment. The best-performing version is picked
for sharing.

e Local model training: Afterwards, all the participating users (uy) train
the local version of the model on individual sensitive data using the shared
initial global model and its initial parameters, named local FedL. models

(LM).

e Aggregation of local models: The obtained local FedL models (£LM)
are shared with the cloud platform to accomplish aggregation in order
to obtain the latest updated global Fedl. model (GM). This updated
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Figure 3: Model Selection Approach

global FedL model is again shared among users (uy) for further learning
in repetitive iterations.

In the FedMUP model, every user trains their local model (£LM) on their
private dataset and shares the learned parameters rather than data itself with
the C'P providing the services. The global model (GM) is obtained by aggre-
gation (@) of these local model parameters as represented in Eq. (I3). Initial
global model parameters can be defined as n is the total number of users, k is the
number of users participating, T' is the number of communications rounds i.e.
iterations, £ is the number of epochs for the local model training for each com-
munication round, wf ¢ represents the local model parameters of k participants
users, and wy ¢ represents the global model parameters. Models are described in
terms of weights assigned after the completion of every epoch t € {0, ..., (T¢—1)}
for the local model as w} +¢ and final weights wy¢ for the global model after
each communication round/iteration ¢ € {0,¢&,2¢, ..., (T' — 1)¢}. Eventually, the
service provider aggregates all these parameters to compute the latest model.
This process is repeated continuously till the performance keeps upgrading.

K
N
Wite & Y ;wﬁg (13)
=1

The outcomes of the proposed FedMUP model are defined on the basis of
the following metrics: True Positive (TP): Total number of users detected as
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malicious, which are actually malicious. True Negative (TN): Total number of
users detected as non-malicious users, which are actually non-malicious users.
False Positive (FP): Total number of users detected as malicious users, which
are actually non-malicious users. False Negative (FN): Total number of users
detected as non-malicious, which are actually malicious users. Further, various
performance metrics Acc, Prec, Rec, and F1 are computed in Egs. — to
compare FedMUP model with state-of-the-art works.

TN+ TP
Ace = TN+FP::—_FN—|—TP (14)
TP
P'reC = m (].5)
TP
Ree= T T FN (16)
Prec x Rec
Fl=2x Prec+ Rec (17)

Thus, the proposed FedMUP model has immense capability to train models
collaboratively. Moreover, the FedMUP model builds a global model, by uti-
lizing local model parameters, learned from training on their real data. In this
way, the FedMUP model ensures the privacy, data protection, and prediction of
malicious users.

4. Algorithm and Complexity Computation

Algorithm [1] signifies the fundamental execution of the proposed FedMUP
model. Different users with their correlated attributes, and corresponding data
requests, are initialized. Thereafter, various parameters of the proposed model
such as the number of users participating k, epochs £, and iterations T, etc.
are defined. Model training and re-training keep on executing, persistently for ¢
intervals to determine whether to grant data access or deny the request, through
steps (4-30). More significantly, local model training is performed for different
iterations T" and epochs £ to obtain an aggregated global model without driv-
ing data sharing, consequently resulting in high data security. This algorithm
successfully conveys the point that the proposed FedMUP model is working
proactively to fulfill defined data security, and data availability without perfor-
mance degradation for highly protected cloud platform communication.

4.1. Complexity Computation

Algorithm [I]| furnishes the step-by-step layout of the operational flow of the
model under consideration. Miscellaneous basic functions such as initialization
of user list, data requests, weights, epochs, iterations, etc. in steps (1-3) consume
O(1) complexity. Step (4-30) carries out periodical training and retraining on
the model where complexity depends on the size of network L, epochs £, and
training samples n i.e. O(n x {xL). Steps (5-30) iterate over ¢ time-interval, for
all users. In steps (7-8) (N*) security parameters (o) for each user are analyzed
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Algorithm 1 FedMUP: Operational Pathway

1:

Initialize: Users list (U) with correlated attributes and requested data
objects: D1, Do, D3, ..., Dy«

2: Input: Number of users, number of selected users, number of communica-
tion rounds and, number of epochs (n, k, T, &)

3: Output: Global model (wr4¢) obtained from local models aggregation of
each participating user {wt1+§, ey wf+5}

4: Periodical, training and re-training of FedMUP, with users’ current (¢")
and historical information ({*)

5: for each time-interval {t,, tg} do

6:  for each user (u; :i € {1, 2, 3, ..., n}) do

7 Receive and analyse user requests to obtain security risk information

oc={o1UosUozU..Uopy=}

8: Examine the possible intention behind data access request by Eq.

9: Initialize: wq

10: for each communication round t € {0,&,2¢, ..., (T — 1)¢} do

11: I; = set of participating k users

12: for each user i € I; do

13: Input: security parameters and user attributes (p, uA)

14: Local model training using without actual local data sharing

15: wy, ¢ = local model updates (4, w)

16: end for

17: Wite — B (wt1+§, wf+£, wf’+5, - wf+§) i.e. global update in Eq.

18: end for

19: Return: global update (wyy¢)

20 o™ « FedMUP (uA, o, wite)

21: if /™ > 0 then

22: ‘Malicious’: user u;

23: Data access not granted

24: else

25: ‘Non-malicious’: user u;

26: Data access granted

27: Requested data D; distributed to user

28: end if

29:  end for

30: end for
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to find out intentions behind data access, show complexity O(N*). Steps (9-19)
compute the local and global model updates. Steps (20-27) examine and grant
or deny data access accordingly causing O(1) complexity. This model comprises
of all-over complexity to be O(ntLEN™).

4.2. Illustration

It is assumed that the presented model is possessing five users {uy, ug, us,
ug, us} which have raised request for data objects {Ds, D7, Ds1, Ds, Dy},
respectively. It is assumed that the users, us and us are malicious and are
looking for confidential data (D7, Do) with the intent to breach this data. This

scenario is well depicted in Figure
Illegal data Data access
request grant ezl denied
access request
grant

Data breach
by malicious
user

UBE (Eq. (1(11)) 55
——  Yv=ls
Training Cloud

e

FedMUP

Prediction

User
Details

Cloud Platform

hg T
Classical Data Distribution FedMUP-driven Data Distribution

S
&

Figure 4: Illustration for Classical vs FedMUP Model

Users demand to access the data and demanded data is allocated between
demanding users employing existing data sharing strategies. In the classical data
security approaches, demanded data is distributed without evaluating users’
intentions regarding data utility. This might lead to the grant of non-authorized
data access for the requested dataset D7, Dg and at a later stage it emerges
in the form of a data breach, and consequently the hunt trigger to identify
the hostile user. Rather, the presented FedMUP model serves proactively, to
scrutinize the users and their several attributes furnished with demand raised
for data access. The proposed model classifies the intention for access to data
for every user and hence classifies users: {u1, us, us} as non-malicious and the
users: {us, us} as malicious. Therefore, in this way, FedMUP ensures enhanced
proactive data security and secure communication through early identification
of potential data leakages and thereby rejecting or accepting the data access
demand, accordingly.
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4.3. Implementation

The design and operational flow of the proposed FedMUP model is depicted
in Figure 5} Precisely, a collaborative work of various modules and procedures
eventually forms this model. A concise description of the same is specified here:

Current details

Knowledge
-, databas

Historical details

L User Behaviour( )

Data Contributors( )

Data objects

Preprocessing( )

Figure 5: Design and Operational flow

o Users(): Users come to the Cloud Service Platform() regularly, for data
access requests required for some utility purpose. It also furnishes the
current and historical details along with the request for further analysis.

e Data Contributors(): The Data Contributors() supply the data to the
Cloud Service Platform() for ease of growth. Data accumulation is an
ongoing and continuous process.

e Cloud Service Platform(): It acts as a facilitator for data storage, sharing,
computation, and analysis services. Data is collected from Data Contribu-
tors(), supplied to Users() as per their demand along with analysis service
for ensuring data security.

e Preprocessing(): This module performs the basic data cleaning tasks such
as normalization, data encoding, text-to-numeric data conversion, etc. to
adapt data suitable to machine learning algorithms format.

o User Behaviour(): To ensure proactive detection of malicious users, UBE
(13.1) performs the user behavior analysis based on associated current and
historical details of users.

e Predictor(): The core task of the model is the prediction of the malicious
user using federated learning concepts for enhanced data security and
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performance up-gradation by local and global model training. Predictor()
receives user attributes (UA) from UBE to conduct further analysis.

e Local Models(): These are local versions of models trained at the user site
using model-to-data concepts.

o Global Model(): The model is obtained from averaging () of the Local
Models() of participating users. This model is again shared with local
users for training over their local data without seeking data at a central
location.

e Aweraging(): The technique to drive the final Global Model() from various
Local Models() considering performance up-gradation.

e Knowledge database: A data repository comprising user details for cur-
rent and previous accesses which is available to model for user behavior
analysis.

5. Experimental Evaluation and Discussion

5.1. Experimental Setup

A series of experiments are carried out over a server machine comprising
two Intel® Xeon® Silver 4114 CPU encompassing 40-core processor employing
clock speed of 2.20 GHz. This computational system utilizes a 64-bit version of
Ubuntu 18.04 LTS OS. The system is equipped with 128GB of main memory
RAM. The software environment employed for the execution of experimental
work is Python 3.6.8. For research purposes, a glimpse of the performance of
the proposed federated model is showcased using diverse machine learning-based
deep learning approaches such as ANN, CNN, and DNN using ReLu activation,
Adam optimizer, and a final softmax output layer. The model is trained and
tested over an 80:20 ratio of the dataset for analysis purposes. The enactment
of the proposed strategy is tallied by focusing on two sorts of measures: the
accuracy acquired after a fixed number of iterations (50) and the epochs (90) for
two separate scenarios comprising u; = 5 users and ug = 10 users, respectively.
A track of accuracy value and loss value after each round of the global model is
also maintained.

5.2. Dataset

To assess the model performance, an extended CMU CERT synthetic insider
threat dataset r4.2 [46] is utilized. The dataset is combating 10,000 training
samples where each instance is comprised of a total of 13 current and historical
features of every user as shown in Table [d]

Current details describe profession, number of requests, type of requests,
data limit, and user type whereas historical features are historical data, leakage
record, how many times data leaked, how frequently asking data, data retention,
leak ratio, and leak channel. Prominently, users can be classified into three
classes which are: ‘malicious’, ‘non-malicious’, and ‘unknown.’
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Table 4: Dataset description

Profession No. of Typeof | DL | HD | LR How How DR | LRa | UT | LC | Class
‘ # request | request ‘ ‘ ‘ many LD | Frequently ‘ ‘ ‘
5 162 4 15 1 1 9 0 12 6.0 2 5 1
2 18 2 35 1 1 4 1 1 22.0 2 3 1
2 94 1 10 0 0 7 18 10 7.0 2 4 1
5 110 1 10 1 1 4 18 5 4.0 1 3 1
5 302 5 30 0 0 2 16 8 1.0 0 1 2

DL: Data Limit; HD: Historical Data; LR: Leaked Records; DR: Data Retention; LRa:
Leak Ratio; UT: User Type; LC: Leak Channel;

5.8. Performance Parameters Analysis

Figure [6] presents the performance evaluation of FedMUP for different per-
formance parameters Accuracy, Recall, Precision, and Fl-score. It shows a
comparative analysis of all performance parameters considering five different
points of evaluation at (10", 20t", 30t", 40t", and 50%") iteration, considering
ur = 10 users. Model is enacted for different deep learning-based federated

learning approaches which are AFed, CFed, and DFed.

’ - %- AFed CFed —A— DFed ‘ ’ —%- AFed CFed—&— DFed ‘
T T T T T T T T T T
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_ <
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’ —%- AFed CFed—A— DFed ‘ ’ —%- AFed CFed—A— DFed ‘
T T T T T T T T T T
100 [ - 100 |- .
- % ®
. * = - - 5 * = - B
3 b
Q [
< 90 |- 4 4 90 |- .
k&,
| | | | | | | | | |
10th  20thi  30thi  40t"i  50tMi 10t%:  20t"i 30t"i  40t"i  50tMi

Figure 6: Comparison of various performance parameters over (7' = 50) iterations for ug = 10

users
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It highlights that the AFed is performing the assigned malicious user identifi-
cation task with the highest efficiency and minimum computational requirement
in comparison to other approaches. Moreover, the proposed FedMUP model is
performing identification tasks proactively rather than after the occurrence of a
data leakage event. Hence, the FedMUP model stands ahead of other methods
to ensure data security by means of data allocation. Therefore, it stands fit for
an efficient approach towards data utility, efficiency, identification of malicious
commodities, and hence controlling the data leakages.

Table [5] and Table [f] are showcasing the performance parameters of the pro-
posed FedMUP model using three different deep learning models; AFed, CFed,
and DFed up-to T' = 50 iterations, for uy = 10 and wug = 5 users, respectively.
The observation noted is that, the AFed is outperforming over other defined
methods for the dataset considered in this research.

In particular, Figure[7]and Figure[§|display the success rate and the expected
loss in two separate model training and validation scenarios, holding u; = 5 and
ur, = 10 users, where the communication epochs (&) are set as & = 90 to inspect
the impact of proposed model interpretation, respectively in each scenario. In
experiments, the whole dataset, i.e., CMU CERT r4.2, is diverged in such a way
that each player gets an equal size of fragments.
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Figure 7: Comparison of Success rate and Loss over Epochs () for up =5

Table [7] up-brings the overall health of the proposed federated learning-
oriented malicious user prediction model performance parameter success rate,
loss value, time, and memory for ui = 5 users and ug = 10 users respectively.
This table demonstrates the efficiency and functioning of the model without any
over-fitting of user features in the model.

5.4. Comparison

A comparison of the proposed FedMUP model is performed with already
existing diverse state-of-the-art works such as Attribute/Behavior-Based Ac-
cess Control (ABBAC) scheme [35], Guilty Agent Model (GAM) [27], Dynamic
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Table 5: Performance Metrics comparison of AFed, CFed and DFed for uj = 10 upto 7" = 50

iterations
Tteration (T) AFed ‘ CFed DFed ‘
| Acc [ Prec [ Rec | F1 [ Acc | Prec [ Rec | F1 [ Acc | Prec [ Rec | F1 |
ot 0.950 | 0.950 | 0.950 | 0.950 | 0.551 | 0.629 | 0.551 | 0.521 | 0.894 | 0.894 | 0.894 | 0.894
17 0.950 | 0.950 | 0.950 | 0.949 | 0.604 | 0.757 | 0.604 | 0.581 | 0.904 | 0.906 | 0.904 | 0.904
ond 0.949 | 0.950 | 0.949 | 0.949 | 0.744 | 0.780 | 0.744 | 0.746 | 0.904 | 0.905 | 0.904 | 0.904
374 0.950 | 0.951 | 0.950 | 0.950 | 0.836 | 0.838 | 0.836 | 0.836 | 0.898 | 0.897 | 0.898 | 0.897
4t 0.951 | 0.952 | 0.951 | 0.951 | 0.869 | 0.870 | 0.869 | 0.869 | 0.912 | 0.912 | 0.912 | 0.911
57 0.950 | 0.951 | 0.950 | 0.949 | 0.813 | 0.813 | 0.813 | 0.813 | 0.927 | 0.929 | 0.927 | 0.926
6t 0.948 | 0.947 | 0.947 | 0.947 | 0.853 | 0.854 | 0.853 | 0.853 | 0.936 | 0.940 | 0.936 | 0.936
T 0.948 | 0.948 | 0.948 | 0.948 | 0.862 | 0.862 | 0.862 | 0.861 | 0.925 | 0.925 | 0.925 | 0.924
8t 0.950 | 0.951 | 0.950 | 0.950 | 0.845 | 0.850 | 0.845 | 0.842 | 0.936 | 0.940 | 0.936 | 0.936
9th 0.949 | 0.949 | 0.948 | 0.948 | 0.883 | 0.886 | 0.883 | 0.883 | 0.939 | 0.943 | 0.939 | 0.939
107" 0.949 | 0.950 | 0.949 | 0.949 | 0.875 | 0.875 | 0.875 | 0.875 | 0.946 | 0.948 | 0.946 | 0.945
117 0.950 | 0.951 | 0.950 | 0.950 | 0.860 | 0.862 | 0.860 | 0.859 | 0.947 | 0.949 | 0.947 | 0.946
127 0.949 | 0.950 | 0.949 | 0.949 | 0.746 | 0.783 | 0.746 | 0.721 | 0.946 | 0.948 | 0.946 | 0.945
13t 0.950 | 0.950 | 0.950 | 0.949 | 0.882 | 0.883 | 0.882 | 0.882 | 0.940 | 0.945 | 0.940 | 0.940
147 0.949 | 0.949 | 0.949 | 0.949 | 0.812 | 0.821 | 0.812 | 0.805 | 0.948 | 0.950 | 0.948 | 0.948
157 0.950 | 0.950 | 0.950 | 0.949 | 0.869 | 0.871 | 0.869 | 0.868 | 0.950 | 0.953 | 0.950 | 0.950
167 0.949 | 0.949 | 0.949 | 0.949 | 0.766 | 0.779 | 0.766 | 0.755 | 0.950 | 0.951 | 0.950 | 0.949
17 0.949 | 0.949 | 0.948 | 0.948 | 0.873 | 0.874 | 0.873 | 0.873 | 0.951 | 0.951 | 0.951 | 0.950
18 0.948 | 0.948 | 0.948 | 0.948 | 0.881 | 0.882 | 0.881 | 0.880 | 0.949 | 0.950 | 0.949 | 0.949
197 0.948 | 0.949 | 0.948 | 0.948 | 0.885 | 0.887 | 0.885 | 0.885 | 0.954 | 0.955 | 0.954 | 0.954
207" 0.948 | 0.949 | 0.948 | 0.948 | 0.891 | 0.892 | 0.891 | 0.891 | 0.954 | 0.954 | 0.954 | 0.953
2151 0.948 | 0.949 | 0.949 | 0.947 | 0.848 | 0.851 | 0.848 | 0.846 | 0.954 | 0.955 | 0.954 | 0.953
2274 0.949 | 0.949 | 0.949 | 0.949 | 0.830 | 0.835 | 0.830 | 0.829 | 0.958 | 0.960 | 0.958 | 0.958
237 0.949 | 0.949 | 0.949 | 0.949 | 0.744 | 0.772 | 0.744 | 0.748 | 0.957 | 0.958 | 0.957 | 0.956
2417 0.946 | 0.945 | 0.946 | 0.945 | 0.901 | 0.902 | 0.901 | 0.901 | 0.955 | 0.956 | 0.955 | 0.955
251" 0.950 | 0.950 | 0.950 | 0.949 | 0.760 | 0.769 | 0.760 | 0.744 | 0.955 | 0.957 | 0.955 | 0.955
26" 0.949 | 0.950 | 0.949 | 0.949 | 0.853 | 0.857 | 0.853 | 0.851 | 0.956 | 0.957 | 0.956 | 0.956
27 0.951 | 0.951 | 0.951 | 0.950 | 0.844 | 0.847 | 0.844 | 0.841 | 0.954 | 0.955 | 0.954 | 0.954
287" 0.951 | 0.951 | 0.951 | 0.950 | 0.831 | 0.835 | 0.831 | 0.828 | 0.955 | 0.956 | 0.955 | 0.955
29t7 0.948 | 0.948 | 0.948 | 0.948 | 0.868 | 0.869 | 0.868 | 0.867 | 0.955 | 0.956 | 0.955 | 0.955
30" 0.949 | 0.949 | 0.949 | 0.949 | 0.885 | 0.886 | 0.885 | 0.885 | 0.956 | 0.956 | 0.956 | 0.955
31°¢ 0.948 | 0.948 | 0.948 | 0.947 | 0.905 | 0.906 | 0.905 | 0.904 | 0.955 | 0.956 | 0.955 | 0.955
3277 0.950 | 0.950 | 0.950 | 0.949 | 0.837 | 0.838 | 0.837 | 0.838 | 0.958 | 0.959 | 0.958 | 0.957
33rd 0.950 | 0.951 | 0.950 | 0.950 | 0.803 | 0.809 | 0.803 | 0.798 | 0.955 | 0.956 | 0.955 | 0.955
347" 0.950 | 0.951 | 0.950 | 0.950 | 0.838 | 0.843 | 0.838 | 0.835 | 0.957 | 0.958 | 0.957 | 0.956
35" 0.949 | 0.950 | 0.949 | 0.949 | 0.903 | 0.906 | 0.903 | 0.903 | 0.956 | 0.957 | 0.956 | 0.956
36" 0.951 | 0.951 | 0.951 | 0.951 | 0.821 | 0.825 | 0.821 | 0.817 | 0.957 | 0.958 | 0.957 | 0.956
37" 0.949 | 0.949 | 0.949 | 0.949 | 0.900 | 0.902 | 0.900 | 0.900 | 0.955 | 0.956 | 0.955 | 0.955
381" 0.948 | 0.949 | 0.948 | 0.948 | 0.881 | 0.884 | 0.881 | 0.880 | 0.956 | 0.957 | 0.956 | 0.955
39" 0.949 | 0.949 | 0.949 | 0.949 | 0.904 | 0.905 | 0.904 | 0.904 | 0.955 | 0.956 | 0.955 | 0.955
40 0.951 | 0.951 | 0.951 | 0.951 | 0.849 | 0.853 | 0.849 | 0.846 | 0.954 | 0.954 | 0.954 | 0.953
4151 0.949 | 0.950 | 0.949 | 0.949 | 0.907 | 0.907 | 0.907 | 0.906 | 0.957 | 0.958 | 0.957 | 0.956
427 0.950 | 0.950 | 0.950 | 0.949 | 0.876 | 0.880 | 0.876 | 0.876 | 0.955 | 0.955 | 0.955 | 0.954
4377 0.949 | 0.949 | 0.949 | 0.949 | 0.834 | 0.839 | 0.834 | 0.832 | 0.956 | 0.957 | 0.956 | 0.956
44 0.950 | 0.951 | 0.950 | 0.950 | 0.874 | 0.874 | 0.874 | 0.873 | 0.952 | 0.952 | 0.952 | 0.952
45 0.951 | 0.951 | 0.951 | 0.951 | 0.855 | 0.859 | 0.855 | 0.853 | 0.954 | 0.954 | 0.954 | 0.953
46" 0.950 | 0.951 | 0.950 | 0.950 | 0.823 | 0.826 | 0.823 | 0.820 | 0.954 | 0.954 | 0.954 | 0.953
47" 0.9501 | 0.950 | 0.951 | 0.950 | 0.844 | 0.847 | 0.844 | 0.841 | 0.955 | 0.956 | 0.955 | 0.955
48" 0.950 | 0.951 | 0.951 | 0.951 | 0.870 | 0.873 | 0.870 | 0.868 | 0.955 | 0.956 | 0.955 | 0.955
49" 0.966 | 0.949 | 0.966 | 0.949 | 0.833 | 0.835 | 0.833 | 0.830 | 0.955 | 0.955 | 0.955 | 0.954
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Table 6: Performance Metrics comparison of AFed, CFed and DFed for ux = 5 upto T' = 50

iterations

Tteration () ‘ AFed [ CFed [ DFed |
‘ Acc ‘ Prec ‘ Rec ‘ F1 ‘ Acc ‘ Prec ‘ Rec ‘ F1 ‘ Acc ‘ Prec ‘ Rec ‘ F1 ‘

PR& 0.947 | 0.947 | 0.948 | 0.947 | 0.387 | 0.498 | 0.387 | 0.227 | 0.906 | 0.906 | 0.906 | 0.905
15t 0.950 | 0.951 | 0.950 | 0.950 | 0.742 | 0.765 | 0.742 | 0.721 | 0.924 | 0.926 | 0.924 | 0.924
ond 0.949 | 0.950 | 0.949 | 0.949 | 0.742 | 0.757 | 0.742 | 0.737 | 0.923 | 0.924 | 0.923 | 0.923
3rd 0.949 | 0.949 | 0.949 | 0.949 | 0.559 | 0.650 | 0.559 | 0.516 | 0.928 | 0.930 | 0.928 | 0.928
4t 0.948 | 0.948 | 0.948 | 0.948 | 0.804 | 0.809 | 0.804 | 0.800 | 0.928 | 0.930 | 0.928 | 0.928
57 0.948 | 0.949 | 0.948 | 0.948 | 0.856 | 0.857 | 0.856 | 0.856 | 0.930 | 0.932 | 0.930 | 0.930
6t 0.948 | 0.949 | 0.948 | 0.948 | 0.641 | 0.684 | 0.641 | 0.624 | 0.929 | 0.931 | 0.929 | 0.929
7t 0.940 | 0.941 | 0.940 | 0.939 | 0.840 | 0.846 | 0.840 | 0.841 | 0.931 | 0.932 | 0.931 | 0.930
8th 0.949 | 0.950 | 0.949 | 0.949 | 0.838 | 0.841 | 0.838 | 0.836 | 0.931 | 0.932 | 0.931 | 0.930
97 0.948 | 0.950 | 0.948 | 0.948 | 0.824 | 0.827 | 0.824 | 0.821 | 0.930 | 0.932 | 0.930 | 0.930
0™ 0.946 | 0.946 | 0.946 | 0.946 | 0.851 | 0.852 | 0.851 | 0.850 | 0.930 | 0.933 | 0.930 | 0.929
110 0.949 | 0.949 | 0.949 | 0.948 | 0.822 | 0.828 | 0.822 | 0.820 | 0.927 | 0.929 | 0.927 | 0.927
12t0 0.947 | 0.947 | 0.947 | 0.947 | 0.864 | 0.864 | 0.864 | 0.864 | 0.930 | 0.932 | 0.930 | 0.930
13t 0.949 | 0.950 | 0.949 | 0.949 | 0.842 | 0.845 | 0.842 | 0.841 | 0.922 | 0.925 | 0.922 | 0.923
140 0.946 | 0.946 | 0.946 | 0.946 | 0.811 | 0.817 | 0.811 | 0.807 | 0.928 | 0.930 | 0.928 | 0.928
15 0.948 | 0.948 | 0.948 | 0.947 | 0.865 | 0.866 | 0.865 | 0.865 | 0.930 | 0.940 | 0.930 | 0.930
167 0.946 | 0.946 | 0.946 | 0.946 | 0.826 | 0.833 | 0.826 | 0.824 | 0.926 | 0.929 | 0.926 | 0.926
177 0.949 | 0.949 | 0.949 | 0.948 | 0.735 | 0.750 | 0.735 | 0.714 | 0.929 | 0.931 | 0.929 | 0.929
18t 0.949 | 0.949 | 0.949 | 0.949 | 0.807 | 0.813 | 0.807 | 0.804 | 0.925 | 0.926 | 0.925 | 0.925
19t7 0.945 | 0.945 | 0.945 | 0.945 | 0.863 | 0.866 | 0.863 | 0.863 | 0.928 | 0.933 | 0.928 | 0.928
201" 0.946 | 0.946 | 0.946 | 0.946 | 0.826 | 0.828 | 0.826 | 0.825 | 0.928 | 0.934 | 0.928 | 0.928
215t 0.946 | 0.946 | 0.946 | 0.946 | 0.831 | 0.833 | 0.831 | 0.830 | 0.930 | 0.940 | 0.930 | 0.931
2274 0.948 | 0.949 | 0.948 | 0.948 | 0.852 | 0.854 | 0.852 | 0.851 | 0.924 | 0.926 | 0.924 | 0.924
2377 0.947 | 0.947 | 0.947 | 0.946 | 0.778 | 0.783 | 0.778 | 0.771 | 0.930 | 0.937 | 0.930 | 0.930
247 0.948 | 0.948 | 0.948 | 0.948 | 0.863 | 0.864 | 0.863 | 0.863 | 0.926 | 0.930 | 0.926 | 0.926
25t 0.947 | 0.947 | 0.947 | 0.947 | 0.866 | 0.868 | 0.866 | 0.865 | 0.928 | 0.933 | 0.928 | 0.928
26" 0.945 | 0.946 | 0.945 | 0.945 | 0.860 | 0.861 | 0.860 | 0.860 | 0.925 | 0.927 | 0.925 | 0.925
27" 0.947 | 0.947 | 0.947 | 0.947 | 0.818 | 0.821 | 0.818 | 0.816 | 0.928 | 0.931 | 0.928 | 0.928
28" 0.945 | 0.945 | 0.945 | 0.945 | 0.842 | 0.847 | 0.842 | 0.843 | 0.924 | 0.927 | 0.924 | 0.925
291" 0.947 | 0.947 | 0.947 | 0.947 | 0.848 | 0.850 | 0.848 | 0.847 | 0.928 | 0.931 | 0.928 | 0.928
307 0.948 | 0.948 | 0.948 | 0.948 | 0.860 | 0.860 | 0.860 | 0.860 | 0.929 | 0.934 | 0.929 | 0.929
3157 0.948 | 0.948 | 0.948 | 0.948 | 0.859 | 0.861 | 0.859 | 0.859 | 0.928 | 0.933 | 0.928 | 0.928
3274 0.949 | 0.950 | 0.949 | 0.949 | 0.855 | 0.857 | 0.855 | 0.855 | 0.930 | 0.937 | 0.930 | 0.930
3374 0.946 | 0.946 | 0.946 | 0.946 | 0.854 | 0.856 | 0.854 | 0.854 | 0.927 | 0.932 | 0.927 | 0.927
347" 0.944 | 0.944 | 0.944 | 0.944 | 0.849 | 0.853 | 0.849 | 0.849 | 0.928 | 0.932 | 0.928 | 0.928
351" 0.948 | 0.948 | 0.948 | 0.948 | 0.870 | 0.873 | 0.870 | 0.869 | 0.927 | 0.931 | 0.927 | 0.927
36" 0.948 | 0.948 | 0.948 | 0.947 | 0.867 | 0.870 | 0.867 | 0.867 | 0.928 | 0.931 | 0.928 | 0.928
37th 0.948 | 0.948 | 0.948 | 0.948 | 0.772 | 0.772 | 0.772 | 0.771 | 0.926 | 0.930 | 0.926 | 0.926
38" 0.948 | 0.948 | 0.948 | 0.948 | 0.824 | 0.829 | 0.824 | 0.823 | 0.927 | 0.931 | 0.927 | 0.927
3977 0.946 | 0.946 | 0.946 | 0.946 | 0.866 | 0.869 | 0.866 | 0.865 | 0.925 | 0.928 | 0.925 | 0.925
407" 0.949 | 0.949 | 0.949 | 0.948 | 0.802 | 0.806 | 0.802 | 0.801 | 0.926 | 0.929 | 0.926 | 0.926
41%¢ 0.948 | 0.948 | 0.948 | 0.948 | 0.793 | 0.802 | 0.793 | 0.790 | 0.925 | 0.928 | 0.925 | 0.925
4274 0.948 | 0.948 | 0.948 | 0.948 | 0.804 | 0.808 | 0.804 | 0.803 | 0.926 | 0.930 | 0.926 | 0.926
4377 0.947 | 0.947 | 0.947 | 0.947 | 0.834 | 0.835 | 0.834 | 0.834 | 0.928 | 0.935 | 0.928 | 0.929
4477 0.949 | 0.949 | 0.949 | 0.949 | 0.800 | 0.804 | 0.800 | 0.798 | 0.925 | 0.927 | 0.925 | 0.926
45t 0.951 | 0.951 | 0.951 | 0.951 | 0.823 | 0.829 | 0.823 | 0.823 | 0.929 | 0.936 | 0.929 | 0.929
467 0.945 | 0.945 | 0.945 | 0.945 | 0.815 | 0.831 | 0.815 | 0.817 | 0.929 | 0.937 | 0.929 | 0.930
47t 0.950 | 0.950 | 0.950 | 0.949 | 0.858 | 0.861 | 0.858 | 0.858 | 0.926 | 0.930 | 0.926 | 0.926
487" 0.947 | 0.947 | 0.947 | 0.947 | 0.813 | 0.821 | 0.813 | 0.811 | 0.926 | 0.931 | 0.926 | 0.926
49" 0.947 | 0.948 | 0.947 | 0.947 | 0.868 | 0.874 | 0.868 | 0.867 | 0.926 | 0.930 | 0.926 | 0.926
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Figure 8: Comparison of Success rate and Loss over Epochs () for uy = 10

Table 7: Performance metrics of global model for different users over £ = 90

Approach uk =5 u = 10
Success Loss Time Memory | Success Loss Time Memory
rate rate
AFed 96.40 0.0682  313.135 15.79 96.73 0.0659  367.728 18.92
CFed 91.30 0.0392 201.315 15.08 90.05 0.0470  377.125 23.76
DFed 92.80 0.0386  288.811 9.28 95.10 0.0285  469.750 11.62

Threshold based Information Leaker Identification scheme (DT-ILIS) [30], Ma-
chine Learning and Probabilistic Analysis Based Model (MLPAM) [23], Quan-
tum Machine Learning driven Malicious User Prediction Model (QM-MUP)
[39], A learning-oriented DLP system based on XGBoost classification [34], and
an outsourced cloud-based secure communication model for advanced privacy
preserving data computing and protection (SeCoM) [47].
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|
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« FedMUP « XGBoost [34] {MLPAM [23]

QM-MUP [39] + ABBAC [35]

Figure 9: Performance Parameters: FedMUP v/s state-of-the-arts
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In Figure 0] a brief comparison of various performance parameters accuracy,
precision, recall, and f1-score of proposed FedMUP model is made with state-of-
the-art works. Performance parameters are computed for all approaches consid-
ering all agents. Observations noted are that firstly, in the case of Accuracy, the
performance of the proposed FedMUP model is enhanced in the range 1.23% to
14.32% than state-of-the-art works. For Precision improvement lies in the range
1.62% to 17.88%. In the case of Recall a hike of 1.5% to 14.32% is noted and for
F1-Score enhancement lies in the range of 1.58% to 18.35%. It is evident from
this figure that the performance of the FedMUP model is dominating over all
state-of-the-art works. Therefore, the FedMUP model seems to serve best for
proactive real-time identification of malicious users and data demands. It yields
efficiency because of the computational efficiency of deep learning over existing
traditional approaches for the same purpose.

Table 8: Summarized Performance and Complexity

Models H Accuracy Precision Recall F1-Score H Complexity
GAM [27] 59.00 55.00 96.00 70.00 O(zm + | Z;”Zl )
DT-ILIS [30] 64.00 59.00 97.00 73.00 O(z + | E;"Zl d;l)
MLPAM [23] 84.30 71.06 84.30 77.11 o(] Z;n:l djl)
QM-MUP [39] 85.98 83.24 85.98 84.71 O(tLN N™)
XGBoost [34] 93.60 94.04 93.60 92.25 O(tmzyN)
SeCoM [47] 94.20 94.23 93.62 94.20 O] 25:1 djl)
FedMUP 96.73 96.84 96.73 96.70 O(ntLEN™)

Table [8| showcases a comparison of the overall performance parameters and
computational complexity of the proposed FedMUP model with other state-of-
the-art models. It is evident from the table that the proposed work is taking the
lead with the highest value of performance parameters and lesser complexity.
Hence, it can be stated that the FedMUP model is performing malicious user
identification to ensure data security for communication in the cloud platform.

5.5. Feature Analysis

An elaborate feature analysis of the work under consideration is conducted
with a few of the existing state-of-the-art approaches GAM [27], DT-ILIS [30],
MLPAM [23], ABBAC [35], QM-MUP [39], XGBoost [34], and (SeCoM) [47]
in Table [0] ABBAC established an access control approach by utilizing vari-
ous user behavior details to find malicious entities. GAM employed the con-
cept of data allocation with the principle of minimum overlapping to find the
malicious entity based on the data allocation pattern. DT-ILIS proposed an
approach to identify the data leaker depending on the preset threshold value.
MLPAM presented a sophisticated guilty agent detection strategy using data
distribution and probability metrics. QM-MUP incorporated an all-in-first-time
approach to identify guilty ones proactively by deploying the computability of
quantum mechanics in the form of qubits and quantum Pauli gates. XGBoost
devised an approach for data classification as restricted, and non-restricted for
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secure communication. SeCoM improvised a privacy-preserving method for se-
cure healthcare data protection in the cloud and IoT systems by minimizing the
threat of data leakage, identifying, and terminating malicious entities against
data leakage, and addressing security threats.

Table 9: FedMUP Features Analysis comparison with state-of-the-art works

Models [ NEE DO U DT SDS SDA SDD SC MEP LR
GAM [27] O 0J X X X X X X 0J X
DT-ILIS [30] O OJ X 0J X X X X 0J X
MLPAM [23] X X X O N Y/ Vi X 0 X
ABBAC [35] ] ] X X X X v X ] X
QM-MUP [39] X X X X Vv vV vV Vv X X
XGBoost [34] X X X X vV v V X X V
SeCoM[47] X X X X Vv vV V X X X
FedMUP X X X X Vv V/ V/ V4 X v/

[: Single; X: Multiple; N E: Non-entrusted Entity; DO: Data Owners; U: Users; SDS:
Secure Data Storage; SDA: Secure Data Analysis; SDD: Secure Data Distribution; SC'":
Secure Communication; M EP: Malicious Entity Prediction; LR: Learning Rate;

The proposed FedMUP model computes the malicious entity identification
task with much higher efficiency and high value of various performance param-
eters. However, it considers, all the participating entities such as Data owners,
Users, Cloud service providers, etc. to be non-entrusted. Besides, this analysis
also exhibits that the FedMUP model retains the most elevated efficiency for
noticing malicious users proactively just before a data leakage incidence, un-
likely to GAM [27], DT-ILIS [30], MLPAM [23], ABBAC [35], XGBoost [34],
and SeCoM [47] which demarcate the malicious commodity after a data violation
event. Moreover, the proposed FedMUP model is discharging the responsibility
of data protection over cloud platforms with the most improved success rate in
unveiling evil users. Thus, the FedMUP model stands superior in comparison to
the other state-of-the-art works, in all means to ensure secure data allocation,
distribution, sharing, and communication.

6. Conclusion and Future Work

In this article, a novel FedMUP model is presented for malicious user pre-
diction. This model employs the intense computational ability of federated
machine learning to scrutinize user behavior. The proposed FedMUP model
works proactively to ensure data security and data availability with ease with-
out performance degradation through local modal training and sharing learned
values, rather than actual raw data to build an enriched global model by av-
eraging local updates, which ultimately reduces the need for actual sensitive
data communication and therefore acquires enhanced data security. The crit-
ical performance parameters like accuracy, precision, recall, fl-score, and loss
values are evaluated for multiple local epochs over numerous iterations to show-
case the model’s capability. The future goal is to seek extension for enhanced
security while sharing the local models over cloud platforms and to develop an
adaptive learning supervised privacy-preserving approach for data protection.
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