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Abstract—Hubness is a phenomenon in high-dimensional vec-
tor spaces where a single point from the natural distribution
is unusually close to many other points. This is a well-known
problem in information retrieval that causes some items to
accidentally (and incorrectly) appear relevant to many queries.

In this paper, we investigate how attackers can exploit
hubness to turn any image or audio input in a multi-modal
retrieval system into an adversarial hub. Adversarial hubs can
be used to inject universal adversarial content (e.g., spam) that
will be retrieved in response to thousands of different queries,
as well as for targeted attacks on queries related to specific,
attacker-chosen concepts.

We present a method for creating adversarial hubs and
evaluate the resulting hubs on benchmark multi-modal re-
trieval datasets and an image-to-image retrieval system based
on a tutorial from Pinecone, a popular vector database. For
example, in text-caption-to-image retrieval, a single adversarial
hub is retrieved as the top-1 most relevant image for more than
21,000 out of 25,000 test queries (by contrast, the most common
natural hub is the top-1 response to only 102 queries). We also
investigate whether techniques for mitigating natural hubness
are an effective defense against adversarial hubs, and show
that they are not effective against hubs that target queries
related to specific concepts.

1. Introduction

Cross-modal and multi-modal retrieval systems that en-
able flexible and accurate information retrieval across dif-
ferent modalities (e.g., text-to-image, image-to-image, and
text-to-audio) have drawn significant attention in recent
years [[61]], [62]. Modern retrieval systems leverage pre-
trained multi-modal encoders, such as ImageBind [21] and
AudioCLIP [23]. Inputs from different modalities (e.g.,
images and texts) are encoded into the same embedding
space, with semantically related inputs clustered together
(see Section [2] for details). Queries are encoded into the
same space, and retrieval is based on similarity between
query embeddings and input embeddings [48]]. Embedding-
based retrieval is more scalable and accurate than traditional
techniques based on metadata or keywords [3]], [28].

High-dimensional embedding spaces are prone to hub-
ness [46], one of the manifestations of the curse of di-
mensionality. Hubness is a phenomenon where a point (a
“natural hub”) appears in the neighborhood of many other
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Figure 1: Cross-modal adversarial hub in the embedding
space.

points to which it is not semantically related. Hubness exists
in many high-dimensional natural distributions and is a well-
known problem in the information retrieval literature [38]],
[46]. Many methods have been proposed for mitigating
natural hubness [25]], [27]], [49], [49], [58]], [[69], and there is
a growing interest in methods specifically for multi-modal
retrieval [4], [[13]], [[63]], which is more vulnerable to hubness
than single-modality retrieval [34].

In this paper, we investigate whether hubness can be
exploited by adversaries to intentionally create images and
audio inputs that act as “adversarial hubs.” Adversarial hubs
(1) carry adversarial content, e.g., spam or misinformation,
and (2) are very close in the embedding space to many
queries in the same or different modality, causing them to be
retrieved in response to these queries. For example, Figure

shows that a mild perturbation can align an audio clip
of a barking dog to many unrelated text captions, including
“A classical concert”, “Soothing jazz tunes”, and “Funky
disco beats”, causing it to be retrieved whenever users search
for any of these music genres. Figures [2] [3] and [4] illustrate
concrete examples of adversarial hubs for different cross-
modal retrieval scenarios.

Prior research on vulnerabilities in embedding-based
retrieval focused on targeted adversarial alignment [[71],
poisoning of text-only retrieval corpora [10], [74], and
uni-modal adversarial hubs in music recommendation [25]].
There is also a substantial literature on multi-modal adver-
sarial examples whose objectives are related to downstream
models rather than embeddings, such as jailbreaking LLM
generation and causing misclassification of multi-modal in-



puts (Section [7). Adversarial hubs is the first cross-modal
attack that targets retrieval and affects multiple queries at
the same time—either all queries, or the subset of queries
related to a specific concept.
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Figure 2: Illustration of an adversarial hub in text-to-
image retrieval.

Figure 3: Illustration of an adversarial hub in image-to-
image retrieval.

Our contributions. First, we show that hubness—a natural
phenomenon in high-dimensional spaces where only a few
data points become natural hubs—can be adversarially ex-
ploited. We demonstrate that attackers can apply a small
perturbation, generated with standard techniques, to any
image or audio input with an attacker-chosen semantics
(e.g., an advertisement, a product promotion, a song, etc.) to
turn this input into an adversarial hub that will be retrieved
in response to many queries in an embedding-based cross-
modal retrieval system.

Second, we show that a single adversarial hub can
affect a large number of semantically unrelated queries,
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Figure 4: Illustration of an adversarial hub in text-to-
audio retrieval.

significantly more than natural hubs. We also show that
the attack can target specific concepts, so that the hub is
retrieved only in response to queries related to that concept
but not other queries. We evaluate these attacks on the
same benchmarks as prior work [4]], [13], [63], and also
on a realistic image-to-image retrieval system based on a
Pinecone tutorial [I]. We further investigate whether hubs
generated for one embedding space transfer to another, and
demonstrate some transferability across embedding models
based on similar architectures.

Third, we evaluate existing techniques for mitigating
natural hubness and show that they fail to mitigate concept-
specific adversarial hubs even if hub generation is oblivious
of the defense.

Our results highlight a new risk to embedding-based,
multi-modal retrieval systems, and we hope that they will
motivate research on adversarially robust multi-modal em-
beddings.

To facilitate research on the security of multi-modal
embeddings, we released our code and models El

2. Multi-Modal Retrieval

Traditional retrieval systems relied on hand-crafted fea-
tures and metadata. Hand-crafted features, such as SIFT
and color histograms for images and TF-IDF for text
[47], provided basic representations that captured low-level
information. Metadata, such as tags, labels, or captions,
was leveraged to bridge different modalities by aligning co-
occurring information, as seen in early image annotation
systems [3]], [28].

With the rise of deep learning, the field shifted toward
models such as CLIP [45]], pretrained on massive datasets to

1. hhttps://github.com/Tingwei-Zhang/adv_hub
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produce embeddings, which are dense vector representations
of inputs. Embeddings map semantically related inputs from
the same or different modalities (e.g., images and texts) into
a shared latent space, greatly improving accuracy for both
single-modality and cross-modal retrieval tasks. Typically,
encoders into the embedding space are trained to minimize
cosine similarity between related inputs, which helps ensure
that their embeddings are neighbors and thus improve cross-
modal retrieval performance [50].

Multi-modal Embeddings. A multi-modal encoder 6™
transforms inputs from some modality m € M into a
common embedding space. In our evaluation, we primarily
focus on systems with two modalities, but extending to more
modalities is straightforward: generate bi-modal input pairs
for different modality combinations and train as below.

Given a bi-modal dataset D = (X,Y’) € my Xmg, where
(z,y) are semantically aligned (for instance, an image of a
car and the text caption “Cars”), contrastive learning [42] is
used to train the encoders by bringing representations of the
aligned pairs closer in the embedding space while pushing
apart representations of unaligned inputs.

Cross-modal Retrieval. Consider an image retrieval system,
consisting of (1) a vector database with image embeddings
that acts a “Gallery”, and (2) “Queries” submitted by users
in order to retrieve relevant images from the gallery. Queries
can be in the same or different modality as the gallery.
In text-to-image retrieval, queries are text captions (e.g.,
descriptions of cats), whereas in image-to-image retrieval
queries are images (e.g., cat pictures). We use m; to denote
the modality of queries and msy to denote the modality
of the gallery data. Let Q = {¢;}}¥, denote the queries,
G = {gi}7_, be the vectors corresponding to the gallery
data. Let 0™ (-) be the encoder for queries, 62 (-) for the
gallery.

The retrieval system encodes the query and measures the
cosine similarity of the resulting embedding with each data
point in the gallery g; € G as

sim(g;, g;) = cos (0™ (¢:), 0™ (g;)).

then ranks all gallery data points from high to low based on
their similarity to g;, sort(sim(g;, g1), ..., sim(g;, gs)), and
finally returns the top k£ most relevant gallery data points.

3. Threat Model and Attack Methods

We describe the attacker’s goals (Section [3.1)), then their
knowledge and capabilities (Section [3.2)), and then present
the adversarial hubness attack in Section 3.3

3.1. Attacker’s Goals

Figure [5] shows an overview of the threat model. The
attacker aims to inject a maliciously crafted input g, into
the gallery that will act as an ‘“adversarial hub” in the
following sense. When a user submit a query, in the same
or different modality as the gallery, the retrieval system will
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Figure 5: Attacking retrieval system with an adversarial
hub.

compute the cosine similarities between the query and the
embeddings of all gallery inputs. The embedding of the
adversarial hub should appear as one of the most relevant,
i.e., closest in the embedding space, to the embedding of
the query. Furthermore, this has to be the case for many
unrelated queries, even though the content of g, is irrelevant
to them.

Types of Adversarial Hubs. We consider two types of
adversarial hubs: (1) rational hubs, which have semantics
(i.e., human-understandable meaning) and can be driven by
economic or other incentives, such as promoting products
or songs, spreading misinformation, etc.; and (2) reckless
hubs, which lack semantic meaning and aim solely to cause
a denial-of-service impact on retrieval performance. In the
rest of this paper, we focus primarily on rational hubs,
since they are associated with practical threats to real-world
retrieval systems. Our techniques for generating adversarial
hubs work the same for either hub type.

Injecting adversarial hubs is straightforward when gal-
leries contain user-generated data. For example, an attacker
can post a hub online and wait for it to be indexed or added
by users into their galleries [[7]. In e-commerce applications,
the attacker can include the hub in their product description.
We focus on attacks involving a single adversarial hub, but
in practice an attacker can control multiple inputs [77]].

We consider two adversarial objectives: (1) indiscrimi-
nate attacks that aim to impact all queries, and (2) concept-
specific attacks that aim to impact only certain queries. Both
types of hubs can be used for both objectives.

Indiscriminate Objective. The indiscriminate attack is uni-
versal: it aims to ensure that the adversarial hub is close to
as many queries as possible (all of them irrelevant to the
semantic content of the hub, which is freely chosen by the
adversary). For example, in a text-to-image retrieval system,
an adversarial image hub will be retrieved in response to
captions such as “cars”, “food”, “house”, etc. Similarly, in
a text-to-audio retrieval system, regardless of what type of
music the user searches for, the adversary’s audio will be
retrieved as one of the most relevant songs. In this sense,
adversarial hubs behave like natural hubs, except that they
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Figure 6: Natural hubs and adversarial hubs.

are retrieved much more frequently (see Figure [6).

Concept-specific Objective. We also consider a stealthier,
concept-specific attack, where the attacker’s goal is to have
their content retrieved only in response to queries related to
a certain concept (e.g., specific keywords like car make and
model or broader concepts like “cars”) and not retrieved in
response to unrelated queries. For example, in text-to-audio
retrieval, the attacker can create an audio that is retrieved
only when users search for “country” or “jazz.”

The concept-specific attack is superficially similar to
attacks on retrieval-augmented generation [10] that target
queries with a certain trigger word, but those attacks are
currently limited to text-to-text retrieval and require that the
adversarial documents contain gibberish text whose embed-
ding is close to the trigger.

Security Consequences of Adversarial Hubness. Adver-
sarial hubs can be used to spread spam, or simply to degrade
performance of retrieval systems thus causing denial of ser-
vice. For example, in the music industry [19], [25]] platforms
like Spotify are constantly battling malicious actors who
attempt to promote their content and manipulate platforms
into streaming it for many users [55]. In online retail,
hubness attacks could be used to manipulate product search.
In social media, they could help propagate misinfiromation
and amplify misleading content. These examples show that
adversaries have an economic incentive to exploit hubness,
thus it is important to develop robust mitigation strategies
for retrieval systems that operate on user-generated content.

3.2. Attacker Knowledge and Capabilities

White-box Setting. In the white-box setting, the attacker
knows all information about the victim system, including

the embedding models ™!, 0™2 and a set of queries Q)
sampled from same distribution as the expected user queries.
For the indiscriminate attack, ); contains samples from the
entire distribution of user queries, while for concept-specific
attack, @)+ contains samples from the distribution of queries
related to a specific, attacker-chosen concept. The attacker
does not need to know anything about the benign inputs in G
(beyond basic information such as formatting, etc.) because
adversarial hubs are independent of the existing gallery data
points. White-box knowledge enables the attacker to back-
propagate gradients with respect to the inputs and optimize
the adversarial hub, as described in Equation @I)

The white-box assumption is common in the adversarial
machine learning literature [40]], [S9]. It helps assess vul-
nerability of a system in the worst-case scenario, following
the Kerckhoffs’s Principle [30].

Black-box Setting. We also consider the black-box setting
where the attacker does not know the architecture of the
embedding models used in the target retrieval system. In
this setting, the attacker can use an available pretrained
encoder and optimize an adversarial hub with respect to this
surrogate, hoping that the resulting hub will transfer to the
target encoder.

3.3. Generating Adversarial Hubs

We consider a cross-modal retrieval task where queries
(¢ have modality m; and gallery data G have modality ms.
The adversary’s goal is to generate an adversarial hub g, in
modality mo that is close to @); in the embedding space,
so that when similar queries are submitted to the retrieval
system, g, will be retrieved in response.

To generate rational hubs, the attacker starts with an
arbitrary input g. in the same modality as the gallery G.
gc is completely independent from what is already in G
and can carry arbitrary semantics, such as spam, a product
promotion, a new song, etc. g. is also irrelevant to (almost)
all target queries ;. Then the attacker adds a (small) per-
turbation ¢ to g. to produce an adversarial hub g, = g. + 9,
such that the embedding §™2(g,,) is close to the embeddings
of target queries {0™1(q) : ¢ € Q:}.

We require the perturbation to be bounded with ||J]|oo <
€. This bound serves two purposes: (1) keeping the pertur-
bation small helps ensure that the input still has the human-
perceived semantics desired by the adversary (e.g., the ad
still contains information about the product, the audio clip is
not heavily distorted, etc.), and (2) small perturbations are
less likely to be detected by inspectors who may want to
manually remove abnormal inputs from the gallery (e.g., a
song that sounds like noise) [51f], nor by users who receive
the results of retrieval.

If the attacker’s goal is to generate a “reckless” hub that
aims simply to degrade performance of the target retrieval
system, the perturbation need not be bounded. Therefore,
the norm constraint can be dropped when generating the
hub, resulting in an even stronger attack.



For notational convenience, we let § = (0™*,6™2). To
generate an adversarial hub, the attacker needs to optimize ¢
by solving the following constrained optimization problem:

argn%in [£(ga, Q1;0) = L(ge + 9,Q4;0)]

(1
st [|8]lee < e,

where

L(gq,Q;0)=1— @ Z cos (9m2 (ga)797n1(q)) 2)

qEQ+

To optimize the objective above, we iteratively update
perturbation ¢ using Projected Gradient Descent (PGD),
which naturally handles the constraint ||d]|. < € through
projection [40]. In the concept-specific attack, when @
only contains a subset of queries, we find that the above
optimization is sufficient to create hubs that impact only
these concepts without interfering with other queries (i.e.,
there is minimal collateral damage).

4. Experimental Setup

Datasets. Following the same setup as [4]: for the text-to-
image retrieval task, we use the standard MS COCO [11]
dataset; for the image-to-image task, we use the CUB-200-
2011 [60], and for the text-to-audio task, we use Audio-
Caps [31]]. Details of each dataset are below:

e MS COCO [11]] is a widely used image captioning and
image-to-text matching dataset. For our evaluation, we
use its test set of 5,000 images as the gallery data and
the associated 25,000 captions (5 each) as user queries.
By default, we optimize the adversarial hub perturba-
tion based on these user queries. However, to further
demonstrate the generalization capability of our gen-
erated adversarial hubs, we additionally selected 5,000
random captions from the training set of MSCOCO,
use them to form another set of test queries and report
the retrieval performance.

e CUB-200-2011 [60] is an image classification dataset
consisting of various bird species. Using its test set,
we randomly select one image from each of the 200
classes to form the gallery data, and use the remaining
5,724 images as user queries.

e AudioCaps [31]] is a widely-used audio captioning
dataset. We use its test set of 816 audios and cor-
responding text captions as gallery data and queries,
respectively.

Models. We use the popular open-source encoders: Image-
Bind [21] (6 modalities), AudioCLIP [23] (3 modalities),
and CLIP (2 modalities) [45]]. For tasks involving images,
we use a partially trained checkpoint of AudioCLIP, as
it achieves better performance [23]. Our evaluations on
CLIP are done on two sizes (ViT and ResNet-50) using
the implementations provided by OpenCLIP [12].

Pinecone. In addition to evaluating the above models as
“simulated” retrieval systems (following the previous litera-

ture [4], [63]]), we also construct a more realistic setting b
attacking Pinecone’s image-to-image retrieval applicatio

Based on Pinecone’s documentation, the application uses
CLIP [45] to convert both user queries and gallery data to
the embeddings, but does not specify the version number.
Therefore, we assume the adversary does not know the
exact version of CLIP, but has access to the models we
included in other experiments. This assumption is realistic
since training one’s own encoder is prohibitively expensive
and potential victims often leverage leading open-source
implementations. We also assume the adversaries have no
control over the configurations of the Pinecone application
other than uploading the gallery data, which closely mimics
how a victim would build its own real-world retrieval system
based on Pinecone. We test on the CUB-200-2011 dataset,
using the same gallery and query set split as above.

Attack Setup. For each of our attacks, we only generate a
single adversarial hub and add it to the gallery data to show
the effectiveness of being retrieved by a large fraction of
irrelevant test queries. To generate the adversarial hub, we
randomly select a clean gallery point g. € G, optimize the
perturbation § based on (2) and run the PGD attack for 7" =
1000 iterations to obtain the adversarial hub g, = g.+9. We
set the perturbation budget of § as e = 16/255 for image
and € = 0.05 for audio, following the prior work [[71].

Evaluation Metrics. We use two standard retrieval metrics.
e Recall at Rank k (RQk): Given a query ¢; € Q =
{q:}X.,, we calculate the number of relevant docu-
ments in the gallery, R;, and number of relevant doc-
uments retrieved in the top-k list, Rf Then,

1 X Rk
—— L% 100%.
RQE Nigl Z_>< 00%

Higher values indicate better retrieval performance.

e Median Rank (MdR): For a query g¢;, let r; be the
rank of the first relevant retrieved gallery datum in the
ranked list of all gallery items. Then,

MdR = median({r, 7, ...,7n }).

Lower values indicate better retrieval performance.

Using the two evaluation metrics described above, for
each evaluation setting, we first measure the retrieval per-
formance of the relevant documents in the original clean
gallery using the user queries (clean retrieval performance).
Next, we inject the adversarial hub into the gallery to create
a poisoned gallery and measure the performance again with
the same set of queries. In the poisoned gallery, we report
the retrieval performance of both the injected adversarial hub
and the original relevant documents from the clean gallery.

Finally, we independently generate 100 adversarial hubs
for images and audio, and report their statistics (mean and
standard deviation) for both top-k recall (RQk) and median
rank (MdR). An effective adversarial hub should achieve a
very high RQFE and a low MdR when retrieved by targeted
user queries.

2. https://github.com/pinecone-io/image-search-example
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5. Evaluation Without Defenses

We evaluate the effectiveness of our universal adversarial
hubs in the white-box setting in Section [5.I] We then com-
pare our hubs with their natural counterparts in Section [5.2]
Next, we evaluate the transferability of universal adversarial
hubs across different embeddings in Section[5.3] Finally, we
evaluate the effectiveness of our stealthier, concept-specific
hubs in Section [5.4]

5.1. Effectiveness of Universal Adversarial Hubs

Text-to-Image Retrieval. Table [T| presents the text-to-image
retrieval results for the ImageBind, OpenCLIP, and Audio-
CLIP models on the MS COCO dataset. With clean gallery
data, we observe significant variance in performance across
different embeddings, with OpenCLIP achieving the highest
RQF for k = 1,5,10 and lowest MdR. Setting k£ = 10, each
model achieves reasonably good performance with the best
embedding (from OpenCLIP) achieving RQ10 > 81% and
MdR = 2. However, when an adversarial hub is introduced
to the gallery, the retrieval performance is significantly
degraded across the board.

Our attack is highly effective, with RQk =~ 100% for
most models and settings of k. Our lowest attack perfor-
mance is on the partially-trained AudioCLIP model with
RQ1 = 65.5%, however, we note that in this regime re-
trieval becomes unusable on the clean gallery data (RQ1 =
18.8%). For all other models, MdR = 1, indicating that
the single adversarial hub is the most relevant data point to
(almost) all incoming queries: even though the adversarial
hub is semantically irrelevant to those queries. We also
note that, as k increases, the (truly) relevant points from
the gallery are also retrieved more frequently, although still
dominated by the adversarial hub in the retrieved rankings.

As explained before, by default, the generation of the
adversarial hubs across all settings is based on the user
queries in ;. To further show the generalization of the
generated adversarial hubs, we test on queries that are
sampled from the same distribution as ();, but were never
used for hub optimization. In this evaluation, we randomly
sample 5,000 text captions from the MS COCO dataset and
use them as queries for retrieval. As shown in the table (last
row for each model), the adversarial hub generalizes very
well and the retrieval performance on the new test queries
is almost the same as the performance on the target queries

Q.

Image-to-Image Retrieval. Table [2] shows the image-to-
image retrieval results on the CUB-200-2011 dataset using
the same models as above and, additionally, on Pinecone’s
retrieval system. While our main focus is on cross-modal
retrieval, we evaluate image-to-image retrieval since it is
common for many real-world applications such as Google’s
“Search by Image” functionality.

Like text-to-image retrieval, we observe significant vari-
ance in image-to-image performance across models, with
OpenCLIP achieving the highest RQk for k£ = 1,3,5,10

and lowest median rank. We note that OpenCLIP’s superior
performance justifies why victim users in practice may
deploy the (default) OpenCLIP when using Pinecone.

Interestingly, when compared to the text-to-image set-
ting, both clean retrieval and our adversarial hubs are not
nearly as effective. However, our attack performance im-
proves with % and achieves R@Q10 = 92.3% on OpenCLIP-
ViT. We remark that, in practice, larger values of k£ may be
needed in this regime to boost clean recall and rank.

We also evaluate our attack performance on Pinecone
(final row of Table [2). Since our attacker has no control
over the internal configurations of the retrieval system (e.g.,
the value of k), we only report results for £ < 5 and omit
the median rank MdR which requires a complete ranking
of the gallery data. Our attack shows similar success to the
“simulated” model settings, achieving RQ1 = 11.0% and
RQ5 = 45.7%. The effectiveness of clean retrieval and our
attack still improves with larger k.

Since our attack performance is strongly correlated with
clean retrieval performance, we note that adversarial hubs
pose a significant threat even to relatively robust single-
modality retrieval tasks, with the potential to harm real-
world retrieval systems. We speculate that, compared to
cross-modal tasks, single-modality tasks may have more
compact representations, leaving less opportunity for ma-
nipulation by attackers. Similar observations of increased
(natural) hubness in cross-modal retrieval compared to uni-
modal retrieval have also been reported in prior work [34].

Text-to-Audio Retrieval. Table 3] contains our text-to-audio
retrieval results for ImageBind and AudioCLIP on the Au-
dioCaps dataset. Even though the clean retrieval perfor-
mance is low in the restrictive top-1 regime (RQ1 < 10%),
our adversarial hubs can be reliably retrieved as the most
relevant gallery point with RQ1 > 50%. As expected, as
we increase k to improve clean retrieval, the effectiveness
of the adversarial hub increases with RQ10 ~ 88%. For our
hubs, MdR ~ 1.5 while for clean retrieval the median rank
is as high as 28.

These results suggest that audio embeddings are highly
vulnerable to adversarial perturbations, as a single adversar-
ial audio sample can align with a wide range of captions.
However, when compared to text-to-image retrieval, text-to-
audio alignment appears to be slightly more robust by both
metrics. We expect that as clean retrieval scores improve,
so, too, will our attack.

5.2. Comparing Adversarial and Natural Hubs

In Figure [/| we show the frequency of gallery points
being retrieved as the most relevant (indicated by the width
of the plots) for different numbers of queries (y-axis) across
text-to-image, image-to-image, and text-to-audio retrieval
tasks. At a particular number of queries on the y-axis,
y, a wider plot means there are more gallery data points
retrieved y times. As shown, the adversarial hub (in red)
is retrieved as the most relevant gallery point an order of
magnitude more frequently than any natural hub. On the MS



TABLE 1: Result for Text-to-Image Retrieval(MS COCO). In column of “Gallery”, “Clean” denotes the original clean
gallery for retrieval, “Poisoned” denotes the poisoned gallery that injects the adversarial hub to the original gallery; In
column of “Retrieved”, “Relevant Doc.” denote relevant documents in the original clean gallery for the query. “Adv. Hub.”
denotes the injected adversarial hub. The metric of RQk denotes the top-k recall of the retrieved document (Retrieved) and
MdR denotes the median rank of the retried document in the complete rank of the gallery. We report the performance of
retrieving relevant documents (Relevant Doc.) from both the Clean and Poisoned gallery, and the retrieval iof adversarial
hub (Adv Hub.) from the Poisoned gallery. “(Test Queries)” in the last row of each "Model” denotes retrieval of adversarial
hub using queries not used for its optimization. The attack performance is shaded. We report the average and standard
deviation of all metrics over 100 independently generated adversarial hubs.

Model Gallery Retrieved R@1 (%)t R@5 (%)t R@10 (%)t MdR/|
Clean Relevant Doc. 48.4 72.7 81.0 2.0
ImageBind Poisoned  Relevant Doc. 9.2 + 2.1 69.6 + 0.0 79.8 £ 0.0 3.0 £ 0.0
g Poisoned  Adv. Hub 87.7 £ 3.0 98.5 + 0.5 99.2 + 0.3 1.0 £ 0.0
Poisoned  Adv. Hub (Test Queries) 949 £ 1.6 98.5 £ 0.5 99.2 £ 0.3 1.0 £ 0.0
Clean Relevant Doc. 13.4 31.5 41.7 16.0
AudioCLIP Poisoned  Relevant Doc. 0.0 £ 0.0 283 £ 0.0 40.0 £ 00 17.0 £ 0.0
Poisoned  Adv. Hub 99.9 £ 0.1 100.0 & 0.0 100.0 £ 0.0 1.0 £ 0.0
Poisoned  Adv. Hub (Test Queries) 100.0 & 0.1  100.0 & 0.0  100.0 £ 0.0 1.0 £ 0.0
Clean Relevant Doc. 48.5 72.8 81.1 2.0
OpenCLIP-ViT Poisoned  Relevant Doc. 93 £+ 1.8 69.7 £+ 0.1 79.8 £ 0.0 3.0 £ 0.1
P Poisoned  Adv. Hub 87.7 £ 2.7 98.5 £ 0.5 99.2 £ 0.3 1.0 £ 0.0
Poisoned  Adv. Hub (Test Queries) 974 £ 1.5 99.2 £ 0.5 99.6 + 0.3 1.0 £ 0.0
Clean Relevant Doc. 28.3 53.0 64.1 5.0
Poisoned  Relevant Doc. 2.2 £+ 0.8 493 £+ 0.0 62.4 + 0.0 6.0 = 0.0
OpenCLIP-RNS0 Poisoned  Adv. Hub 959£20 990+£06 995+03 1.0+ 00
Poisoned  Adv. Hub (Test Queries) 949 £ 1.5 98.5 £ 0.4 99.2 £ 0.3 1.0 £ 0.0
Clean Relevant Doc. 18.8 39.5 50.7 10.0
. . Poisoned  Relevant Doc. 8.2 + 3.6 36.8 + 0.4 492 +£02 11.0 £0.1
AudioCLIP (Partial) - poseoned Adv. Hub 655+ 19.1 8394132 893 +103 16426
Poisoned  Adv. Hub (Test Queries) 69.0 + 18.5 84.8 £ 12.8 89.9 &+ 10.0 1.5 +24

COCO dataset with ImageBind embeddings, our adversarial
hub was retrieved as the most relevant 21,918 times while
the natural hub with the most retrievals was retrieved only
102 times: a 215x gap in retrieval frequency. The retrieval
frequency gap is smallest for the CUB-200-2011 dataset
with OpenCLIP-ViT (3.1x).

We clarify that the retrieval count for a natural hub
should refer to the number of irrelevant user queries that
retrieve the hub as the most relevant result, rather than the
total number of queries that retrieve it, as some queries
may be relevant. For instance, in the case of the CUB-200-
2011 dataset using OpenCLIP-ViT (where the gap between
natural and adversarial hubs is smallest), a natural hub is, on
average, relevant to 28 user queries. Therefore, while some
clean gallery points are retrieved by up to 100 queries and
thus classified as natural hubs with 100 irrelevant retrievals,
their actual number of irrelevant retrievals may be closer to
100 — 28 = 72.

These results show that, adversarial hubs are much more
severe threats than natural hubs. This threat will increase
drastically if attackers are able to craft multiple (e.g., k)
adversarial hubs to poison the gallery data.

5.3. Transferability of Universal Adversarial Hubs

In this section, we evaluate the transferability between
different encoders, simulating a scenario where an attacker

lacks knowledge of the exact embedding method used by the
victim retrieval system. Instead, the attacker leverages open-
source embedding models to generate proxy adversarial
hubs, which are then transferred to the victim’s embedding
model. However, we note that our method primarily focuses
on (and may overfit to) single embedding spaces, without
prioritizing transferability. Exploring universally transfer-
able adversarial hubs remains a promising direction for
future research.

Table [4] shows how our attack transfers between different
embedding models used by the attacker and the victim. In
most cases, the adversarial hubs do not transfer, indicat-
ing a limited ability of adversarial features to generalize
across models. These settings are omitted from Table 4] We
find that OpenCLIP-ViT transfers effectively to ImageBind,
achieving a high top-1 recall of RQ1 = 87.8% and a median
rank of MdR = 1.0. In contrast, adversarial hubs generated
from OpenCLIP-RNS50 barely transfer to AudioCLIP, with
a top-1 recall of only R@Q1 = 0.3% and an MdR = 416,
though still better than random chance (0.02%).

This observation aligns with previous work on illusions
in multi-modal alignment [71]], where adversarial illusions
transfer within but not across similar model architectures.
ImageBind adds modalities to an otherwise-unchanged ViT
version of CLIP, which may indicate why OpenCLIP-ViT’s
hubs transfer well. Meanwhile, AudioCLIP fine-tunes a
ResNet-50-based CLIP, fundamentally altering the resul-



TABLE 2: Image-to-Image Retrieval (CUB-200-2011).

Model Gallery Retrieved R@1(%)t R@3(%)T R@5(%)t R@10(%)t MdR|
Clean Relevant Doc.  59.2 71.7 84.9 92.3 1.0
ImageBind Poisoned  Relevant Doc. 579 £ 0.2 75.8 + 0.1 83.5 £ 0.1 91.3 £ 0.0 1.0 £ 0.0
Poisoned  Adv. Hub 56 05 398 £1.8 65.3 = 2.0 90.3 £ 1.6 4.0 £ 0.1
Clean Relevant Doc. 11.2 21.8 28.8 39.4 19.0
AudioCLIP Poisoned  Relevant Doc. 98 £03 20.5+0.2 27.5 £ 0.1 383+£01 192 +03
Poisoned  Adv. Hub 199 + 26 404 +42 52.8 + 4.4 71.0 + 3.5 5.1 £09
Clean Relevant Doc.  59.5 79.5 86.2 93.0 1.0
OpenCLIP-ViT Poisoned  Relevant Doc. 58.0 £ 0.1 77.5 0.2 84.8 £ 0.1 92.3 £ 0.0 1.0 £ 0.0
Poisoned  Adv. Hub 524+05 393 +£22 66.1 + 2.2 923 £ 1.5 4.0 £ 0.2
Clean Relevant Doc.  22.0 38.7 48.0 62.1 6.0
OpenCLIP-RN50 Poisoned  Relevant Doc. 18.9 +£ 04 358 £ 0.2 458 £ 0.1 60.4 £ 0.1 7.0 £ 0.1
Poisoned  Adv. Hub 239 £ 2.8 509 £ 3.5 63.8 2.9 81.0 £ 2.0 33+ 0.5
Clean Relevant Doc.  12.1 22.2 28.3 38.9 19.0
AudioCLIP (Partial) Poisoned Relevant Doc. 11.2 +0.5 212 4+ 04 27.6 £ 0.2 379 £ 02 199 £0.2
Poisoned  Adv. Hub 115 £55 290+£99 418+ 11.0 63.7 & 10.2 73 £ 24
Clean Relevant Doc.  25.6 41.5 51.5 - -
Pinecone Poisoned  Relevant Doc. 252 £ 0.3 41.1 £ 0.3 51.1 £ 0.2 - -
Poisoned  Adv. Hub 11.0 £ 1.8 31.6 £ 4.2 4577 £ 4.9 - -
TABLE 3: Audio-to-Text Retrieval (Audiocaps).
Model Gallery Retrieved R@1(%)t R@5(%)T R@10(%)t MdR|
Clean Relevant Doc. 9.7 30.7 43.7 13.0
ImageBind  Poisoned Relevant Doc. 6.6 +£0.5 28.14+0.3 4234+0.1 14.0£0.0
Poisoned  Adv. Hub 53.2+5.3 72.1+£55 82.1+5.0 1.3+£0.7
Clean Relevant Doc. 6.2 20.7 31.8 27.0
AudioCLIP  Poisoned Relevant Doc. 24 +£0.8 18.8 £ 0.3 30.6 £ 0.2 28.04 0.0
Poisoned  Adv. Hub 59.0 £ 143 784 + 10.5 86.5 £+ 8.0 1.5+ 09

TABLE 4: Transfer Results in Image-to-Text Retrieval (MS COCO). This table follows the same naming conventions

and evaluation metrics as described in the caption of Table

Target Model Surrogate Model  Gallery Retrieved R@1(%)t R@5(%)T R@10(%)t MdR|
ImageBind OpenCLIP-ViT Po?soned Relevant Doc. 9.1 £ 1.8 69.6 £0.0 79.8 + 0.0 3.0 £ 0.1
Poisoned  Adv. Hub 87.8 £27 958 £0.5 98.2 + 0.3 1.0 £ 0.0
AudioCLIP (Partial)  OpenCLIP-RNS0 POTsoned Relevant Doc. 18.8 = 0.0 39.5 £ 0.0 50.7 £ 0.0 10.0 £ 0.0
Poisoned  Adv. Hub 0.3 + 04 1.1 £ 1.5 2.1 £24 4165 £ 244.1

tant embedding space. This likely contributes to the poor
(but non-negligible) transferability from OpenCLIP-RN50’s
hubs.

These results suggest that the architectural similarity
between the surrogate and target models plays a crucial role
in the success of adversarial transfer, and, given the limited
number of open-source visual and audio encoders, it is easy
to guess the architecture of the target embedding model. In
addition, since different embedding models capture similar
essential and invariant features, we purport that leveraging
an ensemble of diverse surrogate models may lead to uni-
versally transferable adversarial hubs that avoid over-fitting
to any single architecture [36], [56], [[71]].

5.4. Concept-Specific Adversarial Hubs

For our concept-specific hubs, we evaluate the text-
to-image retrieval task on the MS COCO dataset with
ImageBind. We first describe the generation process of
the concept-specific queries as well as the concept-specific
adversarial hubs. Then, we show their effectiveness.

Generation of Concept-specific Queries. From Zhang et
al’s [70] list of triggers, we start by randomly selecting 5
to use as concepts, ensuring that they do not appear in the
text captions of MS COCO.

Then, for each concept c, we query ChatGPT-40
with the prompt “Generate 20 captions about
images of (c)” to generate the concept-specific
queries. Next, we split the 20 queries for each concept
into two groups of 10. Starting from a randomly-selected
clean gallery image, we use the first group to generate our



# of queries

MS COCO (ImageBind)

MS COCO (AudioCLIP)

MS COCO (OpenCLIP-ViT)

MS COCO (OpenCLIP-RN50)

CUB-200-2011 (ImageBind)

10

100

Clean Gallery + Adv. Hub
CUB-200-2011 (AudioCLIP)

Clean Gallery

CUB-200-2011 (OpenCLIP-ViT)

+ Adv. Hub

Clean Gallery
CUB-200-2011 (OpenCLIP-RN50)

+ Adv. Hub

Clean Gallery
AudioCaps (ImageBind)

+ Adv. Hub

Clean Gallery + Adv. Hub
AudioCaps (AudioCLIP)

100

100

Clean Gallery + Adv. Hub

Clean Gallery

+ Adv. Hub

Clean Gallery

+ Adv. Hub

# of documents retrieved @R1

Clean Gallery

+ Adv. Hub

Clean Gallery + Adv. Hub

Figure 7: Retrieval Frequency of Adversarial and Natural Hubs. Adversarial hubs (red dots) are retrieved more frequently
than the most relevant gallery points, including natural hubs. The width of each plot represents the frequency of retrieval
across different numbers of queries (y-axis), shown on a logarithmic scale. The frequency of each gallery data point is an
average over 100 independent adversarial hub generation trials.

TABLE 5: Concept-specific Adversarial Hubs (MS COCO). The gallery in this evalation is the poisoned gallery with
injected adversarial hub. In the column of “Query”, “Original” denotes the user queries irrelevant to the attacker-chosen
concept and “Concept-specific” denotes the subset of queries that contain the concept.

Concept Query Retrieved R@1 (%)t R@5 (%)t R@10 (%)t MdR|
Original Relevant Doc. 484 £ 0.0 72.7 + 0.0 81.0 +£ 0.0 2.0 + 0.0
Amazon Original Adv. Hub 0.1 +£ 0.0 0.8 + 0.4 1.6 £ 08 2114 + 67.7
Concept-specific ~ Adv. Hub 100.0 £ 0.0 100.0 £ 0.0  100.0 £ 0.0 1.0 + 0.0
Original Relevant Doc. 48.1 £ 0.1 725 £ 0.1 80.9 £ 0.0 2.0+ 0.0
LeBron James Original Adv. Hub 1.3 +£0.7 6.1 £ 3.0 109 £+ 5.0 73.5 £ 258
Concept-specific ~ Adv. Hub 100.0 £ 0.0 100.0 £ 0.0  100.0 £ 0.0 1.0 £ 0.0
Original Relevant Doc. 484 £+ 0.0 727 £ 0.0 81.0 +£ 0.0 2.0+ 0.0
Spotify Original Adv. Hub 0.0 £ 0.0 0.5+ 0.3 1.1 £0.7 2699 £ 79.0
Concept-specific ~ Adv. Hub 100.0 = 0.0  100.0 & 0.0  100.0 £ 0.0 1.0 £ 0.0
Original Relevant Doc. 450 £ 1.3 71.7 £ 0.3 80.5 + 0.1 2.0 + 0.0
Olympics Original Adv. Hub 13.8 £43 33.0 £9.0 443 + 105 16.4 £+ 8.8
Concept-specific ~ Adv. Hub 100.0 £ 0.0 100.0 £ 0.0  100.0 £ 0.0 1.0 £ 0.0
Original Relevant Doc. 483 £ 0.1 72.6 + 0.0 81.0 +£ 0.0 2.0 + 0.0
Marilyn Monroe  Original Adv. Hub 03 +£0.1 31 +1.2 6.1 £23 118.1 £ 27.8
Concept-specific ~ Adv. Hub 100.0 £ 0.0  100.0 & 0.0  100.0 £ 0.0 1.0 £ 0.0
Original Relevant Doc. 476 £ 1.4 724 + 04 80.9 £+ 0.2 2.0 + 0.0
Average Original Adv. Hub 31458 87+ 132 128 £17.2 1379 +93.2
Concept-specific ~ Adv. Hub 100.0 + 0.0  100.0 & 0.0  100.0 £ 0.0 1.0 £ 0.0




adversarial hub. The remaining 10 queries are used for
evaluation. In this fashion, we generate 100 independent
hubs for each of the 5 concepts.

Effectiveness of Concept-specific Hubs. Table [5] shows
the effectiveness of our concept-specific adversarial hubs,
designed to only target concept-specific queries. We first
observe that the retrieval performance of the original 25,000
text queries on the poisoned gallery data (first row of each
concept) is almost the same as the retrieval performance on
the clean gallery data while the retrieval rate for adversarial
hubs (second row) is nearly 0%. Meanwhile, our adversarial
hubs are always retrieved by the relevant concept queries
(third row): RQ1 = 100% for all concepts and MdR = 1.

These results indicate that the concept-specific adver-
sarial hubs are stealthy and effective, not only pinpointing
concept queries, but also minimally impacting the remaining
irrelevant queries. In Section [6] we further show that these
are extremely hard to detect via current defenses against
natural hubs, motivating further research into the design of
defenses customized for adversarial hubs.

6. Evaluation of Existing Defenses

We first describe a representative defense against natural
hubs [4]] in Section [6.1] We then evaluate the effectiveness
of this defense against our universal hubs in Section [6.2]
Finally, we investigate how concept-based adversarial hubs
circumvent these defenses in Section

6.1. Query Bank Normalization Defense

High-level Idea of Defense. We first the high level idea
of the defense proposed by Bogolin et al. [4]. Given a user
query ¢, the defense aims to normalize the similarity score
of the most relevant gallery data point if this similarity is
suspected to be “abnormally” high. The defender begins by
sampling a query bank (), from the same distribution as
user queries (e.g., queries used for encoder training). Next,
the defender identifies a subset of gallery data points as
potential hubs and stores their indices in an activation set
A.

When a user query is received, the defender checks
whether the index of the most relevant gallery point (based
on cosine similarity) belongs to .A. If the index is not in
A, the similarity score remains unchanged. Otherwise, the
defender suspects the corresponding gallery point to be a
hub and normalizes its similarity score by dividing the orig-
inal (cosine) similarity by the sum of its cosine similarities
with the top-K most relevant queries from the query bank
Qy- Specifically, both the original cosine similarity and the
similarities with the top-K queries from @ are scaled by a
temperature parameter 3 before the normalization.

For the above procedure, the activation set A is defined
as:

‘A = {.7 <] S argmaxngG S]m(Qi7gj)7qi S Qb}7
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where argmz;fxgjea returns the indices of the top-k£ most
relevant gallery data points in G = {g;};_,. Therefore, this
activation set contains indices of gallery data that at least
appears once as the top-k relevant points for queries in Q.
Then a probe vector p; € R¥ is precomputed for each
gallery g; € G, which is composed of the cosine similarities
with the top-K most relevant queries from (). Note that the
K can be different from the small k. Summation of their
scaled (by () entries will then be used to normalize the
original high cosine similarity if this gallery data index is
in A.

Next, we show the more formal description about this
normalization process. For notational convenience, for a
query ¢, denote its similarity score with gallery point g;
as sim; for clarity. Then, with A and the given query g, the
final normalized similarity score 7,(j) of g; in response to
q is computed as:

exp(B-sim;)
17 exp([B-p;)]

nq(J) = { .
sim;
where [ is a hyperparameter that controls the normalization
temperature. This activation set A is formed to mitigate
abnormally high similarities while having minimal impact
on other clean retrievals, as blindly normalizing similarities
of all gallery data points with respect to the query ¢ can
negatively impact the clean retrieval performance [4].

We particularly study the defense by Bogolin et al. in
this paper because it is the first scalable defense for modern
cross-modal retrieval systems and subsequent works [13],
[63]] follow the same architecture, but makes minor varia-
tions on the query bank construction to improve efficiency,
which has the potential risk of increasing the vulnerability
to adversarial hubs (detailed discussions are added at the
end of Section @ For defense evaluation, we follow the
default hyperparameter configurations in the original paper
[4]].

Lazy and Diligent Defenses. In modern retrieval systems,
galleries can be massive and continuously updated (e.g.,
adding new products on e-commerce platforms). However,
the precomputations required for the discussed defense can
be extremely resource-intensive for systems with large gal-
leries and query banks. As a result, it is likely that the
system owner deploying the defense will perform these
computations less frequently compared to the addition of
new gallery items.

If an attacker carefully times their action and adds a
single adversarial hub to the gallery after the precompu-
tations for the current gallery and query bank data have
been completed, the retrieval system may wait for some
time before recomputing to account for the new additions.
During this interval, the defense will effectively function
as if no defense is in place, because the probe vector p;
for the adversarial hub will be zero, and the hub will not
be included in the activation set .A. This makes our attack
highly effective against such a lazy defense.

In the remaining sections, we consider a diligent defense,
which promptly updates the probe vector and activation

if argmax,.cqsim; € A
g Xg_7€G J (3)

otherwise



set regardless of computational costs. While this approach
ensures robustness, it may not be practical for real-world
applications due to the significant resource demands.

6.2. Effectiveness of Universal Hubs Under Defense

We first evaluate the effectiveness of indiscriminate
universal hubs generated without considering the defenses
(oblivious attack). The evaluation is conducted on the MS
COCO dataset using embeddings from ImageBind, with re-
sults shown in Table[6] Interestingly, we find that the defense
has a disparate impact on the clean gallery data and the
adversarial hub. For user queries, the retrieval performance
on the original gallery data remains largely unchanged with
or without defense. However, for the universal adversarial
hub, the defense completely mitigates its impact: the top-
1 recall drops from 76.6% without defense to 0% with
defense, the top-10 recall decreases from 94% to around
9%, and the median rank increases from 1.3 to at least 700.

Given the effectiveness of this mitigation strategy, we
proceed to test adaptive attacks against the defense to eval-
uate whether the (diligent) defense can still maintain its
effectiveness.

Adaptive Attacks. We hypothesize that our oblivious ad-
versarial hub (of the defense) is detected as a potential hub
due to its frequent retrieval by query bank captions, which
(ideally) share high similarity with normal user queries. As
a result, the defense normalizes the hub and reduces its
effectiveness. To circumvent this, we propose generating an
adversarial hub that satisfies the following conditions: (1) it
is dissimilar to the current query bank, either excluding the
hub from A or ensuring that the probe vector for the hub
has lower similarity values; and (2) it remains close to the
maximum possible number of user queries to maintain attack
effectiveness. In essence, we aim to “overfit” the adversarial
hub to the query bank samples, ensuring low similarity to
them while maintaining high similarity to the user queries.
This approach is feasible if the query bank samples and
user queries are sufficiently complex, allowing for more
flexibility in manipulating the adversarial hub’s features to
achieve this “overfitting.”

Formally, we change our main objective from the prim-
itive form in Equation (2)) to the following contrastive form
to account for being dissimilar to the query bank samples:

1
£lga, @:0) =agom 3 cos (07(90),0™ (8)
L )
—Tan 2 ©os (07(92). 6™ ()
qeEQ:

where « is a hyperparameter that balances the two condi-
tions (1) and (2).

Adaptive Attacks are Ineffective. In the formulation above,
we assume the attacker is aware of the query bank Q). In
practice, attackers may choose to generate proxy (), based
on known representative user queries (). We tried different
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o values. However, even with this adaptive strategy and
knowledge of @, our adaptive attack still fails to gener-
ate an effective universal adversarial hub. The generated
adversarial hubs either (1) are sufficiently close to user
queries but are also similar to the query bank, and become
irrelevant for user queries after normalization; or (2) become
dissimilar to the query bank and avoid being normalized, but
also distance themselves from the user queries, degrading
the attack’s effectiveness. However, such a negative result
may not always indicate the robustness of practical retrieval
systems, as we elaborate further below.

Implication in Practice. Theoretically, the optimization
in (@ involves two contradicting terms if Q; and Qp are
sufficiently close to each other, causing the optimization to
fail to converge. The objective becomes optimizable if the
structure of queries @); and @, is complex, allowing the
learning of features that distinguish samples from the two
query sets. However, upon examining the text captions in
the MS COCO dataset, we find that both (); and )} consist
of high-level descriptions, reducing their distinguishability.

We anticipate that in practical applications, Q); and @
may not be as similar as they are in the benchmark dataset.
This aligns with prior findings suggesting that (), may
not always be representative enough [4f], [63]. In the next
section, we show that when an attacker can easily target
a subset of concept queries absent from (), the generated
concept-specific hubs can evade the defense, even without
any adaptive contrastive optimization objectives.

Another important reason why modern retrieval systems
may still be vulnerable to universal adversarial hubs is that
the demonstrated defense is computationally expensive, as it
relies on maintaining a very large ), to effectively represent
potential user queries. In practice, developers might instead
use only a small set of samples (e.g., k-nearest neighbors of
the gallery data point in Q) [[13]]) for normalization to reduce
computational costs. However, this creates more opportuni-
ties for attackers due to the high asymmetry between the
top-k samples in @), and the target queries Q; (which is @
in this universal attack setting). As a result, the contrastive
optimization in Equation (4) becomes significantly easier to
solve. We leave the exploration of these settings as future
work.

With the universal adversarial hubs evaluated under de-
fense, we will next show how a defense-oblivious concept-
specific attack can easily evade the current defenses.

6.3. Oblivious Concept-Specific Attacks

To better demonstrate the vulnerability of overly relying
on the representativeness of ), to defend against adversarial
hubs, we target a subset of concept queries that do not
appear in Q5. We do not adopt any advanced optimization
techniques and instead use the same objective as in Equa-
tion (@). The attacker then uploads the single adversarial hub
into the victim’s gallery data. The victim then (diligently)
recomputes the probe vector and the activation set A to
normalize gallery data when needed (as per the condition



TABLE 6: Universal Adversarial Hubs for Image-to-Text Retrieval with Query Bank Normalization Defense (MS
COCO). In column of “QB-Norm”, “No” denotes the retrieval without defense, “Yes” denotes retrieval with defense based

on query bank normalization.

Model Gallery Retrieved QB-Norm R@1(%)T R@5(%)1 R@10(%)1 MdR|
Clean Relevant Doc. No 48.4 72.7 81.0 2.0
Clean Relevant Doc.  Yes 49.9 73.8 82.3 2.0
ImageBind Poisoned  Relevant Doc. No 9.2 £+ 2.1 69.6 +£ 0.0 79.8 £ 0.0 3.0+ 0.0
g Poisoned  Relevant Doc.  Yes 49.7 +£ 0.0 742 +£ 0.0 82.6 + 0.0 2.0 £ 0.1
Poisoned  Adv. Hub No 87.7 £ 3.0 98.5 £ 0.5 99.2 £ 0.3 1.0 £ 0.0
Poisoned  Adv. Hub Yes 0.0 £ 0.0 9.7 £ 2.0 10.3 £ 2.1 707.4 4+ 49.7
Clean Relevant Doc.  No 18.8 39.5 50.7 10.0
Clean Relevant Doc.  Yes 26.6 49.9 61.4 6.0
. . Poisoned  Relevant Doc. No 82+ 3.6 36.8 + 0.4 492 + 0.2 11.0 & 0.1
AudioCLIP (Partial) 24 Relevant Doc.  Yes 267+£0.1 503+£02  62.0+03 51402
Poisoned  Adv. Hub No 65.5 £ 19.1 839 + 132 89.3 £+ 10.3 1.6 + 2.6
Poisoned  Adv. Hub Yes 0.0 £ 0.0 62+ 1.5 7.6 £20 15014 + 1853

TABLE 7: Concept-specific Adversarial Hubs with QB-Norm (MS COCO). The naming convention follows from Table

All retrievals are evaluated with defenses based on query-bank normalization.

Concept Query Retrieved R@1 (%)t R@5 (%)t R@10 (%)t MdR|
Original Relevant Doc. 499 £ 0.0 73.8 + 0.0 823 +£ 0.0 2.0 + 0.0
Amazon Original Adv. Hub 0.0 £ 0.0 04+ 0.2 08 +04 662.0 £ 58.0
Concept-specific ~ Adv. Hub 100.0 £ 0.0 100.0 £ 0.0  100.0 £ 0.0 1.0 + 0.0
Original Relevant Doc. 499 + 0.1 73.8 £ 0.0 832 £ 0.0 2.0 £ 0.0
LeBron James Original Adv. Hub 0.0 £ 0.0 2.1+ 1.0 40+ 1.8 615.0 £ 426
Concept-specific ~ Adv. Hub 100.0 & 0.0 100.0 £ 0.0  100.0 &+ 0.0 1.0 £ 0.0
Original Relevant Doc. 499 £ 0.0 73.8 £ 0.0 823 £ 0.0 2.0 £ 0.0
Spotify Original Adv. Hub 0.0 £ 0.0 03 +02 0.6 +03 5862+ 414
Concept-specific ~ Adv. Hub 100.0 £ 0.0 100.0 £ 0.0 100.0 £ 0.0 1.0 £ 0.0
Original Relevant Doc. 49.8 £ 0.0 73.8 + 0.0 823 +£ 0.0 2.0 + 0.0
Olympics Original Adv. Hub 0.0 £ 0.0 9.1 £2.7 13.8 £34 6834 £974
Concept-specific ~ Adv. Hub 934 + 4.0 999 + 0.7 100.0 + 0.5 1.0 + 0.0
Original Relevant Doc. 499 + 0.0 73.8 £ 0.0 823 £ 0.0 2.0+ 0.0
Marilyn Monroe  Original Adv. Hub 0.0 £ 0.0 14 £ 0.5 27+09 5725+ 394
Concept-specific ~ Adv. Hub 100.0 £ 0.0  100.0 &£ 0.0  100.0 £ 0.0 1.0 £ 0.0
Original Relevant Doc. 499 £ 0.0 73.8 + 0.0 825+ 04 2.0 + 0.0
Average Original Adv. Hub 0.0 £ 0.0 27 £35 44 +53 623.8 +£43.6
Concept-specific ~ Adv. Hub 98.7 £2.6 100.0 £ 0.0 100.0 £ 0.0 1.0 + 0.0

in Equation (3)) for user queries. Results of this oblivious
attack are shown in Table [/} From the table, we observe that
in almost all cases, the top-1 recall is 100% for the adversar-
ial hub when retrieved by the related concept queries, with
a median rank of 1. Additionally, the original user queries
rarely retrieve the adversarial hub under defense, indicating
minimal collateral impact on irrelevant queries. The defense
also has negligible impact on clean retrieval performance.
These results highlight that the concept-specific attack is
highly effective and stealthy, posing a significant challenge
to defenses designed for natural hubness.

Potential Defenses. Under certain assumptions that are
computationally challenging to satisfy in practice, current
defenses may effectively mitigate indiscriminate universal
adversarial hubs. However, our exploration of universal hubs
is primarily aimed at benchmarking the overall performance
of modern retrieval systems in adversarial environments,
rather than focusing on their stealthiness. In real-world

scenarios, universal adversarial hubs may be easier to detect
if they spam a large number of users, leading to common
complaints. In contrast, concept-specific attacks pose a far
greater practical threat. These attacks are both stealthy—
avoiding detection through user feedback—and effective,
maintaining their impact regardless of whether defenses are
in place.

Our work calls on the research community to shift focus
from mitigating natural hubs to addressing adversarial hubs,
particularly concept-specific hubs. Several defense strategies
from the adversarial machine learning literature may be
worth exploring. For instance, data augmentation, which
has proven effective against clean-label data poisoning at-
tacks [5]], could be applied to queries or gallery data in
the cross-modal retrieval. However, the impact of data aug-
mentation on clean retrieval performance remains unclear.
Furthermore, when the adversarial hubs are reckless hubs,
the effectiveness may also be limited, as data augmentations
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mostly help for clean-label poisoning that adds bounded
perturbations.

Other potential defenses include feature distillation tech-
niques such as JPEG compression [37]] or feature squeezing
for images [[66]. However, these methods can be circum-
vented by adaptive attacks [2]. Certified defenses based on
techniques such as randomized smoothing may offer a more
robust solution [14], and is worth exploring further.

7. Related Work

Adversarial Alignment and Adversarial Examples. The
most relevant related work investigates adversarial align-
ment of inputs in multi-modal embedding spaces [18], [[71].
These attacks incrementally adjust a malicious input to align
with a single target embedding in an arbitrary modality.
In contrast, adversarial hubs achieve the harder, universal
goal of aligning a single input to a large number of target
embeddings in arbitrary downstream modalities.

Our work builds on the broader literature on untargeted
and fargeted adversarial examples. Untargeted attacks cause
outputs that are incorrect but not controlled by the adver-
sary [22], while targeted attacks induce a specific, adversary-
chosen, incorrect output [9]]. In contrast, our approach seeks
to generate adversarial inputs that work for multiple targets
at once (dozens of thousands of queries in the case of multi-
modal retrieval).

In this space, the most closely related papers are ad-
versarial cross-modal examples [[17], [20], [43], [53], [64],
[73]. As well as being task-specific, these techniques only
attack single targets. In other recent work [8[], [44], [72],
untargeted adversarial perturbations are used for jailbreaking
and prompt injection in multi-modal chatbots.

Hoedt et al. [25] creates unimodal audio adversarial hubs
for multiple targets in audio-to-audio retrieval, but the attack
is limited to a handful of samples. Several other recent pa-
pers deploy unimodal adversarial examples against specific
downstream tasks, such as toxicity classification [26], read-
ing comprehension [29], and chatbots [76]]. Furthermore,
untargeted adversarial perturbations against contrastively-
trained encoders are also demonstrated [32]], [68]], [75].

Importantly, unlike prior multi-target attacks, which in-
duce different incorrect outputs for the same input across
multiple models [33[], and universal adversarial perturba-
tions [41], which generalize across inputs rather than targets,
our method operates against a single model but generalizes
across embedding targets.

Poisoning Retrieval-Augmented Generation. Our work is
also closely related to retrieval-augmented generation (RAG)
poisoning, which involves an adversary who designs and
injects adversarial documents into a RAG system’s corpus.
In this setting, adversaries have two goals: (1) to create
documents that are frequently retrieved (retrieval poisoning)
and (2) to create documents that lead to unsafe generations
when retrieved (generation poisoning).

Chaudbhari et al. [[10] studies trigger-based retrieval poi-
soning, where an attacker designs an adversarial document
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that is retrieved for any query containing a specific trigger
word. Meanwhile, others [67], [[74] study trigger-less re-
trieval poisoning attacks by first clustering documents and
then generating an adversarial document for each cluster.
Zhang et al. [70] improves upon these methods by intro-
ducing a method to produce natural-looking text that works
with both trigger and trigger-less setups. At the generation
layer, attacks can produce adversarial documents that, when
retrieved, cause generative models to produce harmful con-
tent or perform denial-of-service attacks [10], [52].

Notably, unlike our work, these approaches work with
pure text-to-text retrieval systems. While our work is more
closely related to the retrieval poisoning step, we observe
that an adversary could also target generation in any modal-
ity by including malicious generation targets in their query
set (Q;. We leave this exploration for future work.

Mitigation of Natural Hubness. Since hubs form organi-
cally in data distributions (i.e., without adversarial manip-
ulation), prior work focuses on mitigating natural hubness.
There are two types of mitigation strategies for natural hubs:
train-time [35] and post-processing methods [4], [49], [57],
[63]].

Train-time methods mitigate hubs by introducing
hubness-aware loss functions [35[] which downweight points
that are close to multiple neighbors. While effective, these
methods are costly for large models and have been mostly
supplanted by post-processing methods, which rescale ab-
normally high similarities between points. Post-processing
approaches are significantly more cost-efficient and well-
studied. Early methods include some combination of lo-
cal scaling [27], [49], [69], global scaling [25], [49]], and
centroid-scaling [24], [57]], [58]. However, these methods are
inefficient for large models. More scalable methods leverage
a query bank as fixed reference points to normalize abnormal
retrieval similarities [4], [13[], [15], [16], [54], [63]. A few
of these works explicitly address the cross-modal retrieval
problem [4], [13]], [63]. We discuss the efficacy of these
methods against adversarial hubs in Section [6]

8. Conclusion and Possible Future Directions

In this paper, we revisit the well-known phenomenon of
hubness, where a data point in a high-dimensional space can
appear in the neighborhood of many other points that are
semantically not related, and investigate how it can exploited
for adversarial purposes in multi-modal retrieval systems.

We introduce two types of adversarial hubs, universal
hubs that are close to and thus retrieved by many irrele-
vant user queries, and concept-specific hubs that are only
retrieved by queries corresponding to specific, attacker-
chosen concepts. Through empirical evaluations, we show
that adversarial hubs can be crafted to appear relevant to
many more queries than natural hubs. This implies that ad-
versarial hubs can be potentially used for spam and product
promotion attacks on modern multi-modal retrieval systems
that rely on pretrained embeddings. Furthermore, we show
that current defenses designed to mitigate natural hubness



are ineffective against concept-based adversarial hubs. We
hope that our results will motivate research on more effective
defenses against adversarial hubs.

An interesting direction for future research is to inves-
tigate local perturbations, similar to adversarial patches [6],
that can be applied to any image to generate adversarial
hubs. While this paper focused on image and audio adver-
sarial hubs, similar techniques could be extended to other
modalities, such as video or thermal images, provided the
multi-modal encoder supports these inputs.

Another question for future research is measuring how
does adversarial hubness affect the performance of multi-
modal RAG systems, which also have broader application
scenarios [63]].

On the defense side, developers of multi-modal embed-
ding systems need to understand how their models can be
exploited for attacks and how adversarial hubs can expose
users of retrieval systems to risks, such as misinformation
or spam. Developing robust defenses against these types of
adversarial threats should be a key focus moving forward,
and we discussed several possible approaches in Section[6.3]

Ethical Considerations

While our work investigates the vulnerability of multi-
modal retrieval systems to adversarial hubs, our primary
goal is to raise awareness within the community about these
threats and to inspire the development of effective defenses
against adversarial hubs.
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